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B 5 snoms 2w

Snort3 AR MFATBS |

* BR-AEO LR . AE T
* B A BN R GEERNERAE
s mE- LS, Vg, m HAE AR S L Snort B BEATRE 2B Pl .

e
IR B DCE T A SO, ANIE T T AR SR AR .

« EF-ENCEM, EARLREE D, EARLEER )5 SR .
o RXERCEA, DFILACHREE G, ik B Eem, R TCP BB ik

TEFZ ) ICMP i AR BYSE AN H AL

55 P i IR 4% B A S AN [ 995 K B RS R | P il s i el H bR e 9B 44T K. AEER R N
IR 28 IS0 T, Snort 43 1) 7% )7 Ui IR 55 2% & 1% RST 24l Snort ZIEP A~ RST
Hu . P 77 a0 RST HC (LR 3 BN IR 52 00 1P, H BB b % P i 1P IRS%
A7 () RST HHR b JR B & A & ui i) 1P, H 38 N IR 4545 14 TP

« EEEMCEME, FEARE AL A QI TR e A 7

17K TIPS BN HAR H &%, 525 MUNERAE H Sk, 56 37 UL,
WERAT BRI i e A

PR wilih FE R A TSR SO BRI o SR DT A LA R

o SRS IR 73 A1, RIGESHRUN . ZE AT A .

o FT S H S T2 RO AR SR 3 T AR B L

o BLRESAIS TEAN(E B

o AR BRI T .

* SR O R A8 R 417 1

ATy AW RZIES PR -5

CSEHEE B, AR EAR AT IFAERE Snort 4 AR ) Snort #E BRI AR RS K

T AN, TS IR G IR A SENS . 55 38 1T,

AT LU R AMZBUN . AR5 middi Snort 3 B RN e 301 Ik I B A AR . 3H&R > A
TR AL Z 1 H I AR5~ LA R T £ o

T—5Hita
WEREEY, WERIEREEY , %25 0
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| Snort3 s AEemFIHS
mnmins

W o=y

FRIUZE s AT A S AR A, O Bk 251 H MITRE SERSRIECAR . 7 H T MITRE SElg A4 R LA
LU TN FAF AR MITRE BUWAL 51 Z05 ) AMZFAE, UEAE B ks B G s SRS o4 >
NE>FH, KRG AT EGREMEGI . GET U F—BH SEH T EFEANR SR &
S R, sl —E.

£ NMREBEM B, BRI T LR B TR, AU A Y iR
* MITRE ATT&CK
WU

A IR B AE K, 15217 Cisco Firepower Management Center 45 Fid5 /g, 7.3 it A2 i 7B
(13653 o

ANIRAE HFRIE X
MBS KBRS0 7.2.0 TR, 7 AR G, PIBKEESR B o 5 B TPS BRI
(447K, DR DL T DRGSO

X IPS #flE, NRER T NMREMG TN AERER 5 B rE, UL f—4 it AR
S RN BAE P BT,

Snort3 A IPS 1 |NEXLER-BHAIEERBPONORERN | WBER-FFAEEEFLI20RES
1% ¥ REA
i SliibUN R
BH1E O R O T T 5 BEL 15 BHL 1E/356 53 BEL 1T
%3¢ (Drop) RGO LT PR L RED
C{EEAL] CERMOER CIEEUR EE R
HE FovF G
|

EEEW © WURBNIARA B i, W 'S REERN BES.

C WIRHRE TR R (H TIPS HRIEAL TR BB AL T A IR TAP/E R, U B
BAEthR o h BES .

)

AR AERAACAMTEOUN (95 KGR B0 7.2.0 R B KR BB 7.1.0 ), PR KSR UE
M TEARIPS #:4F, b @53 Bon A SRR B4R . X TR AR, By R B 7.1.0 [
PEE
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Snort3 AR MFATBS |
B =0 ezmuwaszn

CON L RN

T DAE FE A 2R e B A 1 SRS B 1 5 SCSRME ATy A SEms

W ABER R 2 TiAS B E SCRNG 3 A SRS AR AT DY AN AR DY AN 22— LRI B 22 1 SR A D FE A
MG S5 TS SR A 2B 2R S BRI ) SR A1 D T Al

PR IEPERRE > I EIE R > AR

PR 2 pili ERCE N RIS 55101 HREE ().
P3N ERKRE MR IERE AN
PR 4 LHIRTFE (Save).

T—¥ it a
P NE G S AR E S, 2R 25 L.

EENERE

FE “CNIRIENE” U CGREg > i [EHEHIAREE > AR) b, WU 2T H € AR A LKL N 3fE

¥
o BB ) 75 T SRS AR B 95 AR SRS SR Ak A
s FEZHGE T, BT S K

FELZHHE T, RGOS B ek QIR s, T Lo T i . R0 o R e e
AN, AT DO AT e . S MG A BRIk b QU I S, TE I I

UK

HIE 1 EPRERE > i BT H AR > N7
o AL NS

G - s B I SKEE (Create Policy); 152 [ 614 H & X Snort 3 A2 MG , 5 32 T,

o TR - 50t TN PO S 5301 R (W) o SR TP AR S T R AR AP e, R S
PRI TS . SR RE (OK) #iik.

WA RO B, RIS T, ol e B e & AR
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| Snort3 sh N RH&MANTARS
RFHATNE RN B S N B B .

o Gl AR SRS PRS- T S A I S S5 1A 1) SRR (O) « ST LIGRIR AR SRS I BAR. 4R
MR BEATERE .

* GRS BCE. - il Snort 3RRAR: 1S el Snort 3 ARG, 5 33 L,

o P - B MR SRS AR S A B KB B D BN, TR IE S O IR
[¥] Cisco Secure Firewall Management Center Fit & fif w1 (1) ‘3 tH 0 & -/

© WA - b BB > BRE; WS MCENCE O, 5 25 U,

o W5 - i s e IS BCHTR AT Cisco Secure Firewall Management Center fic & 15 74 H (1)
ALY ET SRR A AR, RN RIS RRA A,

AT AT N R B ERY 7 el & AN B &

V) PSRN T HEAT 22 A5 ARSI SGIBR K U ) 2 A - 8 mT LW ATAT Allow 5% Interactive Block
D7 1A 425 SR B ARSI, XA, S TTAE R b AN TR SRR A R BA R 2% H I 2 T, AN
AR AGL I B S 5 TV A

HERGA NSRRI R, BSR4 . AT AP AR R AURIE R AE AN
W eb R SRR TP ikl HbR TP Mkl 5 R H bR R . S ] DUYE AR SR A AR
PR AR L E AN B A RUUARZ 1 TP ik

TRAGRBEENZ RGN B EXNR R

Cisco JH I REHRAL L Fh AN TG . Tl ITAEHI RGP AR SRS, AT LAA A Cisco Talos £ g4
(Talos) [{IZ25. X TIXLU5ME, Talos 2 BB AN ATIALEL S MUPARZS, ISt e B B KA an i
o W LALHUIRAE I RGeS sens, R nl LUK I B2 SCRIS LR . R B 52 ORI T LAR
R AR GHE RS E TP PERE, SRR 4E 1R AR A R AN S S RAT A S R L]

EEMAREGHREFICR

247 i P2 TN U P PN ARE SRS R B AR I A AR SIS, e bt R B H L. T
WY RN AR H LR, R S AENR ISR A 3l % 28 B O s
JE o

i [a) 45 ) R0 ) B B FO N R SR B

TEVER, AR BN [l 4 SR vhonT USR] (e — A AR SR R I T AR I & 5 &)
REMROR, AL PR SREE R 2 o BFNME— (AR SRS NS B AR XS — AN & . BRI T LA
] AR S -2 AR T 56 4% “ aiF” (Allow) A “AZ H AFH 1" (Interactive Block) HULIU (L& BRIA
B AR, (H2, W HPR A WA A0 B8 il $4 FC B TR, SRR U7 = 65
5 o
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Snort3 AR MFATBS |

B =srasnmnsumEa e

fic & 377 el = 5l FL U EURAT N B 1E

TR AUEE LB, V7 1) BE 63 sl P £ A8 B 53 1Y P A B AT AT 55«

R

W LEV5 I SRS G A, BUEDE R B gm B IRAT RN 15 2 B T AR 1) Cisco Secure Firewal
Management Center I & 45 1 1 ¥ U [al 42 B0 2 41 32

$IB2 M NERE ¥ E ) Allow. Interactive Block ¥ Interactive Block with reset.

PIE3 pidh 4.

PR 4 ERFRGIRIIE A E XNR sk o LA 5 U7 inl 428 R0 U0 AR DT PC it 2 6T I NR A
7,

FIRS WIR T MG NR IR KRB B, ENEEE (Variable Set) Nl R HH ik #H .

PIR6 nidRTF (Save) TRAFHIN .

FRT AL RTF (Save) TRAF5HE0E .

T—F Mt 4
B ICE S NG WS AR E S, 5B 25 L.

MEREE

SO E 5, R LR B 52 B B A o

A\

AR R LA GRE IR S EAD B, AT IR WA ST IR LS R T, SRR I

Cisco Secure Firewall Management Center $i5 55 HY (1) f5 BB B0 8, 1 M8 S LUy e 2 14 F

AR

AR IEAEN, RIRTOR RS S EUD BEIR ORI T Hehh, AR B TR A 8)

Snort FEFE, JX o PR . SR AR T WY Z e R AR PR A ORI, kT H AR
BEA AL BRI (145 32K

#HIE1 1E Cisco Secure Firewall Management Center ¢ A%, il 288, RJGik$E SRE.

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| Snort3 sh N RH&MANTARS

merszx ]

GUI U4 T HAT FRACER R 1 09 & 1

< MEME SIS TSRS R I . RIT R SRS AR SR 5 R AR 20 T SRS I
DA

R

BT I ER (1 S AR R P 7 44

* BT SR AR A E TR PR A W] RE T B P U A T

WER B A A 1, R WA A I R i o A2 DU B A 2 v
 EIRAE BT (8] FUHE RE F K SO L I T
* FSEHI VPRI B IR B R R

o RASTIBLAREANHE FIRZS o

PIR 2 PUNIFIEFE EE G B U B
* R - AR R B R LR, AL L AR
* JEIT - il RFFEFSK (7)) LAEFE B A B a4 A IC B S o
M P i a6 55 10 I SAENERS, ARG HEA R WA AT IO PT A S OFAE e 86 T 71 I 2 S e LLEA Y
B AR, TV SRR () JEERHE AN S S, TR B LA
AT .

PR

© Y BT S PRSI (B BEE S PIT B KU B e b A ) Re b b

LRI, IR H] BT () fan REUh W E i E .

© MO, RAEXSOT R LRSI, SZ M BEAE B K B AL B i .

TOROX ST U, AR R U2 L 224 X O 5 ) SRt 5 B B I e T i
&M I A AE BI7 KA B AR ) TR T b s i 4

PR3 nidiEBE (Deploy).
T4 R RGBS S b RIS R, SR B T BoR e AT, AR SRS

T
A%\’ 125 )*'\

b 2 o R BRI 3 Sk AR

A7 LU ZETUA] a4 -

© R - RSB R TV E S DL WIRARGVUNER, IEIRREL.
o KM - IBHTANEE . MR RATE SO, O I E
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Snort3 AR MFATBS |

B s=m==x

T—5Ht4

EFR BRI RE A, WA B R, AT RS i B, A, XE RT3k R B TR A A
R (I B S B, TR B S BUR P M. A3 S B B P4 A5 B, 12 W Cisco Secure
Firewall Management Center Fit, & fi 5 HH [ 505 25 e B 5 o5 1
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{52 A AR T 38 28 N\ 15 SR B

AT OC Snort 3 R H E SR AR RINERAE . AR SEEE I AR ST AN JERS . K Snort
2 H 5 NSy Snort 3 LAKCKE HAT 7 SCHILIU (1B ZEL 38 I 2 AR SR (1945 )8 o

* PEENZIMMER , 28 43 7T

o NRFLNZERY , 25 44 1

o WL HTRINAR S (1 £ 45, 36 45 L

* Snort 3 H{1) o I, 2 45 7T

o BHE NI MR Snort 3 AR, 55 48 7T

o NMZHEEAE , 2R 49 1t

o NAZ G P IR FAF AL JERS . 5 50 0T

o WA BUNERE , 25 55 10

* %% Snort 2 [ & HLEL 4 Snort 3, 25 55 T

o B H o SO I 22, 25 57 1T

o B AT A SO R 28 N BN AR S, 2F 58 1T

o & ¥ Snort 3 I A E XHN) , ZF 59 1T

o MIER B e SCH, 56 60 1T

o MHBRFLIAL , 5 60 1T

. = e
UEEEPNES WL FRYS
AT LA LS G« A5 HE SCAS A DU A g R D5 0 DU BR A AN HAth 1

A AR B B B BB SR IR R IR S, ARGk i U VG E (1 3
LR AR (2 AL BT S W] ABCE AR s, DAL Y IBRES 2 P i B A B
L PR U DC i P A e e O 25 T UL B

T LR R I AT L R s U ) — A 74, TR gl 32 49 S S 5 R DR 285 ok T 8 . 1) e 17
WIE S8

AR I SR 2 SR ZE T A AL g, Rt AN IS mT e E,  RIAE AR R 2 70 Sk
90 285 - T R B AR PIRAS o
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B o eanxn

Snort3 AR MFATBS |

\)

iR

B, IR AR RS R

RSN EAE X G, TS BCA B 7 0 5 4 i P A K LA . 226107 5 3 Snort

NIZHRN 2

R 2NEHEMER

NZ RN ZR G0 H TR 9 23 U A 9 1) — 2L 4 0 R IS4 MRS TSRt i, &
B Bt A 55 REAS RN AR E I ARPEAR LA, RS B i A KU 8 R BT AT A PRI DL T fi
1P

UNESZ R
o NI, AT AR 73 0 3L G R A R AE AR
o KOs RN, b edha G AR AL 8 AL I 2 10T e g 2R e B B PR A AT DIk

ARG T IS SR -

el 4D |SnortID (SID) KR AIAEH]? | ATLLSR
(GID) 48?7
LA 3 fit-F 1000000 R Talos #fig /N4 (Talos) P IR
B SCASTE ) 1 {&T 1000000 Talos & R
(4 eyl sk
IHzL GID)
1000 - 2000 1000000 sk 5 & | PGS EA = s
R
THLALS 28 A ) i TS | {&T 1000000 Talos FME 5 e
PR E AL I — —
P 1000000 BLFE &y | o R S E I TAC B 30T TR) 2E & e

TCVELRAF XS Talos 13t FAOAEAT KU B A8 FE) S0, {ELIRE R UK EAS Sy KU R A 53 A7 D 8 ORI o
AT LU A R ) R DA S £ SR P A P PR A (B R H i 1 & TP MuhkD o fEZdkiieE
Talos Jfr 3t AR e 4 Jedak o i AR AR A7 24 53 AT DL EORAT B i P 4 46 ORI D RO AR S ) S

X P BTN, Talos fEREANERAA RS T BEER AR 2 o K 2 AFiAd B RN £ ER NG
DUREEE, W R B AR G TIAR B S U A pe A AR A IBGSE b S A e L, A A

AL .

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6




| Snort3 s AEemFIHS
masrmaegrnsess [

= &4 .
P 4% 53 R FONAR SRR B 8 55 1
LLACVF Snort Kl 5 | B AR PRI 2 DLBEAT NMRAGE AT 34T, 0200 15 56 i 0 245 )5 ] TPS
VFAJIE
WLAUEEH A, ARREHMA T N2 RIS FPATIERATS

Snort3 FEIE EX AN

fanT LUk DU 77 2B 2 RO . BRI SCAE AT AR L exe BE L rules S . LIREAEH
WEAR O s, RGERE B SUMNRAEAE A H SR b . B SO 45 & TR0 2H . H )2,
B 5 SRR AT DA P AN 522 N2 — 5840
LA HE XNR N, RG2S e ot g5 (HAER ) cp:stpirev) o BT
TR
s GID—AK % ID. X T HEHN, LHIEE GID. FAAMNIN, R 2 A4 /e
ST B AN GID. XA kv SCARIN, B4 4 2000
* SID—Snort ID. F&7~HIZ 750 R G R0 (A HER ) o G 0BT ISE, 375 A 2% 0 0] 4 Pac e — 1)
SID.
A M Snort ID 5 A 1000000 Ff45, HAERAAHHT A SID 5 LA 1 33,
s Rev—1E1T 5o X THHN, 1BiT5 0 1. MBS R EE SN, BT SHsn-—.
7E H 5 SRR ESCARIN R, o] DABEE IR S 8 B U DG B 7 R ) 28 . 44 ] AT e 10 U9 Sk
TR R 5 " A AN DG FC 8 FH AR s P DL R R AT Bk R TP Ml sl 1 9

PG A SID & 3 ik 2 AR, 15 E snort.dua XA IS H, ZSCHL T
./file-contents/ngfw/var/sf/detection engines/<id>/ips/<id> H3K.

« it SID BRINHEEA, W) SCHF A S A4 H .
* WERFF) M SID, &K FE 27 enableyes B4 H -
« W4 SID T3 A a2 H], %4 HA R B A kb, 644 271 enablenos
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Snort3 AR MFATBS |
B srorsrmasn

\)

i * Joikgi4H Snort 3 HE SR . AR B E SORMIZE RN SCAH BAT crasstype M7 TR
U NBAT 73 IR S RN T IR O E0BT 1 2

o BRI LML Snort 3 RANHE H & KARFIIM . AHZ,  H HTAS SO I8 )1 AT U HE R A
B

* Snort LU ¥ classtype B FLU L5328, Fan 5 F R BU 2R . &4 classtypeid CH T
— AN 14 R, BB A b R SR (R SE S S Snort SCRY TR EIfF TR Snort
PRI HANLEL . 1,  tep-connection 75T Snort H AL SE AN 4, 1AL &7 1815 %
R ILARL LSS 3.

Snort 3 A BB R EIE G

SRS (RS IR U 7T B S A R ETC B M AE TN itk B o AU A
DU TR0 T B U MR AR gk . DO = AN BE B (PID iy, A2 e
o RRURREHEATIN T L7 A <A o P ) PIL

sd_pattern J£I5

il sd_patternIPSIEIUIIMLLJEPIL, XLL(F QARG RS SREM SRS . Rk S iEm
ML PRIl TERIE S (regex) VAT T LIS H O PIL.

sd_pattern ZEIURAT LA N B -

« B - 3578 BAE PDU g4k 0 i Ak st Mk b 5 B . (R Zeik sU 4T PCRE V¥4
5.

B - B TR R, e AR I PDU H R UE RS
sd_pattern as IPS MUUZELIAE Snort Hr o] FH, R HAWAS A s WA 2Kk o BN IR 7B A «
sd pattern: "<pattern> "[, threshold<count> ];

Bl

sd pattern:"credit card", threshold 2;

MEEN

TR AT TRl A BB A R B R AT A B, A2 S T ZEVL G ) PR A (1 44 7,
IR LA e o 6 B I )RR T PIT A4 MR 1 A TS B S iridk «

* credit_card—

\d{4}\D?\d{4}\D?\d{2}\D?\d{2}\D?\d{3,4}

* us_social—

[0-8]\d{2}-\d{2}-\d{4}

* us_social nodashes—

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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| Snort3 s AEemFIHS
snont3 megaExmn [

[0-8]1\d{8}

* Email—

[a-zA-Z0-9!#5%&"*+\/=2"_ Jo=1+(2:\. [a-zA-Z0-9!#S5%& " *+\/=2" " {|}~-1+)*Q@(?:[a-zA-Z0-9]

“{l
(?:[a-zA-20-9-]1*[a-zA-720-9])2\.)+[a-zA-Z0-9] (?: [a-zA-Z0-9-]*[a-zA-Z0-9])?

* us_phone—

(2:\+21[-\.\s12) 2\ (2 ([2-9] [0-8]\d) \) 2 [-\.\s] ([2-9]\d{2}) [-\.\s] (\d{4})

Pll Name B

credit_card \d{43\D?2\d{4}\D?\d{2}\D2\d{2}\D2\d{3, 4}

us_social [0-8]\d{2}-\d{2}-\d{4}

us_social nodashes [0-81\d{8}

(HiFES [a-ZA-Z0-O1#36 *H\/=2" " {|}~—1+(2:\. [a-ZA-Z0-9 1526 ++\ /=" " (| }~-]+)
(22 [ 209) (22 [ 209 * [ Z0-9]) A\ ) a2 Z0-9) (2: [a A Z0-9-] * [ar A 20-9]) 2

us_phone (2:\+21[-\\s]12) 2\ (2 ([2-9] [0-81\D \) 2[-\.\s] ([2-91\d{2}) [-\.\s] (\A{4})

LI LA VL RC B A DOE TS A SERAE e RIS S . BISARAN G B WL 35 5 A (0 AR e b A3t
(R B AN T B SOM B 7 SC PIRR S ABURHSHR (1 4 B2 22 440 (LSP)
et TN, gid:13. BRANEOL N, NI RS R e sh 4R 8

LSP A SO TR i T A7 A B, I LT LT B AR
* credit_card: 2
* us_social: 2
* us_social nodashes: 20
* email: 20
* us_phone: 20
AT LU sd_pattern BTG B € SCINIFE SOIA . EEHATBEERAE, T Snort 3 AR 3K
WA
FAT B SOBEAAN BE Y sd_pattern MU= 451
alert tcp (sid: 1000000001; sd_pattern:"[\w-\.]+ @([ \w-]+\.)+[\w-]{2,4}" threshold 4; msg: "email , 5 {E 4")

il
A8 PRSI EIHE A 1) B s ORI 7341
HAT A BB R
alert tcp (
msg:"SENSITIVE-DATA Email";
flow:only stream;

pkt_data;
sd_pattern:"email", threshold 5;
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Snort3 AR MFATBS |
B =z mmmhu snon3 A@an

service:http, smtp, ftp-data, imap, pop3;
gid:2000;
s1id:1000001;

)

HAT H e SRS HRE
alert tcp (
msg:"SENSITIVE-DATA US phone numbers";
flow:only stream;
file data;
sd pattern:"+23282 (0[\s\.-1\d{2} [\s\.-]1\d{3}[\s\.-1\d{2} [\s\.-]1\d{2})", threshold
service:http, smtp, ftp-data, imap, pop3;
gid:2000;
5id:1000002;
)
PAR 2 B B U B 58 52 Snort IPS HEI ) 5E 22 7541
* alert tcp ( sid:1; msg:"Credit Card"; sd_pattern:"credit card", threshold 2; )
e alert tcp ( sid:2; msg:"US Social Number"; sd_pattern:"us_social", threshold 2; )
e alert tcp ( sid:3; msg:"US Social Number No Dashes"; sd_pattern:"us_social nodashes", threshold 2; )
* alert tcp ( sid:4; msg:"US Phone Number"; sd_pattern:"us_phone", threshold 2; )

* alert tcp ( sid:5; msg:"Email"; sd_pattern:"email", threshold 2; )

Cisco Secure Firewall Management Center F122 417 K 5 ¢ % 8 BLAS AN S RRAE H Hicdis B i -
A RG] ) KUV AN I SR A I, TS B SO I B4, 28 57 1

EENZREEH A Snort 3 N {=AR M

ST DL BRI AR N AR SR PP IR 7R T 3 ) B R € MU PR 5 8, DU W B
TR SRS AN LA R0 P20 45 16

K

PR R > I EHERIRR > AR
P2 mdisRNg 5514 Snort 3 AR
FE3 AAEMNIN, BT AT LT 4545
o EDELS I .
o JEFEN AR AR .
« AN TE(E B
o EAE AT
© EAE NSRS .
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| Snort3 s AEemFIHS
remnige ]

ARPATIZLAE S IR B, W2 JiE Snort 3 AZIRNE , 27 33 1T .

= =
NI IRAE
I NAZRORAE, T N S0 5 FHBAE LR, DL AR 8 52 IR 43 45 AT A R i - ) e 3%
R ERAE

Cisco Talos % ¢4l (Talos) ¥ & FEA BRI S T REAS ARG £ s HU RO BROA#AE o n,  — 2RI
A fES{E Security over Connectivity BRI\ SIS 1 5 F 176 Connectivity over Security BRA S 25 H]
Talos 77 I 2347 F RIS 397 2k B CSCBR A SR 4% B 22 2 MU U Ay R DA S0 o 2 SR A0 V0 0 S o) AR
FEEBEATEEHT,  WEEORAE 2 F 160 SR ms 1 RN SR b (R B DA R AR S LSO, A A0 VR0 DU 5
O TP R B A o (R, WUERIE TS ST FUERAE, U S B AN 2 7 5 S 1 B

QNI , e S BR AR T 60 3 SR (10 BRI SRS AR RO (K ER DA 35 AT o

NIRH R A1 10
(RS, T DU A B B
=4

(75 RGNS N T, LR BLICREAR  E RONB E PR 24 R (o P
AR AT, Bl L R FICH bR, ROUERNZ . %8B SRR BRI H b, (1
AT A H 0 ST A

JFE JT

FE1E

BAERGRINR ENZARE, EFUEEEE SR, JHEH AU A AR F .
el R I AR BIEIE Hbs, JF LR F0F H S s 2 m A

e

EATE ARGV VLT

)

AR P EHR ol BRAE ZEXTR] A RN . B HEEE A (Disable) S AE AL

ES AN ERRCING A S PN =8 iU MR SN 05 WU B S = D2 ED77 S b U AR UV OE s e g » i b €
RERTRES N FF. MR, WAL, {2 5 LR IAE AT RENLAC .

IWENZ RN RE
BB o SN 5 1.
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Snort3 AR MFATBS |
B esmrurgstansEs

UK

LI ARG > i BT HIRRRR > AR
WIR2 ik B 48 1) SR 55121 1¢) Snort 2 kZ (Snort 2 Version).

R

EAVNTTRT NP S8
« A AR
V= VNP N d WSk
* CJR AR B E D BLE
o VAL R

HIB 3 PR v B R 1 4 B 2 AN

P4 N MUIRME FHHEPIEPNERAEZ — XA FERIEAERTEE R, 1535 4’ Snort 3 A7
A, 330,

PES R (Save).

T—% Mt 4
TRETE G WS AR E S, B 25 L.

= &4 — =3 . s+ 3 B
MNMEREEREIN ZEHBETIESS
MNZ A BBV AR & AR SR e YR Bk H bR 1P itk T g . RSB T, HE SR —EIX
BUR AT REA e . B, G A BB 45 58, AL MO 32 B i, BT RE AR 2
b (HAEHABE N, WFRTFEREJUR, BaEiLE B A . Blan, A A%
W 2% k45 7% K 5 DoS Biiti, WRE R ERAXR RERANZFAE, s H AT BRI g o. &
ERCE AR S RS L R G AR E A

ANREHEHE
BT LD A8 2 DU BE B L, AR AR 0 I 18] B A J3 R CEOR BRI AR S8 S AT S 7s AR S0
MO X AT LAR LB DR ) A Ko i 2 T R AN B A n] DURGE I U . ARy SCA
R ) R 7 R ) 5 A

WENREHEE

RCE B, TR R,
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| Snort3 sh N RH&MANTARS

% 3 B{EIAR

wa st |

£

15 AR

B 1

A4 IS T B PR Al AR U F i o B0 I B A, (il “ 314807 [Count] 2R ) Wk IF on gt
B, ARG E N BRE (Limit), KHE (Count) BEECY 10, JFHEHDER (Seconds) BEE A
60, T [F—7r 8P AA 14 D EEE A RIN, R GEAE Bon R AERTRT 10 AN SO A 44 5 4
e 1Eac sl Sz W IR A

EaEfED

R ERIBEN, MR e BB (UM [Count] 3R MR MK, 0% BoR
— AR, WEE, ARSI R RS RZ T2 )5, R R TR B B
i, CKSAIBEE N B{E (Threshold), Kfit#1 (Count) W& N 10, FHK#ME (Seconds) & N 60
B, an 9 E) 33 PRIl 10 IR, R AR —ANFE, RIEH “FPEL” (Seconds) Al “if
$” (Count) WA#EE N 0. )5, ZMIUTEE: Tk 25 BN X filUR 10 IRk BT B e 50 33
B CEE N0, Kk, R Sicsts — 3.

RYeL

A N RO, GO BB R MU0 3F Bk — . B, g 2%
TR i (Both), 444X (Count) B Jy 2, JFI4AVEL (Seconds) BE W 10, ITHA AL
s

IR 10 PP AR — K, RGEASEMAE AT ORIZEBIED
© WER 10 PR AR, AR GURE R R AN CER I s U B 8 2 B D

© WA 10 B PRI DY U, RGO AR AN G IR X 2B, 2SR
INEEED

Fk, HREERER, IR E S BB 4 TP bk SO0 2 4% H s TP bk v 51

& 4 H1E IPiET

1R 152 Bf
K5 F2 U5 1P b vH ST F A5 T4
H ¥ ¥ H b TP Hubik vh S A S 40

teJe s FR0E H T SCBRL A S BONTIN T B o

% 5 H{E LI/ B £ T

I i3t AR
218 BEANERER TP k£ RS R IN T B A I 38 B (R 7 ) S s ) K e
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Snort3 AR MFATBS |
B =sosapaugane

£ 15t A
b TR B2 R K. G OB R SRR D BRI (limit), RFERER I E VIR | P (Source | P),

H5H L (count) BEE N 10, FRIGFPEL (seconds) IKE N 10, WIRGERFILIF s 10 FREP A KAL)
oK B i€ P I TET 10N EF . T 10 B0 HURAE T 74030, REURIC IR i se 4i4f,
MTWERET 10 WAL T 40 DEIE, REUBICRIF RS 10 DEE0E, SRJEAE] 10 B (¥ 1R Boid
Ja IR T

ijlaﬂf%nu )\1§$1¢|§Jﬁﬂ$ﬁﬂlﬁﬂi fﬁﬂ‘%%?@Zﬁﬁ’JI&%@?ﬁﬂ\ detection filter %%?%D}\1§
FAMHIEEA G A .

Je

L PYONCE I EE e LT

7£ Snort 3 A NRHNIRE H1E
SSTTLLE “HUUBEAIE R (Rule Detail) ST RN BE ¥ — A BT 300 B0 (L1632 A7

DUATRIE . 18 AR B0 B P B (ERE B T R Bl e (HE, %0 B AR RE R R 3
g AN R BT REA B 2R, (HE RSO /D T RCE I HCR

TEB1 EHFEXFR > ANEHN.

$IE2 [ Snort 3EFE MM &L,

L3 MNNZIF R ACE 5 b, S T B

$®4  iE S0 RE ().

SIS AEREEE O, S BE R,

SE6  MZRE (Type) NHiaIZR, EFEGEE R H) 28T
o DEPEBREI (Limit) LK B R4S ) B F8 i 20 1 S s
« WEPHHRME (Threshold) LALESEA ] B P AF A S0 B0A 45 i Bom: i B4 41
o EPEFE (Both) LALEREAN I 0] B P FH4F S 491 B0 21 45 e B0 Je S it —vkam o

Qe
N

MERERAR TSI, LIRS BAR LIRS Ay AR 1P kit it H bR 1P bk BRER AT 5241
75 B S AN B AR B A AR S K

5 & FBOR, HANH TR SRR S A I R Bt Ry (AR D

RAHRTF

AR SCRFAE B, 1S BRI Snort 3 FHIATEIE

Qe
N
- O 00

o

NS N
SRS R I

KT
N S
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| Snort3 s AR MG
srnmpaestaE [

T—5Hita
WERETEY: SRR E Y.

ERMMRNZEHEHE

LA B B A AE IO RN PR B BB, A R PR A5 S LR B oy B B I B, R
TEG RS WRAG S, AT LS 0 B (8 A o DUAT A

TR EFER > MR

12 s Snort 3FTA N LI R,

B3 EPAA ORCE BERN, i EIREE ST s (CEIRECE FIK BME B e
P4 BB EIAE, 5 sl ERECE VT SE B

WIS i s i (9).

FE®6 Sl HE G R

PB1 NHEE.

YR8 LHRTF (Save).

T—F 4
B RCE NG S AR E S, 5B 25 UL,

NRREEANH B &

T LAAERE TP MLtk B TP 3t ik v [ fid A 60 D) e i e I 9 ) AR AR e IO R 28 il -

AT o, G SR AR 55 A i 10 A B A R AR AR S R, DT BE S A Sl 55 4 i

G E AN IR S S . P Bl S i Az U, (B K B OB A
NS IS

TERS, ARFAHMGIT A, W] SR TR A BRI, detection filter REETHING

HOFRE R EEA SIS

Je

®r Al DR AR SR i B LA B s i o A3 vy DA TN AR R 25 4 8 DT 1Y) EEHRECE 41 (
MR > ANRHM, sidixd & AR Snort 3 BrAT LD i il 3051 5 o

7 Snort 3 H 9 NMZ AL 12 B AN
A LA N R B A ML
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Snort3 AR MFATBS |
L

FHia Z |l
il O QS N0 U B AR R P i R 06 B2

R

T EFITR > AR,

$H182 S5 Snort 3 FTE M L.

SISk AU R 5 eh ) T B

S 4 15 5T I8 ().

S5 /EH1%] (Suppressions) BT R, Al LA AT I35 v kR i ()
o SEPE B I s R TP M R A R

o P BARMGE RN B AR E H AR TP Mtk (0 s G A e F A

FIR6 A1 ML T H1YIR PSR T 45 o
TR R E

S8 (L) WARTE, WEERE =P,
PR A EIRICEE L) RTF .

T—5H#tta
WEREEN HSWGEREEL, 525 5.

EE BRI H 14

T e ity EE A wU ER DT R A AE e i, el T2 WA IR 55 A3 o e e R AR e T 1) Bt
B, DRI T DA iz s R 55 4% TP il A R A0S (o i S . R DU 45 PR A iR 55 2
R bt TP Mtk JFT o o2 FoAb ML, W IR BRI 1205 TP bk (R 30 45 1F o

UK

T EFTR > NI

B2 it Snort 3EFA N I F
HIB 3 kT sl o L B o
FEA N EIREE 5P HE .
HIES i A iR (9).

HIE6 Ll ] TR

ST A BB () UMM .
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| Snorts s AR
mmagauze ]

FIE8 MiRTE (Save).

T—% it a
RERCE NG WS RE R E L, o 25 L.

IR R E 7%

A DA TR AR SRS R SRS DR o 4237 KA I R E R SRS o€ 1) s IS IN 31— AR S
AU R AR R AE A AR SR AN T AL

T2

ST EER > 15 S HIARE > AR,
FIR2 il TG HEm 551411 Snort 2 BigZR (Snort 2 Version).
ST AEH T N I I AT O, VeV B R (R
S@a sl EB o e ()
SIEE (R TR, SRR,
FIE6 LiliiRmiERE (Add Comment).,
SBT iR,
E7 N
R “HERE” (Comments) F1h o pims i sxre (WM

T—% it 4
MBI E G TS AN E S, 5B 25 UL

1% Snort2 B E X MM 4% 4 Snort 3

I AT IR B SO, A ORLE AN Snort 2 #4524 Snort 3 2 1T HE % 47 2] Snort 3 (RN 4E
WERAEAE R R B 28 =7 (i (R BRI, 5 IR % AR e A I RIS B Eh e e Smorrt 3 1
RN Snort 3 5 FIAHIRLNAR . A0 AT F C9i S 10 FE SCRN, RS 2 B B I 4 5
Snort 3 KL, LA ZE &4 5 5B U LA AL Snort 3 A8, 1% 25 R IIfEESEE, T ##45 XAE Snort 3
SR TICPIWI SR UE A Y SN

* https://blog.snort.org/2020/08/how-rules-are-improving-in-snort-3.html

* https://blog.snort.org/2020/10/talos-transition-to-snort-3.html
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Snort3 AR MFATBS |
B srra AR opi g Snort2 B E LN Snort3

0] LLZ (5 https://blog.snort.org/ F AR, T fi#475¢ Snort 3 MU BE 245 B

| o

EEEI  Snort 2 ML (NAP) WE ik HEhE #5] Snort3. WZLE Snort 3 W T3 E il NAP W& .

G BNRERPAIFTE Snort2 B ENX N353 7 Snort 3
e

TR LR > ARHM.

P2 xiili Snort 3FFAMM LK.
SYR3 W ORAE A T i P e 3 SRR
FEA il £ ThER, REEE:

* $54% Snort 2 MMFIFN - K5 P A7 AR HIE HHIIPTAT Snort 2 F5E U H Bh e e Snort 3, JF
K AR Snort 3 38 SURI T B KEFEELAL .

* §54% Snort 2 MM FFEIF - KT ARG I Snort 2 F5E U B 3h e Snort 3, JF
BT EFA RS .

FI]S HiLiTE.
iR

© WERAE b oD ik T BRI WIITAT AR IR HCR CRA7 AR AR T 1 2 (1
WIZ FFA Snort 2 353 FMIER .

© WERAE b oD it 78R T8, WIFEAH CRAF RN SCAT o S5m0 AAE R 3 SO rp B e
JE IR, AR5 F2 1 s 1 SCRUWASINEDRNAL , 25 57 T b BRI T 1A%

A RIAMSTREAE B, WS B K Snort 2 BN Snort 3 .

T—% it 4
RERCE NG WS RE R E T, 5 25 L.

BEANNEEIRAY Snort 2 B E X NEE3E S Snort 3
e

PR LFERRE > i EHEHIFRRE > AR
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| Snort3 s\t TR,
wazxansnaana [l

S| (¢ NREBE LIRSl R Snort 3 MR
HI|I Ll LA ES b Snort FES (7).

ERE
WIS NAZ T ) Snort 2 AT Snort 3 fRAE R, WRIZ KR Lk Snort B ($) o ERREAE
A H s S

T4 PRI E, ARG A BEXHN EIR .
SIES W
o BEHRE B SN B I SREE -1 A\ AR RIS 1) Snort 2 H & SNy Snort 3, JFHEFHAE A
Snort 3 H & HUI S B KB # L .

o TEERHRE BRI R AR SRS (K Snort 2 [ 5E SCRUWEE ) Snort 3, JFA5 I R EIA AR St
o REnT AR BN S AR R (U, SRR T sl A% B bR AR SO

TERE sl BRI

T—F Mt 4
B RCE NG WS AR E S, 2R 25 UL,

15 B E AW A An ) #E H

15 By KBS LG vh EAf B g ORI 2o /e A B ) B g SRS 2T 47 Snort 3 KL 41
w2

1 ERFXR > AR

$E2 Al Snort 3SEFE N LT .

B3 AL EE TR,

$E4 il Ef% Snort 3N,

HIBS RS TR Snort 3 FE UMY . txt 5% . rules M.
6  HHE (OK).

pEL
UR PR S PTGk S B8R, BnT DU R 3R SO A B RS i 1%, L
ARSI 2 i

WERT R SRIR R I 2 LCRE B RS n 211241
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Snort3 AR MFATBS |
B 5558 0nm MR RN R

ROL mT LGB K B SO Gl i BB E AR $E85) AR5 I 208

Z

R

WEREATIAT AR AL, 3 o B SR B E MW AB LIS EE . iz R A > BfR, &
Ja m T AR TF

PIRS  WEFELUT Hrh NIk
© BFFEN LA I AR R R 2 e AT R o
* AR RPT A MBI A ST RA ORI AT DT R S5 I ey AR o

R
WERAE E—2B i 7 2N, WA SN &R .

L L T—% (Next).
AR ZE DL T M IEAER IR U 1D, JFrl ik $E .
P10 SHFER (Finish).

| &

BEERD A O AN BRI R E AL TAERIIRES o b 200K JESE 5O P i IRDIRZAS - A OR AN Ak T35 5
R

T—F#ft4

o A5 B KGR B o AR o SOOI 20 B B ) A g SO N2 P 7 Snort 3 ALK 41 3%
o SOOI ST AL B e SCHM, T AE T 5 HONAR SRS s I ot Jm XL A 00K B
I SCHI FA R L5 0 2 AR M (45 6L, TS0 R BAT B SO Aoy KL 25 n 21\ AR 35
W, 55 58 UT. AR EE SCRUN A RIS S, TS0 45 B Snort 3 71 H 5 SO, 56 59
g

N ©

s WEBCE NG WS AEICE O, 5 25 U,

FEB B EXIMN BN ERMBINZ KR

WAAE N S IR TR G b AR IR B SO, A REX I B S X S o A BT B ey B rpls B
A FLE SO - AE AR SR s AT 3B 9 SCILIU AL 24

P PR > i EHEHIFRRE > AR
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| Snort3 s AfRHemFHDS
w2 snon3 ey an i

B2 A5 NEERGETE B, 2k A2 S I Snort 3 KA
S STHALY 2R i ().

S A RPN G b, SIS RIFE S (0D EAFLUR T AL,
SIS JEP AL I 5 SO 53 05 A

PIR6 mitiRTF (Save).

T—5 it 4
IRERE W SRR, 5 25 T

yoes =\
=1E Snort3 R RYE EX N
R FALI B ORI InBIAZ R IR, LS F R S i Se 5 ) . s n] LS r
SR s R B b BN SR SR AL B SO
DL BB A AR IS T 8 B 2 R

P11 EER > ANMEHR.
$£I®2  Sili Snort 3ETAEHM LK.
PR3 JEIT A,
LRE  EEEIH A
WIRS I I 55 A R S R HE R
W6 N MMRIE FRAET, &8 RBANRERE .
T]B1  ERK
* BTG SR BE-0 SR I B AT R D) E AT AH 5] PR R0 4

* RN R REA AR HIE B E A (K35 A o
P8 WE MR
© WERAE B oD IS T AT, W EERB RS M AR R P A

© WERAE b oD AP THRNR SRS, WA SR 42 FRUE % UMIRAE - BLUNINSE 2 5, i sl
NINEAE

PR mH, AR ER SORHEP A IR .
FEI0 R
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Snort3 AR MFATBS |
B e

T—5Hita
e LB, WEMERETL, 525 7.

il B B E SCAR )
UK

FIB1 EFEITHR > NERHN.

182 L5 Snort 3 FTE M LI .

HIR 3 JETF A+ ) A bR

I 4 3k Bk A S ) R HE

HURG RIS R T A0 T () U e 1 oy 2
WIS T, TSI LR IR 22 A3 i A )& R U -
a) M MMIRME FHMED, MRS NBHERE.
b) &Pk BB SR Fk s .
¢) M IEBEBERS Ny rhkis 28 .
d) SiHRE.
e) 3% I 1) SIS P A S AE

HIE6 N HNIRIE NRoErh, P Mrk.

IR T EMIRR I b s RS

T—%#Mita
MBS TS BN E S, 5B 25 UL

Al &8 Tl 2B

Fia Z |l

L2 A (4 BT AT NAR SR A HE R A R A R ZH o A7 DG AR SRl HEBR B AL (¥ 20 5%, 3
Zx[7 Y Snort 3 AR HEMS , 25 33 T,

S LR > AR
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| Snorts s AR
mgmua [

HIE2 il Snort 3 EFA N LT,

WIR3 I /MBI AR .

IR 4 EFEEMER AU .

WIRS (EARZLZ AT, VA ORKE AL A7 KU R R i B 2R .
BRAT AT R A RE A AN & 2R, WTGVAM BRI A . iR AR 22, 142 LT 20 BRAR FH P A7 R 0
PR R ) A -
a) & MNERME FHyIR T EEAE, DUEREA b 0 P .
b) M HNIRIE FHMES, WGP NMRREE.
o) P B REE k.
d) MIRBEBZRS Ty Lrhiks 2/ .
e) MiiftRTFE.

S SIS MR (W) .
I8 1 7E Delete Rule Group #ft Hi i P il OK

T—% it a
BT E G TS AN E S, 5B 25 UL
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Snort3 AR MFATBS |
B meana
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29 =

R W 48 23 7= 7€ i AR BE IR

AFEAERN T ## Cisco Secure Firewall FE UKL LS A iAW FH Cisco Secure Firewall #3141
iy

* LSP HHr ) Snort 3 MU X , 55 63 7T

* Cisco Secure Firewall 2 I MR 5 26 63 1T

o ZE T AR SRBE IR £ 551, 55 64 1L

* 7 Snort 3 4= %K) Cisco Secure Firewall #13 , 55 64 1T

LSP ¥4 AY Snort 3 F 0 5B 24

TEH R Snort 3 822 A (LSP) BT HIIN), BIAT R G0 SRR RN W] g 228 A B i N AR
Mo AR AT BEA 22 AU S, B 22 AN R SR e G R aT DK 5 IR Bl e it R
AT L (AT, 2 B AKX RGO, A T SE A b AT B, F LSP SR RE A, thn] A pR i
A 1 2 G0 5E SCIRF .

LEAE LSP ST ISR AT 7 5 10 AR G SO SE 5 i g, i i DRk v 4R B8 2 MIBR B9 Snort
3L 1)) 7 G S AR

SRS IRE MR Snort 3MNAYA P& (Retain user overridesfor deleted Snort 3 rules) &%
HE, %R RG> B E > NMREMEEDT, 5%+ & (Configuration) A {2 1 121 (Intrusion

Policy Preferences).

BRAANTEOL R, R EAE AR AR A . P AR, RGSAEME N LSP BB — 3820 A I )37 2%
R R B RS 2 .l BoRTE B gE (B S5 %N (Notifications) AR FII{ES (Tasks)
TR,

Cisco Secure Firewall 315 80 M B9 #E 4

TemT LU F AR R A SR S 5 7 0 24 A i 210 1) L8 7 A SR B il o BT, BRAE R Mk
G5 a7 i NI o XA, ST MR 1 LR 52 M 42 X 208 (1R i SR TR (K AR s

RGN N Z AN E PSR R Do e T 2 iSO SO T AR 5255 G R (1 R DUPIR 2
e (HUE, et n] SRS A R AR A o U PR B
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Snort3 AR MFATBS |
LN LT

A AR A RO, 7 DA TTBRIA B T oM T A 5T o S BT, T BIBAT U R B
o TR SRS L P L B A
B RGN T4 A Y
 JRE R R W AT B

SIS P L P TS D PR MO R BT 2 W A RO

MEFEAL P A SO UAR A 25 ) A AR SR 3 i AL 32 Cisco Secure Firewall Ji32, I HLBEE ik FAMEH]
FEBOMPIR S 2 MR %)= -

B B AR 5 AR\ 2 S o 3 (17 A 8 ) 3 i
REAL AT LR MR,
o A L2 T A B B AR AT 1 R S S B B AR A
o L R T T SR B AR A T B SR R DO
Je

Bn AR T AE AL BAT S BCIRZS AN R R NPARZS IR 5113

570 SO 8 5 ) Rules TUTIN, 503 T B Policy Information BT E 415 1) Rules UL
Jeis AT AT BRSO U HE P 4R AT Rules SO AT JLAR AT PG4T, 45 e s
BEE MW 5

\}

8 Cisco Talos 2 HE2H (Talos) i 32 ZR Ge LA 1 SR o A0 S U PR AR REIR 25 o 4 A R S $ AL 1 SR mis
hFEASRNS, 3T H AV RGO B A Cisco Secure Firewall UG NBIRA:, TN AR S0 o 11 51 1)
55 W 4% 5 Fm i3 A 1 B AR VT IC

/\ El/rl‘- \

W 4% 2 FTFINIR SR BS By s B 515
2 0 VF Snort Kl 5 A BRI L DU AR RV AT, AR B KR MDA 4IPS
VEATHIE
RS R, AL SN A2 B AHPATITBATLS .

7E Snort 3 4 X #1HY Cisco Secure Firewall Z£1iY

NN S A ) Cisco Secure Firewall i1, SR J5 $2 AL S K22 B804 Snort 3 G B (12 ORI
BCEMREEAE Snort 3 HHIEFEN BIE NS, MNTHH RN RE2RH o BN ERAEIE TPk 2
R, IR GO THEAG, WSO T A i

LEBEE Cisco Secure Firewall Z 2 R, 8 Z 1 i) LU WE= 55 H s dEH VLR .
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| Ssnort3 AR FATABS
7E Snort 3 % B ##Y Cisco Secure Firewall 3 .

o SESRORY - AR M UECR P A BRI T AR, OF HANS B Sh AR AT RN . 3K nT fE
o PECER ML

o FRUORY - BT M UECE A A LRI R AR AR BRAT R o 3R LURRSE A B i
1) 58 Jom gl 2 B D) R KR

o SRR - AT 2R RS R AR LA 128 ORI B X T fig2s
S EUR R E N
MG, B HRAET
© RERGREN T AN L o, JFRGHIE AR
© RERUGREDN N e gun], kA,
 RE OB AT g0, IR AT .

FriEZ |l
Cisco Secure Firewall £ A DL 2K
* PR RGP AR AL LA il
o A RSO 1R 52 R 9 28 1 i B R e b i L

UK

LI EFRES > 7 AT B ARRE > N 1R

T2 Rl MRS Snort 3 RRZA %41

I3 Al B (RERD JZUBCEMNE. i (Start).
fE Cisco Secure Firewall 13 71, &Ea] LLRCE LT W%

* RERH: RlLUESE RGN o, UL R WA RN R, USEHRAE
BN 2 A GO S O W 2 mh R RN o A0 249 DR A it v R A1 9 T i 2 A 2 R
I, A TR HIBIET. LA A

© WY 1 EELE T LA

MR - AR AATATE N, BASEEEATIA . i N O, 5 I+ 5 m
LG

BRELEM GEPEEHE) - B Connectivity Over Security SN 5 &L EHL_E I E
IR UC T IR A, BT RN R e A T o Sy T HE A S s

© RPN 2: VT TEIE T

M - A2 A AT RN, ASEEANEM B N nss g infryr, THEH
e/ VR
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Snort3 AR MFATBS |
. 7£ Snort 3 4 R FT#Y Cisco Secure Firewall 221

EEME GEPEEND - RELS ORI LR AR IR IR DA U, JFAE A 1 4%
ORI R o

© RPN 3w TIER
#eRR e - R SR T “HORR” FUWG R OB AL E A9 AR IR UG AC ) At R .

EpLe GEPEEN - LT “ et HEm” NSNS AR ENL BRI
VEREC A HABREN, [R5 5 COR ML B BT AE R AN UG C AT R

© BRYN 4: FRK

iR S - A ST e TER” BUWGM OB L A e da i UG i K 3
AR

ERREM GEPRGEH - BASET “HmoRm” SR S AL ENL L 1R UL AC )
FCAb R, TR AR S B AL ML b A e e T AN DG A AT R o

e
“ROAIN T R T ORI, TRES RS WITERE . BRATTE AR B B MR TR A
ML BEE

o ARIPMLE: T8 A B VO R &2 WM em £ N, ol LN FRR ik —
AMHEZNRAEH A € SEXLIMEI G . BRNER T, WERARSEITIER, NEBFATLM IPv4 B¢
IPv6 %%,

EEEM

Cisco Secure Firewall F 0B T W28 T o 52 ORAF (19 19X 288385 FH 17 I 4% B0 S s v L 6 1)
JU I R ILATAT EHL. A N5 B, 1527 Cisco Secure Firewall Management Center ¥ 7%
BB HE R 2 A TSR 15

sl AR+ AL A LR L B 2 5, R i R

SRR A RN AT
CHER: AEMARES N PRSI TSR CRAEHD T BRI
CHERFERA: AR IR A FE S SEERAES TR ERD TR AR
W EEIN K. R s — DR BEEIR, LS D @ S R S SRR R A
TR A T g s R AT T ek Wi, BeAMEAT Bt i
SRS BT DU AEX S, AR5 A A e HE N e A
S - IGO0 AR SR A S A L
o FRH - FEOHT A O SR SRS (R R 3L
© SR - ERITIT T XPIRHE,  SETT LR MBS B R
o SEBMMRR - MSEME b R MR TN R SO, IR i U

FEFREMN T, A DRIy, e Sssd wsur .
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| Ssnort3 AR FATABS
7E Snort 3 % B ##Y Cisco Secure Firewall 3 .

a4
FE TR AL SE N7 T AR PR e 804, LU SR B AR A 5 S«

T 56 > PR BRI > A G > FEAS SRS ERIA A

XTCA G B KB B 5 I8 RPIRAS . A FEA A I B DL B AR IR
SR -

> BHAE > R > 3 > B > iR

T—% it 4
B RCE NG WS AR E S, 2R 25 1L,
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Snort3 AR MFATBS |
. £ Snort 3 & % 374 Cisco Secure Firewall 233
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oM s

Snort3 FEY SR MK HT

* Snort 3 MZEAFHTHBENTT , 25 71 0L






P48 53 TSR

.6

1og

Snort 3 I 4& 5t sk BRI

KRFRNA T WL W7 MG IR AT A5 PR A B R 2% 23 A Sk o e PR A O e X
) 26 3 AT SR s AT 8% 43 BT SRS 1 5 TR A R

-H%%ﬁﬁ%m , 710

B L BTN , 2B 72 0L

o X253 BT S () Snort 3 58 XRIARTE , 45 72 71

o LT RINAR SR (P &4, 36 74 T

* 4 Snort 3 [ 5E X453 BT S A g, 3 74 0T

o BT SR BEE AR, 5 101 T

m% *EE 1l

WA 268 73 b SHEM R BRVE 22 R TIAC HIE I, (I ) 4 SR P K e B B A . I S BT A DG T Ak
R AR 2 AR REVLRC AT SSL i 2 R AT, (BAE N AR B B TG 2 T IEAT

BOANTEOUR,  RGAd F P71 2 A PR R E P X 458 73 B SR s YA 348 E 7 [ 42 st S e b 3L ) JI A it
E2, ST DL BEAN R R BRI P 25 20 A SRS AT LE AR B . A 7 (A, REIR IS P T E
(R TN 285 3 BT SREMES A e 4, X B e JEUR) Talos %4 B8 /N (Talos) 15 22 4 ME RN #2145 2 T 5 5 1)
BT I L . At nT DU o SCTRUAL B B0 A 1 2 S 4% 0 BT SR s

Je

R

RGP NAZ TN 28 53 A7 g RAT R A 2405, BA S AN FEECE . @i, P v
$” (Balanced Security and Connectivity) P48 73T SRR “ P47 22 4= PEFANI%ESE 7 (Balanced Security and
Connectivity) ANz Helg I FUREAEH, PN EE b S8 . (HJE, W25 By SRms 5 BRI 32
S TAL BRI, i A AR S A A TR AR AN o P AT MR SRS A FL T &, A X R U

=

Ho

A LI L DL R 7 SR 2 22 X . 4% AT VLAN 52 I BT BE T Al 24 [ M
NG, RGO ETITEPEARRE. (EFER, ASAFirePOWERGZEE T VLAN BRI oAt
LT
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Snort3 FEIBEME S |
B zcenssmmms

= T8 ] 28 50 17 S B

FETHEPPRA AT, REUa ional FEIOW . SO0, 555 25 1] (e
iz

HIB LRI V7 o) 4% 53 AT S o
o RBE > TR HEIARER > i aiEE], ARG AT MK ST RES
o RBE > PFEHEHEARE > AR, AR5 i Mg REg
ERR
LS H s SCH P A0 BRI e A A Y R 2R — AN AR BV 1), B A 58 AR AR ) 1% RS
IR 2 I 2% ) HT SR
o G - an T W 2 A BT SR, T AL B SRR
RGN IRAS [P 25 73 AT 5Kl . Snort 2 kRS AT Snort 3 AR .

* %FF Snort 2 A%, 24 Cisco Secure Firewall Management Center ¥ 4 It &5 #5  h Short
2 [ 58 U284y B s O 55

* %I Snort 3 JA, 1S A Snort 3 1178 UM A BT SR (B . B 74 L.
o TR - G LTI BR 19 25 Sy MT SRS, i ity BB AR, ARG A5 ZEIBR SRS o G SR 4% 43 BT
SR o) 2 SR 5 Y OGN 2% 1 4 43 B SR o
AR IR E R, RIS S A e, sl e 18 SO AL
G - G R LA 2% A0 AT SR,V il SREE LA
UL BoRRE (©), WK WINCE B TAHeE, s A e il E A .

o R - A sl R KFR: 150 Cisco Secure Firewall Management Center it & 45 15 71 i A2 RS
SRR

W 2& 5 H SR B% Y Snort 3 € X FARIE

RIS T L M SRS AL T ¥ Snort 3 LS IR .
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| Snort3meymBmg s 17

3 6: LRSI TSRAEED Snort 3 TE XFIARIE

W53 seBe k0 Snort3 2 xiiiE I}

VN

15 AR

DALE

R g2 AL B A IO CGRALT Snort 2 Fitht
HED .

PR A A SO AT ) AN 2% R S Ao 7 A 1N 1K)
Wik

PR R E R R g P E SR AP ILIE I
R A E /A E A SRR

A RVEAME S, TSN Snort3 A € X453
MBI . 58 74 DU ISR E R A A .

LGRS A A

LA A R AN KSR A BN SRR
INEEZ S, N 2GR A ds . BRI
BN T IR A A 2 R i, AR
(it B

HRVEMEE, HS 50 Snort3 17 LML 434
HEIORIEE | 2 74 SURISBIR A5

EZ VLR

AR AR AL 2N S, A nT UK 5 AT
Bo o XSOk A4 SRR e 4 (i)
g, Ui A VLAN) FeE W E . —4H2 SC R
B R SEH

A RTEAME S, TSN Snort3 A 3E X257 B
S HIAUEE , 28 74 SUR 2 Hlke A

Z4H) (Schema)

B SCAEHE T OpenAPI JSON #HYE, 1T IAIF 148
S A O S T DN = AR (S R O
ATAT 55 =77 ISON 4R 4 (441 Swagger i’H45)
W ST 2R SO o] 35 B St ml LA A 4
Pic B PR S 800 AR Y 0 SR VAR Y0 R RS2 17
ez i
ARG, WES M AT LML HT g, 28
82 L,

B SCAT

B MNSEAFE AR, b B my 3 Bh e
BT A NI -

10T LS 2 om0 SO LS s Bl e &, T
a8 i 5 B AT A B

HRVEAE R, WES0 H e XMW kng, &
82 i,
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B rssrmpemnsgss

Snort3 FEIBEME S |

15t AR

BT DUAE AN SOIE R R B R A S IC
SRS PR AT A AR T B A T A

SEHEICE R EOANCE (i JDR) Talos 7E24 LSP &
B —EB o HEH ) A1 2 X NAP #2251 E 1
B E .

ARVEAE R, WS A E LR Hrokng , 28
82 i,

T W4 4 53 K SN LI ) Snort 3 RS :

* {E3R1E (Actions) > L& (Actions) T, f&n]
Lk i 7B & Bt & (Overridden Configuration)
DA b A% 4035 3 5 C L 1Y) JSON U

* 7F $21E (Actions) > T (Download) T, #
ALl B S B E (Overridden
Configuration) LA 4 78 o (1 & 2 B
U SR S AT TS A AR O, e T4k
TERRE. YEE G ARICER, ik
WMoz AsRH, LRV 8.

ARVEAE R, HS A E R Hrokng , 2
82 i,

AR EM

4 Snort 3 F5E LKL M SRS K G0E , 5F 74 3

FLE X4 o B sk, 26 82 L
W28 53 BT S LR, 5 79 TT

P 4% S FT FANAR SR B By 0 25 SR 1

FESCVF Snort A5 I 5 | B AR BRI DLBEAT AR RS AE 0 M, 62000 B K5 s B A e 46 f3 HY TPS

VFATIE.

BULAUEEHE AP, AREHME . N AP TIERATS

71 Snort3 BEEX ME D HTRIEAYE)

BRI 2 73 A1 SRS BT S 2R 1 190 2% SRR B A R REEAT T JELHE RO WA 4 70 B RO A2 LA 2
KL ALK, BT REATTEE B SCHRIG. (HJE, AR E [ 9 2% EOR BB B PERE il JU, ]
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| Snort3 shEnEBmLs s 17
# snont3 xR sEnmE [

DL 5 SCBRIA AN W7 S0 . TR, L UM HT S S B, A e i T
Cisco SCFF AN AT .

Snort 3 F 25 43 BT SRS L B 255 T JSON Al JISOMI A I IR A Y . 44 3EF OpenAPI ST, wI 35 1)
T MRS A g . VOB . WE SR R . Snort 3 A% 21 2% 2 A BB A A ({81 T Snort
2 TRALTEAR) o WIAS AT S e i nJ LL JSON Ao 4.

fE Snort 3 1, K AARMIBCE SIE S Snort 2 TRALBE 28 BBV RAAFAE X WSS BEAh, Bk
AT Al (GRS A 2 A IR Snort 3 SCREIFIRS AL 33 H1 1 BLI0 T4E . 452K Snort 3 11E41
f5 8., 152 [ihttps://snort.org/snort3. I B KBS FLrRL AR a] FIAS A 23 T EANME B, 1521

https://www.cisco.com/go/snort3-inspectors.

N

i o K B KBS B THIE] 7.0 BRI, AETF0S, AE Snort 2 FRUAS R 199 2% 23 # S rh T A0 5 25
AL F] Snort 3.

© HZEMEANR], AR Snort 2 W 45 7341 SRS i LR 2D 1] Snort 3 fRIZE I

BAE TR

B R A (LSP) BT v e L 2 AR 1 s O A G A G B ) BE BV B B . 23 LSP
BT A A ST (14 V8 FELRS AR P 45 20 BT SRS 1Y) Snort 3 iR (A E B T ALEH] -

HEMER

G E for A SCA IS ) 125 FEA A A AR N R . Ui G E R P A e P LR A DL
I, Az B /B A . il

P imap KA AR, M I, VR DO E CBA R AR R
* R55%5T imap.
I —5,

Up R AL I A, U 22 imap.

Cisco Secure Firewall Management Center Snort 3 Bt E457, AR7< 7.6 .
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Snort 3 FEIZ R MLZ DT |

B 5 srons eexmesmgmmnoe

"when": {
"service'": "imap",

"role": "any"

}

nusen: {

“type": "imap"

BN ERS
OIS A XK AR SRR I 2 S, Bl 2 OIS A A . SRR AR R
N T AR, AR E T B
LUE
{
"normalizer": {

"enabled":true,
"type":"singleton",

"data": {
"ipd":{
"df":true
}
}
}
}
ZHeE R

UM A A 2 AL, T DRSS T AT IC B IX R B A SRR R s 251 (Bl R &%
Ui M VLAND BCEBCE . — 4SRRI ERR LB A —NERASLB], 808 ] LIRS R € 45 1F

[l Cisco Secure Firewall Management Center Snort 3 L &5 5, KA 7.6



| Snort3 shEnEBmLs s 17
# snont3 xR sEnmE [

AL R ARSI RSB B I, RN T BRI S R
BEAN,  BRINSEAG () 40 Bk A 2 25 (1 44 B AH 7D

T2 BIR A a, S EAR SG RO A A E I, RUETEEh JSON SCArh i dA> s i 40, 55 /2 LG
PLIZRE R 26 A CAZi] ) AL A A A N (K26 AF D, A5 I EATRs 3 B8R R . S50 vl DL B BT S5
o1, BT RO B QU RS BT Bl S e R 2 AF, DUBE S ik

it
« BT BRISEBI IR 2 454 7 3
{

"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspect",
"data": {
"response depth":5000
}

}

o BN LB RIERINGE ERE P 1K) 2 B Ao o

{
"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspect",
"data":{
"response depth":5000
}

]

}!

"binder": {
"type":"binder",
"enabled":true,
"rules": [

{

"use": {
"type":"http inspect"

}!

"when": {
"role":"any",
"ports":"8080",
"proto":"tcp",
"service":"http"

}

« DRI AS, HAusn T A e IR E X ER .
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Snort3 FEIBEME S |
B entumiszs

"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspectl",
"data": {
"response_depth":5000
}

]
}I
"binder": {
"type":"binder",
"enabled":true,
"rules": [
{
"use": {
"type":"http_ inspect",
"name":"http inspectl"
}I
"when": {
"role any",
"ports":"8080",
"proto":"tcp",
"service":"http"

BAIAHmNREE
I T B (CTP) e 4x it CIP (209 i, I B IR BE & 1) 2 4niatT . e ib 4R Ak CIP 4 B AR Y
JRL 2 TR) PR AR 22 A A
CIP 224 PSR HE A T 2220 i ) -
* CIP ZaMBL - I THRITINN R, NG8Z e it T 224 .
* CIP 4 - T A8 Sk 2415 A
CIP A0 A5 I IR0 «
* CIP B 55 R i
» 14, i CIP Read. CIP Admin. CIP Infrastructure FiI CIP Write
CIP s as vl LU AT CIP %048 Be 3 -4 Forward Open i 3K 1 #) CIP 22 4048 B

LK CIP Z4xThfg, 2R CIP Rl . 1 S A IAIFLE CIP Hodls to b i 24200 B, 25 79
P

A8

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| Snort3meymBmg s 17

et op siratnzesg i

S FORELE CIP i E R IRE DR

o
i

v

Qe

Sk S Sk
S N N
W N =

fEHIZEH]: SRR CIP 2242 7r B, AN fevrdLqt CIP il dd, 53T LT 54k
* B4 cip_safetyff) 52 LM 2% 70 BT S
o FEVT I P A h GG AN, BABHLE CIP 2242 Jf Sevr Ay SeAd Al ..

FENAR CIP 224 Thfe, S AR B0 R BT CIP Ao A R 3L 20 B4 U i 22 s o

e RBE > R HIARER > N1R > ME DT REE.

AU B IR P 25 53 T S cip_safety [¥] Snort 3 flAS .

fE TSR, s cip KILETF,

BROABCE WoRgEALMBI R, B8 8 RS SoRfER A a8y NI s

wAMAIN BERE T, il wESESS Bbs, 0% cp T “CEH” FB false CBRD
HUH trues

Wit E (OK).

MR (Save).

BUR cip KL Er AR LS Ui R SRS, I IGERE SRS TR H dmiE . AR )E B B AT KRR
W TRk kR SR . SREG > 7 EEEIRRRR > i a4

riti Mg RFANRREE 55141 4RiE (2).

7E MG FANRRES 7 L1, A BRIAME D HTSRBE N $7 412 Pk e G 10 U 1] 28 1) S s
cip_safety .

CIP fy a0 CAE L i, 80T LA A e LU 1) 45 SRR BH L CIP 224 9 s vr A7 Hith
CIP %#s .

RIEALE CIP 22 A AR I SER L T, 1 2 SRR DUOIE 7 3800 15 8 AL 35 AR 7 T T i A
DUFABH LA FH 221 1 CIP 22 8 ds o H A M P . CLP B A I A B FH ORI P (T 23 9 Bz
i Ml ZPis 7B . JFH CIP %% SR Web A FB F.

P00 £ 53 27 O ik AR S5

XTI S M sk, Cisco Talos $ it T HAHE S, H T4 Snort 3 FRAFR2IXT M) Snort 2 KA ¥ 5
W o

SRS R OR Snort 3 FRCAS (1 SR HAT X ML) Snort 2 iAo
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Snort3 FEIBEME S |
B =smssmenms

EFE ML 7 TR AG ARG
UK

S 2R > IR FIRRRR > AR > MG D HREE .
W2 LUHENAP BREH (NAP Mapping).
$IB3 BITEFRMET (View Mappings) ik,
RGeS A B WL 1] Snort 2 S5 AR () Snort 3 9145 43T S o

$IE 4 HEE (OK).

B 1 M 2% 52 T R B%
FITAT B7 K837 B A0y BT (14 9 2% 49 Bt kw350 ] B -1 AH S (1) Snort 2 F1 Snort 3 FRAS . 2448 61 28 357 119
LRI HTSRIE I, 23[Rl A7 Snort 2 AT Snort 3 FiltAS .
U
LB R REE > i aiTHARRR > AR > ME D ITRES.
$1E2 L EI3E5KEE (Create Policy).

I 3 H A\ &FR (Name) F#ik (Description).
FBA EFEARR , KRG HTHRE.

ST TR X 2% 4 B S s A FH HO6E Y [ Snort 2 BRAS AT Snort 3 kRSB .

12 40 4% 53 A7 SR g

ST UG S0 208 23 A SR LU SO A4 B ] B A SR
iz

SN F R > I EHESIRR > NR > ME DR
FR2 Hilidwig (Edit) UESAARR, DO RIS o iR A SR

BMERFFA: WEHEFL 740 T4, T MR (NAP), & K asNC M, JRE
LSRR HE L P RS P R o

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| Snort3 shEnEBmLs s 17
emasmgnnELeaess ]

) RS AR AR, DR AT DUR R BB EATE RS AT, AR5 PR LB E
Zarina, BB R RS .

WA BRI, e AT R A e A ORI, OF FLAE T DL B AR AS Z 5w LU k.
XFEMOZ A T AERC B RUUARES A Z I i 2 e ST, i T BATTBLAE W] LUK Snort 3 HH 13l 5
TR A, D A AR Sy i I 2R, ANl 25, DR S
WA AR A T B9 NAP SO TR, WA B ANRFAFR R F A SR “R 57" I NAP BUfE
R “CEF7 , MNKRERZ Ik BIXEE 0GR XEM T GID AN 183 [N, GID
1A 3 & SCA /G BN L H Talos S s IK) B U AR ety Frfy et GID #82
FEHGII o IX LA W 45 fi A 1R LR D DL RO o S SO TR AR AN AT REXS UL ™ A AT T 5%
Wi, EHTEERE T O EFRE RN, R BN A RsidE A

AT WP FRBE AE AR, EA Rk Fakh, WITE AL 2] A K

pE

LSRG R 2 T BT SRS 4 PR Ui SRS NTR IR, 28 PN 2R [ IR T T Snort 2 A1 Snort
3 RAS o G R T SR R AR AR DA, T AR AT S RRCAS £ I 2 7 SRS LT PP PR A T g

T3 MR

EMFZ DR IIA LR ER

AE Snort 3 FRAS ¥ 99 44 73 Mr s BUIRT b, 88 RT B i ZE0 I A SRR A P R AT AR DG SCARAE B A
o

RS

TR R R > T EHE IR > AR > MBS TR .
TER2 F B LI A K Snort 3 LA .
PR3 /R ER (Search) £ rb i A\ B AR (148 A 4% 44 PR AT T AHOG A
RYUR B 5 IR R I SORILE K P A A 2 o
B, WA pop, UL HRY A 4RI DUJCAS A 3578 i b R A VLRSS R .

X ER
I E SR 2% 0 M SR L B ] 55 90 T
HRAAEGNRESIE, 587 )
2% 23T S 1K) Snort 3 & SCRIARTE , 5 72 T
FUE X4 o M sfems , 56 82 1L
xR B ST IR R A i O, 5 85 T
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Snort3 FEIBEME S |
B =nszms

EHERERE
44 LR 11 £ 3R 5224 BT A0 9 Snort 3 U 9K B

R

FTIB1 2 REE > 7R EARER > N1R > ME DR,
LR 2 R IRIEY Snort 3 AR .
LIB3 £ REE T, BIFEEHIINCE M T TR A

BOARCE WonAEZE B, Wi o6 I E B s e &0 ds T A A
F 4 L E I RIS (Copy to clipboard) Ebr, Ko s fic B 82 hil 2 LR — I50 e iy 70 ) 8 5 A .
 FEAMECABLE
c HANBEMEE

SRS KR HIRR AR EC BRG] JSON ZidEas,  DAMEAT S m] BE 75 LM AR G

AXEMR
FE o B sk, 2 82 L

B & X W 4% 57 th 5k B
Fi T DL F1 ELEESK 1 S Smort 3 A 910 9 B i

UK

SN B 5B > P IHEHIREE > AR > MBI
U2+ 5% 5 HT HE ) Snort 3 AR
SISl R PR,
RYoH o LA F

- B

« FHITE TR /B

L

R L

o b R A

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| Snort3 shEnEBmLs s 17
arexmasizs

TRA HEBFE (View Schema) nf AR a8 1T IF 7 230

i1 Firewall Management Center Overview Analysis Policies Devices Objects Integration Deploy Q é‘ & @ v | de
—
Network Analysis
Policies
3 Download
Schemas A4

arp_spoof_snort.hosts

sTcommplus >
port_scan_snort.ip_proto.rejects >
iec104 >
stream_tcp_snort.require_3whs >

HIES AT DURYE 75 Hok N0 R 3CE B So: /A e 4 e B ok 7 o

WX SR I, T LT AR SR VEIME . SRR IR BRI A g I DL B (A A AR O

a) miili FEAR DL NEEE S
ZOH SCAFFET OpenAPTISON MY, TR M EARE R 2%, S8 mT LN #2840 e 964
ATAT 56— 77 ISON Gt 834 JLFT TT o 2840 ST w345 W A8l s vy LA K G 18 % IC 1 1190 2 0 S A R )
FOVFE Y BRI AT R 2 X
B, XFF arp_spoof_snort f6fr4%, #EnLAFCE EHL. FEHLVEERS mac Al ip Huhbft. 2808
INIZ LA 1 DL R AR AR

*mac - #X: ~([0-9A-Fa-£f]{2}[:-]){5}([0-9A-Fa-£f]{2})$

*ip - ®X: ~([0-9]1{(1,3}.[0-9]1{(1,3}.[0-9]1{(1,3}.[0-91{1,3}()
/10-91{1,2}){0,1})$

7] Firewall Management Center Overview Analysis Policies Devices Objects Integration  Deploy O, € & @ v el
Network Analysis
<
Policies
Download
Schemas v

arp_spoof_snort.hosts + [arp_spoof_snort.hosts « |
mac arp_spoof_snort.hosts.mac string
pattern: *([@-9A-Fa-fl{2}H:-1){5}([0-9A-Fa-F]{2})$

host mac address

ip arp_spoof_snort.hosts.ip string
pattern: ~([0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\.[@-9]{2,3}(\/[0-9]{1,2}){8,1})5

host ip address

H

TN AR SO 32 (e YRR, A REsh i sk s o, 3 B 1R
o
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B ecvmesmzn

TIE1

Snort3 FEIBEME S |

b) sl TGS ARIR LU LS s il C B A I A8 AR RROR 35 I S8 i A Al o
BT S 7R S i e B R B RCE,  IFREAT T e AR AT BE
¢ miii THTBEE DU AMSICE FEE > JSON CIFH,

BERTLU N oS B ER A R R MR, A PRI TR B as . SO Ay SCher A s e 2
IPECREISE

d) sl THESMEE DM RCAGNR AT E.
TR SIANE, EIIREUT DR,
AT DASE AR LAy AU A A A L

o FHEAE B KB B PG A ds AT N IBE G 4R . 12 1M Cisco Secure Firewall Management
Center Snort 3L &5 79 1) PR AT EREERN T — F K IR ERFTHARAFEUBERE L.
o GRS I Y TR F4R4E (Actions) RRusE i AL 7 o6 e & Sk

DR R AR R AR By KA b R AT IR AR, WITC R P PAT AR . I, B
ERGIR .

a) TEAEERE (Inspectors) N, JJF 2L o JLER AL & (K i F ks A 25«
BROABC & R R e b, B o M IC B R R A8 Iz
0] e A B AR A T AT AR DG SO R R A s

b) A EHIZIBINEHR (Copy to clipboard) Klbx, Kt BRI £ 4 e & & ) 2 55 Wi .

c) AIEE—A JSON SCAF Ik BRHC B RS G 2 2L
d) REEA N R A RS E, 3T ISON SCAE b I g i A7 HoAth i B 0 s

T v LA 7 450 ST AR (Sample File/ Template) Sk T i ] 78 o BROABCE o« ol SR
5 JSON Jr Bt B W Snort 3 [ 5E S 2% 734 s o

) MRHE T B A A e A T K
AU SO R EN I B A S, X T2 0IRA 28, W ORI SS9 (095 e 28 A A A e 7
JSON Cfh. A XiE41M5 B, 15214 Cisco Secure Firewall Management Center Snort 3 1ic & 45 4
H Snort 3 BB E X MBS IRBEEIE 8P ZHI8 A .

) WEREHUTAT A B AT B A, TR A AR I B n B 5 7 O A S
P2
PRGBS G B AL ZR AT A TSON Fife

g) KT R ML B ST ORAT B I R SR

MIRAE NP, PR DA A DL AR 5 S E Y JSON U,

EE
AR B AN EAREARCE, POV ES MR mA B LR, B, Fe AR
BRIAHC B A AT 2 o LSP SBT3 23

RET DAHETECAT ) DA ok 0 S 3 AR G DR A I A0 35 78 K A AR L LK TSON LA

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| Snort3 shEnEEmL 7
sessnrrpsEnEzrE I

s BFHHEEREE (Mergeinspector overrides) - W EATE I ARy, FALSTER N ES S
HIES . WA EARARS, W Ao GETEARAR) TN EIE T Z R NE,

s BB AR BB AP RLE
- BRI T R % (Replaceinspector overrides) - BRI 2 W i 4 ol LAESCIF i 4
%,

PR ITURS I B AT LAY (B i o VR (00 I3 I ot 0 82 AR WA R

BRAE T B i (AT BRI AT TS, e e 2 AR SR B B L P U 2,
LN BRSO, B SRR LA S
SE8 4 LEBEMEES G T, Al SN U MR E RO A REE.
AR AREE, BRERERSLEN - MBOEK, R E - MEENEAER.
AN, Kirad FiBaELE (Overridden Configuration) #14x 7~ 78 5 1 -
AT LU R F2 55 1 L B R B 2 (Show Overrides Only) S XEHERE F T A LA o A 71 2%

135}4’-
Eﬁﬁﬁﬁ%?%ﬁ% L, ARJGITIT JSON STAF IR o 1 s 1L B (AT AT 8 B0 /783 o B n B e 30 f
LEPATICARAE, DU 2R IH A s .

PR (AL FEATAEFDRT R A A OB S 2 /T, & R G A G G B S A

0N

FRA TR LA AE 7 76 A A A I B I AN AT 24

AR ER
R H AOBC B BRI, , 56 87 I
HRAAEGNRESIE, 87 )
FEM LS H Sems DU BRI A g . 5 81 T
BHlkAaiE o %82 i

M ERAITHNRKEEUBEEERE
AT Snort 3 HAIIL4E AU A0, 46T LAXPH 75 SSRGS 2 S

i, BT DUEHRIE (Actions) N Hz i FARH S AL S SO, ARRANME R, 1HS I H e XM
é%éﬁﬁmﬁ% o582 T,

PR H 2R > I EHESIRR > NR > ME DR
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Snort3 FEIBEME S |
B =rsEnanereensx

TR 2 R TSI Snort 3 AR -
T3 A WER T, BITEERLBOARENITH A
BRONBC B o220 h, B o i IC B s ek A ds Az
R4 AL BEERE T, sl RERER (W2 BT AR E .
RGO E AR A, AT DR P AT T ) G
a4
* TORICOR B 2 n I BEE . WOROR B IS BB BA RN, 27 Bol A R PR, Xk
FH RS Talos HIBNTE i &, R GUK IR B T (E

o S SREEAIN S BRATART 5 SR, TR DR RIS ARS8 R P3G 7 8 A 12 S on el B 4 5
FEFF R o

P rLLTE.
SRR JSON FrifEAr AEAT AR, T2 Won Al iR B
TR U ARTFORAL T

USRS ORF £ OpenAPT ZEA G, T B KRG HL b0 RVIEIRAARCE, B0, REKERREE
=B ER H 48 (Error saving overridden configuration) f5f 7 1. #38 m] LU R3S B R 10 S0 1

AXER
FE o B sk, 2 82 I
E A IR i 80 1) PSR ORAF TR S LS 5 58 86 1T
Ko i B B OV ERNICE. , 56 87 I
I E SR 2% 7 M SR L B ] 55 90 T

WX SmEE A (8] 1k & KRR FRIE X

BEAT WA DB S AT 2 T DU UOR GRAF I S O VR R, BRBRA T 2 A R ORAE I B
UK N S AT ORAF (B, AEAN SR L B E 0 AG 2 s R BROA I

UK

T HRREE > IS HEIERE > AR > ME SR
IR 2 R LT RIS Snort 3 AR .
T3 A RER R, EIFEWRE LR S T A &8s o

BRI B s AE 2B b, e i (R C B B R ER B 8 R I s

$IE 4 {E4 5 BB E (Overridden Configuration) F, i XS X Kb ] 7k &2 A 7 2% (AT A ARA7
()

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| Snort3 ey BmuE 7
sraagzmnsznx

B, R BGE T
U RO A L B BAT AR AR DR A (S, BRI AN W] L

AXER
R A3 OIC B BRI, » 5 87 I
XA A AT W IO A DU T O . 2R 85 T

EEERBEEIRERYIR

T AR P B i (R A AR 1 81K
332

TR F DR > i EHE IR > AR > MBS RS .
FER2 B LI A (Y Snort 3 LA .
FER3 ETHERPSN NEREBE SR EE A SR ARSI,
P W78 i R, B A AR A LA PR o5 1 s — R b, A B s e A

AXER
TERI L8 S M S BT BRI A g, 5 81 T
XA A AT WG A LU R IO . 2R 85 T
L SO 2% 3 AT SR, 2 82 1L

RESMEERE HEIAEE

ST LUV D 7 A s R ER DG BT A A B e e e i (R P K B D e A8 1RO KA

[T
R

LI 2 REE > 7R EARER > N1R > ME D HTREE.

LR 2 R LT IR Snort 3 AR .

PEB3 A RER T, BIFEIREE G E TR .
W78 55 AR g AE FL A R 5310 o R

BRABC & ot e b, Bl o (O C B Bon e A g I A g, A SN B SR E
(Overridden Configuration) ~, rfiidikEEIAELE (Revert todefault configuration) (FiEFisk) K
b, REAG 7 2 10 7 6 T 5T R BRI B
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Snort3 RMERME A |
B im snorts s

U SRR G A A IR ER A B B AT AR AT S, e Tid T- 25 HPIRZS
PB4 SERE (Revert) DA .
SRS sl RIF A T T

RIS AERAE TS, AT RLRBGE B S X Kb

AXER
A5 A IR G B0 1) P SRR ORAF TR S 5 56 86 1T
FE I B sk, 2 82 I
XA A e EA T A IR A A S O, 5 85 T
FIE 28 73 T SIS e Bl 56 90 1T

& UE Snort 3 SR AS
I Snort 3 M, LU TR P AT LUC SRR A 81 %
ST B P FRORRAS T LUEFER %A B B 0 A
o SRTIRAR I B L SRS I T L RTAR AT 5 I B A ) NAP A
ST NAP S0 AU HERE T8 A S T
o BT A LR LA A I I A P 78

o D SRS TG B O 2 RS O RBC L, JF ELAE AT 240 Snort 3 —BEHISCIFMINAP J5 4047
DU 52 S s P B T P

o X FBARTAORRAS 197 s b A, 98 B ST TR] A P 2 2 FROAS TR NAP ZRF AT Snort 3 11515
PERATIGAE . WEARATAEATIC EANE ] T2 TRA, R ) 05 B, anakiIA
WHBE L E AN E, IR a8 R E .

FESERE A, B T NAP SRS IR 2 U 19 F2 15 SR o6 SE B AR e 2% LI, o) G Rl e s i 2
SEATAR A B 2 AKE B T 360E Snort 3 SR .

FE1 BENAPRBEEMDSR: 7EMNKITHRIEE Snort 3ERA i RESR T, RITEA&ILEIAR
R A e

BROARC B M A, BB o G B B os AER 248 B A s

$B®2 A BERE N, Al WENER () EARLUESUEMAS, Bl rate filter.
ARG W B ORI A, AT DL PO rate filter A6 a5 34T BT it (1 4 o

FB/I  RULAE-

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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| Snort3meymBmg s 17

i snort3 %8 [

R TR TR ORAE T ALY B 5
B, AR AT LU HRAE (Actions) T HR AL T AR 75 TG & S

skt 2% 73 M S 1Y) Snort 3 KA HHIK) 4R4E R Hrsic .

fE Bfe T, ALl BEERE U A0S O SRR E M JSON 3C

AR B AN EALEARCE, POV ES MR S AR LR, DI, fe AN
ERIA G B AATA 5 8 5 /o LSP ST i) — 23

BT LGB, R AT LS 0 S 21 2R 48 rp DR A7 1 60 5 7 i RS 7T A 10 1 JSON LA

* EFMEREE X (Mergeinspector overrides) - WK A MAK &S, AR AR S S
ARCEAIE. MRATEARS AR, W Bt CHFEAR AR PRNARE T Z i,
TR R 0K LA A 5 K e UL

« B ERBE = (Replaceinspector overrides) - IR ITAT 2 A A i TR b AR SCEFP 58T N
%o
FE

AP I S M B 2 AT P AT B e, DRI A A P MR B T 8 P 2 i S A A PR

WURAE FALPE W5 R 8 I R AT R, e B B R MIBLE S (Upload Overridden
Configuration File) it & N i G BIA % . IS LU AP R IR I SCE, RGBSR B8 L%
B

18 NAP SREGKEXE i T HI RIS IR (EUj P HIR a2, sl @R, 5 kMg s
HTRNAR SR 55 1111 YR o

M Default Network AnalysisPolicy 513, 3EFE— 4 BRI 48 20 T S
WRERER AR (g, RS DAy SREE 70T T g R SR . TGRS AR GBI ) SRS

Wit E (OK).
HHRTE (Save) 15475 .
B, RV g, S B, SRR S R AR HEs 55 1Y REE .
AR ANA
ML A5 5 A I A A R U 4% 1 F
M R TR BEE T T AL BRI I U R0 () 4R 5 AT SR
s RN (Add).
E: AE PRI L SeRRh, fld BB RIS BE.
YU I P B L T B
c R - AHRIER RSB, B B AERE.
o JEIF-ih BFFETR LA R SEME  R A RE E I T
PR STEMESS, 1% P A BRI BT A S S S HERE B . (U, TR 3R
BE L7 R FEH B AN Bl T R, 1T R B AR T O T
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Snort3 FEIBEME S |
B sxxrssmgnRERm

CRIED A R s RR i ok mE ml L P bt A A s BRI IR (1 A A S s

$1818 5EE (Deploy).

LI W RGAEI B W ST R R B, W STERHIEE B D h BoRef]l. ZEAE MG
KB T R BT AT T A Sk B R
TR
W, Snort 3 W2 43 Bt SRS L5 RE T 77 K UM AR RRCAS TG A A A A R,
HLUF R E: TR ERS: [ “rate filter” ] ANENSS 7.1 BRASBEARARAS

B & X M 4% 53 17 SR B & 7 5

WeoR SO AL JSON B, T Ui AT 4 Snort 3 H & W45 /3T 5w o S8 mT LARERRAT I L R 75

N7 A A A
© FLEEAE B K B A0 XS A S AT DR o 15 S A A s R AT P I G e DA T L
585 Tl

* fHI#RAE (Actions) T =g FARRL o5 MFCE SO TSI A€ XML BT s, 5 82 L,

FEIEFAEATIX LI I [T, 35 & A LU PR BRG], XS TEAR 5 SRR R 75 Bh S sk ol e
SRR M SRS B i o S IR B T BRAR L AR A 43 (R 25 P2 S5 s 9], DAGE S A ] U R %

RIS LEFE IRAE (Actions) Tz AL sk ALARBC L, WG 2200 P28 70 M SEns 22 e A — > JSON
SCAFIF BRI

TR i 28 M SRS (R A AR O, N AR B AN EAR AR, el
B A ERATHRYE, DI, R AN 2o I X ER (B E (A ] i 8 e o LSP BB K 20

LA A 45 g 55 (K7 -

LEARRBPREONRES “ER” HERAGKER

{

"rate filter": {
"enabled": true,
"type": "singleton",
"data": []

}

}

HEARRBPBBIARTA “EBR” HERAFKESR
{

"rate filter": {

"enabled": false,
"type": "singleton",
"data": []

}
}

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| Snort 3 F ISR MK DT

HEKRKEPRIZFNATH “BR” HERZ TR

{
"ssh": {
"enabled": true,
"type": "multiton",
"instances": []

EARRBEPR “BOMRT” 4 “BRR” HERAZ TS

{

"ssh": {
"enabled": false,
"type": "multiton",
"instances": []

}l

"ieclO04": {
"type": "multiton",
"enabled": false,
"instances": []

BEERHNERBEREMBINME
{

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"th": {
"block": true

by

"ip6": true

}

BEZHINERDEOALAIRFHER

{

"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [

{
"data": {
"unzip": false
}!

"name": "http inspect"

arexmasiznEgRo [

B (EhplafmsaEsRmEBri)

Cisco Secure Firewall Management Center Snort 3 Bt E457, AR7< 7.6 .



B E XM 45 iR i B & )

HEBREERRBEGASL GRS ETR F AN

\}

Snort3 FEIBEME S |

AR CEGEREAGE RN, e A INEAR R .

{
"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"use": {
"type": "http_ inspect"
}I

"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"

INNNERY B E XS

N

AR ARG E R R A A P SCAH I R0 A e B 2% H

"telnet": {
"enabled": true,

"type": "multiton",
"instances": [
{
"name": "telnet my instance",
"data": {

"encrypted traffic": true

}

]
}7

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": vvany"’
"service": "telnet"
}!
"use": {
"type": "telnet",
"name": "telnet my instance"

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| snort3 heyE R SF
arexmasiznEgRo [

TEEANJSON BERBEZRANTH. B HIZALBIANCIE IS 51K 5)
FEEAA™ JSON 4 i 1 s LA R 2R (7R 49«

« B HHSH] (normalizer KT aE)

« B2 PRI (http_inspect M Ar#)

* QIEFI 261590 (Telnet fErde)

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"tcp": |
"block": true
by
"ip6": true
}

by

"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [

{
"data": {
"unzip": false,
"xff headers": "x-forwarded-for true-client-ip x-another-forwarding-header"

by
"name": "http_ inspect"

]

by

"telnet": {
"enabled": true,
"type": "multiton",
"instances": [

{

"name": "telnet my instance",
"data": {
"encrypted traffic": true

}

]
b

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any"
: ’
"service": "telnet"
by
"use": {
"type": "telnet",
"name": "telnet my instance"

}
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Snort3 FEIBEME S |
B R N 45 43 4 S B B o 1

}I
{
"use": {
"type": "http_ inspect"
}I
"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"

AR EORTTE YR R T B BRI S B name 1.

B & arp_spoof
Il % arp_spoof M7nfil:

arp_spoof fiu i #s WA A J& PE AR ERABCE o X8R T n] DLBR A 56 1) 1 00
{

"arp spoof": {
"type": "singleton",
"data": {
"hosts": [
{
"ip": "1.1.1.1",
"mac": "ff:0f£:f1:0f£:0f£:££"
}l
{
"ip": "2.2.2.2",
"mac": "ff:0f£:£2:0f£:0f£:££"

]
}l
"enabled": true

fit & rate _filter
{

"rate filter": {
"data": [
{
"apply to": "[10.1.2.100, 10.1.2.101]",
"count": 5,
"gid": 135,
"new action": "alert",
"seconds": 1,
"sid": 1,
"timeout": 5,
"track": "by src"
}
] 4

"enabled": true,
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| snort3 heyE R SF
arexmasiznEgRo [

"type": "singleton"
}
}

£ & R G510 W 4% 53 17 SR I et B B 490 7 22 A )

L3S 451 56 B 1 SR PP S IR ) B R SO 451 DR IS i 2 5 40 5 R PP R - 5 S 5 Sk —A
PN, TR, ARG AR SR 5 SRR I AE LR EA B Ao, ORI A2 A& 9F. 1
SRS T (K90 o B A A S (R oA

1E B KBS B AR L, BRIA Cisco Talos SFm& LIS B 21X S 7 e X7 5 L.
R KM
TAICHE L 4K telnet_parent instance FUAHN LR F T RN E LT —A A @ L4

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true
}I
"name": "telnet parent instance"
}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}
FEREE:

U PR 5% 53 AT SR L SR A LR ACHEmE . FfiTE LT — A4 0 telnet_child_instance 1)
FE SCSEG], IS e SCT R RE PR 7 SEAE AR ST TSR B A SRS IO R E RE P U, R
A DURR A K] 0P SR 1 SRS S 5 e R B I s e 3622

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {

"normalize": true,
"encrypted traffic": false

Cisco Secure Firewall Management Center Snort 3 Bt E457, AR7< 7.6 .



Snort3 FEIBEME S |

B E XM 45 iR i B & )

}I
"name": "telnet child instance"
}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any",
"service": "telnet",

"nets": "10.2.2.0/24"
}I

"use": {
"type": "telnet",
"name": "telnet child instance"
}
}I
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"

FAREYIROEREMS
SN FRATART e 1 P 2
Ja e SR -

{
"list-attribute": [

{

I, AL SE RN AT AN R i o XK, R ARG

Jo

"entryl": {
"keyl": "valuel"
}
}I
{
"entry2": {
"key2": "value2"

}

}
WA ZLN valuel B0 valuel-new, W7 o St L7041 R T7R:

IEfBTT%:

{
"list-attribute": [

{
"entryl": {

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6



| snort3 heyE R SF
arexmasiznEgRo [

"keyl": "valuel-new"
}
}I
{
"entry2": {
"key2": "value2"
}
}
1
}
RIEWFE:

{
"list-attribute": [
{
"entryl": {
"keyl": "valuel-new"

}

T LUE S S smep KO B 43 alt_max _command line len JEPEMBHEEK THFULICE . i
% smtp KIETASIIBRIA GEA) TRISHCE M1 T

{

"smtp": |
"type": "multiton",
"instances": [
{
"name": "smtp",
"data": {
"decompress_zip": false,
"normalize_cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO

EMAL ESAM ESND ESOM ETRN EVEFY EXPN HELO HELP IDENT MAIL
NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TIME TURN TURNME VERB VREY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE
XSTA XTRN XUSR",
"ignore data": false,
"max command line len": 512,
"max header line len": 1000,
"log rcptto": false,
"decompress_swf": false,
"max response line len": 512,
"b64 decode depth": -1,
"max auth command line len": 1000,
"log email hdrs": false,
"xlink2state": "alert",
"binary data cmds": "BDAT XEXCH50",
"auth cmds": "AUTH XAUTH X-EXPS",
"log filename": false,
"uu_decode depth": -1,
"ignore tls data": false,
"data_ cmds": "DATA",
"bitenc_decode depth": -1,
"alt max command line len": [

{

"length": 255,
"command": "ATRN"
b
{

"command": "AUTH",
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B sxxrssmgnRERm

}
] r

"length": 246

"length": 255,
"command": "BDAT"

"length": 246,
"command": "DATA"
}
]I
"log mailfrom": false,
"decompress_pdf": false,
"normalize": "none",

"email hdrs_log depth": 1464,

"valid cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO
EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL

NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK

Snort3 FEIBEME S |

TIME TURN TURNME VERB VRFY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE

XSTA XTRN XUSR",
"gp_decode_depth": -1

"enabled": true

}

WAE, WHZE M alt_max _command line_len 4RSI AFH AN X%

{

"length": 246,

"command" :

"XEXCH50"

"length": 246,

"command":

}

"X-EXPS"

RJE,  FE 5 M S 7 i JSON W1 R s

{

"smtp": {
"type": "multiton",
"instances": [
{
"name": "smtp",
"data": {

. Cisco Secure Firewall Management Center Snort 3 BC &35 75,

"alt max command line len":
{
"length": 255,
"command": "ATRN"

}l

"command": "AUTH",
"length": 246

"length": 255,

"command": "BDAT"
}l
{
"length": 246,
"command": "DATA"

KR 7.6
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"length": 246,
"command": "XEXCH50"

"length": 246,
"command": "X-EXPS"
}
]
}
}
] 4
"enabled": true
}
}

EEZHIMERPERS BREMME ST RKNEERS

arexmasiznEgRo [

WE 7R B3 WY e 8 i SRS R Rk AR T AE AT AT S 451 11 SR P A A O IR . 1 SR o
S8 SRR B i 0K 55 SRS 5 0F o DRIE, W R Pt 1 Ak 2 FESCSRIS R e, T Pk 2 A
PE 3 FE R rp e o, AR IR B T 7 SR . XA AR B RRCE R 1 (FESCH

eSO L B2 (FETEmS e SO FEME 3 (FET IR e )
R KM

X H, FA1EL 4K telnet_parent instance & X T —ANHE XL, IR T A L

Bl 2 AN JEtE, B normalize fil encrypted traffic .

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": false
by
"name": "telnet parent instance"
}
1,
"enabled": true
by
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any",
"service": "telnet"
by
"use": {
"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}
FEREE:

Cisco Secure Firewall Management Center Snort 3 Bt 23575,
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B R N 45 43 4 S B B o 1

IR A 206 23 B SRS K L SO A D FLEE AN . Al 1B i T SRS (¥ encrypted trafficsfl,
WA T H)E Y ayt_attack _thresh.
{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"encrypted traffic": true,
"ayt attack thresh": 1
}I
"name": "telnet parent instance"

}
] r

"enabled": true
}
}

1 LIRSS TSON I, 8838 M2 7 M Sk Iy, 572 B a6 ERCE BL TR A JF JSON.

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true,
"ayt attack thresh": 1
}I
"name": "telnet parent instance"

}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{

"when": {
"role": "any",
"service": "telnet"

}I

"use": {
"type": "telnet",
"name": "telnet parent instance"

SRR B U6 R 52 2% 0 S B PEAR R B o BRIASEBI R o BRI AT Ao A, 3k xt il
o A A AT R A I

ER M 4% 5> T RGBT B B AR B 5

5 BN SRR o W9 265 23 B SRS () P AT 7 i, AT LA B4R ISON.  BARZE TGN, iH PRG3R
& = (Replaceinspector overrides)it i,
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musisrgsmnEsnEy ]

{
}

EXER
WA 24 73 KT SR 1) Smort 3 52 CRIARTE , 55 72 T
W2 23T SREms Lt L 55 79 T
oA Snort 3 [ i X% 43 B SRES (B , 3 74 T
FEWZ4 50 T SRS DT A RAS A s, 55 81 L
S AL, 2582 T
H g 4o T el , 28 82 1t
A RAEGNRERIIR, 5871

4% 53 T SR BB IR B AN 7RI B X
IR GBI 2% AT SR IR, B A R A AT [ A R

RE 2 AT SRS IS, RE R AE AR AT A, U AR A A S AN AR UK 1 5 A
T3 O P BEAT AR A S BE o A SRS ] — A e A LI, BLARAZAG 70 A 199 4% 20 B S o 245
Frimi P RS, (ARG A Shila A B B A E .

\)

AR TR E R A DA, PRI TR A A B L R R 25 23 BT A NAR SN s ST ELAR AT
SEFITALEL CRE B2 2 A B UM BT RIED 2 DMERES .

BRI NIEA P G4 U S WM . 00 024 3BT OO, SR T S 9 0 57—
G AR B, B BT, TS SRR R
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I AT AL S 1 (EVE) T UUMAE T TLS I8 )% ) i N L RTERE o &SRl R, JF AUV B
A6 HIREE SR IUA T 8) I S i S . EVE AR ] 1R 0T BEL 1 L8 vk

o InETRRPE G EENEIA 5 105 5T

* EVE TfEJ5# , 25 106 1L

s feHFRI, 2B 107 7T

* EVE ') QUIC #5405, % 107 1L

* il® EVE, % 107 1T

* FE EVE @AM, 265 110 5T

s JA, B

InZE AL S A

I AT LR S 18 (EVE)H] T 3200 s 2 i i S 2 al MEE, e o e AT A . X TLS JER 1 L
et BRI, RS A BRI TR EE 4 (VDB) e EIRSOR T AR INE 2, JF
B 5 — A CAIFRSGEATILRC . CAREUN Ed PEAE AL VDB B al .

N

ES}

AR JATIZAT Snort 3 1) B KERE B B YA A SCREIN T W RLPE S 1B ThfE . Snort 2 5 M K S5
AR PR S B AN SRR T BE

EVE [{—LeE R RE W R :
o B0 LIE A EVE YRAE (45 SR ST Uiy ) 428 1 SR s 1 o

* Cisco Secure Firewall "3 7 ) VDB et ULy B A5 FEADKE N FH 40 lic 25 EVE Al 21 i e e gk 7
o, BT LB e SON I AIES, DU

* K¢ EVE Azl 21 10 BEREMU B ™ 52 SCRPET R -
o BRI TR NI 2> o2 EVE Rl 2 ) HERE R RERE B A5 I A B

152 [ Cisco Secure Firewall Management Center ¥ £ it & f8 # IR e — = B E B E
M7 PN 2 F¥8 € EVE #I2 4 BLE4) .
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* EVE n] DU/ b &2 b 8 %5 7 3 Hello A A0 K %% ) i (A R GE R AL FIRRCAS

* EVE >/ Frfliis UDP H.BEM &L (QUIC) It & R SEHAMFN 24T oK H %) i Hello B35 ALY
45 2 A2 FR BN AE RS U URL Bt

R SAE BB L BT EVE, IR B AU AN IPS VFITIE, TEBCA TIPS VFITLER)
TEOLT, St e BoRES, JF HA RIS

R * EVE AJ LUK SSL 1l [ #E RERMAIRA . BAERFERIEHAAH (Blans r A, S
AT AT LM R R E R G . EAE R A E R G, B TR H EVE DI R,
T B A SEB% (Policies) > P4 % 30 (Network Discovery) | i il 41 (Hosts) . #AH 4L IP
Hhl B RTRERIHRAE RGEBIR, W Al 98 > EHERE > MEBRET, RJEIERITF L.

* VTR PRI R EVE Ja,  # Ok C o2 1o il BT S H sk, AR 24
s e A PRI, BEAE EVE #2 IR L s U E R A ST T e H Sk i iEanfs 2.
S ) Qe AN G 4 ) 2 TR U o

* EVE JoiA SR A0S S i i (1 rl ALk ik 527

HxiEE
fii® EVE, #5107
BC'E EVE BI4MNEN] , 25 110 11

EVE T{E]R1E

T e ML S 48 (EVE) K TLS #2 FH9% P i Hello #5435, LA it fE . %7 i Hello /&K
LR RS BRI B . XA DRI BbFe s BN LR ot AR . thFRacs ol (B H 19
IP k) M454, b EVE BN ARGtk at . MR TLS &b gy b ke e TR G, RS
AT LRI i g R R UE M R (R .

EVE "L 5,000 2% i RE . RGORVE 2 SRERE WU 220 s A, DURIAE U ) 42 1 K
W R 26 AF e IXARAS R GERENSAEAN T T TLS fift s (s o0 B PO AR BIXLE N AT T ] AR
BEREIFREL, EVE $ORE A HI TR AR I B i, Mo st i

W HLEE ] (ML) BoR,  ERMG REEAN R 10 124 TLS $RLAHEE 10000 4N % E B A REA, L
BIELRIEE B EVE $a4. AR5, 0 ERRRIAEGR A (VDB) A IR L B B AC AR 5 )

IR EVE LR BIBEANREL e PR i N, IR B PEA R (i TP dtudik, s 1A
MR S5 A A4 FK) AGSER — DN BRI B R . B, FRSURPRES CRENLIE, TDE I H ST S
W& X BAMIFRGUN 850, EVE 2B SO M IR R SCIREPRIC I R bRl W R EITH
KT EVE 1y “%” 80 “IEHAR” B0 E G, MBS, EE, — BN i gese
17, A5 FeVF LA .
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| Snort3 AYINZE AT IES| &8
rxarzn ]

feEBHRMN

FHF I e A 5 1 BRI ) MG F 3R IR (ToC) FA: ARV AR R B A5 AR s e R Ak,
U EVE B A5 I A0FE . A0S 2 7 i M WA B N8 25 25 b 2 ToC 4. s n] IS B %
HLA TP Huhk. MAC HuhEFERAE R GeME B G S, DL AT 580G 3l i B 1)K

UWRERERAPR, A TR UM BT VR AR T IS ToC SR AL . AT
RBE > MERTE T EM o 6 Bk E O, TN CL AL E A ToC FAFIAA ARG s
* ST > BERM. 9> EHRE > “BEHRR
© ST > EXERRE > WLERRET >UE P 25T 21 1 E L
T LR ERESEH (Connection Events) TUHI A G =4 1% IoC MG M RE B Siliath > &

> BHLI GBI EER, BN CEEEERNET IR sk
wal Wk FEA “IoC” FEL.

EVE a9 QUIC #580iR 7l

Snort 7] LURHE EVE 153 UDP Internet %42 (QUIC &) W% i N HFEF . QUIC 540
AL

o JEE QUIC Kol B FH 1My AN it Fi fig % .

o FEAN I F A A O TR R AR A

o REIINRSS N o ST DARRAE 38 e QUIC BIiSUe:  1 1) i 25 43 T U o 42 F R o

PR PR > TSI ARRE > i EHE .

W2 RGBT P SRR SR A R () .

PRI MR CRAKREMN EE Mudikhiis sRRE -

$B4 L MBATAESEE (Encrypted Visibility Engine)5%i4 1) 448 (£).
¥

SIRS  /EMMEBAIESIEE (Encrypted Visibility Engine) Ui, 8 A NZERTLMES]1 2 (EVE) (Encrypted
Visibility Engine [EVE]) ¥)#u44H .

$£126 {F/H EVE #ITR AN (Use EVE for Application Detection) - BRiATE & T o LTI T 5%, IX MR
& AVF EVE R P i 3 Bl 25 37
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WA E LA B SE — FAE I DR 2 AT AR 1435 80 (Encrypted Visibility Fingerprint) 2148 70 EVE #
FREUFEE . ZEXRWAE EVE Bl i AT — 008, T DU B S e AR 2UE B LA T T R hr e i, 7
H, i EEMBEARMESIEHRIZSHT (View Encrypted Visibility Engine Process Analysis) LAfE 4
Cisco Secure Firewall N R I# 5l i, ARG EHFEAGE L, HIAFRE. VDB AL . R0 Wn B
HAHFEHFRECAFT R IIAREIAT,  BLACS HOCTR I AR Rt 4 R A S i v o 8l PR o S5 B otk &=
G IR B AR SOCTHR I BERE AR . ] Ik B FE A FR, SR il 2 2 1F K (Submit Request) ,
DUSR AT O¢ EVE GRS I A Ao 22 5 (1) B At 90, Gy SRAGH 0 380 PR 3R R 44 PR 5 TE A I8 (R B AN DL
e, ECE AR AR AT A I 2R € FR SN RERE A PR, AT DUSRAZ 1 5K

LA AR R T B LE b RE i B 7 24 W5 05 1) Cisco Secure Firewall W A3 2§ (Secure Firewall
Application Detectors) 5[ b7 HARTELNE BB .

W AR (£ EVE TR A D)4 -

* AppID AR P ik oy g i i, 0T LLG 2 EVE dERERI 734, (HAAK EVE R3] (1)1
WU BN H], WASPATAEATERAE . 0] LU/EE#E B4 (Connection Events) 54— %44 (Unified
Events) T & HFAFMTEL(E . BEAGERFMMZER (FHEANHAT , ESHEPiG
%2 A3 (Client Application) 15 .

 ERFM G FE ) EME RIS (Encrypted Visibility Fingerprint) 5Bk =%
JE FH BT B B 15 PR LE TR B 204 HEAE (Block M alwar e Processes Based on Threat ConfidenceL evel)
DIedicitl, LR EVE [0 B8 B A5 PRI RTZE 0 Malware (¥R %5/ it 0 7R
ERIABHLAE Bl 99%, IXERA -
* WK EVE Rl 23 A B i LB R 99% s iy, W& 2B E .
* WA EVE R B o B HIVEAE AR T 99%, W EVE e REUT i 5 i .
R

W EVE CRH I, W7E %3244 (Connection Events) T 11, JEE (Reason) Fltxi2s o in
Z AT %R IE (Encrypted Visiblity Block).

A 1 AR Y5 EVE H B0 B 5 1S PR BH s, Ve ERR 3 EES.
BT HE R AN, E S S RIER (Advanced Mode) V)4t . IRAE, 0T LI A B R
BCHs 52 EVE Bl &5 . BRIABHIEBI{E N 99%.

N T A AEERE, AT A ZR B B BT 50%.

R E (OK).
sl R 7F (Save).

T—¥ it 4
HIES WS
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| Snort3gymmEERIL S| &
s meanksiess [

EF MEFAMESIZEEH

B N AT 1451 2 (Encrypted Visibility Engine) I 5585 a2 H156ms o, &80T LUTghil S R4 %
ESZRRE . BRI “EEEMET W “H—B87 nAE Ol X IERE S

PAAT BRI RE LAV i) 7 K e 7 B O b (R S A

o
i

B

i 9 > = > B4
M EEE SRR A (Table View of Connection Events) #£1iF

AT LR — B o P &G EEFT . S > F—F L F— B U

T AT AL 51 T LAY UR Al HE 5 (K 0 P S RERE AN 2 i P K3 R L, IR R Rz R
BT

RS IO b, B S 2R FI ok N nl AL S N ifax 26471«
* N AR RE AR
c MEAREHEEEESK
* IRERT LB B IS E
* IRE AT IEB B IS E 25
* KA

S %
5
N =

i

i

HRIXLEFERE R, 15 (Cisco Secure Firewall Management Center 25 FEFR g ) H 1) ERE R 224>
AR E R A B

a4
FEEERE A U b, WURBER O T R, 2B S 2 Bos g R ARS8, RN

ISR e s A S RO WU R BT R AL PR N T, AR ZEBY 41 2 '8 7 Appl D,
BRI B i N R 51 452 AppID.

&% EVE 25| EmR

fEnr IERL MR & EVE 2 Hr e B

FHIEZ Al
 AEVT IR RE T, AHE SRORE TR InE RIS ¥ (EVED .
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B == eveoisian
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P HRENAR > 15§ > ER.
$IE2 ERHEEFIER (Summary Dashboard) % 1+, S SR IRHUISHIEREEH:, AR5 W T RAHEFEPERL
B4 it 2 (Application Statistics).
HIE3 Pk B AT IESEE (Encrypted Visibility Engine) 55 LAAE DL K PN B b -
* HEZ RTRUMNZ AT AL 51 B2 L DUHAR - 107 0 48 wp A FH 10 HE 4 S0 1 TLS BERE A FRFE B4
T LR R AR AR, BE EEEY I e, 2 B R A AR T I
c RMEZEANS I ZEMEEE SR - R R R EGEEY ARG, BRI SBoRiEik.
fanr L R ) gl EAE RGN, AR 7 EESM C i r i iERE, e B R
AT I U

Bc & EVE 5500

Rn] LLEI A & al ML 5 158 (EVE) 14NNk S8 EVE FIRHL I #R4F,  M T D8 vl (5 3 B0 I 55 1 3
Sebko AT LAZE B AN b s e R 44 BR A0 H AR 1P Mok A m k. Biltn, 5T e S Gend 2 A5 T M 45
1 EVE BHIEFE . MRIGEEAERE, Seid M2 b (T 348 % T4 AT EVE BLIEHAE .

P EFERRE > IR HIERRE > i R .
W2 YR R U7 ] P SR S5 A ) YRR (2) .
P®I3 NIRRT RENES M kit HEaRigE (Advanced Settings).
$IE 4 {EhnZE AT 28 (EVE) (Encrypted Visibility Engine[EVE]) 5534, fithi 448 (£).
LIRS (EINEATLIES| ¥ (Encrypted Visibility Engine) TUin, ridi iz AI#A14£5]4 (EVE) (Encrypted
Visibility Engine [EVE]) VJ#4% 41 LL 5 ] EVE.
$IE6 o HIRYE EVE £ #0FE 1L & (Block Traffic Based on EVE Score) JT kR4 EVE ¥ B &15 14 5k
BHL 11 5
FIT AR BI SR (Add Exception Rule) FHas bl T — A s A& 1 .
a) {EHEFRRFR (Process Name) LI F, %A\ EVE INBIBEREA R, K5 s 6 D A4 D013 in gy
#72 (Add to Process).
ALK 2 AR A RS I 1 [F] — SR . T HERE A4 FR ¥ EVE #4031 £ ACE HT T EVE
HEFE R, KB RRIX 73 KNG R b

b) EMLEIFER (Network Objects) K F, $ATLL FE1EZ —:
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mg—smmpsian i

© MR EFE DB A 1P Huht, IR LRI 2R E M 4% (Selected Networks) 4112,
* TEIRTEM 4 (Selected Networks) I, T-ahf A IP Hiht, RS mials + DRI N 238 %€ 9 2%
FIEH
o) CHIEE) 7EPT IR AR UL ERE (Comment) B, #n] LUK I 7 J@ P45 In 2] EVE 451
AR 5 A o

SR8 sl HRTFIRAT EVE BiI5M I .
TR AEBcH L ORAFIF 8 U ) P2 SR

\}

AR Y RUCEGIANENE, Eageid EVE RLIEAE . ] DR EE RS g — i 5 EVE
(3845, JRE (Reason) #1krdl 7~ EVE B4 % (EVE Exempted), FTiR5I2RE8T EVE (7 & .

MG —= Bl 5 Z

Jinl

18 16— 45 DI 4 4 EVE BHIE AR el SR o

FreaZ 8l
{Y Threat Defense KA 7.6.0 J% 55 i A S 5] 141 36 o

B iR 2 > f—B4.
B2 EEEN MR R B, S T A RS (DR,
B3 M M hrp iz £edRin EVE fI5h#N (Add EVE Exception Rule).

B4 7 SNz AT 15128 (Encrypted Visibility Engine) & 11 H,  H0IU2s [ Shds i 210 4031 2 1l JEE 5
AT AR ORAF T2 0 1 2 T 0 S S0As I (R

Talos 3 2Ry A0 N a] ML 51 % (EVE) ] 32'% MITRE ATT&CK (1)1 5. Talos il EVE 3§ 78 #4 H
Talos 7> KiE#AT(E15. A EVER, EVEY A%, 708 H EVE 4I5S, 1S HECE EVE
, 5107 L.

£ (Connection Events) G L, T LAEE A 4 78 F4F AR — 823 I LLT Z1 65
TR b ZRTf ot T I L5
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N ik ivail

KERAEE K (CURFECN A, H TCP AR B & A E LR i M 4R g I B, 2R
IMEWLT, KRERZEEFZRKTH 107 1GB iR . ‘eI feSALr Snort #% 0 s B BEBU . KR
AL, EEATT PIAE—B TR i 5 s se AN B ] T Re S 8UR 3, #lincPU S A 8
res
STo
M B KRR F AL 7.2.0 TFAE (AXPR Snort 3 BE45) 5 f8n] LU FH S K i o fie ok 2 Yt HEA T W 0 AT R
RO XH BT RGE ) R B a)

s KT RBEIATNAI MR, 26 115 7L

o NEREN AT RS » 5 115 1T

s MUE K%, o 116 1T

KT R ST FA %N
T LU IR GuAS I 2 RER A AN AN RO Bt 7T S BL T b s £ -

» 8553 KRR (Bypass dephant flow) - £ 7] PARLE K S 3 LLSEIEL Snort #4700l . W EFCE, ) Snort
AW EIR B ZA AT A .

* BRHIA KR (Throttle elephant flow) - & R] LIS LN FH 3 R BRI Ak SR B i i 2 Ashas
T RAT I, W PR 10%. Snort 23K 1€ (RIS 10% ¥ QoS i) AikH| B K Ba5|
e, MFERLEL T N, SRR, R TV AT G PR A GERER
HD .

)

ER BIRZAURI IE S TAE, Snort 3 AAZIU AT I G

MNEREN HSEITHARKRRIR

M 7.2.0 fRFF4R, 7E Snort 3 ¥ & B3 H A e FHE1T (IAB).
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XFFHEAT 7.2.0 BUHE R ARAS I BEAG, A ZAE AC SElg R BEEIETN ) AR E (Elephant
Flow Settings) #i4> F AL E S E -

FETHERE]7.2.0 (B RRA) J5, G REAEHIH 2 Snort 3 B4, WK MR GIRRE M A S NE

HERZ F %

DIBE I BERAE R UGB 2k 2e KBl
TR B R T RN TIZ4T Snort 3 5E Snort 2 5 FRAS 7.2.0 B HE A DL RAS 7.1.0 B HLR A

1 IAB i KSR &

AT B T P PR KSR S VR, XA, W EE AT BRI KSR 8w E,

B AR EE AL

95 A 335 B Bty 87 i

K& ifsk IAB BL &

B kRS B0 7.0 5% | Snort 2 Y4 K1 TAB [ B K IE
7.1 Al
Snort 3 %% K H TAB [ E K I
o
B kR FL L 7.2.0 | Snort 2 B4 Sk B IAB [0S

A

Snort3 ¥4 (7.1.0 S S RLRA)

>k H IAB BT & ¥ id
JiE

Snort3 %45 (7.2.0 X EERAD

RGP IRC BRG] o

B & K&

T PARC B R B IR KRS AT AT, AT B T o R Ge il s

)

= CPUH R, EAS 8,

EE

ML E SFIUI iR (7) -
IR EoRHRE (O), WIERYI B EGR A AR, ok

TR E i AR 7 SR 23 LA FH 20
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| Snort3 Bk imidim
nExzn [

2 BB RGN

3 EERR RN

Elephant Flow Settings

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection «

Generate elephant flow events when flow bytes exceeds ‘ 1024 ‘ MB and flow duration exceeds | 10 seconds
Elephant flow Remediation aQ 0

If CPU utilization exceeds | 40 % in fixed time windows of | 30 seconds and packet drop exceeds | 5 %
Then Bypass the flow «Q©

All applications including unidentified applications

®) Select Applications/Filters (1 selected)

And Throttle the remaining flows «Q

T2 AR, KRN (Elephant Flow Detection) Ptz AL 1 FPIRE 4577 LURC B it 5 15 A0
FAFSEN (. e R ER, S ER RS G

PRI BRI, TR RRIFANS V)L

FRA LA KGUNARTE, THHCE CPU MR Y% [ € I 18] 7 1 K345 B2 TR A 254 11 23 L R

CPU I H H ARSI B IR VR AN KR . W CPUAE R AL E B, JF AR VCEL LA R
BB e T DOMERD WS N KRR FRE, BEIHEEE A CPU EFF )
it . MEAH S TR E CPU RIMAELEMENG, RGN HANBERE. #ln, il & Eh
BRAE, B CPU N 40%, [H5E MR % 10k 30 #6, EEN 5%. E4FE CPU b, W 5k
B EOEGEIT 5%, FF HARNMER A CPU {8 F 275 30 F0AA[A] s i )5 [l R 40%, )& geid
Y PR X e H I

PERS AR GUMBAT AR E RS PEIS, 0T DO IEPAT U 8 4F:
1. £33 (Bypasstheflow) - Jii FH AL AL AT Seid Bir ik N H sl 8 #3 F) Snort fr . LTS 1

« BERIRANNAERBETERA (All applicationsincluding unidentified applications) - £+
WIEI R Gk A N e . A SR A B R I, TG AR PR R CHZRIRED

o SRR AT IESS - Rk Iy R g o s ) N H BSOS 8RS s 12 (Cisco Secure
Firewall Management Center ¢ £ It 2 7 B9 ) 111377 [a] 32 il (0 ) — 3 o (1) Be & 52 A SR AR i 25

2. BRI (Throttletheflow) - J& JH It F2HL w6 0 T 303 BRI QR SEAG Arii . TRVER, fn] LLIEHE
I ] ki g de ok geid Snort KA, [] IS B ITR) xR

pE
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Snort3 gy A gRAET |
B ==xs5

MARGHEBE T, B Snort #6277 1 20 LE /N TRCE T BUAE N, 23 A B BRI R i
BRBRA . PRI, R BRI o e MR

T T LA LA BB 877 1 4 A 6 R 1 A 2 T 20 AT 3k R
* clear efd-throttle<5-tuple/all> bypass- 14 M £ B il I K G Hh B BR il T 963 Snort A5 7

* clear efd-throttle <5-tuplefall> - iy 4 A LRI R Gt B R B 1, Snort A K4k 2E . AT
a4 e, Rkt KRR FANL.

H XA ITEME B, 152 (Cisco Secure Firewall Threat Defense iy 2 5% .

PIR6 AL FMEER RN 787, Sl ARARA Sy A AGER S AN TG L L4 V7 )P Z1 2 (ACL) L.

PBT AL &, AT P BRSNS TR AR R, RIS R H R 4% o i H] im0 IR
VS s A R o

WA B S Hoe S ORI ROWARICES, WIATE EZBE4N BE v A s —ANgeE,
JRAh RiER R

SIS fEAMNEE G 5, WTRAE G BT HAT RN REREIR
$1B9  LHE (OK) MR FERZR MK E .
TBI0 SHRTERAL RN .

T—5Hit+4
HERCE o, IES I NS T M.

BB R E A, MR LA S R 2], SEd sk T AR EmT DI R S JR
B FRh AR AR, ijﬂk%%wﬁ%ﬁ’ly/\ﬁlm.

« K&
* 52 PRBIK SR
* AR RS

AR AUR RIS FECN KGR A OER S . WUR i T HAR SN Cd S 2, JF Bl
RS, MER FERATIER. (B2, EtRds A KRN, e V7 i fi )
AR H &,

BHIRVEE R, 1527 Cisco Secure Firewall K% A6l .
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* {fi ] 249 - {F Cisco Secure Fiewall Management Center /£ i Snort 3 Zi% , 25 131 1T

o [T %41 - 14 EVE B B A5 BEPEr B E , 5 139 0T

o MR %) - BlE KGRI R, 26 145 50
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(& FH %91 - 7£ Cisco Secure Firewall

Management Center 2 M Snort 2 1T 32 %] Snort
3

* M Snort 2 ITF % Snort 3, £ 121 1L

* IE# F Snort 3 IPLH, 2 121 1L

s IPINE SR S, B 122 1T

* M Snort 2 iTF% F] Snort 3 [ SZEE , 2H 122 1L
BB, A 122 0T

o o B i TAERAE , 25 122 1T

 LEEPM ST JE ] Snort 3, 5 123 1T

o A NAZ RIS 1) Snort 2 FLUAL4 4 Snort 3, 2 124 1L
 SEMCE S, 5129 1T

M Snort 2 1T# % Snort 3

Snort J& —FFANAZ KT MIFIBE R SE, A 2 W3 28 3 ok A2 T BERAR M. R A Snort 3 IR SRR
FThee, M Snort2 iIEINATMINAEALAT R OCHE 2. HOTRE I FE JOKS Snort 2 K4 46 31 4% 4 Snort
3B, IR AT A0 LASE mdr DR 1 B o

FERLRE LR, 20T L Cisco Secure Firewall Management Center 2 2 gl BBy 1% % . #E M\ Snort
2 1T 2 Snort 3 JY[A], ZHZIRT LGSR GHE 7. WTEARVEE DN, I KRR B b e
IR CanRAE) .

1T 7% Snort 3 BY{L

 SESRAOHHIN A Snort 3 RORMUE IO RF, SLVFESES# M BRI BRI, (L4
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- L ROFRIEIR- Snort3 BLURHUT ™ AU IR 5 AP IRt (R0 3 Sh A AU 0L,
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Alice & —Z KLU LA, L™ EAHAS Snort Fril 51 5 A 47 AN fR 57 3L 9 2% KA vt o
AR LA HAEM Snort fiiA 2, (HIBE] T —LEERFIIHE .

W25 45 B 55 Bob Ay B2 A\ Snort 2 3T | Snort 3, LA GG IRIX LY i) U8 R LA 2R W 2% 22 2 D) g
PRI R S0t W 2% 2z 4 g, 19 M B O A O U2 3L

M Snort 2 ;T 2l Snort 3 BB {E S0k
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FHBCEATSS

* AR BT E Snort 3 Z T, WIERAE Snort 2 HREAT T RS BT [F]2E SEHIRE A4S A Snort
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* Snort 2 & AL A Bh#E4 Snort 3, WINTF-20iEH . 1ES K Snort 2 H & UM e
Jy Snort 3, 522 1L,

o AP AN ITRE AT BIE M1 Snort 2 FEI . AAZ0AE Snort 3 F LT Q1 X S RN .

HIHE R

+ Pt Snort MR FIAIA, 22T A Snort 3 AR, 12 Snort 3 T
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C BB, W SR

i 2 it 7% TAERTE
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| Snort3fEmZHI

wrmmEEER snons [

@ Enable Snort

Devices >
Device 3 on the
Management device
Policies > <2> Convert Snort
Intrusion ~ 2rulesto
Snort 3
Management Deploy
center > menu configurations
bar to threat
defense
I 152 BA
1) FEBE 4% )R F Snort 3. 152 IAE @B E A Snort 3, 25 123 T,
W,
2 4 Snort 2 FLINHE I Snort 3. 15 S FKE HLAN ANIR HEHE B Snort 2 FEN S
Snort3, % 124 T,
(3) HBE . WSHMERE TN, 525 1.

TE BB B fEl £ 5 A Snort 3

AR EREE T, TR EOCH ARG, Rt WEUE R R R E K

TR EFRE > WEEE.

HIE2 A 1 2% AR B 4 A2 T

$IE3 i & (Device) EII .

HIB 4 7 ¥ 3|E (Inspection Engine) #5451, i A4 (Upgrade).
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Inspection Engine

Inspection Engine: Snort 2

Before you upgrade, read and understand the Snort 3 configuration guide for your
version: https://www.cisco.com/go/fmc-snort3. Pay special attention to feature
limitations and migration instructions. Although upgrading to Snort 3 is designed for
minimal impact, features do not map exactly. Custom intrusion rules are not automatically
migrated during upgrade but options are available to migrate. Careful planning and
preparation can help you make sure that traffic is handled as expected.

Upgrading to Snort 3 also deploys configuration changes to affected devices. This briefly
interrupts traffic flow and inspection on all devices, including those configured for high
availability/scalability. Interface configurations determine whether traffic drops or passes
without inspection during the interruption. For details, see the Snort Restart Traffic
Behavior section in the online help.

Upgrade to Snort3 should be done during a maintenance window.

qurade

-'IJJ;3§ 5 m\l:_'-:liEo

T—¥ it 4
fEct LB . SIS E S, 5 25 UL,
RGUAL M E R PR SRS IO L, A S BT IE ) Snort ARCASHEZ -

EEBRAN NIZSEREEY Snort 2 L M43 Snort 3

P EFRRE > I EHERIARE > AR > NMRER
P2 A NREW EUTRT, il 2R Snort 3 I_Jyfik.w

Firewall Management Center

o s ; o Overview

I’ ’ Policies | Access Control / Intrusion / Intrusion Policies
Intrusion Policies Network Analysis Policies
Show Snort 3 Sync status @ Search by Intrusion Policy, Description, or Bas
Intrusion Policy Description

_Intrusion_Policy_1

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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| Snort3fEmZEs
BEN AR HEREEY Snort2 M#sHh Snort3 ]

WS SRS R Ak, WIERIR AR SIS 1Y) Snort 2 FI1 Snort 3 FivAS A [ 25

Intrusion Policies Network Analysis Policies
Hide Snort 3 Sync status @ ’ Search by Intrusion Policy, Description, or Base P«
Intrusion Policy Description

_Intrusion_Policy_1
< Snort 3 is out of sync with Snort 2. 2023-07-

72 2 I8 Y i M AN (B
Snort 2 | Snort 3 FH4HZ W W7k Snort 2 3] Snort 3 (1 [l 25 IEAE S A AbEE
Snort 2 to Snort 3 Sync Summary o

This is a utility to synchronize Snort 2 policy configuration with Snort 3 version to start with a similar coverage.

e Snort 3 policy configuration is synched from Snort 2 version by the system when Firewall Management
Center is upgraded from pre-7.0 version.

* Before upgrading a device to Snort 3, If changes are made in Snort 2 version, you can use this utility to
have the latest synchronization from Snort 2 version to Snort 3 version so that you start with similar
coverage.

Note: After moving to Snort 3, it is recommended that you manage the Snort 3 version of the policy
independently and do not use this utility as a regular operation.

Click here to learn more.

Policy Name: _Intrusion_Policy_1
9 Snort 3 and Snort 2 Sync Pending 2023-07-09 21:16:51 EDT
Used by: 1 Access Control Policy | 1 Device

Close

T4 Lid BEFRERY DGR .
R
mii EFESH, snort2Lua T E2H M Snort 2 #3454 Snort 3.

BEFAER W05 OISk . AT S0, A 76 A A€ 3 Snort 2 JLI
17 A EAT A RN 15 ASFERRS R B M. 20T8 B SO, 1582 T 0.
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Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.
Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression
and Threshold setting(s) are not supported.
Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules

The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written
differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:

ST AT B AR R RN, 1555 52 D8R 6.

Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.
Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression

land Threshold setting(s) are not supported.
Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules

The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written
differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:

PES  ZIEH 76 4 FHE SN, IHHATEL LDk
© fE BREXIHM ETR T, midt SN EAR LR AN B B 35 A2 Snort 3 JRAS ¥ 5 o

Overridden Advanced Custom Rules

Convert the rules and auto-import them to the Snort 3 version of the policy EI

OR

Download converted rules You can upload the file after you have reviewed the converted rules

JETF AN, ARG WA &
PR > NMREW I midi Snort 3 BT RN

1 i ZE AR ) AR R, A AR A CIERARATA . WEERE, WA Snort 2 L
] B SCHEI o

2. WAESS MR, B #iR Snort 2 MM HFFAN.

[l Cisco Secure Firewall Management Center Snort 3 L &5 5, KA 7.6
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BEANNBERE Snort2 NI snort3 ]

< Intrusion Policy Back To Te

Al rules assigned to current intrusion policy irrespective of rule group

Local Rules
Rule Actions v [¥ search by CVE, SID, Reference Info, or Rule Message |
> Browser (6 groups) h Py
49,218 rules

Upload Snort 3 rules

> Server (9 groups) " . :
(] GID:SID Info Rule Action Assigned Groups [ Convert Snort 2 rules and import

> Policy (4 groups) Convert Snort 2 rules and download

> O mzn (arp_spoof) unicast ARP request @ Disable (Default) Protocol/Builtins

3. AiE.

Snort 2 All Rules  Snort 3 All Rules

< Intrusion Policy Back To Top

All Rules

Al rules assigned to current intrusion policy irrespective of rule group

v Local Rules (2 groups)

Rule Actions + |7 Search by CVE, SID, Reference Info, or Rule Message

All Snort 2 Converted Global [ ]
49,218 rules

ntrusion_Policy_1_custom_rules o

| @ The custom rules were successfully imported X ‘

Browser (6 groups)

> Server (9 groups) () aiosio Info Rule Action Assigned Groups Alert Configuration
N —— > O m2n (arp_spoof) unicast ARP request | @ pisable (Defaut) ] Protocol/Builtins None. &
> Indicator (4 groups) > (0 10530 (back_orifice) Back Orifice server traffc detec... | @) Disable (Defaul) - | Protocol/Builtins None. &

A GUREAE A TR (1) A B T~ G B QU A AL (B Snort 2 E45#RIE R/ AND .
TR BT 76 4 FE SO CIER, Wk K Bs.

< Intrusion Policy Back To Top

Al Rules Local Rules / _Intrusion_Policy_1_custom_rules

v (RS () Description  Group created for custom rules enabled in snort 2 version

Rule Actions ~ |y Search by CVE, SID, Reference Info, or Rule Message |

All Snort 2 Converted Global

rusion_Policy_1_custom_rules # & @

l @ The custom rules were successfully imported X

Browser (6 groups)

> Server (9 groups) [ cosp Info Rule Action Assigned Groups Alert Configuration

> [J  2000:1000143 htp://mischaSxyix2mrhd.onion/MZ2MMJ_2 | A Alert (Default) All Snort 2 Converted... None e
> Policy (4 groups) - L

> [J 2000:1000139 CERT-In MALWARE THREAT EXCHANGE (CM... | A Alert (Default) All Snort 2 Converted... None e

Indicator (4 groups)

o, EATLME 2D 4 3835 Snort 2 UM T &, DIAEAHLGRAF RN S/ F . BEmTRLAE T
WS GRS N, SRJEE ] % Snort 3 B B T_E A% SCH

PE6 il TEMEEMESR B, DLt T ERI.
D A TYINIE RSN

"id": "00505691-15DC-0ed3-0000-004294988561",
"name": " Intrusion Policy 1",
"type": "IntrusionPolicy",
"syncStatus": {
"source": {
"id": "bdce2d6a-lebe-11ee-8e88-220032eblfb5",
"type": "IntrusionPolicy"
}l
"status": "WARN",
"description": "Migration is partially successful. Some of the rules are not copied to
Snort3.",
"timestamp": 1690883954814,
"lastUser": {
"name": "admin"
}l

"details": [

Cisco Secure Firewall Management Center Snort 3 BEC E$5 7, KR 7.6
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snort 3 {EAZEM |

"type": "Summary",
"status": "INFO",
"description": "Based on Talos rule-mapping 18639 Snort 2 rule action overrides

migrated to 18635 Snort 3 rules."

}I
{

migr.

"1:1000156=alert,1:1000114=alert,1:1000160=alert,1:1000135=alert,1:1000115=alert,1:1000118=alert,

1:1000092=alert,1:1000139=alert,1:1000123=alert,1:100015%9=alert,1:1000149=disabled, 1:1000167=alert,

1:1000133=alert, 1:1000095=alert, 1:1000143=alert, 1:1000106=alert,1:1000153=alert, 1:1000097=alert, 1:1000141=alert,

1:1000148=alert,1:1000090=alert,1:1000119%=alert, 1:1000112=alert,1:1000138=alert, 1:1000128=alert, 1:1000132=alert,

1:1000134=alert, 1:1000145=disabled, 1:1000110=disabled, 1:1000107=alert, 1:1000163=alert, 1:1000124=alert, 1:1000125=alert,

1:1000094=alert, 1:1000113=disabled, 1:1000147=alert, 1:1000161=alert, 1:1000105=disabled, 1:1000140=alert, 1:1000111=alert,

1:1000102=alert, 1:100012%=disabled, 1:1000108=alert, 1:1000144=disabled, 1:1000088=alert, 1:1000091=alert, 1:1000131=alert,

1:1000157=alert, 1:1000120=alert, 1:1000126=alert, 1:1000165=alert, 1:1000146=alert, 1:1000162=alert, 1:1000116=alert, 1:1000142=alert,

1:1000170=clisabled, 1:100016%=alert, 1:1000104=alert, 1:1000099=disabled, 1:1000171=alert, 1:1000093=alert, 1:1000087=alert, 1:1000100=alert,

1:1000137=alert, 1:1000158=alert, 1:1000103=alert, 1:1000098=alert, 1:1000127=disabled, 1:1000130=alert, 1:1000164=alert, 1:100008%=lert,

1:1000109=alert,1:1000136=alert,1:1000117=alert,1:1000166=alert,1:1000168=alert",

"description": "Corresponding Snort 2 policy overridden custom

"description": "PSNG_TCP_FILTERED DECOY PORTSCAN"

"description": "PSNG_IP PORTSWEEP_ FILTERED"

"type": "PolicyInfo",

}I

{
"type": "AssignedDevices",
"status": "INFO",
"description": "Snort3:0

}I

{
"id": "122:6",
"type": "Threshold",
"status": "ERROR",

}I

{
"id": "122:15",
"type": "Threshold",
"status": "ERROR",

}I

{
"id": "122:1",
"type": "Threshold",
"status": "ERROR",

"description": "PSNG_TCP_PORTSCAN"

. Cisco Secure Firewall Management Center Snort 3 BC E357, KR 7.6
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merszx ]

PR miih K LOCH] RIS HE XHE.

$IES R ACIRA ERROR RN, TEHUCESE SRBE > AR AR )n i AR SRS 1) Snort 2 A . SR >
T EEHARE > AR

IR EREEERT, Al SN R pER . flhn, 7F 3R FBh i\ PSNG_TCP_PORTSCANLL#x
I

FIEB0 Sl BRIEAES DA EGRRA

SN A Snort 3 FUWHERILE Snort 3 F1 FRXAIZERLIN, IR TSI A7 0 txt 5% .rules 3. A TR

B, 2 www.snort3.org.

W2 R ETEARM AT B SO EAL 215 Snort 3 BUMIFIZR . 152 4 8 g SO I 2180 0]
4.

T—% Mt 4
FREC B . TS BN E S, 5B 25 UL

RERLE B
SO R, R L B S (R B
A\

AR ORISR ACD IR . AT SR A SSRGS AT IR LD IR 2 /T, S BRI
Cisco Secure Firewall Management Center $i5 5§ H (1) fB8 AL S B O 8, 7 MR 28 5 U A de 4 1A

AR

AR EREN, BIRTORT Rt R EUD BEUR ORI T AL, AL s FR N 5l
Snort FEFE, JX o PR EALN . SR AR WY Z e AR e A HEE A, Bk A AR
B AL YRR 1 5 3

#HIB 1 7E Cisco Secure Firewall Management Center ¢ Fif b, il #88 , RJGk£ #E.
GUI ULHIAH T BAT 4038 IRAS it IR & i & .

< MEME SIS TSRS BRI . JRIT R SIR S AR SRS 5 R AR 2 T SRS
DA

iR
BT A IR (R S AR RIS 44
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o EIRAEBET 18] H1H5E F KT SR L I 1]
* FSEHSLVFIETIE 1 BB A S
o RTSFIBAAREN IR ZS

P2 LRV PR SHIE AW 4

R AT R A ST R B 4IRS .
CJRIF - il RIS (0 DARTH B IR A (P
VEHP B4 S ST REHER , R0 S M M A LT 1T 8 BORAE B4 910 501 5 LS04 T
HE. UL, LT SRR () ERRIREAN S RS, TR IR
SR T
P22
- B R SR RS ISR (2 HEA R B RN B 8% E ORI T A e
TR, RIFGIFA] BB (") $58 SECh MR .
OO A EON R O, SR A DA B L b R .
PSR, A L 52 45X ST 5 S A 75 S B S B
SRS NS E D P B RS T S et

FIR3 rli#BE (Deploy).
PR A WUR ARG L T P AR B, WS ERHEE R D RoR el EAER RS

Ko T A B R I R Sk A
A3 UL R HUR] i FE -

o HBE - QRSB M B S GOl IR RGP AR, WTGIRSRS:.
o KM - IBHANEE . RO R E SR OL,  JF 2l R A &
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L Firewall Management Center

o ) ) . Overview Analysis Policies Devices
Policies / Access Control / Intrusion / Intrusion Policies

< Policies / Intrusion / _Intrusion_Policy_1

Mode | Detection Base Policy Connectivity Over Security Disabled 4878:

Base Policy = Group Overrides — Recommendations =
72 BREZWEYRW &0, SRR 2 a0
Secure Firewall Rule Recommendations @ X

Security Level (Click to select)

[} Accept Recommendation to Disable Rules

Increased Security- Enables additional rules that match potential vulnerabilities on
discovered hosts based on the ‘Balanced Security and Connectivity’ ruleset.

v || Add+

Protected Networks

Cancel Generate and Apply

TR A il LUERE 0.
SIS () P BRE UL MM SEHE, LLAEHT A W24 b 3L b oA R I s T G 5 PR R
AN 24 F R B S i v A A 0 20 R D B I, A8 s T
PIR6 NZRIPHIMEE TR T, R AR A L4 5. BROAMSO T, WA TESE, Wik
PEATAT IPv4 5L IPV6 P45
sy RO+ ROIEIA, EH B W MHMNA S, ARG R E.
ST LR N AL
© R - AR SRS IO L. MBS TR CGREERD R R,
© HERFERLF - 2R RN SRS I SRS T RSB (CREERD R,
HEC IR RGHE oR AR, b AL A ISR R B AR P PR SR
U AE F 0 08 A m B T, AT B L
PIR8 W UFX LI, SRS AR R PR AT
< FER - N HT R AR S AR R
o RUFR - FHT A O SR A SR R 0 8L
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. 4 FX Snort 3 323y

* YRAE - FTOT BASLONHUNAE, T AR AU BRI AEL, AR5 A
© BFF - IS RS B ER N A SO, R B AR .

= Recommendations = Rule Overrides = Summary

Back To Top
| Recommended Rules |  Accept (' Refresh ¢ Edit g Discard
Firepower recommends 12 rules state settings for 2 networks @ Generated on 2023-09-26 12:25:22 EDT
. o 2 = o
fE BTEHM T, A ADEBURRINE Sy, Hoh S @R .
= = Rule Overrides = Summary
Back To Top
Recommended Rules C Refresh ¢ Edit X Do Not Use
Firepower recommends 12 rules state settings for 2 networks @ Generated on 2023-09-26 12:26:08 EDT
Rule Action v {Y Search by CVE, SID, Reference Info, or Rule Message
12 rules Preset Filters: 0 Alertrules | 12 Block rules | 0 Disabled rules | 0 Overridden rules | New recommendations
GID:SID Info Rule Action @ Assigned Groups
> 1:56421 [J  SERVER-WEBAPP Cisco Security Manager... @ Block v © Server/Web Applications W
> 1:56422 [J  SERVER-WEBAPP Cisco Security Manager... @ Block v © Server/Web Applications W
> 1:56420 [7  SERVER-WEBAPP Cisco Security Manager... @ Block v © Server/Web Applications Bw

WIR9 AT ROAT A, W E I SEHr . 1L LA AP SRR A
1. %$% B4 3H> TR > it%l.
2. pdiiARINES (Add Task).
3. M AEMLZERY Fh s R ks BRI RN .
A, R TS LB
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5.

merszx ]

New Task
Job Type Cisco Recommended Rules v
(Cisco Recommended Rules must first be configured in the selected policies)
Schedule task to run Once (® Recurring
Start On September v 26 v 2023 v | America/New York
A
Repeat Every | 1 v Hours Days ® Weeks Months
Run At 10:00 v Pm v

Repeat On Sunday | | Monday Tuesday Wednesday | | Thursday | | Friday Saturday

Job Name Update recommendations

_Intrusion_Policy_1

Policies All Policies

iR TF (Save).

e S A
P EE S IS A RO E O, 5B 25 L.

MEREEN

SO A, R L B S S Y B

)

pE

AN R E T E AU EEAD IR . A s Z RSB AE AR SR PAT IR B P IR 1, S5 BoBihiUAR 1)
Cisco Secure Firewall Management Center 51 H' I fl& M0 B 00 8, 1 MB35 Sl () i 4 A1

S o
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zevesnsmrag ]

i’ wix_automationPolicy123 # Analyze
+ @ Prefiter Rules -+ O Decryption @ Security Inteligence + O Identity + @ Access Control | @ Advanced Settings Targeted: 3 device!
Ignore the VLAN header when tracking i
= = - 5 connections
Decryption Policy Settings s
ryption Poli for inspecting en m
Dearyption Polloy touse faor Inspecting enoryptad None Detection Enhancement Settings ’
connections
Adaptive Profiles Enabled
TLS Server Identity Discovery Z Adaptive Profies - Enable profe updates Disabled
Early application detection and URL categorization Disabled
Performance Settings 7z
Prefilter Policy Settings 1 Pattern Matching Limits - Max Pattern Match &
States to Analyze Per Packet
Prefiter Policy used before access control Default Prefiter Policy
Performance Statistics - Sample Time (seconds) 300
Network Analysis and Intrusion Policies Z Regular Expression - Limit Default Value
Intrusion Policy used before Access Control ule is e s i Regular Expression - Recursion Limit Default Value
determined
Intrusion Event Logging Limits - Max Events Stored
Intrusion Policy Variable Set Default-Set Per Packet ¢
Default Network Analysis Policy Balanced Security and Connectivty
Latency-Based Performance Settings s
Threat Defense Service Policy Z Applied from Installed Rule Update e
Threat Defense Service Rule(s) 0 packet Handing Disabled
- Rule Handiing Enabled
Files and Malware Settings 4
Rule Handling - Threshold (microseconds) 512
Limit the number of bytes inspected when doing s
fle type detection Rule Handiing - Consecutive Threshold Violations. 3
Before Suspending Rule
Allow file if cloud Iookup for Block Malware takes 3
longer than (seconds) Rule Handling - Suspension Time (seconds) 0
Do not calculate SHA256 hash values for fies 10485760 o . .
larger than (in bytes) Encrypted Visibility Engine t
Minimum file size for advanced fie inspection and 10 Encrypted Visibilty Engine Disabled
storage (bytes)

FRRS  AE BRI T, R E ARSI EE (EVE) Uil
$IR6 il BT EVE S ERIERE VIdstl. BOATEOL N, AT R GER s i) AU Bl 2 g P

Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings i

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.

= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE)

Use EVE for Application Detection @)

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score «)

» Customize your threshold for blocking traffic based on the EVE scores.

© Advanced Mode @ J — Block
I
Very Low Low Medium High Very High

| Revert to Defaults | Cancel ‘

R
BOAHOLT, PSR 99%, XK
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Wit EVE Al 219 & S S i BB R SN 99% 5 A, W) EVE 2B & .
WSt EVE Al 2135 8 o = o LB S KT 99%, W EVE AN REUTA #5 it .

TRE7 ﬁﬂ%/ﬂﬁ%*ﬁﬁ EVE BUE (S FE AR - B, JaE M EEIR 2 IEES. AT, W&l JE
=

Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings b

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.
= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE)

Use EVE for Application Detection )

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score @)

Customize your threshold for blocking traffic based on the EVE scores.

Advanced Mode @ ) \ — Block

Very Low Low Medium High Very High

| Revert to Defaults | | Cancel |

SIS LT PR AR, A SRR (Advanced Mode) DI#d4 L. ILrE, ST LAY BRI 5y
FC € (¥ EVE B EAREPF > e BOABIE R 99%.

PR ARG, KRR BEE SO 90%.

VEN RSk, AT BB EER B R R EBCE AR T 50%, DA R AR fE
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Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings ot

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.
= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE) «)

Use EVE for Application Detection @

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score «
Customize your threshold for blocking traffic based on the EVE scores.
Advanced Mode « = Block From | gg
0 25 50 75 100

| Revert to Defaults ‘ Cancel ‘ m

HE10 LEHHE (OK).
LB SHRE (Save).

T—Mtt4
HRETC B . TS AR R S, 2R 25 T

&EE EVE =4

srnest [

TR ZIUERLI R, TEIERE M > EiE > B4, BILWLHE R—F4 Ah TP aA T,
PR 2 WURE K EVE U E N MLERE, W RE 7 BO B i AT AR IERRLLE .

Cisco Secure Firewall Management Center Snort 3 B2 157, iz 76 [



Snort 3 {EFIZEH |

B oueszzn

Qy

@ Showing all 10 events (5 10)

m

Source IP

Time

2023-01-10 14:22:33
2023-01-10 14:22:28
2023-01-10 14:22:25
2023-01-10 14:14:13
2023-01-10 14:14:10
2023-01-10 14:14:06
2023-01-10 14:12:40
2023-01-10 14:12:40
2023-01-10 14:12:34

2023-01-10 14:12:34

172.16.77.1 X = X Select...

v

Action

@ Block
@ Block
@ Block
@ Block
@ Block
@ Block
@ Block
@ Allow
@ Block
© Allow

Reason

Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block

Encrypted Visibility Block

Encrypted Visibility Block

PE3 LU 2 B RIEHERAR b test_malware. MFEFRAMEBMEREE b EES. MBI
BIEE H 90 % Mrtl.

Qv SourcelP 172.16.77.1X X Select

@ Showing all 10 events ($ 10) ¥

i Time

HihSZHEH

AR OBSE L, WHSRAARER TN

2023-01-10 14:22:33
2023-01-10 14:22:28
2023-01-10 14:22:25

2023-01-10 14:14:13

b Application ~ URL

T AR 5 15

Encrypted Visibility
Fingerprint

@ tis/(0303

Encrypted Visibility
Process Confidence Score

@ 11s/(0303)(130213031° 90%
130213031° 90%
@ ts/(0303)(130213031° 90%

@ 1s/(0303)(130213031: 90%

X Refresh

I 2023-01-10 13:25:02 EST — 2023-01-10 14:25:02 EST 1h Go Live

Encrypted Visibility Encrypted Visibility Threat

Process Name Confidence

test_malware Very High 90%
test_malware Very High 90%
test_malware Very High 90%
test_malware Very High 90%

Encrypted Visibility Threat
Confidence Score

“Snort 3 S I MLES 7 R DL M RERL P A
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s QPSR . ZR 146 1T
cBERZISE, 147 1T

o FUE NS IANLE B, B 150 1T

s KAz 5kl , 55153 01T

JIL

XFREiw
KREWARR K (CLRFHON A, H TCP Gl AL B & AR 4T 1) 9 48 3% 2l ik 7
BRI . BRUEOL R, KB 2R KT8 10 70 1GB . ©AI1A A2 7E Snort #0001t s Pk
REJ I ) . KB IAREEE, A EATAT RS AR 2 11 CPU BRUR, 5 ma A i e I (1) JoAth 55 4
Wi, T B R 0 Bl A )

. SAS A s [ .
x T K&k M F&p R g L
o L E SV A SRS B A P
o T L R R T R T AT LU EE BBV Snort KA, RN 260 5 4T

it .

© KRG UANECA B MR8 1 A0 e R 52 LS5 20 A P 8 2 DR 0B 25 0

S Zx 1™
jtgﬁuw:tffuw$£
R O S HO I B ORI, ) DLk Pegeid s R . iR Esad i, AR
MANBEAT Snort A #r . FRIIZ UL AT R FER. LA 10% IS EEFRGHR, H2 CPU il % fF 2
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HIHE R

BBIMELL N o ZERR I L AN CPU MM [ & 1 28U5, S RAEGATEIRS . 7R3
AT, NGB, R EAE “ e vE” SRR IR . REWAE A VKRR S AR
Sl iE oL M RS, K 2 B AR A AR A I 2 o

BT R AT AR B, TSP AT R .

4 RERIIERE

Elephant Flow
Detected?
. Yes
Apply 10% Reduction on No g m

Flow Rate

" Yes | Yes

No

Throttling y Action - Yes
Enabled? Bypass Flow Bypassed

No

AR ARSI £ Snort s 4 1F (PERERIED , HIMASPATEMEAE . REAL A it K
PRI i . eAh,  BRAUASS B R R I HE R IR RO (] ASE BRI, (EANRE
(7] I g iad o B At o

AR A ARGE 3 BB O I KU, T LORE S i B 1 R A 0 S Y e € . RS RT LMRSE% 1E
BASAER N RS, A IREMERE . ErT AR B MEed N, (HRIR TR (RBU) K
SERIPRE] o XA ORHADANSZ A AR N TR AT 2 B B 52 HE 1K) Snort AN, RV HEAts w5 b

c3=|
A=

FERE O, SRAEZ TGS, GINGEREZ RIEE 6 RIS A 50y, AP
PRI BEIEAE OTT AU B R 3. BEITH B 1A e A Al g & S EURE R, PRIR M S
oM EAE S HIVERE . MFOUMIER A B 0L ORISR 8 5K, A BB T AR 3 B33 6 ol AP K 2R
BRI FREAT 4L

B, AEBRAVE B WA E KIS EOkSE WebEx it (SIS T Se &30 BRI A
W B, IR, M.

* M PREEAT A B AL 7.2.0 SUE IR, JF BT OBt 7.2.0 SO mARA .

o BUB KRG I A 2 B pRHAER A . KR PIINS KGR 7S 1 N 21 O sk 21 2
DL EER: . FERXLESEH, LA EEFRE P EAERZARIER. G LU E I
WBRAT A, thon] DS ISR T3 (R R (Kl .
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EPERRE > 7 e E I RRR > i EE ) .

TR BRI U7 I 125 11 SR 55U 1) 4REE (2).

MNEFRER KRR B Fhak it aRigsE .
rii KRR E (Elephant Flow Settings) 5514 11 4R%E (£).

e irewal\ Ma"ageme"‘[ Center Overview  Analysis Policies Devices. Objects Integration Deploy Q @ £ @ hoelur v
> Return ccess Control Policy Management @) Switch to Legacy
W wix_automationPolicy123 # [(analyze v |
+ @ Prefiter Rules -+ O Decryption + @ Securiy Inelligence + O Identity + @ Access Control | @ Advanced Settings Targeted: 3 device
General Settings s Threat Detection z
500 Elephant Flow Settings .
Generate Elephant Flow Events Enabled
Ye
Ye Intelligent Application Bypass Settings ’
Yes Intelligent Application Bypass Setings o
Inspect traffc during policy apply Ye Total Apps and Fitters Configured All applications including uidentifed applications

BRUTEOL T, KRN (Elephant Flow Detection) V)4 Ak T3 AR . BRABEEALE AL,
ANBCEBROASRAE o AN BEE VR BRSNS RT DL AR ST (KSR

PERMRA ¥, BB WRIRREE R T 25, R R.

Elephant Flow Settings (2]

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection

Generate elephant flow events when flow bytes exceedg 1 B and flow duration exceeds|| 2 seconds
Elephant flow Remediation C» @
If CPU utilization exceeds % in fixed time windows of seconds and packet drop exceeds %

‘ Revert to Defaults ‘ ‘ Cancel |

JO T R ERANE U e . SRR K G, ] DAk Beged s B0 . e iR YRR
I MJCT Snort KA . PRIR RIS S K. SRR EL 10% A&, H3 CPUEH %
A 2 T P A

QIR BEE, R RKBHANCSEL, W FEPR.
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Elephant Flow Settings (2]

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @)

Generate elephant flow events when flow bytes exceeds = 1 MB and flow duration exceeds | 2 seconds
Elephant flow Remediation | «Q | o

If CPU utilization exceeds| 1 % in fixed time windows off | 15 econds and packet drop exceeds| | 1 %
Then Bypass the flow @ J

Or Throttle the flow @

PR A Sl DIz, AR5 iy R AT IR RS kLA

Elephant Flow Settings (7]

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @)

Generate elephant flow events when flow bytes exceeds | 1 MB and flow duration exceeds | 2 seconds
Elephant flow Remediation aQ 0

If CPU utilization exceeds 1 % in fixed time windows of | 15 seconds and packet drop exceeds | 1 %

Then Bypass the flow

@ All applications including unidentified applications

Select Applications/Filters (0 selected),

PR A MAIIERR N, WRIFIESE WebEx NHT, RELASIMERUUF, AR5 mih RTF. X EWRE WebEx
EERFE AT AMILIE I, RS LS WebBx JEBMAR I A KNG, PR AR L & ) 2 2k id. Snort
TR
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saxsrnst ||

Add Bypassable Applications o
Application Filters C Clear All Filters X _Available Applications (6) C* Selected Applications and Filters (1)
Q Search by name | Q webex X Applications
v User-Created Filters All apps matching the filter WebEx v
v Risks (Any Selected) Cisco Webex Assistant
o .
Low 920 WebEx Connect
Medium 1370 WebEx Media
High 1641 WebEx Sharing
Very High 636 Webex Teams
Cancel

TR A BREI DAL A DL R BRI R i CREGRED o XTI AR DL 10% [ e, H
F3 /2 Snort SIS

P$E10 fidi#E (OK).
ST ATHRETE (Save).

T—%Hft4
HREC B . TS AR R S, 2R 25 UL

EREARRIEN

PoE KR BCE G, MPSERF M USRS R Sed sl BRG] TR, R AR 1 R
B 7R AEAEIEE. KRRWERN =R,

« K&
52 BRI KK
SAGAE M KB

TR LD > EE > B LR KRG AEST AR R,
SER2 {E EEEY U, N MEXEER MR TIER KRR DRIt

S L e e e e | [—r—,
Test Private
Connection Events e uamw

11 2022-08-0| Predefined Searches

No Search Constraints (Edit Search)

nnnn

2022-08-05 14:56:07  2022-08-05 14:56:07  Allow ©10.1.10086 146.112.255.155 =8 USA

0 o

-DMZ 52733/ tep p CIHTTPS O SSL client J OpendNs  hitps

2022-08-05 14:56:07  2022-08-05 14:56:07  Allow ©310.1.10086 146.112.255.155 SEUSA  Inside-400 Outside-DMZ 52730 /tcp 443 (hips)/tcp [CIHTIPS [CISSlcient [ OpenDNS
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R
HHE ZEEHAKAR S ZRBIBARI SR, 5 b U2 B IR R 8%, R)E1E
EH?&¢,ﬁ%EWMW*%k%ﬁoﬁ%EE%MW§,mAxﬁEMk%mjxmﬂMk
Ko

T Firewall Management Center Ovenview  Analysis  Policies  Devices  Objects  Integration Deply Q€@ 35 @ hbelurv ik
Search
Elephant Flows Private Save As New \

‘Showing only defined fields. Click to show al fields.

General Information

PRI AALERT IR G G, JFH RE 7B R KRR RGN, epged, JFH RE 7B
W ZIEER KRR

Predefined Searches

Connection Events

No Sea

Connections with Application Details Table View of Connection Events

Jump to.

2022-01-1310:51:18  2022-01-13 10:51:4¢

2022-01-13 10:51:18

2022-01-13 10:51:18

o & KR sz

“ﬂuﬁﬁ”%%%ﬁ%ﬁmﬁL¢%Mﬁ%ﬂ%Ummﬂmhm%ﬁmﬁiﬂﬁ,%Hﬁﬁ%%
WA S AR AT R SCI LI DG i

FHIaZ Al
B ANEATAE B 7.4.0 B R ARCAS, I HLAEE Ub B At 6 2002 7.4.0 B mARAS o

UK

PR CEPEERRE > I R SIARRR > I e .
PER2  pl YR U 1) 12 R SR 55T 4RAE (2)
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T3
T4
LIRS

TIE6

ST

S8

mergniune

MR QR KREN B MRkt RiRE -

i KRR E (Elephant Flow Settings) 52141 4RiE ().

W O E KRB IR N S 5. SR E KBRS H, 8 147 1L,
a7 R RSER S AL 55 1) R ANAR I FH

Elephant Flow Settings (2]

D For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @)
Generate elephant flow events when flow bytes exceeds ‘ 1024 ‘ MB and flow duration exceeds ‘ 10 ‘ seconds
Elephant flow Remediation [ @N)

% in fixed time windows of | 30 ‘ seconds and packet drop exceeds ‘ 5, %

If CPU utilization exceeds ‘ 40

Then Bypass the flow «

O Al applications including unidentified applications

(@ Select Applications/Filters (1 selected)

And Throttle the remaining flows (
Remediation Exemption Rules @ Add Rule |
Serial . —
Source Networks Destination Networks Source Ports Destination Ports
Number
No Rules

M RTRMESIE S, RS THAT K RURANU CRCE EHL. A REIh, FRATGIE T 4N
“Hostl_Exception” [ T:HL.

Add Rule o

Networks Ports

Q_ Search by name or value

Available Networks + (& Source Networks Destination Networks
any any any
any-ipv4

any=ipuf

Host1_Exception

Add to
IPv4-Benchmark-Tests Source
IPv4-Link-Local Add to
IPv4-Multicast Destination

Enter an IP address [ Add | | Enteran P address |[ A |

Cancel

sl RNEGR SORMEBIBAR ORIETZD , R BN IE H Ar
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$IR9

LIE10

i H IR .
X 1, RS th VD TCP FH4 A 80 1520 H 3w 11, AR5 il i

Add Rule

Networks | Ports

Q_ Search by name or value

Available Ports + c Selected Source Ports (0) Selected Destination Ports (0)

AOL any
Bittorrent
DNS_over_TCP

DNS_over_UDP

FTP Add to
HTTP Source ‘
HTTPS Add to
IMAP Destination ‘

Protocol | TCP (€ +| Port] Enter a port

[ TCP (6)

1dd | Protocol| TcP (e +||Port| 80 Add

| cancel Add
=
Wit E (OK).
Elephant Flow Settings (]
? For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.
Elephant flow detection does not apply to encrypted traffic. Learn more
Elephant Flow Detection [ @)
Generate elephant flow events when flow bytes exceeds | 1024 ‘ MB and flow duration exceeds ‘ 10 ‘ seconds
Elephant flow Remediation a O
If CPU utilization exceeds ‘ 40 % in fixed time windows of ‘ 30 ‘ seconds and packet drop exceeds ‘ 5 %

Then Bypass the flow «Q

® Al applications including unidentified applications

) Select Applications/Filters (0 selected),

Serial

Number Source Networks Destination Networks Source Ports Destination Ports

1 Host1_Exception Host1_Exception

Remediation Exemption Rules @ Add Rule

Mt fR7F (Save).
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PR ECE S IS A RO E O, 5B 25 L.

ERERRN R REMH

TR EHEL > EE > B LR UE F—BH SESD AR ST
P2 AER TR AL N, BH FRER R TFHRBART.

Firewall Management Center
9 Overview  Analysis  Policies  Devices  Objects Integration Deploy Q € % @ adminv Ul
Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search | predefined Searches
Connection Events i
11 2022-12-19 10:27:20 - 2022-12-19 11
Expa
No Search Constraints (Edit Search)
Connections with Application Details  Table View of Connection Events X
Jump to.
S - | s o Initiator Sonderip | Responder Ingress Egress Security ~ Source Port | Destination Port ~ Application
. First Packet Last Packet Action | Reason initistor 1P Country | Responder IF Country Security Zone  Zone /ICMP Type | /ICMP Code Protocol
v 2022-12-1911:23:58 2022-12-19 11:24:30 Allow | Elephant Flow Exempted 172.16.771 172.16.4.6 inside-zone56  outside-zone56 37780 /tcp 443 (https) / tcp [ HTTP
v 2022-12-19 11:23:58 Allow 172.16.77.1 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) / tcp ] HTTP
v 2022-12-19 11:23:58 Allow | Elephant Flow Exempted 172.16.771 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) / tcp [ HTTP
v 2022-12-19 11:23:44  2022-12-1911:23:50 Allow Elephant Flow Exempted 172.16.77.1 172.16.4.5 inside-zone56 outside-zone56 50056 /tcp 80 (http) / tcp I HTTP
¥ 2022-12-19 11:23:44 Allow | Elephant Flow Exempted 172.16.771 172.16.4.5 inside-zone56  outside-zone56 50056 /tcp 80 (http) / tcp CIHTTP
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* MITRE HEZE 055564, 25 156 1T

o A5 M4k Snort 3 N2 S , 5 156 1L
s AENRFHM, 161 1T

s HAhZE 8k, 55163 UL

Z%F MITRE ATT&CK #EZ2

MITRE ATT&CK HERLZE AR, JEABEE T B Ao & FER IR R BRI
FEfF (TTP). “ECRFIZLE TTP AR FERAE R G- 5 AR, KRR BB B G s 2
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\}

ER f7X MITRE ATT&CK I ANAFE, 1427 https:/attack. mitre.org.
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» NIIEAT Cisco Secure Firewall Management Center 17175 Snort 3 ] Cisco Secure Firewall g ifp
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o WIREAT — D NZ NG . WS AV A € X Snort 3 ARG, 5 32 1T,

I EFN4RLE Snort 3 N 1R 3R ER

EPETRBE > 17 B FIARRR > AR

TR EFENIRSE R (Intrusion Policies) 1114 .

s il SR B B N AR SR 5534 ) Snort 3 AR (Snort 3 Version).
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< Policies / Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: Prevention v
Base Policy e Group Overrides e Recommendations  Not in use — Rule Overrides

Group Overrides @

102 items
Search through all Rule Groups

> MITRE(1 group)

Rule Groups

> Rule Categories(9 groups) To optimize intrusion policy configuration, you can confi
or decrease security levels, thus enriching intrusion evel

$IE6 (rAEIE (Group Overrides) I, #i{RAE M AR FIEFE2ER (ANl) , DUEEAT N AR SRS ) B A7 K
AL M BTG T K

k ¢ Policies [/ Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: |Prevention v
Base Policy — Group Overrides — Recommendations Notin use —

Group Overrides @

Search through all Rule Gr

> MITRE(1 group)

Rule Groups

> Rule Categories(9 groups) To optimize intrusion policy cot
or decrease security levels, thu

ST HLAEKTE MITRE.
FRA R PR sE sk, 448 TT LI 26 81 (Rule Categories) FH I ZH ml H: T (47 4] Ho At B0 0 20 A0 140
WIZH o BT KU ZH 4R 4 ) MITRE HESE

k < Policies / Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: Prevention v
Base Policy — Group Overrides — Recommendations  Not in use — Rule Overrides

Group Overrides @

102 items
Search through all Rule Groups

> MITRE(1 group)

Rule Groups

> Rule Categories(9 groups) To optimize intrusion policy configuration, you can con
or decrease security levels, thus enriching intrusion ev
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EEFYEE Snort 3 NRIKER

$IE8 {EMITRER, fiili ATT&CK #EZ2 (ATT&CK Framework) i) FJEJF.

A < Policies / Intrusion / | MITRE_IPS v |
Base Policy: Balanced Security and Connectivity Mode: |Prevention v
Base Policy — Group Overrides — Recommendations  Notin use — Rule Overrides Summary

Group Overrides @

102 items

‘ Search through all Rule Groups

v MITRE(1 group)

< MITRE
> ATT&CK Framework(1 group) 1 Groups
Group Name

> Rule Categories(9 groups)

$£1B9 7 ATT&CK #EZR (ATT&CK Framework) F, siiifel (Enterprise) LUK ETT.

X < Policies / Intrusion / |MITRE_IPS v
Base Policy: Balanced Security and Connectivity Mode: ‘Prevention v ‘
Base Policy — Group Overrides — Recommendations  Notin use — Rule Overrides

Group Overrides @

102 items
‘ Search through all Rule Groups

~ MITRE(1 group)
< MITRE / ATT&CK Framework

v ATT&CK Framework(1 group) 1 Groups
Group Name

> Enterprise(13 groups)

Enterprise

> Rule Categories(9 groups) Enterprise tactics represent the "why" of an ATT&CK technique or :

FER0 AL 242200 (Security Level) 5514 (1) 448 () Elbr, el (Enterprise) HMUUZIR R K Fr
A RN ) = SR A HEATHE T

Group Overrides @

Search through all Rule Groups

~ MITRE(1 group)
< MITRE / ATT&CK Framework Security Level @
o004

~ ATT&CK Framework(1 group) 1 Groups

Group Name. Security Level _ Override Rule
> Enterprise(13 groups) b
Enterprise

Enterprise tactics represent the "why" of an ATT&CK technique or sub-technique. It is the adversar...

oooo

Rule Categories(9 groups)

RN (ARERERANE T, EHRERIN EAGITN I, K5 A diFwEF.
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sammE sona NEEn ]

Edit Security Level (7]

' Bulk Group Security Level

Impacts 34 groups. This action will change the security
level of all leaf groups within this group category.

I D

Higher security with more detections for administrators who are
willing to tolerate some network latency and low level of false
positives, in an effort to catch more attacks

> Revert to default Cancel

L1112 A (Enterprise) T, fidi#iaim a4 R (Enterprise) #H T,
HIE13  EVIEA B AR (Initial Access) I, stiliifm BB H a2 A B9 K2 (Exploit Public-Facing Application),
KR — 4.

Base Policy Group Overrides Recommendations  Not in use Rule Overrides Summary

Group Overrides @

102 items T
| & search through all Rule Groups

+ Enterprise(13 groups)

& MITRE / ATT&CK Framework / Enterprise / Initial Access (1A0001) Security Level

Adversaries may obtain and abuse credentials of existing accounts as a means of gaining Initial Ac...

Drive-by Compromise < | ]

Exploit Public-Facing Application < FI=i=ms

External Remote Services «©

L]
5 Groups ———
> Collection(1 group) o
‘Group Name Security Level Override
> Command and Control(3 groups) o
Drive-by Compromise (11159) - ) aRaEy o
5 Bres BrtE e o Adversaries may gain access to a system through a user visiting a website over the normal course ...
S G ) ° Exploit Public-Facing Application (11190) ) —— .
Adversaries may attempt to take advantage of a weakness in an Internet-facing computer or progr...
> Execution(3 groups) ° External Remote Services (T1133)
L L1 =g «©
Adversaries may leverage external-facing remote services to initially access and/or persist within a...
> Exiltration(1 group) o
Phishi (T1566) ;
iating fHinee) ) ) . - ——— s ©
S (EEEBEEED) ° Adversaries may send phishing messages to gain access to victim systems. All forms of phishing a...
« Initial Access(5 groups) o Valid Accounts (T1078) e
o
o
o
o

Phishing <« =

$EB14 L EERNBE PR (View Rulesin Rule Overrides) LU E A ] B0 A [ HE 0] L H0 0] 40
f5 E . MRS, nT DIZENI B 2 (Rule Overrides) 2 P B 50N 22 AN KU (1) 0 DU 4447
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B =555 snon3 ARER

This group does not contain any children.

View Rules in Rule Overrides

SIE15  Ld#ERE (Recommendations) 2, #RJG S di Freg (Start) LUIT iR B B RHERE OO . &aT BUE AN
12 I 78 TSR 5 5 7 9 8% PRI B 1) ML 8 7 AR DI o A3 PRI R, TE S LE Snort 3 &
JHTHY Cisco Secure Firewall #533 , 2 64 i,
A

Base Policy Group Overrides

Recommendations  Not in use | Rule Overrides Summary

Cisco Recommended Rules @

Start using recommendations

You can use Cisco Recommended Rules to target
vulnerabilities associated with host assets detected in the network

PER6 sl 2 T A 20 SRS S SO SRR o MR 7 2 A 2O B SOR RS R R 1
B ST LA SRS R oA B A MO R R AE,  DASGAIE B

Base Policy S Group Overrides . Recommendations S Rule Overrides |

Summary @

Rule Distribution Report and Exporting

Active Rules 21169

e - Yoo [ Generate Repor |
" Generate Report
Block —— 19570 OveniddenRules 30% © View Effective Policy
Disabled 26555 Disabled Rules 26555
Export Policy
Total Rules 47724
Base Configuration Group Overrides Rule Overrides
Base Policy: Balanced Security and Connectivity Total 19 group ovelides Total 394 rule overrides
<« Executable ) emmmmm— © 1:34480 © Block A Alert
< File Type Identification > — © 1:34479 @ Block A Aert
Recommendations © Fiash ) mmm—— | © 1134467 © Block - A Aert
© 1:34466 © Block = AAert
Usage: In Use Pilmage * EEEmE— | T4, 735805 © Block > A Alert
— © Java > EmmmmmEm  © 1:35806 © Block A Alert
ze‘:””‘y :e"e‘ ey «© Multimedia > emem—— © 1:42101 © Block = A Aen
enerated on -07- :05:.
= © 1:42100 Block > A Alert
Rule State 12 rules recommended for & Oiice - L =
1 network © Other —— pen Al
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T—%Mtt4
P8 B N AR SR LUK AT L S Snort RN A O A o T 2B BB I E LA, 28 25 L

EENZEH

T LU 2 LR 25 H 28 (Classic Event Viewer) FlZE—S= & H 2% (Unified Event Viewer) T L7
FNZ ) MITRE ATT&CK H AR AL . Talos #2241  Snort BN (GID:SID) % MITRE
ATT&CK H AL (WG o 3K G W 4 24 0 i 2 2 A 3RAH AL (LSP) 1 — 373 e

$E1 ST (Analysis), SRJ5EFENE (Intrusions) T IZE4 (Events).
$B2 il EHAIRIE (Table View of Events) 1.

Events By Priority and Classification (suith workon
11 2022-07-19 09:05:58 - 202

No Search Constraints (Edit Search)

Drilldown of Event, Priority, and Classification Table View of Events Packets

Jump to...

v Time X Priority X | Impact X ::;‘;‘j‘ x | Reasonx Source IP X ézt:':‘fy X  Destination IP X
v 2022-07-19 11:17:10  high 2 Would block Interface in Passive or Tap mode [ 192.168.0.227 1 146.112.255.69
v 2022-07-19 11:17:06  medium 2 Would block  Interface in Passive or Tap mode [ 192.168.3.254 1 192.168.4.106
v 2022-07-19 11:17:06 medium 3 Would block Interface in Passive or Tap mode 54.68.177.240 mg USA £31192.168.7.214
v 2022-07-19 11:17:05 medium 2 Would block  Interface in Passive or Tap mode 31 192.168.3.254 [3192.168.7.241

PR3 /1 MITREATT&CK ', %A UEBIANRFAMEAR. st 15K (1 Technique) LA #FH MITRE

ATT&CK AR,
ALESSS Network MITRE Rule
Access Control Policy X gslnetrol X Analysis Policy X ATTRCK X Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy | 1 Technique| 1 Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
A Il Aamanielis lamballlaaaas Ela &1~ e PP o IR PN o PPN Clinala AADRN NAliad, 1 Nemiin

AR, BB S E R 2 AR B9 (Exploit Public-Facing Application).
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B zz 34

MITRE ATT&CK Techniques

« Enterprise
R Initial Access
= Exploit Public-Facing Application

’ Close ‘

PR 4 niidikH (Close).
SIEBS L9 (Analysis) , RJFIEFRGE—F4 (Unified Events).
$IB6 WA ARSI, SRS EERLUG ] MITRE ATT& CK FIELN4E (Rule Group) #1).

-
\ Views... v ‘ Q Select...
@© Showing all 5,112 events (& 4,518 @ 594) + [ 2022-07-19 10:19:09 EDT -
Time Event Type Device MITRE ATT&CK Rule Group
[Q mitre X 2.168.7.115 1 Group
Deselect 1 filtered Select default 2.168.7.115
MITRE ATT&CK e 2.168.7.115
Y 2.168.7.115
2.168.7.115
2.168.7.115 1 Group

2.168.7.115

Revert 14se'e°'ed 2.168.7.115
SR (ARG, NZIF HW RS . AR (RuleGroup) 41 Ry 148 (1

Group) -
‘ Views... v‘ Q_ Select...
@ Showing all 5,112 events (& 4,518 @ 594) + B 2022-07-19 10:19:09 EDT — 2022-07-1¢
M Time Event Type Device MITRE ATT&CK Rule Group
> 2022-07-19 11:19:02 2nce 192.168.7.115 1 Group
> 2022-07-19 11:18:59 4 Connection 2nce 192.168.7.115 Click to view groups
> 2022-07-19 11:18:59 4 Connection 2nce 192.168.7.115

IR 8 ] LLAE WY (Protocol) (SCHINNZL) A FLR¥) DNS B4, EFEHY (Protocol) > DNS LU %R
FA E DAL BT N2

3
‘ Views... v‘ Q Select...
© Showing all 5,112 events (& 4,518 @ 594) + % 2022-07-19 10:19:09 EDT — 2022
ﬁ Time Event Type Device MITRE ATT&CK Rule Group
> 2022-07-19 11:19:02 @ Intrusion 2nce 192.168.7.115 1 Group
A\
> 2022-07-19 11:18:59 4 Connection 2nce 192.168.7.115
. P@tocol
> 2022-07-19 11:18:59 4 Connection 2nce 192.168.7.115 o DNS
> | 2022-07-19 11:18:59 4 Connection 2nce| 192.168.7.115
> 2022-07-1911:18:59 4 Connection 2nce 192.168.7.115
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Views

Q| RuleGroup Protocol |>< Select

© Showing all 501 events (§

m

Time

2022-07-19 11:

2022

2022

2022-

2022
2022
2022

2022

Snort 3 H AR T

07

07

07

07

07

07

07

1911
1911
T9EINE

191

91

1911

{19 1

19:08
19:07
19:03

19:02

:18:59
:18:38

18:35

18:31

501) +

Event Type

@ Intrusion
@ Intrusion
@ Intrusion
P Intrusion
P Intrusion
@ Intrusion

D Intrusion

Intrusion

Device

2nc 192.168.7.11

o

2NC 192.168.7.11

o

2Nc 192.168.7.115
El 192.168.7.115

2nce 192.168.7.11

o

Elgle 192.168.7.115

2n( 192.168.7.11

o

2nc 192.168.7.115

Yw%E Snort 3 AR HME , 5 33 7T

BRBAFFALE K MITRE 15 6
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MITRE ATT&CK

F§ 2022-07-19 10:19:09 EDT —~ 2022-07-19 11:19:09 EDT 1h

Rule Group

1 Group

Protocol
DNS

1 Group
1 Group
1 Group

1 Group

Snort ID

1

112

254

X
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