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HIB2 EZ 0 CLIER, #i5E i KE%iE 47 1) JFirewall Threat Defenseif /& ASA.
Firewall Threat Defense

15457 3] Firepower 3% (FXOS) $27r o #8077 8 MG B H i RIaT Wi i 8. WER R 8 —EH 8%, WS Ui
Firewall Threat Defense CLI , 2 3 Ui,

firepower login:

ASA
15 5] ASA 7K.

ciscoasa>

SIE 3 RIS AT IR ENR N ], 155 % Cisco Secure Firewall ASA i1 Secure Firewall Threat Defense T L% 15 7

177 18] Firewall Threat Defense CLI

TER] BE T 2T In) CLI BEAT IC B BB R
32

P EHIT 3 H A E R B2 6 0
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PR 2 ERF| FXOS. fiH] admin HIJ" 44 F1E 60 CERIME N Adminl23) &5 CLI. % KNSR, RESHREE

BIGHEN

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **¥kkkx*x

Confirm new password: ***%xkxkki
Your password was updated successfully.

[...]

firepower#

#1823 )#:3 Firewall Threat Defense CLI.

ERE

L FRE LA 977 ) B 4 B PR BS BEAT WA W B BAE T . i AN ) Firewall Threat Defense CLI, 75 W< )3 3 CLI ¥
Ho

connect ftd

B 3% 3 Firewall Threat Defense CLI I, RS RIE e VIR WK E

T

firepower# connect ftd
>

FLIE H Firewall Threat DefenseFTD CLI, %% exit ok logout #4. Iba& &K &

T

> exit
firepower#
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1 FXOS CLI 1, R/RIEAEBAITIRA
scope ssa

show app-instance

T

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

WUR L ZBEH A, IEPATIX LI,

a) BROAIGOLT, A BREE UK DHCP. A SR s SO0 A B T B0 A 1P ik, T LL R 4.
scope fabric-interconnect a
set out-of-band static ip ip netmask M4 HElD gw M5

commit-buffer

b) AT (FXOS #baflprtarg) *AEHMERIE
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W AN, 17 0 R BE R FE AR M Firewall Management Center. 7 B8R R Re R A4 21
PR A A . AT SSTENEM, 152 IR Cisco Secure Firewall Management Center & BB

Firewall Threat Defense H A5 LL NV W]l
o LRl —
* IPS
o SRR AR
* URL i3
* Cisco Secure Client

1o WURGET S H QS INVFRIIE, W RTTE SRR 25 TAE S M8 Z 248 (Search All) 7B,
& 6: ¥ RIE ER

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. {HRLLUNSAE PID.

N

B R PID, &R LLFEE PID S nET .

* Essentials:
s A

* IPS. SEEEATBIEA URL 44
* L-CSF1210CET-TMC=

* L-CSF1210CPT-TMC=
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* L-CSF1210CP-TMC-5Y
* L-CSF1220CX-TMC-1Y
* L-CSF1220CX-TMC-3Y

* L-CSF1220CX-TMC-5Y
* Cisco Secure Client — i % [#] Cisco Secure Client 1] ME+5 i

3. MR IR RFARRSS (Products & Services).
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$IE2 £ FXOS CLI H, #4531 local-mgmt £

firepower # connect local-mgmt

FE3 KRS
firepower(local-mgmt) # shutdown

T

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

PR RN RS R . KRIASERA, BRI LR R,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

LRSS IR DL MUY OC I AR 06 BN 45T A e Sk A 7 =BT A LAR 1 F i
. <+ ke RV . TR
{5 FIRG A S B 2 Hp ol SR I B A R
{# F Firewall Management Center [Ffifi 5% 4] &5t
HiE
72 APPSR
a) EHIRE > RFEE.

b) EEFFENN SR, il wEE (9).
¢) A& (Device) LIk,
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System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WMRBAEGGIER, HERRY 3 etk RGO K.
HIR 3 I T DL FLYE TSGR b B 4T F Y Sk AN 37 =BT AT LA 1 Fe i
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a) % Zhttps://192.168.95.1,

b) A 44 admin FIERIA 265 Adminl23 &k,
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E 9% &R E
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[E] 10: 5 5 K A5 1 E) B X

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

s Em A |

1. SMERIEO ML - WRETHRISEEL R IR, SRS 1P ik BOANRENE T BB 17 S CE PPPOE; & LA

FESE IR 3 S L # PPPOE.

2. EIRED - WA IO P IR BCE T 0wy, (T DLBCE LRI, R EAE T A TP

bk, WESRSBLE 4, 516 T,
DNS BR5588 - R0 P BER) DNS RS #% . BRIAE A OpenDNS A3t DNS k45 %% .
Bh K IEEHL A

b) FCERHEIEE (NTP) (Time Setting [NTP]) 3 i T—# (Next).
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& 11: 74 E3] B (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) kBTN 0 BitEAmAEM.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

AN |0 B Be A B PEAS TE M Firewall Threat Defense;  FTH ¥ A #7F Firewall Management CenterSecurity Cloud
Control _$1U4T

d) sSilisER
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) MKk FIMIIi% & (Standalone Device) F1 BER (Got It).

WA () AHERAS IP bl kG E B B O . IS E > O N RO,

HIEE W R E A O, 1 PEER & (Device), SR AidiiED (Interfaces) 122 i 5542 .

$IB6 Wil kR (Device) . > RFIRE (System Settings) . > &£ HEIE (Central Management) I i i 4% 4L (Proceed),
] Firewall Management CenterSecurity Cloud Control 73 /lif

fic'® B3I L/SCCHEH{EE (Management Center/SCC/Details).

B IIRAS AT fE 2 s “CDO” TiiAyE “SCC” .
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10:89.5.35

Management Center/SCC Registration Key

NAT ID

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup N

Management Center/SCC Access Interface

management (Management1/1) it

Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

CANCEL CONNECT

a) T BEMEEEHO/SCC EHAD P itk an 3 &nT LT 1P ks 34144 Vs iH] Firewall Management
Center , 15 il (Yes) , W Firewall Management Center £ T~ NAT 2 JG 8 2~ 36 1P Hiht sk EHL4, E 0
& (No).

b) WHEFZ, WHA EE0/SCC EH2A/P Hitit.

) faE BEAHL/SCCEMELA.
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R IR — IR MM 28, 1M B KBS I 22 7E Firewall Management Center 572 e, M2
N2 B 36 N AMERHFERFERET: (A-Z, a-z. 0-9) RIEFRF (). Uk ID nfHTK 245k Hs
71/ 3 Firewall Management Center.

d) 8% NAT ID.

I ID IR ME——IRPE T iR, O 75 24 Firewall Management Center |45 2 . BIATHRANE P &5 7%
(R IP Mk, FAVIE TR E NATID, NATID 204112 2 36 N AT 2. AR AR 7 RECT (A -Z.
a-z. 0-9) AUEFLFT (-)o U ID ANEEH TRATAT SLAR s K 1473 /4 2] Firewall Management Center. NAT ID 5
IP Ml S5 SR, T IR UEEHS S ok B IEMI Bt R 7% IP Hilib/NAT ID BT S ke, A4Sk
T
PR IEEERE.
a) TRCRABAEENZ .
b) 15 DNSBREEE4H.
BARIXCAWE: & - DIEH, meld 4. Bl DNS 444 % CiscoumbrellaDNSServer Group, H:
HHALFE OpenDNS A4S 25
c) AT BEEAL/SCCipEED, il EEEO.
PR 8 ridi%EHE (Connect).
SEMPIRZS (Registration Status) X iFAEHS 2 78 Firewall Management CenterSecurity Cloud Control v M (1 1 AR 4 .
B 14: R IhiEE

Registration Status

Management C

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense gettin
management center configuration g

tarted guide (2,
A,0r
CDO configuration guide (2 to configure your device.

P9 AR FEk RFEEFPL/SCC EMEE P L5, # % Firewall Management CenterSecurity Cloud Control
» SRJEASINBT Ko T S PR B KB 25 KBS By, 56 21 L
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#4aBcE: CLI

3] CLI VB A U B L FH A HE 1P Mtk o Y DGR S A ) 245 1

I EREEH G U 10 3535 4] Firewall Threat Defense CLI. 1525 5%1)j i Firewall Threat Defense CLI , %5 3 Tl

S22 FERE I E R CLI i & A,
iR
FRARERRICE, HWLEEE CLIEMA (Fan, @ Edrmg) o HE, af LIRSS 4E CLI H# ] configure
network iy 5 U A X L8 B . 15 1 Cisco Secure Firewall Threat Defense i 4% % .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

5 RS AR A .

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

16/ #HiA no LA Firewall Management Center.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.
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Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

HI& 3 Ul Firewall Management Center o
configure manager add {F#14 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - #& & Firewall Management Center ] FQDN &, IP
Hihik. 4% Firewall Management Center Joi% 4% -4k, 1514 DONTRESOLVE, 7EXFHHHF, B kb0
JELAT AT 6] B TP Mkl 14 .

* reg_key - $5EBIEFIK)— M M8, 13 M Firewall Threat Defenseli t5 %2 7E Firewall Management Center - fi
SEE . VENFREYILATN 2 B 36 N AR AR TR (A-Zy a-z. 0-9) FHETFT ().

* nat_id - ¥58 T EIEF I ME—— R A/ 5, BIE TR EAE Firewall Management Center '8 7€ . NAT ID 2440
AT 28] 36 NEFFZIAl. AR ORE PR (A-Zy a-z. 0-9) FUEFLRF (1) M ID ANREF TBAFA]
oAl 25 ¥F A 2 Firewall Management Centero

i

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.
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R B KSR E AR By A SEE I D

B K 5% F 5073 ) B Firewall Management Center o
UK

¥ 1 kFirewall Management Center.

a) #wALLR URL.

https://fmc_ip_address

b) AT AL T A

¢ MiligZR.
T2 EFHRE > REEHE,
PRI NI T hsesd, ®igs.
TRA KOOI EMER. BERNT—5.
B 158 & EMAE

Nit

Add device

o Device registration method Device registration method

2 Device details

P e P CE il |

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don't
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

(® Basic

Apply basic configuration, including the access control policy.

O Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Cancel

SIS BB A AN B A T —5.
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16: 18 ZEAER
Add device

@ Device registration method Device details

Domain *

© Dpevice detais | [Global/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 3110-1 ]

Registration key *

Enter the same registration key you set on the

device. This key doesn’'t have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID @

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

[:] Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

* 15 (Domain)- fEZHIAE, JEFEIN I
WA RO, R RIS & A

FEHZEK P s - 5 ENL, BRI A0 1P Hihk s B . W R AR ATE A 1 TP ik (i, e
ST NAT f5) » iEKI 7B A,

FBIRAFR - i NEAE Firewall Management Center 1 7R (R85 447K . 2 Ja 45 01 B 0% 44 K o
SEM A - GG TS A R R A

* ME— NAT ID - i AWIAGEC & D AH A 1D

AN HTETR AL - BRARE SN B 2 AT B KB B OV R,

PIR6 L E IR B R
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17: R i E

Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v ] +

° Initial device configuration " &
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN [Premier ® v ] RA VPN

Transfer packets
For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

* BRI SRS - LEFEA AR s ) 42 B s DALE A M 8 B e, BB — BT sRmS. BRAE C 2 i s A
O B B0 5 SRS, B ERERN (1), RGP PR RS . 2 Ja 16T LLT ot 8 DA S v it
© B REVFRI- WAV ATIE
c IRERMBRELRERIRE? - L MIERE
 WFREZERY- 1 Mo gs v & (KR MR T UESRAY

FEVS IINBE 9% e . F VP Al E o
 AREUR G - R, DR PR AR, Bt SR i (A% i 2 Firewall Management Center #E4T
TRER

XTRANNR S, B TG BRIl R £ds f 5 16 3 Firewall Management Center #E T 5. 1
AR kI, ) 25 1] Firewall Management Center A% SEAE B, AN S A& i .

PRI Alfmigs&.

Firewall Management Center 1] 5 7 %2 K1 P 23 SR 30 1E B2 (1R OBk T Ll A5 o AR b, B s n 2513
Ho ASRVEMNE ARG, RS F B WA DA R e WOR B TENHR I, A A LA 0

* Ping - VjIn] % #% CLI, SR LU T A4 ping Firewall Management Center IP M3l
ping system ip_address
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WK ping AR, A5 show networ k i 246 25 I 28 0 . WA AT T 04 ik 45 TP ki, {4 configurenetwor k
{ipv4 | ipv6} manual 4 .

* A EH. NAT ID Fil Firewall Management CenterIP il - iffi R 75 AN e 2% A% R AH R iR 4 85 T NAT 1D
CInE D o AT AR 4% B4 configure manager add iy 4% & v E M 259181 NAT ID.

R 2 EHERR (S B, W2 https://cisco.com/go/fime-reg-error.
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fic B A ARG

A LT % 8 A 22 4 TR
o WEAIAR R L1 - S PR L BCERAS TP Hhik, JFKs DHCP HAESMTH .
* DHCP JIR%52% - 76 N 3% 10 _F ok %8 i DHCP JIRSS 2% .
o BRONES B - 3 I AP0 HE 1A IR A % H
* NAT - 7EAMiB4z 11 A% F 4% 11 PAT.
o Vi)t - SR VR B A PN EAE B A o
ST DL E & LA, DAALFE o s A &
s MlEREIL, 25
* fit & DHCP lli4s+#s , 2530 71
o ININERAES . B 32 T
o MlE NAT, %534 1L

o BOE VTR, 5 37 U
o MREECE , 40 5L

BcE#EO
T B KRl 4 AR 1A CLI BT WA BB I, ARG T E LA R
* LUK 1/1 - outside, 1P Huhik>k |1 DHCP. IPv6 3L E
* VLANI - inside, 192.168.95.1/24

o BROAESH - I AR 1 LY DHCP 3REL

75 7] Firewall Management Center {3 -2 FiT7E B7 K360 £ 8 BEA TR AT HoAh s e T4 IO L &
M2 O B L E
WRAEA CLI BHTHIGA B E, WITC T B4 AT T &
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B ==:c
LEPRRG LR, S0 A M B4 Ja AT HoAth e S . BEUEAT CLI MIUR B E, 20k A AT 4t
ML I VLANT #2100 AR S0 FE AR P 77 ZOR A b Loty 36 40 B kR 10 B8 O e sy
A X IR DL R T O TP Hihk
PUR 7RI & T — A& i A bk 3 eh A Py 358542 1 (VLANT),  RLE—AM# ] DHCP 8% i = Ak
T (LUK 1/1) o ‘B AW Web RS #8E5 —A~ DMZ #:11,
SUE

$IE1 %58 & (Devices) > & B (Device Management), SR )5 ik 4 I44E (£).
$E2 idED (Interfaces).

B 18:3%0
Device Routing Interfaces Inline Sets DHCP VTEP SNMP
[ Q Search by name ] [ Sync Device ] [ Add Interfaces v ]

Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin, PortMode ~ VLANUsage SwitchPo Virtual Router

Management1/1 management Physical Disabled Global Q<
Ethernet1/1 outside Physical  outside 10.89.5.29/255.255.255192(..  Disabled B  Global o
Ethernet1/2 Physical Disabled Access 1 [ o] 7
Ethernet1/3 Physical Disabled Access 1 [ o] 7
Ethernet1/4 Physical Disabled Access 1 [ o] o

PR3 WA CLIBATAIAGBEE, 158 A b Lo
a) i HML I I) 4REE (2)o
[ 19: ;B R 2 #etlim O

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O
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b) B R RIEHELUR R

c)

(AI3E) B VLANID; BRIAEA 1. $RK, A n-—4 VLAN $2 L RIUTEC L ID.

d) A E (OK).
T4 SN (BghiE) MER VLAN #0.

a)

b)

¢)

AiliRniED (Add Interfaces) > VLAN ##0 (VLAN Interface); WU M4: O CAEAE, W iz 01 4Rig
(2L

20: 700 VLAN 0

Add VLAN Interface ®
General IPv4 IPv6 Advanced

Name:

inside

¥4 Enabled
ATl

T ]

Mode:

[ None

' ecunty one:

,
MTU:

| [1500

(64 - 9198)
| Priority:

VLAN ID *:
11E J
| Disable Forwarding
on Interface Vlan:

(0 - 65535)

| [None V]

Associated Interface Port Mo...

MZ £ X1 (Security Zone) FHuFIZR k£ DNIVA AN B2, B T (New) i — Bt 2 4
XAk

B, AI—A% ok inside_zone [/ X 3. 445 m] LUK A X ek sl 21 8 FH 22 4 SRS
R VLAN] O TficE, WHAFB ik,
K B Kol 48 MAFFIIAFR (Name),
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flhn, £z 44 inside.

d) k2R (Enabled) FikHE.
e) F&E3X (Mode) fr ¥} Tt (None).
f) K VLANID #E N 1.

ERAEOL T, P A2 L I #0 EO8 VLAN 15 WERAESEALIEFEANF] ) VLANID, 34 75 24 RE N A8 M L

[, {FHA7 T3 VLAN ID Bt N[ VLAN .,

mEfAER |

BAAEED )G, TTHEH M VLANID; VLAN ID BE2 46 A% VLAN #rid, 2805 E F D 1D,
g) it IPv4 Fl/Ek | Pv6 ST

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]
eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

* IPV6 - TR A B E % B BhELE (Autoconfiguration) & IEHE.

h) A E (OK).
LIS R TANRIICURM 1/1 11 4iE ().

RGUK W —M#k (General) A H
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maz0 ||

B 223

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

[ |

Mode:

(s 5

ecu one:

[ outside_zone| td ]

Interface ID:
Ethernet1/1
MTU:
(00 ]

(64 - 9198)
Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) MZEXE (Security Zone) N AL H—ANBUA AME 2 A XK, s fili#E (New) i In— A8k 24
Xk

B, @ n—A~4k outside_zone X3k

WA VLANT CFRCE, WILRTFBOy k.
b) HIANKEEK K 48 A FAF 1 Name.

B, K44k outside.

¢) #%EH B (Enabled) HIiLHE .
d) KX (Mode) f£ % T (None).
e) i IPv4 FI/EL | Pv6 LT

* |Pv4 - ik #¢{EF DHCP (Use DHCP), #RJEHCE LA Rk 5.
« {£F DHCP 3XEX Bk A (Obtain default route using DHCP) - )\ DHCP JIl¢45 %% 3k BUER A 2% 11 .
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B ==oncemss

* DHCP E&Hi#54% (DHCP routemetric) - 7> FL 2 Frak & th K BEER S, A>T 1 1255 2 i) SR
1 AER A PR 4 1.

& 23: 3% & MR IP ik

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

IP Type:

[ Use DHCP v ]
Obtain default route
using DHCP:

DHCP route metric:

= |

* IPV6 - TR A Bh L & ik B BhEC & (Autoconfiguration) & IEHE .

f) R#E (OK).
SIE6 i, HlE DMZ 3 1 LIFEE Web IS 45 .
a) i SwitchPort #1H [iE e, 2512 ] T DMZ AS B L 1 i AZ bl R (a=)
b) AEELN 4REE (9).
¢) MZ£XIiH (Security Zone) FHiHIERFIEF—NIA K DMZ L4 X8, si#F SAdiFE (New) B n—ASHi %«
A XA

fian, ¥hn—~44 dmz_zone [ X 15,
d) MANKJEEAA 48 N4 RFR (Name).
iy, a4k dmz.

e) %HBH (Enabled) HiEHE.

f) FHERX (Mode) fr ¥ N & (None).

g) mirhi 1Pv4 FI/sY 1 Pv6 32 1~ e & 75 1 TP Mkl
h) sidi#E (OK).

P11 AHRTEF (Save).

Bc & DHCP Ak 55 =%

L A5 A A DHCP MG k53R E TP Huhik, i )5 F DHCP R4 2% .
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HIB1 %8 % (Devices) > i & E 1 (Device Management), )5 Sdi & K448 (£).

S22 %+ DHCP > DHCP
24: DHCP AR %5 2%

Device Routing Interfaces

DHCP Server
DHCP Relay

DDNS

AR5 28 (DHCP Server).

Inline Sets DHCP VTEP SNMP

Ping Timeout

[ 50 ] (10 - 10000 ms)

Lease Length

[ 3600

] (300 -10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ J o+

v]+

Secondary DNS Server Secondary WINS Server

[ o+

v]+

Server Advanced

Interface Address Pool

Enable DHCP Server

i oHce k5 [

+ Add

PIR3 ERRSS T (Server) Xtkrb, miiidRin (Add) JFHCE LU R IET .

[ 25; 7R hn AR 55 2%

Add Server

Interface*

[ inside

Address Pool*

[ 192.168.1.2-192.168.1.55

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel u

* 0 (Interface) - M\ NHF L P IEFHE AR,
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O

* Hb3i5th (Address Pool) - & 1P Mk (VG . 1P ik A 25 53k sE 2 A AR I T 1, BABER IR A
51 1P otk

* J3F DHCP BR% 28 (Enable DHCP Server) - 75144 1 I3 1] DHCP JIR45 %% .

PR 4 SH#E (OK).
FES LRTE (Save).

s INER A 2%

BRUAS F I8 W 45 1) PSR E D U5 ) ) B b s G RN DHCP SREXAh s, )3 %6 7T g
2l ) TR . R ETShEi Ik R R Y AT

R

FIB1 %$48 & (Devices) > & B (Device Management), SR )5 i 4 HI44E (£).
PR B BEH > BHSEEH.
26: 575 BEH

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers
Global v

Virtual Router Properties

Leaked from

Network + Interface Virtual Router

Gateway Tunneled Metric Tracked

“IPv4 Routes
ECMP

BFD
G5PE “ IPv6 Routes
OSPFv3
EIGRP
RIP
Policy Based Routing
v  BGP
IPv4

IPv6

I Static Route I

Vv Multicast Routing

WIE M DHCP JIR45 23l BB th, e BonfEb & .
$£IE3 Al RN E (Add Route), 4R s LA R kI,
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B 27 v ngeiSH Ak E

Add Static Route Configuration ®

Type: @ IPv4 O IPv6

Interface*

(Interface starting with this icon @signifies it is available for route leak)

Available Network ¥ - Selected Network

= | ﬁ
anv-ipv4
qateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[owa | )+

Metric:
L ]
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ ]+

Cancel m

* ZKA (Intrusion) - AP ERN INFRS K H IR, fidhi 1Pva 85 1Pv6 HLik 44 .

* 0 (Interface) - EREH IR, WH RAMNEEEI,

wmzings ]

» 7] M 4% (Available Network) - 2 IPv4 ERIA B L $E any-ipv4, 5 IPv6 BRIAM L any-ipv6, R )5 Sk

fin (Add) K5 ILF iR E M 4& (Selected Network) 413 .

* M (Gateway) 5% 1Pv6 B X (IPv6 Gateway) - Hit A B FEAT 4 IE i (10~ MR SR O i ds . 80T LASR

AL 1P Huhik B 24/ AN 5

PR SHE (OK).
B S I A A I R
FBS 1R TE
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Bc & NAT

WA IRANE N i — 4% NAT KU, LSRRG Py b 46 o A2 1 1P Mhk b o 1. 3
2 NAT HUIUFR k2 F o 1 ol 46 (PAT).

UK

HIE1 EFFIRE (Devices) > NAT, AR5 i FiEREE (New Policy).
WK 2 HEIE A, EREEAT R R B, ARG AR TE (Save).
& 28: 32 MG

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

TR R 2.8 N Firewall Management Center. #84/58R 75 5k SR W& VS i R0
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CEIN |

[ 29: NAT 5B

FTD_POIicy [ Show Warnings ] E [ Cancel ]

Enter Description
NAT Exemptions  Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - - i
" : Original Original Original T Ti "
D # Direction  Type g‘;?;gge Igé]g;g:e Sources Destinations Services Sources Destinations Services Options

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

FEE3 pidiR M (Add Rule).
PB4 0 E AR I
] 30: EAKN IR

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #0 (NAT Rule) - i B 51 NAT # (Auto NAT Rule).
« A (Type) - IEHFFZS (Dynamic).

FHIB5 {E Interface Objects TU[fl, ¥ Available I nterface Objects [X 15 /1 {414 X 3475 i #1] Destination | nter face Objects
'ngjzo

B 3r:ZEONKR
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)

(]

[ Q. Search by name ] ) outside

T | Add to Source
inside

Add to Destination
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B e=nar

IR 6 {riEde (Trandation) Ui bl & LL R kI .

] 32: it

Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ all-ipv4 v ] +
Original Port:
[ TCP v ]

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be
used

Translated Port:

o EHGTE- s RN () T IPvA Vi ER I 2% 42 (0.0.0.00).

33: FrEIM X R

New Network Object

Name

(ators )

Description

Network

O Host O Range

C] Allow Overrides

O FaDN

a4

TEABRAE ] R G0 XK any-ipv4 X145, B0 B 3 NAT UL g SCEREP R N NAT,  JIf A TG4 &

GEE IR S

* ¥ BYIR (Translated Source) - %+ B#73% 0 | P (Destination Interface IP).

BT AUHRTE (Save) LS AL,
B BE E AR 7S Rules &,
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PR 8 it NAT Ui ERTF (Save) LAGRAE R

o s 3 8 -
Fic & 177 1a]4% i AL )
WERSE AL B K I QU T FEAC R BB LE BT A 7 58 U ) 47 1 SRS U7 2 1 2% SRt AR TR U A e v
VLI B Bt o U ] 47 il SRS B R DP AR R 22 AR
VBRI RRRE Qs — AN U5 R N, LSRR A P DX I 2 A1 58 XSS A i e

RS

LB JEP RG> REHREE > HREEH], AR5 s LS B A% (17 ) 4 T SR T (1) SmEE (2)o
HIE2 SR MEN (Add Rule) 3% & LA K54
& 34: iR X135

Add Rule

Name [ inside-to-outside| ] Action a Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

& inside  (Routed Security Zone)

D s outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1 RN A 44, 510 inside-to-outside.
2. \IX15 (Zones) ik iy X 33
3. MR X8 (Add Source Zone).
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35: BFRX 8

. Add Rule

Name [ inside-to-outside Action B Logging OFF B Time Range Ru
nsert @ Intrusion Policy B File Policy |None
Ports Applications A Users URLs Dynanmic Attributes VLAN Tags
ity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All

200 | v 10bject

Any
+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone

4. )\[X13 (Zones) H1IELEAMIIX I .
5. s in B#r[X13 (Add Destination Zone).
A BEE IR B 5
BRI () Sl B R E SRR, DU E R SO RS

UL PR L AR REA 0 SRS AE VT ) IR BT o ANTGEE 8 SOXAE5RNE, HAE T M FE K
XL AT PR R R AE AR (SERLAC R R At DU S i — 2D AR B, AT e R A e
] 36: 7E 377 (4% 5 Z BT Bz A BUR

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

© PR RRHN - BRI TL DEAS SRS L P, DAEHARRUSA TR0 (i) o 8T AR BR A SRS 2647 1Y)
ME— S SOE FRAE R R . I, T LGTEDRT RO TR DE AR SR, DU S W A (23D L PREgAe (48
R A mBH LB AR i) 55 T SR DR o

i v T e AT AE iU 2K S 3 T T, Gl I AR AR AR R AL B, TP RS AR RE ,
TERT LS I B 3 A0 AN T 08 s R0 o SR BRTE RN, S5 TT OIS (AR ) BB PR IE AT Pad s dr . BH
1B BREE 7 X o PO PSR ATk s s iy e BE A TP Mk S EURT B SCH0 AR BEE

W, G SN R E Mg E T FTP Wide, (HASPH ISk & 7 G bR SSH s, WIA] LA I —AN 7K
THUA V8 5% SRS

R BN AP . 0 I 0 B R FERL P 0. K ML A A S AT
W, TR AR VEIONSL T A REBCRH A Oy T BOKBRAEHL R I, X0 0BRSS 0K 1 A
LB 00 T A2

REWHE- (HIPSVFATIE) BN Z AR A, S0 A R AEHFE B B 5 BT A 50
2 LD 57— S A 0 0 LI A . 524 R £ 2640 R DL 1 5 FSVBA 49 RE L4 Talos
BLEIK) TP 3. URL AUSUA 2 FRIER:. 67T BURLR A5 S s i 364t 1P b, URL s

iR

HIFLAT 1PS VFRTE, IS RIS 1 s CUR LR

« S - BOAEOU F AN B o A2 SCVFUS I F5 I S A BRI 2 i, W] USRI AT S AR B
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FRA i) ASINAEYS 2 AN 2 J5 I (R AR SRS o

N ﬁkﬁﬁ%m*?ﬂEmXE’J)\fiV\{]ﬂJ*ﬂ@?ﬁﬂﬁﬂé H TRt e i R L4 E . Firewall Management Center 4
FEVF2 R SEmE,  RAT L SRR o H Bl e SOXSe5ng . b BRRT E F RGeSk

a) M NRKEE (Intrusion Policy) FHz4l%.
& 37: RFRBEINZ R

@ Intrusion Policy [|None '\]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Z0NE | v 10Object Maximum Detection

& inside_| Security Over Connectivity

b) MBI EFE AN RGP R o
MERZHMH R, BINBIUERTFERE5EE .
WIS (AL WNIIAE T 2 SR 25 I8 FH P SCA S s
a) sl XEERES (File Policy) FHiIEE, AR5 ERINAT Sng B0l ol i 64T 7 S0 3R BE 5113k (Open File Policy List)
I S
& 38: SR BE

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio
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& 39: 52

pepoy| @ & @ \

PR 2 BYUHHE, HIE PR B, ARG RliERE (Deploy).
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1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
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Q Advanced Deploy
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Q, search using device name, user name, type, group or status

] Deploy time: Estimate Deploy

Pending Changes Reports

C] Device Modified by InspectInterru... Type Group Last Deploy Time Preview
> (0 fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
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~ Access Control Group
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~ NAT Group
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~ Security Updates

Rule Update: (sp-rel-20240311-2013)
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Q_ search

Deployments Upgrades A Health © Tasks

¢ 1010-2 Deployment - Policy and object collection
complete.

@ 1120-3 Deployment to device successful.

© 1120-4 Deployment to device successful.

© 31101 Deployment to device successful.

tal 1running 6 success 0 warnings O failures

10% ==
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[ Q_ Filter
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