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2. TREAATFRBIFEA ISE 3 %, 156w Bk ISE-PIC TFEVFATIE, ARG AT A N E1E:
o %% ISE JEmBVF T UE, DU 56 i Y ISE-PIC 75 s/ 43 8 1) & FE Y £ (PAN).
« ¥ 2 T4 PIC ISE-PIC 5 sSiis N B4 ISE #5& .

3. BT HABAN SCFATHE (Plus. Apex. TACACs+ 45) , WJHRHATIZR KA ISE #5583 714 5%
REVFRT . A C2e3% ISE YFrlE e G B, 152 CERM S0 IR4s 5 S 3 e ™)

BE}ISEFATIES

< 3 BT EBEL ISE 15 ATIE BIiEI

|SE #ATIE KANLTA (RIFRIER | Bk |SE Thag E
BR)
ISE-PIC KA Wesh 5 43 55 B R —ANFATIE. &
ANVFANIER 2 SCFF 3000
AT LR
ISE-PIC JH4 UN SEVFRIUEARVFLL RIES: | BT NPT
A2 PR =) ==t
st ggp | TIEAERS
300,000 1) JFF74x W00 A
o ZRVFAIESS, ©IF)
(K11 AR RTIRABLAT ISE

o F5 B 5248 ISE SEA M e

FERHFATIE,  UE A
PAN.

B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



Fa1ER ISE-PIC |

KA

o AR AAA.
IEEE-802.1X

s Vi iiss
* BE IN# (MACSec)
* TrustSec

* ISE W H ez 1

s (90 R

7E 90 KW Jit F 5¢ #£ ISE-PIC
TIRE

B iwsaz
Base
Evaluation
7 M AT IE
FFiEZ 81

ZA ISE-PIC Ji7, #5490 RIIPFAL . fon

S YRR 23 ISB-PIC ¥ a)iE, LTSk L:fA] T

Vo o R AE 2] 2 H WA T 226 aliE,  WIE S5 1717 ISE-PIC I, BTy ISE-PIC JiR 5548

Kb TEERPIRES

VRATIERIfE R, 3 i AR ARk % 7 HTBA .

I LR 2 Aa SNBSS NFRIEX I, A BLsE szl . 4% ISE-PIC

F£E1 MWERIMuE ERTI RS BRI S TA/EAS M) - CCW) www.cisco.com, VW IVEATIE . XT38 v [l A 15

m RN ERE R AR
K211 M Ja, REERROEE ™

(554

vz 1
HH

FTHE— ISE-PIC 4 A[1IE,

PR (PAK) HIRHINHB AL .

182 7 HRLISE-PIC & H T/ v, RIREFEIR (Administration) > ¥ 7] (Licensing). 7 Licensing Details #4310 5% 17

FAEE: PR (PID). JRAKRIR (VID) FF415 (SN).

SIE3

S 4 4 www.cisco.com/go/licensing, {ERGHERI, HALFTIC RV ATIE PAK, 75 S5 B DL S TR A =] i —db

AR

CRZIF, R RV SO

PR S EH VISR R I R S B C AL E
LR 6 AR ISE-PIC BH TP h, MKXIEHETE (Administration) > i AJ (Licensing).
BT EHFNEL ST, A SNFRLGERHL
P8 rith ChooseFile, RJEIEFIEZ HIAfl T RGE LIVl XA

FIR9 riddi Import.

Broful bR 2 e AR S b
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http://www.cisco.com/go/licensing

| Frsa1ER ISE-PIC
mrgirmie ]

T—5Hita
MV “ VAT FehITHR T TR > VPR, SRR SRR A O VP 75 % IE 0 PR .

AR 3F AT E

FHIa Z |l
N3 ot 9 AN 5 S PRV T IE T LA BR A S 18, IR “¥FRT” (Licensing) #HIBR L (125 A] o

$®1 KKk &8 (Administration) > ¥ 7J (Licensing)
P2 1F LicenseFiles sy, Ui AHOGSUI 4 554 M52 IEHE, SR )5 £iili Delete License.
SE3 SHHRE.

DNS AR 5525
TERCE TS DNS R4 ds iy, TEMORT R LL R F 00

o B8AE B ISE H L 1¥) DNS RS54 W0 20 e % fift A B8 FH B4 Jr 45 1 1) B B[] DNS £ 1

o U AUE DNS JIRS528 KAf#HT Active Directory ic3%, K24 DNS i V7 0] A2 5 BT IR H5%
Reat H R ANH S

* T3 DNS R4 s # i fisfig Xt DC. GC M KDC (TE'eA T HAFAMAS, 545 8D 1) SRV
BN .

o BRI SRV Wi S8 IR 55 2% 1P Hbdik DASE v fg

o TG A AT A L EEC A DNS IR G585 o AU T AR KN A4 BRI, IX AL IR 5545 7 e 2t A 5%
BETOIENSE

5 7E Z 4t i (8] F0 ) £ et 8] 1 AR 55 28 1 B

JAHISE-PIC SEVFR ZBCE > NTP R55a% . AT NTP [ 5585 44 LA I ] AN i) 20 AN [R] I DX IS
). Ak ) LA € SR ISE-PIC J& /5 20U 28 5 43 30k i) NTP JIRS54%,  JF 0tk H A —1
B 2 G AR .

AT UK A7 JARE ISE-PIC 5 ki By B0 Wit FH I (UTC) I DX IR e T Ok B S R
BT R A H S B TG 22 A 20

JURL ISE 3CHF NTP R4S #5 1 A JL B G0 TE . NTP JRAS 4 A FH X FRa g0, {H 2t AR At
YT SR A s P e . MRS PTE,  A SR PIINE EO A, IE  4e
PEIE T REAN IR S5 28 AR BT H AN M BRI HI . W RAL ] E B 3 B e ey, AT 8 41 00 RN
HIIREHR DO S A IE,  ATAEAR KRR E LRy e s 9 0 SRt o

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



Fa1ER ISE-PIC |
B sericEmisnig

RnT AFERC BN AJURL ISE CLIFS NTP IS5 4 BC BN A HT B 8% P 2 Ry . oA Tt iU 1]
I (IFF) R4, BOYIZRGA HRoNZ .

P LR IR E (Settings) > RGERT[E) (System Time).

$R2 75 NTP BR%REE (NTP Server Configuration) X4, #iI A\ NTP 55 g (K IP Huhik (TPv4 5K 1Pv6 o554 )
SE A (FQDN) fE)

$£IE3 b (XA BETSHIIER NTP ARS8 (Only allow authenticated NTP servers) & %HE, LG R IR} ISE X
283 5 4 B AIE 1) NTP IS5 #% O B8 22 S F1 X 25 1] ]

F4 (k) FAE ISP NTP R4S 8- T S0 06 E, I FLATE E IR 5% % oo A 1 3 IR 45 s S sk T ik B4y B iE 2%
AT B I6E, 5 NTP B4 36iFZ4A (NTP Authentication Keys) &5 K IF 5 & — AN EE £ S 40 BIE %54
PATLL T 2D BR:

a) MR,

b) 7E%Z4A 1D (Key ID) MZAE (Key Value) 7B g N B . 3 32k v s 2 h AT ST 22 4 (Trusted Key)
HIRHERk R € RS EEIREY], R5 A GHE (OK). 481D (Key ID) FBGCFR 1 £ 65535 2 Bl &
$A1E (Key Value) FBCCFrRZ 15 MR

c) MilitfE.

d) JRIFINTP ARS8 ECE (NTP Server Configuration) i1 .

WS (k) T AL SOy I UFRT NTP RS 35T B S0AE, 3 A CLI FL & SR ISE 118 1 8 %3 8 e Al
TH S RGN TR0 ISE BT RS IR AR %S 51 % CLI %545 85) H11 ntp server Al crypto 4.

FE6 S RE.

ISE-PICE 51 #= #l 1x

JARHSE-PICE T AR 2ot T Roth R4 T M AL HE B AR B2 25 A P A OSBRI S 5
JESCI T8 . Dashlet Bonid 25 24 NS EIESD, A U6 S LR S
o £E (Main) MK HAZ&MEFabryE®tk . YiE Kl Dashlet #1513 Dashlet. 7F ISE-PIC ', Dashlet
AL E . 7R F 4% Dashlet, X% Dashlet {AE ISE [ 53 hA P HE4t . Bl ooR 2%
P& 1) Dashlet. 1] H] Dashlet fl4F:
s WEN B9 EFR (Passive |dentity Metrics): B MATEREL K ME— 2 &1 R 8. KA E
TSP R B A b3t G A AR B, LAY AT & I P S5
« B2 (Providers): $&AERE 7 i) ISE-PIC $241LHH 7 G405 B. nI ARG E ISE-PIC #8075
NGBV BHR IALED I8 R s MR BERE U Bl fs B B, Active
Directory (AD) FRl#s FIAREEER M #F2 7] 45 By ISE-PIC M AD W £ (AR AN R 2
AR MRS H GRS nT NSRS H & B I b g a2 .

* AP (Subscribers): il iR % ISE-PIC LA S35 B .

c RERFZLEE (OSTypes): A LU /R ME—#RAE RS ) Windows. Windows %
Windows JRA R . FRULFE P AR S5 RS 2R A, {1 ISE-PIC nJ &if] Active Directory LA
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| Frsa1ER ISE-PIC
NANETR L |

RS B e Dashlet 152 275 1000 N4% H o A £ i B0l i KB H sl
%A B BBk Windows DA TE ZHRAE RGRM, I LITH % ISE.

« Z4R (Alarms): F 7 G0 H 4,

« Hfth (Additional) ¥ 27 PIC _L3Esh21E, LA PIC REH RS2,

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [
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59 =

Active Directory 1E ¥R 25 F0HE £ 12 [

Active Directory (AD) #&—Ff = & 24 HORG BRI, v AN - S5 R, GAFEH 4. 1P i
BRI A

AD Hlles (BEzh B k55 Tl WMIBRM AD WS S 6, i e A P00 25 DU Jei o A 57
ARFNT7iEKG AD FIEF P G AR . A 0% ISE-PIC S A 1 JLABSI 25 R AR 7 R B 1 el 45
B SRR . 28 31 I

T BLE Active Directory PRMIIAY, 34 mT LLPRIA L & 5 /5 FH LU HARERI 2% CEN AT Active
Directory 1EA¥) :

* Active Directory /0 , % 33 71

A\

E  AUAE Windows Server 2008 A 5 it A I % FF Active Directory
B R,

* SPAN, 541 1T
o KunERIEE , 2 65 L
Ak, TCE Active Directory #RIZS, PMEAEWER P A SR ADH 4. & XF AD. fREL,

SPAN FI A% HEBMAEH AD I 4. ¢ AD IHEgE RS, S IE Active Directory H F
o, %22 0.

* {§ ] Active Directory , % 17 71
* Active Directory W& , 5 28 1T

{& F Active Directory

1E M Wi s B0 iR %5 Be'E Active Directory £ &% 2 BT, 15 OR:

* Microsoft Active Directory i 45 %5 A 4 B 7E M 45 bk #3028 f . IF A B M4 bl #6 4t (NAT)
Hdk.

* F T IMAHAE 1) Microsoft Active Directory Mk P 44, HARRCE N FIOERKINAE MU 1

SRS 5 Wz R0 %25 (ISE-PIC) EIRFIER, R 26
I



Active Directory {E R iR gg iz tizs |
. PassivelD i & |7

o BRARIE CUIERAIC S DNS 448, A6 M ISE-PIC 0 & 2 i HLAS 1) = n 2 4k o A7 GRS B,
15 S [HDNS IRk4a , 5513 T,

o [F25 NTP RSS2 (AR B o B ITEAE R, 155 M5 2 F G0 TR A 9 25 I5F TR) IS0 2% 2 14
- T

\}

AR I AR R ISE-PIC ¥4 3 Active Directory I & BLIAE ), 575 4R & (Reports) R AD %%
MRS . ACEAE R, WS R . 5 138 UL,

PassivelD i E A\ ]
ISE-PIC #2417 5, Mol DUEAA PSR Active Directory it & A 56— N P S0 #R 4R 7, DU
M Active Directory #2CH F* Sy i A ISE-PIC BL'E Active Directory, 0] LR ALFH J5 Be B HAD
AR PR RE . — FUECE T Active Directory, A Z0ECE H - (5141 AR} Firepower 55 #LH 0y
(FMC) 1 Stealthwatch) ,  LUMEE SO RN - Htla 1% 7 o A7 R P PRI B, 1S B

, #5671,
FIAZHI
* Tfi{& Microsoft Active Directory IR 55 #5 A GE B 75 M 28 bR e 28 Jo . IF HLAS AT W 2 i ki 46
(NAT) Hil-.
* BOR 5 AEH TN VEY) Microsoft Active Directory K P AR, FE H KRR E A T YOS e ) B 0%
i,

* Hfif# ISE-PIC {E4k 4 IR 55 %% (DNS) F HAT 4 H o {1 C N ISE-PIC 1EAAHC S 25 7 i W L2 1) [
k. HXREAER, ESHDNS R4 . 5 13 1t

TR KOOEFFETT > BN N BB ERSME” st , ShiEshgHms.

RGEFTIT “PassivelD & :
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| Active Directory £ R S FniR (A2

PassivelD X E |7 .

[&] 2: PassivelD & &

PassivelD Setup

# Welcome 1 Active Directory 2 Groups 3 Domain Controllers 4 Custom selection 5§ Summary

This wizard will setup passive identity using Active Directory.
If you prefer to use Syslogs, SPAN or API providers, then exit wizard and
Identity Providers of all types may be added at a later date.

Domain DC Host IP Address
Cisco.com DC1 Cisco.com 10.56.53.76
Cisco.com DC2 Cisco.com 10.56.53.77
Cisco.com DC3.Cisco.com 10.56.53.78
Cisco.com DC4 Cisco.com 10.5653.79
80
, com DCS.Cisco.com 10.56.53
. com 10.56.53.81
6.CisC0-
Cisco.com oC

PR2 SET—F UGN S,

IR 3 K AUt Active Directory I fURIME— 4K Fi AT RUERE K Active Directory SIFII8 44, SRJ5 %I Active Directory
EH G P AR 495 Active Directory WE I TESI{E B, 152 Active Directory B , 55 28 i,
TR F AR T A4 R A, USR] T b M4 e 1) A7 342 1 s (DC) o

SBA4 ST —H A X Active Directory 2H I8 Fh B AR 3 BOATAR) FH P 4
Active Directory F F AR IEAE F— 2D P 1) Active Directory JIA s H 3l 57

SIS N T—, EREUEN DC, MRS < BE L . A F— NIRRT F IR E DO, SERUE,
HF—%,

| SRR 5 Ew A S EEE (SE-PIC) BIERIER, WA 26



Active Directory {E R iR gg iz tizs |
. 1% & Active Directory (WMI) #7128

PIR6 midnRH LS T

T—5#tta

%FEH Active Directory fit BN WA BEREFING, IE T DURHARC B A b R P 2R . A OGP (S
Ko WSRO . 95 31 0. BbAh, BUAEE W ARG E 17 58 SR AR 252 3R BERE P itk
FIMH B E R AREAER, WS, 567 1.

4+1% & Active Directory (WMI) #7328

B WY Eh S RS BidE Active Directory fll WMI, i51#i /] PassivelD W H AT , &5 18 7 sifg A

R, W R:

1. P& Active Directory ¥Rl %%, 1EZ VNI Active Directory JIA s 3K AL ISE-PIC 15 AU F
AR, 5520 UL,

2. 4 WMI A& W T4 AD G4 1 — a2 A9 /B EE Active Directory 4% il #8511 35
Z[{#unique 36,

3. F'E Active Directory, LA ISE-PIC £, 152 X442 ID Bl & WML, 2 23 i,

4.  (A[ik) ! Active Directory 32ULFLF , 55 24 T,

70 Active Directory N 5= 5515 2 &L ISE-PIC T3 S I ANELZNA &

FHIa Z |l
ORISR ISE-PIC 5 k] LAY NTP g5 s« DNS g5t dulefas il s A4 Jay H 7 R 55 4 DT A1 1) ) &4
fio

WA E N A BEAE ] Active Directory A FH M. RGEH & SPAN R uq iR 2%

FIB1 EPHREIZF (Providers) > Active Directory.

$IE2 TN (Add) I A Active Directory in X 52 FR (Active Directory Join Point Name) 1 & Hi A sl 4 R 5 3 77 fik
PEZFR. HRVEIE R, 53R 4: Active Directory I s A FR & BRI E O, 55 28 T,

PR3 gl Submit.
LB IRERE EE SR T 11, 9D e S 5 EORERT QU A I RO Bk b G REESTETIN 36 Riali Yes.

RS, WHRARC B 24 AR AF Active Directory HRICH , HASHATA] ISE-PIC 5 25 I F)i% 3K

S A L TR R Active Directory JI £ 5530 R EHET 5 T 4R48 (Edit). R BB mAE R, Hhas
FiT A JRL ISE-PIC 1 fi WA DR A CHE4IME R, 1EZS 3R 5: Active Directory AR 1, 5 28

WS WA S ALEPER 3 AR, 5% A DG EE ISE-PIC 15 s 55 1 R IEHE, AR5 s (Join) #4 JEFR}
ISE-PIC 15 si N A2 Active Directory 5.
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| Active Directory £ R S FniR (A2
5 Active Directory A 3616 B#4 ISEPIC BamAzlzmA S [

I RO PAT SR, R CORAFEC B . Bk BN RN 2 AN SR ISE-PIC 5 s, i 24 1 ik
FHHIH P 44 R 68 s 2506 T BT INNERVEAR AR [A) o 0 SR 75 AR () FH P 44 R0 LI N BEAS R ISE-PIC 71955,
W) 6k S8R ISE-PIC 5 543 3l $AT I AN B4

HIR6 EAAI (Join Domain) X IHHEH 4 A\ Active Directory ] J7 44 Rl
TS B DL O P A4 RV it DS o0 MR P B ) BT A S ) 3% (DC).
FHFIANERAEI ARG N AAAE T30 . Wz 1 2 e - Hofh sk b sl 3h, WA UPN fF5 3@ P 44,

jdoe@acme.com.

HBT (A[ik) kg ELRLR B (Specify Organizational Unit) &2 4.
L JJRL ISE-PIC 5 AL # K F 247 T B CN=Computers,DC=someDomain,DC=someTLD LM ¢JF5 2 2L 2L Hfrrh,
Mg A EHE . SR} ISE-PIC 23 7E4RE IALZV AL T RIENLAS IR, W AOZHLE K OAFE, Wasfizlik
PUIALE . WIRARSREH L AL, B ISE-PIC ¥ AL FHERAAL B . N A58 8 n] 73 B 44 Bk (DN) 4% U el 1D
AT Microsoft B0 REIATR B AT, BN /+=<> HATRE . AR ZERT, 2R R (V) B S i,
OU=Cisco ISE\,US,OU=IT Servers,0U=Servers\ fll Workstations,DC=someDomain,DC=someTLD. I3 +FE K/
2B, WBARTEE P ILEENE. I Active Directory d2 i, %836 n] LLSE gt i+ SALIK /- 147 B
I8 midifAE (OK).
A LR L AN E NN Active Directory 38177 £ o
WA IMAERAEA KT, MR G2 W RO B o RGN S0 R IO R T A B s e H &
R TN SERG, JEEL ISE-PIC 5 58 H AD ZUAD6E I ) 22 4 bR iR 4T (SID). J8EL ISE-PIC H 3l A 4 SID B8
R . IR DR AUV I I R 5 Ak
TR L dh> DNS JIRZS (SRV) idsx, 0] B Joizs B ISE-PIC A Active Directory 35 Cllifz il #5 A 2 6 5
LA B A & H SRV LK) o TEZ YLLK Microsoft Active Directory SCA%,  PASRIUHBEHERRE S -
* http://support.microsoft.com/kb/816587

* http://technet.microsoft.com/en-us/library/bb727055.aspx
IR {EISE e MR 200 M hlds . QR IRIRE], Gop el 81 <DC FQDN> I Hi% -

DC #UH H FU AR KMH 2007 (Error creating <DC FQDN> - Number of DCs Exceeds allowed maximum of
200).

T—%Mit4

#unique 36

lC'E Active Directory /41, 55 22 1L
XS ID L E WML, 5% 23 T

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [
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Active Directory {E R iR gg iz tizs |
|

N IS 25

HIE 1 EPIRMIZRE (Providers) > Active Directory.

HE2 L Pl Active Directory NI 551K R EHE, X5 Hididwig (Edit). REUK BonifZmAARR, Hrpd
A AR ISE-PIC 5 fi 9 A (8 R HOIRES . A RTEAIME B, 1S 3K 5: Active Directory IR H , 28
28 i,

TIR3 ER TS SIS IR (DC), %% DC 18 AEE.

¥ 42 PassivelD i, SXJ5 .70 DC (Add DCs).
WA LB IR SCAEH T AR s 2 07 1 I SR AE, SRS LR RE (OK).
W s 7R TE PassivelD IEI-R ¥ “Idz 448 7 (Domain Controllers) #1J5& .
WS B
a) MCrPREETEE, RJA iR (Edit). REOK Lo 4EEINE (Edit Item) bifs.
b) B, GRS B AORTEAE B, 1 2 Active Directory W E , 5 28 T,
c) WHIER WMI Ppill, 1 HHBLE (Configure)Ul HANRLE WMI, ARJ5 Hdlhis (Test) LAMNAIEE: .

DC HBE D)L S DC e A NREATE BE, SR AL SR IS D0~ 8 % DC iy .
R DC iR I E el Bk, WA ERAE I e IR P 2 K. 2 DC IKEAELN, AL
SER ARSI R A AT (B .

N

AR UL ISE ASCRpR R S b 4 T B B e SR

fic & Active Directory Fi P 4H
liL'E Active Directory H F' 4, DAL AT IEAEIE AN [RIERDIAS AN Active Directory A FH 7 B 4345 B
. e, JERFISE A H 22 bR PART (SID) 5 Wik e 20 44 FRAS WA 1) UR 8 s ZH i) . SID 4t
HERA IR 20 43 B UL B

FIB1 LR HEIZF (Providers) > Active Directory. s il H g i ino &4

$£1E2 i Groups LI .

PRI PATLL FERIEZ —
a) HI%EFE Add > Select Groups From Directory DL FHLA 4.
b) WKUGEFERN > RANLALLFZhasmal . &n] LRI SR AL 4 P51 SID, ] UL 44 Fr IF-4% Fetch SID.
XFF PSS, R AR AT (7).

LB 4 WRETIERA, Eol U pEAs TR, i, A admin* /AR &M, SR )5 sl RetrieveGroups,
BT 25 LA admin FFSkAIH P AL S0 T DU LS (%) BRI L K . — AR R 500 M.

WS AT F TR ROR IS A 55 0 1 AL ERE, AR5 i OK.

W6 WIREBIERET A Ingl, RN &R SID.
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| Active Directory £ R S FniR (A2
sz o g wm i

$®BT SHEHmE.
$IE8 i RTF.

iR WERMMERIEA A, AR5 B AL A R A4 AR 4, a2 s il Update SID Values LL i 1 it ) 2
SYBCBT SID. JHEZJ5, SID 23R IRk 5 BBl 8.

X#EEh ID B B WMI

FrIEZ Bl
PRI H AT Active Directory 3 B 53 AGIE, IXAEA REXHTf] AD UL E AT H k. iR CAEEIE
(Administration) > %4t (System) > &3Z (Deployment) XI5 s Jid %80 1D
3
;:.”;:)'VN'V:!;IEVCCGS List > atlantis | - |
HDS::;: atlantis.rtpaaa.net

IP Address
Node Type Identity Services Engine (ISE)

. FRole STANDALONE Make Primary
o Role PRIMARY = Other Monitoring Node
Policy Service
bl Sesson Seoes T Include Node in Node Group | Nane
Enable Profiling Service

Enable Threat Centric NAC Service (i

(] Enable SXP Service i Use Interface | GlgabitEthernet 0

() Enable Device Admin Service (i

Passive Identity Service sl
(7] Enabie Passive Identity Service i < Passive Identity SErth\Ee enables an enterprise to connect to domain centrollers and subscribe to authentication events.
Personas

[ pxGrid @

$E1 R FIRMIEF (Providers) > Active Directory.
WIE 2 Eh PN Active Directory DA SUSFIA R EMNE, K5 midhidwiE. R0 W REMAMBR R, Hhadf
SR} ISE-PIC 5 5. Wit LIRS . 945 R, S 5: Active Directory JNIAGE I 11, 25 28 L.

PRI R “iah ID” IR, AP 2 5510 IR EHE, AR5 T ECE WM LU ISE-PIC fEfS B shic & Tk
R T 5% o

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



Active Directory /£ A RN g Fnig i |

. &1 Active Directory 12172 F

& 4:

The connection was tested on rtpaaa.net’
active node.

Connection to established
successfully.

Windows version is 'Win2012R2', NetBIOS domain is
'RTPAAA'. Query for history events succeeded.

BTN E Active Directory FHIE s il 4% sl AT B 10 BUZEA T M B HERR 38 Z 784 Active Directory 55 R} ISE-PIC
BRI AT PR AT, B 153 L.

[ 5

‘=12 Active Directory I2{EiE/F
G I E Active Directory JIA R 5, i LR AR5 488245 B Active Directory #RII# :
o Xf FH 1 HE4T Active Directory 201K , 28 25 1T

B 59 BRE5I S S1EES (ISE-PIC) EIRISE, KA 26



| Active Directory £ R S FniR (A2
%} F3 P 3#4T Active Directory 483113 .

o 51T A Active Directory A , 2 25 7T
* W7 Active Directory [i]# , 3 26 1T

* B Active Directory 1% , % 26 1T

* JHF% Active Directory Bt & , 2 27 1L

* JA H Active Directory Wi H & , 26 27 70

Xt Bl Fi#4T Active Directory 2873z
O 7 T E AT A Active Directory B6iE FH 7 4. 40T DORE AN I BN RS AT

$IB1 IR IIZF (Providers) > Active Directory.
P2 EHLLUFIEIZ —:
o BEXFATA NN SIB 4TI, 1E MK IkiEFE Advanced Tools> Test User for All Join Points.
o BOOREE I SUEATINER, I IEPEZ A SOF S Edite EREEER ISE-PIC 15 st it A A .

1% 3 1F Active Directory A 7 (B ENLD BIH P S,
TEBA EF MR, IR EF AR (Lookup) BT, WIETE P 3 RSN
PR WERGOEXFTA A ST BRI, 1 2P 0 Ha A7 e ) SR ISE-PIC 5 5
FPR6 M Active Directory fr R4, 1L “KRAL” (Retrieve Groups) Ml “FrZ gL (Retrieve Attributes) &IEHE.
PRI Rl Test.
RGN W MR ERAE B &5 AP IR . 3X Le P BRnT 5 Bl e 5 st DRI AT R B

BB DL Active Directory $AAT RN HUE IR AT 5 I A] (AR 5047 ) o Gn S A BT =5 IO e () ik A1
SR ISE-PIC #4575 B,

& E 5 5 HY Active Directory I

T T LAE ] ActiveDirectory Ui _E (%5 R R B2 &5 45 € RHISE-PIC 15 i) Active Directory
TN SRS BT R} ISE-PIC 5 55 BRI FTA A siF 3

S EFIRMIZR (Providers) > Active Directory.
$1E2 il Node View.

PR3 M ISE Node FHz iR HEk££15 i
RIEALAT B Active Directory [FPARZ o WERHSE AT 2NN R AN UL ISE-PIC 15 5d, W HUBT LR W] e
BELr PPN 1H] o

P4 AU A Name 8682 LA 421% Active Directory I fUTTIHT, AR5 $AT HARAE & 45 o
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Active Directory £ i s fniRies |
. 2147 Active Directory 2] 33

FIRS rISEHRE S 10 BER DU 2238 W TR DA € WS AT SRR R o 2 W TR B R RN s R I
B2 W4 R .

2l Active Directory 2] @R

W T HEERA EE ISE-PIC 15 51 HIsAT kg 4 8FL ISE-PIC ff ] Active Directory i}, it
Z LR A 3 RAFIZ W Active Directory & JF AT — 41K, DU I w] 585 20 D) i sl B e 1)
]S

JELISE-PIC JG¥EMIA Active Directory B AT S B8 Uk 2 A5 K. b T B35 By A DR 1E A 1
T4 JBE ISE-PIC #£23 Active Directory [FIRT#E55 T % CHATE TR MM 45, B KRG E L
BIEE . P S SRS ) . b T DB PR ERR B T X AR, 5 I R 4 75 27t ke v ) s
JZ B ) L

I

$IB1 PR IIZF (Providers) > Active Directory.
T2 HiBR T A (Advanced Tools) T g%, i%E#i2# T A (Diagnostic Tools).
LR 3 R EEAT SN R ISE-PIC 9 5.

W ARE R DR ISE-PIC 5 5t WAERT A 15 2 Lis 47 I
S 4 EPEEE N Active Directory JIA £ o

W RANEFR: Active Directory B s, WIZEFTA I s _EIS4T 001K
LIRS AT LUEH EdL RIS T2 WA

o ZOLHNISATINA, LRSI ANIE TR (Run Tests Now).

o ZHFRIAIRRZ AT, 15 IETIEITIT RN (Run Scheduled Tests) 5 I%HE -4 & w0 200E 4T M 1 46 B 1]
ANTEIRG CLLANE S REUE SR o SR TR IS, REAET A1 RORSE] s AT T2 Wik, Jf 72 E 5%
T ThAR b 4R dashlet i i b .

FE6 PHEFMRIENE (View Test Details) 1A H A7 15 sl MR A IR PEGE 5 L
PRAVFEEBISATR E N 45 1R IEAEEAT RN A B Ry 2 DR

iR Active Directory 13
WA F5 ZEAE M Active Directory BN U 7 443, WIWT LR H Active Directory 1.

M 24T St i E S R ISE-PIC I H G & B7E A BRI 05 I S RCE I, e HATIR thER A, M
4 0B} ISE-PIC 75 i 55 Active Directory Wi JFi%4: (W CANXTT 2D o (HEZ, A2 M Active
Directory 3 ] AR} ISE-PIC 15 sk /o FATERIEAE A Active Directory #EiE A Admin [ 1/ $U4T
R HERAE, X2 AN Active Directory S BR 7 sk /o 75 8 SUSR} ISE-PIC EMLA T, R
AR AE
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| Active Directory £ R S FniR (A2
fiF% Active Directory Bt & .

HIE 1 EFRIRMIZRE (Providers) > Active Directory.

PIR2 liEPFﬁﬁ'JLﬂ'J Active Directory M i 55 I SIEHE, R riilidRiE. RO/ BB MAGREE, b sia
BURFISE-PIC 95y W A0 NLHRE . AIRTEAIE R, WS04 5: Active Directory JIA/IR & 11, 55 28 L.

TIR3 Jz'gtlﬂ,mﬂ ISE-PIC 1§ i 5510 I RIEME, SRJ5 ridiB H -
FIR 4 i\ Active Directory JTI )7 Z AR, AR5 rici#RE DO H iz AR ISE-PIC Hodia 5 h M ER LAz 1

Wi N Active Directory FEiIE, U} ISE-PIC 5 £ tH Active Directory 3 Jf: )\ Active Directory £# 2= H i[5
JURL ISE-PIC Bl .

PR B Active Directory 4 i th i R R ISE-PIC HLAIK /', HEALHEAILTY) Active Directory FEIE2A 20 R AT M
S BRI T AR o

LIRS WRERA Active Directory EiiE, 5L RATAEIERIEHE, AR5 AT HE.

Wk R Hg B SRR A EAE, )3 VR ISE-PIC 15 siffiE H Active Directory 3. Active Directory & B {3 b
F-hIMER In AR ZE Active Directory #8178 1 32 251K P .

ffiB& Active Directory fic &

WRIEA S HFEE Active Directory U EAE RIS, WIN IR Active Directory L& . WA H
IO FA Active Directory 35k, TS ) MHIER AL E » 4807 LUE M4m0 AT 0 A R8I 0 A8 3. dn bR
FECE S DL B s, 20K LR ISE-PIC

FHIRZ Al
iR 1E LB H Active Directory 1.

$E1 L FIRMIEF (Providers) > Active Directory.
$IB2 b O E 1) Active Directory 5534 1) 2 L HE .,
IR 3 KA MR AT SRS AR .
$IB 4 piidi Delete,

& T Active Directory Fi4fs FE P B BBl B . WAy B8 LU 7548 H Active Directory, %8 RJ ELEHT 248 A 2L Active
Directory FC & .

/2 F Active Directory i8it H &

BRONTEHL R, A&t Active Directory i H & . i H Active Directory i1 H i 1] fg 2 521 ISE-PIC
PERE

L1 EHEIR (Adminigration) > HEIERE (Logging) > @ik H REBLE (Debug Log Configuration).
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Active Directory {E R iR gg iz tizs |
. Active Directory X &

HIE2 Hl N FREL Active Directory Wi /55 & [ Cisco ISE-PICTY f5 550 (A Bk f4 41, KX )5 i 4m%E (Edit).
I8 3 i Active Directory Wik el, AR5 Rdidmig (Edit).

$IE 4 M\ Active Directory 557 ¥ F sl ik # DEBUG. IXHAFEHT IR, 5 verbose Hiki. BURMFEHEHE, THIEF
TRACE.

LS PHRTF (Save).

Active Directory IX &

Active Directory AD J& T M A 58 CRREH 28 1P bt #5204 HRS R B35
B I A A G AR NN SR B BRI PR Active Directory #R 2%, 15K IKEFHRHEIEF > Active

Directory.
HIRVEAE B, EZSIAIN Active Directory I A4 R ISE-PIC 5 S IMAFRRZIIA £, 56 20
i

WKUGE PR 2 7 > ActiveDirectory, 2R 5 1E h ZE g I s Jf i dmig . AT “ A" BEss,
T Ik PEIR A2 FF > Active Directory, 36 28 I NN =503 AN .

% 4: Active Directory TN\ s AFRIEEMMNEE A

FEAR i8R

NS EFR %?‘Wiﬁ%*ﬁi’mgﬁj\ﬁt CLCE N A i — 44
P

Active Directory 38 BET SIERE R Active Directory 3k 3847

WEER X g HATE B AR 1 Active Directory FH 7 1 H
SRR IR AR

Con) X J2& Active Directory HC B RIS 21 04 1) 25 i) o

BRELHLN BT o N B L PR 2R A A R

TR EIE TR B P A AN, LU T M i
BT s (DC).
X T ARG, AU PR L.

RIRIEFEIREF2F (Providers) > Active Directory.

= 5: Active Directory T NARHE O

FE AR kil
I SE ¥ 45 (1SE Node) LR 2 1Y AU URL.
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| Active Directory £ R S FniR (A2

Active Directory i & .

FERAMR i AR

ISE Himfata TR BRI N RUE R B Y

W FEORT ST BB Active Directory ..

i 88 Xt Active Directory (K15 55,  BEFFE7R T A4
7 Active Directory 3 HH % 12 21 F 5 i 15 1 9%

uh PORF T8 8 ISE 22tk ARG, 5SS

%% ISE-PIC FHE 25642 ISE 3¢ , 55 125 Ui,

% 6: 5N ID HH=HI 2% (DC) 53R

FE 15t AR

o} s A T 1 AR 45 4 10 e A B E SR A

DC E#l Sl i A BT AE 0 AL

ik I T58 % ISE 223 . 1 RHAIME R, 3
Be# ISE-PIC JHE 35682 ISE 223, 55 125 UL,

| P ik S R 1P Hiuhk

BEAE 03k PUR Jrvki 2 — 4% Active Directory 342 il #%

IR S B -

* WMI: i ] WMI BRI B I % Active
Directory.

o REAFR: IR O AUHR A Active
Directory [ /75 &, 1HiEF “4X
B (Agent) B, FFMN T R8I kBBl
MEARHE . ARBEMTEAE S, S
Active Directory {CFE , %5 33 i,

& 7: 4% ID WA HIRE (DC) g O

FEAMR 15 AR

E#1 FQDN A NI 28 A TR IR 55 4 11 5 4 IR 1k 44

1% AR NI IR e — B, DU ARAA bR R I
Pl

BR# FF-Vj il Active Directory [¥)%5 BE 63 (K ] /1 44 .

Con) F-F-Viil Active Directory [ FE i ) 3 05 .
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Active Directory {E R iR gg iz tizs |
. Active Directory X &

FERAMR tAA
7 Tk PUR 52— 4 Active Directory 342 il 3%
R 5015 R
* WMI: 8T H] WMI JeAili 5 it B 4% M % Active
Directory.

o ARBLAFR: WU o ARBER IR Active
Directory {5 5L, iHiE#E “4X
7 (Agent) VMY, FEA N RLAIFR Ak FEEAl
FPAREL, fREMEANGE, ESH
Active Directory fCEE , % 33 0L,

Z4: M Active Directory >k & XCRIE HE Active Directory 2H, J H. vl T & IS £ Active
Directory [f141. 47 5% Active Directory 74115 5, 525 https://msdn.microsoft.com/en-us/library/
bb742437.aspx.

WL R R T2 F > Active Directory > BRI E -

% 8: Active Directory SR i1& &

FER AR 15t BB
i FEE WG U5 MR28 S E O B ] s s SR R s i)

Bto JABIECEH R ) #ish S0 IRSs AEREEAESL
AT G O A A R N R BRI, 2 A PR
MEAEFTHEBPRZEN e ORRF L] B R

AR &EZ A E FI AT LA S I () o 48 S iRk 55 2 1R
DC g &g, (H2 DC R A
AN AT R TR Z AL ), ISE-PIC AL
B 5 P 5 S PRI 1] TR g o

NTLM it E #0] DLk NTLMv1 58{ NTLMv2 {E S ISE-PIC #1
DC Z [l ZE il s NTLMv2 & 2 BRI
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i T 4$ ISE-PIC Be 1a) 1] FH RSSO P 3REES 05 B, 20 1 JE L & ISE-PIC 45 2%,
CIEER G R

B T AT L ISE-PIC T A7 $ (AR P AR SR R P4 (5 S - 7K Active Directory FI7E4I{5E &,
W2 Active Directory 7E AR ZS FERALRE S , 2 17 L.

BT LLE SCT PSR A 7 28 2
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1ERERMZS, AD
iz WMI AR 4%
L2 B BT
P &4,

Ak, AD AL
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) .

R

Active Directory 3
P R IS5
ar L2 A 32
R H o AR
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Directory HTH /*
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28]

B At O A AR
Mz LASE, dREAE
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e R A TR At
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BT ES AT 4L
by RS AT ) 2%
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Directory £ 421X
S5 B

Active
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il

WMI
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* IP Hizhk:

* ik (Domain)
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P EZRIES I
PR . 2R 17

g

~

SR T 4 B
SRS AR %
HeMAREE

s 4
o IP Hhhik
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Active Directory
REL, 5833 0L

WMI
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65 1L

G I e
] SPAN, LK
Kerberos 5 &

s 4
o IP Hhhik
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ﬁ
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Active Directory {X I .

IRHIERF |1 BR%E (B |HA WERA R BRME | O EE
A (R g B2
M2
API $#2it | 8] ISE-PIC $24t |fE N RESTful API. s P4 APL{RAIERE T
IEdAE () RESTful API /It |REST API % | LL JSON ¥4 % —— 37 01
5 NG FE hy 5 JUGHEATIE | ERH R
RESTful APL %) [f5IATMR | &4 o ity 1Y [
Ui HEAT JAR BATAT | 5. ;
ARG 5 1 "
G R
RGHE |[BITRGHENLE | WA | REHEHL sl ARG H G
AR ZEH P &1, GiH& —— P, %43 T
4% MAC Hidik. HER
gLy * MAC il
» DHCP o J5
IR 55 2%

pEL

pxGrid SRR 25 1l AR 200 N, DU G e 7 i 3. WRRAN T Sk i L 200 4,
VARSI R AR HEBAIFAE T — kb ik
U1 ER pxGrid FEAR K — BN F] A RRSE R BRI 200 A gifl, & AT BRI AE EU1 I B 22 1) A A7 R A7
fE UL A XA RES N pxGrid AITERE .

* Active Directory f/RFE , £ 33 1L
« APTIRMERE T, 2537 )0
* SPAN, 5541 11

* R HERARET , 430
« WIEWEN GRS . 2 64 TL
© ZuRERMEE . 3 65 T

Active Directory {18

MISE-PIC, 7E Active Directory (AD) Ik # ] 2% (DC) Bk 02 i 55w LIMTRALE GRISHCE) ZEEAR
M 32 A7 ] RIS I8 (DC) AREE) , DI AD B R S 00ME 8, RIG B G4y ik sy ol
B . AREESIN AR 2K Active Directory FH T HI 7 B 5 S — Pl PRud s 2 g vk g %8 AR B m]
AL T, WAl dedE AD B, JFH-— B 223k, eIt e gtk ISE-PIC [tk

ARBE AT |1 ISE-PIC A B 2RI E, SRR LLTFah R LT 238, ey, SR ERU M DL
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e |
. B 5% 2 3EBE Active Directory {12

o ACHE K H SRR SO B UL R #4412 : Program Files/Cisco/Cisco ISE PassiveID
Agent

KRGl A4 )y PICAgent.exe.config EL & M4, SRR H &l k).
0] DL ZIC & S N T30 53 e H &S e & 00 -

* CiscolSEPICAgent.log S5 i H i id sk 1 B — i A7 o

* nodes.txt SCAFAL S E APl S ACBLBEA TS I T AT 1T LR . BV R PR P ISR AT
Fho WIRTCIEVT LY i, ACBLREARYE 1 by P AR EL e nlilifs . W T Fahede, o
FIFSCAF I NAT S IP k. (CFRahsk Az wedssel)h, I AEE TTZSJJE%‘}?WI#FEKXTEI
BATHE . ATIT3CH, ARG AR 2SI S sl R 4 s TP bk

 J8F} ISE PassivelD fCH RS AENLES FI24T, ST “Windows IRSS” SHiEHER FRIZHL 5

* ISE-PIC 5% % S ¥ 100 ANekdsshilas, A MU R 2 n] DL 10 M F2s . I 100 M
PR, R E 10 MUHL,

* f7F. Windows Server 2008 [ 5 i hitA b3 #F Active Directory Q3 . W IGIE 2 2R, X B
150 %58 H Active Directory #RIIZS . A RTEANE B, W52 Active Directory 1 4y #0173 Fl
Y SR O R VAT

\}

ER WA RS A FIsAT AD AREE, &S5 7E Active Directory H1 A ] 8 Sk E K

H R 3= HZFE Active Directory (L IE
A SR T B M R 0 FF P 5 BT, A DA B M 8 S 2 R 8 1. R
AT ISE-PIC [#)%2%5, i Ll FAiR ot [ANs Fah s In, AL L e ALk
W R, TAEERIA WML DL RO T A0 [ 5 e LT A L
FHEZ R

o MRS 25 i 0 AH 9% DNS E&%%%@aﬁ&mﬁﬁo 7 2% ISE-PIC ] DNS AR 2523 lic & R 0 HE g1
B, 15200 DNS 4548, o5 13 170

o WAARAEFE E ) TACH K HLE8 | 55 81 Microsoft NET Framework, L H ERA 4.0, 555 NET

Framework [TEAI{E &, 155 % https://www.microsoft.com/net/framework »

s QI AD IIA KL, JERUSIN— AN . A CEIE A RTINS B, 124 Active Directory
VEN BRI GRS BEREE . 28 17 0L,

%} AD. A3, SPAN MR HEERM 2 F AD FH /4. F55 AD 4I0TEANS ., SNl S
Active Directory 41, 55 22 1L,

HIE1 EPHEMIZRF (Providers) > {RIE (Agents).
P2 ZRIEE S i, i AR TSR R (Add).
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| e

$IE6
IR
$IES
PIE9
FIE10

TEN

F 1% 58 Active Directory 132 ]

BRI L B ) 2R B AR ML & PR R 1 EHL b, IR REERE FT K IE (Deploy New Agent).

HE A BIHT B, DMEIEMECER . A %TEAE R, 12 Active Directory fRER RS , 5 36 Ui,
HERE (Deploy).

AL AR PR R 3 A B e 20 L B, IR E . AR BoRTE “Agents” (fRBR) A% T, If
AN T IR AR e s A, Wb AR A .

PR T2 F (Providers) > Active Directory L2 & 41l & 1 BTG B2 5.

BT A TR T O A B N R ) B

WEPEME BN | D (Passive | D) - DAL B 58 AE A i $2 45 1 16— 0 1 vAS n Fry el 1 45

TEPEIE T P O A B R M i s g, AR5 i 4maE (Edit).

MBI (Protocol) FHz%EH, EFKIE (Agent).

MAKEE (Agent) FHr g HPIER QIR R SN EI@E MR I/ 4 R AR Cnia) , AR REHR
17 (Save).

F R EFERE Active Directory (X IE

N
o
L]

i
g
N

B

35

AN
$ B
~N OO 61 AW

B

P BB SR AR Py LA Pz s (O T B i, AR 022 A 8 b M 55 i sl il b AQRE
A ISE-PIC A8 ke, Wl AT kAT 222388 AahsiTFah 2 de)n, AR E O 24 M REKR
I f e RS, ARERA WML DUR SRR U] T o] T30 2231 Be BAC R DL Pl i 25 o

Fi&Z 8
o DRSS 25 o AHOC DNS RG2S H B R AT k. 5 5¢ ISE-PIC ) DNS IR 45 2% H0 & 223K V{5
K, iEZ 4 DNS JIRS2%, 513 10

o WHERAETR 2 F TACHE WL 2S L 53T Microsoft NET Framework, {58 B A 4.0. % NET
Framework [J7£4145 &, 1524 https://www.microsoft.com/net/framework .

« QI ADIIA R IR RIS . ARG RITEAI(E S, 1525 Active Directory
PE TR MBS AR . 5 17 1L,

X AD. fLHE, SPAN IR H G 24 AD /4. o AD A 7E4IS B, 55 W fid &
Active Directory /41, 5 22 L,

R A2 F (Providers) > X I8 (Agents).

mii TEHAIE (Download Agent) LI % picagent-installer. zip X IHFHHT T34 8%,
U6 SRR R 3 S AR HE Windows | #3043 .

K zip SCIFE TR EHIHEAT 2%

M ISE-PIC GUI H', [AIFAKIXIEFAREFZFF (Providers) > {XIE (Agents).

TERCEHAREE, 15 MR I TS s oA n (Add).

BIRCE O FAL e ARBE, LR E MBI (Register Existing Agent).

HE A BLIHT B, DEIEMICER . AEHE R, 152 W#unique_52.
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eiEF |
| BB

FE8  HilifRTE.
ARG AR E . APIIAE BoRAE “Agents” (fUFD) kg, Jfnr BT Wi e B hlEs, bl N DR

$IB9  IKIKEFHRHIZRF (Providers) > Active Directory LA & 24 Fifc & 19T A N 2

W0 SN S T A AR N AU R

BN EFHEN 1D (Passive | D) KEI - DAL E AR Ky 56 U4 A (1) — 3508 40 18 I iy 34 1 2%

W12 RS e a R R A s A, SRS i R (Edit).

13 YL (Protocol) FHzzlEkH, EFAKIE (Agent).

$E14 ) RIE (Agent) Py hak S eI AR, SO OIER (AR ]/ 44 s R SEAE, AR5 AR TF (Save)

EDE AR

A AE M Windows Bk (T3 #18 A 38T 3 ke AR

1 7E Windows X[ iEHEF, # 2IZFFFATNEE .
$IB2 ECRIERTPINFRY, EHIFIEREFR ISE #ish ID /REE,
SIE3 AdENE

Active Directory {XIEi% &

FVF ISE-PIC 7E M 25 it 2 EHLE B a2, AR 28 (DC) MR H P S 005 Bt
[n) ISE-PIC T ) 2 i fi5 B

ZOVERAFEACH, T KIRIEPHR AT (Providers) > {38 (Agents). 1152 [ 2 2 Active
Directory fCB , 55 34 T,

£ 10: “RI2” (Agents) E O

FERAER it

£F (LB AL 475

e SRR E LA R 4

et iﬁ%%ﬁﬂ%%%%ﬁ@%%%@%ﬁ%ﬂ
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arizities

%= 11: 35732 R 38 (Agents New)

FE 15 BB
“EREBFNKIE” (Deploy New Agent) 5 “;EMIN o “EREHRIEL” (Deploy New Agent): {EEE
A" (Register Existing Agent) EEINS:3 vt

o “YEMILAARHEL” (Register Existing Agent):
TEFENL BT QB SR 5 ML B4
ISE-PIC P& ILAREL LUR S5 -

4 N TR R R

1% AR N TR YU AR B e .

F#1 FQDN B B BAREE QR ILE AR Bk B2 A
HOCAZEE TN EE 4 .

ARz N 44 LA ) S AR ) L. ISE-PIC
F4AG X LA g 148 e B AR T

AT i N P 3R LAV r) B AR B (Y ML, ISE-PIC

H A I S AR A S 2 AR

APl 12 1t32 7

W JBRISE-PIC 1) “APLERHERRT” Thag, mliGH - S5 BN B SRR 7 BN A i Ik 4545 (TS)
ARIHEIL B PN E 1) ISE-PIC REST API iR %5 Jlak b7, mrLh | e SUEs (i T g fe 2 P, LA
AT W9 28 15 1] 457 (NAC) SRR B P Sy RO Bk S5 . teAh, Jdid S8R ISE-PIC API 44t
PR, Bl 5] (Bl Citrix IR 2% 2% E% TS AAHE, Hohpra ) #8247 1P Huhb(H 23 fid
HME—im ) A

i, fr Citrix 25 #s LIz4THIH T A4S Active Directory (AD) R 45 #2547 5 3 46 UE ¥ H - S ik £
43 WSS (R ACEE ] ) ISE-PIC 3% REST 1K, 18 =k HZEAT 3T I 6 s sl A5 Vs n sl B FH P 25 0
XI5, ISE-PIC 3RMUA % 1 S AR O HT P S04 B, CEOAE TP bR 2R IC A3 D R A I 5]
TRECEH P, B E Firepower EHHLy (FMC).

ISE-PIC REST API HEALi@ ik HTTPS Vil st REST R4 (CEH & uiiE+5%1E) , Jf LA JSON
(JavaScript Object Notation) 4% xUAE 15 H 7 S5 o 3 5¢ JSON HITE4I{E S, 11527 http://www.json.org/

ISE-PIC REST API R4 &AM ) G4y, ANE S B iZA5 B 2 D YR,  DUE X 9 [5) 5 5 2
—NRGIAFE o K B i, APT #4210 ISE-PIC Ki%—414 M.

REST API {2 12 Frift 12

Pl & T M ISE-PIC | [ 52 & i (I MM f5 - GRLREHE i%%5 ) it 7 W 4 ISE-PIC [R4RBERE Y, JHAE %
By e REF (% 73 gl /3% RESTful ik , ISE-PIC REST AR5 (i it LA R 7 kAT T4%:
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eiEF |
B 5 #5568 8BS ISE-PIC REST iR 5 8047 1%

1 AT S RaE, BRHSE-PIC 75 B G4y K UEAh . % snllas i B e FE P e AR e &
B R 325 G Ay B UE A R >R, AR5 ISE-PIC AR AR 2B AN G i 2 M CL B . REE 4R R4 fi DL
MNAFR, AT JE FH % s A ISE-PIC AR 4% 2 1) (3R 4l A5 o

2. HPgxaImgt s, gz G0ME R, JFEH AP RN 28 %0 S kA 3
ISE-PIC REST I} % .

3. BBl ISE-PIC #ofmiii F - & 035 B
4. JEBFISE-PIC [n) /7 k3% TS 19 7 0045 .

5. HEATAE, e LGB A PR BRI 5 SR, ke kad “ ek APT” i HIJF
TAERGE O W AR i R BB TD

7£ ISE-PIC #{E F REST APl 12132 %
IR UL T A2 B 0% ISE-PIC F1 (1) REST IR%%:
1 BCER . AKRVEAEE, 1ES R o SO,

2. FfRAE COE RGN E DNS R4S 2s, A4 M ISE-PIC it & % im bl as i1 ) A 2 4k . 45 5% ISE-PIC 1)
DNS R 4523 le B Z KM TEANE B, 155 DNS IR%4s , 26 13 1L

3. WESWN W 54 IRS Bl B 5 ISE-PIC REST RS HIF#: , %65 38 T,
%.

EOBDK APL R FRCE A TS AUHE, 15760 M ISE-PIC FIi%ACHE () B BRIV 0 TS
B OREEE, RIES% TS RELSCR LLIRIE X & 3% APT 15 5.

4. RSB TE A TR IE 0] APT IRGS AIR A AT R i 3K -

A WEN 54 BR% BLE 5 ISE-PIC REST AR5 Y%

4 74§ ISE-PIC REST API IR %5 i1 MRF 2 % /- s Bl A 5, A28 8 46 M ISE-PIC 7 SUZHF E %5
Uite FRATLLE XA HAGANA] TP Huhl ) REST API % ) i o

FHia Z |l

o MRS O IETINC E DNS RS 2%, a5 M ER) ISE-PIC B & %) v HLEs (K & 10 25 4k« A7 < R}
ISE-PIC ¥] DNS HR 553 H0E B RIS B, TESRDNS R4 . 95 13 1T

P11 R R “APLIRIERT” &, WA % m R SE B

WIR2 LRI S i, E AR BT RN (Add).

PBI HEIHBATE, UMEEMIRER b AXHEAER, HSMAPLLMFP IR E , 5 39 1,
P4 PR (Submit).
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1% AP1A %220 1SE-PIC REST AR5 I}

RYGARAER R, I H RS BoRE R I “APHRLFL 7 . & imBAE v LLE R AT N 25 k3% 3 ISE-PIC
REST A% -

Tt 4

BE B SR, DR S B0 AIE A R 7 5 403 A B ISE-PIC REST k%5 . 1B 2 K5 AP FH &
1% %] ISE-PIC REST k%%, 45 39 i,

1% APl i F 41X %l ISE-PIC REST AR 5%

FriaZ /i
BN GRS il 'E 5 ISE-PIC REST R4 , 45 38 T

S N AR R g A LR ISE URL (401 https://<ise hostname or ip address>/admin/)

$£1E2 7ELL M E AT API 12325 (API Providers) & K iP5 & SRR E I S A RS . H etz R, S0
g W5 S RS BLE 5 ISE-PIC REST IR IIMFEE , 45 38 L.

$IB 3 14 Enter .,
'ﬂﬂ% 4 EHPRT AR “URL #ihk” (URL Address) 7B A APL A .
®5 i &ELURH APLHH .

T—5 4t 4
WS APL . 5 40 SULAFRIRAT SR APT AL, SLARH BOLLE I 2 5 AL (5

APl {22 iR E
A

ER ny DU A SRR SRR R e AP 8 U R 440, il B s
o XFF5E 4% APL VG (wadl) - https:/YOUR_ISE:9094/application.wadl

o X APT B FINT G484 - https://YOUR _ISE:9094/application.wadl/xsd0.xsd

R 12 APIRIEEFRE

FE 152 Bf

ZFR B N IR ity 1) FH 1 BRI R A o I 5 A &
uBEAT X 2 FE E— A2 K

k| A NI i TR PR B
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B s
FE 15t BB
RE L2 B A (Enabled) DA% 7 b B2 7 5¢ i iC
FINASLE 5 REST R4S 3H4T4C H .
F 1P BN U LA 0 TP Mk, AR O OF A
DNS R4 2%, 435 M ISE-PIC I % ) S AL 2% 11
K] AR
HrP4 BIEEAE A AT 1 REST AR 45 I 248 H i —FH P 44
SR B AE AT 21 REST A 45 I 2248 FH il — 24
APl A

X8 APL I Tl JRE ISE-PIC KA FEL 8 5 4 i35 BOR1 7 5 6 Fo4F

BE: £RSHRRIESHE
e
POST
https://<PIC IP address>:9094/api/fmi_platform/v1/identityauth/generatetoken

3K N AL 2 BasicAuth #2AFRSk. $2AL5E T ISE-PIC GUI G & ¢ API 42 L 45iE . 3 07k
a5 5, 1S RAPL R E , 55 39 T,

o Moz <k
ZA kA7 X-auth-access-token. X2 & Afi FoAth REST 175 3K A B8 ] 14 hd .

* M Bz 1E 32
HTTP 204 No Content

Bey: HmAR
e
POST
https://<PIC IP address>:9094/api/identity/v1/identity/useridentity

LE R ARG KAk R I X-auth-access-token, 1%, #53k: X-auth-access-token, {H:
13f25d81-3ac5-43ee-bbfb-20955643f6a7

o Mo 7 R <k
201614

* fja ¥ IE 32
{
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"user": "<username>",

"srcPatRange": {

"userPatStart": <user PAT start value>,
"userPatEnd": <user PAT end value>,

"patRangeStart": <PAT range start value>
¥s

"srclpAddress": "<src IP address>",
"agentInfo": "<Agent name>",
"timestamp": "<ISO_8601 formati.e. “YYYY-MM-DDTHH:MM:SSZ" >",
"domain": "<domain>"
}
pis
 AJ{ELL - JSON il srcPatRange LB AN TP FH F 40 5E .

© WARESCA S “ID”, XERTEIERIT 2 1GG0E e —RiRRT . A% DELETE 3R I
HIBEID,  LASRZ= NAHBRIEAS I o

o BhmA RORA AR, IR AU iR SRE K] URL.

Bey: MERAR
*IFK
DELETE
https://<PIC IP address>:9094/api/identity/v1/identity/useridentity/<id>
5 <id> 1, B “ESIn” AR ID.

LEMIBRIE SRR TP % in X-auth-access-token, 1, FR3k: X-auth-access-token, fH:
f3f25d81-3ac5-43ee-bbfb-209556431f6a7

- WRZAR
200 OK

* Mg Rz 1E 32
Wi J8 1E SO A o B 1 P 2 00 R4 B o

SPAN

SPANGHE o & v] PRod A i S A AR ISE-PIC DAt M2 Fk = H 5 &L, A% Active Directory
BOE O H A SR ISE-PIC. SPAN MRERM 24yt (& 1# 2 Kerberos ¥iH.8) » $#EH{ Active Directory

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



B &/ sean

{£FH SPAN

eiEF |

WEAERETIH P GO0ME B, I i%0E B £ F] ISE-PIC. #RJ5, ISE-PIC fENTEE, &K 4.
IP Hbhil Rl 44 443% 3 f54 CUM ISE-PIC & K 7

T A% SPAN it T 194 4 FIEEHU Active Directory i {5 5., ISE-PIC il Active Directory DAZUE #4211
2 LIIE— A28, IXFE, SPAN fHi ] LA Active Directory & I35 F1 AT 1 /1 5 43 Hdh -

1 SPAN, Hi i ARy U A5 R

1. R &b 4

2. SR B A7k E Kerberos W1 .

3. —HH g HH P B il A B AT A3k, SPAN it 2x B 45 W 2 el o
4. JSFRL ISE-PIC Ml 2% LUK P A5 R, IE AL 2R B A4 1 Bl
JSRE ISE-PIC fil# it HI A5 I BB 8h 1D WS .

6. SR} ISE-PIC #f CUEHT I A5 BAL R BT 7

o

FHIa Z |l

BAJ ISE-PIC ML AS HeH L3205 SPAN T &, A Z 5 5 ST A e W LI 15 s R0 s 1 mf DARE
'H SPAN DUyiWT 2225 AN [E] ISE-PIC 15 i o XTI, HAERCE — /M LRt 4,  F T
Wr it 10 K se % T SPAN.

AR, 2R
* H{R O AE M4 EILE Active Directory.
* fEFIFEER A Active Directory )M 2% H (A2 bl _EIZAT CLL, ARG fRASHAL AT L5 ISE-PIC i

(=P
 FLEATHALLA AD S5 M 45
* Fid & & HT SPAN FIISE-PIC M 4442 1+ (NIC). It NIC {¥JH T SPAN ¥t .
o Sl A AT I, B IR EGE % T SPAN [ NIC.

* G Kerberos it te & 1% £ SPAN i (1) VACL .

LB LR MIZF (Providers) > SPANLIAL & SPAN,

PIR2 IR FAT4 I GigabitEthernet0 /- (NIC) CR¥F AT HI, I AT A Hofth 7] FH NIC R AC & SPAN. GigabitEthernet0
HF R

WA R (AT, EFERESERBH (Enabled), JFEFERE A T0TWr M8 AHAMLITY SOATADE NIC. 72K
AR, {HSMSPAN WE , i 43 1L,

FER3 PR F.
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seanizE I

R H5AE SPAN CE,  ISE-PIC HLLE 3 B Wy 9 4% 0 =

SPAN 15 &

M ESE BRI A, TR AR ) I P 2% 1222k SPAN,  nI PR FA MU IC B ISE-PIC DLFRUH] ) 5
o

% 13: SPAN & &

FE 5% AA
i3t A S N 13 ) D ) S B 1 i P P R R
.
WS i L 1 5GP S 60 P 2
#0 NIC (Interface NIC) 4 ISE-PIC &£ AN AN A, SR A4
TERET AL, SEREH T 9 4 USRI RS 5
B,
R BATE VU GigabitEthernet0 NIC {44
THL, IR FEAT A HoAh o] H NIC 2K
' SPAN. GigabitEthernet0 | T- RE: 4
H,

R HRiRMIEF

ISE-PIC & fifti >k BATMAL 16 R 4 H AW BT From (CSH BRI MARKZHENE, &
BEHENRGHEMNE (GEH InfoBlox. Blue Coat. BlueCat #1 Lucent 25422 7) L& DHCP & %:
HEMA, IERERAHSMEE, G5 MAC Hhlik. SR)5 5 s (4 5 B B L 26 30 1 /o .

T LR e RN P S B R S HER i GESRCEREH SR i, 55 44 70 . BUE
FALRRPIN, b ida s EHT 7V (TCP 8 UDP) LA A TR HT I R 48 H S B .

a4

T E FERR A, TCP I, G R AR S AR AL ) Bk A 0144, W) ISE-PIC 252504 44
P60 rh R 1) TP Hhuhik 55 0 ISE-PIC H i) R 4t H v B & I B AL RE 7 51 38 AT A S IR 5 1) TP
HohbBEATICHS . BEF IR, HEPHRMEIZF (Providers) > &4t H IR 325 (Syslog Providers).
AT BB AT SRR TFEE AT A e X, DMELRUEAAT L . A% B USRI R B,
WA e L RFEHERL , 550 71,

R H G G 2 BB R G0 H S0 B AGX B ISE-PIC AT, 12 MHT s W HL P S 005
A2 M5 RRATE ISE-PIC. S8, ISE-PICHf CARHTAI LS 1O ) 5 43 BALIX BIISE-PIC 1 /.
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eiEF |
B e=zs50s=m

\}

R DHCP ARG HEMEANEEHI 4. Bk, RGBT S ALEIX L BTG 4R, PUME ISE-PIC
AL oA B A 21 H 3 (N “SERF2:3E” (Live Sessions) FP 2 7n ) FvEMAGH Y, FF2ilda ]
JUH TP HuhkH XSS ] Bl 3 1) DHCP & 4¢ H S E A1 i TP HuhbEHEATULHC, AT IEAA A
AHEIEH P S OME R . WM DHCP FR 48 H & B rh e 2 Bdis ok S AR 9w s s i H -~ UUA,
MIAZAENTIE R, HHASEER PS40

LM ISE-PIC KT I B3 2R 48 HAEWH R, 1 HAT B # 4%
BB ZNF RN S BRI ARG H SR . WS RIE RS H SR, 2R 44 UL
o AE SRR IS HE XARGEH GRSk, 5 50 1T,
o MR BRSO B E SGHRIESC. WS HE ARG H G RIS, 5 49 1.

© FER ARG H R wi O TR AT (R VSRR N A Y TSE-PIC Hh PE SCHTH BB, sl
TIXLETRE SRS 19 78 SRR BE SCRER . 135 2 B 2R 48 1 A T SO VAR, 35 53 1L

BoE ARG HEE Pin

1A ISR ISE-PIC R Wy & % ) v i W R 48 H il 6L, 200 s BB ISE-PIC & SUZHFE 7%
FUue SEAT LS FHANIR] 1P ik g L2 MR AERE T o

PB1 REKER “RGEHERMRT” £, WRAANIE % bi FPRES 6 .

P2 ERCEH RS HER ) U, MR TEE SR (Add).

P83 WEA LB GFSHAGHERE , 044 TURBCEZPEAE R, IF R0 QI Bk G52 W
HEXRGH G EIES , 55 49 TDRICE Z1E4IME 2D, DU IERG R E 2 7 i .

PR A PR (Submit).

R HERE

fic & JARHSE-PIC LU ok H 4 % w0 R 48 HAEW SR G4y, S MAC Hulik. #&0] LUE
FAARIE 1P Huhk e X2 M RBFE P .

R 14 RFHERMBER

FERAR i3t AR

AR BN TR FA ML X 0 1 P e T i (1
YKo

i3t AR P AR 8 H G SRR (A R S

W7 HePE B B R T 7E 58 BT B I S BIUR T ) di o

B 519 BRS 5 EWa 51 EES (SE-PIC) T2 RISR, M 26



| e
zaaseE ]

FERAMR it BB

M i\ WL FQDN.

IR i\ UDP 5, TCP LLf§7R~ ISE-PIC ] Tt &5t
H & B .

a2 PTG B AERR Y ) TCP I, 2R
TH BB RAF A 1) 7 HLCVE AT 10144
WU RERHISE 2% S ulof e o i 210
IP Huhil 55 24 URFISE H i) & 48 H A&
SRCE SR IR T S i
(¥ TP ik BEA T DLAC o

BAHMHIR, WKL RISEF
(Providers) > &%t HERMEREF
(SydogProviders). FAi1E UK A iy
SRR AR 5 BT F e X, DU
TRAART Iy o 416 H 58 SARSK RIS
B WS AEXRGEHERL , #
50 UL,

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [
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eiEF |

FERAMR

152 AR

R

B 519 BRS 5 EWa 51 EES (SE-PIC) T2 RISR, M 26



| e

zuaseE |

FERAMR

152 AR

BRAR R i LE SO R G0, DA AT 2 ) LR
TR S R AR L IR AR 8 H RS S P A R

Bl

B, FEAT LU D 2 DAL, DU AR
Hras EUSAE R B AR A B B ) 4

ML B, SRR EAE R GEI T R4 H
SHEMIESD , DMESOIIF IR T R 58 H &
RS

MTGE R )R P AT I $E, B g LA
B B O T SUBR . A7 K BB AR K 7 i
G, WS A EXREHEHEIEL, %49
o RZHIE SRR AE T IENZR L, JFH
1 SRR AR A 1 iR 5

ER eSS H o SRR, Tk R
ST A AR A R TE SCRGERRAR -

ISE-PIC X au$efit N ¥ T X DHCP #ALFE i
B :

* InfoBlox
* BlueCat
* Lucent QIP
* DHCPD

* MSAD DHCP

% DHCPAZHEMEACEN 4. K
I, RGN AL XL B AT
SEIR, DU ERHSE AT DL ek B EA
ot Hok O “SEI 231 ” (Live
Sessionss) ZEAT W) HEMIH P
o2l 3% P ) TP Hhb K iX Se i fr 5
PR3 ) DHCP R4: H & B g T
IP HBHEREATVLAC, AT IE AR AT R AL %
M G5 B

1S M DHCP & 4: H & B el 31
B vk S AT 2 s sk i P IR,
WA S, HFHASIEEH 5

o

BB ISE $R4L T A T0E SO LR e H B3R AR
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B c=uzsessasn o

eiEF |

FERAMR

152 AR

Bk
* ISE
* ACS
* FS_VPN
* ASA VPN
* Blue Coat
* Aerohive
* Safe connect NAC
* Nortel VPN

AT IR B, S BT AR 48 H S HUE SGH
KM, 5 53 T

BRIALE

WERAERE A R4 H B S R, )
SR UEBOIAIR A B e T, DUERR R P
FH P #B43 Bidak .

T8 BRI B i A R P AR AT R, Sk R P
2 M i #] username@domain, ML %K, LL
fESRECA S R - R4S R

BEXRGZHEHEREN (RO

RS R R A, DUREARAT 2% nT LAVUR BERATT . R R IR (1 R 48 H S B P IS B B
i, BT LR A DAL, CAERERT &% RE W AE B R A R rh BT P 44 o BT

il 52 T R R AL 91 S PR 32 SCRF 45 o

L A ISE-PIC, 507 LA 5E SCRANE B CK AN 2 AN IE LS5 LA ISE-PIC fHT & 18] -

B R B IE A, T SO P 4 TP ik, MAC HuhEFIRK 454, LA ISE-PIC il 75 fig
fil IEAA R 2 SO IIE 2 R L S sy, LA AERAARAT 7 PR AR L

FE S BN, ) L #E2E T ISE-PIC e SCIRITH BBBGEAT B E S, 251X 46 TE L i
AR A TE A A B Ak o A7 R HiUE SO . IENIZRIE. RS =B EgfE

THZ B R S8 H S T0E S BB, 5 53 1.

AL RE X

© PANHEACK - A XARGH S, 550 1T
* ZAMHEIES - HEXRGEHENEIES , 2549 Ui,
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\}

IR DHCP ARG HEMEANEEHI 4. Bk, RGBT AL XL BIEA iR, DMELE ISE
AL ek B A 21 H 3 (N “SERF233E” (Live Sessionss) #ET W) FREM I, FF24K
T P 1 TP Hhhb ks ix e H 5 B 21 () DHCP R 45 H A& B b &1 16 TP HuhEREAT ISR, AT A
AT AL S F P (5 B . Wi DHCP #4: H &3 B B a0 i 2ds ok S AT Y ar S sk i -
VLHC, WA E, HHEASEER PS40

TCVEAG IERRULEC S 20 AR DHCP ¥ & P RN ST it (SR8 N e SRR, DAL EAN L
Xt DHCP 5 EARGEAT H € o 3 SO A AT T2 X DHCP A54AR .

BEXRFHEHREX

i S ARFISE-PIC, ] LA %E SCH 1 ISE-PIC i #f s AT (0 B A7 AR 4t H ST BRI Gl e S
SIESD o BN AL IEWRIAS,  DUE U 44 TP ik, MAC Huhik AR 454

\}

% DHCP R HEMEANE 4. Kk, REGMENT 62y B A &R, LMEEF ISE
A PLE e EAEA S TEH 3 (N “SERS1E” (Live Sessionss) AT W) e A, I
F P 1P kB ax S8 F P 5 B0 2 i DHCP 240 H G ELrh A1 H ) TP Mk dEA T VTS, AT 1E A
AT FAEE P S5 B . Wi DHCP 24 H & B B I £ds Jovk S AT Y S sk 0 -
VERC, WIASHEITHEE, HHASEER PS40,

ToiERE IERULET 7 M AT DHCP i B PR 40 5 B 0T 7 AORER B T B R SOBERL, PRI AN I
X DHCP ¥ SRR AT A 78 3o SO T T2 X DHCP BidR .

MERGE H s 7 7 s P B T e Bl A 0 4 AR 8 A B L SRR
S

AR EHREGN B O A E SRR . Tk SR SR B R TIUE SUBEAR

TR ALK LR “REHSRIRR” &, WD % RS R .

FIR2 P ARIN(A) DA RS0 H S i, B0 TR (Edit) K SEH SRS E % . A7 RECE A SH RS H S
PG R, SR E RS H SR i, 5 44 7.

PR3 (LR G HERMIZRF (Sydog Providers) & F1H,  HlifE (New) LAEIESHHN B . ZgBILARNG TN T
PR AL LN AR5 Fdi4maE (Edit).

TR A HGPT LI
AR IEFRAE RS, SRS H & B SERBEEA RSG5 51 10,

WIRS il (Test) DURREE D A 00245 53 IR AR AT 5
LI 6 FiRTFE (Save).
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eiEF |
B excxzsasms

BEX &% HER %

G HEMRCERIC O A BT R ENA . W 2R AR ISE-PIC i B AR & AN RS H G, W]
AE 5 0 BT E T LA I R AR B S Rk, TSR ISE-PIC REWS IEAR IR 4L
YIFATIHR . ARIEBEREPITEROEZTRAFEE, WS ARG H & B SRR B BRG], 5
51 00, REARWCRNH R, A28 B8 SARCKELE DRAF TR I 2T a8 B 68 H] AR 282

AR R A ARk, A UK, (R B EX RSk (Custom Header) Jf GBI, A5 {
ORI E -

PR REK R “REHERMAFET” £, ORI % 3 KRS B
LR 2 HiBENXIRK (Custom Header) LLFT I “ &4 H & H w XAk (Syslog Custom Header) i 45 o

SR 3 EMNMETRGI RS B R (Pastesamplesyslog) 7B, A\ RS HEH B PIHEAS R mG . #lan, MHP—&HEE
SHEIFERIELL RS, : <181>0ct 10 15:14:08 Cisco.com.

PR A (£ HBRTF (Separator ) F-BeH, Fm il LAk IL 2 IR A0 B o
PIES HIRKFREHZALE (Position of hostnamein header) FEH, FrnifckhRom ENAMIAE . Blan, DL LS
BERHRL T, LA RIS PO R . BN 4 ATHR ORI

EH# (Hostname) 7B AT =7 Be P H s TR (S BORBos BMLA . filtn, Wb MR GI R gt B S+ 1k
NI

<181>0Oct 10 15:14:08 Cisco.com
SRR RN AT, HEHIRKLP R ENBMLERAN 4.
FEHZK A3 EIRA Cisco.com, X &R MIRGIZR G H AR BE ORI Ik TS 1 56 DYAS B

TR R IER R T4, EREECAEDFREF (Separator ) MR KBy EH A ALE (Position of hostnamein header)
SRECRITPNREE/ T

L7 51l 5 LA 48057 A I
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6: BEX ARG B EM K

Syslog Custom Header

If some or all of the syslogs are not being accepted, it may be because they have an uncommon header format.
Define a custom header here.

Faste sample syslog * =181=0ct 10 15:14:08 Hostname Message
Separator * = Space
Pasition of hostname in header * 4

Hostname Hostname

PER6 FLHEAZ (Submit).
BRI, 20k B2 SCIRCKBCE DR AT I A8 I 2UAF AT o 5480 PR i SR 2R 2L

Z4 HiE B EXRIK E R

i ABFISE-PIC, W] LA A %E SCH 11 ISE-PIC AT #s AR AT 10 B8 A7 AR 40 ST BT . 8 SUBERUf
ST OB AT N B WS B IR 32 SRR Al o BN AL S IE IR, T S 4. IPHlE. MAC
Mok MU S5 AL, LA ISE-PIC AT & BERS IR R0 S A IE 2 IR 1 7 5 s, BLURGE
T AR AT P PEAR AT S

\}

AR O HOOE SCBAA A T IE W RAA 3. 8 58 SO B A T IE M RAA 5o

Z 4t H SR kAR
F AT LG e P B T LA I B A R L SR G GR35 AT U0 R BN
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B zsezazvsmeang

PR B E RS H B P S AR B AT RIENFRE A IEAE R, 520
R 1T A BRI NI, 5 53 1T,

F15: R AEBEEXRSE

FE 152 AR
Kl R 58 H & N FR G H SR AP Rl i,
ST BL Rk«

<181>0ct 10 15:14:08 Hostname
Message

IrRaTE TR BT LS R 2 IR AT 20 B o

L TR LA AL ik b RoR EHLA AL E . B, (Ll B2
PR, AR P DY A ] o i
VACNLIE (=7 i VA S8

FH14 (Hostname) FRPE AT = AN T B Fe s B PRI Bok o 101
%o B, RFEE R RS B B kR
N

<181>Oct 10 15:14:08 Hostname Message
SIREATRR ARG, JF HIRSK PR EN B E
AN 4.

FEWZR A 3) W7k Hostname.

WERRIER 2R BN, R A SN R
WK EENBGLE 7 BUT AR E R .

HBIES R RS B EARIRER 5 FAijL AR

R B E ARG H S SR S A FE A B AT RIENRGA PR S, 3
SR 17 B BRI IENRIE A, 5 53 i,

% 16: 45 B 18R
&R FE 15 BB
LR FHF VR0 EASEAR (1 FH g () e — 24 K o
LR | BT IR 5 AR & A I0E P RIS SR O E R IA . #lan, AEb - BehdN “log
(= on from” TJ487/8 B8k F] FS VPN T H
EMHIBR e | 53R 5 AR EC A FH T FH - s SR g I ) Rk =K. i, fEEZBER I “sess
0 disconnect” T/~ A ASA VPN MR .
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Rz AsaeEsEn ]

Y e 8
R [P SEE | SER EEARNG 1P Heh R IE I ikt
o i, 0T Bluecat 1, BT 1P ML E B BT O 5 60, T

(on\s|to\s)((?:(?:25[0-5]12[0-4][0-9]|[01]2[0-9][0-9]?)\.) {3 }(2:25[0-5]]2[0-4][0-9]/[01]2[0-9][

M4 PR BRI H 7 44 B R TE
S} FR 7N B Ik P 1 ) 2Rk
MAC it | F875 B3R MAC bR 20 1 ik K.

IEM xR

BT, S IENERIE . SRR NIZRIE ], DUE AR IP dhdik . ™ 42 A0S e
UIR(EDENS

Bhn, AE ] AR AT AT T 6L

<174>192.168.0.1 %ASA-4-722051: Group <DfltGrpPolicy> User <user1>IP <192.168.0.10> IPv4

Address <192.168.0.6> IPv6 address <::> assigned to session

<174>192.168.0.1 %ASA-6-713228: Group = xyz, Username = user1, IP = 192.168.0.12, Assigned
private IP address 192.168.0.8 to remote user

IENFRGE AL PR AP AT E X

R 17: A E SRR A IE N Rk R

a1 IEENFRiER
1P Huhl Address <([Ms]+)>]address (["\s]+)
H 4 User <(["\s]+)>| Username = ([""\s]+)

RIS | (%ASA-4-722051/%ASA-6-713228)
h5\

£ F &4t B ST E XH B AR

SRGE A RS L2 A ISR S
AP T RR ISE-PIC J040 U SUBCHR, LA U B I K BB S SR IE S
WA B

AR, SETTLMIT SR e R s SUIOURIN 15 SISO AR O 1 CLIOBUR . A IEA T (15 X
BOR IS FA M. RTINS, B R SE U SRS DA, ST DL B A 15 X
%, LTI B ESCR B S A 5t SR A% F R SRS B 200 1SR4
Ak 950 . A Ik SUESCIOTRARE L, W0 12 XURAE SIS 90 49 T
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\}

AR RS HOE SO T IE MR IA K, I HL B e SOBEAR R B AE ] TR 2R 5

HER K
AT WIR AT b S UM BORCSRSA: JER T ETA T R SR OFraAnER ) AEH TP % sl as -
XS

* <171>Host message

* <171>Oct 10 15:14:08 Host message

Wl )e, RGRET IR IRICENLAL, ET DU TP Mk, L4 B¢ % FQDN.
URAh, demr Bl Sk EEE ARk, S EE XRGH SR, 550 .

4t 75 ASA VPN 7l E XARHR
ASA VPN SCHFIt R 45 F & B sURI .

&
WA AR S H S T0E SGH SR, 26 53 TIRBTE, TP i, AT a8 SCRF IS SR A o

HERETIESCH R
TR ARPTIE, TR TN ) ASA VPN IESCH
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EXHB fEAf 7 151

%ASA-6-109005 Authentication succeeded for user | [UserA,10.0.0.11]
UserA from 10.0.0.11/100 to 10.10.11.11/20 on
interface eth1/1

%ASA-6-602303 IPSEC: An direction tunnel type
SA (SPI=spi) between local IP and 10.0.0.11 (UserA)
has been created.

%ASA-6-721016 (device) WebVPN session for client
user UserA, IP 10.0.0.11 has been created.

%ASA-6-603104 PPTP Tunnel created, tunnel id is
number, remote_peer_ip is remote_address,
ppp_virtual interface id is number,\
client_dynamic ipis 10.0.0.11,ffg123 #% UserA is
UserA, MPPE key strength is string

%ASA-6-603106 L2TP Tunnel created, tunnel id is
number, remote_peer_ip is remote_address,
ppp_virtual_interface id is number,\

client dynamic ip is 10.0.0.11, UserA is user

%ASA-6-113039 Group group User UserA 1P
10.0.0.11 AnyConnect parent session started.

%ASA-6-802001 User UserA IP 10.100.1.1 OS
os_name UDID number MDM action session started.

%ASA-6-713228: Group = xyz, UserA = xxxx227, |[UserA,172.16.0.11]

IP =192.168.0.11, Assigned private IP address m - l
172.16.0.11 to remote user 2 ML E\‘%’Siﬂﬁﬁﬁ[ﬁ] IP Huhik e FAF 1P
LR S SNSRI P

%ASA-4-722051: Group <DfltGrpPolicy> User [UserA,172.16.0.12]

<UserA>IP <172.16.0.12> IPv4 Address
SEE W T 4
<172.16.0.21> IPv6 address <::> assigned to session AR i‘ﬁlﬂ:/ﬁ BB TP Hu bl /2 TPv4 Ho

b Bk AR B 1E ST 2

R 35 SCRFI ASA VPN NI SR 1 JEL Gt bk 43 ik«
WRBIIESCIS, BRI N P AT 1 SC LRI P VR R
[UserA,10.1.1.1]

EXHR

%ASA-4-113019 Group = group, UserA = UserA, IP = 10.1.1.1, Session disconnected. Session Type: type,
Duration: duration, Bytes xmt: count, Bytes rcv: count, Reason: reason
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EXHB

%ASA-4-717052 Group group name User UserA IP 10.1.1.1 Session disconnected due to periodic certificate
authentication failure. Subject Name id subject name Issuer Name id issuer name\ Serial Number id serial
number

%ASA-6-602304 IPSEC: An direction tunnel_type SA (SPI=spi) between local IP and 10.1.1.1 (UserA)
has been deleted.

%ASA-6-721018 WebVPN session for client user UserA, IP 10.1.1.1 has been deleted.

%ASA-4-722049 Group group User UserA IP 10.1.1.1 Session terminated: SVC not enabled or invalid
image on the ASA

%ASA-4-722050 Group group User UserA IP 10.1.1.1 Session terminated: SVC not enabled for the user.

%ASA-6-802002 User UserA IP 10.1.1.1 OS os_name UDID number MDM action session terminated.

%ASA-3-716057 Group group User UserA IP 10.1.1.1 Session terminated, no type license available.

%ASA-3-722046 Group group User UserA IP 10.1.1.1 Session terminated: unable to establish tunnel.

%ASA-4-113035 Group group User UserA IP 10.1.1.1 Session terminated: AnyConnect not enabled or
invalid AnyConnect image on the ASA.

%ASA-4-716052 Group group-name User UserA IP 10.1.1.1 Pending session terminated.

%ASA-6-721018 WebVPN session for client user UserA, IP 10.1.1.1 has been deleted.

%4t A 75 Bluecat 7€ S 51K
SRFIRARGE H G I S R Bluecoat S804 T k.

]k
WA AR S H S T0E SGH SR, 25 53 TIRBTE, XTI i, fENT 48 SCRFIRCR AT ] o

FRARET IE 3CH 2
Bluecat R4t H s (BT W SCRF IO S WA 7 prids
W IESCHT R i AT IESCLASREUH P PR £ 5

[macAddress=nn:xx:nn:ca:xx:nn,ip=172.16.0.12]

EX
Nov 7 23:37:32 xx-campus1 dhcpd: DHCPACK on 172.16.0.13 to nn:xx:nn:ca:xx:nn via 172.16.0.17

T Bk BB 5 2
Bluecat A T 50 AR MH 3 e g v B
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%4t B F5 VPN 1 & XARR
FS VPN 320 R S F 0 B RIS R i

(EES
WA AR S8 H S TI0E SCH B, 58 53 TR T, W T BT i, AT RS SRR IR SRR Il o

FRRGT IESCH 2

WINRPTIR, A TN FS VPN IESCH .
WCRIESCR, R GUH I T Brad gt iE SCLLRIBUT - PR R -
[user=UserA,ip=172.16.0.12]

IEX

Apr 10 09:33:58 Oct 2 08:28:32 abc.xyz.org security [nnnnn]: [UserA @ vendor-abcer] User UserA login
on from 172.16.0.21 to \ 172.16.0.12 Sid = xyz \

T R AR 5 5E 2
H BB SCH FS VPN R R .
Z % B E Infoblox 7 & X & 4R
Infoblox 711 R 4t H & B 2URIZRA 0 R ik .
7%
WA R G0 H S TE O B, 55 53 TR TR, SHFRrE R b, RS SRR A S E A .
HRE IESCGHE
WINRPTIR, T 7T IR AN E 1 ASA VPN 1ESCHH R .

WRIIES ), R G4% R Frad g AT i SC LAREUT P P40 15 S -
[macAddress= nn:xx:xx:xx:nn:nn,ip=10.0.10.100]

EXHB

Nov 15 11:37:26 userl-Inx dhepd[3179]: DHCPACK on 10.0.0.14 to nn:xx:xx:nx:nn:nn
(android-df67ddcbb1271593) via eth2 relay 10.0.0.24 lease-duration 3600

Nov 15 11:38:11 userl-Inx dhcpd[3179]: DHCPACK on 172.16.0.18 to nn:xx:xx:xn:nn:nn
(DESKTOP-HUDGAAQ) via eth2 relay 172.16.0.13 lease-duration 691200 (RENEW)

Nov 15 11:38:11 192.168.0.12 dhcpd[25595]: DHCPACK to 10.0.0.11 (nn:xx:xx:xn:nn:nx) via ethl
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B =50 Linux DHCPa3 i X A84R

b B sk 5 5 2
WEIESC S, RGBT B AR AT I SC AARIUH P 4015 e
« WA MAC Hiudik:
[00:0c: 29: a2: 18:34,10.0.10.100]

o WRAEE MAC Huhik:
[10.0.10.100]

EXHB

07-11-2016 23:37:32 Daemon.Info 10.0.10.2 Jul 12 10:42:26 10.0.10.2 dhcpd[26083]: DHCPEXPIRE
10.0.10.100 has expired

07-11-2016 23:37:32 Daemon.Info 10.0.10.2 Jul 12 10:42:26 10.0.10.2 dhcpd[26083]: DHCPRELEASE of
10.0.10.100 from 00:0¢:29:a2:18:34 \ (win10) via eth1 uid 01:00:0c:29:a2:18:34

07-11-2016 23:37:32 Daemon.Info 10.0.10.2 Jul 12 10:42:26 10.0.10.2 dhcpd[25595]: RELEASE on
10.20.31.172 to c0:ce:cd:44:4f:bd

Z % HE Linux DHCPd3 7l 7€ M 18 4R
Linux DHCPA3 451K R 48 H B B SRR BTk .

sk
VP R GE LT XM BN o 50 53 SUIBEIE, A T P15, AT S R 5 Sk A

HBRETIH 2

W NERPTE, TR AT YU AR B Linux DHCPA3 IESCH R

WRES S, RGN Frd g AT i SC AR EUTT P R4 15 B
[macAddress=24:ab:81:ca:f2:72,ip=172.16.0.21]

EXCH

Nov 11 23:37:32 dhepsrv dhepd: DHCPACK on 10.0.10.100 to 00:0c:29:a2:18:34 (winl0) via ethl

Nov 11 23:37:32 dhepsrv dhepd: DHCPACK on 10.0.10.100 (00:0c:29:a2:18:34) via ethl

TR B & IE 33 2

fiE BT 2% S FF () Linux DHCPA3 MM Bk i i & Wikt s8 3 Brids
WRNESCS, RGeH B R Frd s iESC LRI - Pegnfs .
[00:0c: 29:a2:18:34,10.0.10.100]
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EXHB
Nov 11 23:37:32 dhepsrv dhepd: DHCPEXPIRE 10.0.10.100 has expired

Nov 11 23:37:32 dhepsrv dhepd: DHCPRELEASE 0f 10.0.10.100 from 00:0c:29:a2:18:34 (win10) via eth1

4t B35 MS DHCP 7 E S A5 AR
MS DHCP 3R 555 F &1 BRI R .

(EBS
AR R S8 H AR TOE S BB, 565 53 SO pTd, XEFPra %) o, fldras SCREIAE S Al I o

FRRST IESCH B

fE AT 2% PRGN [ 1) MS DHCP 1E3CIH &, i1 R ATk,

P, MRNTAR B RIZ S () KRS, ARG MHTX SR AR, WLl R R ETR
[macAddress=000C29912E5D,ip=10.0.10.123]

EHE

Nov 11 23:37:32
10,0721/16,16:55:22, Assign,10.0.10.123 win10JDCSPAN.Local 000C29912E5D,, 724476048 0.,,,0x4D53465420352E30 MSFT,5.0

A BRBR & IE 3CH 2

fE AT ST ) MS DHCP SCRF IR WS i B A e 3 20 Bk

B, TSR RIE T () R RREEE, RS ETIX LR TR, B R TR
[macAddress=000C29912E5D,ip=10.0.10.123]

IEXGHE

Nov 11 23:37:32
12,07/21/16,16:55:18,Release,10.0.10.123,win10.IDCSPAN.Local,000C29912E5D,,3128563632,\ 0,,,.,,5,,,0

Z % H % SafeConnect NAC 71 & M A& 1R
SafeConnect NAC > 7 &4t H v B U2 an F prik

ik
U AR G0 H RS TIUE SCH SR, 515 53 TP B, 0T T %) o, AT s S RE RS A AR A

MG IESCHE
i 2% n] IR BIAS A fF) SafeConnect NAC 1ECVH B, W FETA.
WENESCG, RGBS Frds @b FSC CREBUH P Edgnfs B
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[user =galindk 1i,p=xxxx.xX.xxx.xxd,domain=Resnet-M acs]

IEMGHE

Apr 10 09:33:58 nac Safe*Connect:
authenticationResult[xxx.xx.xxx.xxx[xxx.xx.xxx.xxx|UserA|true|Resnet-Macs TCNJ-Chain|001b63b7901 § MAC

T Bk BB R 2
HRii#¢4 Safe Connect S Hr K MR B o

Z % H & Aerohive 7 E X i8R
Aerohive 37 ) 288 H G W EA& A2 A 0n R ik .

sk
VPR R GE TR XM BN o 50 53 SUIBEIE, A T P15, AT S R 5 Sk I

RS IESH R

WIRFRPTA, AT T OIS Aerohive 1F S B

MIE SCRRRT IO VELN (5 BG4 0 TP ik FH T 10 15 WR3E 30 LA R 7~ 81l B s«
* New mapping—auth\:
®* IP—ip ([A-F0-9a-f:.]+)
® User name—UserA ([a-zA-Z0-9\ 1+)

W) IE S RS, a0 AT 1B SCCASRIUN 7 S B
[UserA,10.5.50.52]

EXHB
2013-04-01 14:06:05 info ah auth: Station 1cab:a7e6:cf7f ip 10.5.50.52 UserA UserA

A R AR 5 iH 2
RGHHTASCHF A Aerohive MRS B .

# % H 75 Blue Coat 7l € X 151K - EKIE. XIE SG. Squid Web {XI2
Z 37 FF Blue Coat AR BT,
* BlueCoat F={CBE
* BlueCoat 14# SG

* BlueCoat Squid Web X
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%% F % Blue Coat FUESASHR - £/¢12. £32 SG. Squid Web f¢i2 [JJ]

THEE RS H & BRI Bluecoat v B 25N T ATk .

&
WnAE ] AR St H RS T0E SO BB, 45 53 TR, T BT % ) i, WENT s SCREIAE SR A .

FBRESTIESTH 2

fi i & AT U AN R G Blue Coat 1ESCHRL, W R R PTA
WCEIESCH B, 0 AT 1R SCRARIBUT ™ PRI S -
[UserA,192.168.10.24]

IEXGHR (/Rf5145 8 BlueCoat {2 SG iH2)

2016-09-21 23:05:33 58 10.0.0.1 UserA - - PROXIED "none" http://www.example.com/ 200 TCP_MISS
GET application/json;charset=UTF-8 http site.api.example.com 80 /apis/v2/scoreboard/header
7rand=1474499133503 - "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/46.0.2486.0 Safari/537.36 Edge/13.10586" 192.168.10.24 7186 708 - "unavailable

R T RN v FH TR S A R L R IR S5

=i ENRIER

BlueCoat -t BT LS

(TCP_HIT|TCP_MEMX{1}

IP
KCCOHLINOKLINClaAZOF A L NazAZ0K14)s
M4
\s\-\s([a-zA-Z0-9\_]+)\s\-\s

BlueCoat {83 SG BT

(\-\SPROXIED){1}

1P

EREZ
\JOFH1LI\[0FH LI\ [0 LI\ 0K 13 \([azA-Z0A J+)s-
BlueCoat Squid Web {3 B

(TCP_HIT[TCP_MEMX1}

1P
CPKIREBOKIIN AL A L oAZOHISTCP
I RE

\s([a-zA-Z0-9\._]+)\s\-V
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B =555 15 7 Acs FiE iR

il R AR 5 i 2
Blue Coat 7 /™ ¥t SCHFMIBR ML R, (H T A 1R A R
IR TR T s MR S R AN [ A 2 0 1 ARG S R 7R 51

& P ENFRER

BlueCoat 1A H (TCP_MISS[TCP_NC_MISSK1}
BlueCoat L3 SG EEiF RN NS

BlueCoat Squid Web {2 (TCP_MISS[TCP_NC_MISSK1}

F 4t 07K ISE #0 ACS 71 & X AR
AU ISE 5 ACS %5 /B, AR AT A6 A 3 K

o MRS IRTE: ] 48 ISE Bl ACS BEAT SR USRS, I S 4 B RURE A Y DU RN 5 56
O AR, SR G R RGORART R, IR ORI B P R PSR
ID.

* KA S AR SR CEr) « MISE 5 ACS $U X MK 8 3 il ik SR B K 2 AT
B, AL E AR I B B R R P ORAE O P PR A SN2 18 1D, AR JE W I

o ORISR (IMBRIRED « M ISE 58 ACS UG, FH T N Bk M R Ze b g .
ISE Fl ACS ZF7I) & 8 H G B 20 5288000 R ik .

1B SR IIEH 2
AR ISR S LU R

<181>Sep 13 10:51:41 Server logTag messageld totalFragments currentFragments message
i l1: <181>Sep 13 10:51:41 Positron CISE_PassiveID 0000005255 1 0 message
. IEi

Passed-Authentication 000011 1 0 2016-05-09 12:48:11.011 +03:00 0000012435 5200 NOTICE
Passed-Authentication: Authentication succeeded, ConfigVersionld=104, Device IP Address=10.0.0.12,
Destination]PAddress=10.0.0.18, DestinationPort=1812, UserA=UserA, Protocol=Radius,
RequestLatency=45, NetworkDeviceName=DefaultNetworkDevice, User-Name=UserA,
NAS-IP-Address=1.1.1.1, Session-Timeout=90, Calling-Station-ID=, cisco-av-pair=audit-session-id=5

. FRARIR A

I fgEHT 2 44 F1 45105 1D
[UserA 5]
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BB BN/EFH GRS EHE
BT S 4 LU W
* FRRE
<181>Sep 13 10:51:41 Server logTag messageld totalFragments currentFragments message

% d: <181>Sep 13 10:51:41 Positron CISE_PassiveID 0000005255 1 0 message

* IEX
CISE_RADIUS Accounting 000011 1 02016-05-09 12:53:52.823 +03:00 0000012451 3000 NOTICE
Radius-Accounting: RADIUS Accounting start request, ConfigVersionld=104, Device IP
Address=10.0.0.12, RequestLatency=12, NetworkDeviceName=DefaultNetworkDevice,
User-Name=UserA, NAS-IP-Address=10.0.0.1, Framed-IP-Address=10.0.0.16, Session-Timeout=90,
Calling-Station-ID=, Acct-Status-Type=Start, Acct-Session-Id=6, cisco-av-pair=audit-session-id=5

* BRI
FENT I VEAN S BTG P 4 i) TP Mkl DL K MAC Hutl (@ o Brhads) .
[UserA,10.0.0.16]

il R AR 5 3 2
TR SCRF LRI -
* hRRl

<181>Sep 13 10:51:41 Server logTag messageld totalFragments currentFragments message

#ln: <181>Sep 13 10:51:41 Positron CISE_PassiveID 0000005255 1 0 message
. IEi

2016-05-09 12:56:27.274 +03:00 0000012482 3001 NOTICE Radius-Accounting: RADIUS Accounting
stop request, ConfigVersionld=104, Device IP Address=10.0.0.17, RequestLatency=13,
NetworkDeviceName=DefaultNetworkDevice, User-Name=UserA, NAS-IP-Address=10.0.0.1,
Framed-IP-Address=10.0.0.16, Session-Timeout=90, Calling-Station-ID=, Acct-Status-Type=Stop,
Acct-Session-1d=104, cisco-av-pair=audit-session-id=5

o BRI
AT B VEAN S BV RS . i TP Ml DA K MAC il Canlsy B s
[UserA,10.0.0.16]

Z% B 7E Lucent QIP 751 7E M &R
Lucent QIP 7 ) 28t H &1 SA% A28 in ik .

K
WnAE I AR e H S T0E SO BB, 55 53 TP, T BT % ) i, AT a8 ORISR ] o
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FTRRET IESH R

WRRATIA, AT ES AT IR AN FRIF Lucent QIP 1F 30 B o
e SN SN NI S eNaw 2y AL I
DHCP_GrantL ease: DHCP_RenewL ease

WCRIESCIE R, S AT I SC LRI 7 R4S R
[00:0C:29:91:2E:5D,10.0.0.11]

EXHB

DHCP:subtype=0:Single:3IGNORE_N$ DHCP_GrantLease: Host=SHOSTNAMES$ P=10.0.0.11 MAC=
00:0C:29:91:2E:5D

DHCP:subtype=0:Single:3IGNORE_N§$ DHCP_RenewLease: Host=SHOSTNAMES P=10.0.0.11 MAC=
00:0C:29:91:2E:5D

il Bk R 5 IE 3C3E 2

XL S IE R IA A S Mt R s

R FE £ I DHCP B sh#E:

WCENE SRS A N AT I SCRASRIBUHE P VR4 s R

[10.0.0.11]

EXHR

DHCP:subtype=0:Single:SIGNORE NS Delete Lease: IP=10.0.0.11 SIGNORE_N$

DHCP:subtype=0:Single:SIGNORE N$ DHCP Auto Release: [P=10.0.0.11 SIGNORE N$

TR N F 10 AR S5

T AR T A PRl TP Mtk i RS AT o i, R XT B 55 H (e B 2 8 o 8 2% o L 95 B 1%
LKA, AT DL e A BB S S, AAE “SERF i 7 AN SR B B RS S, i
AL AR o SN 23 S s MR I D 2 R I DB B 1 e s B 0 M 55 AL . AT DL I R R
MR Z L ygds. “OR” EHRIZHATEN Tilygds 2. RAE AL IR IR & P A 7B
FEIXPIAFBEZAMEH] “AND” IARIZ 54T

PR EFHRHIEF (Providers) > BREFIZIERS (Mapping Filters).
PR 2 PR (Add), O NERREI SRR e AR Tp Hukil, SRS SRR 3R (Submit).
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wiznz

B umin il 25
FRA] DAACE ) B & XA LAAL, 223N BRIALE ISE-PIC 8 H & imfRillgy, I HIR&E L Gis
1T LR 2 SN BT B 8RB R4

\}

AR ONTHRAIRTES GI81T, AU SEICEAIAG Active Directory IIA &L, JFHRIEFEFMEEIE. 7
RHC B LI R R VRS R, WS P 20 m R &5 5 26 66 1T,

BT A AR, W 2 LATSE (Live Sessions), MIE{E (Actions) 1| ¥l B = 324E (Show
Actions), RJGIEFHEE HETH A (Check current user), 1 FEFTR.

& 7: 4T LR A P

sion Status  Action Endpoint 10 I erlity
L
Actions
3 E 4 3
gE
- t
i 1
antica Sha 3
cake - i
&l ] .- g A . .;:- & -. Pt =l Talyd ‘:‘ .-..I

AR RS U R Tahiairm e i Ea B, 20 Sl 56 135 L,

LIRS VUM OB, R H B O Ry e 2 BB Ul D2t 4 /b, e Azt
JOET A DB FCER LU N Hdla

* MAC Hiufik
* BAERGRA
AR BER Y, PRI AT LA B A
G TE SRS, SRS “AESIHIT (Active User) IRZEBT A} ISE-PIC.
< U, SURIRATERY TR, 1S B, KENSE H BRI

© HICERAR I (i, B kL EIBR B i COCHIIND RSSO “ICiATIHT
I LR SR B 52 LT AL BT P e il o R0 DR S AR T 2010 H R
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B enzsmEns

{5 A & im BRI 28

FFiE Z 8
LA ISE-PIC J&, BRIEOL N AR gs . 220 HAZE BRI 2%, 1 B e iR s Cil s F 41
T

o ST BAT B 1 445 1K) £ BE

* MUISE-PIC e E#J4 Active Directory NI o A RIMA RTHEM(E E, 1§25 Active Directory
PE TR s AR LRy, 26 17 3.

N

E N TR AT BI8AT, A e E IR Active Directory
BomAs, e T{f@}#“ PRI Z BIELE Active Directory AR 584>
fic & I R g s

LB LR MIEF (Providers) > RimiRiNgE (Endpoint Probes).

PIR2 LHER Fﬁ (Enabled) 5225 H (Disabled).
BRSO HO, PRI ARG Rt AT R T B8, RO R, NI IEAE A 51T IR i -
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1o

A

ISE-PIC 1§ /] JUEl pxGrid k55, VMERE S FPE (RS e W8 I th IR} ISE-PIC 231k H AF-iB I &5
SO ISAEH P B AL IL B A N 2% R4, 511 8B Stealthwatch 5% 8} Firepower & 2 H.0y (FMC).

FE R, pxGrid 15 s AN ERE PR 7 S o IXSE PRI AT . WP RIBEE RS . pxGrid
IRIPOZ 2w EAS N S0y, PR HRG% B ISE-PIC FI

8: ISE-PIC i

Subscribers
Cisco
Stealthwatch
Susbrscribe Matity

Sulrscribe  Notify

SPAN . i Endpoint S8ssill there?
Naormalization = o Publishing Probe i
;H Sl oL S| Verification
- Merging
i

—

oY, Syslog A

log
+

W 5 Syslog P
1!
Providers
Active Directory LCAP, and other
Domain InfaBlox + IPANS Sg';t':\:'lib external identity Custom
Controllers . stores

HE 4 SR ISE-PIC 101 PA AT A REAEIT pxGrid M55« 117 7 IS FEIE— 44 BRI T4 15004
BBy IR 6 5% pxGride — HARATRIE TARAET, ISE-PIC {4y B A HEMFL pxGrid 17

JIL P 0 ) CURL B 0 pxGrid 55 28 14458 1P Sk . B RR U AT BL4% LI G H B s
B, JUHE S T HfE DNS B IEH TAE. ThigRede pxGrid A& AL 2 R AR )
fG B EEEE. 788F ISE-PIC 1, (U ¥F SessionDirectory Fl IdentityGroup. LJRE(H B Al iH k&
A S 7R R A R AT BRI, T3 R T 8 (Capabilities) 3L A2
(Subscribers) AT

LA BERS M ISE-PIC HLAE B, AT LA T #84F: -
18, A A e 1S .
2. ISE-PICA /&I i pxGrid iE15 5 2 68 5.
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. R P #Y pxGrid iE$H

3. AT, 569 il PATULLEE, B Ashn e, DUERVFT 7 A ISE-PIC #4501 ) 5
fre WS H BCEN P BOE . 5 70 3.

o AR S pxGrid WEP , 55 68 1T
* JHHHF, 2569 il

o WSERTHEEF M G4, 5 69 1T
s FEHSWE 570 7T

A B B F B9 pxGrid JE$

FriaZ 8l

ZEEI, ISE-PIC H3)4 HH 3 ISE-PIC 15 sl AT 725 44 1 pxGrid RS54 B A5IEY . BE, 0]
PAAE B pxGrid P BORETS,  DUME GIE pxGrid A1 2 [ AR ELAG AT, A5 & A8 7 543 Bg i A
ISE-PIC {3 2 1] /.

P EFARP, REEPIERIET .
$IR2 MFEAE (I want to) FHzyI R PRI Nk —:
« “URTIEBERIEKBEMER” (Generate a single certificate without a certificate signing request): 14
PRI, WA NTEHI A4 PR (CN). £ “TERIAAK” FBe, S AT pxGrid 154 B2 ¥ pxGrid FQDN .
#ltn, www.pxgrid-ise.ise.nete B, (HHEACHT. H0, *.isenet

« “UAIEBEZIERIBAMNER” (Generateasinglecertificatewith a certificate signing request): 11 5 1k #%¢
Jﬁtﬁlﬁy muﬁxﬁﬁﬁﬁ]\ﬂf%gglﬁkﬁégﬁﬂgﬁ\o

« £ Rt BIEP (Generate bulk certificates): 1 LA EARAL S BT vE4I{E B CSV 30t

* THRIEPE % (Download Root Certificate Chain): N4 ISE AJUAIEF, DUEHRE LN pxGrid % )7 3 #1522
{EAFAE B AA# X o ISE pxGrid 1 SAUS AT HI 2 44 16 pxGrid 2/ 515, 2 MR, IS4 BIE 5 A5 & B
¥

PE/3 (A ET UR A BEE P U .

WA AE B UEBTEE T 1) pxGrid UE R . UE PR S UE MUY (CA) 3 TR0 1) B ik 1538 H
HIEE . UEFRNGE SCT B8, LA PR (SAN), PRI, BP0/ 2 HI ¥ SCEP RA L SCAF. HiE
PRAROHU L B2 H I (EKU) (R8s IE B T% P i S Bk . RG4S ieul, &R TWED .
W R EL ISE CA (ISE CA) 8 FHUEBAAR AU KL T UE o X T pxGrid, ALBE#E 55 3 ik 55 5 L e
pxGrid {E AR, I H I BEmE M BRR 1 8E B o ZEgmAR IR, K OERSER (Certificates) > IEH1ER
(Certificate Templates) &3 (Administration) > iE$ (Certificates) > IEFH & # (Certificate Authority) > i
FH#EHR (Certificate Templates).

LS e B FELFR (SAN). A LLARINZ A SAN. A 424 DL LT
* FQDN: #i N ISE 15 M5 4B g8 4% . i www.isepic.ise.neto 5, ff HEACHTH 7R FQDN. #ll1, *ise.net
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FEEEN |

A LA FQDN s L Hid vy A\ pxGrid FQDN B INAT . XN 5 EAE “il 4" (Common Name) 7B H
FI ) FQDN # .

« “IPHslEt” (1P address): AN 5 UE1 OGN ISE 9 51 IP #uhik. an S P A H 1P Huhik A & FQDN, 1
DAL PN = S8

R DR E A SRR T, AL BoR it B

$£16 MIEP TR (Certificate Download Format) 751 & rhik Ll Rk —:

* NSEFSFAE TR (PEM) X BYIEH FA PK CSBPEM 18V R4 (BIEIEH$E) (Certificatein PrivateEnhanced
Electronic Mail (PEM) format, key in PKCS8 PEM format (including certificate chain)): 5. CA HajiF
AN L g SEARUE P53 K H PEM #63X. PEM % 2 IIE 152K BASE64 4t ¥ ASCIL 304 BEAMIEAS 3k
KA e iE-F5 14 (BEGIN CERTIFICATE) -----" #5348, 45RH “--—--iF 1545 H (END CERTIFICATE)
-7 AR, Zu SRR PKCS* PEM fifiti o ISR “-—--- N2 FAEH T4 (BEGIN ENCRYPTED
PRIVATE KEY) ----” #5328, &5 KH “-----In# A HE5 R (END ENCRYPTED PRIVATE KEY) ----7 #5258,

* PKCS12 #85X (BIiFiEH4E; IEPEMZAMISH) (PKCSL2 format [including certificate chain; onefile for
both the certificate chain and key]): CA HUF15. CA H RIS DL 20 SAR IRTE 15 FORL AT Al A — AN N S
PRI, R ) gk A =X

PERT AL
T]E st

ERRR

DAUTHEIES . o FB I, A ALV T ISR ISE ISE-PIC SR/ S5 . 204 1

BHSRE, 570 0.
S % H P (Subscribers) LR & A 1) /2 % i (Clients)iE i< .

W2 SR SENE, AR5 s L (Approve).
$1®3 YiliRIE (Refresh) B H TR HPIRA.

MNERHSEFRREHS

“SEIFHE” (Live Logs) GUI s A R G4t S5 BRI P MIIIREAFR, LU SR ALR

dlinl

FF TR
S # B P (Subscribers) ik #3208t B & (Live Log) ¥EIH K LL A BS54 . 08 i) LLE I H & 9T
T RD s A3 .

SRS 5 Wz R0 %25 (ISE-PIC) EIRFIER, R 26
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B ==mras

BEBERPIRE

P11 EFA P (Subscribers), RJEHRILE (Settings)iE i+ .
WIE 2 ARPIE I TF R IERE LT E D :
- BEhEHEIM P (Automatically Approve New Accounts): & H I &2 8 HE 1] [ 2l LK B B pxGrid %) S 3%
k.
« RIFCIEE T ZRGA9M A (Allow Password Based Account Creation): % A1 I & 5 AE 7] 24 pxGrid % /7 b Ji FH ik
T-H P 4500 S RAE . W8 SR, ARG Tk A8l d it pxGrid 2 77 %
pxGrid % Py o] LUl i REST APL K IXH P 44 i) pxGrid #8881 M . B 7w M, pxGrid #5551 8% 4
pxGrid 2 P i AL Y . B EE ] DAREHE s 4 R

I3 HiRTE (Save).
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BR P EYIER EIE ISE-PIC

EF RPN AL RSS2 7] BH A SR I SR 5 A L3 B OCIBR IR WL SRy o A LB B LA 2
4 (PKI) & — B st AR, FF S8 e A0 A5 Fg ur A 5 28 2 R P 1 8 0y o UE 15 F e 4%
Rt il . WEBRTLLEA, WA LAHAMBUE BRI (CA) AT H %544 . AZEUETS tHiE
TOVEE S . CA BLAMNBFAUE DR AT bR H 224>, ISE-PIC 0] LUAE 4 pxGrid (4N CA,

4 pxGrid H P #7244 pxGrid iiEf5 .

SR ISE-PIC AF FHUE BT s MIEAE  CREANT AU R PR 4S5 — 1 DA B AR LS
pxGrid ({385 (ISE-PIC M1 pxGrid A HARMHIEF) o X FHAEA @S, BN A BUE K MIE
Fo U2 pxGrid briR BEL ISE 5 55 8, FEMOR pxGrid 5 EEL ISE 7 552 (A1 22 4l 15
LA, ISE-PIC ¥t 44N ISE-PIC 15 i B A B AR (TR edeiin], REGUKHEE L2
A A A A A ET) 3 pxGrid IR H BN E B T ISE-PIC 5 AU 45 4 iE
Yoo BbJE, 0TI pxGrid I IE1S . DA CRAIE pxGrid AU 7 2 [ R AH BLAS AT, A e 28456 11
J 53 BE% M ISE-PIC A& 2 H] F7 o ISE-PIC "2 fLIEH (Certificate) 5, WA EFUEF . Ak
At ISE-PIC iIF P H- AT HE L8 S AT 55 o

N

AR BB AMVAE TS, ISE-PICAEBRINKE OU T BEvH A A8 ] A BEARCA AL D 1 P AU pxGrid IEFS

* JUR} ISE-PIC HHJETSULHE , 28 71 T
 WMACAFIET . B 72 W

o UEPBJE R EERIISE-PIC , 5 74 T

s RGET, 7500

o AFATUEE , 579 1T

c AEPAATER , 585 T

« JURLISE CA R4, 592 1L

* OCSP JIR%5 , 5 99 it

FBRL ISE-PIC By UE PLBC

WE R R ISE-PICT s )5, 19 sk HAHIEAS . RGURAS A &> IR} ISE-PIC 717 £ 1) FQDN,
DITARFLUCED (5140 isel.cisco.com il ise2.cisco.com, WIHA% FH i@ BL4FUFE 5, WA *.cisco.com) o I

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



\

BEFFES

BRRAIEH B ISEPIC |

A, AN ) A ISE-PICHR 45 2SR AE RS, AR 3R Al ISE-PIC AR 2528 Fh I UE o x $241L FH 1
B EAF AN UE BT A (BRUCHD) o W PANIEBUCE, W) 4 B AF 5

JURFISE-PIC 4% LA 1 J7 XA £ DU FC 1) 3 8 44 F

1. JURHISE-PIC &AWL IS A . Wk SAN BE& /5% /> DNS %%A\, ) Herp A0 —
/> DNS 4 F75 JRLISE 5 5 FQDN AHUGHD o G A A FH W e AFE 15, I8 FE 7 4 44 2 5 R}
ISE % £ %) FQDN 7 [ VUL

2. WARAE T H R IE AR A DNS ZAR A Al ik A pre sk, WHEHE R # (Subject)
TR~ A FREE R ZE (Subject) 7B A R BCAT A 2055 715 5 ) FQDN JLRC.

3. WAURRFIVLRCI, W AE L ziE .

LA IEH

TECAFUE AT I EC AT Rk (R ar i — NS A D, FEHZIER T AEA R H 2 A
EHLZ I, Fltn, Certificate Subject HH ) CN {H AT LLZE—/NEH EHLA (1401 aaa.ise.local)
SAN - Br 288 A0 1R i H =N LA FERC 78 7n i (451141 DNS. 1=aaa.ise.local 1 DNS.2=* ise.local) -

IR AN B B UE TS BN AT *.ise.local, AT LAMEH [A]—1E T3 KR4 DNS A FREL “ise.local” 4%
R AT HAR TN, Fl0: psn.ise.local.

M FCATUE A F 5 M UEAS —AE I TT AR P A 4, IF HAT AR R A BRI T VR AR B K
B TR Web 3 51— N EECAHIE S 7R o
[ 9: BELFHES 5

Certificate Certificate (==
| General | Details |Certiﬁmh'on Path | General | Details |Cerﬁﬁah’on Path
Show: [<AII> v] Show: [<;\II> v]
Field Value &= Field Value i
Bv‘alid fram Thursday, April 11, 2013 4:54... B\falid from Thursday, April 11, 2013 4:54...
Bi-'alld to Saturday, April 11, 2015 4:54:... — B‘Jalid to Saturday, April 11, 2015 4:54:... —
S| Subject admin@ise.local, aaa.ise.local, ... || = BSubject admin@ise.local, aaa.ise.local,... |=
BPubllr_ key RSA (2043 Bits) |_ BPuinc key RSA (2048 Bits) 3
Enhanaed Key Usage Server Authentication (1.3.6.... @Enhanc&d Key Usage Server Authentication {1.3.6....
Subject Alternative Name DMS Mame=aza.ise.local, DMS... Subject Alternative Name DNS Name=aaa.ise.local, DNS...
15| Subject Key Identifier 68 02 3d 6 9399 07 8e 06 04... {55 |subject Key Identifier 68 02 3d 67 93 9% 07 8= 06 04...
il du itherity Kew Tdantifier KeuTN=04 20 40 TN 15 hf H A = el 1 thority Ko Tdentifier KeuTN=04 20 43 70 15 hf 3 A =
E = admin@ise. local DNS Name=aaa.ise.local
CM = aaa.ise.local DNS Name=".ise.local
OU = ISE
0 = Cisco Systems, Inc. ie@ local
L =RTP d :
S = North Carolina
C =U5
Edit Properties. .. Copy to File...
Learn more about certificate details Learn more about o
™
:
o
o
™

B 519 BRS 5 EWa 51 EES (SE-PIC) T2 RISR, M 26



| B aESEE ISE-PIC
gmarmrsats ]

AR SAN FECP AR S (%), W RMEPTA 1 Rl IS ANIE (R E AR, A
Wy T b e A BRAVE RS S T o (B, AT RCAT UEAS (K 2 Ak BELE g R34S JE R ISE 45 3 e b —
JR 55 AR A5 I 2 A VA

\}

E®  FQDN M—Seor il A 5e 24 (1) SR ISE 223, PRI m] REAS W] T~ S5 ISE-PIC 22 AH G (1 il

{& F@ BT IEH B ES
WA T CA AT AR B, JUIUA B IS AR RN, (R ISE 7
Folr, AT BIE S A R T

o BRAERCE: TECATIE SoVFBTH PSN O EAP AT Web ik 953U A —iE45. R T RE R WL EA
ZAh, T AT B EIESE B SRS AT LR SN T T PN, it LA RE (A AL IE 57 P

o PR S S UEAR 158 W ECATUE TSR] AR ¥ Apple 10S ¥ £ & WIE A5 [, BR2&E s S2 (54T
UEPAEAE T HC & SO, NSRS /12544 root 1 10S Keychain. 24 i0S 2 ity 15 X 55 PSN il
fEF, EASHEAE PSNAUET, B2 E(E CA U ZIE &4 . MHERATUE, rf
PSN _FiE &R —FF, B P U002 — AR TS, #8FRATAN[A] PSN (1) B 473 S iE it 25 4k 458
AT, AR B IR .

o fAifbis kB HCE: B, B PEAP-MSCHAPv2 FIE2 (54T IR 45 #%3iF 15 () Microsoft Windows i
KA BRIE TR BT ARG SR IE 15, 75 )25 7 i A AN [A] (1) PSN AT &R, RG%
PR PR EEATSA PSNAE T . EAERFET, o LUEE N IRS SIE T, AT
MAEEAS PSN & — (5L &MIE 15

* ECATUEAS AT B P, BEamCAEERE,  ATude m ] AR

ERBEMIER RS
AR 5 40 A O A0 0 — 2 A )
o o AR T A A
~ BT A R
- A LR R T AR

N B RCATUEAS BATREAS ISE 5 sl A HIE— (MRS S IE P A 4. (HJE, JRATIZE KR
bl 4 U S F 2

RO IR 2 A 45 45 2 A th SCRFE AT IE S

HE AR, e e B, WA *.company.local ) —/NMIES, AN B
Retg RN HE T4, WRZBG & vl LU W company.local 35 (AR R IR S5 28 . I, Il il
[) 43~ DX DA TR A 3 S Sl o
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BRI R ISE-PIC |
B eemiszisn

LR AT BE HBLREA BRI PR HIVE I, o n] DU TS AT UE B AR A AL U Bk 73 72
R AR R M RC AT A8 A4 BRI s In— N2 (%)

N
B, A& K * ise.company.local fi & ECAFUE TS, DI AT LK iUk H TR 4 DNS £ 8k LA
“.ise.company.local” Z5J@MAEEFHL, -

* psn.ise.company.local
* mydevices.ise.company.local

* sponsor.ise.company.local

BECFFIERFRAE M
ARG BT IR I, SoREEECAT S DA A A (A T A4 AR . FERHISE SCRFIXRRR R 4544 .
HFEAZ P 121 SR8 8 SR AEUE A8 T3 A DB A 74

T8 I3 BT Microsoft A Sk (HAGPLTE & 245 7~ 1Y) Windows Mobile) A3 BRI 104l FH &
HR A T B R

TR 5 — MKk, Bl R AnyConnect W25 Uy ) & FL 3, &I REARVIE “ " (Subject)
FBOP A R AT A o

] DS AR R IE ECAFIE 1 (e v oA S5 AN A B 24 BE & 1 1) DigiCert [#) Wildcard Plus)
J7ESEAEUEP 1) Subject Alternative Name FP A0 2545 5& T4

J3E Microsoft i SR 7 BR I8 A I L AT UE S, (B0 A FA A B BeATiE 5, fevfe il
MR A B S A, A sSeBL 24, 35 Microsoft ALK .

o, WIALE “ E A TR (Subject Alterative Name) B i FI /5245, AR “ &
7 (Subject) T HIERCAT F4F.  “ EMHAFK” (Subject Alternative Name) 7Bt R B & 4 k6 A3
AP 4 (DNS #88) o A XHAIMEE, 120 RFC 6125 12128,

WEF R IREHISE-PIC

FEISE-PICH, 5 LLEE FTAUE-IE P 2R G BGIE 155 (5 . UE-PRREFRE . P CA
UETRHGIETS . B0, %S ISE-PICHH RGUET I, 2 Wt RGOEB RN E . e 2
PR AEIZAE S TS . PR R R G P I i S F A E R . B UE BB R R S
B A

FEUERFRE D HPRTS (Status) 71, BB FILUTR sz —:
o fptalElbr: R AROE RS .
s AL EbR: RORAEAERR R (B, A AR SR .
o B EIbR: B UE T IR B R SR A
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| BRieair+ g ISE-PIC

RGEH

zairs [

SR ISE-PIC R GEUE 157 1) 35028 o i Ay 4 50R0 2 7 i )3 F A PUERE ISE-PIC 15 £ S 40 AR 45 2 iE
P YR RGAED, EHFEE (Administration) > R4t (System) > iEH (Certificates) > RGIEH
(System Certificates). FRZE1 IR

o FF JARHSE-PIC #58 vh AG T Al A . kP IXSEE T E 1B R (Usage) X 3 H i B T8 (Admin)

* /T4 pxGrid #4505 . &P IXEUE BRERE R (Usage) X1k 1 1) pxGrid & IEAE
7E I8} ISE-PIC 08 (RN M L2225 ARG UE T o BOANEOL T, 7EL22 0], e 0k}
ISE-PIC 17 i LA H ZSE A —/> i A IR} ISE CA 2244 1E 1

s e T H T8 PR pxGrid 1) A2 ARG AUET CEIHKER 2048, ARUWA—F)

* ATHTHIfR S SAML S # bR 7 2 (1) 22 21045 1 B 284 SAML RS 45 iE 10 CRHKE N
2048, HRAWA—E) .

o AT TR S pxGrid & 7 ity 2 W) 22 A0 A5 N TR ISE CA B4 RS 2l CEHKE N
4096, ARUHA—F)
BEE TR M AR BY R, FRE T pxGrid #8248 UE 154 H 22308 B R 205 55010 CA 2410
WEF . Bk, B pxGrid WE 1544 J& T [F— PKI G (T2 IR 4514

A RN T RS (R SR A A5 R, TS P08 S ARAS ) CRBRE S 4 U R 55 5 | B A 2% 2L 11
HAPE) HRH.

AT R mE e, ] CA A MIE I AR . 2RI CA B4 RS, il
1 BUHIEP AT SRR HRAC L IE B AU » 25 85 1

BHRIES S A ZAGAEEE , 56 82 1T

1 CA A MIEI0E PREP 240K , 28 85 1T

N

w

EFRGULEH

RYUEH (System Certificate) & 141 78 il 22 A} ISE-PIC (W RZEE

FIE1 %P IEP (Certificates) > RGEIEH (System Certificates).
$IB 2 RGIEH (System Certificates) % £ B LL R4
« RIFAFR (Friendly Name): E-P 4 F5.
- {ERATER (Usage): A HIHAE 1D IR S -
* [TALEFRIE (Group Tag): AUEH THEE AT 11 IR IET . b7 BR 0K WA IE T .

B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [
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BRI R ISE-PIC |
B s =5+

* B%& 4 (Issued To): L5118 A3 H] 44 F .
* W& (Issued By): 1E-15MUA & I T 44 5K o
* B (Valid From): GUEIEF A EY], AR TTAG I R E s 1

- Z|HA B HA (Expiration Date): UEH5 K EI H ], ARy “Hobma” iE gt LR B B A B H 5%
14

o bR FEBHILAE 90 KU E.

s WOEbR: FRBELAT 90 Rel A .
s O KRR EREIHIEAT 60 KEE K.
o fEO bR BEEIEAT 30 KEUE
s AR CEIW.

SEANRGIEH
AT N BRI P AT R R ISE-PIC 15 i S ARSUET .
A

AR fEE PAN Y SO B A (U UE TS AR TR £ I AR R B R R S S5 . T2 PAN A SE K
s REREHRERA DT

FIAZ Al
 MAORIEAEIZAT % 7 i X SO 2% 1) R S8 LA R UE 1SR & 3 B S
s MR FE A RGRUET AN CA R4, WP ARG CA B [a] CA TEB P AZ SRR AE G IX
GIEH (Certificates) > Z{E1ERIUES (Trusted Certificates))

 WMRP AN RFUE RS CA FREREN true IIFEARLIRY R, 1HHAAE ZHMEY I
P'E T keyEncipherment {7.5%, keyAgreement 17/

FIB1 EFHEP (Certificates) > RGIEF (System Certificates).

TE2 fihEEN.
¥ B R B NRSESIES (Import Server Certificate) % 1 o

T3 MAEE T AU M.

PR HdHER.
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| SR aiE %5 1SE-PIC
sazrs |

R BEIEP
T AR R E BRI AR . R ACR AR, DA AL PSR A PPl F5 5k .
R RIAEA = A B 3 JORHISE-PIC, R REM A CA LR, MR~ e rh s g — 52 .

)

AR B BB I B SUER ISE-PIC 5 /U L4, 158 s R} ISE-PIC 15 50, M
BRI IH BN I AZEUES, SRS R B ARIETS . 50, SR} ISE-PIC 24kl IR HI TH 4L
P B BUET .

wWERGIES

fIEHI B Dok 4R R GEUETS, ST AR . A HREERCATUE TN, S ek S 2038 h i i Ay
b MR ERCATUE TSN, SRR UE A M R P IR o

FIB1 %E$E IEB (Certificates) > RGEIEH (System Certificates).

WU 2 MR A R IEAE, SRS AT Edit.

HE3 BN HSETD, kT EAHAR (Renewal Period) RIEHE, SRIGHIANLIR. JH H BN A7 1 B A A7 I )
(TTL). M FHz 8 sk B i 118

$E4 LHRE.

WAL P ETR (Admin) SOEHE, TR ISE-PIC 7 5 b 1R 8 R 45 455K =08 J5 3

N

ER {fTH Chrome 65 K i=ihit A JH 2 R} ISE Wl E<s 23 BYOD |1/ 8% 117 JeikAe i a2k i JH 31,
R URL C @ 2 ik, X 2&K Google 51 AT &2 hAe T El, ML REZK FriE 15 2
H “FBAHAFR” (Subject Alternative Name) 7-Bto % T JB} ISE 2.4 &S RA, SOUHA “F
B 4”7 (Subject Alternative Name) 7B .

LEH] Chrome 65 & S AR B, AT LA T 20 %

1B A T “ EBSH 4”7 (Subject Alternative Name) 7B, MEEISE GUI AE ol vy HZSUE 1 .
WARIAFE DNS FI TP Huhk.

2. JUEHISE 45K HEo8 a8l .
3. 7E Chrome | Y28 - & E 0] [ o

4 fENNEES,  “EHRUET” (View Certificate) > “TE41{5 57 (Details) > il il 1 $ base-64 4wtk &2
HET .

5. HAET B B (R 2.
6. %] Chrome VI3, 4RJFZRTSE N1/
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BRI R ISE-PIC |
B »uzsrs

\}

FR N ERER S Win RS4 8% RS5 130 Yo 2% Firefox 64 A 5 i AL & 64k BYOD % &I, Al fEIivE
ISIUES A5 o Gn S 4207 22 3% Firefox 64 S S SRR, AT WA THAT N, W& M SEHTICAS TH2%
FI| Firefox 64 M mRA, WIASHIUMAT o W LUR PR, ol DIE SO a8 I0AE 1541 4b

1. 4% BYOD Jife ek PEAP 8 TLS JHATHCE .

2. ifid Windows ALL IETAfL & CP 5k .

3. TEImZ % i Windows RS4 8¢ Windows RS5 H1i%:#% Dotl.x 5, MAB SSID.

4. 1 FF64 Jltagerh i N 1.1.1.1 LEE M &2 P& 8 BYOD [ ]/,

5. Hudiianfish (Add Exception) > JeARANEF (Unableto add certificate), #X )5 4kE AT HifE -
XU fiR R 7k, FBoh Firefox 64 I8 IIE 1. 7E Firefox 64 W W4t , HEHIEIN (Options) > 2

FAFNIZE (Privacy & Settings) > EHIEH (View Certificates) > AR 5588 (Servers) > ixnfsh (Add
Exception).

B 2= e e B

T LU R AP (K R SRl

SRV IR GIEAS AR AP ER 2 ANIEAS, (HAn i 2 /b BAT— ANl T4 B B3 S 3 BRI
5o BtAh, JCVEMIBR AT B D1 8 pxGrid #E 8 KR AT o HoE, AESSHIRSS AT BUMIER pxGrid
UEF5.

WER SR FE M ER T AT IR, R Ge o B h K P A BB ISE 45 s MR e

HIE1 K IEP (Certificates) > REIEF (System Certificates).
W2 AL MR e S A M IR HE, SRS Al Delete.

ARG s FESHE.

PR3 rith Yes, MIBRIEF.

SHARFIED
T LS HY RGP A BOUIIBER I 4. WS 5 M1 SR T 8, 0
IR, (ELUE 2T BT B 5 ASEIE 5 A,

W1 IEFE IEP (Certificates) > RYEIEP (System Certificates). -
PR2 ErpE R RS EEHE, AR5t S H (Export).
P33 EFEOUF IR, T IR IO R .
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| SR aiE %5 1SE-PIC
geairsE |

'R HI T RE s B TP, BATARBT NSRRI L &Y. RS L N E=Y] (i,
S A TCAlSRE ISE Y DU 1Y R (A5 IR R GEUE B i TR TS P a g . 18
K HUEF SN ) — JBE ISE-PIC 75 fiNy, 255 72 b5 5 DAAR 3 4 HI 2% 9
R4 WRECEFEF Y, WA, R 2D RIS 8 N AT .
PURS sl Export LURHIEAS DRAF 218475 ) i i W25 R SCAF R S

R RS, RS B PEM (A% AT A7 il . LR AN 3 R AT 8], RS & 5 Oh zip SO,
T4l PEM A% 2 AE AN 0 i) & F s S

S{ETIERE
SAGATAE P AHE ] A AR AN ) BAIE P B (SCEP) 1 X.509 iE-15 .

X509 UEFAMRFE HIITF A 2. 2 EEUE BRI, B TR A ISE ThRE & 2 B0 .
MR IR AT 90 K, JURLISE 2B AN R GEUE BRI R0, RS LA 2 Ay X RS el 4

o B0 BPIRAS BAR BN E RGEF (System Certificates) % I H .

« MBHSE R 2 Wik & T I M S (BR4E (Operations) > 3k & (Reports) > #f & (Reports) >
2 (Diagnostics) > & 4ti2 T (System Diagnostic).

« ZERREEIHE 90 K. 60 K. 30 RHFA R, MifEddn 30 KW, RERAER—IKEH.
W R ELE B AR o BRI AR, R BIWIH. X T CA LA NET, TR L
WS IRINAE], M CA SREUEHIE 15 .

SR ISE B2 (5 AFE B T LU i
o UG9IF fH & A7 [ ISE-PICHY BB ISE B 51 (i FHE TF B IS H R S M 83E) HT S0 8%1F
2 P il 15
o B 2 R R ISE-PIC 5 2 [A) (K 24305 « 2 AR UE B L L5 S5 B v RN 5 B
AGUE P ASAE T M) CA E 1 8E.
< WIHOK AAIEBH T RGUE T, WA A B UE T L ZIUE PAN 2 A5 ATAE 5 PE .

© WK BB T RGE, W CAMRUEAS LS AS AEHE A A v R EA5 #0 URAE PAN
AR AEUE T

\}

o2 SNFEASE # X.509 UE 1524700 4 PEM #% 20 el A 30 g g A% 0. af DURIREE R, &
NEEIEREER S, ke REEuEP LSS 4 2 A5 R UE B 4

s TEVIRT P A LB AT IE IR CA IFB—ES$ AT CA K, HEIER ISE k45 H
RN A 4 IR UEA B
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BRI R ISE-PIC |
B =ccrseznry

ELEEN, A B A G TE PIE A Z G U E. RIUED CRERMR cAY 4= (kR
CA /) EPE4L.

SIEEEH SRS
CTL "R ASATAE 1S 1] LAEL & A RRBR A o b JE by U1 v 5 213 14 BT A 32 44 PR
ATV E LAy 2310 R ISE AR AR 5 hf8 2 (1 R 1
SR ISE SCRFLLR 44 Bk Pl -
=5
574 R PRl V7 12 A 3 0 4 44 Bk 7 B 1) H SRR o
o AR R TS
CA WEBAFRM: Permitted: O=Cisco
S E ;- O=Cisco,CN=Salomon
NIRRT S
CA IEBAFRM: Permitted: O=Cisco
2 AT 8 CN=Salomon,0=Cisco

* DNS
]
* URI (URI BR #1220 EL—> URL AF88 3k, @120 http://« https://« ftp:// B Idap://).

JBRFISE ASCHFLL R 2 RR PR il
o IP Hhhik

* OtherName

NSAFATUE & AR BRI IR UEFUE B A S AN 7 B, R ISE B 4aitiub 15, B2k
EICIESUEAN SRR R

PR 2 32 A5 AR A5 A4 B BRI K — A7 9]«

X509v3 Name Constraints: critical
Permitted:
othername:<unsupported>
email:.abcde.at
email:.abcde.be
email:.abcde.bg
email:.abcde.by

DNS:.dir

DirName: DC = dir, DC = emea

DirName: C = AT, ST = EMEA, L = AT, O = ABCDE Group, OU = Domestic
DirName: C = BG, ST = EMEA, L = BG, O = ABCDE Group, OU = Domestic
DirName: C = BE, ST = EMEA, L = BN, O = ABCDE Group, OU = Domestic
DirName: C = CH, ST = EMEA, L = CH, O = ABCDE Group, OU = Service Z100
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| SR aiE %5 1SE-PIC
srgEanis |

URI:.dir

IP:172.23.0.171/255.255.255.255
Excluded:

DNS:.dir

URI:.dir

LAR 45 Bh b SCURRE IR Sl 32 20 i U 45 32

Subject: DC=dir, DC=emea, OU=+DE, OU=0U-Administration, OU=Users, OU=X1,
CN=cwinwell

EEZFEERNES

ZASEIEP (Trusted Certificates) & 1141 H AT L in 2 R ISE-PIC 2 A5 4TE T

$E EAGFTAIED, EBEBIES (Certificates) > ZEEIEP (Trusted Certificates). BRI B Z(EATIE % M,
Hp BT B A5 HE 15 .
FIE2 WP ZEAIE B EIRHE, R di4mEE (Edit). &F (View). S (Export) siMfifg (Delete) LT T AT

B ZETIEPERBNERIRTE

DAUAEAIRA, R ISE-PIC A GEAE MR AG A FHIED S ARSI ER, £ H3)
JEFHEET o

AEZEERNER EFRRINESR

T LUl I Z{EEHTIES (Trusted Certificate) 77-1ifi i & 10K CA RS N 21 L E} ISE-PIC.

FHia Z |l
o TSRS A AU T-184T RS A3 S RO T SN SCAE R 48 e U562 PEM B DER 4% 3.
o BERUE T T BE 5 5 EAP B IRAIE, TEAELES o SCREA IR CA FREBEE N true.

Wi Z IS

FERAIE PR INE) A5 (T E T2 5, T LI A0 P 4548 (Edlit) METIUAT I — 45t

S %EF IEP (Certificates) > F{FEIEH (Trusted Certificates).

PSR 2 kP B IUEB S IAR EIEME, AR5 i YREE (Edit).

$B3 (W) ARIFER (Friendly Name) 7B, MiANIERAIR. R EATEEKIFRAIR, Raatbl P4
—ANERINSFR:

common-nameti ssuer#nnnnn
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BRI R ISE-PIC |
B nsseaas

HIB 4 ET7EZAEE (Trusted For) X ik 2 B2 1) 52 S HE K i SUIE P Ik ik
$BS (k) 7ri5RR (Description) B ATE TS U o
6 HiHRTE (Save).

flER =S EIEH

AR AN Z A 2 AFAT I . HE, AEGIHER SR ISE-PIC W CA iIE-15. JBA} ISE-PIC W
CA LA HREAE R H A A2 ) FE R ISE-PIC ARTEASBET IR -

L1 %EF IEP (Certificates) > Z{5EIE+ (Trusted Certificates).
IR 2 G ALEMN R (AU 55 1L R IEHE, SR S diBR (Delete).
RS BoR— 4 50 K . EMER ER ISE-PIC N CA 1FH, E8 L FiEmiz —.

« #IB& (Delete): MIRE AR ISE-PICH#B CA E+ . JERF ISE-PICH # CA 2544 I I AT Ll B R, i Ioidk
TONDRLS o FE AT 80t RN 4%, 15K AH [F] 1 JE R ISE-PIC B CA TE 15 5 NG ATAE A7 AE X

* MR FFHESE (Delete & Revoke): MG IF 44 AL ISE-PIC # CA iE15. SR} ISE-PICH# CA 4 T H &
Ui UE T E R, B OV B W 4% o AR AE TV o 20 B AN 2 1) JE R ISE-PICHR IIE 104

PR3 AR (Yes), MERIET.

MNZEEIERESHIES
T2 B
TATLNF AT, B0 AR 0 5 o R G F 51
A\

AR WA CA FHAET, FEHREH S E R S, W28 ] CLI /74 application
configure iseo 1%2[@%“1’1[3’1%%4’ ISE CA T,IE‘JE%D%:%H ’ ;ﬁ 97 ﬁo

L1 EFE IER (Certificates) > ZAFIERIIEF (Trusted Certificates)
PR 2 EHES R INER AR, )5 TS E (Export). — AR —MIET.
IR 3 kil 5Ll PEM M3 R EENEAT 2 7 s xS A8 S0 R g .

BIRIEBSAZEEIERE

AR CA R[] CA UEAS I, 453 2O AT 52 {5 4 CA IEB KIS -
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| BRieair+ g ISE-PIC

irsusa i
FHIEZ Al
TR INEAT R B CXHIE-BRE A TR T A IR FIECT 2840 CA UEFR ) CA BUHREAS AN Ay 8] iE
1

S %EF EP (Certificates) > Z{5/ERIEP (Trusted Certificates).

;2 1SN (Import).

$I 3 /U RIIGEHIER SNIEBEMEX (Import anew Certificate into the Certificate Store) 7 1+, FoiiE#E e
(Choose File) LLIE R CA 24 FLR A M CA IEH .

$B 4 {ERIFAFR (Friendly Name) iy A & 1 14 K
WIR AN RIF AR, R} ISE-PIC #1#i] common-nametissuer#nnnnn k% 201K 4 AR 78 b 7 B, Hedb nnnnn 2
WME—%hi o S T AR G PR E 15 LA & iF R FR

WIRS 2k S HAT H I 2 A5 AR5 (R IR 55 55 U 1K) SR A A

$6  (Tik) 7EiftRR (Description) B, HAMLAE IR BEHT .

PR AR (Submit).

T—%Mit4
Kb ) CA IEB FAZRIZEARIEE (WG

N

T LA SCAE G A ZANESS, XA SO AIEP PR R P8 o SCPF AP IR T AT AR A
ZA PEM MK, I HIZBGUE F0 Z5044 DA R I3

o SO R R N IE 2T CA MU (1% ) i Uk 5 B 95 25 IE 45
* BT R PTATIE S A 2R CA TEAS RBT AU AIE A5 R 28 44 8 P (K B A v 18] CA AR

IEH 5

il

PNUEAS BRI RE T g A R -

1 fEMBHSEEH T O RAIE SO S ARG A i E R i e — MIEBZAMA BT
UES NS AR AFAEUE T

2. fEAPRE CAZANUE A R AUEPHESCIE . AR 2ok SOPE P e — M A A
e+,
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B sccrssags

ZEFIERSANRE

F 18 ZEEEBESNRE

BRI R ISE-PIC |

FEAR

kil

WEH 3L (Certificate File)

A1 5T (Browse) Az AT a1 TH S LI PR
5304

K IFZ#R (Friendly Name)

BNUEB A0 R TR 48R, EER
ISE-PIC 4 H 8% [ <ilfl ] 44 BR>#<iii K #
>#<nnnnn> S A AR, P <annnn> S M
— I LA G

151F ISE B9 H2I83E (Trust for authentication
within | SE)

A B I UE B H TR AU S 2R E T NI
fih ISE-PIC 5 5k LDAP ik454%) , idkitsE
TEHE,

BEEEFIHSHIGIEF RS B (Trust for client
authentication and Syslog)

UNFEEF T “f54T ISE-PIC H 1 & 456
UE” (Trust for authentication within ISE) & ZEHE R}
WEHD WA buE B T LU Mg, dEiE
I3y = Vi

X1 H EAP Wp 3% 3 ISE-PIC HI & iyt 4T
BB E

* FHERG H SRS

EEBERIBR S 89519583 (Trust for authentication
of Cisco Services)

Dp RS A BELR BEIE S T3 AR U 55 25 A1 S R
W55, UEHE LS LR .

WHEIER 3 B4 (Validate Certificate Extensions)

COIE ] TRl e o A AT 20 7 S 54 3 B Uk A R
4iHi&” (Trust for client authentication and Syslog)
TELAT “UEF4 2 b3 F5E” (Enable Validation
of Certificate Extensions) JEI I E L ) #ifrH

“keyUsage” ¥ JEJf H&E | “keyCertSign” 17,
I HA R CA PGB E N true A PREI FE .

12 BB (Description)

TR B o

HXED
ZAGARUERE , 579 0L
WEPEESAN, #8311
PHUEB R AZEEUEDE , 5 82 1t
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| B aESEE ISE-PIC
iszzEk |

. N frbe =
R ERIF
T CA, BARZBAUET, MBI 1284415 K (CSR) K HAZAT 4 CA.
EFREZIFK (Certificate Signing Requests) & I & f2 L8 AT FIE-BA LT RMAIR . EFH B
(Administration) > &%t (System) > iE$ (Certificates) > iEH &% 153K (Certificate Signing Requests).
BN CA G54, B HIE B4R, RIEHIERRESR CA. CARIERESY, RERHE
e,
fsm UEE ISE 45 8 ] AR A BRUE 15 o R DU RS 308 b ) A 0 sl G E AR Sk
el RIG, EBRIZG XL PB4 RIEL L CA, M CA ZRIL CA B4 MUET, K CA R[FIK
root A1 CAUE TS ANZEATIETE, HH H¥ CA B MIUE T S5UF 28441 K48 .

BIEIER E BB KAFERLZGIER A

VR SGEBAE AR, A T SR CA B4 MRS . n LA 8 v iR s 1Y s BT AT
RAEAE B2 TR

W1 ILEHE IEF (Certificates) > IEPFEHIEFK (Certificate Signing Requests) -

$1E2 Hilid BIEPBZZ1EK (CSR) (Generate Certificate Signing Requests [CSR]) LA iiF 125 4411 3K .

W3 AT AEBIE AR A CRRNE RN FRIGEE, WSR2 G BRE , 594 7.

PR 4 EPBLIEREEE, RERESE (Export) LA NEHEREATE K.

$£1E5 FHIM “-----BEGIN CERTIFICATE REQUEST-----" %I “-----END CERTIFICATE REQUEST-----[{]JIi i 3C

W6 CREUF A R I  ZRE 2 T CA TE i k.

BT FEBLIUFT,
HoA CA ] E K B 44 AR T IR A R IR 18 . B IAIE 1R A ZIP e X, b A 5 b 200 n 31 SR ISE-PIC
ZAFATUEBAAH X CA B AAE B AL L UET . BEFEL N CAUET . R CA IEHAIH AR ] CA 1EFS

CHTRIERD FEENSATR ) b A A R G

1% CA Z2Z2BNE B EREREZIEK
7E CA RIFIEFBEL T 2 5, B0k gt e $INE B2 415K . T LLEEL ISE B EE T 24
HRE TR T AT YR E B
FiaZ /i
o WU AABFZEATUEY, LU H CA IR[BIPFHSARAH ] CA EF.

 FEHHSC AR AN T F] CA B S AN ZAFAEUE P GES (Certificates) > Z{FEIEH (Trusted
Certificates). ) »
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BRI R ISE-PIC |

PR KK FE IES (Certificates) > IEHE B 1FK (Certificate Signing Requests) -
WP LA CA A UEF I E IIUE 2544 T8 R 551U K R AE .

P2 PEYEIES (Bind Certificate).

$®3 £ BRNEE CA ZRiFH (Bind CA Signed Certificate) 7 17, Hiili%#% x4 (Choose File) AL CA %5 4410F
e

$IB 4 7 KIFEFR (Friendly Name) 7Bt P A ME .

SIS WA SR ISE-PIC BAFIF 14 J&, i1 I8EEH# R (Validate Certificate Extensions) % HE.
U A8 5 FHBEEIE B 3 R (Validate Certificate Extensions) i35,  H#& 5 A MIET 7 CA bk B E N ture (FEA
2Ry R, WHERRAF %A B, H O E keyEncipherment {75 akeyAgreement {1/ o

pE SR} ISE Z3Rk EAP-TLS & F il 15 HA B 8 4 s H Y e

PER6 (AL e EON IR TEATER (Usage) XRS5 -
USRS AE A AIE P A4 S SR I 2R HE A 1B (Usage) 1B, b4 E2x Balsse. ST LLIE SR Jm g 15 T 4

.
7 PAN L HOBIR R IR I0E 1D 2 AEFT A JUL 5 40 L AT B (% PAN FRUR, RAER AR 13)
AL

$IBT R (Submit) DUMEEHE B A1 RGP E R CA B4 IEP .
R IIE S EFRd  HF EE ISE-PIC 35 & IEAE, WEA ISE-PIC 5 & LRI RS S E B A8l .
AR R i HA Y A RS PR S CA B4 MET, RS

T—¥Hit4
FHIE B SRR , 28 82 1L
= N ~ Joir =4
SHirPFEZIE
W1 KIRIEFE IEF (Certificates) > IEFBEZIEXK (Certificate Signing Requests) «

PR 2 &P EE T U5 RIENE, sl Export.
PR3 UL BEA TR N B EIAM S RS

. N Sl A== g g -]

WEREZIEKIRE
W BRHSE-PIC, H R —ANEREIAT N HE 53 )7 R 3 i ) s A i B4 K . ibah, dbn]
DR B8 A 30 22 g B AN Y BN A RAE A A i SR . I B R B BN AR pRAE A A sk, )
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| B a0iES &2 ISE-PIC
irnzenkes W

ISE 4z FZNTEUE 34 FH# 1 CN= F-Beh B4k e 19 s 58 2B e 44 (FQDN) . W kB IE 15 1)
“EARTEA TR (SAN)” (Subject Alternative Name (SAN)) FBOH A S HA4H, MIER T HoAl SAN &
PEZAb, 54N ISE-PIC 717 £11f) FQDN. i1 JEIE 58 A7 3500 o iR A1 5 2 e A 4 i ok, i
B “ AVFERCATIEF” (Allow Wildeard Certificates) 2 IEHE, SAJ57E SAN B ( “DNS 44 F%” (DNS
name)) FHIANIEACSF FQDN 5%, 40, *.amer.example.com. IR THEIXT EAP & 43 56 F 44 HUE
1o, HAELE CN= B N\l FL i
A P RIS, AT O RS EURE ISE-PIC 5 B il —ANME—IE . BbAh, AT A
%/~ FQDN {78 SAN FE AR 1 UE 158 o Wik #F SAN FB AR5 (%), nl DRSS B s
s P RANES, TP UE P A RRAICACE L o (H, A B AT UE T 2 A L e A
SR ISE-PIC 5 s Pl ME— IR 25 45 10E 15 (1) 22 A PEAIR.
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BRI R ISE-PIC |
B cszziexes

K19 EBERIERIEE

FH (k1=

IEREAT
(Certificate(s) will
be used for)

B 519 BRS 5 EWa 51 EES (SE-PIC) T2 RISR, M 26
88



| BRieair+ g ISE-PIC

irnzenkes W

EmERE

T RIA S FLAL A A (R R 55«
B ISE HiEH

* ZRIE (Multi-Use): H T ZMk%s CEFHG. EAP-TLS G4 5010E

« B (Admin) - H THRS 45 50 UE (LA R 558 BB 1] 22 TR) ) 22 43

* pxGrid - [A]I 3% P o AR 55 25 S A B iE. CCARf O pxGrid 2 7 i 5 i

* SAML: HTHfRE SAML S $E4EF2 T (1dP) 2 [H) ¥ 2 Al A5 11 IR 55

FBEL | SE IEB A MM A BYIEH

pxGrid) o 2 T IRAIE S [ AT 25 ) s AR 55 s 2 i . 2644 CATRAEE
SRR H AR TS LUE SRR o SRR RAT LU g k-

- ZHARE (Key Usage): Biv%4 (%44)

« i R EZ4A AL (Extended Key Usage): TLS Web 4528 & 45 5 iF
(1.3.6.1.5.5.7.3.1) F TLS Web & /i & 4y 41k (1.3.6.1.5.5.7.3.2)

Fo LURGHEE H ISE-PIC 5 i Z [A] (240005 o 2544 CA IAE AR
TR A Web 95 S UE BRI BB B AT LT s

- FHARE (Key Usage): v &4 (%4)

« I BEAAE (Extended Key Usage): TLS Web 45 2% 5 43 46 IF
(13.6.1.5.5.7.3.1)

Fran LA 24015 ) o 2540 CAUEFSRISUE 3 K 4 vH S HLIE R .
BEREAR HAT LR g k-

- FEAFE (Key Usage): B7% 4 (%44)

- i R ZE4$AFE (Extended Key Usage): TLS Web JIX 55 28 & £ 56 IF
(1.3.6.1.5.5.7.3.1) 1 TLS Web % J" 3ifi B {3 BAiF (1.3.6.1.5.5.7.3.2)

WS . FRE HT SAML E AN o] - FATA HAB AR S (9] dn sy 34 53 A
EAP S350 0E5)

- FEAAE (Key Usage): B7% 4 (%44)

* I REZEAAE (Extended Key Usage): TLS Web [l 55 2% 5 473 56 11F
(1.3.6.1.5.5.7.3.1)

AN A B A5 2.5.29.37.0 AP T “9 @241

15”7 (Extended Key Usage) J& I " AT B 0 SAn AR . R4
rE 2.5.29.37.0 WEBH T “4y REHHE” (Extended Key Usage)
JEPEH AT E SR SAR RS, RASKIUEB N TE, FEER
DU R B

source=local type=fatal message="unsupported certificate"
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B cszziexes

BRI R ISE-PIC |

FE EdEE
* ISE R CA (ISE Root CA) - (f{UG&EH T Wil CA kRS H T35 A A~
B CA IEP4E, 45 PAN LR CA A1 PSN _Li%#HBE) CA.
* ISE f1[d) CA (ISE Intermediate CA):  (f\id& Fl 24 ISE-PIC A4
PKI R 1] CA B IS CA RS 148 PAN A= i) CA WES,
7 PSN _EAES N JE CA WP . 2544 CA HIE R 5 FR b 4 B iE - o
RHN o BB A LU R Pk
« EARLEK (Basic Constraints): Jefit. JEiF ik HLI
- Z4ARE (Key Usage): iF %54 . Hird4
« ' BZEAAE (Extended Key Usage): OCSP %544 (1.3.6.1.5.5.7.3.9)
« B3 ISE OCSP Mgz /A 3iE+ (Renew | SE OCSP Responder Certificates):
(SUEH TN CA Mg HT BB AN 5528 1) ISE-PIC OCSP M )3 5 iiF
P ORNBEPEAER) « BTz aR N, @SN HEF—IR
ISE-PIC OCSP Wi 3 J7iFf5 .
RIFBEEFFIER e P I A TEHELAAE CN FRAI/ERUE 1) SAN T B 1) DNS 44 Fx A 4 8 e 447
(Allow Wildcard (*)o WIRIEFILRIEHE, RG2S HBEREE P RFTA 5. LIE i A M)
Certificates) (b 250 S A 5 () B A% o 1 SRS PR L AE 1, R I e 4 4 2
(AT 73 DX DA e APk o Bl tan, ] LICKE 38045 (8] 43X 2 * .amer.example.com,
A2 *.example.como  WIERAXIEAT 43X, 7 RES T 8w 4> )l
JXEE T S Y T R R AR BRSSO S . By R R R 3 s T AR CSR,
CSR (Generate WRELTY Allow Wildcard Certificates #2617 o
CSRsfor these
Nodes)
NHEHZFR (CN) BRI R, A B 422 5 0F 9 H AR AIE P45 44175 3K (1) ISE-PIC ¥ £ /¥ FQDN.

(Common Name
[CN])

$FQDNS 3£ 75~ ISE-PIC 4 #i i FQDN. 244328 A I AN A A e 525 441
SR, FEB45 4417 3K ) Common Name 7 B2 # e h #%-> ISE 5 £ 1) FQDN.

LR B AL (OU)
(Organizational Unit
[ou])

MBS FR. BN, Engineering.

2H41 (O)
(Organization [O])

HRZFK. T, Ciscoo

W (L) (City [L]) | GEX4E) ST &k, wlin, ST,
HIBBRX/EET GEMYEE) A/ HEX/EEET A B, nH.

(ST) (State [ST])

EZxR/H[X (C) B RMX ZFR. DA T-BE ISO B FK /M XAS . #lin, US.
(Country [C])
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| BRieair+ g ISE-PIC

irnzenkes W

FH

EmERE

ERFTIERFR (SAN)
(Subject Alternative
Name [SAN])

“IP Huhk” (IP address). “DNS ##:” (DNS name). “%—%IFEFRIR
£F” (Uniform Resource Identifier, URI) 5 5 1E 15 5CHKH] “ Hax 445K (Directory
Name),

* DNS Z#% (DNSname): Wi iEF: “DNS #F” (DNS name), W5HIA
ISE-PIC 4 pi (1 5g B e 3k 44 . an S U3 1 Allow Wildcard Certificates i
T, RSB S ATIE SIS o filtn.
*.amer.example.como.

I Ptk (1P address): K5k 5CHK) ISE-PIC 15 &) 1P Hidl: .

« F—&FRFRFF (Uniform Resource | dentifier): #4575 ¥ 5iF 15 5C 11
URI,

« BR &M (Directory Name): #i#is RFC 2253 52 X 1] X 53 45K (DN) ()
T8RN HHES ()EITZ/DN. T “dnQualifier” RDN, 4
fFHE S5 M2 SORHT “\” A8 0 By . o,

CN=AAA ,dnQualifier=O=Example\,DC=COM,C=IL

FEHEA (Key
Type)

faE BT e A LM AL RSA 5 ECDSA.

FHAKE (Key
Length)

FRE NI PIIRLR D
LR IET AT RSA:

. 512

* 1024

* 2048

* 4096

PLR &R T ECDSA:
* 256

* 384

W T A—2 44 5%], RSA fl ECDSA AdLa4in] g LA A
KB,

Il

R Bhds

IR HRIBRIR AL CA 284 IETS, 1S 2048 S KK

L AME (Digest to
Sign With)

WP R ALY 2 —: SHA-1 5 SHA-256.

UEH SR
(Certificate Policies)

i NAIES AT IUE TS 50 OID B OID 413« i FHIZ 5 8 % 43 OID.
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BRI R ISE-PIC |
B =nisecams

B El ISE CA AR %

UEP AT A 5 &8 AN UE AR MR (CA) $E4T 8072544 . ISE-PIC W] FAE pxGrid AN ERAIE T A0 A& AL
¥ (CA), X pxGrid iE PBHMTE T4 . CA B4 BUTE B AT bR e HL8E 2245, ISE-PIC
CA $2fLLAU T IhfE:

© MURUEAS: Dy E R 1 1A A 2% 10 8 i B IE AN 28 A UE 28 44 15K (CSR).

< WUVE R AR _EAEROF L AR PIANES

 FEREUETS: AE0H 1 B A U RAE S o

© SCRFAESAE RS YIYL (OCSP): $241 OCSP Wi W 2% LUK 25 Uk 15 (1 2501k

2 CA A5 AE A B ) EAEHI, CAIRSGS TS A 0 AE 40 BY 8 BT ) CLI_B3gAT . FUARSOL T,
CA IS5 A AZER] . 34 SRR} ISE fnl .

BESH 2 I0 % E B S HF
JERL ISE-PIC CA %5 S HrHL T 20 th £ hns (ECC) kil . 5 HABMS LM L, ECC 24t
Bz A PERIPE R Ry, BISEAS S /N 2 B0 /B A2

R T ECC 1 RSA WIS K /NUA R 2 4 JiE o

ECC ZH4AK/N (fiD) RSA A (i)
160 1024

224 2048

256 3072

384 7680

501 15360

T35 BRI N, s R T

JELISE-PIC SZ#FLA T ECC Mg, g8 mlhemy, S5EMBEER, 22 Mt iing .
* P-192
* P-256
* P-384

* P-521

ISE-PIC ASZFRIEF T EC #7r  wXZ 4. il sal B ARG WASHIIES, #2ox Pl M.
CUE P IOAE R AL FF 441 EC Z4” (Validation of certificate failed: Only named ECParameters
supported).

AT LAMAE P HEC TP A2 ECC IE S o
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| @#iehegiE+ % 1SE-PIC
matise-picEpsms A miES [

FB#} ISE-PIC iEH M & #491EH

“UERM R (CA) EF” (Certificate Authority (CA) Certificates) Ui 41t 7 5 P #6 R} ISE-PIC
CA MR BT A UET . BE U 5 8 X SEIE S . n] DUR TSN A DA A 2 e 3 s T
ISE-PIC CA iiF+45. =4 B B4 LA HE CAL 15 A CAL MJE CA F1 OCSP Wi B 283F . #
oh ) A R HAE 2o & CA FOCSP iE 15,

JA FRERFISE-PIC CA IR 55 I, KEAEFTAT Y i b A 3l A oA s X Sk o . gedh, 3 A~ ISE-PIC
M CA BEIY, CREAERTA Y i b E S HOH AL N 2R SR S . AN EE T3 T

S8R} ISE-PIC CA IE P IEAF LA Fan 4405 : IEBBRSS <RimME CA/TS = CA/FR CA/OCSP a7 £8>-<

AT ENLASHIE BT .
7t “CAEFS” (CA Certificates) UL, APt FA. T, WERAEEEF ISE-PIC CA i
SR

448 B #} ISE-PIC CA iEH
FEVRIIVE F55) 0B} ISE-PIC CA HIE 5474 DX 2 Ji i LR PR 3 8 B2 TR AT At — 2 4

S EPHEIR (Administration) > R4 (System) > iE$ (Certificates) > IEF M A HH# (Certificate Authority) > IEFH
MAMHMIEF (Certificate Authority Certificates). o

$IE2 76 ISE-PIC GUI H, HiRBEE (=), RIGIES .
P3P TR R IEAE, AR5 HtidRE (Edit).

PB4 MWIEHEE R TRETB . WS 2T E 5 94 T UL TR B
FIES PliRTE (Save) LARLEXHIE TS TR T .

S HERISECAEE
S ERLISE R CA A1 &5 CA WFEP

FHia Z |l
BHATLL TS, USSR B D B R S PO

$E1 EFETE (Adminigtration) > R (System) > iE$ (Certificates) > IEB M &AM (Certificate Authority) > iEH
MAMHMIUEF (Certificate Authority Certificates).

P2 7£ ISE-PIC GUL ', HihisRBEER (=), RGIEF .
PR3 L E R IR A Ik, ARERESEH (Export). — A RER - MIET.
IR 4 KT LN SR O IR PE SO PR AF BB AT %% ) i 0 B 28 (1) S R 4
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BRI R ISE-PIC |
B s =#sepriccairs

S A B#| ISE-PIC CA iE$H

TN P v SR AT ke 1 At 2 ) JERE ISE-PIC 5 R [KIAE P55 18 (K 0 28 3EAT A B AIE, S 2t
K %5 AR SE-PIC AR CA iFEH . 75/ CA IF B A2 M JE CA iF 155 A2 B F} ISE-PIC 32(%
ATAE A& X

FHI6 Z Al

* ¥4 ISE-PIC # CAIETS . 71755 CA E P51 28 & CA IE 15 N2 uiilE B4 R b S i, IR
HAPELE N AR IZ AT FTE T ML SO R 4

FB1 MKIKIESE IEH (Certificates) > Z{SEIEH (Trusted Certificates).
P2 SN (Import).
STI WHLE, REXETERE. GXHER, WSRZEMEDSARE , 584 7.
UG IR P FUE B 005 7 0 B S0 E, WULSERE ISE-PIC 45 5557 I3 s 5 0 3 2 A A s LS IR %5 %%, M PAN

TIETIERRE
TRNAT 2T 45 (Edit) & 07 B e D i CA RS, LT ) S0
B2 IR (Administration) > 24t (System) > iE$ (Certificates) > ZF{FEIEF (Trusted
Certificates). & 224w 12 AU B R EHE, )5 di4miE (Edit).

F 20: ZIEEIEBHEBRE

FEAMR £t

UE P& # (Certificate Issuer)

KIF&FR (Friendly Name) BINUEF A 2 FR . T BoR kT B Wik
AN KIFAAFR, W FRGe2s PLCL g XA Rl
SR
common-namet ssuer#nnnnn

RS (Status) W hrs &bk £ B A (Enabled) 5WZE
(Disabled). WAAEHEAA], WERLISE K AE
IR A5 AT

5t BB (Description) ChE) H AU o

IO (Usage)
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| BRieair+ g ISE-PIC

grirties [

FERAMR

fEMERE

{51F I SE Y H M IEIE (Trust for authentication
within | SE)

L F AR AR F e AE P IO IR 45 28 UE T (A
JAR}ISE 95 418 LADP ili4s4s) , kb gk
HE,

BEEZFPIHSHIGIEANZRS B (Trust for client
authentication and Syslog)

UNFEES TIE1E 1 SE B9 FRIEUE” (Trust for
authentication within | SE) & EHERIEH ) Wi
TEALRE SR E 15 T CU R ok, 1 v b S A

* WA H] EAP W SGZE L 42 BB ISE I 2 i i AT
SOy IRIE

* FAERZGH GRS 4.

EEBRRSE IS4 I83E (Trust for authentication
of Cisco Services)

Un A A B AR R AR 55 S A1 B R AR
Med5, iEiEH R LEHE.

IEFIRZSIEIE (Certificate Status Validation)

SR ISE SCREAEFH P A7 248 A . CA AR (1)
i RS AUE T R APIRAS . R
i FAE LR PRSP (OCSP) B UFiE 15, ok
] CA 4E5(1) OCSP k45 KikiEK . sk
LN CA M4 2 B ISE ) CRL B Uk ik,
Al CAIRI I i PO B R 50, AEIXRRg  F B sl
H OCSP J5i%, RAEELEMCUEFRAR, A4
2§ ] CRL J5%.

I9F OCSP BR %5 (Validate Against OCSP Service)

ISR HE LA AL [ OCSP IR HnibiE . B
e OCSP fiRk 45 A4 fgik o L =k AE..

WER OCSP iR @ AR RS MFELE 1E K (Reject the
request if OCSP returns UNKNOWN status)

Witk OCSP 45 Joitfg ik 1R A, Mkt &
IEHELAFRAGIE SR o ARk L R GRAE RS UL T,
H OCSP 55 iR BIAR KRS, MRS R 53U
B ISE $E 48 1 VP4l 1K 7 ity 5 IR 45 Al 15

OCSP M 28 Jo k77 1a] BT $E 48 15Kk (Reject the
request if OCSP Responder is unreachable)

b A S HE AL R ISE 78 OCSP i 3 88 51
EINE R

T# CRL (Download CRL)

i rp IR A AE LLAE RSB} ISE TR 2 CRL.

CRL #%#Y URL (CRL Distribution URL)

BT CA 2 CRL [ URL. S AEIEH
MORHURIE P 482 7 URL, WIRGS AHS
B, URL #4000 “hitp” « “https” 5K,
“Idap” FFko

4% (Retrieve CRL)

AL AZhalE N8 CRL. LA N ) a)

.
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B =#serccairsmzdnss S

BRI R ISE-PIC |

FERAMR

fEMERE

MERTE KM, BRI (If download failed, wait)

P SR ISE TRV F 4 CRL 2 AT 0
5 151

WNR CRL & EUEI, %31t CRL i (Bypass
CRL Verification if CRL isnot Received)

W EHE, DU AR GEEE] CRL Z i %
SR e WAREBUHIE T LA EHE, R ISE &
TELAAE G E CA A RRIE- BT A 25 ) i oK
HAE] CRL CFH Ik

7ZB% CRL sk 213 #A (Ignorethat CRL isnot
yet valid or expired)

WA R ISE 20 TT46 H #2081 H #19F
Akl ARG shak g #] CRL LLRAR$E CRL P
HAVFEIEL EAP-TLS S 501F, 15k bRk
HE

S 75 88 IR} ISE 7E Effective Date 72 B35 52 11
JFR H AT Next Update 7-BEFg & (13135 H 346
A CRL 30, i IE P ILEIEME. Qi CRL
WIAG B2, JUR ISE R4k CA
A WIE 15 (1 BT AT B4 B0

AXER
SAFARUEAE . 5 79 W
G AE 2 AGAEAETS . 5 81 I

BRISE-PICCAIEBAZFANZMM ERE

WA A A AR ISE-PIC CA TE- VR4, LATE IR PAN ks DA K S8 R4l Bh 4 B0 i T AE
AN PRI AR CA b ia) CA [R50 764 Bh /8 B A R B IR S a4 . S8R} ISE-PIC fid

BN AEE CAUEBEH . NALH Air 47 S (CLD ¥ CAIE-BAIE Y T A6k 1%, ARG
F . application configureise #ir &AL F T AT AL, HT& 0 A CA IEBFEH .

K H R AFALUET B LU R e T 470 1l B A8 34T R b

B} ISE Root CA i
« R} ISE ¥ CA UED
« BRI ISE & RA IF

« JLEl ISE OCSP i 3 4%3iF 15

TELURIEOUR, 24 Rk 52 JUR} ISE CA UE 5 FIE5 £ -

o B A A B B R
* B DR ISE-PIC CA HiiE

* B & AR} ISE-PIC R CA 1E 44N PKI [ JE CA
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| SR aiE %5 1SE-PIC
sxmrisecairsmzs

o MECE A IR EE . EXMEOR, i Se T 4R iU R ISE-PIC CA MRBE, 2R )5 #4440 Ak
5 ISE CA IF BRI .

5 & B %} ISE CA IEH F1% 4

TR PAN 3 CAUETAIE Y], A GER L SNSRI B i S i, Al o By sl
PAFE PAN G PATRIMEORE Al B A PETY R THEE PAN I Ay 283 A A MV, BRAIEAS o

FHIa Z |l
ORI A QI T TA7 i CA UETS R PRI A7 il 7R o

S 76 BB ISE CLI L4 A application configureise fit % .
P2 N7 LS HUEB .
W3 BNALEE AR
LA AR,
RN SR B B O S HIE AR, DRI, SRV RS .

T

The following 4 CA key pairs were exported to repository 'sftp' at 'ise ca key pairs of ise-vml':
Subject:CN=Cisco ISE Self-Signed CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x621867df-568341cd-944cc77£-c9820765

Subject:CN=Cisco ISE Endpoint CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x7027269d-d80a406d-831d5c26-£f5el05fa

Subject:CN=Cisco ISE Endpoint RA of ise-vml
Issuer:CN=Cisco ISE Endpoint CA of ise-vml
Serial#:0xla65ecl4-4f284da7-9532f0a0-8aele5c2

Subject:CN=Cisco ISE OCSP Responder Certificate of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x6f6d4097-21£f74c4d-8832ba95-4c320fbl

ISE CA keys export completed successfully

SNB#EISE-PIC CA IEH F1 % 4R
CECE PRI 2, AU PAN G CA E-BRIE BRI 5\ SR I H 45 A

$B1 78 AL ISE-PIC CLI %\ application configureise 4>

P2 A 8 LT A CAIETAEY],

BB 3 M NALEE LR

PR AL RN AR AR L T ise_ca_key pairs_of_<vm hostname>.
WIS NN B EH DA% SO
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BRI R ISE-PIC |
B srmcamiEca

RGURE s 2RI o

-

The following 4 CA key pairs were imported:
Subject:CN=Cisco ISE Self-Signed CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x21cel000-8008472c-abbc4fd9-272c8da4d

Subject:CN=Cisco ISE Endpoint CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x05fa86d0-092542b4-8ff68ed4-£1964a56

Subject:CN=Cisco ISE Endpoint RA of ise-vml
Issuer:CN=Cisco ISE Endpoint CA of ise-vml
Serial#:0x77932e02-e8c84b3d-b27e2flc-e9f246¢ca

Subject:CN=Cisco ISE OCSP Responder Certificate of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x5082017f-330e412£-8d63305d-el3£fd2a5

Stopping ISE Certificate Authority Service...

Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

AR JRFISE A 2.6 I N T 0 SR I3 PO RN Es o WIEREISE AR 2.4 B S FURRAS S Hh 3 1 DA AE
FHISE WA 2.6 S A b 3 N AR AN 2 e o

4 R R CA FAMJE CA

WETEN, R ISE-PIC &7ET 5. (Hig, 00 W A P sl =ML R, 205 HI4E 3 PAN
EEBHAERM CA, 78 PSN _EEHAEMMNE CA.

LI P ER (Certificates) > IEBEZ1FK (Certificate Signing Requests).
$IB2 i HGER ZZ1EK (Generate Certificate Signing Requests).

£ 3 MIEPIEETF (Certificate(s) will be used for) 4712 k% ISE R CA.
$IB4 kiR ISE 1R CA iEH 4% (Replace | SE Root CA Certificate chain).

RGL RTRE T T A A AR CA FIME CA IET.

T—F Mt 4

W R A 4B PAN, i M 3 PAN ZREUE AR} ISE-PIC CA E B A &4y, SRJG7E4iE) PAN
VR Ay IXFERAR T 41 Bh PAN 1 BLEE & PAN MR H/EME CA, 10 ¥4f Bh PAN F+4% 0k &
PAN.
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| BRieair+ g ISE-PIC
1B R ISE-PIC 18 CA B2 E 0408 PKI aosan A [l

1% 2% ISE-PIC #R CA i & 4 MR PKI BY%# 8 CA
W SR F PAN AU CA 1E M4 PKI FIMJE CA, WA ISE-PIC HiH] CA UEB2E 405K,
B HLRIEFIINE CA, SREUHR CA IEBAT CA B4 TET, Bk CAIE T S ARZGTIEPAAHEX, ¥
CA ZZWIE PSR CSR. XM T, AME CA NIR CA, 778 HFME CA MNE CA, PSN
A AN E CA

LI KIIER IEP (Certificates) > IEB ZE & 1K (Certificate Signing Requests) .
$2 i RIERERIEK (CSR) (Generate Certificate Signing Requests [CSR] .
£ 3 MIEFHBEETF (Certificate(s) will beused for) N4z & %+ ISE 2% CA.
$B4 PR (Generate).

PIS T CSR, I RIEBIHME CA, FRI CA BLIIES .

IR 6 KR CA UEB AN CA FANZAEATUE T

PIT B CABHIET Y CSR 46T

T—F Mt 4

SR AT BN PAN, i M 3 PAN 3REUER! ISE CA TFPAIB K &40, SRIG7E5I BN PAN |
TR RIT, IR AEFIRIE P74l PAN A S0 M X A] AR BEAY o5 A i 1) e
B, 4#Bh PAN w] HAESMNEE PKI FIMJE CA.

OCSP AR 35

PELRAE PR ST (OCSP) & —FhH T A x.509 B AE ARSI PR et SUARIE P R Ay 51 2%
(CRL) it S EULH CRL 1 ) 75

S8R} ISE Rl HTTP 5 OCSP k45wt 171045, LAYE S Sk h A0 IEuE B IFPIRA . OCSP It &
] R ISE e B AR AT UEF AU LA (CA) k5 | H Y A] 3 I C B S b AT

BT LR Hs CA B & CRL A1/8%, OCSP % .t SR [A] Ik B, ARl ISE 25618 1L OCSP AT 4
o AnRAT I 2] 3= OCSP AR 45 28 Ak B OCSP AR 45 28 YA A5 a8, 5l Qi ST X 45 s Ak 15 [ R
HPIRAS, ER} ISE 1) K7 CRL.

FEH} ISE CA Bl 55 7 S ME B AR TS 8L Mol iz 2%

J8F} ISE CA OCSP Wi [V 2% - 5 OCSP % F i A Tl M5 i IR 45 2% . S8R} ISE CA 1#) OCSP % F' i A 5
38R ISE OCSP %5 /7 i Al 3 Y 224 % %% (ASA) _Ei OCSP % /7. OCSP %% /i WA ] REC
2560 F1 5019 152 X[ OCSP i 3K /M . 45 #4 5 OCSP Wi b g B Tl A5

ISE CA [3] OCSP M W 28 A& UE S o OCSP M I #% 75 %5 [ 2560 AT AR A2 N il =Kk o it 1 C AN
Y OCSP it
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BRI R ISE-PIC |
B ocspirsnE

OCSP i B 834552 384 RFC 2560 15019 HiE XA i K . OCSP i sk Wi SRR HLE Jig . OCSP
Wi S 25 SR HCUE P RS, AR5 60 OCSP i . IF 0 g T25 44 . OCSP Wi N AN 2 8247 21] OCSP i Y.
b, AR AT LK OCSP W N 22 A7 2% Fim S KW 24 /. OCSP 2% 7 3 V. 56 i OCSP i
N H 254

PAN EE%4 CAET Can 3 ISE HIEAMNES CA i) CA, WE ] CA SET5) % OCSP iy
AU . PAN LIt CA IEHMi% PAN F1 PSN L) OCSP iE+H . I H%4 CA UEF W2 35
(IARIUE P o BEANERE H ( FT AT OCSP AEH R AE ISE (2 A5 AEUER I, LA UEAT A X L6l 45
B2 (I Y o

AR SR ISE S M OCSP Wi [ Ik 55 45 H2UA thisUpdate (i, 2B R W] T A _EUGIES U LK IO 1] 40
5 thisUpdate {E KT 7 K, JUEE} ISE ¥ OCSP iiF 154611 2

OCSP iEFIRTME
OCSP 45 T 14 A 15K I A F 1

* Good - FARAPIRE AWK HE M. ERMAE AL NI RN EFE - AR IN TR 52 FrE - AR
A IF HRZS R AT

* Revoked - UF 1588 14

* Unknown - IEDIRE R4 WIEEIFPASE d1 1t OCSP Wi 1) CA Ak, I OCSP ARk 5523 3% 1] it
1Hi.

* Error - ¥ W3 OCSP i 3R AT ] i Y.

OCSP S A A%
JURLISE BEWS A B4~ CA BLE I Z WG OCSP RS54, AT ILFR N 3= OCSP kg5 45 A4l OCSP
R55 2% . B4 OCSP JIR45 a4l B 5 LN 24k
* URL - OCSP fif.% % URL.
* Nonce - iR RIE BEHIEL. I I5 ] Aff (T O80T JETR T8 A5 2«
* Validate response - S £} ISE 4611 )\ OCSP i 45w H2 021 1w B 25 42
R (5B O, MEFRHSE 5 E % OCSP IR4 sy Tl RN, &2 b 4B OCSP ik
%% o

SO ISE AR FHRAE Y B R SS 48 2, 25 /8 AT G EL AR I 8] A Y 4rf ) OCSP IR 5545 o

OCSP # &

PLUR A& =AN—f% OCSP & -

B 519 BRS 5 EWa 51 EES (SE-PIC) T2 RISR, M 26



| St eoiE+ % ISE-PIC
wmocse zrsmEt [

* OCSP Z: 478 OCSP % )i (SR ISE) Hi

* OCSP M [ g W Bt &, )
S5/ T % OCSP Wy MY a5 Jo N, 4l OCSP Wi Y 25 i [ A} ISE OCSP 175 3K
T M IEEL ISE OCSP 7 sk U5 B Y o

OCSP i 3. 2% 1] GeAN ) SR} ISE OCSP i SR A i f 5 n] g 1 [Al— A D ) OCSP Response
Status {H. FJfEf] OCSP Response Status {E U1 K JfT7x:

* tryLater

* signRequired
* unauthorized
* internalError

* malformedRequest

OCSP ¥R PATIR Z HIIIN AR A . A2 RUER A4 . A CEAME R, 1520 RFC 2560
X.509 TLI Y 23 L8 PRI 45 M AL UE RS M - OCSP, Johfifiid T P A T REFIRZS
(ERCR IR

* OCSP 45 Ml

11 0CSP & P i B & 314

& 0] LL#E A OCSP Client Profile T, K§#7 OCSP %%/ uiy i & SCA4-7 hn 2 B A} ISE.

FHiaZ |l

Wi Certificate Authority (CA) IEFEARFR#ENG 1 (A2 80 8L 443)  FizfT OCSP RS, WA ZAEAS e
Ml ERCE ACL, Foirde Rl ISE FI CA 2 [l ik b I R4 730 45 . ol

oy

permit tcp <sourceip> <destination ip> eq <OCSP ¥ [1 5>

HIB1 MK KIESE JEP (Certificates) > OCSP & i Bt & XX 4 (OCSP Client Profile) .
P2 FANME, 0 OCSP % 7 vy it & S Ao

PR3 AlidER.

OCSP 43t it#3
SR} ISE A OCSP THHas i % R i 4% OCSP 55 & I B AISA PIRDL.  H AL oy i st
A7 JURFISE #5 R 40 H G B BT i, IFAEA M H b AT DA o ASMUZE AL 2 i Ty
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B ocsesititus

B 519 BRS 5 EWa 51 EES (SE-PIC) T2 RISR, M 26

B . MBHSERIX ARG HEHES,

BT .73 B e TR) B H 2 3 30

PLFRH 4 OCSP R&4% H by & LU .

< 21: 0CSP ZE HEHE

BRI R ISE-PIC |

TR S EPOIHATH N NMEFR . X RRAE L BE

HE 152 #A
OCSPPrimaryNotResponsiveCount PRI IR &y
OCSPSecondaryNotResponsiveCount T ma . B F Bh G ok $de:

OCSPPrimaryCertsGoodCount

XTI OCSP TS5 4 45 7€ CA FriR[Hlf)
“good” P EE

OCSPSecondaryCertsGoodCount

X OCSP k452 4h & CA ik [=lf)
“good” REZE

OCSPPrimaryCertsRevokedCount

XA OCSP T k4s- 45 4h 52 CA iR [HIf1)
“revoked” JIRSH =

OCSPSecondaryCertsRevokedCount

XFFEH OCSP 4Bl IR 452345 & CA Bk [BlH)
“revoked” JIRAE =

OCSPPrimaryCertsUnknownCount

XFFAEH OCSP RS #5145 & CA Brik[al ()
“Unknown” IRESHE

OCSPSecondaryCertsUnknownCount

XF#EH OCSP B R 45 23 45 € CA Bk [Al7)
“Unknown” JR&EE

OCSPPrimaryCertsFoundCount

TURGEAF P AR IR

OCSPSecondaryCertsFoundCount

St B UR ZRAT A 4R B (IR

ClearCachelnvokedCount

20 3oL 5] 3 S 1) 5 i e A7 BR KRR

OCSPCertsCleanedUpCount

ok ) e B 18] JE s B ) 2247 4% H 980

NumOfCertsFoundInCache

GeA7 P ST IR K

OCSPCacheCertsCount

7E OCSP Z A7 & $ 2 FE T 0




7.

218 |SE-PIC

o B ¥ ISE-PIC 5, &5 103 1L
* ¥ ISE-PIC %% , %5 108 7L
o WHE ISE-PIC, 5 128 7L

=18 |SE-PIC H &5

SIS R A B s, AR R R RS E, RSl RO G0 T AR

B ELISE-PIC R E R E

FEFTA Y R 22 JBRE ISE-PIC Ja, W CERNS O VUM AR SS 51 BEREPF 2 2edmma ) Frid, 1 sl
MATARAS o ZHE SC— AT RAE N A5 B 0 (PAN), R B9 553 W 1) PANG

JT AT SR ISE-PIC RS AT REAH IR B N 24 HUAE PAN FiEAT. 76 PAN FHUAT (B0 & 58 ook 52 5 31
BRI B T o MAH BT ST PLPRAT M — R K Al B S T2 PAN,

FETH PAN FEA T 5B M2 Ja, AR IEA B s K B B TN, A ZUE AT PAN R BRI

R E ISE-PIC T R EHIZ BT 2

¥ JEURE ISE 15 s W R Al B 45 sl R ISE-PIC 232 R — AN A 20T s B0 19 sl 8 &2
BIEE I I RS AT R RS . R AT i Al Y RO = DR ISE-PIC Be B8 (it 7. K461
DR AT A B 1R B AL 2 PR A A SE R TSE-PIC 1Y s e B i 1) 2k

T UK ISE-PIC 15 Ry MR 1Y U I8 i AT e 2 E . BRIl FAT I EE W], iR
DY S5 S BT B B TE A, B X PAN HR B AN I B S I g o AR T R T A PR
TR AT ERHISE-PIC 15 SRR 25 . #8 ARISE-PIC A 5111 P (33 v, wlfE “75 FUIRA” (Node
Status) 5 A FH L IR E . BB ISE-PIC 17 sy E M A B 17 55505 PAN BHTFah[RIPRE, 5 AR
SRR EENR, RRIEERATIESRIEAE. BE)G, WAURESE NS, RN A
5 PAN [A] 25,
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&2 ISE-PIC |
B ==niseric r s anpm

£ B% ISE-PIC FZ2 T s BY S0
A2 S8R ISE-PIC HX 40 s BEAT LA M HUR, WA ER R, X e FEUEIR:
o M AL OMSZAY R A Y RO
 VEAT RGBT /RN RO
o B BBV S SO Y 1 CHEROR ) FAE MR At s Y R A7 Y 10D
o TR AL Gl TG00 B 8D
* KR LB R EMS, RERGE A —TFEEERAE, R EoE 297 RO B4 B s

N

AR CAROKATBYAE B BRI E PANALE N, T UK RS D A (. X BB ORI B R
Bash, M- SFEER .

EMERIRERN T RHIIEE
HEFHS /1 A BLR ISE-PIC 27, V40 B EBL 7

o PN LR R — P2 I TR M (NTP) g5 a o SE0E G5 h Z AV AC AR N X T, S8 s 20 E 5
AT R E R TS F] — NTP IR g5 a8 44 5K o BB T ORoK 1 FS 2 v 1) 2% s R 4 2 A0
F 5 I R IR 4 A0

o 25 R ISE-PIC I I & JUR ISE-PIC & B 53 %0 . LLRT R ISE-PIC 5 B 53 BRI G AT IR
(admin/cisco) N AR A FHHIUGBEE LR R B K 2 44 RV i sl 2 mr s Can 5 R B ek
T

* BUE IR RS (DNS) flidsav. 7E DNS 45 a4 i A B2 oA & 4~ LR} ISE-PIC 15 15 1) 1P
Mtk AN 524 B 44 (FQDN). 750, 7 s IR 2

M\ DNS AR 4528 A v ) 32 b i 95 S JRE ISE-PIC 5 il & E [7) Al B 7] DNS 284k, 751,
FEVE M BB B0 SR ISE-PIC 17 I v] GE 45 18 B30 B AH I 1) L. A7 A A1 AL B
1] DNS £k, WG] BE 2 AR

o (AIE) M PAN X4 B3I EARL ISE-PIC 17 £ U v M LA A B 4% R} ISE-PIC.

o BRIV I A %0 BT S PAN RIS AGE AT IR [R]— RRUAS ¥ B8R} ISE-PIC,

EEMEFRTR

{EFBE T = (Deployment Nodes) & 1, FJ LLTA 2 1 ISE-PIC 17 i CRAY AR Y 50

PR Gk URHISE-PIC & HLGIT
$®2 LI (Administration) > #32 (Deployment).
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| %3 ISE-PIC
smpmanEa seric s

Bt P R K AT RSB ISE Y R

SEARE BN EELISE-PIC T 5

VMY RS BB T 2 AN I ) Y B R, B Y R AR R S5 A s
HJH o SERCERE NG, AT LA A AE PAN 1) “if# 7 (Deployment) BT H A HS 1 T E B 2
HoE, EHHESR R 5 2P EROF B/ E (Deployment) UL

P11 E3H PAN.

FIB2 K KIE TR (Administration) > #F2& (Deployment).
W B AR M B AL R InAEBN 5 & (Add Secondary Node) #8435 i 715 78 T T i 36

IR 3 ERINEEENTI A (Add Secondary Node) 73, i A4 B EE} ISE 75 551 DNS ml fg## EHL4 o
U SRAE T ERE ISE-PIC 9 gl A4S, RS E TS R 58 2 IR E 44 (FQDN) A2 A PAN AT
DNS fi#t#t, 1t abcxyzcom. 750, 5 mSE MK O, M A S i SEAE DNS R4S b s SCHEN Y S TP il A
FQDN.

LA & “H /47 (Username) il “#45”  (Password) 7~ Bt ALY U 3T UT 7 B 03 A5

S piRTE (Save).

JBRHISE-PIC 2 54 B 47 A, AREC SRR, HIanEmlA . BRIAROGSE, JF BniXsefs .

EBD T S RRE N, WA E A S, KBTS B REAE “ T (Deployment) BT

SRERI A L
P E BN AU, P8 (Deployment) ST 25 E48Bh 5 & (Secondary Node) 43 ikt 14
PN

JRIREMARBY Y s5 S8 AE PAN _EMCRIRG AT sy Mo BB . WA B 1Y 5 PAN EMHR
W AN ERE N WRGEMS, %R BN RS A S TR o FEM RSS2 R s th )
TR N 2 BT A SR 6 SR A B RO S

AR BRTEE R EAA EE RS, A RREE MR RN, AN B Y RO R
B AT N 25 B A TS RS A R e AR DA AT SR 3T RO TR ) o

1% £ B4 ENBR ISE-PIC 15 5

HAEE IS T PAN X BURHSE-PICHIFC B BT Bk REGT S IIC B 5 SO 30 A7 4 B e TRty
THLG PURBEIEH AT 0], WA LLF3h 2V 4B PAN 55 3 PAN.
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&2 ISE-PIC |
Bl =580 PAN 5140 5 PAN

P G3HE PAN,
HIE2 RKIEFETE (Administration) > #B2 (Deployment).
WX 3 LY E PAN [P I (USH A R IERE, AR5 AR (Syncup) sl T £ 12 58 4 S il

F 45BN PAN #4555 = PAN

W3 PAN H s A 20 T Bl ¥ 4 B PAN THEA 8T 16 = PANG

FiaZ |l
R OOl E 55 AN ERHSE-PICTY &, LUK TFZh = PAN,

PR x4 PAN GUI.

$IB 2 KL TR (Administration) > #F2 (Deployment).
FIR3 P ARAET A (Promoteto Primary).

PB4 LR

T—%#ita

URIEOR O T PAN [ i BZIE4T, W4 3l BRSO 4 B PAN . 2506 Y 5 (5K 35 PAND
PATFBAD, A Res K 2 E

2 -+
BB E P R A, DA U E A A L A Y A4 ik AT R ISE-PIC 15 A
WO S A, 2o it 50 o I SRR A BT SR A ALY UG DR B i s, T DA
PAN SRy, FEAETT Rl BV e &0
A LAYE 3 PAN [¥)EBZE (Deployment) % HHH & FIX L S, HIE, T s il 5 40 B AR 80T W
INAEERE (Deployment) & L1 I,

FHI6 Z Al
SN R i, R SO Y ke N PAN BRI B 1Y IS, R EGR M R R

AL SCOVIINT, AT OGN Rl Z (B FERAS 5o SR DR AN RS BRI M R AT 5
P2 MR BEANBD 1T s 2 0, X R ISE-PIC L B AT #5403, RIS T 7 T ZE K S 1% 45007 o

$®1 LI (Administration) > #32 (Deployment).
PR 2 B S RS (M EGH M (Deregister).
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| &= 1sE-PIC
EBRHISE-PIC i pEm A P ta ]

;3 BEHRE (OK).

PR 4 WIEAE T PAN o2l RS, DU Gl B s s BGRE M . AR PAN G B 1 RUR I AN
TERCE R .

EUERNISE-PIC T5 m By E AL &S IP Hthiik

] LLEE oty BB ISE-PIC 5 S N4 . 1P Huhk eIk 4% . ASREAdH localhost VB0 3 M EHLA

FHIa Z Al
U SR SR ISE-PIC 75 f2 5 RSB K — 800, 200K NS o N 3 A DR A2 05 A A ST A

£ 1 MJEELISE CLI {8 1] hostname. ip address. &Y ip domain-name fir4 5 48R ISE-PIC 5 A B4 56 1P Huhik .
2 MWIELISE CLI A H] application stop ise fiy 4 H ' MR ISE-PIC Y FH EC & LA F 7 8 T A s
W3 WL IEL ISE-PIC 15 U Y s 00— 4, K33 M 31 = PAN,
R SIS R ISE-PIC 9 s IAE ] 4148, TURKE B3 W (0 B A7 A 58 4 B 3844 (FQDIN) 442 1] A
M PAN #E4T DNS fi##fr, 1t FQDN 7] LAy abexyzcom. 750, 5 vk Wb 2. A2 A4l DNS
R 45 s b R840 (1) B RHISE-PICHY £ IP Huhl A FQDN.

R ISE-PIC {4 B AUS, 35 PAN 2204 1P Mtk 0144 B3R 44 v 1 5 5003 o 380448 (1 40 A 03 B b o — A
R ISE-PIC 15 4.

H iR E#L ISE-PIC & FHE M

NN AE AR ISE-PIC 44 il 2F H B0 o) AR SR 3 tidif o S FATART AR AF 1) 8, m) DA EE BT RS % i 4% I R
Bzt Rl ISE-PIC A4

YR (R0 A TORTR o T 7 548 SR ISE-PIC 4P

5982 55 UDL R ZAHIB) PAN IVF T, 228503 PAN E,

I3 PSIFTE R PAN LA
WRATIIA Y SR 5 PAN LFO%HR, HA) PAN B CL OO B 10 1, B2 R IC. A5 5O e B 76 T PAN
EIAT A G .

YR 4 I PAN BRI ATE A 5
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&2 ISE-PIC |
B z=serczs

218 |SE-PIC 23t

RN T\ A O R
LREANT

$IE1 EHEIR (Administration) > 43P (Maintenance) > b T &38 (Patch Management) , 2R )5 #ili %% (Ingtall).
LB 2 PRI (Browse), RJFIEFECM Cisco.com FEEMNT S
PB3 RERE (Install) ZHeth .

7E PAN b2ee4h T )5, JRFISE-PIC SR I aY, ISR Loy 85 A RE TR O 3%

ERE 24N T W), Show Node Status f2 W] “#M T4 H” (Patch Management) UL 35 ) B ME— ) g o

$IB 4 EPETE (Administration) > R4t (System) > 4E#F (Maintenance) > M T &2 (Patch Management) LLIR [ %8 4k
T4 (Patch Installation) T2 [

SIS EHEE (Administration) > 437 (Maintenance) > b T &I (Patch Management) LR [ 5 “% ] %237 (Patch
Installation) U1 .

SO SR 4 LI T AL, U ¥ BT A (Show Node Status) LY TERLTS
ek

T—5Hita
LA A — AR 1A SR T, VR AE (BT TSR DI FE A A L2 T

Bl ISE-PIC 2 4E4M T
JRSE-PIC kAN T 524 B, WAL ISE-PIC A EHATHN T M1\ CLI 8% GUI [1)3% .

AT LAAE RS AT PAN A SEREISE-PIC JIR 454 222ke Ah T o M T PAN 2eab T, #4620 A Cisco.com
PN T N R IB AT 7 b 2 1) R

TR M GUI 223548 T, N T H28 B3 23] 3 PAN b KGR G2 GUI a0 I, 7636
Frp A R BN T RS Y . 0] AT e MIRFI A A AN T RRCAS
BEHATILERE, 5 7E GUI TPk &8 (Administrator) > Z& % (System) > 447 (Maintenance) > %M T
&I (Patch management) % [ .

WM CLI Ze24h 17, vl CAES I sl ST . (H, @UESETET: PAN Fegeth 1.

TR BEAE T AN 08 2 AT AE ST o RAGIEAN T, DU ] CLI 7R e 39 o 2eeth 1o AL
'~ CLI i 2% 854h T

patch install <patch bundle> <repository that stores patch file>

B 519 BRS 5 EWa 51 EES (SE-PIC) T2 RISR, M 26



| %3 ISE-PIC

g TrEEs ]

AR, 2N GRS GRS 519 CLI 2% 4hi5) b “HUTHER F 058 ISE CLI f
L7 TR RN T

1] DL AL e B T i AN T RCAS o o, G SR A 2 mir A8 A0 2 S8R ISE 2.x, I HAVEE 2 3% R} ISE
2x #MTTS5, MR RLE BB R ISE 2.x AT S, M ST 23 LR HIAN T (FEA A o4 JB R} ISE 2.x
T 1-4) o BAE CLI A FAN T A, WL CLI /4

show version

BT ®iREmE

76 ISE 15 1 L2k THE, WSS e G EHE S . WREMINER LB A REFF 08 . 7]
DLAELEY I B HERN T 2228, DAIRE G i B v 8

R 2% 738 T M 28 v 5B 38 ) R ISE-PIC MUAHIAN T o JR} ISE-PIC 2 A5 ATAA] iR A AN UG AL 1)
B, DA T SO AT AR 4 R

a3

a4

JOBLISE 4 T 0] P22 2% 4E ISE-PIC L.

RN TR REAR T 24 7 22/ E SR ISE-PIC _LRIAN TRCAS. [FIFE, Wi IR ISE-PIC 2474
B R RAS AN T s WITCIE FRARRR AN T RIS . B, SRS} ISE-PIC JIss 4 2B 2 4h T
3, WL 2Rl AN T 1 8k 2.
DTS R ) 32 PAN eehh i, JVRE ISE-PIC 23 46 5 75 32719 SORVA B 17 s b dbeth 1o 2t
% PAN e, JURISE-PIC )5 S AR SRR Y A0 s kh 1o WAL PAN etk
W, AN SR SEAE A Y i L

BRI EHNT

TSN T30 357 1) PAN [ AR TF, SR ISE-PIC 2375 47 s ERNERN T, SRS LR h it
B R R IR AN T

B IKIKIEFEIE (Adminigtration) > #E37 (Maintenance) > %M T &IE (Patch Management).
P2 KU ENR AN T RCAH) Lk 454, SR il Rollback
R [N T 0], A5 “4h T/FEE” (Patch Management) U [fi 4% 7] Jjj 7] Show Node Status Lijfig .
M PAN [HIZRANT )5, R ISE oM B4, 1l issfe JLar e, ARG A REm IO %K.

PRI EWERZ )G, WA TR Alarms 5542 LA RIR ERE AR A
S 4 EREH T PNRKPERE, ELE Patch Management T HIEFAN ', #RJ5 il Show Node Status.
LIS R AL, AN T R R, A AR R R T SUIA S (Show Node Status), AR M FE H 1) BT A 4T A RlR

T
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&2 ISE-PIC |
B zovTERES

U RBAT ME R R BRAN T, W ORIZAY RUIE R A7 HE R IR P LR AT PR . [ FHSE-PIC
NS 2 BERRAAN T 1R i PR AN T

BT ERYE R
S HE () B ISE-PIC 5 2RI AN T, AU M PAN IR e, St Aty MRS 2
SRS AN T o Wit PAN _EROIIRIARERI, WRGA & A 15 sl b T

AR ISE-PIC MAEh SRR AN TR, wlRLZRSE N PAN GUI $AT HAMAT 55 Sl Bh 1 20 S AE IR
JEE .

R E EiE
~

AR JURHISE-PIC FIMEIAEVF 215 0L N 5 A ISE &y MV PP IR), BRIk, AR5 BURL ISE A7 N w] B
REBAEH], PLRIR S RURE ISE-PIC A4 RI T fE .

JORFISE-PIC SCVFEE M 1Y sl ALY s s A0 Bt . T LU CLI s 7 F T 58 )% i o
JRE ISE-PIC SCVFEA 13 AN R ¥ K -

o FCE - S TR E SR ADE $4F R Gl B A

* AT HdE - A PR R R

HR IR E FiERE
JURHISE-PIC SCVFRS G MM R A7 0 %« 45T LLEIEE LT R AL A7 e «
- DISK
- FTP
« SFTP
- NFS
» CD-ROM
- HTTP

* HTTPS

AT UL Al ] KVM B8 L CD-ROM, AIE2E%A % CD-ROM [IAEME)E .
A

HRE AP T G A A
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| &= 1sE-PIC

\}

aizzies [

P

I3 7 1hi# =

FRATT I N AN B (100 NI LLT) A 10 GB A/MALEEZE, b BB 100 GB K/
HIAEREE, o RASCE A 200 GB /M-l A

n] LU#E ] CLI AT GUI Bl A7) . th LU R R, AT s 4t ] GUI:

* J L CLI BRI A7 178 DRATAEA I HLAN S e ST B LA A8 B 1Y s K17 PR AN 91 T GUIT )
Ak JPE LT o

* fE7E PAN BIUEE K17 fik JE 2 4 ST B AR AR 1Y

76 GUI Y, SHNAE T PAN ARG, RIRAETHH, 752708 i A #E 5 2) GUI B IR 2B
HH, R TR SFTP RS- #5 . A NEZ rh R i, TR ZEAE AR BT AU GUI Th AR 354,
FERH 5 U B SFTP k%545

A DAZE LR} ISE-PIC HALAH RSA AL G Uy Y0 UE L & SFTP A74% P . 148 ] DL R4 ] 2 4= 3 B
RSA /A JLSEH B 3 56 U K a8 Sl R H A%, iy AN it 45 B 03 Bl ) i . STl ik RSA A S
AN SFTP A76f 7, 75 GUI MBI IAE il FEAN S 7E CLL Y &, 7 CLI Hh O A A it FE AN 2
76 GUI & ifil. 2478 CLI A GUI HhIC B AH RIA7 it 2, 5 7E CLI A1 GUI WP AR RSA AFLEH, JFd
A% B SFTP R4S 2% .

Fi&Z 8
o W HLEEAS ] RSA AL U6 UE G SETP 12482, EHUTL N AL 3.
* 7F SFTP 174 FE 7 )i F RSA A LB S0 36 1IF o

« MR ISE CLI f#H crypto host_key add #ir &4\ SFTP IR 45 #s i LML EHLEH T
R H N2 5 S AR A7 A P TG DT (R B8 42 (Path) BRI E LA UTRC .

o RPN, JEA GULKG AL BRI A R 4. 72 J0RHISE CLI 1, f#H crypto
key generatersa passphrase test123 iy 242 i & X, o passphrase D2 PY /B,
SRJE K T BUTAT A i CAS 0 28 BT i) LAt i B (A7 D

o S RSA A FLS5 4752 5130 1 H] PKI ) SETP IR45 w8 3K Hs % “authorized keys”
S

PR ILEHEE (Administration) > #E47 (Maintenance) > 7fi#/% (Repository).

SIR2 st Add DL INHAE i -

P33 M E A LU E R . S50 AR RCE 5 112 50 DUT i B ]«
SIE4 pili Submit LLAIEAFAEE
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&2 ISE-PIC |
B =ueis

HIR 6 Sl s A IRAE (Operations) S % 4% 1 I T 6E BE (Repository) REGIE AL 5 i Ih Bl AE g 1, sl TRhg e
(Repository) % HI T ES I Fi% EE 51 3R (Repository List) 4% LU 28 474 122 41 2 TUIH

T—$#tta

o Wik OBV AAE PEAT 2. T LA FERE BEFI 3R (Repository listing) Bl HAAAT BEERAE . 40 A7
il P mi T BEE (Validate). =, #nT LLASA} ISE fiv 24T S i AT AR iy 2

show repository repository _name
Hrp repository_name & LG I AE6 2 1 A4 K

N

£ AR QURAF PR B LR B AR AL, BRI BL R B

T2 s
B A

$Invalid Directory

o BT O B AR A

FRELE
k2 GHERE
FE ERER
Repository ANAAEIE AR SRV AR P20, B
KKJE Ty 80 NF4F .
Protocol MR P 2R B — AN SR AR LA ] A L
EH (67 TFTP. HTTP. HTTPS. FTP. SFTP #i
NFS Ky T B f N AR EAE 1 A7 6 PE 1)
AR 45 A ) EHLA B 1Pv4 Hihik
iR RN B A 1Pve Mk IAE i,
TE R ISE eth0 #22 0 CUHC & IPv6 b
i
Path NG R 1% . s A2 200G Ry HLAE s )
R A I AL
HxEHm
AR A7 o

BlEAAEE , 2111 7
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18 ISE-PIC

1 SFTP 7zfisEe b a A RSA At g il ]

£ SFTP 7= EE P /3 A RSA A Z 40 S 3 iE

\)

1E SFTP R%-25dr, AT AU EE WA RSA Adks], — 4T CLI, —/NHT GUI. A
SFTP {7 PEH JA FH RSA AL S I0AE, TEHATEL NP

a4

£ SFTP f7fifi PE b i ] RSA A SCEPI B ik, BRIk SFTP AEIE S sk, fm DM IR T
PKI )54 43 B UE B0HE TSR UE A B 3 B6AiE o 2 SR PR A T G T AR R SR 00, W) 250 SFTP fik 55
TR A ILE PR

HIE1 JIA IR /etc/sshisshd_config.file Ik )1 5% SFTP JIi4% 2% .
sshd_config SCEFIAL & T BERRHE B4 RS & A A .
$IE2 %\ vi letc/ssh/sshd_config T 4.

AR5 sshd_config U %%
T3 MWEUATHMER “#” 775 US A RSA AL YIS 50k

* RSAAuthentication &

e

* PubkeyAuthentication &

P i

1R A SE 2 YR B no, IS ECHE Y yes.

* AuthorizedKeysFile ~/.ssh/authorized keys

REFHIIR ES

)

AT LIBC B 32 PAN BT 6. A LW s i Bl IN, RS PATHL T %00 .

BT LU HE ke R R BRI T RS . TR R RSN TR, T LR %
UHRAE AR WIS R AT o ST LA BT P 22 45103

MITIREEH

pE

WERAEHI B2 S CA, WAEH] CLI S HHIEB A . fERH T P B & A&y CA .

HRVEAER, B2 ARSI IRSS S SR80 10 “FARE” —=Zd « S AR
ISE CA iFHFEEH” 57

AT UAPRAT 4285 26 0y LASZ B 26y e B i 4 Rt Mt MR 3841 nDRE SR ISE-PIC YK 2 23R #%
3 I8 R EARES
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&2 ISE-PIC |
B

|

BESEW NPT RO AEN, WD R RGP IS R E G AR RS B AT YIR. T
LHERNE, &0 AR IR A IS NSRBI (CA) IEAS SRR & ], X mi o

2,
MR IEENDRGE N T ARG ERAT RIS, SSUESE N TSI LLRE S 1% -
o JEI 1:
Wk CLI Y5 ISE-PIC 75 i 3t CA IE Pl CLUE L S A E H AR R 4.
%igé%%%@%%ﬁﬁ%%ﬁﬁ%%%ﬁﬁﬁﬁomaﬁ%%mﬁ%%ﬁ%ﬁ%%mﬁ~
WIHEAL
R TR DR H bR RGEMUR I A UE K AN 2 A5 A B S B R UK
o JRIN 2:
EMSIEREZ 5, N CA AT A FTiE1S .
o MR BIEI, X2 R )Tk, Hor B A A B Aa e 5 554G B bR uE1S
HA S AR5 2R GE TR (R Tk 4k 8232 (54T
R TRV DIBE 0 H bR RGEMUR I P UE PR AN 2 A5 AT HL s SRR A
FraaZ 8l

© EPATHET A2 00, NRT A ISE-PIC T i) £ B S B A LA T 1.
* PR ORI AF 0 3540 SCAF KA i e
o NEAEIA ATl PEREA T 2540

&R

A LHAT 5 4y LOZ R Bl B i g% (BRAE) Bt . PR Al JURE ISE-PIC P S 23R M %
3 IS I EARES
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| &= 1sE-PIC
izt [

BESEW NPT ROAEN, WD HE RGP IS R G R RS LR AT YIR. T
LHERNZE, &0 AR IR AT NSRBI (CA)IEAS SRR & ], X R

=,
MR EENDRGE N T ARG EPAT R R, R0 RN A1 29T LARE S 5%«
* ‘%Iﬁi 1:

Wit CLI MYE ISE-PIC 15 5 S CA EH Il CLI B HS AR HIR RS
s NI RG &R BT A UE TR 2k S22 (5Tt H AR REEMUR I T A Bk 155 it A —

A
R AEWKE DIREZ AT H AR R GUMUA I T AT UE A4 A S A5 A EL G ZEFB U
* I 2:
FEWEAREZ 5, A CA A TATHAE S
R HEFER IRk 0, 12— B 2 4755, HeAoRAR AR ISHIE 5 Bk H FRiiE o
H AR AR S8 R AT FIE S R QR B 32 5 A
B W IIREZ AT H A R GUMUA I T UE A4 A S A AT HL TG ZEFB U
FHia Z |l

TR AT, AR ISE-PIC H 1 25 47 204 2 AT JEA 1 T fift
o DR G B A
o NEAEHIA ATl PEREA T 2540

N

IR TR EEEE, REATELL FAEERA: CD-ROM. HTTP. HTTPS ¢ TFTP. X /&K
Hg, XA PRSI g H s U AN SE R SO 3R

$£IB1 EFHEIE (Administration) > 43P (Maintenance) > &1 #11%k E (Backup and Restore).
12 il eHE (Schedule), 2o E B HER1E A0 -
PB I N H A T TN
$IB 4 HHRTE (Save), LHESDY .
YIS AT AR —
 (FIEIRTEHERE (Select Repository) Rz, S IAEE %

* T RINTENEEE (Add Repository) #5542 DL INHT A7 2 -
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B =rcuss

&2 ISE-PIC |

P Pl RIHET (Refresh) H8:, AHTRIK&M Y.

U

& CLI &%

&H R EIER

&R

O BC B R AR A B — AR T RUR AT BRI TR 253, (EARER ILIIER -

HARAT LA CLI I GUI 224454y, AHJE U8 ] GUL. Ak, HAEM CLI X 4l Bh W 425 PT84
ZA

A D7 AE SRR T e N B L T S RS B EaPI A R 2 SXERAN. 174k
A B PE LA K 8 A SR AT 2500 B B T0) AR B 1) R o DB S AR TR A i AR 2 DL A g S id % R Y Backup and
Restore JUIHT_E41H .

XAy, SURE ISE-PIC Kb A B4 . 45 40 D S Sk TR e J5U DR o 450 s A TSt 5
Wb D] o Rt e e DRI K AN 48, ST AMUERHISE CLIIZ AT backup-logs i, #i% ADE.log
TREZHEE.

TE AR IS AT I R, #80] LUE ) show backup status CLI iy 4 5 & £ A Ak S

# Py S sk 5 JURE ADE B R GERC B AE A, RN TGS DD LR KRS AR, R
ST E PAN WRIN A BERE I S id s B .

BUER A ARG, TR AT LU S

* WORBCA [N B AT AR AT HAt %5
o oA G LA 1R A A 2 1)

o QS PR B o5 PR R L B a0 TE AR R P e N 75%, TR (B &y ok
Weo BT, Sy S ER A A 600 GB, T M A & AR 450 GB [RIAEE A3 ],
T W 978 4 2 R

o W SR A P R A T B 90%, ARG PATIHERERAT, AR AR/ T BEE T 7
S T8] ) 75%
© B IEAEREATIE R . BEATTHERI, & O AN R A AN AT o
* BURAFfif R (1 E B 7 R

R} ISE kB #R1E

AT DAFE 315 S B A BT 0 B RS B . 72 PAN DR R HWE )G, ST B S X
PAN [f] 5.
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| &= 1sE-PIC

\}

yiringiss [

R EEE

P

MR ISE-PIC HHOFT (46 /W A 7 SRR 46 0 SCIFE 44 e il . DL, AE i seiln, AN T
BB A . WERTBMERE ST 4, WIERE ISE-PIC %40 /W R )™ SR Joik hUn 4 6
Ao R AUE S SCAE 44, NAE T JERE ISE CLI R E 443

TR T KSR} ISE-PIC #5473 B 1oy 30 <3 (K 4 v o

o R EALISE, &0 LA ISE 15 £i (A) SREUEAD R A5 20 53— ISE 15 i (B) b, IXANTY
RAEMFEMFENA (HIP HHEAFED o (H2&, MEEN S B ERE&DE, ASEX 5B
MENLA, FAIXFE T RE S FEQE AT dlbric H B0

o WIRAE /NI XN AT PAN SRECEAD s FF2480FE o — I DX A 19 5 — N BB} ISE-PIC 5 fi Bk &R
ZAy, KR FE VT RE RN, J AR ST A B TR e D 2 4% 43 BT AE 1 S8R} ISE-PIC 15 14
RG], WS kA iibs . WERAESRAG &0 2 5 — R &, A4 AR ST IR s )
B Ay i Je s a], PR IR )

* 43 PAN _EVRE (440 A G B A T 3RS & 1 B B, 3 PAN K g Aoy
Ml HBE CHIR, B B CRISAT . AU Y RURRCA T A, E Y A A
FEAE T A T X S Y a5 B AARMSE-PICTS A L AECE , 15 B AL ISE CLI fag A
DL R4

* application reset-config ise

o BUUSTEYILR IO ISE-PIC M E 2 5, AEHERRGN X,

© MRS T EE P AR A LR BRCE, WA S R A R NS IR
ISE-PIC % = & PAN Pk B8 . 0, a2l 8 H IR A& g P S 8, 09 R AR A vl
AERINC

* /£ PAN MIRERCE &5, TLLSANLH S A EE ISE CA WEPBAIEEH.
A\

E R EA SRR ISE CA WEB S, WYE T PAN k& R
B w405, 785 PAN EAEAE CA FIMJE CA.

o WS SR 1 s P AT AT IE A ) FQDN (80 2 FQDND I 75 B2 808
HRCATEP .  (RIKIEFEIR (Administration) > JE$ (Certificates) > E B & & 1EK (Certificate
Signing Requests) > ### I SE #R CA iE$ 4% (Replace | SE Root CA certificatechain) ) . A,
QAT H IE#f 1) FQDN YR A G208 e, i & CA IE1K B sh =it

o BN, UL ISE-PIC fRAF R SCIF . A MEk e, RInA reietT
e A BOE A

© WERA NS R AR, W AUSAT IR A AT IR . R T PAN BB RRE, AT
P, R DA B TGO A I . S Jm, TRAE T PAN R H 40 .
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&1 ISE-PIC |
B v cumEmEssE g &6

A\

E JERFISE-PIC S #21HE backup-logsCLI fiv4>,  AJ FH ke 4k H Al
B BB SO LU T RO

M CLREEES ST (RE) &4
SLE R R ISE CLI Mk R B E K, W ESAT R I I restore i« Al LAF i AC 2 212

AR IR s -

restorefilename repository repository-name encryption-key hash|plain encryption-key nameinclude-adeos

feap il

restore BT, ML R 5 0 P S H R

filename BE B AEAF A PR ) 8 ST A PR . e %2 SCHF 120
NPT
R WMIBAE AT A4 JE TR N tar.gpg 37 44

(B4, myfile.tar.gpg) o

repository P L A A

repository-name TS ARSI L 2 AR E R A4 PR

encryption-key (ATIE) Fi5 € H ™ 7 SCHY N 2 P LU S 4869

hash W 2R T INES 550 . i e SRR N2 (L
D NN B SR 40 NS

plain TR A WSO % 8 . Fi 7€ BRBE A A 0
W CINE R . B S 15 MR

encryption-key name BN N

include-adeos (ATaE, DCE M T RCE ) A R AR e
# K S ADE-OS il &, iHi A\ by 2185155
o MIEBWERESD, WRAEHSE, N
B ISE {0 AL R ISE 3 F i & 454

ZOAME

TEBRNAT hy Bl

RN

EXEC
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| %3 ISE-PIC
s e I |

ERERE
7E 18R} ISE-PIC H{f H restore Ay 2, JUEISE-PIC 45452 H B EHT 50 .
PREEHER, I, BEEBRERMMEFAREN T, R ETE SR, o LAqE

M restore i %, LHINFEZY.

Gt

ise/admin# restore mybackup-100818-1502.tar.gpg repository myrepository encryption-key plain
Lab12345
Restore may require a restart of application services. Continue? (yes/no) [yes] ? yes
Initiating restore. Please wait...
ISE application restore is in progress.
This process could take several minutes. Please wait...
Stopping ISE Application Server...
Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Alert Process...
Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...
Starting ISE Database processes...
Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Application Server...
Starting ISE Monitoring & Troubleshooting Alert Process...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Monitoring & Troubleshooting Log Processor...
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin#

PSR
1L A

backup PATEA (LR ISE-PIC FUEEL ADEOS) , #
AR TIAEAFA T

backup-logs B RFEHE.

repository BN L R A 1 A

show repository TR TR E AT A 2R AT 4 S

show backup history WOR RGN AR DT R

show backup status IR TR RRES

show restore status R EBAE PR

= ZT_\‘,
DR RATAT A 1 9 R N W S TR RS AN HPARZS S AN 2P (Out of Sync), s Z50HF e B 1 1
(FREPS B 2 A\ PAN, $UTFEBIFLD,

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



&2 ISE-PIC |
B roumsrsssn

M GUI Pk E B & &1

AU R R RCE S0 . GUL LA S AT ARSI 81 o R R BLROAS 2 AT &40y, 1
M CLI i Ik E 4o

$£IB1 LPEIR (Administration) > 43P (Maintenance) > & #11k E (Backup and Restore).
PR 2 MELE &R T EES D AR, RERTRE (Restore).

W3 F AL R A i A

PR 4 Pk E (Restore).

T—5Mit4
WFAE LR ISE CA k45, w7l
1 FOHr A AN LR} ISE CA HiHE.
2. M3 PAN ZREUEF} ISE CA UE-BRIEH M &4, RJS7efiilh PAN EWE &0 KRR T Hi)
PAN 1 LAFE 3= PAN e if A AR PKI AR CA SN JE CA, R4l Bh PAN TH4h 32 PAN,
W8 A EiRR
A LLARER#Z3R & (Oper ationsAudit Report) HSRIUT A K #AE . H SRR A B

\}

ER (HIRMEEZIRE (Operations Audit Report) % FIAH A 55 2 i (1 P AR 0T L PR S IR I 1] FRAH DG AR
S

(AN

AR ME S R, M EARL ISE CLI 247 backup-logs fir4 325 %& ADE.log 31

FEK AT RE A, Brfa J8RF ISE-PIC MRS #8 <1510, nT LU CLI iy 4 show restore status
EE WK AR R .

Bl& £ 11 R A AN T =

F£ PAN RS A5A3 SCAF 2 i, 59 sl AN 4 b B SRS E-PICH U P A I AN BB 2D . sk
RAEFNE DL, FTLT s PAN 58 4 S 2 BIISE-PIC1Y i HLAEIRI A PAN [0 B4 ) 4
Mo FERPDEAER R, TVEBATATR I E S . 8 RHSE-PIC, MU RELE R 58 UG i 3 HiAth
MARHSE-PICH BRG] BT AEEAT e B S o

FIB1 P EIE (Administration) > &4t (System) > ERE (Deployment).
HIE 2 RKIKEFETE (Administration) > #B2 (Deployment).
WIB 3 LA T AN D SRS IR 1 A 55 ) SR AE
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| &= 1sE-PIC
wEmrhmssnsrErnts [

FH4 Rl Syncup, AFEIT Y PAN [P AU BT 7E G, AR5 4 REHF VT 1) S RHISE-PICA B 61171 )7

P E IR LA T R ERE PRI R

SRS G B A T T S ST R s mp BT T AT e A R A R e DA B A P 5 £ A
PR ThRE, 1m0 451 A A2 A Sh R B2 B 25 SR (K el

ERIAE IP Ut FIEN 2R ER T S ERE PE A EZT R

W=
FEW AR, —ERKFSBER TP R. AWEZ)q, GAAEA B 1P kA L
o

filhn, AT R NT CESRISE B G BT PAND RIN2 CHEBD SIS BI04 PAND
FIARPEAEITA] T1 HATHI NI W50 ok, I BARKE, N1 AN2 37 i # Bl 1 s

REFH
B R BT AT JE R ISE-PIC Y i #R EAR . A AR R LA A0 1P Bk H A A 04T AR

IR IR
1. RZi s N1 FIN2 5 5. N1 AT N2 5 s AT &
2. JH N1 A1 N2 75 508 UDI SRECVF P IE R 2220 72 N1 1Y i b

3. e, BIAETEHRE N G EWE S 0r . WE AR 2 N2 BRI B, Hd, N23lE
LS R, BT RARID R, N1 E (R s = 4 iR T

4. IBIIIE S N1 Admin 777 DN ERATEHAEM N2 95 20, N1 R N2 35 2 #O0R A B T8 2 1) 1)
Tl.

ERHIP AN ENZRERT SAMERHFAIT R

W=
FEPY AR E R, — Y ERKFSEER T IrA T e BREER A BT T B B G OT B 200
() 1P MLkl AN TEHLA

B, A WA ISE-PIC 75 5i: N1 CESRBSEEAT A, RIS PAND FIN2 GBI TR o RGnLA
PEALLERTTE] T1 HATH N1 AT pi & tye Jaok, T EARKE, N1 FIN2 1 A# I T ks, SR
ISE-PIC ¥ s AEFr A B e, W EHLA I NIA (FEPAN) FIN2A CHHBIT 5D o AR NIA FIN2A
HR ST A5

BREFH

PE R BT A SE R ISE-PIC 5 mi 4 SRR o BB F A8 HIAS [ i) SEHLAL A TP L hEAE 5y — 7 B HEAT
Bifg.
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&2 ISE-PIC |
B =505 pumEnsnenonsthns s

IR TR

1 FRIUNT #0978 N1A EARE S0 IR IAACKE YU LA B SORIs A S, I ELRS AR A =4
T M LA A 08 BC L P S LA A4

2. WL ROHT I 2R .

3. WITENIA F&UFHSE-PICEE ]/, EH B (Administration) > &BZ& (Deployment),
ARG AT DL T #AE

MR IH N2 7 5
BB N2A 1 AEM MBI . RG2S N1A 1 AR 252 N2A 5 4.

ERIAE IP U FIEN B R EIRTABE FAIT SR

W=

VA ES: BTN

B, AN R N AR T1 AT N1 EGR R &0 N1 AUl TR s
MU, D200 B WA Y st T Bl P T PR B o 2 LUAH R TP kR0 =ML A 5 NT 4 R
BRE &M

UGB SR AT, T ELB A T AR R B LA A [ (¥ TP kAT R4

RARSE
NI 7 T (R R R P ELAT IR 1P A0 B 4% 09 SR ISE-PIC 15 AR TFREATIE,
SN NI 5 A A Y. S TETAATE T (A

RS IP 4L A R £ M R TRBE RO

W=

BN A BT RO IR

fitn, AT OTAE B A N RGUR] R B/ TR T1 AT 00 N1 Edls A . N1 R T4
AL, T O 5 — AL B R A AN TP Mk R4 SRR AT

BREFH

AT, JF B s AR B A AN Y TP M AT 4147

R IR
1 AFAE AR N Y A e AU AT RIRES, EHLA N NIB.
2. BAJLIE NIB W ik R & 0. AfiEsEimt.
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12 ISE-PIC
nEnz [

o & BliR

B §R
AR, Al A/NOEMACE, RIE BRI SO IEff . EXFEAR, T POB kR
IEAERHT S 2 AT 4 0, PR RSk I E
A BERY R &
HEHEADNT A N (EFRIEE P A, B PAN) FIN2 BRI BT A, B4HE) PAND , JFH.
ATHEHE N1 S8y SBHE N1 9 A AT — SRR A BC o ol FLASUE R o8 ol
BRAE
FREAE SUA T/ R AT & 50 B A T RAT RO N 48 AE N1 S DIRE A1 . IRE AR B4
M N1 F2 2 N2,

ERTSHELNMENEITREET S

=

LT ETE T, PAN HIL M,

fihn, A AR ISE-PIC F5 f: N1 (PAN) FI N2 Cili B/ #E3 5) o i FRipE i) @, N1 BT
B

BRE &M

AP A P ) T R

ARSI
1. B N2EHETIS . KKk 18 (Administration) > #8328 (Deployment) , J1# N2 il & 4 =
e

AP S N AY R, S BRI Y RO A2 A TR RS
2. N2 EEGITIN, R N AT G M A 51y sl
DUAE, N2 1 RSO 0 32 2 R, T N S 85 e il B 4%

A SR A A B HCHORE N Y BB Y R, TS N1 Admin [/ IFREIEBCE N 1295 5. N2l
HEn S IR 5. AfAEdEE k.

ERTRREHAMEMNERL T RERT S

=
FEZ A AR, AN RO B . R
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B szzmn

G EESEGS

TBRRIIE TR R

£ GRS

\}

&2 ISE-PIC |

fRR G
1o R R TR BB SRS
2. EAT RSB IR B
3. TOBEM Y
Bl AT RO R e BRI

T BRI R e VRS T DA Ry BT i s A 1 I U TR AR R e R st ), EE R R RN . BRI =
ANH o ik B0 R R A A TR Bl (G RERL 2SR o bl I, SR . 6 Tk
Wi, &HAH30 K. =ADHPBRIAESET 90 K.

TR I L 15 Bt e A A P R AT G (0 B e -

o SR H Y P A A ] L 80% [ BIME B EL, WS B p™ AR, R B A S BTy
HC AR A e B R A A T S T 7 2 Lt W s —AVE R

* T BRIFFEACH 2o 28 O A A 2 o 2 0030 122 LA P ) e 2 0k 38 sl o LI BRI
N 80%) » W RaRERIERE . M R DU BRI BRI el , AR AR B G ) b AT
TEFREIE. RIS E B AN T A2\ REBafERE
B PEREAE A I BRI i, A BREERATHE R

JURFISE My 0 5 PR & 15 4 JORL ISE 4R 5 A M5 o 76 JLRL ISE St iAsh, ml LIRS
iz47 R} ISE & 71 application configureise CLI 4 Jo T W W 5 BV 20 O o W 1 B0l 1
THBREDUH TR EdE, ISR ANEGE I OR BE R. FE IR T 8 S B
B, XA AMER T S0 R . RSO T SO R G S 2 R A, AT B

iR

HE LI 2 3 EULRL ISE 555 R SE5E A AT I AT .

BRAEEE 7B BR (Operational Data Purging) % £ & #(#E EF) F & (Database Utilization) F13ZBI &R
% (Purge Data Now) [X ik, BT O A2 2 B2 (Adminigtration) > R4t (System) > #p
(Maintenance) > 12{E#(#E;5 (Operational Data Purging) . mJ LAEF & & a] FHEGR1E S 0], LLAAT
it (L E 4B EEFI & (Database Utilization) X311 o 8 bR A5 7EIRESHS B LLE R w] g At 2% 1]
CLAIRAT A AT AE B P R B . REAERE R IR 4 s AU, ook, vl I T &,
DATENS B £ Bk i e R B ORECK L 3 2746 e . 1 /B S 75 1# EE (EnableExport Repository)
SEME LUE BRI BIEEAA R 22, IR B

HXER
HRBIHIE S5, 55125 1T
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| %3 ISE-PIC
mpmnmzssr [

AR IR E R
B ERAE B a] SR 2R S5 2 o T DL RTsE G B e

HIR1 EPFETE (Administration) > 43P (Maintenance) > #1EE(1E 5 (Operational Data Purging).
PR2 PATUL T AL —
- {E#04E IR BB HA (Data Retention Period) [X 1

1. DLHCh AL $E 2 RADIUS Fl TACACS £t (19 8 AR B 3B » 5 e SRR 2 10 10 BT A s 28 4 5t B0A7 68 22
H 4R ISE-PIC AN$24it RADIUS 8% TACACS i, {H5EAlISE JL= b B bat i, UL rl e 752 M
B S B RS R

2. {E7EfERE (Repository) Xk, ik /3 S H 7% (Enable Export Repository) & % AE L% 8 AR A7 5005 1)
e

3. EMEZLA (Encryption Key) FZBH, AT 7 50,

4. HRTF (Save).

ER O WCRECE M ORIV T S W0 I B OR B B, RGBS SR B B i,
FAR R IIRCE =K, W HAZE DN T2WrR A BE (B, BOAMEN TR, AR
FEME D RCERE (=R RS

* {ESLEN;EMRE04E (Purge Data Now) [X 1 :
1. TEPET R BRSO BRI T e R AR . BARA S R AEAT AT AP
2. HiiERR (Purge).

1% ISE-PIC F+4 3 50 # ISE %3k

JEL ISE-PIC 24 T-5¢ 42 Uk} ISE GUI /R 7EfTF i H 2 B GUI o [Mitk, J8id 43¢ ISE-PIC, &
] LR o AR A T2 2 ISE. M ISE-PIC F21 21| ISE WALV rTUER, ISE 4k SLER (A -2 2 1
ISE-PIC T r] fifas A H () BT Thig, W& H 2241 ISE-PIC 15 £ 3 PAN, JUIJC 75 FBrd
B O E AT B

)

AR WUREAME DA CTHUK ISE-PIC 15 1i4E 0 3 PAN, W REE BRiZo1 nl B, JF H Aok
AEf MR I 5 U R B 5E 4% TSE FRE h A el -

Y] AAT 52 3 T 0 B, 7V 1 5E A0 b 223 ISE-PIC JFRVFAIE, SRIGHUAT LA T4k
o B E T ISE-PIC 15 s N2 I ISE #5 .
o o, B REIERIF AR,

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



B &mirmiaaas st

&2 ISE-PIC |

\}

AR HTIRE AR ISE B, AEICVEINRBISEH 1 B ISE-PIC %% .

fRTEHE ISE IR AMFEME S, ES LR ISE-PIC 5 ISE fl CDA , 2 4 T,

18I E M AT IEFT 2R 2 ISE

Fi&Z |

s © 2238 SR} ISE-PIC /K AVFAIE. e4h, mILLEE BA R J7 a2 —TH s o
* ¥4 ISE-PIC 7 s I B IAT 5¢ 42 ISE #5238 - THE 19 ISE-PIC 15 sUREAE A5 Bh 15 s AT 055
BEPAT AR, & ERISE-PIC TFZ0 i AT AR S TP K25 B8 1-5. K ISE-PIC 4 A8 n
AT S, U ISE S E T E B A S R R IE RS R F N (FF) ISE-PIC f75 £,
1M J5L4f ISE-PIC 5 i BHE AN R o 5 B R DRMR R DLIRBU VF AT e

o 545 ISE-PIC 715 S A2 ISE 34238 A 3515 /s ar 4 /5 - FF ISE-PIC 15 05, RIR R B B I
HEAG . A DR ISE-PIC THEVFA[IEMUERF ISE BAVER[IE, 1EBEREEREMCE.

WU O 22 BT A0 AR R ISE-PIC 715 sl e, KA FE TR (Administration) > #BZE (Deployment),

TG T WA B i AN RO S R O 5 A IR B — AN ST AT

RIREFETE (Administration) > 1] (Licensing).

S B NEFATE (Import License).

Mg L (Choose File), W BEFHELVFRTIESCAE, S5 AU RRE (OK).

pE U S I ISE-PIC 9 5 INBNBLA ISE #5356 st D3R5 RN L 5g BT H 4, IUAE AT DL 8 vh i 2
T RE M SRR I . AOCTEAGE R, WS CERNS RIS T A SRR .

ESNFFATIESCH (Import New License File) %, fAiidiS N (Import).
VERUERBERIHT,  BLAE A 3G F- R/ ik .
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| &= ise-Pic

FIR10

wigsemir e e s [

Lborvsdnng

Traditional Licensing

L #imes

L Darlalls

Preduct idenbiar (FIC WG-S5 KD
Witk b e il W00 AL

Garidd Humber [5M] PO YT

BAF UG TF T R A SE R ISE #E v ( E4Y ai, WEZRR AJEARVFRTE . PR ST SN ATHE (Import License) .
MTHERE S (Choose File), W JERHMR AL AL 1) 588 ISE FEAVF AT IE, SR )5 Al E (OK).
ESNFFATIESCH (Import New License File) %, fAidiS N (Import).

i HE.

FH28 J9 ISE F15 AR R T 4R, R BRBU R R A S BUE ARG A TR R 1SE. ISR LB, RS

Tk ISE. 7 (Thisnodeis now being upgraded to I SE in the background. Please wait several minutes and then login to
ISE)

.
VEATHERHE BT, TUE LA A VE AT
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&2 ISE-PIC |
B =i seric

Licerrsimng & thod

Tradigienal LEEaming i cerntyins

Licerme Usage @
e
L
] [ ]
LT
L)
LI Detally
Tesve] igens G HUS Y
an
FOMNG PV

JUMetG, K BoRER b R SRV 1) ¢ BEISERL AL VR Al ik 223 R (I (K i A =

TSBLAE O 3 ISE-PIC 5 T H 00 58 %8 ISE 2228 P (i 3271 i, BURT RSB 19 s BAE AL ISE-PIC M7 22 ke v i) 5
R AME Y o BULAE T LU A AH [R5 ST e — 4> ISE-PIC Y i

=185 8 ISE-PIC

E T A eyininliss

JEBLISE-PIC s ST (0 (U7 i) 455 (RBAC) 5%, DL aldh 4a [n) 55 7 B14% T H 48 R 40
BEVERUPR . 1X48 RBAC SR MR SN 3 51 a4 BE 03 B B 5 1 B3 2 1K B 40 v X

L 4R i ) Admin [ TP AR, ST ARAT DU B
o PR LR 27 i TP R Bl A I
o D ERIR P SO T SRS o
* HE P GUI 23U HC & 43 15 I
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| &= 1sE-PIC

FBRLISE-PIC £

mrise-pic g2 ]

BIER
B A P A D AT T SR
o BT AU RS BEHERR o
o B PVRHISE-PICHR 558 BE 53K 7 LA K SR GERC B AN AT
o SR R L MUR]
CLI A 5 T LU A5 1R ISE R, I FHLECPRA TR, T AR e LI R ISE e,

LR BB RZGNN I H & B T#T CLLA B G R A B, i 4P CLI 45 B 5 AR E IE 61
FEET Web [5G ol i & RS #LUERL ISE ¥

FEBCE I ] A A R A Txk CLI BEAT A BE DT 1] AR (gl CLLAE BE G AT,
PN CLUE B Oy o BRINSOLT, CLU B A 4 00 admin, 85 5 E B B R o U3

BATBONE Y. b CLUE B G A P R BN BT, b BRI R i o AN, oAl B 54 m]

DA K, SR . SR ORI - B S SO

ATULGUEAE PR BT, ] LUK LA P THO A B 53 (0o 38 ek 2 P ek I R BRI, 3 ] DK A PR
SABRGA Tl PR 2 ] PR A

R Y L HATIC B AR R ISE-PIC R A A BRIV /o

B2 R A AN B O 4

HXER
JARFISE-PIC & FE A4, 5 129 7T

ERISE-PIC EIE R4

%ﬂﬁ@%&ﬂmwﬁ%?ﬁ@mwﬁﬁﬁ<mm®2ﬁIﬁpmﬁ?ﬂ @m%ﬁﬁﬂi LR R —
Sy H A AR RO« B PR 534 Ay e 5 BRAL A 53 1 5 03 v FAVE R BURm H 1 4cF o A5 R B m]
PLUE T A IE—ANME B4

LA ATART iy ) SRR 25 5 ) B B3 b P mT A AT B Tl AR AT o 1, A5 e sl i L4 A S B Pt
%

TEHH T ERF ISE-PIC F e SR BRA A S X B840 fi 03 ] AT IAESS . HAT X B6 T 5 4
AR X ARG TSR

F 23 BRISEEIRRA. HIRIRE . HRFRE]

EIRAHE 1825 Al PR PR I
R B i R ISE-PIC 43 | 6}irfg R} ISE-PIC %
DhRg. BROOAVEHELOIMK . |JEA 0. .
J& T4l . e MERFHAT
(CRUDX) B[R
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&1 ISE-PIC |
B cuzmssET web EmaaRIR L

EEEAR PAEE R PR
Shi RESTful Ik 4% XHTA ERS API ik < BRI R | A AUE T SCREN
(ERS) EH 51 (GET. POST. HIHER ERS APLIE | B L 4 28 i
DELETE. PUT) [(J584x BN K] ERS %4
Vi ) BLBR

CLI I A 5 & F Web I8 R B9 R XT EE

CLI & # 51 0] LU sh A 1k AR ISE-PIC W H o N FH AR AN T FIFH 2. T8 n#& s o5 1 -8R} ISE-PIC
W, UNBETGREMNHHE. BT 7 CLLEH A R R, FRATEI A4 CLI %3
BUSEUE AN L T Web 45 BE B3R Iic ' RN # R ISE-PIC #5%%

BIEHEER

MR} ISE-PIC 7 B 03 i 2200 WCAT e € A CUKIK P A RESRA TS e B AR 55 o T DLBIEE 22 B ik
JU PR B DL AT (4 BRAT 55 ) IX LA B DL 0 e AN A

fEHIEERE AP (AdminUsers) i L&A GBI, Bk MIER. SHIaEE R IERHSE-PIC 4 # i 1 &
P B SRS

HIE1 EPRETE (Administration) > &8 5 i [ 42 R (Admin Access) > &I R A (Admin Users) > 50 (Add) > Bl iEE
IR A A (Create an Admin User).

SIB2 BT AE. BFR (Name) B FRT/HA#S O*+-. /@ o
EH L 2N WERRIAN TIEH P4, S5R R s PUR I R

User can't be created. A User with that name already exists.

PRI AR (Submit) 7Rl ISE-PIC P EFECHE 72 b 6 B B 63

AR ER
LU T B SR

1 SO B B3 K5 ) PR

1 &} ISE-PIC 1T E TR 9]

JOR} ISE-PIC & H 63 n] DLARSE L BT )8 10 5 B AT & B AP BT 45 . XU HT S B o0 2, U
AUAE P 2% FR 45 B Cisco ISE-PIC 1T P #7 T 4 B i) ALFR .

A SR ISE-PIC, AT LU L AR 3 ) 2B TR 7 0 3L Web SIS BEVT o o

AR ARURLISE RS SR LN, —H
S mgss (g evEbRgg) ml
AL A IR S5 e 4xia .

HWeb FrifitHEL, et bric A I T IRE . (H,
RE T 2 A IR () 4 RESE 4w T, DRI ] i i 2 50 22 I (]
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| &= ise-Pic
grmpaeE [

EIRFEAE

17 2 Fh 7 s LUEHEF) Cisco ISE RS 2% . SRR FEY A0 (PAN) BT FL A ] ). T B4 B DY i A
Ae k. HiAth ISE MRS sy nlimnt SSH izl e (FEtrhiztr CLD #HTvim. A AgnTH T
FEPPAE RS P HERE R A A R T

« EIEREFRD: RATEOUR, IR G Cisco ISE &7 EE 63 Fl I 7E 45 RNHERY . AT LUBRE7E
&2 (Administration) > &4t (System) > EIRRE (Admin Settings) 5% b 25 6045 F i 8 >k B
IR UL, H T D S B (Passwor d Policy) 1E5 4, FFIH i 2554 %8R (Password Lifetime)
TR ZRIZEIER (Administrative passwor ds expire) 5L HE .

WERAPAT AR, M B, W LLZE CLI 21T application reset-passwd fir 4 DL & B &
PRIARY, TR R, DUEE R GIG LR CLI, 8RR |S ISE BRSO LA IA]
G IR

* CLI %5 (CLI password): ZfE 2 A CLL %A% . W1 BAE 6 5% CLI IS A2 A e 24 28
B, ATLVEE CLI%. EHREHG, JFeqT password CLI fir 4 LA B4 5. 7G40
FE, WS CORMS RIS 5% CLI 2%/ -

JUBRLISE-PIC A vr 4 B DUk P e SCRE SO ARG 5 22 4k o s m] LA R D687 BB 1 1) U7 [l il
R B SR R R 8 ST U LA . AE JEURFISE-PIC R “A5 B BAMK 1 58 ” (Administrator Account
Settings) " SCIRYEE A SREmE I 1A 8 B DK .

HB}ISE-PIC 45407 UTF-8 45118 T b1 %54

BEERAHENHAEESIETNE RHENE
a5 ARG B fe K BCR I 1 R B P GUI 2% CLI (SSH) 23 ib AS s mile, e AT i) 48 1027 P Web %,
CLIFHH A B 3 A 5 B AN $ SAEH o 180T DLBE B S MR IC B R 5 B D B S 2 HT R 8 S 2 5 o o
ERINIEOL T, XS B SRR IR AL T2 HIR A

S EFHEIE (Adminigtration) > EI Fifa] (Admin Access) > i 1ai% & (Access Settings) > &1& (Session).

PR 2 WAEE SRV GUI AT CLI St H R RBCR 1T B B . IR AR I GUI & AT R Y 1 42 200 JFR
B CLI 25 A RGER N 1 2 10,

LR3I WA SR ISE-PIC /R B 01 Gk 2 i il B, 5L B R BIENE (Pre-login banner) ke, SR 576 SUAHE

AT B o
IR 4 75 3 R} ISE-PIC 7E45 B 53 s 2 5 Wi B, ik i & R EHEE (Post-login banner) EI%HE, 4R Ji5 75 SCAHE
AT TE E .

PIR5 HRTFE (Save).

SIFM “IESE IP L7 (Select IP Addresses) X1 EF} ISE-PIC #{TE IR 9]
JURFISE-PIC o VFESIHC & 1P Mok 412, A7 BE O n] i i 41 2 1 TP Huhik- vy 7] BURE ISE-PIC 2 Fit i .
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&2 ISE-PIC |
B yemanrrazngs

L1 EHEE (Administration) > &3 R ifja] (Admin Access) > if7i8)i% & (Access Settings) > | P if718] (1P Access).
$1E2 AN RIFTIHEY | P k31 TiESE (Allow only listed | P addresses to connect) HLE 4441
pE e Ui 161 b4 (SNMP) H T BEVG Mo (HE, ZERCE IP U7 i) PRGN, a0 B —AN15 55 44T snmpwalk
A NI EEH Ui, U snmpwalk 232,

$®3 (EF B ifEIPREIAY |P 5K (Configure | P List for Access Restriction) X1, #idiikin (Add).

$IE 4 {E7RH0 IP CIDR (Add IP CIDR) XJifHEH, 7E IP #bhik (1P Address) 7B iy N TG 2538 8] 4 /1 (CIDR) #4211 1P b
k.

P 23 1% IP Huhtn] DU IPv4 8 IPv6 Hbsik. #7T LIE—AN ISE 9 S E £ IPve Hudik.

$£I85 {f CIDR & 89FM#EA3 (Netmask in CIDR format) 7Bt i A W 25 6
FIB6 il OK. FEIDIR 4-7 FEMA R PR INTE L 1P Hihkys

FEET piihi Save SRAFHT T T K.

LIE8 il EE (Reset) LLIHT 1P izia] (IP Access) % 1.

AEE S P E RS SRR

SO ISE-PIC 8 Fu i 48 4 8 B Ak P O 2 i SR, DA s 22 ko AR BB Ak 5 SR SR R
A+ EESE-PIC IIFTEEH Rk .

)

iR o DA B 5% P AR LT S A3 SRS 3% B root@hoste  JGIARC B HL T MR HBYE,  JF HFZ SMTP
g5 AR At i 1 IS

TG IT IR B CSCuis583, LY Fo V88 S 50l 1 Pt

 JR} ISE-PIC S #7407 UTE-8 FAF K 51 %0,

PR ILEHEE (Administration) > B 5179 42R (Admin Access) > 143G 1E (Authentication).
$IB2 ALK (Password Policy) 3R I A FT A i,  DMERCE SR ISE GUI Ml CLI 50555k
PR3 rith Save CRAFE B 03 %5 65 0K o

ER WORAEESRIN AL AN S R U B DA B Oy, O, B ST B2 B G PO SO AR A SR
BOE T UCBEE, SNSRI IR BE B P A4 M 1

AETR 5 P EC B ¢ P 2R R SR
URAERC B IS LR, BB K  cAT T S 36, JBRFISE-PIC SeiF AR %A B GL K
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| &= 1sE-PIC
megrrsiEan [

L1 EHEIE (Adminigtration) > &I 5 i8] (Admin Access) > H2381E (Authentication) > M A ZEF 5 B% (Account
Disable Palicy).

PR 2 EEEn KRR Z EEZRAMKP (Disableaccount after n daysof inactivity) SZEHE, JFEEAHM ()B4 AR I .
WG B GIK P AE — BeAR s I TR AL TANTERIRAS, I e I, T LAAE A B G
FIB3 SR TE (Save) S 5 HE I L E A R P AR FH S

B EEE RSB

7 JEUB ISE-PIC 1, Wy B S P8 GUI 2 b T AR s R & (S (R AR TR o T DI
FHISE-PIC EFERIAT A B2 T2 (M ] (DU BIOR IR0 o A iBI I , 80 B A SR I 2 A
7 I SR ISE-PIC 4 5L 1]«

$IB1 EFHEIE (Administration) > &2 RiFE1ALR (Admin Access) > £1E1& & (Session Settings) > £i&#2AT (Session
Timeout),

LB 2 iy NJF} ISE-PIC £EBA Wl G0 N AEEY & B 0L 2 U 75 BRI R] CRAAM B ) o BRIMEN 60 238h. &
BEEER 6 & 100 205,

FE3 RRE

ZIEENERRIE

JORFISE-PIC SR A il sl i Bl i, Sn] LN A IR FAT R U I FAE A6 BN RN 28 BT ig & i . JF
AT GUI 2316 IR 5 RECE D 20 A~ WALE R GUI 2 if i R, @ T g 1 D320 1) B O
CIEYEE & S RUiNIR Leraanin

HIE1 EPRETE (Administration) > &IH R [E14FR (Admin Access) > £1EI&E (Session Settings) > £iE{5 2 (Session
Info).

P2 P EEL B2l ID SHARELEHE, AR5 i Invalidate.

SRR ERmO

FHLT P E A HTTP 80 iy I AT HTTPS 443 i I, JF HAE LA BOX S B . AT B &/
[P B SR A P AR s 1, DA BRI B 7 (R XU

B & SMTP AR 5585 LA SZ 1@ 41
W 1 R AL T B (SMTP) HR45 4%, DABAT DA N HRAE: AR ol 1 ISR 4
KK HL T I ISE 15 65
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&2 ISE-PIC |
B/ cui s/ 40E8 RESTHI AR %S API- ERS 12 B

PAUR S 2o T 3 A1 5 ISE PRI AR L1 i A a& v 3o

SR L e 2E b AiEBTFHERTI S
UE:SuE ] 7+ PAN
alarms W5 MnT

NEVIES e SONEVR Y SN RS TR PSN

i #A % PAN

HIB1 ik 1R E (Settings) > SMTP ARS 28 (SMTP Server).

$IE2 /£ SMTP BRS28 (SMTP Server) F-EBirhfi A it SMTP R4S 2% () FHLA o« 200 n] ISR ISE-PIC R4S 2817 i) %
SMTP ENURS 25 ZTF-BKERNSHEIL 60 5.
PR3 1iifRTF (Save).

o A T U2 B8 HZE B F B 83 R A LR (Include system alarmsin emails) 127
(VAT P A B B ) o R ISR B N P A A N TR A b i 4 B 8 ise@<hostname>,

M GUI /5 A 5M&R RESTul B35 API - ERS & &

FHia Z |l

& 0570 i3 H Cisco ISE REST APIXf F-Cisco ISEJF & [#] 3 FHREST APIH] LA1Jj M) Cisco ISE. Cisco REST
APHE FHHTTPSHi 119060, ERiAfEHL F2r %M. Cisco ISE REST API{ECisco ISEAF I 51 R 45 %8 b A
FH, 2 P N R M IT G U7 A REST AP SR [ 1 45 215 WA 2108 I 4 35

FITAT S REANE T B A I 25 TR SR 1K) 1 BEESS Y i1 2. Sl W S AT LAV ) (GETIR) o

L1 EFRIEE (Settings) > ERS & E (ERS Settings).
$B2 % B A ERS#1TiE/E (Enable ERS for Read/Write) Jf s i 4R 7% (Save).

T—5Mit4
% AP AT ISE-PIC IVE4IM5 B, 152 (ISE APIZH%{R1)

B 519 BRS 5 EWa 51 EES (SE-PIC) T2 RISR, M 26
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,‘-"-8:_'_
=% 2

ISE-PIC B4 ME 3 Fn o BE HEBR AR 55

A AT R R IR 55 2 1 i) BT R ISE-PIC 384T I IR 55 &5 S ik Oy €, IFAE I LA R 414
o W - SRR IS U7 RS SR A AT RO I SE Jié o Tl AR s, T DU R b fig
R R 2 A

o WREHERR - SRR R 2T ) 1) U SRR . e, SEBIRT TR A i AU R N R AR
Ji%e

o - PRt SRR T, AT DU ISR T R A SR % R Gk e DL K 45 B
LU by 3 A 3 SOX SR, I Al RAFIX e ity LOCRERAE T o fan] LU T Eﬂ?—’fu& “%
7 “% D7 M “A R ?%&E’J%’l\fﬁﬂ%ﬁé%iﬂio

FEATTPVEL T AR DA g dkRReHE BR A i o 1 Aok PR ISE-PIC.

o SEF TR, 2B 135 10
s APFHARE B 138 1T
o SR} ISE-PIC 241 , 8 141 70
o HF IR N REE R TCP Dump SH TH , 25 149 71T
o HidgpLUh , 5 152 00
* Smart Call Home , & 152 7T
* Active Directory sl , 28 153 1t
o RIIAL PR HBRAE S . 5 165 1T

FHRUEHI T A SE (Live Sessions) i FIF IS FEL, A 1B /RSEIN &, BRI, ZE4RE
BT&1E (Live Sessions).

RU:EHE

FERBR it AR
BaETE (Initiated) BN A B2 TR I I ALK

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



ISE-PIC h iy M5 is s iR AR S |

PR & 68
B E# (Updated) R LYK T AT ST S T LR

¢ A <& BT iE (Account Session Time)

B R R A (PP .

SEIRZS (Session Status)

ARSI BB 1 PR .

$21E (Action)

i “BfF FRLAITTFIRAE (Actions) #itl
M1 LT BLF B
- SR

© REH T I TR

£24% 1D (Endpoint 1D)

SR 2 (A ME—FR AT, & MAC o IP Hb
pi| 8

514 (Identity)

BRI BRI 4

I P ik (IP Address)

SR A S A TP M

AR %588 (Server)

fRoR EM A RH & PIC 15 5

S 38IEA X (Auth Method)

7R RADIUS Rt i) 5 ik Jy 2K, il
“CEEAL B ISR MY (Password Authentication
Protocol).  “ BT T S 4k ” (Challenge
Handshake Authentication Protocol). IEE 802.1x &

dotlx 545,

£1EIR (Session Source)

8782 RADIUS £ if 18 /& PassivelD £Xiffi .

F A18i& (User Domain Name)

SR P HITE N DNS ZFK .

F PR NetBIOS & #R (User NetBIOS Name)

BRI NetBIOS 4.
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| I1SE-PIC ey iR HERR AR 55

zrieiE

FERAMR

152 AR

R{IZF (Provider)

Al s AR AR RS H M. XLRGH
RS N i A
* Windows Management Instrumentation (WMI)
- WMI & —Ff Windows JIg %5, F-T-4H&fti
VMU AR A R R G B
Frv DA IR S5 R BRAE

ARBE - AR e — MREFAE R ) b b
BATHIRER o

ARG - %) i AL ST B H &l
J 55 4% o

* REST - % 7 i i 1ok £ ity IR 25 #0047 5 43 06
e MFHARGHENE, Kais “TSACH
ID” YR I TFLRIA] 7 o YR 145K
I A] 7 YR — ANt 7

* SPAN - i Ff| SPAN #8328 & W1 X 2545 L o

DHCP - DHCP Zif}:.

- 3

IS 22 T R AR R AR R A
o YRR FEAE SN A T R 4
i

MAC tit (MAC Address)

INE I MAC Hidik

En

& iEH0 AT E (Endpoint Check Time)

R AR A% L R £ 2 S PR I TA]

LiREL R (Endpoint Check Result)

B RN A R v RER{E AL
* JoiERE
* HIRH
< WS

#2 44 iRm0 (Source Port Start)

(I REST S 00R 3 () i i
1

£53RiRi% O (Source Port End)

CI5)y REST $6R (i) i 1l
IR A

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



B osss

Al HIk &

ISE-PIC h iy M5 is s iR AR S |

FERAMR

152 AR

IR —/ ik 0 (Source First Port)

({4 REST $RALFE 7 onfl) o 2 il 45
28 (TS) ARHE AL Y 26—t 1 o

iy [l 552 (TS) 48 SV 22 A 2 7 G 75 U il A 1)
P BN 2 VIR 0 R R L b ) R 45 i B
g, TSI A2 ) LAN 45 (138
AL ] RE A AR IR 0 TP Mtk DRIk DA TR
R e k. Brih, Dy T URNERE R
WSS b22 e TS ARBE, B 0l —
AN e . XA BT 1P Ml - i 1 - P
WSS o

TS{RIE ID (TSAgent ID)

(0 REST $RHFE B i) B 2 AE 20
R IR 55 2% (TS) ARBR AR

AD F F TR 5 1% (AD User Resolved | dentities)

(X AD HI St S DL I R 7E K S

AD F Ff##7H7 DN (AD User Resolved DNs)

(h AD H P ol Bos AD H P Il 45 9
¥k, 4l CN=chris,CN=Users,DC=R1,DC=com

SRR 25 A R GEAC B R o SRS SR AR D REFT H AR IR B .

wEAMR it AR AEIZFERER
IDC k&

AD Connector Operations

“ADEEAR AR WMAEREAD
AR ITPT A E H R, B
W1 ISE-PIC Hli 45 % 25 B 3 |
Kerberos S23F 5 B . DNS £
DC & Hi. LDAP F1 RPC ¥4
BEAE,

W RE RS AD Wk, fEnT A

FECAR T o B PRI B DA E
FIREM SR .

WL FHETR (Administration)
> &4 (System) > HEIEE
(Logging) > H&EIERZEA
(Logging Categories), #X)F1E+H
“AD EHA” (AD Connector).

Administrator Logins

DS AR PR T T 5
T GUI W& B 53 8 DA
JRINI CLI B sk 1S o

W% FE Administration >
System > L ogging > L ogging
Categories, RJFiE#F
Administrative and Operational
Audit.
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| I1SE-PIC ey iR HERR AR 55

amks |

& AR

152 AR

HEIERE

B O A

]
B

S SO L AR S SRR TR
I i) P TG A S R TR R
R B A D REREA T b
B, Al o T AR B S S A
e BT AP S S BT

KR IEFEETR (Administration)
> R4 (System) > HEIERE
(Logging) > HEIEFRZEF
(Logging Categories), #RJ5ik+
R HUERE T

¥” (Administrative and
Operational Audit).

ETMmESr

BmT LU I s s iR S
AL O TR E IS (] AT IRLE AT
TEAEYT ) 2% 0 40 45 B AR
==X

o

AR P Ik i 4, SR A
MRS TAL T S IIE
ST, B il e T A A A
i)

WIERETR > R > BRI

k> AFIERES, REiEEEL

T H& RSN “idik” A
“RADIUS il .

IBATARDLAH 2

IBAPIRDLR EEAR R A S
BRI T EAfE B . H2, FE
THIAR A St i 24 7N (R 5l
AT LME iR s R EAZ
HIT (¥ 7 S22

TSR LAV X S8, LB R
P8, pln, EalhE
MK 2 5O TG AR
i, CPUATHZ g M. WiEk
WX S AL FAEA— 3, ]
DAAiff 5 B (1) 1) 7

CPU 1§ JH F K51 i AN [F] ISE-PIC
Difiefty CPU A H#1 H 43t
I Hh 44t show cpu usage CLI
A, T DO IR e
B ) i) AR OGIEE,  ATTTR3
AJHE A R A

KxXEFER > R4t > BEIC
F>HERERZEAN, Rkl
THEERI BN A
LT . RGBT KRG
GitfER” -

Operations Audit

CHAEHR” WA AT
PR VR B, BlanssT
% M EE ISE-PIC 15 s 8%
RSN .

WYk FE Administration >
System > L ogging > L ogging
Categories, Rt
Administrative and Operational
Audit,

B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



B osss

ISE-PIC h iy M5 is s iR AR S |

wEAMN it AR HEiEFRES
PassivelD L “Yesh ID” WA, AR | K kIEFE Administration >

P25 SR 2 1) WML 2 (AR
AR S AN g THE R
QIR IRP BTk 6 NS Z Ao
FUP SRR I

System > L ogging > L ogging
Categories, AL+ Identity
Mapping.

pxGrid Administrator Audit

“pxGrid FEL A H AL fREHR L
pxGrid & BREAE R VELNE B, 41
UM S g VR i B
feE g A, MR

IS IR AT T LS
RATEIT .

BEA AL SRABTE WIAE T i AT
AR ERAE B3 B O3 4K

T AR B oy A B A i
JE pxGrid & B O3 A AZAR T

R “REWT MR K WGk FEE > BEIER> BE
ISE-PIC 15 i FPIRAERVEAN S |1ERER, REEFUTHEL
o WS ISE-PIC 5 M TGikE | %20 “CNEERESET |
M, ATUAAE A e A R e | AR L L AR Sy
AT WU HERS BOAIE” F“EBIRL” .
IS EEsk e s LA 2 H
Bl WX H AT R
2% ISE-PIC YEfEr=AEAFI 52
. Rk, BRIAKSOL R AH HIX
ST, QSR A X L],
A HG i P AR S5 sF 1) M -3 A Wi
AEHHR I ER AT, S0, 3043
PE RG> A BN HIX L.

FH P O SO k% FH P SO R AR S R ST | AKIRIERE Administration >

3 R S S SR A R

System > L ogging > L ogging
Categories, #RJEiE#E
Administrative and Operational
Audit.
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| I1SE-PIC ey iR HERR AR 55

HE#l ISE-PIC 3R

g seric £

AR TNAE “HEIR” (Alarms) Dashlet 7, TGP B =FERCES . CE, B

*D{%‘/E\ o

3 BB RSV EAR . BT DK SR A
K BB BAT IR TR, SEFER AR L RUR . . EATTE B H A, R SR IRB

15,000 447,

WERFEF IR, MARGEAE AN IR R B . A SRR B, T fE

AN, B SRR, AR T i A .
NERFIH T A AR ISE-PIC B4, Ui S AR T

3 25: BRL ISE-PIC %4,

EAE RS T RATESIIE L, W ERdr . W) LARC B ZE B RCR G0 sl i 75

ity E i

e

iR AR 3R 1% PR ERMBR T E

PR A T R

BT 2 e ISE PIC 15 s TH20 R Ko A kT 55 ADE log, DAY
FRTF M) S R o1 o 2 I
Jiti o

TR AL T 2 ISE-PIC 5 s FH AR SRt R4k | 46 £ b 15 s3] ADE.log, LA#E

FETT I S DR - 5 21 L4
it o

P, %4 LDAP & EER:

FHIET A

T CRLARE 2 MANIIET, |CRL A& 4 EH T LDAP iE | & CRL Bl E AR &

‘4 LDAP JE 3 dHT i Bz FERE E MY o KA LDAP RSS#eiE 5 A H:
MURHURUET &R e Wik
OV, AACHTIE 5 0 e 2ot
7t LDAP IR 55%% 1.

HH T OCSP &k | LN IMUE | OCSP A fr 4t B & H T LDAP i | £ £ OCSP Bl & I 50 & e 5

o Kifx LDAP RS 3 15 K 3t
AR MUAIE P TS 2 . W
COAY, AURHHIE IR I e
7£ LDAP JIR45%% 1.

1T CRL &4 3 O AN AIET,
LARRGH EERL TR %

CRLETEL AN T R H&IE
FIE B .

2% CRL AL B IR0 E 2w H
o R RS HERS AT 2
FOMURAURIE T &5 2. a0
ROMBY, MURBHIE IR I
RefE R4 H GRS 4 L
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B =#seric e

ISE-PIC h iy M5 is s iR AR S |

EIR AR 3R 15 BA AR RR %

HHT OCSP &k B2 MAMIUE | OCSP fr A 2h Be T R4 H & | KA OCSP it & A 6 & 2 Ay

B, ARG HEERTRNES: | SRR e Y. Mo KRG H GRS SR
AR MR P15 2.
RE e, MAHHE IR
PRGN ERS L.

BB P A /AR T F T2 i A ECE S SRAN I | B D3 A mT D b At A 2 O3 A

i, AREUBUE BRI BE Gk
Jo AIRMMFER, WS E
SRR SRS o

H GUI 8¢ CLI #H4TH &,

ERS ¥4 5 H ¥ URL

ERS ¥4 5 H ¥ URL

WK URL s, driiee
Gl .

ERS 5k i URL

ERS U5k i) URL

15K URL 23 i, it
BT URL . AR RARAN 2
it URL.

ERS i3k “PA- M bk
N

ERS TR ARk O
EITJ‘o

R CPHEE-RAL” bRk A
I SR PRI ELd I IX R W
PR T R OB ATRECEN N
BIER— AN AN E . A
TN 7 AR IX — )8, ERS
AT HBIME .

ERS XML % N4 XSS B AT
s

ERS XML % N4 XSS B AT
I HSE .

T A 78 1) xml FiN

A RI

SRl ISE-PIC £ #AE 00

Hr s R} ISE-PIC 51242 2 [A]
MMt . HfR:

o FTAE08 PRI AR UE 2 1IE
H o

o AEAH I AT AL (N A A
il

* AEA L A S ABUR -

CA 428 E <M

CA R&-# 2 <M,

Ko LU R CA kg5 LR BIIFIE
£ CA k55 4% LigT s

CA lkg5asC a3l

CA IRg5#: A 3h.

WA LG CA RS54 2R ).
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| I1SE-PIC ey iR HERR AR 55

g seric £

EiRAR

4RI RR

EARBRA T E

UEAS 21

PEUEPRTE R . E 1 2,
SR SE-PIC v] IG5 % 7 i
T A .

BT . X TAEEUETS, 1Tk
ZRIUEBMUR LA (CA). X T CA
B IARHUETS, TR CSR
AL CA BIAHHE . X A%
A HIE TS, A A SR
ISE-PIC ZEK AR . aRA
FEFHUESS, AR o

UEAS

PG A B CA R A
L E T

Mk 5E % ISE-PIC Yk LASK 18T
UEFS.

[ EAY [LRE L SRR AT RS

RS R AT 466 R

7E L3 2 A B AR CN
(CommonName) J& PAE I IE 1D,
TEREUEEE. KBRS
A UEAS

e R A R

FAH Y R A UE A R I

UESFERHBY Y /BT, BiAAE
FEBETLAB R AR R Ao KAl
BT s AT TUBAT A I SAIE
5o WIRFRE], TEMERGHIY A
EFRSCAFAERIIES, ARJA AR
m B HOTESS, BERIESS, &
Ja R LR AN AE B i S

kS R A I R

S B PR SRR IR R

el R T (R TN S S
RGBT R R R
i, HERI.

e 2 4y

HAF B O . R ISE-PIC 1]
Ae oV S % i e A
S ET B T Rt A2 R
i

BT . X TAREUETS, 1Tk
ZRIUEBMUR LA (CA). X T CA
B IAHUETS, TR CSR
AL CA QIAHHE . X A%
A AHTE TS, A A SR
ISE-PIC ZEK A& . aRA
FEFHUESS, PR o

UEAS T SR 5 R

UEAS T SR BRI

R AN TRIAGIEVE 3R 5 R A A1
JEPEARILAC .

Mo

ARHMSERE T #H. RAEKHE
S ATAe] FH 2 R0 2t (A0 B A f
R I

A A5 A7 AE G B
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B =#isepicess

ISE-PIC h iy M5 is s iR AR S |

iR AR 3R 1% A EARRIR T %
CRL fr & KIK ToIEM RS 25K 2 CRL.  anifidis | PR 2 URL 156 H ol H Tk
SEMN CRL ANATH, #iaTRESH | 55,
PLHH 5L
DNSS fft AT R e 75 1) DNS f#1 50o K& 2l vr A ip
name-server i 21C & 1) DNS Ak
%%
W IE R B EHRC “DNS
Resolution failed for CNAME
<hostname of the node>" ,
PR BREAS R ISE Y g
CNAME RR UL K A B3,
T BT [ S T EAE S ENL BT AR | BRI RH AR R0 (TAC) 3k
HI [i] 42 5
FEFAN LTS YA 2 BN ERFRRNL (VM) B2 [ #PR VM BN R R} ISE A
(41 CPU. RAM. WA REL | fFe3edam ) e M i
IOPS) A 2. Ko
NTP 45 b BT A B NTP RS kM. | X ATHEZ N NTP 45 2e 5 1

BFISE-PIC 15 s [AAFAE BRI
I Ta) 22 5 Gt 1000 7)o 1
PR NTP JIe g5 a5 1E % TAE I H]
ntp server <servername> CLI fir
A FH A ) NTP i 45 45 5 i
ETPZ=

NTP [q]25 2%

T S ECE ERFTE NTP R
25 2 ) TR 1) o

M CLI $447 show ntp x4,
AT MO HERR A LR AT B AL
ISE-PIC ¥j i) NTP lR45 28 . fn
CUACLE NTP S50k, &R
S 1D FVE S IR 55 %5 (I AH DL
fict

AR ZAFRC E A

K2 HE B ISE-PIC it & &4y

(ol i N I

S (BACTIERE] SPN e

o B EE R e R BRI TH 1)
AR, R M&T 5 S %0, mt
AT RE 2 H LK o

A B o3k o A AR T IR R
used_space /)N T~ threshold_space.
] CLI Sk M&T 1548, T
BNHATHTERERAE
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| I1SE-PIC ey iR HERR AR 55

g seric £

EIR AR 3R 15 BA AR RR %
=R PN B SOV I R . | B S R ISE-PIC GUI 3§ M 5%
THBAT TS . BOEEN T
Mz s ) LR} ISE-PIC
BP0
WA R JRL ISE-PIC Pk &2 i AE R fif {5 SR ISE-PIC 5 474 e 2 1]
TEAE 3R . TR T 1748 1%
HIFEIE IE M. A TR A SOPE AR P
. M CLI $447 reset-config iy
A IR E AN B G — IR %
£ o
TR AR 45 %5 RN T EFE I8 FERRSS 25 L EHT e kb T HERE .
AT T A5 a L IAN T RERE RS -
Sk ISE-PIC 5 i JoiE N 7T S | 85 5 8B} ISE-PIC GUI LA
e & B GUIPATFB S, st
FE T H A AT 05 T B 25 )
HEl ISE-PIC 71 5.
Lol E it ) Ll O R ZHEAE bR | 1 B L &, SREUHTY
STUpSBUR I8 i o
Sl 15 EE B AR el 1 B AR 2 HER | AN TR BRI T 8 - X2 B H Ok
(N5 T IR PR
SRS R R RER B HAG B . ISR IR ST n Y ) R
3845y o
S HRE(E 5 YR MBS HIRIS S . | FIRAETY SRS AT A I
H—343
2 Tl ek i A o BRI B HR e . [ ERAE Y SR ATV ) I
385
EST k4 s 1k EST k%5 25 1k s CA M1 EST R4% IE His 4T,
HAEA5 IR 45 #3ii 1- CA UE ok 5E
w,
EST k4B A3 EST 423 3h. WA PR BST RSS2 a 30 .

Smart Call Home i {5 # &

Smart Call Home V¥ & A T &
%,

s MR ISE-PIC FIBR RS2
[H)A7AE N 25 5% .

T U 3E A e

T A ) AR

iR BHISE FUERL R G847
TEME% IR o
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B =#isepicess

ISE-PIC h iy M5 is s iR AR S |

EiR AN 4R 15 AR AR R T
ISE JI%s

D 3 A 6 20 HH A 2l

D ERLAREAME L, AU
Ji5).

SR ) AR ATAE, TERR I
Bl TAC -3k 38,

Active Directory #RA 1]

Active Directory #& GC (45 H
) ATH, BEHTS0%
WE RGP E PR R

7{‘"% DNS il & . Kerberos it & «
B A RI Y 48 iE E

503 Bl B AT

SRS A T, JTSE TS
AL AT 72 " SR D W& SR i G o
o

& DNS L E . Kerberos il & «
FER AR Y 48 3k

ID Wi . BBkt TFiE3h
A

S Wi AR 45 A3 25 15 o3Pk
WCEAT AT FH P 5 03 B UE = A

W AGR R — AT FL T B
U] (e, TAERTED
A 21| Active Directory 38371
AR

e F5° 1) 44 R R 55 8 5K ]

Pic 5 1) 44 PR 55 e oK AT AN T
e

KA DNS Fic & AW 48 3% 5z .

AD: ML TGT Rl %

ISE-PIC fIlk%5#% TGT (HAFENE)
W RMG © T AD ER IR
%

25 JRE ISE-PIC HHETHLIK /1
TALAE HAR s A S A A7
e 2. Z4. Kerberos fit
R/ P 2 A 15

AD: ISE Ik J* 5 it 5 35

ISE-PIC 45 # A e B i AD

%émﬂmEmcﬁﬁmwFf

THEALK 7 358, oA AREM, THHEAK
AAE FH 55z B o #ﬁﬁmm
[(apLE N
BN B AN 7] FOMARIEATTH, JTEHT 5 | KA DNSHLE . Kerberos L' |
PYEAIE S BAL  DLRHLRB PR | B R A A 25 3 ek o
SO EEATTH JLRL ISE-PIC SRMS i 45715 s TSk | Ko SR ISE-PIC 55 543 2 22 1]

i 0] T 1R 0 P

(R 2 3+

AD: ISE 15K 7 B 3R
BT s HIRLER o

JOEHSE-PIC THEHLIK 7 A 3k
AL BT 75 AR

SR ISE-PIC v ALK A2
A BRI Active Directory H
I 4

RGaiTIRGL
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| I1SE-PIC ey iR HERR AR 55
g seric £

EiRAR 4RI RR EARBRA T E
AR /0 FIH % MR ISE-PIC ARG sE  | M ARGE AL BRIBI.
/O A A BRGNS TR, B, 5

PISIEECR . DT ARSI . I
TSR 55 o LA 23 Fo 9 2 o

e g A S AL A JBFISE-PIC RGBTl | KB RGBS, o
EESIDE BRGNP TR, fl, 5
ARG T EESIAE. IS

ISR 55 s LA 23 B A7 2
ERR NIk JORHISE-PIC R ZEIE 2 i P-4 0 | R & RGEE AT LB 5L e
o BRGMEL TR, #lm, 5

WRAEECE . TEHESE.
I I 55 s LA 23 L 7 28

Bl

i AT % JBRHISE-PIC ARG S| R W AFA] | KL i R B LT o
HI HARGIE b LR, #lm, 5

PrESIERCE . T ARG SN . IS
TINET IR 55 s LA 23 P 471 28

R E B A AT % JERLISE-PIC W47 sSaB B R | A8 A I F 4 /N B 35 R &
gy H G e T . | .

BATIREATTH WY SRS R ISE-PIC Y | A {4 R} ISE-PIC Y A B8 3h3F
BETIRE . HIEEZETT . i 8k} ISE-PIC

W S e I Y SR

HERE oS Horp—ANEARFSE-PIC HEFEARIZ | F587 5 3) B A ISE-PIC N A .
iT.

Lk 5 OCSP 4% i EIEE|OCSP F4-BIMH. MAH | IHR ARG 2 BH LW %I
OCSP 4515 2% it e i fd
IR .

Al

PIC VF o] & 31 JERLISE-PIC 5 i b 2B (g VF ] | 16 2R JBRE 22 7 [T B S 3 14 v
Iy k.

1E 30 RN EIIARY PIC WFaTuE | JERFISE-PIC 5 i b 2235 (v vl | 35 5 2 R 65 [ BA LA AE 1]
WEEAE 30 RIG 1. ISE-PIC ¥ r[iiF.

7E 60 RN FIAM PIC ¥FrfiE | BUBFISE-PIC 5 i b2 v vl | 15 106 2 JERHY B [ A LA ZE 39
UFISTE 60 K )i . ISE-PIC ¥ [ iiF o

7F 90 RN FWIF) PIC W rliE | BB ISE-PIC 5 i b2 (i vl | 15106 2 ERMY 8 [ A LA ZE 3
WEEAE 90 KRG RIH. ISE-PIC ¥ H[iiF .
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ISE-PIC h iy M5 is s iR AR S |

B enes
ERAR AR 15 AR EARMBAR T %
ARG
H & At i OB ISE-PIC M # A A HERE TG | IXAN 23 50 S A 2515 ssi ) S B
VA N TRIE IR 255 AR U | Dhfe. iRt ), i
H &, IR TAC.
THRI R S R ToVENG T IR (CSV U | BAFRC B GG . W RAE Gk e
ST BT A7 G o CUIHBR, EEEHAR IA7Gg e .
RAEAEPEA T IS 5 0], i
Y SCTBIC B N AT AT
W I B s n 21 R ISE-PIC 1N, RGEA S fih A 23
EiRigE
TR TEIRIGE (Alarm Settings) G GRE (Settings) > E4RIZE (Alarm Settings)) 5
B
FE AR 15t AR
AR AKR AR,
ERAR BRI AR
15 AR BB
BRI fi 5 I AT R
7N Jt A R o
EEM EREEARM B RO . A AL £
« “JHE” (Critical): /R EH RGO
o “HEAR” (Warning): FRONIEF(HE T
Do IXEBRINTEDL .
© “fHE” (Info): FE/R{HELEMIWE.
ZHRAZAEKHER B ISE-PIC A A RGVE R E R4t H
B R
HWALLUES 9 RIS A B FERE (Enter multiple | B~ I £ bl A1/5% ISE-PIC &7 BE B3 44 R I 51146
e-mails separated with comma)
B F BB R AY&SE (0 3 4000 NFFF) T8 5 RGBT H E SCOCAN R .
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| I1SE-PIC ey iR HERR AR 55
smazxre [

N =\

INE EXIRE
JUEHSE-PIC A5 5 ANBRVEHEAY, fildn “PlE S 4” (Configuration Changed). “SifddfL 1/0 F)
FH#” (High Disk I/O Utilization). AL =% K% ” (High Disk Space Utilization). “ & W A7-{#
HI#%” (High Memory Utilization) f1 “ISE &34 UEALTAE3E R A7 (ISE Authentication Inactivity).
JARHE I RGUEARYE B 'E” (Alarm Settings) U ( “BE” (Settings)> “ AR 3'E " (Alarm
Settings)) . 5 H BB RGARE
BRI RGARESN, AL v CLAS I 2 ol BRI A HRE AR 1 B o SR .
TR, 2 ] LA 5 MR, Ty HARSE SRR 200.

TEVRIAR S, LT 5 B

PR IEHIRE (Settings) > ERiZE (Alarm Settings).

$1E2 FIRERE (Alarm Configuration) &I, A% (Add).

B3 MADERTEMNE S . SRS SRS THENE S,
PR AR, “EHRPECE” (Alarm Configuration) UL 2 BonLAREYE. Flln, X1 “BlE 8" (Configuration
Changed) 24k, Fl/n “X R A" (Object Name).  “Xf 52”7 (Object Type) Fl “EHHI i1 4 FK” (Admin Name)
FBLo AT LI L E AN R S A (R AH RIS I 2 A~ SE 41

PERA NHER.

BTy iEENR=R TCP Dump 3. T A

TCP #fift SEHI TR MRGH A, w] LU ALt s F TR IR UE P Hs 0 2 A5 235 i Bt 44k
AT AR AN DR IR R, AT RS PR BE AT e A B AR I 2K AR TSE.
FERXFMEOLR AT AT I T H AT RAIE

AT UABCE TCP HeAB LT, R M4 28 i S S Bt LA By S0t ) 245 ) L 004 T s e e

AR WIRAS) TCPDump, FREi4x ASIMNER L B RIFAE SO TELRAF Z AT AOREAHSCIT, THAT “ fR4F TCP
Dump A7 — A AR, FITAHK TCP Dump 23 i

{£F TCP Dump A= MR =

FiaZ |l

TCP %fi% (TCP Dump) # 1 ST (¥ 4832 0 (Network Interface) 7411 A /R CUELE 1Pv4 5L
IPv6 Hubil [ 2542 1K (NIC). fE VMware 11, BRIATE L M¥ &R NIC, ik, B NIC A
A 1Pv6 Hutik, JF R RAEMEZIZED (Network Interface) FH741&H

| B4 BR S 3| B S0 EE 2R (ISE-PIC) 2RI, KiKk 26 [



ISE-PIC h iy M5 is s iR AR S |
B 57 1eP Dump s

LB KIRIEFHIRIE (Operations) > #BEHERR (Troubleshoot) > 2 i T B (Diagnostic Tools) > F# T & (General Tools)
> TCP %% (TCP Dump).

TIE2 NEHAFR (Host Name) 7413 ik $: TCP Dump SEH T H 1.
$IE3 MML&#EED (Network Interface) N4 3 ik £ 2 i 142 11 .
$B4 SR EHER (Promiscuous Mode) VI #e LLEE A “On” (OF) 8“7 (Off). ERINE N On.

TR BN BOAB AR R, R, S U AT R A 4 B R SR CPU. A BUKAZIE LR B
“On” (3})0

PYRS (EPIERF (Filter) 7BUT, H A Z AT P8 A An /R 1L 5K
REIHFLL R hRIE TCP # it ik 945 I K
* ip host 10.77.122.123
* ip host ISE123
* ip host 10.77.122.123 and not 10.77.122.119

$IE6 it Start, FFEAEIEML .
ST WELWE G, AliELE (Stop), SRR BT B R B E0RE 500,000 J5 Hshatk i,

\}

R JURHISE AXHF AT 1500 MTU i (D .

%75 TCP Dump 3Z {4

FHia Z |l
RSN 2 I AE ] TCP Dump ST/ 99 2% 35— 5 P DTl IR 1R A B 5 A 55
A\

AR e LlE R R ISE CLI Vi n) TCP ¥t A RTEAE R, W2 MRS 4 Iid5 5% CLI 2754571 .

LB EFIRIE (Operations) > #FEHERR (Troubleshoot) > 21 T & (Diagnostic Tools) > ##M T HE (General Tools) >
TCP #&fi (TCP Dump).

P2 PIERX (Format) FHrgR g &, BNk &N AR (Human Readable).
$IE3 i TE (Download), FMIEFTHAE, HHRHRTE (Save).
WA (3R 7L LRI I SO G 75 AR A7, 1 i iiER (Delete).
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_troubleshooting.html#ID778

| I1SE-PIC ey iR HERR AR 55

TCP Dump i &

tcroump 22 ]

RS2 tepdump S TR T RGBT A 2 L B A, R g L
TR AT W bR . ML UCTT 0 SRR A2 N . BUBEHERR (Troubleshoot).

3% 26: TCP Dump & &

I

=H

N

(EEEEE]

PR (Status)

* Stopped - tepdump SZH T EAAEIZAT

* Start - sl LLS 3 45 25 1) tepdump 52 H]
TH,

* Stop - At AE 1 tepdump SEH T H

Host Name

M FEF R MR I EHLA A PR

Network Interface

MR REA R P B I R 2545 1

iR T AR E A IPv4 8% 1Pv6 Mtk (1 B
H MR (NIC), 1 H BT EE
ISE Admin [ 7)1,

Promiscuous Mode

* On - jiilf DT THR AL CBRIABEED
* Off - i ASC TR A
TRAREAEBOA Bt B A T U

R ILBEE D One FEMAET, WIS 2K T AT
MEALER| RS CPU.

Filter

ANk (A /R FIE A SCRFIRRAE tepdump
ip host 10.77.122.123
ip host 10.77.122.123 and not 10.177.122.119

ip host ISE123

Format

HEFF tepdump SCPF IS A
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ISE-PIC h iy M5 is s iR AR S |
B =5z

£ fEMERE
Dump File BoREa —ANEAE ST LB, Bl DT $
P

Last created on Wed Apr 27 20:42:38 UTC 2011 by
admin

File size: 3,744 bytes

Format: Raw Packet Data

Host Name: Positron

Network Interface: GigabitEthernet 0
Promiscuous Mode: On

* Download - w7 A 2 5 0 A 55 il S
* Delete sty AR B8 1 4% il SC A

HE 12 RHLE
B! ISE-PIC AT ZH 4

EERZGHTERRE
S BRSPS A 00, 9 52 T B B A b 1 2

Smart Call Home

SmartCallHome(SCH) IR 2 b R R ISE-PIC W%, R G S ik ol - i 7 =Xl
o HLTHIB AL I, R A EREE AT AN RO

FEVHE B BEVF W] BT SCH MR S5Jm, 5mT LA FERAT LU R A2 —

« BDUR AR . SCH B4 4R 75 2h fig S b A SR R i R 46 (1 JBRL ISE iz AR
IfE R

* i SCH &L (e 1 T e

S SCH DhREITEANSE ., 24 4 Smart Call Home R4S, 25 153 1L,

Smart Call Home it & 34

Smart Call Home F & SCAF- o g T 18 (18 2% B i #3425 . RURHISE-PIC B4 LA BRIARC & S0
* ciscotac-1 - HH FEZIRE
* isesch-1 - J1T* Smart Call Home g
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| I1SE-PIC ey iR HERR AR 55
Anonymous Reporting .

IG5 1T Anonymous Reporting [ ERIABC S SCAF (ciscotac-1).

Anonymous Reporting

JURF ISE-PIC ] DA% 4 S AT B2 M AR RBURAE B o AR LA AT Bh 1 58 it 7 it ;R ISE-PIC
(KA FS O, IRz i LA R e SR A IR 45 R IR 45

OGS, SEHEAIRS . WA E A4, nrLOssk ISE-PIC 45 BE 51 1] P g B (Settings)
> Smart Call Home k2%

77 Smart Call Home BR &3 1T A7

HIE1 PRI E (Settings) > Smart Call Home.
W2 EPELL P H AN

* 146 SCH Lt

* CRETERIN SCH M 1 B I H ki B 44 5

* -1
$IE3 (UYL FFTFF 28R SCH Th&E [Turn on full SCH Capability] ZEIHIN ) ZEVEMPIRAS (Registration Status) X B4 A
T A Hh ko

$LE4 (k) EhEMRSE (Transport Gateway) 5% AHE JF4m A% #i /W 5¢ URL.
SIS PHERTFE (Save).
T AR FAT T4 58 SCH Thfig, BRI 3] — B S Bm BERE MR AE o B o s B e O g PR A A 56 B 58 1 i

Active Directory B PEHEPR

1 Active Directory 5 2%} ISE-PIC £ 5 RURTIZ 5

AT/ B E Active Directory DL IR ISE-PIC £ B 75 () F2h AR H2, ERZHIGHT, A
LU H BEF ISE-PIC 3K H B & Active Directory. UL FJ&#4 Active Directory 5 R} ISE-PIC 4£ Al
HIFESAT

* TORIEIIAT X AD G BT S /) Active Directory 3 B 53 5E1IE.

o i FH P2 I (] B (NTP) AR 55 # 8¢ EK [H) 20 SO R ISE-PIC R 455 F11 Active Directory 2 [R] [ [H] o
] DUME R ISE-PIC CLI it & NTP %W & .

o IHE AL ISE-PIC N B Figk b B 3 /b —ANa) i BAL ISE-PIC 1247 11 i) ) 4= = H ik
2% 2%,
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B 15553205 Bt Active Directory B AR

PIT & FhIR{ERTEEHY Active Directory M A 4% fR

\}

ISE-PIC h iy M5 is s iR AR S |

TANIRIE

R #RE

B%} ISE-PIC # 22 M A

IOASRAE 5 ZELL R R BUR -

* % Active Directory (A7
% JURHISE-PIC HLAIK /' /2
TAFAED

o 4 AR} ISE-PIC HLEEK F 6
AR ALK A
714

s TEFTHLAS K E s R
(o, JEFE}ISE-PIC Hl#%
Vi P f . SPN.
dnsHostname )

A R A DL K AP -

* # % Active Directory (LAY
% JURHISE-PIC HLAIK /' /2
TAFAED

o Mk IR R ISE-PIC A1
28k

WERPAT SRR (FERAT Y
oL IR AN Al
BT SEALK ™ o

F+1%15 3 Active Directory JE %
1) Rl ISE-PIC HL2sik 7 75 EL DA
Y

 EHCEY

© WL TR A A LS
Xt K P AL A X

* 71 Active Directory LL3RH
5 (I, S AT
L UPN JE4155)

* 32HY tokenGroups J&

AJ LLZE Active Directory H T 61
LA o i SAM Z k5 1
B} ISE-PIC 1 #& EHLAULEE, T
FAE AN E B R B % 2 PRI
HEATH

W HA Z N IMANEAE, WSTE
HB} ISE-PIC A 4E4 2 MLk
F AR IR X R — AN K
Jlo

TR

HT I ABGE BB (R R IE AR R ISE-PIC W o AN AEEH 6 (1) BRI ISE-PIC HlL 2%k /4R 30E

Microsoft Active Directory H 1 4&i7 014 PR: PR&| 72 1FZF2 AR SAM BIZ P i 24 g A& .
BRI, BURFISE AT RETGVASE 15 REH—CHAL ek %565 . A SRALEs ik . 3 i R 508, R ISE AN
2 it Microsoft Active Directory % HI F' EAT S A0 Bk . %08 7 VR ISE #2514k I3 AD: I SE %
ROEE Tk (AD: | SE password update failed) %42, DUl &0 %8 b 3% .

AR TR T S A b 2 Ak P A BESS (SAMY) B0 ZE AT Microsoft Active Directory H [ F il
Ao EfOR DR ISE o] B Fr HHLAR K 205, T KL A Microsoft Active Directory HH L B A2 75 1E A o
HRZHWF) Windows #1E 280 F1 Windows Server A IS B, EIHIXNHE AT W 4% =k E
v RIRETT MR R 0, TS

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/
network-access-restrict-clients-allowed-to-make-remote-sam-calls
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| I1SE-PIC ey iR HERR AR 55

warnmTasnnesn i

W FE LA T8 AE R M 4% im0

I im0 GEFE-ZAH) B#r #i
DNS (TCP/UDP) BEHLEON T-E 2T DNS i 45 #%/AD sz | -
49152 e
MSRPC 445 TEapit -
Kerberos (TCP/UDP) |88 s a8 MS AD/KDC
LDAP (TCP/UDP) 389 TEapit -
LDAP (GC) 3268 A H R 25 4 -
NTP 123 NTP &5 a/ddzilds |-
IPC 80 X T4 B ISE-PIC 5 14 | —

X #F ISE-PIC #Y Active Directory =3k

ISE-PIC 1 | Active Directory 4% il 4% 42 1) Active Directory 5 ¥ A% FHARICEE H P8 %15 o
AAUERAEC E Active Directory IR 55 %%, A Aefli ISE )7 GEMGIE AU &G B DUR &34

YL EC E Active Directory 3851l #% (Active Directory i (L&D LASZRF

ISE-PIC.

TR E Active Directory 151 #% (Active Directory ¥ (IiC'E ) PLSCHF , W% DLR 2D IR A1k -

Y

AR ARG E BT A S T A A R A .

1. MISE-PIC % Active Directory NI SRR HIE . 15 Z AN Active Directory ST £ IR I

A} ISE-PIC 5 A I EHZINA AT, 55 20 T 1 #unique 36,
2. MEEHEHI A E WML 2 20 ID BidE WML, 25 23 5L,
3. M Active Directory $147LL 23R
« WS G4 4% i B Active Directory , &5 156 T

4. (aJig) AU F S BAE Active Directory X ISE $04T Y H s C B 3E AT U HERS -

o A BE B3 41 1) Microsoft Active Directory [T /7 % BAUR , £ 158
o ANFEBRE B 3 41 ) Microsoft Active Directory 7 (AR , 285 158
R ETES AT DCOM IALRR , 55 160 1T

* BCE Vi WMI Root/CIMv2 44 FR 7 [ (AL , 55 162 T

« BRG] AD BFEHIEE B H &, B 163 T

SRS 51 EH B F 10 E1% 8 (ISE-PIC) EIERIE/

it

i

e



ISE-PIC h iy M5 is s iR AR S |
. AN E 1 BRS B E Active Directory

HE NS BR S BLE Active Directory

ISE-PIC Active Directory B4 9 Active Directory 5k B PF S F 1 53 FL ISE-PIC
JEHER Active Directory HERIH 1 & 545 B o

[ M\ Active Directory 347 il #s AT LA T A2 3R :

TR WLRAHK Microsoft #b ] 224 1E Active Directory 4% il 2% L.
* TELLUTF Windows Server 2008 8] ¢
* http://support.microsoft.com/kb/958124
AN T A5 Microsoft WMI HH R Y AE iR, 3X 25 BHLIE ISE sl il 2t 37 sl D ide 4z .
* http://support.microsoft.com/kb/973995
AN T2 5 Microsoft 1) WML H AN A () A7, 123t 15 2R BHLIE. Active Directory a7 il 44 40 2L (1)
HEDAESE L REPNE St Frii7ee o = by
* Windows Server 2008 R2 i ZZLA R4 1™ (BRE2:%% SP1)
* http://support.microsoft.com/kb/981314

AR TE 5 Microsoft (1) WMI T A7l , 13 38 7K BHLIE Active Directory 3842 il 28 4  Z2 1K H 7 35
SISEIIE R REPNES T o i el R

* http://support.microsoft.com/kb/2617858
AR 71552 Windows Server 2008 R2 H1 (145 2l 5 8 sk i 2 B /218

« WELL N EER A Windows T WMI AH & o] BN T
* http://support.microsoft.com/kb/2591403

REHBER S WMI iRk 55 K IHAR AL I B E R Z BEAH G o

LI 2 ffiff Active Directory 7E Windows 224 H & HHid st P &k Fi4F.

IOAIE “HIRZIEEE " (Audit Policy) & ( “4HIRBSEHE” [Group Policy Management] % & [ —#43) SCRPLIN 5%
£ Windows %4> H & AR i Z 4 fF (X /& Windows BRINRE, HE, EOARERIEIL R E IERD

W3 B R & SRR T Active Directory H 7 4 REXS ISE-PIC 1453 Active Directory. LT i3 B 7 4] 4 5
PHIZH P B PRI e SORCRR =

* Active Directory FH /3808 3 53 20 1% D3 I 75 22 IR R
* Active Directory F J' AN & 307 £ 53 20 il 07 I 75 22 R R PR
18 4 ISE-PIC i ] Active Directory F /* 7] LA ik NT LAN Manager (NTLM) v1 8% v2 47 S 50AE . & 75 ZHAE Active
Directory NTLM #8157 55 ISE-PIC NTLM W& — 3, LAk ISE-PIC I Active Directory 3845 il 4% 2 [H] IR 42 i

AT S B0AE . R 3R B R BT Microsoft NTLM 3£ 10 & 37 FF 4 ISE-PIC NTLM £:1F. Wit ISE-PIC & & N
NTLMv2, WSZHEEFTIR A B /S AN LT . Wt ISE-PIC %5 3 FE NTLMv1, A S HERT AN LT .
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| I1SE-PIC ey iR HERR AR 55

3 27: 5F ISE-PIC #1 AD NTLM KR 7K B9 3 3 35 S I8 IF B

A E D BRS BB Active Directory .

ISE-PIC NTLM i& & 1% 15 / Active NTLMv1 NTLMv2
Directory (AD) NTLM i& & 1%£ 51 NTLMv1

NTLMv2

J23% LM & NTLM iRy SOFER FOVFIER
Ki% LM & NTLM - WA P, | o FoVFiER:
I NTLMv2 £ 44

K3 NTLM i [y FOVFEEE FoVFEERE
AV %1% NTLMv2 Fi )3 FOVFIER: FOVFER:
I3 NTLMv2 Wi . 4645 LM SOVFIER: FoHFIER
fURIE NTLMV2 M. 4640 LM & | 454084 FOVFIER:
NTLM

[ 10: MS NTLM 54} 36 1E 2 B T

-

Metwork security: LAN Manager authentication level Properties Iiléj

Local Security Setting | Explain

j' Metwork, security; LAN Manager authentication level

Send Lk & NTLM responzes

Send LM & MTLM - use NTLMvZ session security if negatiated
AE Gend NTLM responge only

Send MTLMvZ responze anly

Send HTLMwZ rezponze only. Refuze LM

Send MTLMwZ responze only. Refuze L & NTLM

[ 0K ][ Cancel ][

Apply

)

b

303371

LIS RIS O AN AP KB eV R 24E Active Directory AEHil# 11 d11host . exe.

T 0] LG IR kR, ok R AR € TP (ISE-PIC IP Mbhk) il LA R i 11
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ISE-PIC h iy M5 is s iR AR S |
. b 15 38 52 28 Fh A4 Microsoft Active Directory F Fi& Z IR

* TCP 135: @] RPC i 1o fESAT SV RPC WFIIN, At b 1 PR 55 15 08 ) S Ay e K e 25 R LA
WA 1

* UDP 137: Netbios 4 FRfif#T

* UDP 138: Netbios Hdi i I55

* TCP 139: Netbios 21 ik %5

* TCP 445: SMB
Al UABhAS B S s 1, el LTS TR E . FRATTEE IR N %SystemRoot%\System32\dllhost.ex 7E 4 H x
SO ) B8 B 1
FT A B K R AT 4 BE 21)%F 2 TP (ISE-PIC 1P),

J338 & 18 7 42 F &Y Microsoft Active Directory Fi FiZ B 1R

ERINTEOL T, X7 T Windows Server 2008 R2. Windows Server 2012 F1 Windows Server 2012 R2, 154
PN Windows #AE R 40 H 1) 5 L83 M R I AT 58 A AL R« Microsoft Active Directory 2 2 3
W25 T Microsoft Active Directory H F X PR i IF R I A 5 432 AR -

* HKEY_CLASSES ROOT\CL SID\{76A64158-CB41-11D1-8B02-00600806D9B6}
* HKL M\Softwar e\Classes\Wow6432Node\CL S| D\{ 76A 64158-CB41-11D1-8B02-00600806D9B 6}

LA Microsoft Active Directory MRASAS 75 EE0 3 M it 47 50 2l
* Windows 2003
* Windows 2003R2

* Windows 2008

TR T e S HIRUR, Microsoft Active Directory 5 BE 54 WAZ0 1 4G 3R A5 it 26 T 1) JiT 4 AL«

S A TR IR, RGEFRTEE (Owner) LT,
$1B2 it Permissions (UFR)
$1E3 i Advanced.

a2 T8 5 4H 1 BY Microsoft Active Directory Fi 2 BIAX PR
%TF Windows Server 2012 R2, #%-F Microsoft AD 7 %F DL T Vi M R Il B 52 4 = A P «
* HKEY CLASSES ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}

®* HKLM\Software\Classes\Wow6432Node\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}
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T 7EiE BT 5 4 Fh AY Microsoft Active Directory Fl F1 YA PR .

7£ Windows PowerShell H i FH LA iy 2 A 2 A& B4 17 X6y Mk 0 T 11 57 B AL B =

® get-acl -path
"Microsoft.PowerShell.Core\Registry: :HKEY CLASSES ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}"
| format-list

® get-acl -path
"hklm:\Software\Classes\Wow6432Node\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}" |

format-list

2 Microsoft AD I UANAESE PR dl, (HAESR T Pl ), TR DL AR :
o RNV R I LL SR ISE-PIC JE B 3 453 52
o el ge g ] DCOM RUALRR , 45 160 7T

o WE i) WMI Root/CIMv2 & FRZS A AR , 2 162 7T

HAHLLF Active Directory g A< sk HAF X LEAL R «
* Windows 2003
* Windows 2003R2
* Windows 2008
* Windows 2008 R2
* Windows 2012
* Windows 2012 R2

* Windows 2016

ININE MR I St 1FISE-PIC sE #2312 il 2%

AT Loy R IO I Bz 25, DLAVFISE-PIC LUUH - S it AT #:, JFRR e S0
IR o S s B2 P ATy LA L A AN A AR

PUREM A S T 28I 9 Sn] LOR LR BRI 2 AN ST, JF 47 8 440 reg
HISCA, SRJE R AZ S AT M B e AN 8, T e AU ARFE BT %

Windows Registry Editor Version 5.00

[HKEY CLASSES ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}]
"AppID"="{76A64158-CB41-11D1-8B02-00600806D9B6}"

[HKEY CLASSES ROOT\AppID\{76A64158-CB41-11D1-8B02-00600806D9B6}]
"DllSurrogate"=" "

[HKEY7CLASSE57ROOT\WOW6432NOde\AppID\ {76A64158-CB41-11D1-8B02-00600806D9B6} ]
"DllSurrogate"=" "

fifi O DlISurrogate JE MR I IME A ST . WIRFB P MK, DI ST, AE
15 . FEhEHFENER, &R AppID. DllSurrogate N HAH P AL 55,
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ISE-PIC h iy M5 is s iR AR S |
B sz 2 m ocom iR

WNHT— AR, OREITH 2T, SRR RERZEAT
7F. Windows iy 247~ 7 FEHI LA R dr4, DU R IR 15 O 6 I 3 IEAA A -
® reg query "HKEYicLASSEsiROOT\CLSID\{76A64158—CB41—11D1—8B02—00600806D9B6}" /£
" (76A64158-CB41-11D1-8B02-00600806D9IB6}" /e

® reg query HKEY CLASSES ROOT\AppID\{76A64158-CB41-11D1-8B02-00600806D9B6} /f " " /e

®* reg query HKEY CLASSES ROOT\Wow6432Node\AppID\{76A64158-CB41-11D1-8B02-00600806D9B6}
/f " " /e

eI 88 L 1F F DCOM BY4BR

FFISE-PIC #3) 5 43 i 55 ) Microsoft Active Directory FH J* 20 H AT 76 3 1) 28 ik 45 2% _E 48 ] DCOM
FIRPR » i dcomenfg v 24T LB E AR

P11 M4 171817 decomenfg T H.

$IR2 J/EEHRS (Component Services)-.

$IB3 ¥ i EH (Computers) > B+ E#H (My Computer).

FE4 SRR FHRE (Action), #diE 1 (Properties), X5 #ii COM 2414 (COM Security).

SIS JUFRFISE HTU5 MRS shifbk - 20 BAT SR VAR « ¥ Microsoft Active Directory F FH s Il 2= B A3 PUANIETT (37 i)

PR (Access Permissions) fl /3 £ FH#5ER PR (Launch and Activation Permissions) [ 4#48 R &% & (Edit Limits) I
HRIBEINRE (Edit Default)) .

$IE6 X T i a4 BR (Access Permissions) f1/2 zh3#E PR (Launch and Activation Permissions), ftiF T A< i fll iz f
il
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szt ocom ek ]

[ 11: 37 B AL PR B AR s AT AR 17 1)

Ty SRR TTRALET 1L RS DR Lo

Geeransd Cetans [ Ciefonkt Properies |
Defak Protocols COM Securty M3OTC

Securty Linis |
(GOUD or user rames:

T ALL APPLICATION PACKAGES
ilg:sus Ademires (SCOM15114SMS Admina)

je———

B2 SEIF

H SVSTEM

B2, Adriristnfors (SOCM 511 Adminigtratons)

B2, Pedomance Log Users (SCOMIS11 Perfomance Log Use

[ s || Remowe |
[yt
O
0

| SRR 5 Ew A S EEE (SE-PIC) BIERIER, WA 26



ISE-PIC h iy M5 is s iR AR S |

B 22055 Wi RoovCIMv2 2 Fes i AR AR

[ 12: R EhFREE IR M A M FNITAZ 177 1)

My Computer Properties |

Cererd | Optors | Diefautt Properies
Defask Protocols | COM Securty MSDTC

Growp o user names:
i 1 B sYSTEM
Group or user rames P Ydritrtr |
Everpone

B, fdmristrators (S0CM151 1 Administratan)
o ALL APPLICATION PACKAGES B MTERACTIVE

EEHEM\'I‘#IFIHIEH'\SHSM

R & 17715 WMI Root/CIMv2 & FRZS (8] B4 PR

BIAMEHL T, Microsoft Active Directory F /' %A X “PAT /772” (Execute Methods) Al “ 3z F2 j5
H” (Remote Enable) AR . £ 0] LA H wmimgmt.msc MMC il 5 4% 7 15 i AR

B KKIEPEFFIE (Start) > 3E4T (Run), ARJEHEAN wnimgnt.msco
FIB2 4755 WML 28] (WML Control) Jf i di B 14 (Properties).
PIBI ERE (Security) IR T, JEIFIR (Root) ik CIMV2.
$E4 i Security.

IS5 YN Active Directory F /™, 401N B i & o 75 ACRE .
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Z1iE) AD T HIEE ERM R ERHHS

13: WMI Root\CIMv2 £ /7 % 8] Fft 35 BU A PR

F ™
| Permission Entry for CIMV2 e £ |
Chject |
Mame:  cdallser

Apply bo: [This namespace anly "]

Permissions: Allows Derry

Execute Methods [&]
Full Write &
Partial Write [l
Provider Wiite E
Enable Account [&]
Remaote Enable {:
Read Security [
Edit Security E

AEOOEEEEE

Apply these permissions to objects andfor Clear Al

conkainers wikhin this conkainer anly

Managing permissions

[ (] 4 ][ Cancel ]

272

Z7iE AD HiEH R LR EFHEE

ZE Windows 2008 &% T A I, #&0] DL % ISE-PIC ID WLl B P BN 4 4 “ 34k H iR
2L PR FZ2 T %) AD $8d ) 2% H & 105 i) BB .

7F Windows T [HAS b, A0 gmte— A MR, W R R.

P ERAU N B2 f NS, ARk 1 SID.
P2 AEar AT L M an4, ZIHHAT SID iK™, Bl M EPs.

wmic useraccount get name,sid
fon] LA ] T 5 1 P 44 RIS BATR i 2

wmic useraccount where name= “iseUser” get domain,name,sid
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. ISE-PIC i Mo Fn s HERR AR S |
AL AD HEHI B LR S EHAE

14: 55T E SIDkP

Command Prompt

Microzoft Windows [Uewrsion 5.2.37781
(C> Copyright 1?785-2803 Microsoft Corp.

C:sDocuments and Settings“Administrator>wmic useraccount get name,sid

Mame

Administrator §5—-1-5-21-17 456—-3351963988-3887373604-5080
§5-1-5-21-17 456—-3351963988-3887373684-581
§5—-1-5-21-17 456—-3351963788-3887373604-5A2

§5-1-5-21-17 456—-3351963988-38873 736841881

S_

1-5-21-17 456-335196398A-3882373684-11087

C:s\Documents and Settings“Administratorr_

320171

$IEE3 A4k SID, $1JF “VEMRMEES " (Registry Editor), FFu LR A7 B AT 3 W :
HKEY_ LOCAL_ MACHINE/SYSTEM/CurrentControlSet/Services/Eventlog
HIE 4 R4 (Security) F1XLidi CustomSD.

Bihn, BEAVFEYT ) ise_agent KT (SID - 5-1-5-21-1742827456-3351963980-3809373604-1107) , I HIA
(A;;0x1;;;5-1-5-21-1742827456-3351963980-3809373604-1107) o

15: 4545 CustomSD = 15 &

Edit string 2|

Walue name
iEuﬂomSD

Walue data:

woiTe

FIRS TG L WMI IRSs . @] L BUT AR5 :0H 5 WMI JlSs
a) {E£ CLI ZizfTLA Fiig4:
net stop winmgmt

net start winmgmt

b) 81T services.msc, ¥1IF Windows lR%E EE T H . 7F Windows R &5 B 1+, $£3) Windows B IEMSE
(Windows Management Instrumentation) %%, 48, RIGEHFER (Regtart),
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| 1SE-PIC bt i Anag RS HERRAR 5%
smaysines 1

REVE A B BEHEBRE =B

i BRHISE-PIC, W LA FL G/ R 3SR HE R A5 o m U SCRFHR R A 0 SRR AR 32
R0 (TAC) M2 W s KR EURE ISE-PIC 1) In] FUEAT Wi BRI

\}

AR SCFRRGPE AR H SN TAC R4 & g0 HE bR S B, JF HXECUERE . v LU AR ISE-PIC #2141t
(40 25 A 15 R0 e A T L6 0 % w6 T A 72 R R i e B

FBRL ISE-PIC S #FR 45 &

T n] DABCHE HE, AN SCRARIB I — 340 flhn, Snr ARCE R FRr e IR S5 1 H A&, A
AR SR — 87 seah, BT LIRS H I ug H .

T LU 30K H s 2Rk .

o SERENCE AR A n] 1 XML A 2R EURHISE-PIC B B 8 o M Sl e ] s,y LA
R I E e AN N AR ISE Wil MEEF QI 5.

WA H&G: WG SREF. NRE., BTN 5. AJCEPIEAIBOE (PKI) £5 LR
AR -

P H & R e 18R ISE A (s HERR G . R A HE, EESHE 11 mHE L
Fo WHRANFHFRAE, a1 BN EINFOVBASE L FMAET. FRENER, HS
i JBAL ISE-PIC AR H &k , 20 167 Ti.

« A HGE: BEk B ARHSE BigAT &Rt R g HAEH R .

RO IO - AT BT U SR A SR S D I AR . X H AR R A A T HA K
A B

o IPERHRTE H & BE R TERAR S AE .
* RGEHE - W BRI TS E 514 (ADE) MGfE .
© REGHCE : A5 7R R ISE HhlC 1 ) sk = S .

1 ] backup-logs iy 1] LM EEFISE CLI F#GX S H G ARG R, 1ES 0BRSS 5| 4%
CLI 2% 4574 .
W IEFE M Admin [ R X s H &, 0] DL AT LU $84E «

o MR H AR (iR HESRRSEHE) , U FEHE 4.

o XTIk HERA, AR EEGEH n ASSCE. kI fo VF A5 I SR IR AL ) RN LUK R 3T
i (YIS ] o
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ISE-PIC h iy M5 is s iR AR S |
B usmse

M H BRI s fbEH R e rfE S A FERHENEAE R, ESH FEOR
ISE-PIC H&cfF. , 4 166 T,

SRS E

] LUK SRR DA 5 tar.gpg SCHFIE S R R B AT HNL. SCRARZR AR 4% 1]
ise-support-bundle_ise-support-bundle-mm-dd-yyyy--hh-mm.tar..gpg [ = H H AR R 8y 4 . 30 5%
A POR IR SCRAR LR A R IE S A E . 80T DR N 5 I &5/ README. TXT
SO, ST BE SRR GBI N2, DA SCRFIR R AL A0 7 ISE HHi 1A 9 2 (1 1 B o] 32 N
ISE #iffe i 9 2

T ER ISE-PIC HESC#.

FERS P25 R ) ) JLBEA T W R HEBR N, mT LA B8R ISE-PIC HAS SO, DAE R E 215 B
AL AL ML ADE-OS AUIHAD H 8 S IK R Gt H S ARHRER 2RI T 1255 1 (1 1)

FHIEZ Al
o N E I S AT H S g0 .

P$EB1 EF 1 (Administration) > HFEIER (Logging) > T £ H7& (Download Logs) > & T3 =513 (Appliance Node
List).

P2 Pl NI BRI A

$IE3 EIFHEEEE (Support Bundle) LI R, GEPE B SR AR RS IR SRR AR L P (1 2 4L
WERGER T HEEEAEN, MR SRR ORAER R, TESTER KN SO0 R 8RR, HEEILr
BT n AL

B4 N RCCRHRZ IR BER (From) FI453R B A (To).

PIS EPELL T I AL

. :Zﬁ;#%:%ﬂﬂux (Public Key Encryption): 21 J s A58 ) JURE TAC S 4SRRI SR 0 DAIEA T Ml RS, i e Bkt
T

« HEZAME (Shared Key Encryptlon) U RS A AR B HE BRI, T IERR LRI, R PEIEIE T, A
WU N SCHFAIR R A A 0 8 5 B

$IE6 Hii G| IFMEEE (Create Support Bundle).
FET Pli T3 (Download) P~ G K SCHFHINGRAL o

SCRANGRALIE T BB TEAE IS AT 48 1R N 0 A5 118 )7 i R AL 1K) — A tar.gpg SCA
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BERLISE-PIC AKX A% .

T—%#ita
Nk E AR

B El ISE-PIC iFik H &

R H &4 25 FUSA ISE-PIC AL S (i a bR B . I H S5 1 2 30 KA R SAE &%
UL AE R 25 7 RA S BB AR . RS [ Tﬁé%%jﬁ‘”ﬁﬁﬁﬁkﬁﬁﬂbﬁ W H&, DMiE
TR gk )

\}

ER O RHEA SR HE i 0D A e O .

R BRI B &
S BB A DI AL

P2 FEIK .

B} ISE-PIC LA F04B 2 BY3EIK H &
R LURFIRR ISE B ML SRR . Fekk R [ SEAEAL 7 T RE LS ISE-PIC AV,

xR 28 AHEFIER AR BE

EERGS WXEE
Active Directory ad_agent.log
TAT IR tracking.log
SR UHESE (EDF) edf.log

IMS ise-psc.log
VAT IE ise-psc.log

T AN PR A A tracking.log
SR replication.log
Replication-JGroup replication.log
ST PR A tracking.log
RuleEngine-Attributes ise-psc.log
RuleEngine-Policy-IDGroups ise-psc.log
accessfilter ise-psc.log
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B =5 isepcasmiammEt B

A WXEE
admin-infra ise-psc.log
THLIA 8 1) 3 ise-psc.log
cisco-mnt ise-psc.log
22 P s ise-psc.log
cpm-clustering ise-psc.log
cpm-mnt ise-psc.log
epm-pdp ise-psc.log
epm-pip ise-psc.log
anc ise-psc.log
anc ise-psc.log
ers ise-psc.log
guest ise-psc.log
i 27 ) B PR B guest.log
Vi Vs IR guest.log
MyDevices guest.log
(1 guest.log
Portal-Session-Manager guest.log
Portal-web-action guest.log
guestauth ise-psc.log
guestportal ise-psc.log
identitystore-AD ise-psc.log
infrastructure ise-psc.log
mdm ise-psc.log
mdm-pip ise-psc.log
mnt-report reports.log
mydevices ise-psc.log
nsf ise-psc.log
nsf-session ise-psc.log
org-apache ise-psc.log
org-apache-cxf ise-psc.log
org-apache-digester ise-psc.log
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TaimiAE |

A WXEE

posture ise-psc.log

profiler profiler.log
provisioning ise-psc.log

prrt-JNI prrt-management.log
runtime-AAA prrt-management.log
runtime-config prrt-management.log
runtime-logging prrt-management.log
sponsorportal ise-psc.log

SWiss ise-psc.log

TEHIRXAE

HIR 1 EHE &I (Administration) > HEI2R (Logging) > T2 A= (Download Logs).
HE2 AE “B# 7 (Appliance node) F4H, Hli A R AR H R0 A
$®3 45l Debug Logs LTk,

R B A HERBAA H B AR . a3 SR 1) A TR ) PRl R L
PR A NSRS TR HE IR R BNE AL IS AT % 7 3 WA 1 R i

Ty DU 75 2 S e B R A H & S nT UG B 3K (Debug Logs) Bt N2 LA N &AM E I H &
* isebootstrap.log: L5 T HEWE
* monit.log: FEALIEPLRETH A
* pkilog: HRALEE = TJ7mE R A&
* iseLocalStore.log: $& Bt AHAEfifi SCAFAHOC H &
* ad_agent.log: #Efit Microsoft Active Directory 5 = J7 FE H &

* catalina.log: $eALEE =5 H&
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