afran]n
CISCO.

]
!
=
z
=
=
.
(-
[+
(+
=

Cisco Firepower 4100 \ |35

& BE: 201943 HS5 H
ExriES BER: 202341 H 23 H

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883






W N A SRR EER?

1S R G o LU TR N 22— XFFARER N, SEaT DA B B . AN S5 A 47 I FH R4 2
PRI,

« N, 1

< EHIZE, 1L

Rz F

fn] LLAEESFE & 43 A Cisco Secure Firewall ASA ¥, Cisco Secure Firewall Threat Defense (2 B[
Firepower Threat Defense) W [,

* ASA - ASA BAEFZ R B PCRASPI KA VPN £ 3%,

WS T BB R hie, B ST U A AR A4l ASA ThfE, WA RETS
P ASA. Cisco 3t ASA-to- B (R T H., WGVl ASA, 5 HH S H g
) SR, AT AR X e T H R ASA B UM .

o BB — B B A AR K, e PRSI K . VPN AR AU TIPS £t AE
e AU, EU B A S ASA ThRE, RIS s R AR K AT TPS T RELS
k.

PATRE S BB AR ASA, BUNE LS ASA K2 B EhRe, LLAEANH—)
KEEFIPS Thfg

]
I
o4

JEV B AR ASA SCHF AN B o

Cisco Firepower 4100 A1 1457 [}



B sonwems

A B 0 3 2

*® 1 BB A EIEE R

WhFL R E IR R E R 1R

B2

ikl

Cisco Secure Firewall Management Center
(Z Wi Firepower F L0y

FRLL 2N IDREERORI . FE T Web 2 WA B RS, BAE H SRS At

PFzty, B AN AR B Ia 1T . AR T 22 R4

HLAS, JF BT 2 g B L P hae, WNATH EE L o B LD Ik

SRR AL A AR R A 5 M DR

PR BB SO B AR AR, RN A B RO AT U B A
AN SOV B b O T B U BT A

LT A By, T % 56 Firepower 4100 HLATRIAATLE. » 5 5 00 &
BB, ARG 2 A R B O FS 2 B D 5 58 29 Wi

Secure Firewall &4 E 2 (2RI
Firepower &7 & FEAS)

B RS T Web 1. il e B LS. th TR e, Bt

FE e B RS I ANSCRERCLE g B il Lhig. WeREIVE I BB &, 1A

i H L BR B, NATH] B A

pE s BEAGE PR Al CDO 7E FDM B N AR RE A LR K b L ROBCE:, PRl
T DU e A LGS R CDO SKAS BAH IR BT KB o A B
FUAh 7 B 8 AN A

LTI H] B8 BEAS 1 SE 14 Firepower 4100 HLAEWIZATCE , 55 5 0T
BCENUAR, AR5 2 A AT BE A5 B3 P B U B 1, 55 57 0T

SR AE PR 4% (CDO)

CDO AL P Fh i BEAR

o (7.2 BEGEIRA) 28T RO, AT AR HE O ) T A
kg XFtrIhae, &nT LUl 2 1) Cisco Secure Cloud Analytics B A
O B
o ((UFRILA CDO H ) wlafy K faiAb - 4458 (10 50 25 B B A oo A
T T O B B AR N Al CDO & BE Bl (0 e A A
IR S
T CDO 24T =1, KUTE A Ak & LIs T CDO AL AT 4 .

CDO B M A 22 4% 4 (T ASA) , BRI AT LUK T 2 4 14 454 B —
RIS LSS

FEI4h CDO WL, &S FER CDO HE st , 26 85 Ui,

Cisco Secure Firewall Threat Defense
REST API

B REST API 2 ¥ Hahib B HLIC & Bt . 1k API i 5 &40 B BESS A
CDO [FIRHEH, BRIy 35 R8T AR IR ks LB o o S Al 5 B Ao
PO A, U CTR A Bt AP,

ARIEE AW T B REST APL. <4115 5, 152 Cisco Secure Firewall
Threat Defense REST API 57 »

[l Cisco Firepower 4100 \ 1357


https://www.cisco.com/c/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api.html

| WEEAmEEEESE?

asazzz i

g

152 AR

Cisco Secure Firewall Management Center
REST API

B0 REST APL i HANACE B H0 Smg, BEJG RN THEE I 3
JURBI AR . 1% APL AN B4 BE WM ST 1 o

AFEFI AR FH A0 REST APL. A R 1E4IME &, 155 i Secure Firewall
Management Center REST API PRIEA [ J45 4

ASA =188
R 2ASAEIHEE
b= 1% BB

H & W22 A HL A (ASDM)

ASDM &FET Java A DASEESS, $ROLSEIEM) ASA ThRE. a0 B =0l
GUI I T- CLI, 7 HH T8/ 08 ASA, NATH ASDM. ASDM r] LL& LB k.
b FRCE, RIS T L CLI. CDO 8% CSM 5 ASDM fit &% .

BT UA14 FH ASDM, i 1 56+ M Firepower 4100 HUARVIZANCE , 45 5 TR E ML
46, RIEZ R ASDM 32 ASA , 5 113 7.

CLI USRS B CLI ERE GUT, MiA# ] ASA CLI.
AIEE AT CLL. HRFEAE R, 1ES0 ASA Bl 4655 .
CDO CDO R AR, BTN EATFHE. AT eR£Rbn, Kk HCcDo

IASCRERELS ASA TR . W IETR TN 2 W a5 BEAR SR PR A ) A 1y 4 A4
5%, NAEM CDO. T CDO 3T 21, HITE A Cfikg# FigiT CDO A
S AR R . CDO IS P Al 22 A4 Coltun gty DRI fas vy LAk
AT LA BT I BERS . CDO AT LUR BT K B% Flc s, Kbt nr
LU ] CLI 5 ASDM.

Afgr ARG CDO. EHIHMEH CDO, £ CDO £,

Cisco Security Manager (CSM)

CSM fE1E H O IR S 28 HIZ2 AT I ThRE i K IN 2 B B By . WIS T 24
FROKE ASA, MNAEH CSM. CSM 1] LLABLBE KBS Fric s, Rk d ] L
{fi[] CLI 8¢ ASDM. CSM ASZHFE PR jal B4 o

AFEFH AR CSM. A RTEAME R, TEZ 0 CSM 1R 1 .

ASA REST API

{§iF] ASA REST API A 14k ASA B 'E . {HJE, APIANEIEITA ASA Ihfg,
NS
AFR AN oE ASAREST APL. A7 GRS B, 152 AR ASA REST API Lk
UNREER

Cisco Firepower 4100 A1 1457 [}


https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://docs.defenseorchestrator.com
https://www.cisco.com/c/en/us/support/security/security-manager/products-user-guide-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html
https://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html

MRS AN B E R IR I
B oasaems

[l Cisco Firepower 4100 \ 1357



5L =

Firepower 4100 # 78 #135EC &

AExHERDG?
ARFENLFUATHAT Cisco Firepower 4100 HUAR W4 E, CLFGHCE S5 ASA F s 1 18 45 & 4 i
AN,
o AIEREHN S, BS5 T
* T Firepower 4100 HLFH , 2 6 71
o u AT . 2R 8 WL
 EEHUAERLE, o
s PUTHIAENIFE B E , 55 12 1L
o BEHURE TR, 0 16 T
s il E NTP, 2517 I
* NI FXOS H/, 2519 1T
s fE R, FE20 7
o FEERAFWUR EAERIPLAT . B 25 1T
* FXOS 1P sid % , 25 27 1L

b ==
AIEFAERAMNER
AHG U A0 T W Firepower 4100 HUAT, 515 ASA R/ oy 57 IR R AL 441 . A4S
FIAEHLL R B

o A R AL ST B BT, FHAEAB RS S (2 S B RED
o AP B0 A B R B S s A
A\

AR WAL SRR S

* {3 HICDO R A 7 B B A

Cisco Firepower 4100 A1 1457 [}



Firepower 4100 3841168 |
. X F Firepower 4100 ¥ 5§

\}

R CDO AL FFZ 5L .

* {fi[] ASDM a7 :C ASA

AIEF AL A LU RS, 2% FXOS. ASA. FDM. CDO Ml FMC Bt B 55 T fiH 55 N 75«
o ] AR R
« ERE CASA, BRAVAET A H b 1) B D
© 2] U B EL RO [ U B D
* Radware DefensePro 1&ffi g i H 72 /7
* CLIficE (fUFR ASA B FXOS)

AR R R T R C A L AR I, ORI s R 2Kk, WS PR AR .

T Firepower 4100 #/1.78

Firepower 4100 HLAH A2 [ [7] 19 25 R N 252 07 28R —AF G o Firepower 4100 (45— AN H 5|
AN g [, BT AR B R A . IERR e A PR R M SR

ZHEIgEEMME LT =&—&{EMH: Firepower 4100/9300

Firepower 4100/9300 7£ 44 4 Firepower nJ 4" & #4F %ééf (FXO0S) Eﬁﬂ%l%‘%b:ﬁﬁﬁd”ﬁ%éﬁ RO A

it WEE RS SROLMR PRI IE T GUI A BETh A . 18T DU P UAE 9 88 /0 9 3 | 4 b W o
HiE . Baeirnl GEMT ASA) %nﬁwi%;ﬁ%ﬁ FA§H FXOS CLI, %2 FXOS CLI fic
BIE .

R B SAVFEIEAT— AN SEBA— AN TR B 1 a8 N DO IR 5 k. S Ei@ it & i,
SN N BRI N IR, JFEIREARCE . AR5, BT DUYE S R R 8 TP G B e A S

AR AR B S BE, B AN REIE I TR O AE . DT LR AN T EIR AL,
FAE— AED,kL@H%UJﬁﬁ*/\Eiﬂm% P RgR Sy, AL E AR O AT AR R
DUN, ZAEH A el AR TS .

S FEFR R A
P DU LU T RN - B
R

BB PO RN — AR KBRS, EFRIRASP kEE . BH . F—ARNR B RS (NGIPS). W
FHATRLE S 45k (AVC). URL 39E, USSR B R A B4

[l Cisco Firepower 4100 \ 1357


https://www.cisco.com/go/firepower9300-config
https://www.cisco.com/go/asa-config
https://www.cisco.com/go/ftd-config
https://docs.defenseorchestrator.com/Configuration_Guides
https://cisco.com/go/firepower-config
https://www.cisco.com/go/firepower9300-config
https://www.cisco.com/go/firepower9300-config

| Firepower 4100 H3E¥IE BB
pagammers. sesixt [

LM U N B R e
< IO O TR A R ThRESS A 2 WA PR
o WA - A LI A
* CDO - BT RINZ K E LS.

ASA
ASATE— B A& PR AL S RSP K BRI VPN P 88 D fig . S nT DA LA AR5 B 35 B ASA.:
* ASDM - B4 BB A P gs . AT N 4L T ASDM & 21 ASA 1757
* CLI
* CDO - =T R MEZ BRI,
* CSM - fi Bl I 554 11K 2 Yo% i B A

Radware DefensePro ({&{fg2)

& 0] LL22 %% Radware DefensePro (vDP) LATE ASA R IIISAT, 8L 2238 i BifE 16 e 2 N 2
J¥o vDP ZEFET KVM BRI, H7E Firepower 4100/9300 #2473 A1 sXAE 44 IR % (DDoS) K il £l
TRRETHEE . SR A M B UL sE2eid vDP, RJG A Re Bk ASA B8 Jg B fl

BHE vDP, 152 W FXOS BLE 4554

B ENREFEG: FREARH
A 4 T2 2 1 L B o 7

o A - ARSI ] 22T R P B (CPUL RAM MIREREASIA]D  BRIAX AT 22— A
AL S o

o BAVIN] - AR LI H] 2 AT BRIy B, IR DL 2 AN A s el SRR AL EUibi
WSR2 SEPITRE; ASA ASCRE, HILAREL vDPRARC A -
BN ESHRASHLHHK

* Firepower 4110-3

* Firepower 4112-3

* Firepower 4115-7

* Firepower 4120-3

* Firepower 4125-10

* Firepower 4140-7

* Firepower 4145—14

Cisco Firepower 4100 A1 1457 [}


https://cisco.com/go/firepower9300-config

B :aes

* Firepower 4150-7

Firepower 4100 3841168 |

TS LA R E45 LU Firepower 4100 U TR IOHUAE B 2 5%

Create a

logical device
(see applica-
tion chapters)

Interfaces
—

EYTT] kY
i 2 im 3 7
Pre- @Set up @ Cable the
Configuration hardware chassis
—
v
FXOS 3 Perform initial
CLI or Web setup
Chassis @Log into the @Configure
Manager chassis NTP
manager —>
v
Application @Complete
application
configuration

1| T A T

% 'H Firepower 4100 fifi £} 155

2[5 Firepower 4100 fifl {145 74 o

)
( 5) Jic & A v A LAE ERENAE R, B9 1.

3 |FXOS CLI 5 Web | UATHIAAHLAT B , 2 12 TiL.
Ca0 | DUREE BEAS B WA RS, 216 T,
. _/'

& NTP, 2 17 W,

[l Cisco Firepower 4100 \ 1357


https://www.cisco.com/go/firepower4100-install

| Firepower 4100 H3E¥IE BB

et |

WIFXOS H P, %19 1.

EEREL , 5520 0,

PR B 4%

B E %

o ELF EHILy 1 B B — 15 S R A8 A B A 5 R o
5529 i,
HAE WS H8E 1 B — i3
i, 257 T,

HAT CDO 1) BBl — W52 A1) CDO #B& miih bt , 5 85
g

~ o

2 [ il Ve BAEL G 08 2 S

* ASA - 15 FIH ASDM B2 ASA , & 113 bi,

pE s FXOS 2.7. 1/ Wi 6.5 o, A0 1A RCAL ] i
B B ISR

(o)

W

PR AN W

o HF EHAFL 1 B — 155
529 T,

o B WA 1N BB — 5 S
W, 2857 5L,

« HA7 CDO 19 BBl — 1525 A CDO &8 s , 26 85
P

N ©

2 PGP B e 0 S B A

S AL P Ve i B T Dy

* ASA - ISR H ASDM #B2 ASA , & 113 b,

ETEH FE B4R

B O USATHUR WA BCE . 58t

o PG w1 -

i AR AE ATZ B %

CATIE)  GnRAAENUFGE B 1 B HATHIR W B, & BV SR 29 1) 5 ity
H P PATHIA IR B E . Firepower 4100 BEFY RS-232 #4 RJ-45 AT GG LS. ] ATy Z4f

=05 5 % USB M4 33 TP,

o BURRAE Bl 11 - ReLA A B o 1 3P 38 ) A PR 5,

PAREAT PO B AR S OHLAE 7 . IR

DHCP J&s-#sde 2 1P Muhik, wf DUAE s O B AT PTG R E .

o WHBAE RO - A alE MR O BB . AT O S PR E B %, Jf
HATH QRN . 0T LOE RN BRI 45 FXOS & BEAGHURG & B 1 LASN AT £

F TR H . ATRAEZ AR et L (A IC S A B 1, ] DU [ AR o A T SR e 11, LA

Cisco Firepower 4100 A1 1457 [}



B zenees

)

Firepower 4100 3841168 |

R S S HF . T, AR AR, s R AT Sk e

TR IR TR M g (R D) I 28 R AT REAT I AN R 6T RS A, R B 2
AR T H B IR, B A ORI BCE . (R 6.7 MBS, fmT DLk #E 0  3
Dyl MO E S, MAME AV B L RS AL, TS RA 0 T P AR PR A 1 AR
FoBCE BB L, (TSRS . R, 0T AR, e ] PR R

AN NE R BT B VT ) o A SRTEANGE B, T2 FTD fir % 27% i configurenetwork
management-data-interface 74 .

Bge O B AR B R N R R A AR W4 . T DAL E 32 L1, Btherchannel. VLAN
T (POEH T 2456 Ry, DRI i . nf DR M 45 20K 2 M s 4
R AR G AN F] 4, DISRER 2 S22 FF . T2 ansef], n USSR, A E
XREDL T, Z2/NEHW S A RRl I BTl . w0, BT e — AN 1 FIR AL
i, AES— 0 BIRIPIDARIE 5 — M@ B . A ORI D RGIRI R S s U P Edn 5 2
24 FXOS M & 151 -

P

\}

b 12 20 11 2 ST B2 1 2 T SFP/SFP+/QSFP IR B, 8 2002 SehFIKC R S T £ 0
.

Pk o3

BARATE R BAT L2, ARl P, TR A e ] T i AR i . 6 T M LA ] 4R
BE, R LE X EtherChannel FI/ESERER A,

WA EEAD Y R ik

Console port Chassis Management port

Threat Defense Logical Device Management

- =
G_;:u:lvju DD:!H_)O

CIDD'-J\_F}

Inside “~... ' Outside “¢
Network | | Network )

W

Management Center

AR A R BN S, JF HA B QRN . BOATEOUT, & B DIE AR B I T
W, ERE Jr e A 0 e B e 1 1

[l Cisco Firepower 4100 \ 1357


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://cisco.com/go/firepower9300-config
https://cisco.com/go/firepower4100-install
https://cisco.com/go/firepower4100-install

| Firepower 4100 H3E¥IE BB

et |

W B BT R B RS, s WA B R AT U o S A D
JIE I B 2 U 1) BLER I, A BEIEAT SR AVE AT . 7 6.7 AR kA, n] LAk EE R A R L
PINCE AR O, AR R L VR, AR ] AR R B T, AN SR N B B D AT A
Ul Vilalo A A ER Ui i) L E AR LIS B, 1S FTD 4 2% %111 configure
network management-data-interface iy 4

wH IREEIER 1Y BB Lk

Console port Chassis Management port Threat Defense Logical Device Management

uuuuuuuuuuuuuuuuuuuuuuu

Management ide “~... — Outside
Computer € Network | |  Network ) | Network

- p - & =

AR BB AT A B 2%, JF HAT H QB . BOAEOL T, A I /B N
B, AR 5 A 0 B 1

FEIZ BB A B 1 AR ATHIR SO A O o B0 A 7 4 IR A R 5 VR AT . S0 AT CDO
BEE, HLBRAT e i BRI % o 22 A S O A I R 5 TP Stk o AT LU Ji AT A
Pk DR e e By R

A CDO Ry EUENRAH 4k

Console port Chassis Management port  Logical Device Management

nnnnnnnnnnnnnnnnnnnnnnnnn

“ 00000000000

oooooooo
00000

Network ) | Network ) | Network
€W N »

Management Computer -/

= Y

| Internet/CDO
- e

SRR AT TG, 3 AT O TR N . BN T, 4 17 B L
BUEL, AR A AL B S 1

5T B4 4 7 TG RO T B 4 B TR, BT CDO
EEL EFRIVERT. T LR ) CDO S BIR E R AR, AR 1 o 4k B

Cisco Firepower 4100 \i 1457 [


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

Firepower 4100 3841168 |
B soemenmss

HHRE O MEgE R, 1520 FTD 42 2% $ 11 configure network management-data-inter face iy
%
ASA &%

Console port Chassis Management port ASA Logical Device Management

- —
D _{zJooo EEELEY (Flooo D:l:l%no

or= Y -- 558 = l
I‘II‘II']E'JE‘J['GI + "r‘; T JM [ I:I:I:IJ:‘ \1 ] ’_H:I !
[s[s[slsls]s]s]s]s1s) N Is]s] ot = ~l > I:I

Inside Outside
Network \ Network | | Network

. _ e » . _4

AR RS — PR B2, JF HA B SRR . BOATFOUT, 8 B L 7 A8
CPIRCE, (HA )5 Ik 20 i B A 3% 1 .

FEXZHR A8 B L AT HI46 ASA LB o AT LU s ANAEAT B £ 11 /S A L

L= s Y paxh

TR R E
LET LA MU 235 WO B RV B ARG, AT — SRR BAT S5 . ST MBI & ﬁm
1Y) FXOS CLI 305 HURAS 2L F1 SSH &xi, sl (AU e #5511 ¥ HTTPS, $ATHI4GR
o

ERNEBERITVIRI AR E
LR 25 148 71 DHCP ZRECIP Motk o X TATAAMC T, ST LA FH 199 206 i 0 2 e S LA HO 26 12
B WA DHCP 45, WA T A 90 LT R

N

Management
Computer

AR EELQYIGCE, BT CLUP AT LU dr &35 BRAT T LA e

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

FIAZHI

WAL R AR B LS 3 S A — A -
o L B
o EBLIP Huhik RO P9 HED

[l Cisco Firepower 4100 \ 1357


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| Firepower 4100 H3E¥IE BB
ganssnrmenEes ]

o % IP Mk

* ZEAVF HTTPS A1 SSH Vi ] (1)1 1%
* LHLA A

* DNS Jlg 5545 IP MLl

UK

PR BB DHCP kg4 LUK TP Mtk Jy e BHUAR 4 il 1
>k EHLAT ) DHCP %% 7 i SR A 15 LU A5 R
* EHEE I MAC Hidi.
 DHCP #77 60 (vendor-class-identifier) - ¥ & & “FPR4100” .
* DHCP 3£ 61 (dhep-client-identifier) - B & AN 5« M@ 815 T fENURE RS R 4R
3.

PR 2 B
SR 3 FEW A T A LR URL:
https:.//ip_address/api
fi8 € tH DHCP JIR 45 4% 73 BC 4 AR B B 1 (% 1P Hudik.
$IB 4 RGN, AT 44 install #1345 chassis serial_number & 3% .
chassis_serial_number FI7ENUAR 57 = H4RE).
TS W SR SN RS E .
o SHEE AL S NS
= Al IRl T
o WP A B 1 IPv4 HUhEAN 7 I HERS, B IPve HuhibFIHT 4 .
* ZRINM 5% TPv4 Tk TPv6 Hudilk .
o SVFAE R SSH U 0] F 3= 171/ 99 286 b g1k R o9 286 HE 65/ 1 482
o SCVFAE T HTTPS 5 i) ) AL/ 199 2% i Bl A0 0 25 AL/ T 28
* DNS flli% %% IPv4 5§ IPv6 Hutlk .
* BUAB4 .

Cisco Firepower 4100 A1 1457 [}



Firepower 4100 3841168 |
B = cusnirmenmses

PEE mlER.

/— . A V. e ) |===1
7£ CLI R ITHIIRHFE IR E
M IR G Al S M LA B 1) SSH 2317 18] FXOS CLI I, 22358 1) Sl i s i
NFEARMI AL S, DAE AT DMHUAR & B D U7 ) LA BESS (] HTTPS) o FXOS CLI (i A
SSH) .
WUAR % B 148 7 DHCP 3R IP Hudik . Wi 9% DHCP IR 2%, W) S 4225 5 it L JHEAT 910
wHE.

A\

AR EERYINWE, SRR LUN dr T B AT DA

Firepower-chassis# connect local-mgmt
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T3 RS, M4 admin A1 ciscol23 %ok,
TR A RIS SRR E -

TP

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.
Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]l: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-4125
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: ¥y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]l: y

Default domain name : cisco.com

Following configurations will be applied:
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Switch Fabric=A
System Name=firepower-4125
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file - Ok

Cisco FPR Series Security Appliance

firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.
[...]

firepower-chassis#

LIS ] DU & o D W Ed: (iR e AD) 845 0R SSH &1 .

Vorax Irl'r = =]
BV EEIERE
DU B MOENUARBOE, Q458 B DR E E .

FHia Z |l
© AR SFFHINE S IE S, IS PR A 1R AT 3] GiF 25

http://www.01sco.c0m/c/en/us/support/secur1ty/ﬁrep0wer—9000-series/products-release-notes—list.html) o

o T8RN TP M hEAE AT A ATLAR e B0 1R A AV A AR BV SR ) MUAR A LS o

W AT SRR AR M LR URL.
https://chassis mgmt_ip_address

* chassis mgmt_ip_address - F5 TR T 4A TC 9 ) N PR LAR 45 B0 117 TP Mk B3 HL 4 o
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| Firepower 4100 H3E¥IE BB

CER |

HIE2 WA ) 4 admin FUE 3 .

BcE NTP

Tr] LLAE LU ARIEZS N FXOS U, 55 19 TG INEZ I

mih Logine
G, MRS BRI T LU s R v i .

R AT B BN ], ERATEBEH NTP 5585 X T ASA LLECRHAT o4 BE &% 1) Jgubi o i
KL, i LR RERCAFVFRTINTA] . 06 TR A B A 1 i B, HURT L A B rRL 2 R
LALLM DL, BATEBUEAENUAT AR A PO A NTP 5545 . 15208 5 3
oty B 5 AR NTP ledsas: A ST .

Fi&Z |

W RS LA T NTP IR 2%, WAZ0ELE DNS RS 2%  Chn S i AR AE WA & B rh AT
E) o 1EZF/%E > DNS.

puk

T &IRE (Platform Settings) > NTP.
ERAEOLY, R SIEFERT BRIk .

B2 lER NTP ARS8 (Use NTP Server) Uik 44

I3

Overview Interfaces Logical Devices Security Modules JgElLaGTI TG T

» wre [ Time Syncheonization [ReTaatiny

S5H
Set Time Source
SNMP

HTTPS Set Time Manually

o Date: 03/07/2019 9 (mm/dd/yyyy)
Syslog Time: 12 ~ |32 ~ | |PM ~  (hh:mm)
DNS
FIPS and Common Criteria Get System Time
Access List
MAC Paol NTP Server Authentication: Enable
Resource Profiles
@ Ak
NTP Server Server Status Actions

CAJi%) T2 NTP RS 24T BRI AIE, 5k NTP BIRZ R B IEIE: BREEH.
RPN E A NTP 5iF . S 2K 2R AT NTP HRS5 454« H IH56E % 4] 1D A,
AN FHEH] SHAT HE4T NTP 4545 9 0 5k .

FEA mliiim, KRR NS
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Add NTP Server
NTP Server *
Authentication Key

Authentication Value

* NTP BR5588 - NTP R4 1 1P skl =M% .

0.sourcefire.pool.ntp.org|

Add

Firepower 4100 3841168 |

Cancel

* WEZ A FIIEIE(E - A NTP R4S a3k HCH S 1D FI(E. i, ZLAE2e%% T OpenSSL /) NTP JilR%5
2% 4.2.8p8 M EE AR AR Rl SHAL %9, 15 ntp-keygen -M 174, 4R J57E ntp.keys (I
AR ID FME. 2 T35 50 i R IR 45 4 70 V1 S09 JE A e A R s AME

BERS R AN 55 %% o

I Z AT LA 4 > NTP RS 2%.

FER6 RlRFLURARSS 25

TR WX s &b is S arada), AR5 PRI RS 2 I X .

Overview Interfaces Logical Devices Security Modules JgEL{:Id] Settingsl

= NTP
S5H
SNMP
HTTPS
AAS
Syslog
DNS
FIPS and Commaon Criteria
Access List
MAC Pool
Resource Profiles

Chassis URL

PR 8 miliRTF (Save).

[l Cisco Firepower 4100 \ 1357

Time Synchronization m

Current Time

Device Date:

Device Time:

NTP Status:

| Save | | Cancel

1:32:05 PM

03/07/2019

America/Belize
America/Blanc-Sablon
America/Boa_Vista
America/Bogota
America/Boise
America/Buenos_Aires
America/Cambridge_...
America/Campo_Gra...
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
America/Cayman
America/Chicago



| Firepower 4100 H3E¥IE BB

VN

M“

pE s IR RGN T SR 10 7081, RGeaokBtm, W,

hn FX0S B~

SHNLAEE B AN FXOS CLL B s At - .

UK

FIB1 MKIRIEHE System > User Management
P2 pUhAAR.
T3 LUHRMAR (Add User), n[TIFRMA A (Add User) XHEAE.

S'ECTUN Tools Help admin

Configuration

Licensing

Updates

Add User

User Name *
First Mame

Last Name

Email

Phone Mumber
Password

Confirm Password
Account Status

User Role

Account Expires

Expiry Date:

User Management

admin2

John

Crichton

admin2@example.com

+ 000000000

O Active

Operations
AAA

Inactive

SR AT MLIE R, 315 T 7B

All the user roles have read only role by default

5 (mmy/dd/yyyy)

Add Cancel

7
jIoN

wmexos Ar ]

i SRS SR PR
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Firepower 4100 3841168 |
B ==:0

cARZ-WEMN 4, &2 320748 R A, ARREECERID. BAUHERIZT ik,
Uk .

o (iR AF - WEMSMAT, &2 32 M.
o CHIE) #R - WEM MR, &2 32 NP,
o CAJiE) FFEBAE - BCE ) B T s E L

o (AR BIESHY - BCE M) RS,

© BRMIFBINERD - BOE L MK OGRS . AR ] TR AR A A, R A A A SR
FXOS 2B AATAT AN AL 9 LA B SR . A7 B 4 T )50, 15 24 FXOS FL B 45 1 o

* MPARES - RPIRAS BEE N & B e AR & 30

* AR fe - WERREME R BRI M. RESBVCHETA I Be Rt
If HLUE A RO IERE . B BCAFK A @, A D s A e AR MR ok, &
AUMER LRtz

« EIER - MBS REMEE I .
o S - 0 RGACE AT HEUi ), HERUE S R GRS

o JRE - X NTPBCE S JH T8 B84 0] f#) Smart Call Home Bl B MR HE ((UFE RS HERS
PR HEATEL S Vi) o 0 ARG H A (KU ] o

s AAA BIBR - 5T . AOH AAA BUE RS ViR . XRG4 TR 0 R HT 17
o (nEk) mRAPBVHER - BEEMKS 2. AR BB e e O H AR, JCVEERIIK . AR

R e B 9 HI S, ook ) ST B AN . AR, T DUk T
BT, BN OLR, ik AN S 21

o (AT EIEAEAA -k 2R H . HIR AN yyyy-mmedd. sl it BOR R H T IR
AT DU R 230 H IR H

FES rllnim.

kk
L]

AL & 1%

BAIAEO T, PR DA TAAARE . AEFXOSH, BErl LU A0, SmLLURMIERE . 781 VLAN
TFROMg RO EME . BERHE O, WIYE FXOS U 7 =08 e, JEE R b LLZ
A E.

WL 4y O T, TE S FXOS fid B e o
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| Firepower 4100 H3E¥IE BB
gnxn i

obF

PiN

= =

=0
RRAME O B F 2

o Bl - I ROAEE . AREAEE RIS LIRS O, OB e i 1 AR S oAb
BBl s . M AEER O B E, Pra i eaie MR 0 IRMBUE, JFHES RN
EIRBIRARTE 5y AN B

o B I - TR o AR S SRR e B 1, n] AN AN IR A A S
CAC R 77 - A - B vt > SR RS20 S A A o A g 3 e 1 1 By A
SBEAR . LR VAT RE 2 M T LR 2 Se il A e . sl AR SR - AR 4L
SN (R fR D IR, Bshik i, e sl s U1 e ik o

o B - TR BN IR S X O] DLl A e AN e S, AT IR AR AL
WA B OISR 1 I D A A B RS . R RN R I
Bl MUHR G AN HURVE BRGS  fnT LAR S Mt 422 118 AR B, (LA 250K o Bl 1 0 il 4 38
roieg, BMEEANTS A A s BUE A %80

N

AR RO N R EOE R TR S, BIICR A B N e1/1 SECh
el/2 2 3 BULHR B2 FH A 3 LN HDB A B 1

o JHE - AR BU B f-using- 5 B0 Bea (AT B 1 BT 11, A 2L DT 48
CLI LR & 1P Mk ASLAR 2K, B, fn] LUK BRI IS B (BT 28 353D v 0 H
Ko FARVEMER, WSH CFEALEESRM) « FHROTUH - PRZ RS,
PG RIS SEALs A4 B ool 1 st 1 5 30 2 I i S A A e sl s . WR A e o
Mo B R O, WIETRAR ] g AR O

N

AR RSB, SR BRI . RN A S
e, WURE U4 LR A T4 B B R PAPIRAS

Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5

o ST - VESEREIZ AR W & AR T RE S . BROIANIE DU T, RS 1I0IE 48 & A Zh 4R
Pk . “AERE” JOMNAE EtherChannel 3 10 B2 30 # . 0 T2 904 RE, TR &2 IH)
JLEARRERINE . T LUK VLAN 142 118 I 2454 EtherChannel, DU MR L
PR BIRE RS o W ) EANEREE LRI T 0, WA RER 28 L T AR HAERE . Wi
FHE FII CDO AN AERE

FEFREE AR VA L1, WS Z0UNC B P R 2 b — ANl Gl db =) .
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Firepower 4100 3841168 |
B ==9=s0

BeEIERO

Ty Lo g U8 AR I 11, JF VOB B FO AN . S S0, 20 FXOS
LRy SR e, REN R BLZEE T R e

FHia Z |l

ANRE BAUE 2 L 48 2 EtherChannel B% 52 (F2 1o 45 706542 18 N 3] EtherChannel 2 17 4 FLHC

HIE1 Al Interfaces.
B 45 O 01 0B s 2400 © 2 iR L B R ], 7 R PRt Oz iy 3.

T2 U EGEIE T RE (4D LETITHREE DN IRAE.
SR kB R RIEE.
SRR A EPR IR MR, BURHE. Bl Firepower H14

Edit Interface - Ethernetl/1 2 |
s Ethernet1/1 Enable
Type: data »
Admin Speed: data
mgmt

Auto Negotiation: .
firepower-eventing
Admin Duplex: data-sharing

OK Cancel

R A B L = R Vi AT — SE PR AOCTEANE R, 152 FXOS BCE R
X} Firepower i}, 152 W (Firepower HEIH.LECEIEF)
SIES (W) BEFEEONRE.
L6 (iR wWRENEOZEEHmE, AR RIER.

ST () EEEOWI.
LIRS LRE.

77 EtherChannel Cim[iEiE)
EtherChannel (12F34 3 FUIE) BT LA 4 16 i/ BRI RO ABE L1, JF AT

AR RN EE RN TR . A TR DLJE RI-45 5L SFP; 1] LIRS A AR CHRZ5F1640)
(] SFP. AR I AE R A f e I s B e B N (BRI G 5 & (B IGB AT10GB 211D
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| Firepower 4100 H3E¥IE BB
510 Etherchannel (ix0iEiE) ]

\)

R HUA G4 EtherChannel i, EtherChannel 4t THERIRA G T8 LACP Bix0) sic@ikEs O
FTHIF LACP #:0) , HEPKIELAMLIZE RS, BRI e S Em A .

UK

£ fidi Interfaces.

BT 42 O G T30 s 2 i e e M K BV R I, AE R Rt D edke e M 313 .

SW2 Al > HOBE.

Add Port Channel 7X
Port Channel ID: |2 Enable

| Type: Data v
Admin Speed: 10gbps ~

| Mode: Active w

I Admin Duplex: Full Duplex ~

Auto Negotiation: () Yes @ No

Available Interface Member ID

| s Search [Z3 Ethernet2/1 @

[E3 Ethernet1/s [Z3 Ethernet2/2 |
Ethernet2/1 [Z3 Ethernet2/5 il
Ethermet2/2
Ethermet2/5

- Add Interface
[E3] Ethernet2/7

|___| Ethernet2/8

T3 AT 1R 47 28 )im O i8iE 1D
L®4 EhRARIEHE.
SIS EPHEORA.

© HiE
© BRAE - QUN TR L
- B

* Firepower =44 - (WA T @B
* Cluster - {WH T4EH#.
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Firepower 4100 3841168 |

B o=ssmmmvan 70

iR A7 P B JL R LN AT — LB AT OCTR4E(E R, 1204 FXOS ICE R

X Firepower Zi, 1520 (Firepower & HULACE IR ) ©
RPN BEE B D1 L B ERIRE
ST RO B IR = 1, e LACP i I HERER: £ A oRE.
T AR S e s = e 1, BEIR 2 IR, BRAFIS TR L R IR i /> LACP Jits, &0
IYAS ] 2 B
MR F R I EEN T .

FOR AN D IR TR TE, AR RO E TIESED, R AdRmEO LG LB R R
ID %1% .

RZATLLRIN 16 M

g TIRATISIMZ AR O AEFAT Crl A RN i Prfi i 0 B MR DVEE, ik
PO A O, RS, {ERetE Shift SRR, SR b S A
Ho

TS R R O, SRR 1D Sk A e MR W)
M E .

AR EZL 5700 VLAN Fiz

TR

Rt 2 T LUK 500 712 FER RN . DCRSSEPISCR M ARTEAE R, IS EHE
B N RS A, 28 7 0.

X2 SRR, RAER TR DB 1 AR O B R .

RO K VLAN ID #b 2 HAME—1E, I HAERZRSEFIN, VLAN ID 76 O fio e 1 bt
EAMW—, HERSH VLANID 7R AR AL, @utn] DUE S iz O L FE e
file SR, BRAEAEAS T3 D AR ID, X283 DR vk AR

RGBT AAE R s I8 1o A AT FH FXOS 14 115 W PR 445 B, 12 FXOS
BB 7 o

UK

i Interfaces.
FRE 0O T T o 400 O 2238 8 D B R R B, E R R R C 23 5% .

R 2 SdnRAnEr > FHEEOFRRIFE O,

SR LRI SEE.
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| Firepower 4100 H3E¥IE BB
R R E R BIMFE

| Add Subinterface 7% |
Type: Data b
Interface: Data
Data-sharing
Subinterface ID: 100
VLAN ID: 100
oK Cancel
* BUE

c HIEHE
o SR - W M EAER ORI A O, WIERR bR O T ARAERE.
TR B L 0 R T AR I 2R, i, fas ] DL B S A B RV BLH 12
1,
B e = B VA — SEBR s A ORI B, 15 S FXOS BCE TR
4 NNy ERREIED.
A RO IN RS 1T O 0 I S8R A B . W RGO A D Hof e, B
BRI A O, sl LS I F .
HEEG Wy AN—MT 1 F 4294967295 2 (Al f1FHO ID.

I ID B N3 4242 1 ID, 154 interface id.subinterface id. #iltur, 4 %A% 18 NS ID 4 100
IR 1/1, WFE 0D DKM 1/1.100. /& T LU T 548 H (104 05 1D f1 VLAN
ID W & NAHUCHD, {HPE LR,

HIE6 BE AT 1 F 4095 2 Al VLANID .
$1BT LE (OK).

JEIT A A A/ R .

AR ARG LR RIS

BERE AR ane] _EAL ST FXOS FIN FHFEFPmefg, DLl 7H25% FXOS Wifg . an G iist 2 it
AEFTI A, 7] e 75 5 EAR B G
FaZ B

« FE FXOS A MI5E, TR FXOS. ASA Fl g Bif MRAS 2 8] (1 254

o BRORIE S FAR G AE AT AL BT H . BRI Firepower 4100 [ FXOS FINY 2y 844,
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Firepower 4100 3841168 |
B saoemscsang

http://www.cisco.com/go/firepower4100-software

L IRAE HTTPS il Ia] AL 2, BT RERR 2AE FXOS CLI E S sStZfond i o Zaxf i
60 73t (e RAED 5 R EALMIAAEOR, ATRER 2 60 23 BRIGIN R . ZEAE I 4axS HE I,

ILE

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set absolute-session-timeout 0
Firepower-chassis /security/default-auth* # commit-buffer

UK

PR BEBHAR U, AT FXOS A,
LTV Interfaces  Logical Devices Security Modules Platform Settings

firepower-9300 10.89.5.14

Model: Cisco Firepower 9300 Security Appliance AC Version: 2.6(1.131)

AT DUAE N — R A A HURT b ] A ) N R e e fge
FIR2 KL RS (System) > BT (Updates).
A FEE# UL 1 s FXOS - 6 HHl 250 i GR N W% 41 35
P33 Al LR DU T _EARRRE X HE
PB4 SR (Browse), AR RERARE LA IS
WS pih bfE. FTEMUGKs HAEBINAE .
ARG R HE S R AN HERESS, R B AL SE RN 2 WO BTN TR HE o
WIE6 LTI FXOS Wefh:

a) R ETHEF K FXOS SF &Mt B T bs (B .
b) iR LN Bk S 2k

HUR 2 FOB A THOREIE ) 5 22 20 21 30 735
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| Firepower 4100 H3E¥IE BB

os tpeies |

FX0S B9/ S2ig3%

T REAFR FRA | ThEEER
T2 5E 611 VLAN | 2.4.1 | SRR (R RS A B R 11, ) LAAE FXOS g VLAN 211, & n] LAZE AN S 2 7]
T IS JuN
2 TERATH 6.3 BT A RRCA IR P 1
TG B S S AT
0 (Interfaces) > AN (All Interfaces) > #1% (Add New) R34 > F4E0
(Subinterface)
PTG TR A T 0 S BT
W& > REEHE > HiE Kir> &0
@;ﬁ%%%mﬁ%%ZAl TR AR TEA B 1, T AR 2 A S 2 S
=

ph s LERAGT 6.3 m T v R AS 14 Jal 75 A8 o
BTSSR
#0O>raEd > L8

SCRPORAT AR 0 cdhs

Etherchannel

24.1

IRAE AT LUK R £ HL =2 Btherchannel % &0 “ 3”7 LACP BixUak “fREE” Bixl,
HAth27 Etherchannel ¥ 374 “FH” B,

B G R S LI
#0O > TEEO > HiBin O 8iE > EK

SCRE BB NEBCEE | 2.1 BAE T DA B AR A BCAE ) EtherChannel..
H1 1) Etherchannel
BB SR AR | 2.0.1 | AR AE BB A Y PR Y IR O S P IR S AR TR, UM B R 43 ) FXOS HLAE

BEERIRE AL

RIBWIEN R S0y . BEEORSEBRERAE, GWNBEER— AN O WIrR, P B 3)
5 P N B2 IR AR5 AN

P MU fr 4. show fault |grep link-down, show inter face detail

JEUY BT SCRF RS
A7 WY £ AT

2.0.1

TR GEA T 1 DR A T PR IR AR AE 3 O Z RSN AERR AR B A P By, ol
E T I 4l A E 2

BTG AE B A B 0 S A
w& > REEE > EO > HEYIEED
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B roswmeiz

THRERFR RRAR | ThEEGR R
FIF B B 1) LL4 | TR D e S T Ui B0 (¥ Firepower SHAFEz 1o 0Bz LU BB 100 B4 (14
Firepower {31445 [ BB . BT 0, SEbZiE BB A CLI _E G E L 1P MR 2 4.

i, AT UK B R ME B (BI85 3D horkatiok. S5 B O RcE TR
R CRGEE” TR CEBEROT H.

/G DK HURG B AR ST -
®O> A > X3
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59 =

{5 F &3 fp oL BB B B 18]

AEXEERG?

AR A L G S e R R S B A A e o B ] X AR, 1S
% (Firepower & H UL E TR .
FERBIM S (AR D, BB e 2 AR . AN KA, MM,
SR AR BE A F by RS . B A Web SRR AR A I G, AT AT P A Skk
ITEEL, P HTRIAR AT S5, ARSI R At g 4%
SRS A A T DB . R TR 2 A TR (i P E L) (A, T LU
FIAE R BEA AP BB . AfT] BEA AP BI RS JLT Web FRIUE 4% 2222 1) S i) T B /N5 0 44 38 85 JTD f B A
BAFThEE.
BRFAULEE S BR - Firepower 4100 AN EER = AEAN N B B . A, & nl LAgemc s h A A &
UHER, BIA TR 4. EXMER T, B RAERATHC E S SNMP I i) 45 Sk fE B .

s IR AT, B 29 W

* U B RET . 5 30 0

« DUREHRSS: WS Br S &, 58 31 Wt

o B ML, B35 00

o SREUE B UL TTE . 45 36 T

o BRI MR A, 5 38 T

o JCEFEA AR, 5 41 T

o Vi in] @B CLL, 55 53 0L

* JG8PUR, on page 55

o A3 R A B AR L R OB B AR T SRl sk, 5 55 T

T8 Z |

BT RAT EHPLIMIAECE . ES I (EF Firepower B HE 10 1600, 2600 Fl1 4600 Al 2224
$5®I) Bl Cisco Secure Firewall Management Center Virtual FRIE A [ JH5F
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B sases

\_
\~I-

i A% 7

=l
E'IE

TSI LU AR5 AZENURT L3025 RIC . B f «

@ Add the threat

EREEH SR

Chassis
Manager defense

logical device
Management 2 Log in to the Register the 6 Register the 7 Configure a
Center management mgmnt center threat defense basic security

center with the Smart —p  with the —» policy

Licensing management
Server center
l A

Cisco @ Buy feature
Commerce licenses
Workspace
Smart @Generate a
Software license token
Manager Torihe

management

center

TiE=E) s

OO | DU B AR PURE BRI D g i e s, 58 31 0t
N
2| ELD FREHPL , 535 7.
(3)|Cisco Commerce | SRHCEFH 0 HVFATUE , 45 36 U0 WISCIHAEVFATIE .
| Workspace
()| BRI B | SR B POOROVERTIE 3 36 Ul O EPELP AR BVFRTIE 4 R
Ly
5 | EHLAL ARBUE P VFRTIE , 2536 00 IR REVF T UE RS 2 E M HL 0.
o | EEdL R BV O A, 5 38 T
| RCEHEA S AN, 4 41 T
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| EREERLEHE R
naems. snapmezaes ]

Vo Raxlarlax [=]=] N L s_/ 1 =y, 8
MAE SRR RINE B EIZE I &
T 0T LA Firepower 410045 Ja 95 fl 858 A A M S B A s sl o 48] LI REAS 22 45 | 2 4n g |
B AR, AHHREERE — NAWLEH] . A RGNS R KA AL, 1SR E R &
N HFEF S e EiA , 557 Tl
BRSNS B, 1S (Firepower B HHULELE TR ) .

T DO R P L B R A R L, RN IR A 5 SRR

FHia Z |l

 BOES BB R B O WS RRCERE D, 5 20 U, B IZ LK. fE 6.7
R AR, 8 mT LAY Ja MBI 422 101 ) A 2L (RO Z00HE 35 B 1 A0 L4 I8 A e, BV
ANITEAE A B A A R Z 1 o TR, DO B 1 5 AU T UAR S BRI LAR A B 1
OfF HiZdm D 7E3 Dk IR T 20 MGMT) ANJH

R B DWE — N

o RFTRGIG], AUREARER AL D BRI BOARC B, e TR RE > ZREEXH
Mat/Ay A/ S i O

o KT AEAS I, AEMSE— IR RS RSB AT, A RETT B EHWIa b LA g 1, DARIEREA H
HIEFRRE N B mse I #E, GO LR Ar 8 E k%, SR esIg, REATGEN
WIEt bR (&) .

* WELLUMME R
WAL ID
o EHE TP HLhE A 2 HE
* M OC TP Hiuhil:
o SSIEFRIET LA TP HuhEA/BE NAT ID
* DNS fik 554+ IP Mtk

RS

FE AL U LG, EHBEIRE.
P2 fGRIN > Mg E, JPREL TS
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EREEROBERMBE |
B nwems snappesEes

Add Standalone L
Device Name: FTD_Instance2

Template: Cisco Firepower Threat Defense V

Image Version: 6.5.0.1159 v
Instance Type: Container L2

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

a) RALHEE RN,
B AR B AT UAR S 2 | 5 1 I A B B RN A B 5 e AN R AE Y I A 1 e % 4 R
b) X F#E4R, iEiE$E Cisco Firepower BLBHBATE .

¢) ILEFERRIGRRA .
d) EPELHIAR. FHFoAU.

A b SIS 2 AR 5 VR 0 T AT P8R (CPUS RAM ARERE S () ,  DRRAN ] 222 — N A b st
Blo FEas SEBIAE A8 23 2 A/ 5 | BB, DRI nT L2k 22 A 3l Sl o

e) MiiHARE (OK).

s BRI - WA AR H .

FIR3 EITEIREIR O (Data Ports) Xk, R )m o B0 o gy s RN

Overview Interfaces JLLITEINANTSER Security Modules  Platform Settings

Provisioning - FTD_Instance2
| Cisco Firep Threat D | 6.4.0.42 » v

Ethernet1/2 <
- Ethernet1/3

Ethernet1/3.2

Ethernet1/6

Ethernet2/1

Ethernet2/2

Ethernet2/3

Ethernet2/5

Ethernet2/7

Ethernet2/8

Ethernetl/2
LJ — [ =
Ethernet1/3.2 FTD - 6.4.0.42
Click to configure
]
Ethernet2/3

AT 73 P S i O TR _E R P PR et R A S s e 11 o R R A A B P RIS B
SeRE ), QRRBUE 1P il
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naems. snapmezaes ]

AT [ — N RSB L 2 10 MR IE R 0. sbah, LB RN LR O R R 14
AR, ORISR O LR bR () FoR.

B 5% M ThAE (3 D LA R Blbs Bor: @@, i FaEssh Oiil, ] B TR O
55 4 Thee CHRNBERGE, 12 (Firepower BEL AL E TR ) ) o WESATHILR =
7 W7 I () g S e 2 O 2 )98l o AR BOE A A A BB i, e D REmT T4 e et .
AR RN 23 e — AN 57 B R AN R 1T, S 3] — 425 B, BA S ORUIX AR i
AT EA 555 Thet, FUban RIS EE, o mdse N Eza.

L W R RN R g I

RGN BIRXTEHE, 0] DATE 2O TEAE P AL SR LGS | SR RS . 1K BB B T U 50 8 B K e
WAL o AT SRBLIERIEAT, F)anT LASE SN CLT fd & ok 2 40 .
$IE5 {F—fg{S 8 (General Information) HilG I, 58 NHIERE:

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information 5Settings Agreement

SM 1 - 22 Cores Available

Resource Profile: Default-Small -~

Interface Information

Management Interface: Ethernet1/8 hd
Management

Address Type: IPv4 only £
IPva

Management IP: 10.83.58.239|

Network Mask: 255.255.252.0

MNetwork Gateway: 10.83.56.1

a) X TR, fhERREEXH.

U AR A e — AR BRI B SCIE, WSk SO N, X R] RE R BERL) 5 20 BRI ) o
VR, AT LR R AT PR AR, A RN AN R/ R BRI ST, 15 55 A IR O
I 1 5 KN 8

b) EHFEEIEZA.
2 O T S A £ o s OB TR AR A5 B 11 o

c) WEHEHIR OISR, (X IPv4. X IPv6 BX IPv4 0 I PV6.
d) FeEEIE P kL.

BCE T D HE— TP Hbdik.
e) MIAMEIEIGOATRAKE .
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EREEROBERMBE |

B nwems snappesEes

) H AR R K.
PER6 AIREILEIR L, SEHN S

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

d)

Management type of FMC v
application instance:

Firepower Management 10.89.5.35

Center IP:

Search domains: cisco.com

Firewall Mode: Routed b
DNS Servers: 10.89.5.67

Firepower Management test
Center NAT ID:

Fully Qualified Hostname: | ftd2.cisco.com

Registration Key:
Confirm Registration Key: | eess
Password:

Confirm Password:

Eventing Interface: v

SPAH S, 76N A SEBIREIRER N pE T, & FMC,

ARSI ST R VAT HEAS VE N HERS, ME TG, IR HAg R,

N O 1Y) Firepower BIBAL IP SLENLA . WERANRITE B0 TP Hikl,
B A, I Firepower ZI2 0 NAT ID FEORHIA T4

X TR, EHRE RIF FTD SSH £1EERIZN (Permit Expert mode from FTD SSH
sessions): & (Yes) Bid (No)o & ZBEAX TR By A Sb5E v in] LU R SIS i 2 R HE 5

T RIET, AR RER (Yes), HIHT B SSH 21y il 25 a5 BB Fi) FH P ml U4
LB WAREIERE (No), RATHIAT M FXOS CLIj n) 2545 S5 (B BR 1 FH P T AN %
FREA . ATEBOEFEE (No) LAIN GRS 2 8] PRI BR B .

AN TR 48 204 Bl SRR AR S R o BERAE & AR, Al B . Bk
NI, 5 B fE CLI Hh ] expert ir4 .

MANIZ T s R LA RIR R
EPERR KRR : B ER .

FE AR, UM BT AR AL A 19X 208 v ) i P AR A o B L W 5 (KRR 2 VAR T AN TR )
T b Sy TJ7i, B KL AN 2 JRB K, 78 A B B BB K
57, AN 2 B TR (R R AR

RGANAEWT UG B 0 By kb RS R N 5 SR B, WA %
ENIE S5 Ba 52 20T DNS BR$525.
B, dnFyeE EEhL LA, T BB fE 4 DNS.
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2
h)

)
)

k)

sxgadn ]

BN BB MERREENE.

o N D) S A A O R R 1 2 ) L2 R TR AR A

AT LUA IR R T 1 2 37 AN FAFZ M ATAT SCAFAF s s g BB ey, 75270 3
ol EAAR TR 3

Ao N AL Pl 7 0 L % P R T CLT U5 ) 1) 358

EPENIZ RIS ESEO . WRARIRE, REKAEHEHEN.

B A2 g N Firepower FHA4-4% 11,

XIS, EHREEmEREANBRRANEER.

BB AR E ) TLS I s, Jffm e R s i vERe . A CTEAE R, 1HZH
(Firepower F FEHUOELEFR ) o AMSZEIASCHFRILIIRE . EEAH 73 FLAT % S R 0 25
IR E e, A show hw-crypto i 4

ST UK b, DS R A P VF R (EULA).

FIB8 FifE (OK) X MR & X HIHE .

FE®I SR TE (Save).
WURE I R AR O RRAS 6K 5 | R e I R % 11 % 0% A I ) S 091 o 3 3 A e 4 o
1B 4818 % (Logical Devices) TUIMI T, T EFNEH WA IR BRI HORTS B W TR,
AT CATFARAE Y i B 22 4% S

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .*t (A~

EEREEA

AT A B RO B BT 4

FHiaZ |l

R R A G R, ESREIT HRAR KAT U] (Z[https://www.cisco.com/go/
firepower-notes)

Cisco Firepower 4100 A1 1457 [}


http://www.cisco.com/go/firepower-config
https://www.cisco.com/go/firepower-notes
https://www.cisco.com/go/firepower-notes

EREEROBERMBE |
B smemsowirTi

UK

PR AL SCHRFRN B 284 A LU URL.
https://fmc_ip_address

T2 IAENH B,
T3 AEXR.

KRB EIE O BT RTE
A VR AT EA Eh R O BRI, T LA B A
* IPSp-Z AR AT~ — LIPS
o BRI BB AT B

* URL - URL i1 &

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2 Secure Client VPN Only

e =

* I&Z'E 4 - Diameter. GTP/GPRS. M3UA. SCTP
R BRI PRI, 15V 1) cisco.com/go/licensingguide
FIRZ Al

P BRI RS R

WERAEGR AT, UF Ry R DABCEDFTIR ™ o Tl IR B B, T LIV 2B —
AR

o VEIR R RERRAEE AT K P A PT & N5 (3DES/AES) W rlIE MK, A Refli R ThhE (O
HSHEmEtr SR .

UK

SR SR A VF AT IR P 6L 2075 T VT

I MR ER SR 7 0 B SR A N, IRV T UE I % OV B I R KA VR TR S FE,
AT A OO IV AR, W35 8 FH Cisco Commerce Workspace -] Find Products and Solutions
HWRF B WRLUNVFAE PID:
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| EREERLEHE R
sz oairaiE

1 FRER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WA S| PID, 0] LLF-34s PID Vs 21T Hrp
* IPS. SEREHAT BEAT URL VPR R 5

* L-FPR4112T-TMC=

* L-FPR4115T-TMC=

* L-FPR4125T-TMC=

* L-FPR4145T-TMC=

AR L3R PID 22— I BB B, ATLAE SR BUR PID 22— X B E 13T 1 -

* L-FPR4112T-TMC-1Y
* L-FPR4112T-TMC-3Y
* L-FPR4112T-TMC-5Y
* L-FPR4115T-TMC-1Y
* L-FPR4115T-TMC-3Y
* L-FPR4115T-TMC-5Y
* L-FPR4125T-TMC-1Y
* L-FPR4125T-TMC-3Y
* L-FPR4125T-TMC-5Y
* L-FPR4145T-TMC-1Y
* L-FPR4145T-TMC-3Y

* L-FPR4145T-TMC-5Y
* Cisco Secure & )7 Uig-1 2 B A% 7 i TR

« EHE R VAT

* L-FPR4K-FTD-CAR=

BER2 WUREARPAT IR, 15 R 8 BEVE P IR 55 S e B
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EREEROBERMBE |
| B

VM A AT RE A BEAR P AR B E M AR . A OCTEAN U, 152 (Cisco Secure Firewall
Management Center & HLIEFT)

(5 R o AR R B 1)

AR B2 73 e B A A L.

FriE Z 8l
o HfOR HIAHE BRAS 1B 4818 & (Logical Devices) B fii b Jgl B {8l 1B 451 % RS (Status) S fEZk
(online).

o WCERIEAE B A A0 40 5 1 SRR E B E R AT E R GES RN B ASinsis b g
Buteg, 3100 ;

o BT PR IP ke L4, LA NAT ID
o EHPOVENEA

o E 6.7 FHEE S RRA Y, G SR R 42 e T A B, 1SR PB4 CLI EATH] configure
network management-data-interface 4. A XI5 R, 124 Cisco Secure Firewall Threat
Defense 14 5%,

UK

FIE A HHAPD B, EFEE (Devices) > & &I (Device Management).
PR 2 R HIE D, EHRRmiEE.
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| EREERLEHE R
mgzhL e [

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

BE LN 2L

 E# (Host) - BN ZEGR I BOVHS 4 i 1P sl sl EHLA . a0 SAE B A R8G5 | S AL
R T BB TP kR NAT ID, o] LUK Z B 45 .

iR 16 HA BB, YA B0 EB A T NAT 2 5 IsF, DA DALE 32 48 2 ebo o by s
s AT E T AL TP 8RR HAE, EAEHR) A B0 rhyE M OBt a2
AL BB (1) 1P Huhik e EHL4 .
« BIRZAFR (Display Name) - 4ir A\ A5 #0057 10 g B B 481 ) 42 R o
* SEAE4A (Registration Key) - S NS5 BT 46 5 | 5 FE P B B b 4 e v & .
* i3 (Domain) - WIHRAT ZIRIAEE, 5K &AL s 7 .
* 4B (Group) - W RAEAT AL, PR IL o> B2 e 4 4o

* 74 HI Sk RE (Access Control Policy) - IEFEHIUR TS . BRIEC LA MG B O FEM M A
A SUSRES 7 0 i P 2 (Createnew policy), $X/5ikFBRIEFTE 78 (Block all traffic).
ZJaEnl DUE St B DL R VR Rl s TS RV R SR ISR, 5 50 1L,

Cisco Firepower 4100 A1 1457 [}



EREEROBERMBE |
L

2: New Policy
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EEEIF AT (Smart Licensing) - 4 2350 5 I Sh e o Be BT 75 AT BEVF AT HE: Malware (UG 47 5 4
FEREBAERA) | Threat (WEREHTHATTIAZBIE) « URL  Cln SR S szt he 128011
URLIE) o 5FE: BRI IG, BT LR YE > 1 ATk > & G814 AT iE UL 1 v H Secure Client
TCFE ) 18] VPN YFATHE

* ME— NAT ID (Unique NAT ID) - $5 & & 7E BB #1465 A ECE 45 2 1 NAT 1D,

* HRBIHIEE (Transfer Packets) - Al kB &K Kl (R4 2 BB o WIARAE 3 B 00 I figh Y
TIPS 5 Snort FFHF, Bt ok SRS SR At Bl AOs 21 A B AL RE TR .
R LT, A FHE R ki) B L, et Akit.

WIE3 AUlEM (Register), BUEWERZLRINA —H W&, i EMIFRMEAM (Register and Add
Another), FFAIAEM I,

WAREM ), AR MEBISER T . SRR, BB B WA . W Bl A
JWe, ERIE LT 0
* Ping - Vi In) EMRB BICLI (V5 1) oW 46 CLT, 28 53 11), ARJEAEHILL N v 4 ping & # 1.0 IP
Hudl:
ping system ip_address
i ping AR, ] show network iy 445 2 0 2% B B o 0 SR 7 2 58 o B B A1 5 BE TP Hh
bk, & M#H configure network {ipv4 | ipv6} manual #ir4 . 1% 4 BB AL Vi Bl E T B
1, %1l configure network management-data-interface iy % .

* NTP - fffif& Firepower 4100 NTP /x4 4% 5 &%t > B & > BB E S vl B & B0 R4 1% e
—H,
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magrzezn JJj

WA D], NAT ID RV BEAO TP HiUAE - B OR A5 P A e g AT AR [] 73 3 PR NAT ID - (2t

AR LA R, 3

Ao EE AR 2 RS

AR A A G A P LA 18 L A o 4 S
* BRI 1 - S R 11 73 LS TP dudik, JF¥s DHCP FIAESMBEE 1.
* DHCP fiR45#5 - £ N4 1 E 2% P i F DHCP IR 45445
o BRIARK - 380 AR AR IS I ER U 1
* NAT - 7EAMTHE O AT 1 PAT,
o Vil - Fo VR A P A S SR
TR EIEAR ARG, SR TS

2[5 https://cisco.com/go/fme-reg-error.

HAEHD o nfLAZERE B b0 configure manager add 4% 5 1 5 2R NAT ID.

BOEBE, 41 0L,

) | BCE DHCP 554 » 47 45 i,

ANIERAER 1, 5 46 TT.

N |BCE NAT , 3 47 7L

FOVFUL A R AL BISNEE . 25 50 1T,

HREICE . B 51 0L,

o P A 1, A e A X R B TP b . B, SRR ERANE O A R RS
FRIE AT TR SR W, SRR T 1) L b A El R IR Y A 1, DA R AL SR 4% ) — AN R
ZAWEED . Hrh—S Ol L “FRES X7 (DMZ), #a] LUZE b JgcsE nf A JF07 il (% 72, 4
1 Web 45 %% .

ST PR G PR L

Sk DHCP M\ ISP $REX A4 bl  [RIREAE P3R4 11 b e A il
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EREEROBERMBE |
B =s:0

LA F/R 4 DHCP {45 W HBREES T — M B CArifpalhl) o SF2Es I SMpRLE Tt
L.

$IE1 %458 % (Devices) > iR & E I (Device Management), R )5 sk kb iidmeE ( £ .
$&2 5H4EO (Interfaces).

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy ,, System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 [ @ cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I==m Inline Sets DHCP
4 Search by name & Sync Device | | ) Add Interfaces -

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical G &
E Ethernet1/3.1 SubInterface B &
Ethernet1/4 diagnostic Physical & p
Ethernet1/5 Physical E] y

SE3 AHEHTAMNEANSRE (£ .
EIHE i — A (General) JETHF

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) K E RN 48 N FFRFK) Name.
B, KO 4k insides
b) % Enabled 5 IEHE
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maz0 ||

c) # Mode{# 4 None.
d) N\ZR£X1F (Security Zone) FHFIERFIEFE—MIRNA RN 2K, B33 SHHE (New) iR
AN 1 22 4= X 4

i, A4 % inside_zone MBI, A ALK REANEE 11 4MiL4 2 X SR/l 20, AN
AR T A2 AR, (E T AR R T2 /M2 L. 07 DU X SRol ] I 22 4 ek . 91
11, T LK R AR P PREC R, TSN 1 A R SUSN DI 4 LAl )
W, SRR M AL BN, (ER ACVE SN A 3. K% B (S P 2 A s ]
LI7E NAT S0 T A8 S50 FI QoS W tp Af 1 K sk 11 41

e) Aiii IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ FHHE TP kB E FEE7S |P (Use Static I P), SR )5 ARMT - iE4m A TP bk A -1~ k4
HErL

W, i\ 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| Tgﬁ;?Lﬂgil?.*z‘?lE:-QES.stl255';28 ar

* IPV6 - AR H Bl E % B BhBCE (Autoconfiguration) & iEHE.

f) i zE (OK).
FEA SLENTAMBME O wiE () .
IR R — A% (General) IE3 K.
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EREEROBERMBE |

Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 3000)
K Cancel
ST S M TR T AR, W C A A R Tk, AR

FEAT IR LA BEE,, RO Ales 7 A PR b0 4 B . AR W] AR B o0
T SRS P 2 4 DX

a) MAKJERAH 48 N FHH Name.
i, %44k outside.

b) ¥ Enabled &4z

c) ¥ Mode &% None.

d) MZRLX1H (Security Zone) My PiksE —MNIA MAIMT 22X, B dEE (New)
T—N 81 22 A X

Blhn, a-—44 A outside_zone X ..
e) it IPv4 Fil/ok 1Pv6 i1 .
* |Pv4 - % DHCP (Use DHCP), #RJ5lic & LA Ntz 5.

« {¥F§ DHCP FXEXEAIA# R (Obtain default route using DHCP) - )\ DHCP filz45 £ 3k B 2k
VNI

* DHCP #&H#E#%% (DHCP route metric) - 43 Bi 2 3k itk 14 BREE Y, AT 1 F1 255
Z [l SRR HI BN EE 20 1.
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Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - IR H Bl Bk B E1BELE (Autoconfiguration) & iEHE .,

f) M E (OK).
HIEBS SRR

fic & DHCP PR 5588
WA B P i DHCP M gl B A AL SR 5 TP ik, 17 )5 FH DHCP Ik %545
itz
HIE1 PRI & (Devices) > % Z &I (Device Management), SR sl & 4meE ( #)

122 %% DHCP > DHCP BR %28 (DHCP Server).
HIB3 (EARSSEE (Server) IR LSRN (Add), SRJEMHECE LR IET:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* #0 (Interface) - W Fhz g Rk HHE M.

* ikt (Address Pool) - DHCP Iz 45 #5458 HI 1) IP ik ()G Hl ONSRA 3 d )
I e VN A 7L, EORREAAGIE 1 E S TP Huhk

* [2F DHCP Rk %588 (Enable DHCP Server) - 7£ T2 1 L3 | DHCP 45 2% .

HIE 4 SE (OK).
HIES R TE.

i oHce k5 [

o

o IP Hiuhik i [ 2
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B =i

A INERIABE

BRI EH I 45 1) ] AN U5 ) () B3 8 . WK DHCP FAEANE3E 1T, WA IR 15 2% )
RECLAUCEN T BOIABE o W SRR EF-I Nk i, WL FE P 3T an 025k 11 DHCP IR %545
MIERIA M, o R 7018 & (Devices) > % & & 18 (Device Management) > 2 (Routing) > 8% 75 8%
i (Static Route) 1 L1 1Pv4 #&E (1Pv4 Routes) 5k IPv6 #H (IPv6 Routes) % 1.

UK

HIE1 PRI & (Devices) > % & &I (Device Management), SR i & (K4REE ( #) .
$182 A (Route) > 33758 H (Static Route), iR EH (Add Route), #RJ5 BEE LL R I:

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| = Search =2 any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add

== IPv4-Private-10.0.0.0-8
== IPv4-Private-172.16.0.0
5= IPv4-Private-192.168.0.
= IPv4-Private-All-RFC191
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel

FA (Intrusion) - HRHEZLAS INEASEE HIK2EAY, 58 1Pv4 5 IPv6 HLiE T4l .
« ##0 (Interface) - W 1, WH MR,

* Available Network - >4 IPv4 BRil % ik $% any-ipv4, 4 IPv6 ZRIAEE ik FE any-ipv6, AR5 i
Add #H:% £ Selected Network 413 .

* W% (Gateway) =k |Pv6 F3% (1Pv6 Gateway) - il A\ s F A1 4y stk ) 1 — MR 9394 X 8 o
Bo ST LU 1P At 4%/ LN 4

* 3B (Metric) - BN ZI H AR 2 (R ER i B AEVEEDY 151 255, BRAMEDY 1.

PR3 RE (OK).
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CEIN |

e rh B S N A A R AR

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence

Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
10.89.5.20 ¥ou have unsaved changes | [ Save €3 cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Interfaces Inline Sets DHCP
0SPF © Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

T4 LR E

Bc & NAT

BB () NAT B0 20 P9 2 M4 3 kg A2 11 TP Mol b (o 11, 33626 NAT KUK A8 113 11 ik
i (PAT).

UK

HIE1 PRI & (Devices) > NAT, K5 fidi#iskE& (New Policy) > BRG] NAT (Threat Defense NAT).
PR 2 NEME a4, LRI RS %, ARG At Save.
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B e=nar

MNew Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR TE R SRS VAN IR o
T3 LGN (Add Rule).

Add NAT Rule X iFHER: BoR .
SUE 4 T E I AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced
* NAT #0] (NAT Rule) - E$:E 3h NAT #0 (Auto NAT Rule).
A (Type) - EFENZS (Dynamic).

HIE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 341 [ 4T IX 3545 i £ Destination
Interface Objects [X 1.
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| EREEhCEHERME
CEIN |

. Add NAT Rule
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)

| -4, Search by name | ei‘outside zone @
B
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
$IB6 7EfEdh (Trandation) T g & LL R
. Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & = or Doctiogeiog Into

o EEAIE - SR (D) WA IPv4 MRS X4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X%, PO B3 NAT BUUAERT o kR ids
NAT, I HIE Tk R 508 XI5,

* ¥ A9IR (Translated Source) - £ B#r#% 0 | P (Destination Interface IP).
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EREEROBERMBE |
B cinEsmmezsig

PIRT R TF (Save) LA InFLN
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r Pa N lated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§

¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B P

SV E MR ERFE E SR

U SR AEAEE W Y A I B T AR A E SRR B VT IR R, U ) SRS A I R LA fe v
ViR B AN R TS LU LA SC VR A A S DX S A0 B DX B PR e A Al X, 37 55
AN FEVF 3 I 24 0 45 KR o

UK
FIE1 LSRRG (Policy) > 7151 % & (Access Policy) > 37 18] % B& (Access Policy), 4R sl Zh o2 i

7 I PSRN I 4R (4D
TIR2 LUl (Add Rule) JFi%E LR S

Add Rule

Mame inside_te_outside Enabled Insert |into Mandatory
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs  SGT/ISE Attributes

Inspection  Logging  Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name s /b inside_zone ]

san /4 outside_zone jw]

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AUy 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M A] F X 18 (Available Zones) FR ke A #E X B, SR 5 sk hn 23R (Add
to Source).
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okl

RZ Be

IR 4

R

werz ]

+ B#r[X15 (Destination Zones) - M\ AT X 18 (Available Zones) ik FAMEIX L, R sdiam
F| B#F (Add to Destination).

FCAh e R P JURE

S 3 LERN (Add).
FUED AR N2 Rules 3.

Overview Analysis [LIIISEEN Devices Objects | AMP Intelligence Deploy , System Help v
Access Control » Access Control Network Discovery ‘Application Detectors Correlation Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow Bglioe L8

1 Ainside_to_outside  uhinside zone % outside_zone

There are no rules in this section. Add Rule or Add Category

Accass Control: Black All Traffic vu

MR F.

o P S SO 8 B I AR PR E T, P S SR A S AR B R

{‘-_:l:
Mo

it EJ7ERE (Deploy).
& 3: 582

Q ¢ # @ adminv Wl secuRe

M2 ERERE (Deploy All) LLERE 2T A5 %, Bl mRERE (Advanced Deploy) L& S 1EFE 1
e
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B s=m=

B 4: £3BERE
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
[ 5: SREBE
1 device selected
[ @ Search using device name, user name, type, group o status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM E I Ready for Deployment

TR 3 MORIE . sl T ERE (Deploy) HEHLA K E T LA R RS

[ 6: EEIRTS
es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications

0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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| EREERLEHE R
s oy

AV Y A Y A A ,

7 18] B B B 40 CLI
ST LA B i C LT B i B O S 4O A T s HE R . 2205 1) CLI, ] DM R A Bz 0 B
SSH, tn]LAM FXOS CLI 4%,

g3z

PR GENT 1D L SSH RS JUbh oy P 7 1P k.

FERREIE R VAN, S SR P TP bk A admin 19K ™ RIAT A 48285 SU0 1) 02 1R85 B0 68 S B
s A o

AR AL E S, AT L g i LA B s AR A v e ok B R Y
HIR2 (LT 2) A FXOS CLI, Al i & 45 Telnet 2 #2 LLEH BB CLL
a) IEZR| waenE.,
connect module 1 {console| telnet}
{8 H] Telnet EFEME e T, B AT AR A BERTIT & 2 AN 451E, I FoOGE R B s

5

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) R BB EE SIS .
connect ftd name
IR AT AN RAR IS, W E i S 012 FR . BAR KB ARR, ARG AR MR 4

i

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.
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B siammescu

Connecting to container ftd(FTD_Instancel) console... enter "exit" to return to bootCLI
>

c) AN exit fi N R EH 4 iR B 2] FXOS #ith CLI.
IR XF 6.3 ZRIHIRRA, FiA Ctrl-a, d.

d) R[Fl FXOS CLIfKE B |2,

ERHEFA:
1 HA~

¥ A Telnet N .
2. FEH Telnet N, 1EHIA:

telnet>quit

ERH Telnet £1F:
# Ctrl],.

w15
PUR 7B 5 e sk 1 Bfil, SRJ5IE M 3] FXOS CLI & Bl |32,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> o~

telnet> quit

Connection closed.

Firepower#
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& 1 1B

fa &% IR
BIRALPCE BB, S S TS R AR SR s AU} Firepower SCRY
FRATH FEhLrER, 120 (Firepower & H ORI E TR ) S

{3 A E 3 A0 R BB N i SE 183K

TIRERFR RRAR | ThEE(R R

S HFE R/ Firepower | 6.4 TS IRAE T LLLE [R]—/ Firepower 9300 = [A] I 3558 ASA 1 @i i 1245 5 %
9300 kA% ALY

ASA A N Hibe pE % FXO0S 2.6.1.

JE B 35 T 6.4 FRAHEH T Firepower 4115, 4125 Fl 4145,

l;;rzpl(;vsveerS v 4125 R B FXO0S 2.6.1.

Firepower 4100/9300 I |6.3.0 | 45 I0AE n] LAZE BAS 22 4 B8/ g 2 AN 4%, G I8 R A #0125
JBUBIT AR 1) 22 S5 T e Ao LAHT, A ] A B A S

LR R T 1, ATLA/E FXOS th g VLAN FH 1, B w] BLAEZ >S4 2 [
SR BHUEAE AR VRIS e SCREAS SE I g

ST LA FHE 2 ARSI Al P — > 2RSS I T I . AR
T S I AR, R E S0 DA ASA 2 BB M 1 %
SRR
TS NG B B SEIT
-Gt > AT > B b EO Lk
TG URTE BRI
© A >

* 0 (Interfaces) > B O (All Interfaces) > #it& (Add New) FH73gH > F#1O
(Subinterface)

<O >EEO> XKR

< BEIRE > FINRE

* FHRIZE > Macits

c FERE > RREEXH
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EREEROBERMBE |
| e L ESeE
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4.
EHIEEEEZRE B

AEXIREHG?

AREEAGR AT FEAE FEAS B A ST S B  HE AR  A% . B EE T AN, S
{Cisco Secure Firewall %45 & FHESHLEIERE ) -

A T HR A% T DATC B /N X 28 s 5 FH AR IR BE AR T RE o ™ i B N B — B 8L & e A& 1 45 1
T EIXF LR, EFAEH SR L % &S AR T2 WS B BRI M 4%
G G B R % BB U A SRR R TR, WSO AR B L
PR FAULEE A BA - Firepower 4100 ANER 5 E A IEEN NG5 E . Aid, ] LIER & R EHAN NG
PMERE, BlanHFH P 4. EXP T, B AEPITHCEEH SNMP I T e F RIE & .

o ui B AL, A5 57 L

o NUARES IS WS Ig B 8w %, 55 58 1L

« BORWAEHA , B2

o Mt B, 5562 T

o fUE A ARG, 55 69 L

o Ui i) B CLL, 26 81 1L

s Joe bR, H83 1L

o i BE A5 BB (A S B AR ) Sl %, 56 84 L

TSI LU MES5 LAAENURG _E A5 ARG A B B
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ERgEEEENERMEH |
B nwems snappesEes

Chassis @Add the threat
Manager defense
logical device
Device 2 JLog into the S5 ) Register the 6 ) Configure a
Manager device threat defense, basic security
manager and enable —p policy
licenses
l A
Cisco @Buy feature
Commerce licenses
Workspace
Smart @Generate a
Software license token
for the threat
Mandosn defense
TE=08) $iE
(10| PURE R LA HURRET 8% OB BB B 4, 48 58 1L,
W,
o et GBI EE ,  62 T,

(5| Cisco Commerce | i) , 45 62 7: WFEI)BELFATiiE .
/| Workspace

()| HREIFE R | RCEVERT, 562 U1: O WA LAY AR ANIE S

Nati

5 | B A BCEVERT, 562 Ul R REVE AT IR SHEM B Blds, IF A 2k
VFHTIE.

6 | B A Mo B REA L A5, 5 69 UL

HASSTRE. RN EIB R

Al LA Firepower 4100 ¥ Jg BBl 61 558 0 A HB S . ANSCRER AR 541
HEnE el S, 1520 (Cisco Secure Firewall %455 BLASHLEIRFT) -
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| ERREEEEBERME
naems. snapmezaes ]

FHia Z |l

 BOES BB R R B L IS EER L, 5 20 U0, ERIR LK. W
o SRR EEE L S AUT TR BRI S B 1 OF HiZdm 1 AE 4 QIR T8 s
MGMT) Afd.

IR AR /DI E — AN .
* WEELLME R
o PRI ID
o EPEIEE TP HLhER R 2% HE A
G TP ikl
* DNS Jx 55+ IP bt
o JBUBITAE R4 R 4

UK

SR AL U RS, EHBEIRE.
P2 pilifimn > Wik, JFREUTT S

Add Standalone )i
Device Name: FTD_1
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.1159 i
| Instance Type: Native b
QK Cancel

a) RAREZR.
AR BR LA 7 B2 5 | ] 3 O B PR B BN O 5 AN AR N HTC L P 8T 1 e 44 P

b) X T#EHR, i1k Cisco Firepower BLBMBATED .
c) ILPFRRIGRRA .
d) GEPFLBIZEAL. Kith,

B B AN SRR 5491
e) MiifzE (OK),
PERESs BRI - WA SRR E 1

I3 JRITEEERO (Data Ports) Xk, 2R )5 sl Zress & RN 0.

Cisco Firepower 4100 A1 1457 [}



ERgEEEENERMEH |
B nwems snappesEes

Overview Interfaces JIGLITEINEWTLEEN Security Modules  Platform Settings System To

Provisioning - FTD-FDM2 et
Standalone | Cisco Firepower Threat Defense | 6.5.0.1159

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7

Port-channel3

Ethernet1/8 || }I
Enemetz/1 ||
FTD - 6.5.0.1159
Port-channal3 Click to configure
Enemetzr2 ||

AT AR BCSE AT £E3Z O (Interfaces) TUIAT LA FH G #2 10 R o I8 75 24 W a8 i BEES HP et ARG &
IXUEFET, RS BCE TP Huhik,

7 L W e RN R g L
RAHG W UEAE, T AR IR HE R AL E WG 5 SR W R . X B A T 4h 2 B K
WS o N T SCBIERIEAT, M) nT LASE SO Y CLI B & K 25U

$IE5 {F—g{5 8 (General Information) Tl I, 58 FHIERAE:

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Interface Information

Management Interface: Ethernetl/4 7
Management

Address Type: 1Pv4 only st
IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

a) WHFEEEREO.
B T8 B ARG o I ST T AR B S 1

b) MEFREHLE LI UEZERL. (R IPv4, {X IPV6 I IPv4 F IPV6.
o) MLEEEIPIbIL.
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| ERREEEEBERME

HAEEREE:

T T g E— 1P bk
d) A MR EATEKE .
e) I AL M K.
PER6 MIRBILEIR L, 58NS #EAE:

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Management type of LOCALLY_MANAGED W
application instance:

Search domains: cisco.com
Firewall Mode: Routed b
DNS Servers: 10.8.9.6

Fully Qualified Hostname: | ftd.example.cisco.com

Password:

Confirm Password:

QK Cancel

a) {ERFASEHIEIERER My, 1%F LOCALLY_MANAGED.

smaprmzEss ]

AHSEAIE SCRF B L PN B . IR RS B A w5 U B, ARSI TR RS

B, JFEBPIGHR & .

b) HINIES IR IEA g R .

o) BEAIEERA S H BN

d) HANIE S kRyIRIEA T DNS BRE2E.

e) HNEMBIETEEREENZ .

) O PR B 51 P AT CLL Vi I 2588
W1 EBUETR b, B ESZ w4 P VR (EULA).
$E8 SE (OK) X HIALE N EHE .

PR L RTF (Save).

HURFTE R R 3R AT RA, IR 51 3R P C B B 1] e A S 28 I SR B 28 i B %
fr12481% % (Logical Devices) Wi, EFFZHBA MRS, HEHBAR VRS B LN,

T LATT A6 P G B 2 4 SRS
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B =soseems

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

2% 2230 Az 4T BE
BRI FEE IR
B SR BCAS E BILAS DO U BT A
FIRZ Al
* {f{H] Firefox. Chrome. Safari. Edge ¥ Internet Explorer [ 47 Il A< o

o HIfR HLAG S BLES 124818 %% (Logical Devices) WU IHI L BBt 12 H 5 4 KIR TS (Status) A%k
(online).

g
P AN TR A LU URL.
* I - https://management_ip. i AREAES | SR ECE A N L 1 1P Hiudik.

IR 2 T 44 admin FIE R B A A 150 L 0 250 6 k.
$IB 3 ARG SPRTEEAZ 90 RV VF AT IE,

JEP A A BERRAF VR AT, IR A A F AT DA g SR BV AT IR I

TMAUARIN, R RERAHAS P g2 WU AR e PRSI 22 W) 38 A5 U IDAIET o "I 2 ¥ LA 73
e SAF Y ) R AUK o

R BRI VEIEE , 1515 1) cisco.com/go/licensingguide
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| ERREEEEBERME
raiT [

Bentihi VERIUES HEN A EAEN o B REVF Il A SRR ] TR I SR 7= i D g . I A8 1) Y RE
ERLESEAT TN, BRTSZEN R IV RTIE,  FAE USSR IE . XA RS RE S 7B AN A ] 2
E, JFRES i TR A L e IE o WS [ LR VFATIE:

* | PSHp-2 4 A~ —4X IPS
o TEEIY BHE-E R B
* URL - URL if &

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 8¢ Secure Client VPN Only

FiaZ |l
o AT BREA S BEAS K S .
WERBEEAM 7, 35 S B DA BRI o R R R BESS, n DU AR A —
N EMK

o ST BRIV R P 2T SR N 25 (3DES/AES) VPl TEMEER, A REAE St ThEE (CAf
SRR SR HD .

UK

SRR AR REVE TR AL P KR T RTIE

A DR B2 8 R S BL S A I, S VE AT IE Y 1% OV B I R Be AV T EK e (HZ,
G AT NNV RE, DU Af B Cisco Commerce Workspace I (1) Find Products and Solutions
HWRTBL MR TVFATILE PID:

7FFER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

IR WA PID, 0] LLFFK PID ¥s N 23T #d .
* IPS. SEEAAF PIREAT URL ViR b4
* L-FPR4112T-TMC=
* L-FPR4115T-TMC=
* L-FPR4125T-TMC=

* L-FPR4145T-TMC=
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B ==4v

T2 £

a)

b)

ERgEEEENERMEH |

LR L& PID 22—V NI o, ) DU BUR PID 2 5% W 0 5 J3T 11«

* L-FPR4112T-TMC-1Y
* L-FPR4112T-TMC-3Y
* L-FPR4112T-TMC-5Y
* L-FPR4115T-TMC-1Y
* L-FPR4115T-TMC-3Y
* L-FPR4115T-TMC-5Y
* L-FPR4125T-TMC-1Y
* L-FPR4125T-TMC-3Y
* L-FPR4125T-TMC-5Y
* L-FPR4145T-TMC-1Y
* L-FPR4145T-TMC-3Y

* L-FPR4145T-TMC-5Y

* Cisco Secure % /' Uii-15 2 1 R4 % P i 1] TR 7

FREPATAE BLES T, O BRGS0 1 PR R UL P 35 SR F SR 4 R

mili Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

1F General &1 |, & New Token.

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506
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PR i IR S ADE WA
raiT [

c) 1t CreateRegistration Token X[ ifFHEH, A LLF#&E, #R)5 it Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @@

Create Token Cancel

* Description
* Expire After - JUBHEUGZIN R4 30 K.
 FEEA S EEME M 21 S HIEFI BTN EE (Allow export-controlled functionaility on
the products registered with this token — 75 I 75 (1) 5 5¢/10 X o VAT 28 035 (1 15 00 F
M-S HARIERRE . WA R D68, W27 RIE Pz I, an R i e ohse, i
i LAY ot A B O MR A I R A et . W AR BRI, R Rk AN
SCRFH PRI g
RYK A WS I B gt
d) i WA DU 7 Sk AR AT LASTJT Token XS IEAE, AT UM HFRE&- i ID 52030 BT I B . 2475 20
BT, VS HE R L A T, DATEARAR S TR A
EEESLKE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
M\M3ZithYTIIZGGAOSDOY\k2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions +
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B ==4v

B 9: SIS h

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

PR3 4 WAEHES T, mdR&, RS BEIFRNE M, Sl EEERE.
BB RIS eI RNE LI .
$I% 4 il Register Device.

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

6 9 9 O REGISTER DEVICE
days left.

IRJ, 4 RER REVF RIS ARG T AE HH ) 5 R U5 4 het -
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Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
.j_b ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

$IE 5 i Register Device.
TR [P B BEF RIE TR . ARV, B BILU TR

>

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

FEVC A M IR TG, B BT A

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

PIR6 M2, sidifE NV IR B AR
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BLEFA

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license ta apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

B - BV TR R s Y SRR
IR BAZ A m UF R R s T

« 2R - BUHVFATIE ) R
XTI RE, MARE

5 3 1 T Cisco Secure & P VF Al iiF,
VPN Onlyzk, Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

SRR, AR S T B VR LR, WAERDET O S, e

Device Summary

Smart License

LICENSE ISSUE

Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE

Next sync: 10 Jul 2019 11:57 AM

REHCTA BE AR (TR, JF4E
ﬁ%ﬁ%ﬁﬂ%ﬁlﬁﬁuﬁ"]ﬁ@%o

TR P A AT IESRAY . Advantage. Premier .

Malware Defense

ENABLE

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your network.

Includes: Cg File Policy

Cisco Secure Client

Type Advantage v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Includes: RA-VPN

RECIFET BEER IR, JF R R DRE . BLAE, fn] DAC

PEHIIIDIRE . HrHEms b o ikie &

B BILL P AE I S

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

FIET Uik T HYIR % FE ResyncConnection (F1[A]25

Lo

R, RVPRTIER S R e

AT B R
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Go to Cloud Services

Resync connection

Unregister Device

LB E AL EREE

LMCEIEA AN, e P RS

(1) |MEEHD, 569 I,

| P A TP, JE4% DHCP FI AR

() | HH s 22 A bk, 3 72 5L
RN T A R A P SRS A I

(3) | AMERAS R, 2R 73 T

| WA CEIK B 5 DHCP 4 BB, T AN

(a) | & NAT , 5575 T,

FEANERBE I A H 2 11 PAT.

(5) | RVFRR WA BE RIS . 3 77 31

| v B,

()| (WiE) ML DHCP k%545 , 45 78 1l
I % AT DHCP 5.

()| i R O YR D T, 55 79 T
| g R VBB

(g) | BRI, 581 7.

JE S BITAE 45 O B EL TP btk o R, BSA 20 A D E AN D A RELE R SR O
HH, EORHAT T _E  oh 2R R R AN L, DR S AN A R .
LR OATREE “RREX (DMZ), AT LIRS ARRCE A A T U R BB, Bl Web IR 5545 o

LAY )30 25 %t 15 0 2 Tl L DHCP M ISP SRR AMGR 4z bt  [RIIAE 4 10 s SCER A bk .
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B =s:0

DL ORBIRCE T — A AT E A M Pz 11, DU —AME ] DHCP (4S8

g2

BN SRS, ST A O R
RAEBEHHED (Interfaces) TUT. B2 1152 Rl BRG], MBI 47K, MUk RLR A .

ST 2 SGEEAT A D g (@),

S8 3 HATULT B

Ethernet1/2
Edit Physical Interface

Interface Name Mode Status

inside Routed v O

Description

IPv4 Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask

10.99.10.1 { 2a

g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0
Standby IP Address and Subnet Mask

10.99.10.2 /

a) WHEEORAMR.
WEENAK, &2 AN/ FREFRRACH/INE . filllinsde 5t outside. U1 R ¥AT 44K,
H 2 AR O E . BRARRCE 0, AR N AT 24K

b) KR BE AERE.
W BT shE: 1, 15201 (Cisco Secure Firewall % #455 EEAR AL E 4R ) o
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| ERigEEmEnERmnE

maz0 ||

o HasmiE oy oa s (@),
BEEEN  LWIILE FXOS F Rz,

d)  (Afk) BEEIEAA.
—AT IR T 200 MFERF CREFEFRIZERD .
e) 1E IPvAtBHETIm b, ACEFRAS IP Hilils
f) (AfEk) AN IPv6 ek, JFRCE IPv6.
PB4 Sidisid.

HX
R
SIS S T AN B O g bR (@), IFREESE T WS R B Tk 0, i IPva Hh
Hk%EFEDHCP .

N

N

Port-channel1
Edit Physical Interface

Interface Name Mode Status

outside Routed v O

Description

IPvd Address . IPv6 Address Advanced

@ |f the DHCP server supplies an address on the same network configured statically for another
interface, this interface will be disabled. Ensure that there is no overlap between the network
addresses on this interface and the other interfaces on the device.

Type
DHCP v

Route Metric

Obtain Default Route using DHCP

TR Qo A A TP Mk s TR OK B DHCP RIERA M, WIFREFah ik @3N d; F
[%] (Cisco Secure Firewall %755 B Al B 50 )

W
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B seomnazexs

BEORNE % £ X5

AR IR DR R 2R o R B, A A B R DL RO R A T 2. AT LUE X2
A, AH AN ER DR AL T A X

IR A 2 AR 2 8 ) LA P g DX
* inside_zone - It X S H TR oR N EB I 2%
* outside_zone - I S5k - K on fE S 3 ) 2 AN %, 45 a0 HLIBE R

UK

ST EHMR, RENHRPERRER.
H12 il inside_zone (gt ks (@),

Edit Security Zone -

Name

inside_zone

Description

Mode

(® Routed  (0) Passive

Interfaces

diagnostic (Ethernetl/4) -
e ol o

(@] outside (Port-channel1)

-
innamed (Ethernet1/5) -

1 item(s) selected

Create new Subinterface CANCEL

W3 eEOsIR T, sl T O REREER N BN D N
TE4 LGERE, A EN.
YIRS B IXLPIRPG ML 7R N F] outside_zone 1.

[l Cisco Firepower 4100 \ [ J#5 7
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Edit Security Zone -

Name

outside_zone

Description

Mode

@® Routed () Passive

Interfaces

nside (Ethermetl/2)

‘ (@) outside me‘t channell)

1 item(s) selected

Create new Subinterface

o - .

wmzings ]

INTNERIA S

BRUAES H 38 545 1) o] AN 15 ) ) B s o S RO DHCP HIEAMBEE 1, A i e 6l
RECZM R TECAR Hr o WERTEET- st WIREIRBERE AT . W RISk 3 DHCP Ak 45 #s

MER A, A

iz

ERF IR E > BRI U

TR R, We AR P I

N R SR TN Foi-d: D

P2 piili T GRIMESERA.
SR 3 A EEA R h R
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Add Static Route

Name

default

Description

Protocol
@mwewa () ire

Gateway

gateway w

Interface

outside v

Metric

1

Networks

+

5 any-ipva

SLA Monitor Ay

Please select an SLA Monitor v

a) FIANBWR, Hilw, BIAME.
b) Aiili IPv4 5 1Pv6 HLik 44 .
THE A IPv4 FI IPv6 G173 PR i BRI % i .
c) MM, ARG B FTR L LK N ¢ TP Hihk s i b EHLA S .

[l Cisco Firepower 4100 \ [ J#5 7
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Add Network Object

Name

gateway

Description

Type

(@ Host

Host

10.99.12.5

d) EFEMOCHEEDO, FlasMER.
e) miiMg * bR, b IPv4 BRI tHiE ¥ any-ipv4, iy TPv6 ERIAEE thik ¥ any-ipv6.
$IE4 SHE.

Bc & NAT

SRR NAT 2085 A S ik 5 el AR 11 TP ik b (i 1o 328 NAT B IUIFR by % 11 5 11 sl
el (PAT). TEANRENGHZ T PAT HT- IPv6.

UK

P RULERE, 5 sl NAT.

HIR2 il T OEIE NAT 0.
IR 3 e E FE AL I -
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B e=nar

Add NAT Rule X

Title o Create Rule for e Status
inside_to_outside Auto NAT v Q

Auto NAT rules trans e e or destination are: f
packet. These
Placement Type e
Automatically placed in Auto NAT rules Dynamic v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface o
Any v outside v
Original Address o Original Port Translated Address Translated Port
any-ipvd v Any ~ Interface v Any b

Show Diagram O

ORIGINAL TRANSLATED
Source Any outside Source
any-ipvd: Any bY . 9 D bY Interface: Any
Destination NAT Destination
Any: Any Any: Any

a) WHEIRE,
b) EFEIEMN AT > B3 NAT,
c) IEFREAE > TS,
S A Fo'E DL B ek i
a) XMTREEIEE, HHREHIE % E TR ipvd.

SR U e R A AT 42 1 A P TP it B RO BRI T st i, ] ARG PR S8 (R4 D,
JoN IR E IR E TP Hudik.

b) X TEREREIEE, TR BARE O R E SN
BRAEOLT, $e0 1P Huhl T4 s it -

FE]S (L) il BIRESR DL AE MUK E S R

[l Cisco Firepower 4100 \ [ J#5 7
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sirmEmnmezsns ]
$IE6 LE.

SV E MR BRI 2 SR

NN oI NP 55 o P ol 1 S W = R ey b 42 L R DR 2 e 0 N R R P

UK

PR EFEREE > i)l
T2 gl oaeZmEmn.
FIR 3 HE AL i .

Add Access Rule X

Order Title o Action
1 v inside_to_outside B Allow

5 - Li} Li] . i} r . .
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones e + Metworks + Ports + Zones o + Networks + Forts/Protocols +
B inside_zone AR A a outside_zone AR Al

Show Diagram e

SOURCE DESTINATION

Users m Applications m
Networks m > . O @ O . > URLs m

Geolocations ZONES 1 ALLOW ZONES 1 Networks m
Geolocations m

Por: —
il V.. EH. E‘» Ports/Protocols ()

a) WHEFRE,
b) XFTR, W XA F bR, RS IR IX

Cisco Firepower 4100 \i 1457 [
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B o mEoncemss

o) XTBHR, WA XE TR, REEEINTIX .
d) (k) Ak RRERCAE MNP EN R R,
e) MHARE.

(AJi) ECE DHCP AR 5528

U R A E ] DHCP M BB A AL Sk B 1P Hhhik, 175 3 F] DHCP Jk454% .
pUE ]
S g E, R A RYEE > DHCP IR 225 .

-
w
H1g2 il * olifliE DHCP RS 88.
$IB3 il RS B

Add Server

Enabled DHCP Server ()

Interface

inside L

Address Pool

10.99.10.5-10.99.10.25|

a) fiiiBE DHCP RS b, Mt isncamis (@D).
b) EFEAEIL R ] DHCP R45#5 3% 0.

e B A TP kb, R 1 Fi24T DHCP R4S 4%, WIANAESH ] DHCP 3RE4% o
c) At

2 IP HuhEE H 20 prd e VS 3 A — 3L, IF HANRE GRS AR S0 1P Hudiky Rk Mk el
T bl

d)y midismd.
$E4 (k) SEEDNE AR EN SRR E
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Device Summary

DHCP Server

DHCP Servers Configuration

Enable Auto Configuration

From Interface

outside b

Primary WINS |P Address
Secondary WINS IP Address

USE OPENDNS
Primary DNS IP Address

Secondary DNS IP Address

DHCP H 3 & fif DHCP Ali45 #%fit ) DHCP %% /7 b2 M2 AT T 45 52 % 11 _L[¥) DHCP % /7 5 3k 15
DNS JR45#8 . 32 A WINS R45-28(5 8. BH, WRE L/ DHCP $puhil, W H H3hid
B, A DLk R L DHCP SRECEHbhE T e . RSy BaACE, T AF8he Ui
AR 326 301

a) MiEAEMEEN, sy nn ks @),

b) 7t From Interface (\$H1) THrsg s, GhHA 8% ) i gk Ak IR 45 48 BB IR 1

o) WHKRFEHAINRCE, W REESAM— N HBE RS, EE AR,
XL B % BI24T DHCP RS54 BT A $2 11 %) DHCP % F by -

d) SEHRE.

(AliE) ECEEEMXFAFEIERERD LHITERE
R OGO N, BLEL TR ML RSN RO, DL R, AT DL AR AL
P CTRRAFSERECD) (AL RS, (BRI, WURECT HAEE R A4 L,
W5 LB B NG, {15 T S 40 A R AR L1 2 M, T AR B8
BB 1.
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(M) BEEEEMXIATEREZEO L#HITER

UEAh, BOARELL T, Rl i Bk 1 (B i s s CLL 5] SRAS B il T LR AR
Fe, 38R AAE— A AN 1 B R AL B TR, R D M OGN S A ) R
ERLAS B AERXAEOUN, UMM A S A R

FHia Z |l
IR ER L, 28 69 I E R H 1 .

g2

TR SVEINESE L D AT B
a) Riig&, REKRELTRGERE > BRI,
b) sili#EEEO.
o) wili F OHEEREEREEO, SRR O eI

Add Management Access

Interface

inside ke
Protocols
3

Allowed Networks

+

5 any-ipva

< O - PR ARVEE T R R .
© - SEPERUE A HTTPS G 11 443) « SSH (i 1 22) b /&2 3.
© RIFBIM L - R UV AZAETS VT 10 RGN IPv4 BR IPv6 4% sl EHLIK 460 % . TAGE “AT
a7 ik, EEFE any-ipv4 (0.0.0.0/0) 1 any-ipv6 (::/0).
d) MiifAzE.
SIR 2 KOG B A R

a) MR &E, WEKKEGRERE > EREOEL.
b) IEFHEREFEREOENMK.
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Device Summary

Management Interface

MANAGEMENT GATEWAY

The gateway determines how the system can reach the Internet to obtain smart
licenses, database updates (such as VDB, rule, Geolocation, URL), and to reach
the management DNS and NTP servers.

@ Use the Data Interfaces as the Gateway.

Use Unigue Gateways for the Management Interface.

o milifRfE, HEL, Rasl#E.

okl

fEZEBCE

R C L B A B S BIAEs AEE T, T S SN AR B B AR

UK

SN AT L A %R E B (Deploy Changes) FlFz.
PATRIEIEN, ARG A B

“HPRREITE O R I B 5 A B K [ e T O AT T B,
TR  RSRGARIC K . A AR AR, W2 B b .

S 2 WA BT AROR E  be s =, AT DL AU SLENERE (Deploy Now) Sz HIE sh 7R .
T VR WoR i 8 IEAE T . T DA 1, oS RS e . WEREAE B W R rp o % 1, 1

WAL IR AT RS IR F % H P EELE R A& DREHTIPRE, 1§ AhERER
$1i2 3% (Deployment History) Hi4 i 45 5 .

AV Y A Y AJ A /

7 18] B B B 40 CLI
ST AT b B ARIC LT BT 5 B D SO AT WS bR . 2205 1) CLL,  n] DA BEE 1 10
SSH, tnLAA FXOS CLI %%,
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UK

W GEIT 1) Wit SSH HEER: R Bl Yy i #1411 1P Huhk.

FEMRE AR B A I, ST B B B TP kit o AT admin K 7RI A6 B 25 ST 1] 60 1) 2 8 68 Sl
s A o

WEREAC Y, AT LI I g 4 HURE 5 AT m IR a0 48 R B LA S
P2 (LW 2) M FXOS CLIL, A & 4 8 Telnet 312 LLERE FIBLR CLI.

a)

b)

e ilire o
connect module 1 {console | telnet}
fiH Telnet SEREMAL AL T, B8 AT ARSI R 2 AN 21, I HaGE B B i p

i

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

puzE WA R ER IS
connect ftd name
WRAEH ZA N RG], A2 e S A FK . A A SEHIARR, TEAA T BRI

i

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
>

N exit {1 R P 5 3R B3] FXOS Bk CLI.
R XF 6.3 ZHiHIhAS, fi Ctrl-a, d.

[l Cisco Firepower 4100 \ 1357
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d) R[] FXOS CLIF H |45 .
ERHEEH A
1 A~

TFE & Telnet I H

FEE H Telnet NI, I

telnet>quit

N

R Telnet £1F:
BN Ctrl-],o

w11
PUR 7B 28 2o e LB, SRJ5IE M3 FXOS CLI & #5352,

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> ~

telnet> quit

Connection closed.

Firepower#

TRGCE BB, TS S TR SR S AUERE Firepower SCRS
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ERREEEEDEAMGEE |
B s=resemsnammEneias

HIRAF A EHBRMEE, ES0H GEMT Firepower ¥ £ 15 # 23 11 AR} Firepower J& i B THITC &

fe)
EHIEEIEZBEAN AR Eitx
&k B R A | MEEE

SRR ARSI 3| 6.5.0 | IAE, WU R EAS S A H S
Lo A B

IBIBRE > FMRE

iR T2 FX0S 2.7.1,
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1og

{£ /1 CDO &R B A By i

AEXEERG?

EAE T AT HEAE RGN HLES, 1SRN A S IEAE? , 861 . AREHT
] BRI i 28 (CDO) Y284+ Cisco Secure Firewall Management Center [ g5 fil . 22 i@ i
WA B LS iRt CDO, &£ CDO 3RS,

)

AR R B SCRE BB 7.2 KR RRCA . T RIROR, @R LI CDO ) B LA D)
figo R, BEREBLARAOGE T O iz B gl B il (984 CDO 1.

A UM 2. RO, IFERIATIALR . CDO ML — A Web SUIHROU iSRG, T
AEIEAT P HRHITIEE RIS IAE S, MR 0 A

ESE P

P T LAEAT SR80 JCPFE ASA HCPF. 75 BV A ASA 2 IV TS B AT BT
9. WIETEA R T XSS, AR THG. W52 HTHILEH ASA 5 Firpower
BB 7

7 Kk 5 21217 8RR M Secure Firewall eXtensible £/ R4t (FXOS) [M)E)ZE1E RS B KEEA S Fr
FXOS Cisco Secure Firewall HUARE #LA%; T o HERR H 1, (G22I CLI. A TR B,
W2 id T H 4% Firepower J&U B 18 1) Firepower 1000/2100 F1 Cisco Secure Firewall 3100 ] &5}
FXOS #fEHERR 45/
PR FAUCEE 7 AR - B KB ANER B S EEN AN BB B (HE, &nT DIERE TN A S0 1E B,
B 4. ERXPMELL T, B R R AT I & BT A SNMP I 1] G825 F 2 A5 B

« KTl CDO FH MBI . 55 86 T

o ui BT . A 86 T

o IR ATIE , 50 87 1L

* F3k CDO, #5589 L

o A FHOE ) RUE A . 93 L

s PR ERAS . IS INEU B A, 2R 94 UL

o FUE AR AN, 5 98 UL

* Vg il BB AR FXOS CLL, 5 110 7T
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1% cDo ZRE M |
B 7= coo =mmmH®

s AR, 112 10T

X Fidid CDO &1 & i B i
TACHTIN BB B R AR RN 2 A S R AL MR IRE, OF HRAAMEIRAMN. 1R

K CDO A AT BE G, R K RE Al P A 03 A B AP0 BEAT 70 Ar e ACHB A2 A5 B PPy ANSCHRF SN
P B BT 2

\}

AR CDO A Fr7Egs s ok A4 .

ANETN] AU TO
im 2l im 2 JF
WS UL TS, S 1 S CDO F s g G

[k bt e

.'/-- --\'.
Cisco \.1) obtain
Commerce licenses
Workspace

!

CDO (2)LogintocDO (3 ) Onboard the (5) configure a
device using basic security
—» Fhe 0r_1b0ard- policy
ing wizard
N +
Chassis \__‘}_,-'Add the
Manager logical device
:.f’.i"\-: Cisco Commerce SRELVERTAE , 25 87 T,
| Workspace
5 |€DO %3 CDO, 589 T,
3) |CDO A8 IO 1) UGS VA 5 BB 93 DL
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| 153 cDO EE AR
wmirTi i

;IjMﬁ%ﬂ% WA E LSS SN B 2 i &, 2 94 T,
5 |CDO ML ESEA LN, 5 41 T,

3k BRI Bk
P VERNE#ASH CDO S 4y Bl . %8 m] LLE B S LR DU REVF ATk :
* |PSPp-22 AR AN T —4L IPS
< BB BEE-E A B

* URL - URL i ¥
* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

* IZE M - Diameter. GTP/GPRS. M3UA. SCTP

B R BRI T ML, E U5 cisco.com/go/licensingguide

FriaZ /i
* A BRI B K .
WG IEE AT,V 5 e DA R . GBI R B ELAY, T DU A U
AW,

SRRV TR S AT A N # (3DES/AES) VFRTIEI K, A REA AL Dfe (O
M AR SR D .

B2

SRR TR EVE AT B BTl BT IV AT

08 SR ER A 7 S HLE S I, VR P IE Y 1% O R B A R RE RV TR . (EZ,
R FTEEY SUSINFERE,  WIE{E F Cisco Commerce Workspace I f] Find Products and Solutions

RFB . #RLLNVFAHE PID:
11: {5 TIEE &

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions
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B i

IR WwRAKFES PID, &

« IPS. SHEAKAT B AT URL Wl UE4L & e

* L-FPR4112T-TMC=

* L-FPR4115T-TMC=

* L-FPR4125T-TMC=

* L-FPR4145T-TMC=

Al LT3 PID AN ET b,

1% cDo ZRE M |

K B8 PID 22 I N BN T o, ] LR LU PID 256 W (15 3301«

* L-FPR4112T-TMC-1Y

* L-FPR4112T-TMC-3Y

* L-FPR4112T-TMC-5Y

* L-FPR4115T-TMC-1Y

* L-FPR4115T-TMC-3Y

* L-FPR4115T-TMC-5Y

* L-FPR4125T-TMC-1Y

* L-FPR4125T-TMC-3Y

* L-FPR4125T-TMC-5Y

* L-FPR4145T-TMC-1Y

* L-FPR4145T-TMC-3Y

* L-FPR4145T-TMC-5Y

* Cisco Secure % )" -5 2 [ JUFHL 2% ) i i W

* L-FPR4K-FTD-CAR=

SER2 WURGARTE, 15 A RE PP BLEHA M CDO.

VEN 5 S AR RE A PR h B B I . A TR U], TS CDO 30
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zxcoo JJj

=% CDO

CDO ffi /| Cisco Secure Sign-On 14 S 3 #&4ILF, {8 Duo Security HEAT 2 K 25 5 43 5iE (MFA).
CDO 7% MFA, ‘e GRS 7 S SR PR A A 1) — PR B . AU 38 S B iiE (—Ffh MFA) 75 %2
PRS2 B3 DR 22 kAl DR 36 5 CDO [ S FL 5K

FANRFEEH P AR, 55 A& Duo Security 1% A4E B — RS (OTP).,

#37. Cisco Secure Sign-On EiE )5, %1 LLM Cisco Secure Sign-On % il 8 % 5% CDO. 7t Cisco Secure
Sign-On FEHIAR _F, 38T DL SRATAT HoAth SCRFIF) Cisco /7 e

* WRIEAT Cisco Secure Sign-On Kk /', 15 FERTHEEL 2 i F Cisco Secure Sign-On 3% CDO ,
91 Ti,

» WA HA Cisco Secure Sign-On 1K )7, 1E4kEA B 11 Cisco Secure Sign-On fk f*, £ 89 Tt

£1] 32 #78Y Cisco Secure Sign-On i F
BT TR IS T ST A B8,
it 2 Bl

« 223 DUO Security - FATTEIUE/E THL L %255 Duo Security N o R ZE X Wi 4225 Duo 13
BEM), 1WA Duo WA E G MIIFFERT: FEMTER .

BB RIS — Bl I sh s B — B . th T OTP 2L IR A, T DA 0 e 6 I
L SR D AR EE A o TR DR T R B I BB I AR A I T

{24 B A 1Y) Firefox BY Chrome.
iz
$HIE1 SEARETAY Cisco Secure Sign-On T .

a) %% https://sign-on.security.cisco.com.

b) fE “XER” BRI, i
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1% cDo ZRE M |
. SIEEHY Cisco Secure Sign-0n =

12: Cisco SSO ;A

i
CIsCo

Sign In

Username

Password

Remember me

¢) BHEIEMWAXGHEFK B, K5 A diE M
& 13: 3k

NMIT
CISCO

Create Account

RN BN T8 5% CDO K HL s fEshl, IFASINZH 2344 PR MRS A 7] .

d) sidiEMG, Cisco 2RB ik Ly WS AR BV E M RO hE . FTIF - IBEE, AR5 R iBUER A .
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{# 3 Cisco Secure Sign-On % 3% CDO .

FIR2 £/ Duo IRES RREFMBIIE.
a) EIREZRARFMEIEFHT, Rk E.
b) s FIRIRE, PR RERS, RIER IR SRR S N .

ARV R, 120 Duo AR S RAETE e : VENHGM . WEREKIBE% F B4 Duo N,
TR ek P R4S . Duo SCRE—ME B2 Ak .

c) TENFEERI, MHEER.
d) IE IR B K IE B 5% Cisco Secure Sign-On.

$£IE3 (Ai%) 4% Google Authenticator & & A Mihn B4 36 IE 28 .
a) P L Google Authenticator FLX IEE 3% &, KRG T—H.
b) R RE ) TP RN E Google Authenticator.
$ 1% 4 BLE Cisco Secure Sign-On 1 [ BT P ik S 12T .
a) LA R m%.
b) EPEME G SRS LU SMS HE K
o) LEFELEIR.
d) rmiditIEmKP.

WA, 1EAE RS CDO N BT Cisco Security Sign-On #5 il #i . 8534 1] LAE S| HAth 3 H &
B,

' T DAAER IR E A0 P e LU s X BB AT HE Py, BRI IR0 [l e 41 F
[EZP e

[ 14: Cisco SSO = #R

il G -
Cisco

CDO CDO (EU) CDO (APJC) CDO Docs SWC

{$£ F§ Cisco Secure Sign-On % 3% CDO

ok CDO LABOE A PR (R 45 o
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&/ cDO ZRE MM |

. {# A3 Cisco Secure Sign-On % 3 CDO

FHia Z |l

Cisco Defense Orchestrator (CDO) 14 ] Cisco Secure Sign-On 1£ 4 & 3341, F£# H Duo Security 1f
T2 R S BRI (MFA).

* B CDO, WA5ETE Cisco Secure Sign-On HHAIEEMK P, AR5 FEA ] Duo BL'E MFA; 1524
B HT Y Cisco Secure Sign-On K™, 25 89 Ui,

o 24 HTRRAS Y Firefox 8¢ Chrome.
pUE ]

W1 EM g as, SAiH https:/sign-on.security.cisco.com/o
FR2 MABNRARZANES.
$IE3 fidi Login (&) .

H1B 4 i Duo Security W  — NG IUER 2R, R)IGHHN SR RIHHHINE G FIF R Cisco Secure
Sign-On FE AR

WIES5 1t Cisco Secure Sign-On #Hil#k _F fi il 4 /) CDO ElH. CDO oy f i 4
https://defenseorchestrator.com, CDO (EU) 437 %% % https://defenseorchestrator.eu, 1fii CDO
(APJC) R4 i 455 22 https://www.apj.cdo.cisco.com.

[ 15: Cisco SSO 4R
il e
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

WX 6 i mih S I UE A E0bR UL $E Duo Security 5% Google Authenticator, WAL A& OB X AN B 5
UERS
C WREEIA R LR, WSS .
s IR TR ECAE RIS, WK RS I B ELERE Y CDO AL
s WAREAEIA R LM IS, FRES T A ¢ CDO ITEAN{E B s HER K
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gRwEnswEes |

(& & RS EE R &

W CDO FRI0E 1748 ] CLI A SR i 9 1

i

7t CDO FMiE k&, rith 2= (Inventory) , ARG sl i N 5% 4 () DA R B o

WP FTD i

7E BRI T, HfRILHE FTD .

4 FTD BB S, nT LABER sl B IR E 8818 ATk 10 alds ook 46 nl FH B I & ReVEmT
WE. WS PARIVFAE , 55 87 U LAEFH A H I VF ATk

EHMER CLI SEME4A (Use CLI Registration Key) 1E # N 7v2.

16: 5/ CLI 2 4A

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more
Firepower Threat Defense

Manage Smart License

—

----]

Use Serial Number

hod f

iy Ni& & BFR (Device Name), X5 siii T—% (Next).

XTSRS EC (Policy Assignment), 1A 1] i 5004 Ve e 0 ) 425 1 SRS o S SRR T B SRS
T IEPRERIA I [B)4% I SE & (Default Access Control Policy).

XTI RTHE (Subscription License), 1 £iili#3 FTD i&#% (Physical FTD Device) fLik %4, #&
JE i IR DR VF AT IE. i T —25.

X CLI GEMZEESA, CDO 2l HIVEM & A H AL S HOR AL i & o 25U i M A & I FAE by
T WIAA TG E P AT e

configure manager add cdo_hostname registration_key nat_id display _name

1E ARSI B, fEEREZ RN GESIINUAEE BLES . ASImgUh P g s, 54 94 10
Wi i 4 13X — = | F]CDO #:5& (CDO Onboar d) FlffgiA CDO ;& (Confirm CDO Onboard) 7Bt H .
il

i &7 -

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5SRE8pKEXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
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1% cDo ZRE M |
B nwems snappesEes

PRI AEWEE A T AT =5 (Next), DMETFHATEN B %
P00 L) mRARIbRE, LA BIXEEP= (Inventory) TUIBEATHE P RIS U8 . v AARAE, SRS ERRIE

N5 24 () o MBELTERA T CDO T Ja N B 4 o

T—5Mit4
FEZETFE (Inventory) TUTHIH, EFENIRIERN % &, REEEA TA M EE (Management) &%
N HH AT AR I

Vo o xlarlan o : 2 t_/ \ =y
MFEEIEES: NI ENZ AR R &
145 0] LM Firepower 4100 g B 151350 5 A BT (A H 5245 o CDO ASSZ R 78 88 52451 sl S 7t
fn] DU L R e G B 8 AR, AR N AR P S SR PRCE

Fi&Z 8
s BCE S BUEE R D ESRECER I, 20 UL, BRI TR, &
DURS G B 42 0 FASS 3, (R B0 A5 B2 L1 0 IO 45 8 5 4, RIS AN T 501 o T B 5
PSR ZE 0. WA, S O S50OH THUE S E NS B H e 0 OF HiZzim D E3ZE O
HEI-R T R MGMT) ANJA .
o IR IR /DI E — AN .
o WAELLUFE B
< LA 1D
o EETRBEL] TP ikl R ) 2% AL
o 3 TP Mk
* CDO 451 CDO EWML4 « VEMFEEAR NAT ID. iS5 T30S 0 S 854S, 393
o

~

* DNS I %5-#5 1P kit

UK

TR P E BT, R
P2 gl > Wik, JFREUTSH
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naems. snapmezaes ]

17: RN SLIE &

Add Standalone 7%
Device Name: Iﬁad1| I
Template: Cisco Firepower Threat Defense ¥
Image Version: 7.2.0.1942 o
Instance Type: Native ik

0K Cancel

a) RALHEE RN,
I A PR FPLAR 7 B [ T A S R C 2 s AN S A Y FH I v A R % 4 FR o
b) X T4E4R, iHiEFE Cisco Firepower BLBHBATE .
c) JEFFBRGRRA
d) EHFFLGIZER. Kih,
e) miilifE (OK).

Bt s R - B PR

PR3 RITEIE ORI, K5 i SR gs B AN R

Provisioning - FTD_Instance2
| Cisco Firep Threat D | 6.4.0.42

Data Ports =
Ethernet1/2 <
- Ethernet1/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8

Ethernet1/2

[ () =

Ethermnetl/3.2 FTD - 6.4.0.42
Click to configure

Ethernet2/3

RT3 S AT AE3E O DO LB AR O . RSB S CDO W g A Bk sz 1, Efn ik E
IP Huht .

PR35 DO O AR BL R PRR e €0 i T SERe e, LT 1 P T P e 1
5 B D R 0T A R T 0T AR 5 LR 2 W0 . Ak P s 522 A
IR T T S B e B . SRR R 43— AR5 B o T B 1, e i) — 4
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1% cDo ZRE M |
B nwems snappesEes

R, AR IXAE T AT B 55 B ThaE, bW R s E R, T LA He s
=,

WA LU DO R A B bR
RO W TEE, T DA IZA IR HE P AL E WA 5| SRR B IR SR B TR LA B
WL o N T SCBIERIEAT, )5 nT LASE SO Y CLI C & H K 25U

$IE5 {F—%{= 8 (General Information) Tl I, 58 FHIERAE:
18: EMIER

Cisco Firepower Threat Defense - Bootstrap Configuration Tlx

General Information  Settings  Agreement

Security Module(SM) Selection

5M1-0k 5M 2 - Ok SM 3 - Empty

SM 1 - 0 Cores Available

Interface Information

Management Interface: | Ethernetl/4 ¥

Address Type: 1Pv4 only b
IPva

Management IP: 10.89.5.20

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1|

OK Cancel

a) WHEEEQD.
B LT B ARG o B LIS T AR B 1

b) EREF IR R, (R IPv4. {X IPVv6 B¢ | Pv4 #0 1PV6.
c) MLEEIE IP M.

BE T D HE— TP Hbdik.

d) A MBI IATRAKE .
DREPNTE: TSR

FER6 MIREIETR L, S Mo
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naems. snapmezaes ]

19:% &

Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7%

b)
<)

d)

e)
f)
2)

h)

Cluster Information  Interface Information  Settings  Agreement

Management type of application instance: |CDO b
Search domains: cisco.com
Firewall Mode: Routed i
DNS Servers: 72.163.47.11
Fully Qualified Hostname: 9300-2.cisco.com
Password: sssssssnes Set: Yes
Confirm Password: sssssssses
Set: Yes

CDO Onboard:

Confirm CDO Onboard:

Eventing Interface: None »

OK Cancel

7E R S B9 ETE B (Management type of application instance) F 4%+, %+ CDO.
INE S BRrIR LA E i .

TR MBS IERRERAR.

FE % B A, B BT AR R g 19X % v R % PR B R . EEAE LN R AN VA AR 7
W bo 07T, FEWHP KR A2 ZB kR, Y RS E” B BB Kk RE T
AR Ay A2 3] P 4 U 45 T % Eh A B Ao

RGN ZE N R E D KB RTINS SR RE, WASEH L E.

B NIE S5y BRI R LA ) DNS BR 5525

filan, wiRieE BEL B, W R A H DNS.

N BB YR KL REENE.

fein N AL g 9 0 B D3 R CLI 7 1) ) 5

# CDO L 1) i 4 5 1) %) CDO i#5% (CDO Onboar d) Flff§ A CDO i#:& (Confirm CDO Onboard)
FEH

CDO ASCRFMINEMREED, KR 20 I 1 .

LT EMBUETR B, BSR4 P YT (EULA).
$E8 SE (OK) X HIlLE N IHHE .
PRI miitiRTF (Save).
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1% cDo ZRE M |
B esssrzesw

HURRTE L T 2R AT RRAS, IR 51 R P E B AN PR 1) e A 28 N SR B 8 i B %
1r1Z 481 % (Logical Devices) Ui, AAPHEZHBIAIPRG. @B R IRTS B b &,
T DA A I P v 2 4 SRS

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .*t (A~

==Y N e

AT AR AR A P DA 5 R AR 2 4 N
© WERRISNERE 1 - D B 11 70 OIS TP Mudik,  JFKf DHCP JAESMAREZ 1 o
* DHCP JIx45-#% - 74 1 F 2% 7 i il DHCP [l %45
o BRUVER 1 - 3 A1 LA I ER AR 1
* NAT - fE4 82 1 Al FH B2 11 PAT.
o Vi FEh] - SOV A AL 2SR

TN EIEA A NE, T e L RS

(1) [FCEED, 541 00

(") | DHCP flR55+ , 5 45 L.

(3) [BSINERINEE 5 46 BT,

:/4\: EBE NAT ’ /E%_ 47 ﬁo

(5) |LVFUEM P RIS 5 50 3T

(o) |mEmE, #5151,
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maz0 ||

[iW=g3m|
o A 1, A e A X S T Y B P b, Y, LA DI E AN O A B RS
A AT i R . G, SRR T R 30 % ey 2 B R [ A 11, DL R ZH 2 R 2% 1A
ZANERE D . Horh s O al AR “FREX 7 (DMZ), %8A] DLAE I scE /] 28 T 5 1) iR 2% 7, 4
41 Web iR%5 2%
HLAY )30 25 %t 15 1 2 Tl ik DHCP M ISP SRINAMGR 42 bt [RIIAE R4 10 o SCER A bk

DL TR A P DHCP 643 11 P M T — A . (Al , JF7Esk D Ah LT T — Bk
K

i

$IB1 %458 %& (Devices) > iR & E 1 (Device Management), R J5 il kb iidmeg ( 4 .
$1E2 L3N (Interfaces).

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4, Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
B8 Ethernet1/3 Sublnterface [E] &
Ethernet1/4 diagnostic Pysical B P
Ethernetl/s Physical & Y

$E®3 S EMN TR OGRS (4 .
B R —#% (General) TR .

Cisco Firepower 4100 A1 1457 [}



B =s:0

1% cDo ZRE M |

Edit Physical Interface ? X

m IPv4 IPv6  Advanced Hardware Configuration

a)

b)

d)

Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel

B NKE RN 48 S TAFH) Names
Blhn, Kk D4k insides

% Enabled 5 i%EHE .

¥ Mode f ¥4 None.

Mz &R (Security Zone) R F Pk FE—ANTLAT I S A, Bl S BT (New) V5
IN—ASBT I 22 A X ko

fldn, n—A~%4 % inside_zone [1X 3. AU RENE 1 40 FL4h 22 A X IBORI/ ke 1 4. A2
RS T — AN X3, HE] LURIN S T 2 AN VAL 0] DURRAS DX 3 sl 2 I 22 4% 5fmes o 1
PO R AT b E W) ¥ UVES TR PSR s i 7 M| P T e SRR A N L= o LT E el
I W ey N I R E RS WA S PN T IDNE 26 1) & S e e A
PLAE NAT S Tl €25 SRS FI QoS S Hh A4 FH X el 1 4 .

£l 1Pv4 F1/a 1Pv6 3T .

« IPV4A- )\ Ny ik B E &S 1P (Use Static I P), SR LARIAT e 7-i2:fi A 1P Hodik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.168.1.1/24| ‘igif‘;'?',‘3'51"'255'255'255'_‘28 o
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$IE4

rzzn |

« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE .,

f) MEHE (OK),
M T ANER R ) REE ()
IEISEE 7R —f% (General) 23

Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - S000)

K Cancel

iR WER G I AL S A BRRS U ), Wz O e g m . BT AN
Fmiz%ﬁzlsixﬁ IR A S REAR 2 v i 7 B Aoy R A K%%TMT%EEL%E
TH AL B SR T 2 s X A
a) HAKJER AN 48 NFEFFIH Name.
Bihn, B4 4k outside.

b) & Enabled & A

c) ¥ Mode & % None.

d) MZRERXiH (Security Zone) FHFI R P EFE—ANIAWAMB 2 Xk, 8 it #iiE (New) i
I—N 22 A X 8

i, hn—A~4 4 outside_zone [¥)[X 3
e) iy IPv4 F1/8k |Pv6 LI .
* IPv4 - %#%{EFH DHCP (Use DHCP), RJGICHE LL Nk 4.

« {#F DHCP FREXEXIA R H (Obtain default route using DHCP) - )\ DHCP K45 %5 3k B2k
N

Cisco Firepower 4100 A1 1457 [}



1% cDo ZRE M |
B ==oncemss

* DHCP g% Hi#E#x (DHCP route metric) - 4}t 2 3R 2 8% th B LR B, /v T 1 1 255
Z o RIS B BRI BEER 2500 1.

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPV6 - N JCIRES A BhACE %+ B shBL & (Autoconfiguration) & iEAE.

f) H#E (OK).
TS R

fi’ & DHCP PR %535
W AR A % 7 i ff H] DHCP A BP9 8 AL SRER TP ik, 335 5 H) DHCP il 55 % «
UK
$IE1 %458 & (Devices) > iR & E I (Device Management), RJ5 Sk & HgwmeE ( £ .

$I® 2 %+ DHCP > DHCP BR %528 (DHCP Server).
P 3 (RS AR (Server) TUII b AU N (Add), ARJEHCE LR ED:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - \ F R FIRPIERH .

* Hifibith (Address Pool) - DHCP JIR 45 284 ) TP Huhil (976l (OB ) o TP bk [
MG E B FAIE M 7R E, HABEIRREEIT A 511 1P Huht.

* J3F DHCP BR %528 (Enable DHCP Server) - ££ 1%+ 11 I 3 il DHCP /IR 45 2% -

FIE4 HHRE (OK).
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wmziczs |

FES MR

NINERIA RS HH

BRI H I 45 1) ] AR U5 i (1) B3 B8 . Wi AEf DHCP FIEANSREE T, A IR 15 2% )
RECLAWCE T BN o W SR THEFUR N b, WD R R P AT . a2k 1§ DHCP IR 4545
MIERINE 1, Ho¥ BoR7E i & (Devices) > i &R (Device Management) > B (Routing) > B# 7S B
i (Static Route) T _F 1 1Pv4 B (1Pv4 Routes) 1k | Pv6 #H (IPv6 Routes) £ .

UK

FIE1 LRI (Devices) > % Z &R (Device Management), SR sili & (4meE ( #) .
$1B 2 EFEE (Route) > B375 85 H (Static Route), i iRNEEH (Add Route), 4R J5 5 & LA T I

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| 4 Search | = any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel

28 (Intrusion) - MU ZLAS I AR G2, 23l 1PV 51 1 PV6 HLiddicsl
* #0 (Interface) - EFEH N M W H LM

* Available Network - 4y IPv4 BRI\ 1% any-ipv4, & IPv6 BRINEK ik +¢ any-ipv6, 2R )5 i
Add ¥ H % & Selected Network 414 .

* X (Gateway) =k | Pv6 X (IPv6 Gateway) - i A\ B FEAE Ay UK b R —ANER AU 199 58 6 1
%o BT AR 1P Mook Bl ) 28/ =L % .
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B e=nar

1% cDo ZRE M |

* $5#F (Metric) - AN F H RIS R S 5. AREE RN 1 3 255; BRIAEN 1.

FE3 ALE (0OK).

Bic & NAT

e R B S N A A i A

Deploy ,, System Help » admin v

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

1 0 - 8 9 - 5 . 20 You have unsaved changes a Save 9 Cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device BULID.LLEN Interfaces  Inline Sets  DHCP

OsPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

RAHRTF

HIR ) NAT FU 20 N 8 Hb b 3 46 S AR08 11 TP bkl B (3 110 328 NAT FUFR A4 11355 11 bl
A (PAT).

B2

LI LR E (Devices) > NAT, A5 A i #ikE% (New Policy) > EifiBA#E NAT (Threat Defense NAT).
WIR2 N4, IR RIS 4, SRS it Save.
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CEIN |

New Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

SR B S I A Bt o AT AR 2 SRS I o

HIE3 LRNBN (Add Rule).
Add NAT Rule SHFHEE: 87w

SR A FCEFEAN LI .

Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination
Interface Objects X 1.,

Cisco Firepower 4100 \i 1457 [



f# 5 CDO ZRE M |

B e=nar

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).

[l Cisco Firepower 4100 \ [ J#5 7
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wirmeammezing ]

PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N Translated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§
¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T IR AS A S SRR B U IR PRI S, U g SRS A I R LA fe v
ViR B AN TS LU ELSC VR A A S DX B S A0 B DX B P e A Al X, 37 55
AN FEVFL 3 3 4 0 45 KR o

UK

FIE1 KRG (Policy) > 7151 % & (Access Policy) > 37 5] % B& (Access Policy), 4R sl Zh o2 i
(V7 Il B s 1) mig () .

P2 SUERMMN (Add Rule) I & LIS S5

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

Available Zones €&

Source Zones (1)

Destination Zones (1)

| |, Se s /b inside_zone ju]

=/4 outside_zone a

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AU Ay 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M\ A] A X 18 (Available Zones) FF ke A #E X 1, SR 5 s ok hn 23R (Add
to Source).

Cisco Firepower 4100 A1 1457 [}
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okl

HERE

RZ Be

$TIE4

R

+ B#Rr[X15 (Destination Zones) - AT X 18 (Available Zones) ik fFAMEIX L, R i
F| B#F (Add to Destination).

FCAh e R P JURE

S 3 LR (Add).
FEUED AR N2 Rules 3.

Overview Analysis [LIIISEEN Devices Objects | AMP Intelligence Deploy , System Help v
Access Control » Access Control Network Discovery ‘Application Detectors Correlation Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow Bglioe L8

1 Ainside_to_outside  uhinside zone % outside_zone

There are no rules in this section. Add Rule or Add Category

Accass Control: Black All Traffic vu

MR F.

o P S AP 8 B I AR PR E T, I S SR A AR B R

{‘-_:l:
Mo

it EJ7ERE (Deploy).
& 20: B8

Q ¢ # @ adminv Wl secuRe

ri 2 ERERZE (Deploy All) LLESE RIPT A 8%, BinidimZkaRE (Advanced Deploy) LAHSE 2L PR

Bk

[l Cisco Firepower 4100 \ [ J#5 7
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[ 21: £ERERE

1010-2
1010-3
1120-4
node1

node2

@ 5 devices are available for deployment

werz ]

Advanced Deploy [l

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

B B 0B B

i3

1 device selected

[ @ Search using device name, user name, type, group o status

l Deploy time: Estimate Deploy

>

> O
)

Device
nodel

1010-2
> node2

> [ 1010-3

) 1120-4

Modified by Inspect Interruption  Type Group
System FTD
admin, System FTD
System FTD
System FTD
System FTD

Last Deploy Time Preview Status

May 23, 2022 6:49 PM [ I Ready for Deployment
May 23, 2022 7:09 PM I Ready for Deployment
May 23, 2022 6:49 PM I Ready for Deployment

May 23, 2022 6:49 PM I Ready for Deployment

[Ful 0 M ~U R 1)

May 23, 2022 6:49 PM I Ready for Deployment

TR 3 MORIEE ) . sl T ERE (Deploy) HEHLA K E T LA R RS

B 23 B RS
es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications
0 running 5 success 0 warnings 0 failures | Q. Filter

1010-2

1010-3

1120-4

nodel

node2

Deployment to device successful.
Deployment to device successful.
Deployment to device successful.
Deployment to device successful.

Deployment to device successful.

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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1% cDo ZRE M |

i3 o] B B B {E1 0 FXOS CLI

Sl LU b B I CLL B 5 B4 O S BB T M HE B . B0 1) CLI, n] DM A B4 0
SSH, WA LIM FXOS CLI i#E#:.

g2

PR GENT 1D L SSH RS b oy P 7 1P k.

FERREIE R VAN, S SR P TP Mk o A admin 19K ™ RIAT A 48280 JU0 1) B0 1R85 B0 68 S B
s A o

WUR RGNS, A LUE I gndE DUAR T BEAS wP 038 B 45 R B s 1
HIB2 (I 2) M FXOS CLI, i 41 & 80K Telnet 52 LUZE B2 BIMIER CLIL

a)

b)

SEE Pt
connect module 1 {console| telnet}
{8 H] Telnet EFEME e T, B AT LARII A BEERTIT & 2 AN 431, I FoOGE b B .

5

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

ERER) BB E S
connect ftd name
R ZA N R, WLZie e B A FR. EAELH A, HIAN T AR 2.

i

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

[l Cisco Firepower 4100 \ 1357
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g s rxos cu [l

Connecting to container ftd(FTD_Instancel) console... enter "exit" to return to bootCLI
>

c) A\ exit fi N R H 4 iR B F] FXOS #ith CLI.
IR XF 6.3 ZRIMIRRA, FiA Ctrl-a, do

d) R[Fl FXOS CLIfKE B %2,
EREEH A
1 fA~
KR H & Telnet N o
2. FLEH Telnet N, 1E%HIA:

telnet>quit

ERH Telnet £1F:
# Ctrl],.

w15
PUR 7B 5 e itk 1 Bifil, SRFIE M 3] FXOS CLI & Bl |32,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> o~

telnet> quit

Connection closed.

Firepower#

Cisco Firepower 4100 A1 1457 [}
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https://docs.defenseorchestrator.com/

£/ ASDM #BZE ASA

AEXEERG?

AN AU ASA BB, AR E R RV . AR MU, ESH
CASA TCE TR T ARAHIC N 25

- ¥ica
o W)
« CLI i ®

Vi

AR IS W] BE E A 22 A SR s R AT S i R 2K, TS I B AR

PR FAYTEE S B - Firepower 4100 AN ZRELEFIAE N NS 0MF B A, &nr DAERCE A A N5
HER, BIWmH TR 4. XSS, &R RTEPRATECE S H SNMP B r] g2 5 2I0AE & .

o IR FE T . A 113 10

o DR BRSSP nIE RS S MLAS o 28 114 1T

o HUAH T FEAS: SN ASA WHI 4, 25 119 T

- B3 ASDM, 5122 11

* £ ASA FRECEVFIERAL, 3123 1

* Ml E ASA, 5124 1T

* Vjln) ASA CLI, #5125 711

s JEEOLIR . 126 1T

* ASA sl , 5127 T

i £l i F2 7

ES R L MME S AAENUAR L3 B R & ASA.
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LG

LA

&/ ASDM %38 ASA |
1R EFAERRS B M

Cisco (1) obtain feature
Commerce licenses
Workspace

1

v
Smart 2 | Generate a
Software license token
Manager for the chassis

v
Chassis "\.\_3/; Register the '\‘4_,.:Add an ASA
Manager ~ chassis with ~ logical device
the Smart —p
Licensing
Server
|
- v -
e i N
ASDM 5 /Log into ASDM ‘\_6/,: Configure ‘\_7_/' Run wizards
~ licenseson ~ toconfigure
—p  the ASA - the ASA

(“1| Cisco Commerce PUAEE BEAS 10 VPR IR S5 S WHLAR 56 114 00 SRINDIREVFATHIE.
/| Workspace
o | BRI IS | WU RS VF RIS SRR . SR 114 B0 HHURE AR R TE
A1
(3| WU 2L &% BURREF BRGS0V AT IE RS 2T MHLAS o 35 114 T [ AR VP AT IR SS 2%
TMLAE -
(g0 DU HiLas HUATEHEAS: N ASA IZER 4% , 5 119 7L,
4)
(5| ASDM %%k ASDM , 5 122 WL,
Ml
(g )| ASDM 7E ASA LB VFATIERZAL , 55 123 T,
LR
(7)|ASDM M ASA , 5 124 1L,
7)

B IEE%: [O1FAIIEAR 55 25 /£ AR 7E

ASA IR REVFT] . ErT LU AT R R BEVFIT, XA RN s T A B, ST LA
LK AVE ARSI SR RE BRI E Y BE AR AR CZRiARoy AR RSS 48D o A RIXEEE VPl JivA o
2R, ESIIUR ASA RYITIREVFATIE; AR RIaEH] 1 H U GEVF T .
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{#F ASDM Z3ZE ASA

HFEEERS: EIFAIERS SRIEMINTE

B SERHF o] O E PEANMEIR , 157517 cisco.com/go/licensingguide
X} T Firepower 4100 F1f] ASA, BB VFnT B E 4 M5, 70 7ENLAE 1K FXOS Fl ASA ik
iTo

* Firepower 4100- A7 8 Ge 1 VF Al JEAil B2 7 FXOS "hECE, A4 T 5 Vel uEm R LR ik

TAE IS4 Firepower 410048 5 Jo T VF nf UERI A 1217 .

* ASA - 7E ASA "PRCE T A VFATIER AL
TEMHHUAEIS R RRERAE P2 23 D 7 K B RN B A L 2 TR RIS R IDUEF5 . e 2R BT K
Koy HE B AH N KRR P o BRARRS M B RE A BRAS VN, S e ATl s o, PR Dy A
Dife s SRR VER], AB AR T BRAEANSZ R . VAT D) RE AL 5

fi
o At
* JZ°5 1 - Diameter. GTP/GPRS. M3UA. SCTP

* SN (3DES/AES) - U A A BEMK /7 RARAF 98N $AL, fH Cisco T 5E FEVFRME T 38 I3
T AT Bl R st s VF RS In 2 RS gk

it
=2

* Cisco Secure % /™ Jify - Secure Client Advantage. Secure Client Premier 5¥ Secure Client VPN Only

A ) R BE A BRI SR ASA TRV AR, 5% HP R0 Itk S R E RO 7= @k R iF S IR B
I18E (Allow export-controlled functionaility on the products registered with thistoken) S %AE, LUE
I SERE IR o I VR UE CRSHK 7 62085 G ST 45D o MISTENUAR N M2 R, X 1
FFEEAE P, A2 308 HminsEalil, FbEIa T b E. R gemk - &
SRIFIINEAZAN, {H Cisco T & AR VFRAT I s, #8n] LLTF Bl 5 in 3 8 nf UEas in 20 48 (rmk

HE4T ASDM vj 1) 75 EL 58 I %5 o

FiaZ |
o P BRI HEAR K .
WA, 1 s R DA E T . G R R S, ST DU S —
AEMK
o PRI BEBCIE R BB IK P L RAT S sR NS (3DES/AES) YR E I ESR, A REfE TR (2
S AR E R .
o W MRPAT IR IR, IERCE NTP, 55 17 7.
o WIRAEWIUGVEE WAL E DNS, 57T &% & > DNSH IS IN DNS kS #.

=i

SRR I ORIE IR REVE T IK B S R A IR VR ATIE, S R I PR AR R A VP FTHIE o
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&/ ASDM %38 ASA |
B neees mirmienssipng

0 SR ER A 7 S HL S A i, RSV R Y 1 O R B R RE AR EAR IR . (HZ,
R T E S INYERTIE,  UiE{# ] Cisco Commerce Workspace I [#) Find Products and Solutions
R T B RN ATHIE PID:

24: 7 FIE R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o FERRVFATIE — L-FPR4100-ASA=. JEAHVFATE 2 S 2k 10, (B BAT IR T 200 S I 346 ) 85 e

AT R
* 10 5541 ATHE - L-FPR4K-ASASC-10=. 1 St VP Al iESE B I s 18 W % 22 44w E DA A 5 1) 7
o,

* 230 1551 AJIE - L-FPR4K-ASASC-230=. I 5t VF T E & M s 1 I 3% 22 4 V5 v 4E DG A2 8 10
* 250 1% FEF AT IIE - L-FPR4AK-ASASC-250=. 55tV A E AL FEIIR) s 175 06 S 22 43 128 AT UIE DAl A2 78 1

* J&7H 7 (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR4K-ASA-CAR=
* SN (3DES/AES) Vf FJilk - FPRAK-ENC-K9 =. fUHIK F ASREAE H st i ] 5 22

* Cisco Secure %% iy - 162 [ BB % P imi] e« IANRE HAEAE ASA H g LV vl HiE .

I 2 7F Cisco Smart Software Manager H1, 4 ZLHF I B2 A48 I 21 19 R 0L P 17 SR 5 Sl 4 P«
a) miili Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7F General iEJiF I, sitdi New Token.
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http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
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| 1M ASDM 12 ASA

HFEEERS: EIFAIERS SRIEMINTE

General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) 1r Create Registration Token X iHHEH, AL F&'E, 4R)5 siili Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JARHEBUXIN 2R 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - j3 H 5 H &
MPEAR&

RGO A A I BN 58

d) e BT O 0 3 Sk TR T AT OT Token SHIAE, R RAMHURE 43 ID SR BYGIR . 2if 2E
MEASAIY, THAER ISR, LAAE AR th i 8 2

Cisco Firepower 4100 \i 1457 [
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MAEEIRRE: EIFFAIERS =IEMINFE

B 25 EELTHE

General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =
3 Py
[ 26: 1< h#
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky

NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

HIE3 7 HURE TR b, RS (System) > ¥ 7] (Licensing) > & &1 AJE (Smart License).
$I 4 EBNFEREBIEM SRS (Enter Product Instance Registration Token) “7 B 4 A7 2 it o

> Smart License Welcome to Smart Licenses
Call Home Smart License is not set up in this product.To use smart license, first register this product with Cisco Smart Software Manager
Permanent License Smart License Product Registration

Enter Product Instance Registration Token:

ZGQyOWIIZmYtMTAWZCOOMMEILTKAZTUtNMM3ZidmM200NZZKLTEINTUYNjU3%0ANTQ40DREYVCITVNEKa0IIQ
MNPNTInMOSNOVR6SYEDRDQdChExyOFKUEVXMUISY%0AZFIMQTO%3D%0A

If you don't have your product instance registration token, you may copy it from your Cisco Smart Software
Manager under the assigned virtual account.

| Register |

RS il Register.

Firepower 4100 [ VF A UEMUR MU N o eDhid: vl G5 28 Lo BT 18] o Jl8r stk o i o] 2 R A
[& 27: FETEE M

Smart License Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Mot Allowed

License Authorization:
Status: Mo Licenses in Use

[l Cisco Firepower 4100 \ [ J#5 7
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ngms. smasazees |

28: ;X A Th
Smart License Status

Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: Cisco SVS temp - reguest access through licensing@cisco.com
Virtual Account: Firepubs Main

Export-Confrolled Functionality: Allowed

Initial Registration: SUCCEEDED on Mar 15 13:16:35 2015 CDT

Last Renewal Attempt: Mone

Next Renewal Attemnpt: Sep 11 13:16:34 2015 CDT

Registration Expires: Mar 14 13:11:32 2020 CDT

License Authorization:
Status: AUTHORIZED on Mar 15 13:16:39 2019 CDT
Last Communication Attempt: SUCCESS on Mar 15 13:16:39 2019 CDT

Blmnok o s b e A b Arme 14 4134 £.730 9040 STNT

Unregister

VFEEIESR: &~/0ASA IZiEIR
&1 LA Firepower 4100 K ASA 55 b A< Hh S5
TN IR AR S BT, 1 200 ASA BT BRI S e
FET LUE I AR P R R AR, RN R A 5 S R PR E .

FHiaZ |l

* BLE S ASA R WS RCER D, 520 vl ERRRDUEAT . R,
U FR A 1 S5 AU LA B OB AR A i 1 OO HLizesin A3 eI R 1 T W os A MGMT )
ENGIE

* WAL TER.:
* BLi A MHE D ID
o EPRE T IP kAR 48 HE AL
« [ IP Hiuhk
o WU By AT g

Ok

FE AL P LS, EHRBERE.
P2 pGLRIN > IR E, JPREL TS
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&/ ASDM %38 ASA |
B nsems mmasazmes

Add Standalone 2%
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance v
Image Version: 9.13.0.6 b
Instance Type: Native A4

QK Cancel

a) RMLgEAR.
SR PR U 7 B2 5 |3 ] T C B BB N O 15 AN AE N HTIC B P A8 B B 44 P

b) X TR, EEFRE: BENREERE.
c) IEPRRIGARZAN
d) M E (OK).

o s R - B A ARE M

TR 3 JEITEIRIR O X, AR5 R 20 Ogh B & IR NME

Overview Interfaces KEIEIRHANLECE Security Modules  Platform Settings System  Tools|

Provisioning - asal » -
Standalone | Cisco: Adaptive Security Appliance | 9.12.0.59 pra
Data Ports -

Ethernet1/1

Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Ethemety/t ||

I @@
Ehemet2/a | | ASA - 9.12.0.59
I Click to configure
Ethemet2/6 “ ”

AT B AG HTAE 3R O U b JH R B B2 10 . RS 7 25 4E ASDM H A RN B de i 11, A dS i s
IP Huhit,

TR BRI B B b

RGUR B EAE, AR ZEHE T EAAG T | SRR . IR U T IR 8 A
WA o O T SeBLER AT, AT DUSE M CLI BC A (1K 2 i

$IE 5 {F—HR{S 8 (General Information) T E, S8 FAIEAE:
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my

ngms. smasazees |

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information 5ettings

Interface Information

Management Interface: Ethernet1/8 w
DEFAULT

Address Type: IPv4 only S
IPv4

Management IP: 10.83.58.239

Network Mask: 255.255.252.0

Network Gateway: 10.83.56.1|

a) EFEEREO.
B PR B ARG o I3 ST TR A B S 1

b) PR HIE: b ZRAY . (X 1Pv4. {R IPV6 5 IPv4 1 IPV6,
o) RLEEIRIP ML,
BB TR e — TP Mk
d) HAREHEABATSIKE -
e) AWML ML,
BPER6 LHRE.
Cisco: Adaptive Security Appliance - Bootstrap

Configuration
General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password: sanssens

a) EPERIAIERN: AN LUER.

FEBR AT, ASA LN W8 P AN AR o BEAEL R i et AR VA T AN [ Y
T e F—J5mm, BYIPEEANR2 2P, e ARG B BRI KBS
AN Ay 2 38 T T VR FA B T R R A

RGANAEYI GG IR E N B B B KR RS E N 5 R i B, WA B A
b)  F AT HL O] RS R (1 B

THBCE ) ASA B B3] /7 P8 B AR 3 B AE AT BB I AR A7 s 2R AT FXOS Vs Il 42
B, 7R B ] A S RS, wf DO
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B =3=asom

FIT HlE (OK) ML E X 1 HE .

$1B8 LHRTE (Save).
WU 808 2 RS, K5 e e B A B 2 1 8 8 0 B T S e 3 B R A 45
1£i12%81% & (Logical Devices) Ui, @A FZMBANPIRGS . L@ HEEK S HARTS Bon W &L,
AT AT U N T 22 4 SRS

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@Dnline @:‘ .*t (455

=% ASDM

Ja%)) ASDM LUF L & ASA.

FiaZ |l
* %% i Cisco.com [ff] ASDM K&AT¥i M T f#iz4T ASDM MR,
o WAR HLFEE FEAS 124818 & (L ogical Devices) T [ _I ASA iZH 3 45 1R 75 (Status) 72k (onling).

B2

LI RN AR PRI LT URL.
* https://management_ip - 755 3 F2 7 E P4 HE: 0 1P k.

itRdR € https/l, 1M AEYR € http:// BULFR 2 TP Hihk CERIAH HTTP) 5 ASA A& HB)

¥ HTTP ¥ K ¥4 & 2| HTTPS.

B H 57s Cisco ASDM M il B8 nT e B a2 22 4y, DA ASA A ek s bl

A 1 220 TR e 4 3 7 ] Y

pE

1B 2 S LUFATHEN 2 —: Install ASDM Launcher B Run ASDM .
SIB 3 R EERMED, %M L3 ) 5) ASDM.
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| 15 ASDM 52 ASA
#asa tmEraiEEn [

25504 B~ Cisco ASDM-IDM Launcher

B4 KL, BIALEEE ASA N E WS M, RE SHRE.
Y% 5o~ ASDM & .

£ ASA EECE IFRIIERL

1] ASA JPBCVFATIE . A28 /b ) BEARHEVE AT IIE o

FHIEZ Al
« DU BEES 1MV RIEAR S5 27 LA 5 26 114 1.

UK

FIE1 £ ASDM 1, #KIKiLF Configuration > Device Management > Licensing > Smart Licensing.
P2 WELU NS
~ ™ Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard H
Context: 20

Enable strong-encryption protocol

Enable Carrier

a) %+ Enable Smart license configuration.
b) MINEER (FeatureTier) Mz, EFEEA (Essentials).

DAL Z AT H] o
c) (Wik) XfT1E% (Context) VFrlil, AR SINEH

18] IAES A VFAUE RS 0 R AEH 10 Rl . SO 5280k 2500 Billn, B AME, 1HN
15BN 240; SEAER S ERUE 10 470,

d (k) KEEEE.
FIE3 i Apply.
W A bR P e B AT A N VR TR, DGR R I R B

T4 SE THA T Save Er.
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{£F ASDM #3.E ASA |

B ==zas

FIBS B HIFE B A5 ASDM.
2 OV RTIER, 8T BT G 5 ASDM A BE B R BB B A

BcE ASA

FIFH ASDM, s m] LAAE A i) ok BB AL AT REM s I RE . JOE T AT-Zh AL E 17 3 R B R Th Rg

1 KL Wizards > Startup Wizard, 285 i Modify existing configuration %4 .

@& Launcher File View Tools m Window Help
Startup Wizard...
VPM Wizlirds

Cisco

ard‘ ? Help“l’we topi¢ Go

(’.! Configuration @ Monitor

High Availability and Scalability Wizard...
7~ Device List- hookatksy | Unified Communication Wizard... |
000 Device List _ ASDM Identity Certificate Wizard... [
% Add [ Delete ¥ Connect { Packet Capture Wizard...

_ Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password
The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:
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| 15 ASDM %32 ASA
iz asacu I}

$IE 2 Startup Wizard ¥ 5| 54858 BC &
* i
o« P, QFE SO ERI I IR Mkl U PR
* AR H
* DHCP JiR55#%
* Hfth...

$I®3 (k) 1F Wizards 32, 1347 HAb ) 5.
B4 BRLENCE ASA, ES W R ASA B A SRS T A S R R A RROAS 1R SCRY

i7718] ASA CLI

AT LA ASA CLI (IfjE ASDM) % ASA HEAT M HERR el it & . #& 0] LR FXOS CLI&E#: LAvi
M CLI. ZJa, %] AR T30 FRCE S ASA [ SSH il A E L EE, 550U ASA — %
PRERC B R

B2

IR 1 A FXOS CLI, i #5H] & 8 Telnet 3EH: LIER B CLI.
connect module 1 {console | telnet}
i Telnet BRI RAET, IO LRI RIAERTT Jig 2 AN 20, JF HOEE MR e

TP

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

$IB2 EHH) ASA G .
connect asa

T

Firepower-modulel> connect asa
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
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&/ ASDM %38 ASA |

asa>

WIE3 KA Ctrl-a, d 73 AR P &R [0 2] FXOS 5t CLI,
$£18 4 R [0 FXOS CLI [ 35 |4 2,

REEHAE:
a) HiA -~
TRR H 2 Telnet N HI
b) LR Telnet N, iHHiA:

telnet>quit

B Tdnet &1
a) fwA Ctrl-],.

w51
PUR 7R3 T g 2 B ASA, SRJGIENF] FXOS CLI [ F 542,

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

o BIRLENCE ASA, TSP R ASA FR A SCR P g A SRR RCAS IR SORY
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| 15 ASDM %32 ASA

asammeics

ASA HY 7 Ei8 3K

bedis A [EFERER
1% 0T Firepower 9.12(1) | FAITHES T Firepower 4115, 4125 1 4145,
11812‘ 4125 A1 4145 1 iR 91 FX0S 2.6.1.
YRFAEA]—A> Firepower | 9-12(1) | #887F v] LAYE [H]—A™ Firepower 9300 - [7] I 3555 ASA F1 s fl 245 3 %
9300 A FH M7 1) o .
R TP FXO0S 2.6.1.
ASA Fl BB He = L
YEF ASA ERBEAG() | 9-10(1) | S BAE T LAAE BB 5 ASA I F5 & 1 WA Al i Bt
BB R FEF FXOS 2.4.1,
BT MG TR MUART S P 2% S PRI
BEEIRE > RINEE > RE > B AEER M hyk
BRI R E vie |96Q2) | BHACHI 1.1 UATFE R 1.6 fRA . BT S K AVE R TR, 7] S R o
AR5 H R R AR ¥ 5 N5 (3DES/AES) VF rl iE R A
BIEE B Y ATIE 9.5(2) | T #4845 1Y) GTP/GPRS VF aJ il (372 8 1 VF rlIE$E B 1) 0 55 SCTP F1 Diameter

Ky, %F T Firepower 9300 [ ASA, featuremobile-sp T4 A 31T # F featurecarrier

S A
4o

BT LR SR BLE > & T > 1A > HaeiFA
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