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Google Cloud *¥- {3 (GCP) /& Google #E I AL LRSS, AVHEMEFFEE Google IR JEH:A 1
TN . Google IIEAUFANT = (VPC) W AR R i Ay e R i) TAE £ 87T DX RN 4 BR3Py 1 i 4
Jii. GCP RiF#EAE Google M AILIERI A2 _ERIEE H (Ui VPC.

& A LAYE GCP L3 %& Management Center Virtual

o WEAR , 55100

s ISR, 2 m

o WEMIFIPRA] , 25 3 10

o Mg bR, 53 bl

* 2% Management Center Virtual , 2 4 7T

* Jj] GCP _I= /) Management Center Virtual 245 , 2 7 71

Management Center Virtual 3247 59 B & 3 b0 AHE R ECEE,  DUSIE B0 i) 24 D fig .
Management Center Virtual A] LLFRZEAE A3 GCP o 4R 5 o] LUK JLC 4 55 BB AN A B 1 4%

GCP i+ B KBS #F

Management Center Virtual SCHFVHSAUACAIE ] vHEA LS A AFTHREBISRAL,  BLAs: CPU TSR
Management Center Virtual SZF LN GCP iHHHLRAL.
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B ooz

\)

AR ORISR T RE L RS AT AN

R LRI R R KR

HERLHTENER B
vCPU BEH FERTF{# 25(GB)
c2-standard-8 8 32GB
c2-standard-16 16 64 GB
& 2 BRI B LR
AT EN KR Yk
vCPU BEH 7 ERTF 1% 23(GB)
nl-standard-8 8 30 GB
nl-standard-16 16 60 GB
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-32 32 28.8
n2-highcpu-32 32 32
nl-highmem-8 8 52
nl-highmem-16 16 104
n2-highmem-4 4 32
n2-highmem-8 8 64

7F https://cloud.google.com 81 GCP Ik /™.
RV o T LUAE R A0 (https://software.cisco.com/) BIEE—MK
o JITA A MG VT I BGS A B b E .
o FORUWFTEELVFE M PEANGE R, B3 CGEFEL IOESRED) hi U RS .
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https://cloud.google.com
https://software.cisco.com/

I 7£ Google Cloud - & £ ZFE Management Center Virtual
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o R - TR NS A AR B A B R R
Bl N
« FTEHY N &R0 It Ip.

* % Management Center Virtual F1 R AN, 1S (Cisco Secure Firewall Threat Defense
KR o

JE U 0 BR il

NIERThEE
* 7E GCP il 5| 8 rh i 32
» WA 2 32 A vCPU (LT GCP & HIEAD

o ¥FA] - R BYOL

AEFEFHITHRE
* IPv6
* Management Center Virtual A HA
* Autoscale
o I W/ Y IR B AR

MEZLE YN

P 4% 0 ¥ N = £51

TR B T GCP I E T 1 41 M) Management Center Virtual [ #5845 b .
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8
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. £BE Management Center Virtual

1: GCP £ Management Center Virtual 232 &N 15)

Management
VCN
10.10.0.0/21
Public IP Mgmt 0/0
SSH & MCv Ul S ——

: Management &
Center
Virtual [

Open Ports

22,443 & 8305

ZR8Z& Management Center Virtual

PLURRERP A T i ME £ GCP 34553 Jf )1 5 Management Center Virtual 5241 .

£ VPC W 2%

Management Center Virtual %8 75 2 4 % 2 Management Center Virtual i & # VPC. 1HS % 3 1L
T AE R TEH .

UK

PR (£ GCP EHl &, L8 VPC M4 (VPC networks), A Jn Hiidifll# VPC M 4% (Create VPC Network).
WIE2 /AR (Name) B, 4 VPC M Z i N Rl TE L FK

$1B3 A FMEIEER (Subnet creation mode), F, i B ENX (Custom).

B4 7EFHFM (New subnet) FJ&FR (Name) F-B AN IT s 19 4 7K

$IES5 WX (Region) NHIFIF T, 2B HRIEA 1 12 10 XA

FIR6 M IPHESERE (1P addressrange) B, fil A CIDR A% 28— ANk 19, 411 10.10.0.0/24.
PBT 2 A bR EMBOAKE, AR5 sTE# (Create).

1132 B3 A R0

AN VPC 2% #8T5 SR K BERLNK fovF SSH AV fE o A4S VPC 19 24 1 1 B K B )
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I 7£ Google Cloud - & £ ZFE Management Center Virtual
7£ GCP _E£1/3# Management Center Virtual 3245 .

UK

FE1 E GCP 4, KIRKEFEM L (Networking) > VPC M #& (VPC network) > [k 3% (Firewall), R i 625
A IEHM (Create Firewall Rule).

PR 2 EAFR (Name) T, W7 KRR AR P2 7K, . vpe-asiasouth-mgmt-ssh.
PR3 ML (Network) FHFIFR AT, R0 H AT B KB RUNT VPC M2 142 FK, 4140 fmev-south-mgmt.

$IR A4 )BFR (Targets) FHryzerdr, wHEEH 7B KB L, Flin. Mg a9prE £ (All instancesin the
network).

$IE6 1R |PSEE (Source |P ranges) 7B, L CIDR #% a0 N Y5 TP shbi-ya . 140 0.0.0.0/0.
X FOVF IS TP HiuhE S Bl U5 R

HIE 6 {EthSFAIR O (Protocolsand ports) v, XEH4E ZE BITHYFRim O (Specified protocolsand ports).
LT W)
a) IS LA f2 i SSH (TCP/22).
b) WA LL SRVF TCP i 1 443
14V 1] [f] Management Center Virtual Ul 75228 HTTPS 4T F i [ 443,

PR 8 Rl (Create).

7£ GCP _L f1/Z Management Center Virtual 32451

T LHZ I EL N DB GCP 21| 5 ##% Management Center Virtual 5451 .
iz

PR Fx3 GCP =5 .
$IE2 HHEMIEER > s (Marketplace).
Y3 fEihR AT BYOL” JRIERE X M.
$E 4 LT E3h (Launch).
a) ERE AR (Deployment name) - b Sl i ME— 1 4 FK
b)  BRKREZAS (Imageversion) - A K741 2 ik A
c) [XiF (Zone) - HEFFEH E Management Center Virtual )X 12 .
d) IHEH B (Machinetype) - ##li GCP THEHIZERISCFE , 55 1 00 R IEMTH RN,
e) SSH %48 (AJi%) (SSH key [optional]) - A\ SSH 25 GG G 2 5
PN GCP A I — AN A SLB AR P AERR I — AT FS SO A . P SRR R 22 A 4 3 Sl o 1
5 K BRI AR B AN, LR IR RS 2

7£ Google Cloud F & L EBE Management Center Virtual .


https://console.cloud.google.com/
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. 7£ GCP _t£1/3# Management Center Virtual 3215

2)

h)

)

k)

D

VeI fo Vil 2 PR LE 3 A I3 B 2k 31 B9 SSH Z54A (Block project-wide SSH keys) JKiji in] I SE#1 . 1524 Google
SCRY AT ECBH A FH I H 200 A 3L SSH % 8H 1 1) Linux 5441

BEIBIZ (Startup script) - 25 Management Center Virtual $2t day0 it & .

PLR 7~ 7~ T AZE B shBI A (Startup script) 7B & HIAURG IS 1 day0 e & sl :

{

"AdminPassword": "myPassword@123456",
"Hostname": "cisco-fmcv"

}

N

M EPAT R, BT JSON B0k 25 KA 1IE day0 MCH

MR RLF R k£ R et 22 288 (Boot disk type).
ERINBOL T 25k AR R A2 (Standard Persistent Disk). SR} FH BRI S B4R,

BEh# K/ (GB) (Boot disk sizein GB) RIAE A 250 GB. AR U AR B BRI S SIHE AL KN e B ANAE/N
T 250 GB.
RN 483 0 (Add network interface) DARC & 4 FE#2 .

g%%ﬂ}é, S T 1) SEA P AN I 1o SR AN A (e R G e S, U 2B R 1 S0 I8 1
il 5 101 P 2 ) S S 4
* N\ (Network) Mz, &+t~ VPC %%, 11 vpe-branch-mgmt.
* WANER IP (External IP) NHzFIEH, KEPEIE MM ik,
TR, K SNER |P (External |P) i%4% 4 IGEH (Ephemeral).
* MiliSER (Done).

B A3 (Firewall) - N7 k5% B0
« L RIFEREB Internet (SSH 518D BY TCP im M 22 55 E (Allow TCP port 22 traffic from the Internet
[SSH access]) & iEHELL 2 F SSH.
s W KB Internet (FMC GUI) B HTTPS it & (Allow HTTPStraffic from the Internet [FMC GUI])
SIEMELL VF HTTPS %42

« % 215K B Internet (SFTunnel comm) TCP i 1 8305 5 & (Allow TCP port 8305 traffic from the
Internet [SFTunnel comm]) &3 HE LA 72 VF Management Center Virtual 15245 5 454 XU 5] SSL 45l f5
WIERATIAE .

MiEE (More) JRITHLE FHifr | P ¥ % (1P Forwarding) % & 47 (On).

$IRS midiERE (Deploy).

pEd E
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https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys

I 7£ Google Cloud - & £ ZFE Management Center Virtual
/518 GCP _£ &9 Management Center Virtual 32451 .

Eiﬂﬁfl‘ﬁﬂﬁlﬁ%?%ﬂl% BAEBHEI AT ITE . I AT RERG 22 35 iR SEpIintt . 520 Idlinte, A MgRT
RE 5 ZEMIBR B IFEHITAA -

T—5#ft4

M GCP #2151 VM SEG] TN A S BP0 (5 B o OR3P 8 1P k. AR TP Mkl DL 45
IERUR BB ROFEAT o IR SRS, R 24 RS

i7718] GCP _ A% Management Center Virtual 32431

ARG T AN KBS HU L f 34 SSH Gl ek 3 11 22 [ TCP 3%45) 3 AV EgE B, 55 5 A 2R
KEER L 5 4 T,

B KSR Fo 715 i) Management Center Virtual 24, F SSVFGAE T LR J7 k&2 51 52491
* ML TP
o W B A B
o AR A SSH 2 il 35 — 07 TR
s BATEERIA
* Gcloud v 24T

HXRVEAGE R, EZ W Google SUAYIER: 354 (Connecting to instances).
A\

AR WBIEREAS N Day0 FoE, AT DU AR IA SR UF X 5% 1] Management Center Virtual S5, R 451
INIEAE T O I RE

{5 F &= 1T % &1%3E = Management Center Virtual 32451
912

HIE1 4 GCP G, %1+ E 5% (Compute Engine) > VM 3241 (VM instances).
HIE 2 il Management Center Virtual SZ45] 42 F8 AT I VM KHHEME 2R (VM instance details) 1[I .
LIR3 FMER (Details) L1~ 1, mdiEREE|HITIEGH & (Connect to serial console).

HRFEMEL, HEZH Google SCFY 5 H AT &5 42 H. (Interacting with the serial console).

7£ Google Cloud F & L EBE Management Center Virtual .


https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console

£ Google Cloud & £ ZRE Management Center Virtual |
. {E A SMER IP %32 Management Center Virtual S25)

{5 A 5MER IP %35 2] Management Center Virtual 32451

Management Center Virtual S5 73 B AT P TP AN 1P, 850 LA A58 TP K1 1] Management
Center Virtual S£%1

UK

HIE1 78 GCP 5l Eh, %%+ E 5% (Compute Engine) > VM 3241 (VM instances).
I8 2 i Management Center Virtual SZ45] 4 FR LA VM SLHEHRE 2 (VM instance details) T
T3 MRS (Details) LR T, il SSH 7B T Rz3 L
IR A M\ SSH R Pk £ TR R AL T
0] DUAE F DLR J77:0% 82 3] Management Center Virtual S241

o AR ILAD SSH & o 55 — 5 T H - A A5 R, 1S M Google UYL 5 — 7 1 Hi%EHz (Connecting using
third-party tools).

¥ Gcloud j%#% %] Management Center Virtual 3245

$HIE1 7 GCP #H#l A, %+ E 5% (Compute Engine) > VM 3241 (VM instances).

$IE2 il Management Center Virtual SE4I 2P LT IF VM EHIELHE S (VM instance details) T .
PR3 EFMIER (Details) TR N, fiili SSH P B N,

$1® 4 5 EF gcloud #5% (View gcloud command) > #£ & Shell #3217 (Run in Cloud Shell).

UEIKFTIF “ 2= Shell” (Cloud Shell) Z83i & o A RTEAE B, 1214 Google SCHY, geloud iy 24T T HALIA (geloud
command-line tool overview) I gcloud compute ssh.
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh
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