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zazx |

| o

BERM 14 Management Center Virtual I, 158 F OB RAT UL, TEAN T MU UA 2 15 23 5 18 R 1 5
T AT R LGN DS A BE A B BT IRUAS

THE, BT LI M DI RERME AN T, LA IO 4R i i 2 10 2 A Th BE AN TR RE o

AR P 5 #4038 1) 249 25 R F 225K, Management Center Virtualils 8 B Ad H i 2 AR 1] B 23 BT
ATl B AR 65 HE UL 0 26 A1 it 2 LI AL e IR BE UG B 2SR, AR A CPU B A 5 1]

SRAVE LR B CPU RN A7 DU LAVCEC SRS I & . A5 )] G4 7™ FE 5% Management Center Virtual
(R fie R AR SE

3% H Management Center Virtual ¥ £ )8 0% B A BRI &

| &

EEEL  HSUOTLWINAE, DU PRI B FEPE BEManagement Center Virtual. %13 Management Center
Virtual I INA7E/0F 32 GB, N RS AT Re B2 Sl 5 W . O THEmPERE, &nr DURHE n] IR %
PRI DB & N AF AT CPU Hii . BN R B R IBAT KRB MM BARESR, AHERFK.

3% 4: Management Center Virtual ¥ &% &

wE =/ A = 1] WEMIAT?
W1E 28 GB 32GB 32GB A5 R4
EEEI

Management Center Virtual /&

TEFHARIE S IN T W N AE A
o AR R A% 2 C A
RAM />F 28 GB, Management
Center Virtual F+25 2] 6.6.0+ i

A K2 I
RE4l CPU 4 4 16 &, Wz 164
AL R AC A | 250 GB 250 GB AN H 7£r

% 5: Management Center Virtual 300 (FMCv300) FE )& &% &

®E A WERAT?
AP 64 GB H
HEfL CPU 32 w5

(UEENTLIIVESS s 22TB

g
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B zs=x

{#F VMware ZBZManagement Center Virtual |

RAM 7} AL 2 T B REIN AT AN AL (OOM) FiF 1 BT AR 20 52/ Kl 122 HE A th nT g 3 ECH0HR 1
PR AERXFHEOLR, O RAM TR EIITH NICE, IR & o idia e, LUk S 5ol A4
ST 3 A AT P I

1247 VMware vCenter It 55 %% Al ESXi S48 (K] 5 S0 20005 AL 45 58 AOREAE AN ERAE R GLER o AT RSCHFF
BPIER, 1EZ M VMware (EZ M A ME R o

X FE B R AR B S8

FIE BSXi NI TSN L2000 A2 LR 2K

o W BA WA SRR IR 64 47 CPU, IR H SR E /R ML HAR (VT) 28X AMD Virtualization™
(AMD-V™) £,

* WMNIAE BIOS ¢ H R AL BOR

A

AR SERR KON AMD RS LR L AL B ER UUN 52 F R 7 ke 5 B A U3 CPU 4l i
EAMTRITERE. VP2 RS AS BOS A SCRF I VT [ CPU,  (HERURES ~ 248
VT, B TFENEM VT WaFHERE RSO, TRaT eI RgE R
HI VT 345

o WERLEH) CPU SZEF VT, (HIELE BIOS Wik & BBk, BRI, SRECT R4
I VT 3ZFFH) BIOS A

o WREAE 53K E1000 IREHFEE (40 PRO100OMT A3 M AR %22 IE Al 4258 PRO1000GT & =%
HUERCRS) AR ML S, F DAFCE % 7% o

I&4F CPU 3%

T LA Linux iy 247 3K CPU BEA:[FIAH IS S B #ill, /proc/epuinfo SCAFEL &4 CPU #.0»
FIVELNME B . 384T less B cat fiv4, Al P A Y 4.

1 LLATAE “flags” #4r & A LN {H:

* vmx - Intel VT §7J&

* svm - AMD-V " Ji
PP EF AR S X, 1ETH] grep BT A R i 4
egrep “vmx|svm” /proc/cpuinfo

WERBSIRGESCHY VT, BAE “flags” FIE P HE 3] vmx B¢ svm,
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I 1 F§ VMware B3 Management Center Virtual
senisames I}

8 U 0 BR il

OVF 3z

AN B 6 AL T O AUAAR X (OVF) 2o f il ZAL R UL Al B0t (V) B ESXi OVF BEAR & Kz
B . OVF SRR R T8 H AR, TRATW b

* 1F vCenter i3 - Cisco Firepower Management Center Virtual VMware-VI-X.X.X-xxX.ovf

* £ ESXi (¢ vCenter) iz -
Cisco_Firepower Management Center Virtual VMware-ESXi-X.X.X-xxx.ovf

For, XXX-300¢ 2 BEHE IR AR GER A (R FRCAS AN A S RRCAS 5 35251

o WA VI OVF BAHE, 2 Berp, 0] BL3AT Management Center Virtual 13 % {1324 4)
GWCE . ATLAFRRE:

© EELGUW T ETE .
o VA T AZE RS BE R0 45 R T TAE A WY 45 T

A

IR T H VMware vCenter £ B R A o

o WA ESXi OVF BMGERE, WNFE 2 G B R AT MW E . T LIMEH VMware vCenter
KA B BRI &, sk S AE ST R

P25 OVF BN T 5 it LM 5 R -

% 6: VMware OFV 1E1R % &

e ESXi 5% VI B

A E OVF Bt kS W% 14 M Cisco.com 2] OVF Ak

(Import/Deploy OVF Template)

OVF B EL {5 & (OVF PRI A B 2225 1) % %% (Management Center Virtual)

Template Details) FIFE 20 (VI 58 ESXi)

$%%2 EULA (Accept EULA) X VI [ 2 OVF B A & I/ al 453K

ZFRAE (Name and Location) | & KRR BN — = L ME— 2 FR, RJE1E
PRI AL E

THU/AERE (Host / Cluster) kS TR RS E P A 1) ML HE
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B evmms

{#F VMware ZBZManagement Center Virtual |

BE ESXi 55 VI 1R1E

BEUIE (Resource Pool) kS Tk @A R W2 IR G, RS LR
FEN I THRZE 8. LR 7 28 Y5t 2 A B
LR T

{7ifi (Storage) LES EFE—A datastore SKA7if 55 M UM OCIR 1 T 7 5C
s

kA K Ak (Disk Format) W TR R SRR s 2 B AR T C IR 2%
AR T R EORS f TR BC

WY £ WL (Network Mapping) W TP B & I B 1

J& 1k (Properties) av! H 2 SUBRINIATIEHLE & H

At 18] 5 B 8] R4

A FH P25 B [8) B0 (NTP) IR 45 2% 7] 20 Management Center Virtual F152 %8 % % LRI R G 0], JH 5 7E
Management Center Virtual ¥J46HC & IR 452 NTP fli454%; 17BN NTP IR& 2115 B, 155
Management Center Virtual ¥J45% & , 25 115 Ui,

FAf RGN IIEAT, W JifEManagement Center Virtual & H 32 5% 4% LA RE 0] . 7 VMware
ESXi filt45#% FIc & NTP PLUGHC Management Center Virtual ) NTP $E B I, 48 0] DL T A4 25 IR
LA ORI 18] /] 22

& mT LI vSphere Client 7 ESXi A1 LACE NTP. A HARUI, 155% VMware XY . ItAh,
VMware KB 2012069 /43 T 4na[ i [f] vSphere Client 7 ESX/ESXi T Hl Ll & NTP.

vMotion 37 3F

W THRIME A vMotion, @BUAE I AR RS AEY, WA AR, W DAfEARHL Ry
EEALED BERLE BN LR (g, W22 F vMotion % Management Center Virtual
B A ENL, AT A AR it 25 08 A

TREBSCFE

VMware PRI REFUALIKIHE AL SO (VMDK) 7RS35 N 18] A (R EIAS o BRI SRR 3 1 S 5 H A
AT AR R A R B AR ST R R VM VR B SE IR 1] e PRI B S AR a6y, AR AR
# Ao

IR LR &0, A B RO s MK ThRE (R4 (System) > T B (Tools) > &143/11% &
(Backup/Restore)) .

ESXi /) VMware tREEIHHE VT HESSFER VM AR &, W FMC BRI &R, 1ESHULT
VMware %R SCZE W

* & vSphere M5 P S A 2B (VMware KB 1025279)

o TH# ESXi Hff) VM i (VMware KB 1015180) .
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I 1 F§ VMware B3 Management Center Virtual
senisames I}

= A] AT (HA) X5
& A LAYE VMware ESXi L))~ Management Center Virtual 15 #% 2 [H]5 v &5y 7] FHPE (HA).
o = Al FPERC & H P9 Management Center Virtual FEFLB 257 5 D Z00AH [F]

* 3137 Management Center Virtual HA, Management Center Virtual 75 2 JAE HA e & 8 BT
£/~ Cisco Secure Firewall Threat Defense ( LAH#% 4 Firepower Threat Defense) 345 HE L&A
Management Center Virtual VFAJIEFAL. {HiE, JGi Management Center Virtual HA it & 414,
BEAS VST AR £ I ) YN AE D REVE P UEBACER A Ae Ak . A OSVFRT SR, E S

{Cisco Secure Firewall Management Center 525 liC & F8 7 ) H 1 v v FH P v i ol 77 400 45 2% () 7
CIRTR

* 4043 JF Management Center Virtual HA X, WS FEBUSISMA) Management Center Virtual ¥ A 4iF

TR, IF HARAS BUbMi i Bess A 2 — ML

B HIER$ER, W5 (Cisco Secure Firewall Management Center &7 P45 R )+ iyt v 45 B
Lo r]

INIT E4IREBIAR

1] e AEi247 ESXi 6 5 ESXi 6.5 [f) Management Center Virtual ] & & I LL N R B

"INIT: Id "fmcv" respawning too fast: disabled for 5 minutes"
BRIRTT 5% - TRV WU OGN, 2% vSphere H R RESIL 1 B I HR AT 30 1] 6
1 A UL, Rk wEEIR E (Edit Settings).

2. FERERUELEET R, MWHE&E (New device) Ny ik R1TiR O (Serial port), SRJ5 i
N (Add).

AT 5% H1 R ARG 2 s H AT 1

3. TEEPIREH (Virtual Hardware) 5~ , JEIFERITIRO (Serial port), JFIEFIEHLALE R
I EE 1Ti% O (Use physical serial port).

4. BUHILETTE B B i LA
M E (OK) fRAFIRE

PR
B4 Vmware JEA T35, A LA R

* Management Center Virtual & %% H /755 . F&4t (System) > BL& (Configuration) 5T [k 2 R
& (None) Bk 5 E (Not Specified), BAEHR T BEIIFES .

o ANIF BRI
o ANSCHRRE PRI S B FUAL
o R FFLFERA OVE B VMware TAEuL . #Eas. 5544 F1 Fusion.
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{#F VMware ZBZManagement Center Virtual |
B == vwnesizn

BcE VMXNET3 31

| o

BEEED M 6.4 AT, MBI BRI SH, VMware [ threat defense virtual £l Management Center
Virtual BRIAH vmxnet3 £ SERT, BRIMER €1000. W12 e1000 B:11, A TREIERIN
Y. vmxnet3 W& IR BN A 48 Ab 5 BESXi MEAUN LI SRR P4, DR G4 A o /D 1R 0t U 4
A L (1) 1 485 1 i o

ZLRF €1000 4% Sk vmxnet3, AZUMERFTATEZ L, ARJE AEH] vmxnet3 SKENFE P BT 2k

BT DAEREE R AR O (Bl tnde B L AT 1000 #2101, AEH S A BATT
vmxnet3 #11) , HARELER] — MBI PR AT . B LT 1R g D A P 1
AN AR [ 2T

UK

1B 1 Wi T threat defense virtual 5§ Management Center Virtual v1 541 FEJ .
B, 0K A LI
SUB2 A 5 P Y threat defense virtual B¢ Management Center Virtual v 5L, R )J5EP4REEIRE (Edit Settings).
LRI RGPS EN A, ARG IEFERIER (Remove).
$IB 4 RN (Add) LLIT IR InfEH S (Add Hardware Wizard).
HIEE EFLUIAMIEE2S (Ethernet adapter), &) fidi T—3 (Next).
WIR 6 1LHE vmxnet3 EHLAT, AR IEFEMILAREE
IR T X threat defense virtual LRI A 2 O EE FiAHRAE.

T—2 Mt 4
* )\ VMware #51il 5 #210 threat defense virtual % Management Center Virtual HLi .

S Mt A
THREEDRHE
JURME I SCRF MG b DU A AR ST (targz) $EHE T VMware ESX # ESXi F LI G 4T 6
P % JARHE IR & B s BNl OB 7) e AR & H T ESXi 5
VI i3 H AR OVE BN B30, LB UREE RS X (vmdk) ST

M Cisco.com F# Management Center Virtual ZZ255 A, LR BIA S . DR IIG L AE
AL ol A . BN A IR 5 R G A F 2 A (B, 6.1 8 6.2) KK,
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I 1 F§ VMware B3 Management Center Virtual
Tazzana |

UK

P11 TS EBHRAE M (Software Download) G [f .

iR
7B Cisco.com kA5 BABRERS & .

$IE2 LR E£ER (Browseall) LA## 2 Management Center Virtual #5284 .

$I 3 KL FER S (Security) > B A3 (Firewalls) > B A IS E T8 (Firewall Management), 4R J51%4% Firepower Management
Center Virtual %% .

SEA FHLLF a2, A#Eh Management Center Virtual 1% R[] VMware 223854440 :
Cisco_Firepower Management Center Virtual VMware-X.X.X-xxx.tar.gz
L, XX X-00¢ g T B0 ) 22 R A AL R FBUAS R A S A 5
P Pl T A R A
patcs
PR SRRl i, BB BT BRI T A AT TSR, X0, 7RI s e B B IRAZ 5, s DA
WILRGHA . NARLIEAT WA SCHF R HTCA I RGEAF. * T Management Center Virtual, #3855 T 800
AR RN A s ) KiHs %2 (VDB) BE .
W6 N A W B IEAEIZ 1T vSphere 25 7 B ¥ AT sl B 454 1T 7 1) PRI 2
EE
IR/B B ORI B gy = R 1| A B % 1787
ST AT BRI TR 46 2 R R A R S, ARG FE I e 3. X T Management Center Virtual:
* Cisco_Firepower Management Center Virtual VMware-X.X.X-xxx-disk1.vmdk
* Cisco_Firepower Management Center Virtual VMware ESXi X. X.X xxx.ovf
* Cisco_Firepower Management Center Virtual VMware ESXi X. X.X xxx.mf

* Cisco_Firepower Management Center Virtual VMware-VI-X.X.X-xxx.ovf

* Cisco_Firepower Management Center Virtual VMware-VI-X. X. X-xxx.mf

Forp, XXXe00¢ 2 B T BRSSO I RRCAAN A SERRCAS 5«
e
TR RS T AT SCAEAF TR R H v
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https://software.cisco.com/download/home

{#F VMware ZBZManagement Center Virtual |
. £BE Management Center Virtual

T—%Mta
s BETRE HAs (VI BLESXD) Jf4k4E, 152 4% Management Center Virtual , 2% 18 UL,

ZR8Z& Management Center Virtual

14 0] LUAE ] VMware vSphere vCenter. vSphere % ) iiii vSphere Web %% )7 i 5k ESXi MM LI FE
(HF L ESXi #5) #% Management Center Virtual. #7] LA ] VI 8{ESXi OVF Bt BE1 T4
e

o GRAEH VI OVF BN E, W& WA H VMware vCenter & 3,

W BAE ] ESXi OVF Bk &5, ¥ 0] VMware vCenter £ 3, i 37 ESXi FHL. &
AR RI O, AAINAE 2235 Ja e B RS T e B

101 S A USRS BT, i T—2 (Next) k50, I, [ S5 —A WU fo Ve
TESE R T R A B

1 M VMware vSphere & /i TE R S (File) > E3& OVF #4R (Deploy OVF Template).
SI2 N RAIERT, EHFEH T E Management Center Virtual ) OVF #&AR :

* Cisco_Firepower Management Center Virtual VMware-VI-X.X.X-xxX.ovf
* Cisco_Firepower Management Center Virtual VMware-ESXi-X.X.X-xxX.ovf
* Cisco_Firepower Management Center Virtual VMware-X.X.X-xxx-diskl.vmdk

Forpr, XX X-x0¢ 72 A Cisco.com 3 22 BB A A0 IR RRCAS AT B RRCA 5

$IB3  EFH OVF #EIREMIE 2 (OVF Template Details) 7ijfil, #XJ5 #iii T—3 (Next).

A WRVFIT YN R OVE BN (X VIBRD) , RE4 BnRER P IFRT ML I . R 2 Vo] 40kt il
T—% (Next).

$BS (k) Gt A R IR EEZELE P Management Center Virtual T 5E B (0 S0/ AL &, ARG i T —4 (Next).
pEt i
4 vSphere %% /7 i FHLFEEIERE R ESXi AL, ANSs LG EESCF AL BRI I,

L6 EPEE Management Center Virtual [ ENLEEERE, R Md “F—27 (Next).
LT IHERIFEPEMIZIT Management Center Virtual[F 75, R )5 i T—
POYERARL & PRI, REA & BRI .

PR8I FELAAE N A B, R E i T —4 (Next).

FESL TR b, AT DU B AR B AL OB AR AR h ke o SEAUMLIC & SO RN M A S YA A
Datastore I, ﬁ%*ﬁ&ﬂzﬁﬁﬁiﬁ?}éﬁﬁ%, u@ﬁﬂﬁﬁmm&ﬁ%ﬁfﬁm%ﬁiﬁo
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I {5 F§ VMware £ &Management Center Virtual

TEN
FIE12

SIE13

$IE14

LIE15

#FZE Management Center Virtual .

TP DAL B AN LRI, AR5 i T—3 (Next).
kP EE VAL (Thick Provisioned), W2 7RI AL A 47 . Wik $e4E & A AL (Thin Provisioned), N4 7E
Bl 5 N K FOURE A% )R 2 5 43 e A7 Ao
¥ Management Center Virtual & #4515 P 24 WL BE %% 1 (1) VMware P24 01K
A7 e e R ) B Bt P 1 B AR 4% (Destination Networks) 1), 37— AN 4% DL 48 i, SR )5 i T —
% (Next).
WA RO E R B A OVF Bl (N VIEND) W, N E &R, AR5 58T —% (Next).
PRI EE TR E O E .
(n[ik) EHEREE R (Power on after deployment) 21 L) i3 2/) Management Center Virtual, 285 fiii 52K
(Finish).
T R BB G A5, AT AR G A VMware $26H] & AT IERAE: 15 S VTG BRI 55 .
SERCEEE G, RREE
SE%IM S5, vSphere Web 2 F ik AbE VM;  #& 1] LLE Global Information X 8] Recent Tasks %% H & 2
“HIUH1k OVF #287 IRA.
seln, #8427 % Deploy OVF Template 58 8R4

SRIGHE “U5 9 i FR 2 £ 0 N 4 78 Management Center Virtual SE49 . J 38T VM 5 2 1T BE 7 22 30 43
Bf

F 4 A% FH i OVE #ib, 76728 Management Center Virtual J5, ISO W% ovfenv-<hostname>.iso £ #2545 31|
VMware vSphere vCenter. vSphere % /i, vSphere Web & F' ik ESXi MEFUNLIG SRR/ (GG A TH057 ESXi 6
E) ko I ISO WL & OVF MEEAR S, W1 IP Mk HERS . M4 . HA M55, X455 iy vSphere £ %,
HAE A Bk R A

18538 1] LLE Management Center Virtual VM JH 805 EI UG . {H)E, ARRFTIFE5CH] Management Center Virtual
IR o4 e, RI{E7E VMware vSphere Network Adapter Configuration k1% o 4T FF B J§ B %42 (Connect at
power on).

pEit

B qn) SR AT 40 R MU 0 I Management Center Virtual, B0 RS U7 W B . 385 2 )5, AR T B
ATHABKCE,  LASEIL IR U5 o) AR D3 W /F AT .

T—9#ita
* TEAI AL B A KRR AT AT PR E AAL E R (SRS, 55 20 5O
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{#F VMware ZBZManagement Center Virtual |

B zeesmnme

EEMAE

i

T

$IE2

IR

LIS

fEH VMware SEFUAL <8P S UEAE A 3% 2 19 R LR 3 = LRS5O0 A . S mT DA G T - B8
CPU. WA WEEA =2 CPU B .t n] DLSE (0@ T KE UL AR 2480 DA 3 FC 2 i 5 1) ) 2002
BE . MAC HidilF R 2% 3% 4%

AT B PR AR, AR R SR IR PR 4mAE IR B (Edit Settings), 3 {E % L FFEA (Getting Started)
W rh T dRER EERHLIR B (Edit virtual machine settings).

RN CPU IR 1 W EAMETERARE (5 4 10 “BRIRAINERARE” Frd) .

T LM T B4 I N A7 3 BB CPU £ . B AT F AL (1B EC A 2 (Provisioned Size), i miifE#& 1 (Hard
disk 1).

o, JE I AT 2SO PRORE Y VB AR T AN PRAT S e, B A AE RS CPU % .

IAMEIBECES L W E W, BT

a) {EERET, AT IR EZ LI,

b) 7E MAC It ~, Tahie s el &8 BEE: 11 MAC Mk,

¥ MAC HubiETF20) 3 i3 Bl e 4, DLIE S MAC ik 58 i sl 2t v 1t oAl R e th B 58

Ak, %F T Management Center Virtual, WHER CUH BTG ERLZ %, T2l E I MAC Hibik o] i R A 75 22 FHR )
JORF BV ATHIE

c) FEMBEIE TN, K MBIRE W E N R BEAE BE 24 1 44 5
HEHRE (OK).

T—F Mt 4
* MR B TS B R S B . 5 20 BT,

« 3, ERANRAZHT, AT LA AN B O AOGTEIE R, S GEM T
VMware [t] Cisco Firepower NGIPSy P A 1367 ) «

Bt F#E L EIS &

SERUR B I G, fEE DR SNEMBI R, & AsAsivlinit.
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I 1 F§ VMware B3 Management Center Virtual
mastmsiEntizs

B RS R T 2R, AR RS A IR T M. R AT RE T 2 40 ik SE IR L . T2
Wrdhatt, T RERT ZEMER B IFERTT AR .

l:,:,'.
el

UK

2 AWEEN
£ vSphere 7 /s, AR PR AR SR AL B A AL AR, SRS BT SR IR R FRIR (Power) > FTH LR

(Power On).
FIR2 {E VMware 756 GBI~ L IREHIL61L .

T— M4
1% Management Center Virtual /&, 20018 i 58 FE 58 O B i o AL, DAMERT et e 7e vl
M LIEME. WAL VMware 8 H ESXi OVF #it#%, W) Management Center Virtual i% &
NP

GYEE A

* 2158 Management Center Virtual [ )45 8E, 152 [ Management Center Virtual #J45%E ,

115 1L,
* ik Management Center Virtual 308 7 if J5 S0 BRI MEA , 1 2 [ Management Center Virtual 4]
5250 i
A UM
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{#F VMware ZBZManagement Center Virtual |
B =asronmusnes
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5.

&£ KVM ZE 2 Management Center Virtual

AT LAYE KVM |2 Management Center Virtual.
o MEk, 5523 0t
s RS, 24 0T
o HENUFNRRE) , 2 25 0t
* fE%% Day 0 Bt & SO, 55 26 1L
* #i2% Management Center Virtual , % 27 71
* (EAMEA] Day 0 BC & SCHFRIIEOL R, 28 33 1T

HE iz

KVM &3 T2 T x86 i 4R 1Y Linux HALS ALY e (BIanseds /R VT) M58 ML Ir 4.
PR ERT IR B kvmko CHTHAERZ ORI IERE e F1— N Ab BRASER e B (4]
1 kvm-intel. ko) o

Management Center Virtual 53 28 GB RAM F T A% (6.6.0+)

Management Center Virtual *F 5 7E TR G I T H RPN AER S . ansoh L% 25 23 B RAM 2> T
28 GB, Management Center Virtual F}Z% %] 6.6.0+ KA1 25 2R W

| A

EEED RAVEDUEAEFREOA RS . 4 K £ 4 Management Center Virtual SE41 70 32 GB RAM. 4 T $2
e PERE, SR T AR P A B U1 0 R FUA 145 R A7 A CPU ke

HI T UEAE LA, BATPRCVAAE SCRF 1 5 B SCRPRUR A7 54481 o

REFFIFIRER

AT LAEH] KVM K247 2N AT KRB EAE RS RIS R RN HI R R34
fEfE: Wy B, EORERCASE4E . ARV A tE, %23 (Cisco Secure Firewall
Threat Defense AEATEFRFE) «
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8

{£F KVM &Z Management Center Virtual |
B ooxe

| o

BERM 14 Management Center Virtual I, 15 & F OB RAT UL, VR4 T MEHT A 2 15 23 5 A8 IR #15
T AT R LGN DS A BE A B BT IRUAS

TH, BT LRSI BB I DI RERME AN T, LA Bh 4R i i & 10 2 A ThBE AN TR fE o

FRIE B 7 350 22 ) SEp B AN 5K, Management Center Virtual #528 B s FH 1) BLARRE2F v] gE &
AN G IRE S R &A1 75 2 EA LW 2 B R PR R B Kk, BHE N A, CPUBCREAiE: 725 A)

N T KVM |2 Management Center Virtual 38 )8 10 5 B AN ER A B :
« LbFE S
* #2441 vCPU

* WAF
o BfREEK 28 GB RAM/ZIY (2R1A) 32 GB RAM

| &

EEEI  Management Center Virtual V- 5 £ 5N T BN AEA A . WK
ML A BCHT RAM /bF 28 GB, Management Center Virtual F+2% 3] 6.6.0+
JERAS IS 425 R

kS
* SCHF virtio JRENFLT
o SCRFAME BRI
o BEASHEAUBLIK A LA7 Gk
* Management Center Virtual 77 % 250 GB
* SCFF Virtio Il SCSI He e
* Pl

AN
=
* I telnet 325283 filk 55 2

HIHE R

* M Cisco.com % Management Center Virtual qgcow2 34 H K5 HAE Linux EH1 E:

https://software.cisco.com/download/navigator.html

* 7 2 Cisco.com B x5 HAE RIS & .
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| f£M KVM 32 Management Center Virtual
senisames I}

o N TEARSCRY PR AURBI S, AR S & 4E 4 Ubuntu 18.04 LTS. 7E Ubuntu 18.04 LTS E#L
2 B DU AL

* gemu-kvm

* libvirt-bin

* bridge-utils
* virt-manager
* virtinst

* virsh tools

* genisoimage

o PERESZ TN CHICE R S R AL, AT DU R KVM Bt & A7 i i 32
LR, ES M T)RE L A% Linux Al Intel ZEF4 1) %6417 ZE RS 0] I 55 25 10 I 5% 5

Ho
* Ubuntu 18.04 LTS W45 AL FE LR 5T .

* macvtap - P AE Linux PI#F; 48] LU macvtap, 1A /& Linux M. dER, 400 E
K2 WCE A BE F macvtap, A2 Linux BI#.

WK UL - BN A AF BURER /N, £E Ubuntu 18.04 HHERIATT A .

o AR - TR AN vCPU kb Bl — A k%

* txqueuelength - I T-HERIN txqueuelength 34121 4000 A Eds (I F > B H,

o[855 - FH 1K qemu A1 vhost JEFR [ i FIRE i CPU WA%; FERESEREIL R, [ e o) B 5 4 itk

op
He o

o HRUALFET RHEL I A5 &, 155 (Red Hat Enterprise Linux6 G IAFEFLALTE
F) o

7 ) 0 PR 51

* Management Center Virtual &5 WA )75 . F4t (System) > BL & (Configuration) 7 [ 25 B 7w
7c (None) Bk 5 E (Not Specified), HAKHR T BEIIFES .

* AR BALT GBATEE VMware/ESXi B KVMD o HSCHFARHL KVM HEE .
o RAHETEE L.
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{£F KVM &Z Management Center Virtual |
B csoaomzExs

A% Day 0 Bt & 304

1t JA 7)) Management Center VirtualZ fij, #&0] LIES—> Day 0 Bt & 0. Day 0 Bt & U & —
ARICAE, Horp T AR B R AU LIS 75 N WA TC B s « I RTAA T B I Sk B TAE H
sk 4408 “day0-config” WISCARSCAE, IS5 AT IRJA B 222 FIEEHLY) day0.iso SCA.

\}

EB % day0.iso SCPFRAZAE 1 KA BT AT H

U RAE I Day 0 BB SCIFEAT I, IR S VFEHAAT Management Center Virtual B4 5N 4] 4R
BCE . AILARE:

 $% EULA
s RGNS
o T DIIK IR H L b

o RS REE T IS FIB AR B . WA E AR Day 0 Bo& SCHE, WIDAZRAE A 8 AT
BARAANTNBE; HRTEAGE R, ESHEENTH Day 0 BUE SCAFME L F3E , 5533 1.
~

AR RAEATRGI P2 Linux, {HXFT Windows A7 LA S FHFE R o

o WA DNS 45 H 858, LMEHERIA Cisco Umbrella DNS JIR4%8 . ZE/ETE DNS MR izsT, iE
BN HABE N “ T (AR KRANE) .

L1 E4N “day0-config” [ISCASCAFH i N\ Management Center Virtual /2% 152 % 1) CLI FL '

il

#FMC

{
"EULA": "accept",
"Hostname": "FMC-Production",
"AdminPassword": "r2M$9"Uk69##",
"DNS1": "10.1.1.5",
"DNS2": "192.168.1.67",
"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.45",
"IPv4Mask": "255.255.0.0",
"IPv4Gw": "10.12.0.1",
"IPvoMode": ""
"IPv6Addr": ""
"IPvoMask": ""
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#FZE Management Center Virtual .

"IPV6GW": llll’
}

S 2 GBSO SO R ISO S AE R E L CD-ROME::

T

/usr/bin/genisoimage -r -o day0.iso dayO-config

%

T

/usr/bin/mkisofs -r -o day0.iso dayO-config

HIE 3 AR EELE ) Management Center Virtual 5542 1] 73 e — 1) BR A B & SC A

T—5Hit4
o WYL virt-install, & £F virt-install fiy 2 P INL 47T

--disk path=/home/user/day0.iso, format=iso,device=cdrom \

* WA A virt-manager, JUA] LA virt-manager GUI ) [ #l CD-ROM; 18 2 [ 0 Management
Center Virtual , 29 Ui,

ZR8Z& Management Center Virtual

AT LMEH LR J5454E KVM | JA 3)) Management Center Virtual:

o B A - A IS T virt-install #3558 IS J5 3/ Management Center Virtual; 5 2[5 {1 H 8
FWARS), 527 0.

o AT BN LE BRES - A5 virt-manager (FH T-GIE A H KVM Ui % RN ETEAL T HD 53
Management Center Virtual; 152 [ % Management Center Virtual , 3 29 T,

* 1§ Ff§ OpenStack - 1§ | OpenStack #7355 J5 5] Management Center Virtual; 152 [ 14 ] OpenStack Jii
B, 5530 Ui,

fab v LLEREAE AT Day 0 BeE SCAF RIS OL T 553 Management Center Virtualo SEH, #5875 244 A
W% 1) CLI B Web Fi1f 58 AT 4R 15 -

(EREREBRIZAE

] LIS LT virt-install 132 A5 3)) Management Center Virtual.
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B =rsnswrss

{£F KVM &Z Management Center Virtual |

FrIEZ Bl
TR, ] DOl e B S A ) A U R A ORI YR e . IEAEAE FH I AR AN 2
M RE R R AR, BB A RE .
AU RS KVM Ui B2 145 2 DL R B2 —: writethrough. writeback. none. directsync
oY unsafe. Writethrough R CHEAE 2247, writeback $2ALELHUR 5 N G247, directsync £eid EHL T
MZ%A7; unsafe W] BESSZRAT T W ZE, T 20K 07 & MRBNG K o
* MEHLBERISARWT L, cache=writethrough 7 Bl T-B# KVM U5 & VHHE ML SCPERIR . it
1 F§ writethrough #&5X,
« (B2, T cache=writethrough f{Ifii4% 1/0 5 N IX T cache=none, JiT LLiZAR 04 52t
o WM T —-disk BT _E ) cache 24k, WA A writethrough.
o KR E ZAFL UL AT W] B KR ok > O i RE DML 75 (IR TR) o SRR, — 285 TH ) RAID #%4)
WL RATRE I 25 . ML, A REA 2847 (cache=none), MM FHER A writethrough, 15
B T R H s e bt

B K “virt_install fmc.sh” Y virt-install B4,

Management Center Virtual SZ41 [ 44 F5 75t KVM ML P oAb g 001 (VM) Hh 82002 ME—[#) . Management
Center Virtual 1] 3ZRF— AL H . f2 0L NIC 20U Virtio.

T

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--name=fmcv \

--arch=x86_ 64 \

--cpu host \

--vcpus=4 \

--ram=28672 \

--os-type=generic \

--virt-type=kvm \

-—import \

--watchdog 16300esb,action=reset \

--disk path=<fmc filename>.qgcow2, format=gcow2,device=disk,bus=virtio,cache=writethrough \
--disk path=<day0 filename>.iso, format=iso,device=cdrom \
--console pty,target type=serial \

--serial tcp,host=127.0.0.1:<port>,mode=bind,protocol=telnet \

a2

-—force

FERREMIA, T RR -os-type SEHBCE V@A, DU ARt R I R0 B 28 B AU S -1 65

SR 2 J&4T virt_install A
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#FZE Management Center Virtual .

T

/usr/bin/virt_install fmc.sh
Starting install...
Creating domain...

SRR LN 1, R BRI AL PR & o BT LU BB IINLIEAE R 3. RS EAUNLE 2L Bl Al . 7E
REAUBUE R 3h e, T ORI & i & ) CLI i %o

#f 2 Management Center Virtual

i [i] virt-manager (AR K FEFIPLE FE2S) )3 5/ Management Center Virtual. Virt-manager +& ] T-@1
A B AL T4 T A

I 33 virt-manager (N > RGETE > ERNEERS)
FIE ] R BRI RE R NI 45 F2 7 A/ B AN 11 root 14>
P2 pulie B, ST ERAL (New VM) 115
W3 RN ELE R
a) XTHAERS, EHRSAMEREZME (Import existing disk image).
W7 VE SRV I L S N ARG (AL T2 (0 T e BhE R G0
b) Aidi4k4E (Forward) 4RS84
S IR UG
a) s Ye...(Browse...), MEFEMGSCE,

b) EFAHIEH (Use Generic) fEMIRIERFZEE! (OStype).
¢) Midi#ksE (Forward) 4884545 .
PSS HE A AN CPU LT
a) 1 HR7E (RAM) & 28672
b) ¥ CPU &H 4.
¢) Fidisk4E (Forward) 4k S 4E .

$IB6 LPLERAENXEE (Customizeconfiguration beforeinstall) HE, f&5:&—AN&FR (Name), #RJ5 s (Finish).
PAT BB R AT IF 5 — A3, 0T DAZEIC e s i H B3R e R AU LA T

PRI B CPURLE.
MM, EPRALFRSS, ARG IEFRECE (Configuration) > E#|EH CPU B & .
X SR B AL CPU AL RIEC S TR 1) R S0 L
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{£F KVM &Z Management Center Virtual |

. 1 OpenStack /55

TEN

TIE12

$IE13

TIE14

8. e AL -

a) e, e 1 (Disk 1).

b) EHFERIET (Advanced options).

o) HHERLWN Virtio,

d) FFFEENEA gcow2.

Be & AT

a) MZfulifntird, EPEH & (Console).

b) MR (Remove), MIERERINIIEHIG .

¢) AdiRnEEM (Add Hardware), ¥iN—& BATH %

d) X Ti&&ZE (Device Type), Lf% TCP net #4714 (tcp) (TCP net console[tep]) «
e) X THERX (Mode), HEFEMRHSABA (FFE) (Server mode [bind]).
f) XFEH, fHiA 0.0.0.07EHK IP Hhilk, REHAME MK,
g) T {EM Telnet fiE.

h) FE XSS

BCE R T IMBeE, 15 KVM U5 & B 5 B 20 fid A S I/ -

a) AdiRmEEH (Add Hardware), Rin—&6 & 114

b) X TES (Model), EFBIAE (default).

¢) R THRAE (Action), EFEsRH|E E V% (Forcefully reset the guest).
P A P 28 42 11

164% macvtap sififE L E WA LI (AT S

R

BRSO, Management Center Virtual S8 MR Z), AR5 8] DI B8 H .

W R AL Day 0 Bo B SCHFEAT 62, W4 ISO 3 fE L CD-ROM:

a) sl InaEH(Add Hardware).

b) EFEIFE (Storage).

¢) MBS HMINE 71 (Select managed or other existing storage), 4R/ i % 4 ISO U &
d) X% %A (Devicetype), %+ IDE CDROM.

BeE AL S, SR A (Apply)o

M AR % (Begin installation), LAE virt-manager £ JH] #4545 i (01 1% B 61 2 AU L o

{&£ A OpenStack Z 30

&R LLZE OpenStack M55 77%5 %8 Management Center Virtual. OpenStack +&—% H T #4 LA & 3 5E
TRMBZHRA BN = E PG A TH, I H S KVM BN P55 7 5% 5 1
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| f£M KVM 32 Management Center Virtual
A w2157 openstack Lz [

X TF OpenStack _-#) Day 0 B & 304
OpenStack 2710 S 4SF K L B K Bl #% (config-drive) $&ALAL E XM, 149K 5) 48 /& OpenStack Ji7 21 1%
e, 23 H novaboot i 4 Fl Day 0 Ii & % Management Center Virtual 5547, 153547

--config-drive true --file dayO-config=/home/user/day0-config \

Jii Hl --config-drive fir % J&, fEUH] nova 25/ S ) Linux SCPF R 40 b3 1) SCA
=/home/user/day0-config, Hf 1% i £ fE8L CDROM _L-fJ HESUML o

)

AR ERWLATREE B U4 dayO-config, T OpenStack i 55 45 SC 4 P9 28 47-4i% A /openstack/content/xxxx,
Horp xxxx S EC DUAL B 5 (10 /openstack/content/0000) » 1% 1] fig Kl OpenStack ¥ & AT RAS 1Ml

EL
It o

£ 4y £ 177 OpenStack /2 3h

1M “novaboot” fiy4 G F1)5 5)) Management Center Virtual 245 .

UK
S EIRIE =):h)
WA | MG, RS, IR Day 0 BC & A5 B A 3l Management Center Virtual 75 Z—M & HE 0.

Management Center Virtual SZ{51 .

w1

local@maas:~$ nova boot \
--image=6883ee2e-62bl-4ad7-b4c6-cd62ee73dlaa \
--flavor=a6541d78-0bb3-4dc3-97c2-7b87£886blba \

--nic net-id=5bf6bla9-c871-41d3-82a3-2ecee26840bl
\
--config-drive true --file
dayO-config=/home/local/day0-config \

& F4=#| Em 4R 7 OpenStack /335
Horizon #&&—7> 4 OpenStack k% (55 Nova. Swift. Keystone Z545) $2{LFLT Web HI ) LTI
OpenStack 2 il IR -
FIAZ Al
* M Cisco.com % Management Center Virtual qcow2 SCAF IR HBUAEAS HI ) MAAS iR 55-8% L

https://software.cisco.com/download/navigator.html

* T EE Cisco.com & xf5 HAUEER S & A .
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{£F KVM &Z Management Center Virtual |
B =msminge openstack LR 5

T e b, WA A, AR5 g R (Sign In).
PR 27 B IR AT e B T B 8 s M B U5 iRl AR s £ €
P2 HORRPEHFEER (Admin) > REER (System Panel) > X4 (Flavor).
1t OpenStack ™', REFUBEATF B A WA, & X T RAM MG K/ R0Hcs, 4545

P®I  ERIEESE PR R
a) AR - WA RIAPR UL IR R Y44 FR . 540, FMC-4vCPU-8GB.
b) VCPU - i%# 4.
c) RAM MB - JEF 28672,
P®BA4  EFEIEREE (Create Flavor),
PES MR EFEEERR (Admin) > REER (System Panel) > BRf%& (Images).
W6 O E AT E R R
a) B - AR UZIR ) & FR . 911, FMC-Version-Build,
b) WERA - (AL H N BRI .
c) MI¥E - P HIM Cisco.com i [f)Management Center Virtual qcow2 X ff .
d) 18z - i3 QCOWR-QEMU 15 BL ek Atk XA,
e) MEF AT IEHE,
PR EPFEIEBYR (Create Image).

BE BRI R

L8 MNEHrPiEFITE (Project) > i+ & (Compute) > 3241 (Instances).
FIE9 i BEIA (Launch Instance).
FI10 7EEEIEH] (Launch Instance) > #4152 (Details) IR 4 A\ 2115 .-
a) SKBIRFR - WA RIS IZ LB A FK . 5140, FMC-Version-Build.
b) R - IEBESCHTTESE 3 D QI XU o i AN UG ST (1 1 B
c) EHIBFNIE - EF MWL )F 5 (Boot fromimage).
d) BRURBFR - WEIEHT/ES 6 LAl I,
SENM NEHEH (Launch Instance) > M 4% (Networking) £~ 1, #EFF Management Center Virtual S48 i % 2E R 28 1
ACTT T
12 1iliB30 (Launch).

FER VA R BRSNS S B 1 BB s 1 S

$IE13 £ $F Management Center Virtual £ .
LIE14 EPITH & (Console) LI~ .
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| f£M KVM 32 Management Center Virtual
zxEm Dayo BEHuERTHE |

PERS ARG LE R PR

AEAE M Day 0 B & 3 HBYIF R THBE

XA E L, SIS E IR, DT B R BE R 4% EaEAE . W R AT Day
0 FL'E SCfF, ¥ E Management Center Virtual 73 4 25

* Y1454k Management Center Virtual fi, 75T G187 WA BCE A,  MMAE G4 T 78 3L
2% Falfs .

o SRJE, A HE S E VSIS ) Management Center Virtual ff) Web Ftf1, SR B 2.

EREABEENEKIZE

LU FR PR tn ] f H CLI #£ Management Center Virtual | 5¢ AT UIG B .
puk:

PEB1 {EEHS F 5% Management Center Virtual 345, 1A admin /E4H P 44, Admin123 /E 4 %5
P2 A PURTT T, 84T LUN A

pRiIE

sudo /usr/local/sf/bin/configure-network

o — K% 2% Management Center Virtual i, RS RNERATIESERCE .

S 3 FMATORPITERAE
EARE (AR IPv4 FHERE, « WERTIFRE MRS, WA 1Pv4 Hillk.

LBA HHNBE .
LS N

T—2 Mt 4
o fiff FEAS BRI 4% L0 T1 5L DT ) Management Center Virtual ) Web Ftifi, 58 8%0% B F .

{£ /] Web SREHITHIIRIRE

PLR R A a5 Web %L1 #E Management Center Virtual [ 52 il 45 & .
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{£F KVM &Z Management Center Virtual |
B &5 web mEnGmeE

HIE BN Y 2 U7 1) Management Center Virtual £ # [1F ERIA TP btk
-
https://192.168.45.45

SR 2 % 5% Management Center Virtual % 4%. ff/H admin /E 5 4%, Adminl123 /ER%M0., R0 BN W E .
REK DR VR T . 20 U R, FR T MR (MR TRE) , 2 EULA.

T3 ERRER, BN (Apply). Management Center Virtual SR & FIEFHITICE . ARG E xR SE, &
CaVER O (RAEH AT S8k Web Fti.

Management Center Virtual SARYE G KIE AT E . ARG WP m)fE, BoeaUigr o il (e
) B4k Web St

il

T—F 4

* #/5% Management Center Virtual #J4A ¥ & FITEAI(E B, 152 [Management Center Virtual 446 %

", 1157,

* Management Center Virtual #5217 J5 20 P BRI MR, 112 fManagement Center Virtual #4557
HMIPCE . 35 123 1L
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4.

£ AWS = _t E3Z Management Center Virtual

Amazon EIUFAE = (Amazon VPC) MR LUAE H 2 LI RE UM 25 1 JE 3l Amazon Web JIlR55 (AWS)
TS o R AU R 2 AR B AL TS AT REAE B AT Bl Tho O WIS AT IR ek 2%, I H AR AWS AT
JEE LRI B e SR A o

7E AWS = | #73 Management Center Virtual.
o HEMIANPR , 55 37 )T
* BOE AWS A8, 5 39 T
* #i5 Management Center Virtual , % 44 71

HE iz

Management Center Virtual £ % 28 GB RAM F T 74 (6.6.0+)

Management Center Virtual & 7EFH IR G I TH A AER . a1 o0 L% #5 41 B RAM 2> T
28 GB, Management Center Virtual Ft2¢ %] 6.6.0+ MUASH K2 J I

|

BEEER MR 6.6.0 774G, FET 2 Management Center Virtual #5% (AWS. Azure) 177561288 CLgk

SEAFE . BASEEAE H B ATTEH 1 Management Center Virtual 524, B & FLIRCA ARG 4, 148
] AR SEIEATINAT S0 . 1212 7: Management Center Virtual ) AWS SZ #5241 , 25 36 .

T IE AR A, AT VAR SR T & B SRR N A7 54401

RV AT Management Center Virtual SZRF[ AWS SEFIZRAY . FUAS 6.5.x S T FL AR SZRFIF) AWS 52
B, DLSRRAS 6.6.0+ SLHFIH AWS SLI 257

\)

IR

JRA 6.6 I TR N R PR C5 SEFIRA I SCRF . BRI SLBISEAL ] ) AWS LR L5 2 CPU
DU, IR mVERE, AR AL 2 M4 1
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7£ AWS = _#[2Z Management Center Virtual |

% 7: Management Center Virtual i1 AWS 3 #%3215)

F& | hRZ 6.6.0+ | VCPU M7F (GB) |&KA¥#EO |hiA 65x |VCPU M7F (GB) | & KA#EO
# RERM #
x
c3.4xlarge |16 30 8 c3.xlarge* |4 7.5 4
c4.4xlarge | 16 30 8 c3.2xlarge* | 8 15 4
cS.4xlarge |16 32 8 c3.4xlarge |16 30 8
M - — — — cd.xlarge* |4 7.5 4
Center
Vitugl c4.2xlarge* | 8 15 4
c4.4xlarge |16 30 8
HETE, (ERRAR 6.6.0 X EhiA L, Management Center Virtual B AN SCHRFIXEESZHIZEA,
WA 6.6.0 TFhG, %0 Z4F F 5270 B 28 GB RAM 1) 5L 53428 Management Center Virtual (fT:
TRRCA) o ARVEANEE, THS 0 ORI RSB RS2 R, 28 36 0.

%% 8: Management Center Virtual 300 &Y AWS 3z 3532151

Ta hRZ 7.1.0+

Management Center Virtual 300 (FMCv300) c5.9xlarge: 36 vCPUs, 72 GB
SSD f#fifi: 2000 GB

EF ARSI

1A AR SIS AT I YT RS 6.5.x A B FLRCAS (1) Management Center Virtual 5, {HGiAH LR
SEAF A Bl 8 Management Center Virtual #5% ((TAIARAS) -

* c3.xlarge - 4 /> vCPU, 7.5 GB (LA 6.6.0+ 2 J5 & Management Center Virtual 4% )
* ¢3.2xlarge - 8 > vVCPU, 15 GB (R 6.6.0+ < J5°& Management Center Virtual 25H )
* cd.xlarge - 4 > vCPU, 7.5GB (JRA 6.6.0+ Z J5 4 Management Center Virtual 2% )

* c4.2xlarge - 8 I~ vCPU, 15GB (JiA 6.6.0+ 2 J5 & Management Center Virtual 25

TEESLGIK

H T AT BRI AR ) Management Center Virtual (6.2.x+ 6.3.x. 6.4.x fl 6.5.x) FFFIIA 6.6.0 [¥]
TH25 #5152t 4G 28 GB RAM WAFRL A, DRI 7 B0KE > iy S5 2 R 1) /N 380 SERFRROAS 6.6.0 1#1 K /)N
(i 2 [} %% 7: Management Center Virtual [f] AWS S FF526] , 25 36 1) .

WA ET S S B R R S S e, T DL RE S K/ % T Management Center Virtual
5
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| 7£ AWS = _E&RZE Management Center Virtual
aws ez ]

* BHATAT c3.xlarge BY c3.2xlarge [ K/NHHEN ¢3.4xlarge SEHBIZETY

o AT c4.xlarge Y c4.2xlarge R /INFIEE c4.4xlarge SEFIZEHY,

FEVHE SRR, TVE R LUR S0
LA IE S, SR P SR 2R A
o BRI BTSRRI e 15 5 R BB L R B

© WERILSEGI RAT LA, W IR sepl)n, H BT Bidok k. ERBON ZTTE
B SRt SR K541 o

o WERAME I HAE TP Huhk, AR LS 2R A 3L TP Huhik

A UM PR EE G /N B, T2 AWS SCRS Sl AL )
(https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-resize.html).

AWS fZIR 75 =LA
AWS J& H Amazon.com &I A THE G I — RIVERE VRS (HFRA Web JIjRSS) o X4t
IR ATAER 11 X . — M OUT, A Management Center Virtual i, NZZELUT AWS
k55«
* Amazon PV 2 (BEC2) - & REAL L AL BT SHL,  #F Amazon £ds 0o J5 sl FAE BE
CU N RIS (BB k58D 1 Web e .
* Amazon [EIUFAE = (VPC) - B EEWNLE Amazon A 3t W R B L& P41 Web IRS5. &80T
LAfE VPC Wig4T H 1 EC2 541
* Amazon fij FLAFAE 25 (S3) - $EAUEE A7 fif FEmb B it 1) Web 55 .

AT LAAE AWS BRIk, e VPC FTEC2 A (filfH AWS [ S ETFEIlCE ) »  Hi%E$H Amazon
RGG (AMI) 524 AMI A& —PPBEAR,  FLrh a0 55 Sl 188 1) S B 7 (P AR RO o

)

R AMI BUVELE AWS FREE 2 AN R

JE T A PR )

SCHFHITHEE (7.1.04)

« & T AWS B Management Center Virtual 300 (FMCv300) - 7 AWS “F-& L a] F B
Management Center Virtual BU5, SCRFEFEZIA 300 & sy, MATAEL K.

* 37 FF Management Center Virtual = iJ T (HA).
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B evmms

7£ AWS = _#[2Z Management Center Virtual |

k=235
£ AWS |5 Management Center Virtual 7715 /& L T BI 42 551+
* #15 Amazon Ik . 7T LL{E aws.amazon.com Bl & —AMiK
o LR RENK . A LLZE JRRHRA ALy (https:/software.cisco.com/) Bl HE—/NK 7 o

* VFr] Management Center Virtual. 3 XHEFLIE S VFATUER—HEN, 12 [ Management Center
Virtual VA E , 55 3 00 A7 SR BVF AT LR SR 2 PR 5 L, T2 (Cisco Secure Firewall
Management Center L F5Fd) T “REVFTT” .

* Management Center Virtual 3 1K :
< B
o JBAE AT
o JEI AL/ TP Mkl 1) Management Center Virtualo

* 11 % Management Center Virtual FIRZEHe A, 5S4 (Cisco Secure Firewall Threat Defense 7fé
AEFER) o

AN
7F AWS L8 Management Center Virtual & F LA R YN :
s EEBAG = (VPC) %
o BEERIEC N (SR-IOV) G FD
* )\ Amazon Marketplace ¥
* FEAN S B 2 DU vCPU
© 553 R ML T

PR
£ AWS % Management Center Virtual 255 PL T Rl

* Management Center Virtual W& ¥ 755 . B4 (System) > BL & (Configuration) i [l 2 o
F& (None) B k4% (Not Specified), HAKE T B4

o ML CLI s & G S8 KATAT IP HuhERCE AT AWS 51 E th eI A A — 8L e
SRS

* HHTANSCRR IPv6,

s FERBN R I N

o HATAN SRR s b /R

* AWS 11 Geneve HU 15 B AN S RpAL )2 22 4% (TLS) Mk %52 54 3o
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| 7£ AWS = _E&RZE Management Center Virtual
mEaws iz ]

fic & AWS IR

PLE AWS |18 Management Center Virtual, 7 ZEAR 502 (104 2 R R B K AL S Amazon VPC.
ERZHIEOT, WERSHS PR E R, AWS $2AE7E4e ek, L &mr DLk 5S g
NI BB R IIEE) MKMW AEHGEE. BXREAELR, ESH AWS Al .

AT AP AWS WE, PUT 3G S 4E )5 3l Management Center Virtual 2 g 41 fid & VPC
F1EC2 M6 :

* i VPC, 39 1T

© ISINEBERI G, 5 40 TT
s IS, 5 40 BT

s WNINERHI , 5 41 T

s Bl g, 542 0L

o QUL , 543 0

o QUYL TP Mokl , 2R 43 7T

£l VPC

REFUFAT 2 (VPC) f& AWS Ik P L HIIM RN 44 . iZ 45185 15 AWS 2 H (1 HoAth 15 00 0 28 A g
2. EATLAZE VPC H A 8l AWS 85, 41 Management Center Virtual 3261, % ] LIECE VPC, E#E
L IP HihEYE T, AR, FFRCE M R MM OS2 A RE .
FIAZ Al

G AWS K,

* ffiih il fit Management Center Virtual S F [¥) AMI.

HIE1 &2 aws.amazon.com, V&P B LE 1K X 35,
AWS RI5r Jg e BEBg B 11 22 N Xtk XIS R E BRI AT B e — AN DI I B AN S HERAE 5y — AN DX kb . T
ARG 2 DUBH PR 1 A TR B DX AN

$IE2 HPRS (Services) > VPC.

$123 FiVPC $#HI R (VPC Dashboard) > ## VPC (Your VPCS).

$1E 4 fLidi¢)i#E VPC (Create VPC).

WIS 7EEIE VPCHHEHE 4 A\ DL 15 B
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7£ AWS = _#[2Z Management Center Virtual |
B snEsmmx

a) HTHR VPC H P A e XBFRFRE
b) IP Hilik CIDR #. CIDR CIERHIBEIEEH) S 1P Huhik S HOCIEs i i 8 10 S o . Bildn,  10.0.0.0/24.
c) BUIAMFERBE, CMAIRAEIC VPC 3 3 1 SE e 2 i A A Fa e (A g 2k

$£18B6 L2, £ (Yes Create) LLAIE VPC,

T—3#ita
NI 9 G H] VPC o, PEWLR 45 .

N BELEX X Y 5%
{45 T LR BIVELIBE 9 190 36 DA 6] VPC 5 TLIDEB) (902 . 1T DK VPC 2 A1 TP k90 e 5 TG
CIEES
it 2 B

* 4 Management Center Virtual 52| i1l 3 VPC.
UK

P$IE1 HiliBR S (Services) > VPC.

$H1% 2 i VPC 2 4#IEH (VPC Dashboar d) > B EL M [ 3 (Internet Gateways), X5 il ) 2 B BE W X 3% (Createl nternet
Gateway).

PRI WA A& LB LARRM G, ARG Hd <2, QI (Yes, Create) LAGIEE M K,
FEA LD L.

$®5 iR VPC (Attach to VPC) JEi%#52 Bl 1 VPC.

$IB6 iR, EHE (Yes Attach), LUK M CH#H3] VPC.

BROATTOL T, ECIE M IR HOERE S VPC 20, £E VPC R B Sl ek S B RS .

Tt 4
HINTIE VPO, BEILT

NI M

1] L%} Management Center Virtual S n] 32 1) VPC IP Huhlys Bl HEAT 70 B 48 m] LLAR 3l 22 4 Fliz
EEEAE T, DISZHLSZBIRI 4. X T threat defense virtual, 88752261 33— ANE FE 1 AT —AN7
=l s
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| 7£ AWS = _E&RZE Management Center Virtual
wmemz [

UK

P$IE1 RS (Services) > VPC.
12 i VPC %I E#HR (VPC Dashboard) > F M (Subnets), X5 4.1 83 F M (Create Subnet).
B3 R F M A LL R (5 B
a) HTHRIRTRIIH S A e LBTRIRE
b) FMTLER) VPC.
o) U MRIER MR X, P “TICEIEIN” (No Preference), H Amazon JIEFEIX K.
d) IP Mkt CIDR . TR IP HuhlyuH 4204 VPC [ TP Huhik i F ) 74 . bbb/ N DA 20 T M 48 3R /16 AN
/28 Zf). R/ AI BN VPC AH%E .
$B4 SR, fIEZ (Yes Create) LIGIE T .
WS WHEZATW, HEU PR, AR RO R TR, AR 2O R R A 2 ST

T—% it a
A 22 Ve o, PRI - E).

NN HE

Tn] LUK s 1 R E R B8 VPCECE MM G BIETT LLRIRZ S 7 M A g th 2k, (H 7 OUA]
PASRIR— AN 1 3

FB1 PdiARS (Services) > VPC,
$1®2  HiiVPC #£4#IHE#4R (VPC Dashboard) > ¥ H % (Route Tables), 4R /5 #idi 6| ¥ B % (Create Route Table).
FEI WA TRIRE RO A2 LBRRE.
PB4 N NRFR IR PR I B R 1 VPC .
$£8B5 LR, 12 (Yes Create) IO %,
6 EENIGIEMNEK bR,
PIRT  EEH (Routes) IEIi -, DATEVEAN(E B &M WoR B (5 R .
LIE8  fihifwiE (Edit), A AR MEMESH (Add another route).
a) {EBBIHAESIH, %iA0.0.0.0/0,
b) 7EE#R (Target) F1Ir, 1ERE b g i TR RO o
PIE9  HRRTE (Save).
HIE10 il F W B (Subnet Associations) i, SR Hdidwsg (Edit).
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7£ AWS = _#[2Z Management Center Virtual |
B oz

FEN LD L] T Management Center Virtual 5 ¥ 1K1 W0 B R REHE, AR5 HtRTF (Save).

T—% it a
Qg TEIE .

i -
fliE=sH
AT LB 24, e 2 d P S B AV, S EORYE TP b hkYE . R LA B
AFEFN 222420, 7] UK XSS 0 R REAN SEW . N I A SR I TS, TS0 AWS $2
LI 22 A A DR T RN SCRY

UK

1 HiiBRE (Services) > EC2,
$IR2 Hif EC2THIER > R4,
PRI ShtEREA.
$IB 4 AEIERSENEHE PN LLFE R
a) HTARi A Ax LR eEAR.
b) MLz
c) Sk AT VPC.
P EREEHN:
a) rUlifliER LA,
b) 7E“ N#h” o, sl AIRE .
MZEEL (Type) FHz oI kB Lh N ATATZEIF 5t B U7 ] IR N3 1o BRIAIE DL T, RAREERBIRE
(All Traffic) 27,
* SSH (22)
« HiE X TCP (8305)

- HTTP (443)
a4
W AN AWS S B Management Center Virtual, WIFE % HTTPS Al SSH 17 [l AR o 7 & AH M R TP b

hko BEAh, G RAE AWS VPC W [A]H id & Management Center Virtual 1 threat defense virtual, N foiFL f IP &
H W 1) BB

c) frH¥h (Outbound) #7> F, sidiRAnERN (Add Rule) LAZ N skt &0, iR PRA R E (All traffic) (fF
Jy R (Type)) FAMEZENRLE (Anywhere) (1F 4 BFR (Destination)) [FIERIN K & .
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| 7£ AWS = _E&RZE Management Center Virtual
azmszn ]

$I6 fidhifliER LA (Create security group) LAEI&E 2244 .

T—% it a
QRS FERLR — o).

BlE M & O

S A] DU ] #4 TP Huht 25 Management Center Virtual €3 284z 1. ARt AR E T E, G M4
P COMEFINESD o

UK

$H1E1 RS (Services) > EC2.
$1E2 il EC2 #5%IEHR (EC2 Dashboard) > M #&1% 0 (Network | nterfaces).
PR3 MO (Yes, Create).
$ A {E83E M4 IE O IEHE R A LL R 5
a) MZERE M A E RE () .
b) A TFHAIERPILESETF M (Subnet). i RSB ST E VPC 5119 .
¢) MINER P b, BEHFA P L, MAREFBEHSE (auto-assign).
d) EHE—AREAREE. FIREA O TG L FH .
$£85 R, £ (Yes Create) LA ML,
PR 6 EEENIGIE MM L.
W1 AT IR E R B e E .
SR8 LA (Disabled), )5 HHRTE (Save).
Xof TR AT AT I 22 11, B2 50 41 -

T—%#ita
OUsRrE IP bk, PRI R4

BIlZE SR 4 IP ik

SIS, S KB — AN AT TP Huhl o A5 B RS B SE@Iny, AL 1P bk A8l ok, Ef#
YRUb ),y AR B TP il S S B — AN AR AR A S TP k. S TP Mk T R U A
Management Center Virtual M H A SZE PR AL IP Mok, IR IEARKILTIEE, TS0 AWS #=244E
B TP AHOCHI TR SR
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. £BE Management Center Virtual

7£ AWS = _#[2Z Management Center Virtual |

\)

AR 2/bFFE0N Management Center Virtual @1 —/N3fPk IP #ilik, 24 threat defense virtual & #EFIS Wik
PR PSP TP Mk

UK

PIE1 PR SS (Services) > EC2.
$IE2 i EC2 2% (EC2 Dashboard) > 3% IP (Elastic IPs).
HIE3 i S EFHbhE (Allocate New Address).

WRAEFENE/ A IE TP b Re AT 22, BRI IR,

$£E4 SR, 9B (Yes Allocate) LLAIZLFRTE TP Hudik,
LS WAEMETE, B8 LD BULE) @ HAb#rE 1P Hilik,

T—F Mt 4

% Management Center Virtual, ¥ F—%4).

=32 Management Center Virtual

o

S Sk

FF6 Z A
* MC# AWS VPC fll EC2 Z3%, 1 ILMCHE AWS FfJ.

* fifiiA AT {it Management Center Virtual S48 F i AMI

)

AR BRARELEYIR R I Bl (SRIEHIE R (Advanced Details) > Fi P #(#E (User Data)) K
S SCERINE RS, 5 BRI B G300 0 AWS 5445 1D

i
I®1  HifE https:/aws.amazon.com/marketplace(Amazon Marketplace) J-% 3¢ .
B2 5% F| Amazon Marketplace /7, #itfi & Management Center Virtual & {15 4% .

iR
WERZ ATk AWS, BRI RERT ERERIIFEOI S5, DI R EERAT 2K
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| 7£ AWS = _E&RZE Management Center Virtual

$IE3
IR
$IES5
$IE6
LR

S0

$EN

TIE12
SIE13

LR

$IE15

#FZE Management Center Virtual .

Hil ke (Continue), X5 i F A SN (Manual Launch) 50K .

R ES &5 (Accept Terms).

TR X I S EC2 #2538 B 3 (Launch with EC2 Console).

1% +% Management Center Virtual SCHFISEBIZEEL, A7 KR SCRFIMSLBIZRAL, TSI
mii PR T —%: BRERGIIFHMES (Next: Configure Instance Details) 144 :
a) WML, DAVLRCSERTGIE R VPC,

b) HEFR, DAVCECSGHT GG )8 B . ] DU 1P Mk sl F A 304 .

¢) EBRIEMIER (Advanced Details) > Fi P #(#E (User Data), S INERIA K& 345 B

R LAUR 7RG, DAl A2 B 2% A PR AT A K

7

#EFMC

{

"AdminPassword": "<enter your password>",

"Hostname": "<Hostname-vFMC>"

}

ERRIEMRIE B BUMANEG N, I 200k Qn%MIﬂiﬁiﬂﬁﬁE%Jﬁt%% TR A2 SCATE 30
Hille WASKHATAT Unicode #idls (ALHEZ4%) HHIZISHRIEMER 7B, W RESIERLHIBIR, RIGRLAL

1S I T O S

TE 7.0 K ERRAF, BRAEEAEVIGE R H H P 2ds (ERiE4MES (Advanced Details) > F F£iE
(User Data)) R XERINES, A5 WERAE BE 51 %5 % AWS 5241 1D

LER A, BRIASS B 51 250 K Admin123.

il T —4. R7EE (Next: Add Storage), LANC B A7 A

GiARIRAEWE, G R (GIB) b 250 GiB. ARG K/MIKT 250 GiB, A5 )2 PRI F A4 o

mifi T—%: #RIEEH (Next: Tag Instance).

PRAEH X7 RN BB A R N, Sn] DAAZ i “Key = 2485”7 F1 “Value= B 2" ks e Xhrss.

EHFET—%: BEERLH (Next: Configure Security Group).

MR INE R £ 4H (Select an existing Security Group) JEIEFSEHTFELE 02 241, si@I# B <4l 50
ARG R, ES AWS 0.

MM EFZ3h (Review and Launch).

Miidi Bl (Launch).

MEREIAT 1) 25 P BB B R 2 B0

pEat

TSR LA FEBAT (085 0 sl QU T B DR o B0 B AWSS A7 ) — S A FEBEHTRTH] P A4k 1 — A 35 )
SCHFA R, P 3L [ DR e AR B SE ] o 1S 55 DB B B IR AL B DA B, DA B S 2 75 o

R BEIEA (Launch Instances).
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7£ AWS = _#[2Z Management Center Virtual |

. £BE Management Center Virtual

$IE16

T

SIE18

FIR19

Hifi EC2 #=HIE#R (EC2 Dashboard) > 314 IP (Elastic IPs), RF|ZHI7FLH 1P Hulik, sR7MRC—ASFriiht.
IEREFATE TP Muhl, A3 B IF e $E R BX At (Associate Address).

TR LEE PR S s 24 11, ARG Bl “ORIK” (Associate).

#uili EC2 #2 %I 4R (EC2 Dashboard) > 3245 (Instances).

JL43 %P5, Management Center Virtual SEBPRANG ok ig AT, RS A 22 0 a s Wor bt . (Had, &
FEFWIAVCE SRR AT LA 30 240 708 EAFLEPRA, ABEAEILey], RIFEFESPIRE (Settings) >
FRENSL {5 S & [E (Get Instance Screenshot).

WEITEHG CRZ) 30 2] 40 7340)5) , KBRS E N WoR—4K LT “Cisco Firepower Management Center for
AWS vW.X.Y (build ZZ)” FITHEL, Ja T A] RERRAE — LA ) dar 147

R AT N i ZBEEE i SSH 5 HTTPS &5k 28 412 i) Management Center Virtual. SEFREEZE RS 0] Al GEH BT 257+,
BRI T P fE X 1) AWS 7138

& nr Lk SSH 17 i) Management Center Virtual:

ssh -1 <key pair>.pem admin@<Public Elastic IP>

SSH S il s PIRT AL . AT 2. WEOR ARG RN, R BB s 1T .
&k ] LLE T HTTPS ) 7] Management Center Virtual:

https//<Public_Elastic IP>

pE S

WERE R “ RGURSAREEIEAT” A, WERMIBEE AR TE K.

USRS 2 SSH 5L HTTPS WM, i AL NI H «

* HORE O 58 . Management Center Virtual VM SEA1 57 %5 40 BT Y {2 7R — 45 8B~ “ Cisco Firepower Management
Center for AWS vW.X.Y (build ZZ)” UK., Ji I A] RERE — 22 LR M 4T AT -

o BORGIATHAPE 1P sk, M ZHbIE DG A B b0 (A B 25 H2 1 (eni), I HLIFIERESNZ 1P Hbdk,
* iR VPC TR R I M ¢ (igw)

o WORE BET I OGRS i 3K

o B OR A EI 1 O DGR IR B ph 28 LA 4 m) ELR I 94 O (igw) B9% HH CH BI3dk>A €0.0.0.00”7 ) &

o PR ARG VPR NIEH T TP Mkl 1) SSH F1/5¢ HTTPS it .

T—3HitT4
R S R £ 1
2234 threat defense virtual 755 W 2N B # by )5, BRI LS &8 doe P Ay AWS Fiz

AT 1] threat defense virtual BC B W A& FEWCE, 0] DU 2 S T B0 ' 0 FH 5 1] 478 1 5 e R0 G At AR
FIRME, DA threat defense virtual % £ >R I . 224 SKIK W] X threat defense virtual B £ 1 R 55
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| 7£ AWS = _E&RZE Management Center Virtual
#FZE Management Center Virtual .

HEATEEE] (Bl ™ —4C IPS PRI b g) o #nl U BP0 E threat defense virtual [ f¥)
LA o B IRUMA] AL B 2 A RS RIS B, TES RS B e m sl B O R e LR B .

3
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7£ AWS = _#[2Z Management Center Virtual |
. £BE Management Center Virtual
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29 =

7£ Microsoft Azure = _ %32 Management
Center Virtual

&0 LAAE Microsoft Azure 4Lz %% Management Center Virtualo

|

BEERW NEBHAFRRA 6.4 K E mCAS T4, Microsoft Azure SZFF Management Center Virtual.

© Bk, 5549 T

* BUBRAAE . 51

o MENUATRRD , 56 51 0T

TERBE IR G K P, 5 52 1L

* % Management Center Virtual , %5 53 7L
Y5 Management Center Virtual 5% , 25 60 71
PR EHERR , 55 62 UL

* Dhfehysadsk , 55 63 1L

iz

AT LA Azure T3 R BERO MR v 5 AR, £F Microsoft Azure 15 Management Center Virtual.
il Azure |'] )7 #%& Management Center Virtual I, %5 n] DL IAT 1) 20 92 YR A AL e ik . (ol gt
Bk ;D o MR EER S R — AR E S, XS R Management Center Virtual
FIVIIE S, RIS H YK Management Center Virtual Ji 80 5 5 3¢ 2l web FHl

Management Center Virtual 53 28 GB RAM F T4k (6.6.0+)

Management Center Virtual & 7ETH NG I TH KN AFR A a0 L #2523 B RAM 2> T
28 GB, Management Center Virtual F+2% %] 6.6.0+ MUAS 4 25 2R

2%l Cisco Secure Firewall Management Center Virtual X[ 1355 .



7£ Microsoft Azure = Lt E3E Management Center Virtual |

BEERN MRA 6.6.0 78h, FET = Management Center Virtual #5% (AWS. Azure) 1A 77S26I28 8 gk
SEAFH . AR E 1858 ) Management Center Virtual 521, RIS & FLIARRA B A G2 £
AT ARSI T I SE . 52132 9: Management Center Virtual 1) Azure SZHFSEH] , 2 50 T,

HI UL AR, BATPRTCTAAE SCRF 01 5 B SCRP UK AT 54481 o

Azure | 1] Management Center Virtual 25 F 7% Y 7 2 245 350 B BT A0 JE UL 4% (VINet) Hhoin DA
1] LILERRUE Azure A =358 555 Management Center Virtual. Management Center Virtual Azure
TR A VFATIE (BYOL) A%,

NI E T Management Center Virtual 32 5 Azure SEBI2RAY . FRA 6.5.x S HLARA S FE ) Azure
SR, LLRIRAS 6.6.0+ SZHFIN Azure SR,

3% 9: Management Center Virtual & Azure 373532151

Ta FR 7K 6.6.0+ FR A 6.5.x % 58 B hig A *

Standard D4 v2: 8 4~ vCPU, 28 GB |Standard D3 v2: 4 4~ vCPU, 14 GB

- Standard D4 v2: 8 4~ vCPU, 28 GB

Management Center ——— .

Virtual *EVE R, Management Center Virtual HRAS 6.6.0 &A1 5 15 A
Standard_D3_v2 SEfl. MRA 6.6.0 FF4h, #nziifii H 42 /b BA7 28 GB RAM (1)
S4B Management Center Virtual ((ETRA) o 1ES RS KN, 26
50 Ui,

EFARIESH

&R L4k SA# H Standard D3 v2 847 M ETARCA 6.5.x K T8 LA K] Management Center Virtual 3%,

{EARNREA FH b 52461 3 51397 i) Management Center Virtual #55 (FETRRAS)

LK

T MATATT LI RRCAS () Management Center Virtual (6.2.x. 6.3.x. 6.4.x f116.5.x) FrHFIIRA 6.6.0 1
T 425G 28 GBRAM WAFS A, Rk, W4 H Standard D3 v2, TIJFEEE S48 K /NI
#4 )y Standard D4 v2 (i 2[5 9: Management Center Virtual [¥] Azure S H¢SE4] , 25 50 11D &

AT LME ] Azure 177 8% PowerShell # % SEA 1)K/ o RSN A FTIEAEZ AT, SHSO RS
BILER A A= IR REINLAT eSS BoRFaM RN

A R LS RN UL, 120 Azure SCRY (URAE Windows FE NI/

(https://docs.microsoft.com/en-us/azure/virtual-machines/windows/resize-vm).
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I 7£ Microsoft Azure = L %FZE Management Center Virtual
mesd

%} Microsoft Azure |- ] Management Center Virtual SZ FF/EA 6.4.0 T LIRE. 45 < Management
Center Virtual F1 RS2, 1524 (Cisco Secure Firewall Threat Defense 3728 VEFEF) ©

Management Center Virtual{E Azure B8 2 /I, 1ERUELL N N %
* 7E Azure.com L AIZEMK /.

7E Microsoft Azure FAIEEIK G, AL X%, 2% EF Management Center Virtual 17
Yy, RGiEEE B0 BYOL” P2 h.

o MR RENK . o] DLZE R R0y https://software.cisco.com/ B g —AMK F .

JE U A0 PR )

ZHERIThREE
o X FFIF Azure SE4)
* txifE D3 v2-4 Vepu, 14GB memory, 250GB f#% K/

* br¥fE D4 v2—S8 vCPU, 28GB memory, 400GB i K/

AL
fEManagement Center Virtual Azure AJLiidgH, SO A VT AHIE (BYOL) #2724, %) 7> Management
Center Virtual, IXJ& V-G VF0E, 1MAESIREVF A UE . S0 S 1 R FAVE v IR R AR K ff e 45 mT DA ik
Management Center VirtualS B (1)1 &-40iE . #iln, &nfCAUWSLREM A HIM &, 10 5 8L 25 &1
VFA[E
* VPRI
« AR REVF IR

HRFHITEAIME S, 1520 (Cisco Secure Firewall Management Center it & f8 /) RG],
PLT A <0 B B nIE PR {5 S A < Firepower RA TN REVF i EFIMEER CEISE HEERD
1527 (Cisco Secure Firewall Management Center ZJREVFAJIED)

ARG RAFIEFR BN

WHIIHE “ Azure REFUALIBEIA " (Azure Virtual machine overview) L[ _F{# /= 5 (Restart) fl{=1E (Stop)
#2441 JF Management Center Virtual MEfUAL. IXEEAJEIEH CHIHLS], 1] Re S A

i | Management Center Virtual 12 5411 o o] H (1 224 (System) > BLE (Configuration) 261 ¢ 4]
YA B A
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_37873
https://azure.microsoft.com/en-us/
https://software.cisco.com/
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html

7£ Microsoft Azure = Lt E3E Management Center Virtual |
B =nsmanznzs

M Management Center Virtual v 247 S shutdown Fl restart T4 < H B B8 8345 .

A FHFHIThEE
o BUEHLAT (PAYG) 141
« IKAVFAIETRE (PLR).

. E R
* Azure [])7 “HEEHEW” Thig
o SETERHIG BT T B ST RS AR, BTGV IR R . Tk
JA BB WG o W) 75702 548 9T () Management Center Virtual ML
* VM A/
* Cisco Secure Firewall B4 7.4.1 S SEARIRAAS 32 R v vl H 1
* Azure FIRES 2 A8 VM 2R
B PR VM KD
Bt VM A R G Azure A% SKU M iy WG 8 37 BIARTERR SKU, K2 IR

EEREHE 6 Z B TR

7E Azure Hi72& Management Center Virtual i, £8P %5
BA AN 1) Management Center VirtualBfl CRg 287 IR FUL0 26 BRI 5 1 AN I B 40

@) .
L AL

Management Center Virtual 45 2% 25302 BIFT I TR P o A, B8nT DL LRI 310 55— AN B gi
(R ERAT R 0L D9 4%

o —/N4% 4 vm name-mgmt-SecurityGroup H 244 .
1 2 A AR BN 21 B UL NicO.o

Z AR AV SSH (TCP i 1 22) Al AFEEHLy #:10 (TCP i 1 8305) 14 BRI 2 113
Mo AT LATE A8 5 18 X S .

« AFCIP Muht OSSP B IR e FE B 44D«
BN IL TP Huhk by R AUAL NicO AHOGHK, Jim & W 2045 i 1
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I 7£ Microsoft Azure = L %FZE Management Center Virtual
#FZE Management Center Virtual .

A

ER T RLEIEDET I AL TP Mk, BRI 1P Mk ST DA RIS
(NONE). 441 A4t 1P Huhik, W5 Management Center Virtual 2 [H]f]
ATAR I8 A5 3 2005 1] Azure HEFLIN 25 P

LM R R OAAE, WAHREERD .
o JITIEAFRE IR P o0 ¥ R S WS
JAEE WSO AE Blobs (- HERIR S
* FriEAEGfmk - 47T Blobs FIZSAE VHD N IIBAN AT, 4424 vm name-disk.vhd F1 VM

name-<uuid>.status.
o —NMEAEKR T (BRAEIER: T I IAEEIR D .

| &

EREN AEMEREUN, DA IR DRI IR B IR AT BERER SN o

ZRZ Management Center Virtual

R LIS IR/ Azure P28 Management Center Virtual. Cisco $& £ PR B R R AR -

* AzureifH HIRRR 5 RAZR-14 H Azure 117 PRI YT 450,  Management Center Virtual
] Azure 17528 . S8 LA I S IRALRIAZ Ak - CaRAIEDH 0 S IR AURIAA gk D oK
B BRI B AR T AR, 1S N Azare T35 08 il P 7 EREHGHE . 28 53 UL

* GitHub 7Ffi&EE A9 ARM iR — Bk TR T HI40H2#E, Cisco I7E GitHub A7 2 ft Azure
Resource Manager (ARM) £5i#it, LATAALTE Azure |78 Management Center Virtual [ 2. i
FEEWAZ RPN JSON 3L (— MRS RI— NS0, 180T AR B A ok
Management Center Virtual 555 e BT A3 9 I o

M Azure T i {E A RR S RIERERE

i H Azure T S BEIAR P72 Azure []/7 717 Management Center Virtual, DL F #7112
Y|4 Microsoft Azure #35 H1#% #& Management Center Virtual Threat Defense Virtual 255, WiF5 T
fEVELN ) Azure WE DR, 1EZH (Azure A1) o

fE Azure 5% Management Center Virtual i, 2 HaIARSFIECE, BRI, A5 IP bk AlEE
. AT LIRS Gl P B SO E . lhn, R80T fe 75 28 30 OB INHEL AR “ 2 R IR 2R
UNEE
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://azure.microsoft.com/en-us/get-started/

7£ Microsoft Azure = Lt E3E Management Center Virtual |
B/ A i RRR S REREE

T EHEN Microsoft Bk )7 FE1UE X 5 Azure [1)/7 (https://portal.azure.com)
Azure [])7 o 5 2 Hik AT ARSI R AU 2L 2%, B 8idls b B G R .

$122 Hli6# %R (Create a Resource).

PRI wiliyh R “EMb.L”, EET AT R RIE (Create).

R4 flE BEARRE:

a) 1t Azure HEJ FMC VMFE, SN BINI IR A FRN AR Azare 11 b FLATAfE— P

iR

FORANELAE AT I AL R, 73 A8 K R

i

b)  (AlEk) M FHzAER kR FMC 8RR A (FMC Software Version).
XN ER A Ay F i 4 T FAR
) EEEWRPARAZ) FET, WA Azure k)VEH T 4
2R “admin” J& Azure FIITREI L FR, AREFH .
EE
AL E AN 44 T Azare TP, 1T AN & Management Center Virtual B 3 53 U5 ] AR 152748 FH I P 44
&3¢ Management Center Virtual,
d)  EESHIIEA. B (Password)al SSH 2248 (SSH public key).

IR PR (Password), T AW IFAIA . BT 12 2 72 N PFT 200, JF HAA & LoR 3
Wiz 1VANGFR S LTRSS TAECEA AR “\7 8“7 BRFIR T

IR ERE SSH 2448 (SSH public key), 45 & EFEG 2544 ) RSA 2334 .

e) %1\ Management Center Virtual [{) FMC E£#1%&.
)  MAEEER.

TR DL B O 5 47 6 % £ Management Center Virtual 1) Web Fi[fif N ] [¥) %% . Management Center Virtual
g)  EFFITH (Subscription) 257,

T H A H NI
h) G ZEIRA.

Management Center Virtual 452253035 2081 B2 b o AU BRIRA A 220, 35 2P AT B2 6 41 (1) 3 10 A

A
Ak, ] PUAE R 820 TR G E M 45 L T % Management Center Virtual B N2 55—/ % IR R B B HLM
€%,

i)  EFEHEAIE (Location).
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https://portal.azure.com

| % Microsoft Azure = %3 Management Center Virtual
W Aaure i AR ERIESE [

T e TR T A R, AR P AR R A7 & . Management Center Virtual. W45, A4k ;25 34 W 4 1
AH [E] AL

j)  HEE (OK).
WIS T K, 58k Cisco FMCv & E T I UARLE :

a) HIIAFTE I RN A/ (Virtual machinesize), i B A/ (Changesize) H3: LAATE VM K/Nikdi, Baids
JEE (Select) LA

{5 0% S R B
b) FUTARRMRA . T DU FIELA 2R, T LG T 7
 EREIK T AR (Name), K5 Ll (OK). 17K 447K At A NG P RIS . ARt
HEIR TR

o fEULHCASH, Management Center Virtual £ 37 £l H FIFRVENE B4

¢) MEAF Pt A DUEHBEA 1P Mk, ] LLAIEHT 1P Hudik.

* W ETEE (Createnew) XUFHE, LAOIEE—ASBIAZL P Hhbil. 76 &FR (Name) 7Bt N IP Hulik (bR,
YEFE SKU LI (kR4 (Standard), X5 i E (OK).
iR
Azure O — MBI AL IP Hikk, LRI PR E R B AR TS B RNUE IEFE S, 1A
JLIP v REL A . T LA T S AR ] 5 1) TP Mk, W] DA S i 2 36 TP ik, I B ik Bk
Fr At .

o WEREAA AL TP Huhik /3 ic4s Management Center Virtual, 7] LLIEFETE (NONE). W& AT A I 1P i
Ik, W5 Management Center Virtual 2 [A] FRATAR] A5 24 20008 H Azure HEFUN L5 o
d) W5 AL IP AR2EUCHC Y DNS #R%
SE 4 IR e 1 44 55T DNS FR%8 01 I Azure URL: <dnslabel>.<location>.cloudapp.azure.com

e) IEFIUATMEERIMEE (Virtual network), sCEIEBIIKEMML:, X5 EE (OK)-.
f) THc'H Management Center Virtual F%8 3T/,
EXEBRTFMEMIIAEERTMEIE. @il rMAFA “management” .
g) MiifE (OK),
PIR6 ARMEMLE, AR5 AEHE (0K).
TR BEMNEK, RE AditI#Z (Create).
S8 ML TN A (Notifications) (AR EIRR) LA B HEE IRA.
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7£ Microsoft Azure = Lt E3E Management Center Virtual |
B/ A i RRR S REREE

1: Azure i® 50

o el & 7 C S

DEFAULT DIRECTORY

Notifications

2 oo dubbon

a few seconds ago

TEXH, oD B S G 2 EAE S, BETRE D) 5 7 2 %4 . Management Center Virtual 1] HHi )
MBS TRIZ) 2 30 34T, BN EAE Azure TH TR 1HS%, HE) Azure 75 Management Center Virtual FEfUAL

IEfEIEAT.
PO (WL Azure 324t TVF 2 TR AWMU BANLIPIRE, QA5 SIS BITIES & . KT A ARVFELER )
INEEEEYE PR ININEINAR

a) fEAMSERd, EFERANL (Virtual machines).

b) ft¥l#Management Center Virtual TEFEE K] VM. RGURHFTIT UML) “ MR~ w1

¢) I FEENE] “S4% + MBEHE (Support + troubleshooting)” #4y, %+%315i2# (Boot diagnostics) B¢ &2 1745
#ll & (Serial console). RINGHTITF—AMF ks, Hha&5F2kRESEEEMN BT ESIE T O BITIE S
&, JFrhE.
WIRAE J5 812 W Management Center Virtual B ATHEH] & HE 26 R387R, W2siiiA Web St sies R4 .
-

Cisco Firepower Management Center for Azure v6.4.0 (build 44)
FMCv64East login:

T—oMt 4
* fiffiih Management Center Virtual #05 E &8 . Azure 3 HITIMAE “ HIHAL” 41 H ¥ Management
Center Virtual VM, LARPTAHAHRHER (FAfif. M4 BREIESE) .
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I 7£ Microsoft Azure = L %FZE Management Center Virtual

M Azure 18 vHD snzEeRnE [

M Azure {E 8 VHD Fo:&RiEtRERE2

N
g
N

SIE3

$IE4

AT LM Cisco $24EH i VHD B fR, G B LY H & X Management Center Virtual BUg . 224
H VHD BYGIEATHEE, 200K VHD MR EAL 21T Azare AR 7 SR)G, B80T DMEH B4R
B WAG RN Azure 0F 5T BEASASAR A AT LG . Azure FRRR A0 25 B2 U5 U0 B RIS 20w LI JSON 3¢
k.

FriaZ 8l

* Management Center Virtual U 25 75 2244 1] JSON B AAH N 1) ISON S #E T A
GitHub 7 fifi BT BOX L3

o R A AT H Azure  HOELA Linux BRI FATE SRS HIGE Linux RIHL (3120 Ubuntu
16.04) #4145 VHD WG FAL R Azure. BEWUGAEME I 75 224 50G HIAFig~S . miH, M
Azure WP Linux EHINL FAE R Azure 446, AL RIS 5,

RIE T EAIE BN, WEHLL R ke —:
* fifil] Azure CLI 6! Linux BN
« JHd Azure )7 613 Linux BERAL

* 7E Azure W Y, BNV ZAE B 25 Management Center Virtual FA7 & HA AT H A7 7

M Cisco F#EARLETUIN T % Management Center Virtual JE4f VHD W% :
a) FNE @ > %L > AR > B AIEER > i Cisco Secure Firewall Management Center Virtual.
b) i Firepower Management Center Software.

U] TR .
%1, Cisco Secure FW_Mgmt Center Virtual Azure-7.3.0-69.vhd.bz2

KR4 VHD BUR S BB AE Azure ") Linux ML

FATH5 S0 1A 5] Azure FU Azure F3SCIHIIERRZ . BORDIERIO R SCP, 1122452 1,

# scp /username@remotehost.com/dir/Cisco_Secure FW Mgmt Center Virtual Azure-7.3.0-69.vhd.bz2 <linux-ip>
Bk F) Azure H ) Linux BEAUBL, JFSHIEE S T 45 VHD B H %o

fi#t [E 4 Management Center Virtual VHD A% .

FAFR I SCPFIIE RS o Mol s i) Bzip2 SERRT, (AR AT DABEH] — £ 5L T Windows S HIFE P .

# bunzip2 Cisco Secure FW Mgmt Center Virtual Azure-7.3.0-69.vhd.bz2

s VHD EAR R Azure fEAEMK T R IO &5 0T DM BUAT Ak 7, BT LAEUE T A2 Atk o A7k
AR RS NG PR
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure/CiscoSecureFirewallVirtual-7.3.0/fmcv
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

B 4 Azure (7 viD oz ERIRSE

Nil

g
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7£ Microsoft Azure = Lt E3E Management Center Virtual |

FH T % VHD AL B4R 7 IR 2, 45 AzCopy. Azure {71 & 1l Blob API. Azure £7fif %% Y5 F
2%, Azure CLI B¢ Azure [ ]/ . X} T#% Management Center Virtual iX £ RS0/, FATAEBUEH Azure 1177,

TN T A3 Azure CLI FE12::

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

M VHD Gl g FE 5 g

a) fE Azure [/, HEFFEE (Images).
b) AN (Add) BEEE LG .

¢ RUELITER:

* TR - W sk £EiT 1 .

 FiRA - WLPEIUAT B A AP T4l

© BER - AFLEWAR S A E SR AR
o BX3i- AR R AL

VM HERK- B E 14K,
ANERFE 24K .

* 771i& Blob - 30 i 247k - LLE S AL 1Y VHD,

BRIERG LB EHE Linux 1E W #ME RGAL,

MR B MREEINEOR, W RSIR L FARE HDD. #r#fE SSD 84 SSD.
PEPERI T B LR ) VM K/, TR IR VMK SRR T IR 7 282

« EHER - N TR PIES “B57 .

« R - AR BOAVCE: WIS INE LA

d) riitl# (Create).

SEFFIBEN (Notifications) T~ 5 B BIh BB 1% (Successfully created image) ¥4 5. .

iR

QIESEE IR 5, T EUINER_EA% () VHD R A ARk

FRIPOFT B A FT AR B3 1D

TEMNFB, Azure FEREAN I — AN TR ID A OCHE . MIZFEE MG 55 57 ) Management Center Virtual S,

PR 1D,



| % Microsoft Azure = %3 Management Center Virtual
M Azure 18 vHD snzEeRnE [

a) fE Azure ']/, EFFRRE (Images).

b) KEFE LD O TR g .

¢) A& (Overview) &M & VE .

d) s Resource D & il 287 AR .
Resource ID K H LA FEA:

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider §Microsoft. Compute/<container >/
<vhdname>

SIS A I UGN JFAR M I Management Center Virtual SZ451 :

a) LPEEE (New), RIS RIEHERE (Template Deployment), H 4 n] Wik If ih ik $5¢ .

b) EFEIE (Create).

¢) EFAEHmEREDLE B S AY4ENR (Build your own templatein the editor).

A —AATE A WP . A BERSCEE, 1210 GitHub.

d) BRI 1 E L ISON Bt AR RENG 2 % 1, SR )5 SR 7E (Save).

e) M THrgEik+£eiT A (Subscription).

f) LEHAEIRE (Resource group) B G —AN Bk E 4 .

g) MRk FIE (Location).

h) b B REFEIT IR ZHR 1D (Resource | D) Al E EEBIMEEBR K 1D (Vm Managed Image ld) 7Bt
PR A BENXEE (Custom deployment) T I Il ¥ 4miE S 41 (Edit parameters). &H—/Nrlk [ e LS5t

B

a) MnE s (Load file), 4R 53 %2 A % X Management Center Virtual ZH 1. HRER S, ESH
GitHub.
b) KR H g L ISON ZEAILRIG B & 1 rh, 385 s R TF (Save).

FEBA0 K A B E S B . i5Hi{R Basics Fl Settings #1045 B 5 B T I B B (1955 Resource ID) MI%F.
TN AT RS, ARGk R E Lk &7 F5 % (1 agreetothetermsand conditionsstated above) & iEHE .
HIE12  LHEME (Purchase), LR UL AT H & AR E Management Center Virtual SZ41

IR N ZHOCA AT, WHEE %2 ) o
FEAEWAR AT T A AT PRI SN 9 22 A5

T—o Mt 4
* {E Azure 7551 Management Center Virtual §J IP Bt & .
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure/CiscoSecureFirewallVirtual-7.3.0/fmcv
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure/CiscoSecureFirewallVirtual-7.3.0/fmcv

7£ Microsoft Azure = Lt E3E Management Center Virtual |
. & Management Center Virtual Z3 2

35 iF Management Center Virtual 382

)% Management Center Virtual VM J5&i, Microsoft Azure 4 {HIA5CKs 78 % Y5 411 51 i H7¥) Management
Center Virtual VM. Jtb4b, 3825 GG T4 HAH R IR AAfifi i o R0 2% B3 - 2 thIAR S L RS 1) Azure 537
MGE—HLE, IR I AT ARG BE 1 3 P PEAS % Management Center Virtualo

FIEZ 8l

Management Center Virtual VM ¥ H2)E 3. AEfE SR, REFIA “IEEGIE” , 1 Azure il
JERML, RJELEAE E U, IRSHESCh “IEARIE T

\)

ER IO, FCENALE Azure P T AT, Management Center Virtual B FH BT 75 AOEL I TE] K224 30
25, BIME Azure #EHIHOF Management Center Virtual VM FPIRA 7R K “IEAEEIT”

UK

W B 5E UG £ F Management Center Virtual 98520 A LTI, 15 G IS 50 2 A v 20 o 25 R 48 (Resour cegroups)
PLViR) “ 3541”7 (Resource groups) UM

FEE IR T Microsoft Azure |1/ ) “BIEAL” GURIM R 1573 & Management Center Virtual VM S AR (1) 7%
PR, MRS

[& 2: Azure Management Center Virtual 553548 T1E

Resource groups u @ X a1 FMCyE40

+ L J . + B e B o 3} -

s B -

- - A
rE

- 5 L
[

bt TEH Dal AT wH

F-
a B
u
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I 7£ Microsoft Azure = _E %32 Management Center Virtual
107F Management Center Virtual 3 Z .

WIE 2 AR5 PIEA G Management Center Virtual VM [F7E415 B, 3% 5#ifi Management Center Virtual VM [ F§

T E 8 T 5 Management Center Virtual VM 2B EEHIHN (Virtual machine) iR T A7 AT LN “ B IR
Z1” (Resources groups) UL [fii 15 ] AR o

3: R BER

FRC G40

- 3 [ [ ] L) o

3 & [i = s acurty e mmeandatany o

A Lifea
Fandard DI v3 i

e EEr—— )
Ko ¥ -
et

'

2 2 2

" o

& contponse lE LEbet L
(| | (3 [} |
Pecpart | Illl (i i | AV A A IV
e ST LAl A SIS
“ .
' 477 11587 |'IE.31.| 10 |359.25L.
Vo
= &
: |
1hEd AN
L N ;|‘. T | il g
W LT AT R LR AT,

MELRSIEE N “IEAEIBAT” o BEATLUM Microsoft Azure [ 177 H ¥ EEHIHL (Virtual machine) siififs ik, 3. =
1A 3B Management Center Virtual VM. 57, IX 554N /& Management Center Virtual F 11 ¥ 52 AL 5
HRIEFRKAMAE R, ESRAENFIRRE , 2551 0,

B3 RN (Virtual machine) Ui, £k /3 FL45 (1) Management Center Virtual [ 3L | P #itik,
IR
T LR bR B e TP Mk b, AR5k & &l (Click to copy) LK il IP Hidik.
IR 4 Sl AR Vs ) https://public_ip/, b public_ip /&7EHSE VM 43 AL4: Management Center Virtual £ B 4% [111) IP
Hutik
SEIRT AN S N T
SRS M 4 admin BLAGEE VM IR 72 1087 21 030K P 2800 5 S 13 45

T—¥#Mita

o TATEUE e N S BT SS, B S TR, G P RIS R IS ATIROUI R G050
B IRUHTTFUEIMER, 152 [ Management Center Virtual #4557 BRI E , 25 123 Wi,

o T8 NS A B A E WAV AT 2R
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7£ Microsoft Azure = Lt E3E Management Center Virtual |
| R

o HORWM AL E REME R, WS HERMRAEHE (Cisco Secure Firewall Management Center
MCEFRH) o

= FEBEHERR

A2 B4 H5 Micosoft Azure 1137 [ Management Center Virtual ¥ £ 15 JUIS # AT IS HE bR TR T . 1
PRI T LAY Azure T VM #3 5 Management Center Virtual 13 £ 45 £ AH K.

Azure S51ZHY UM AR E
Azure #R M FF + BUEHERRSC R T VFL TR, A0 TEA SR P s ), LA B2 WoRn fig
YRR A S 2 FE B . ABLAS SSVE B IS 45 -
* 5| SIEFiS I — VAL G 3 A F Management Center Virtual EEINLIPIR S . 51 F 2 WL 7
JEFUAAN 7 ik SO AT H GRS B o X 0T AT Bh B2 AT )5 3y 1) 34

© BEXIEHIE — Azure [ ) VM SR ATHEE G SCRAVT ) % T SOREETI G o b T Had 5 s
FERIHLIY COMT #4751, Wit Beeh (A3t TP Huhlk, $2{EManagement Center VirtualX (1)
AAT IR AT AT SSH 17 in)Management Center Virtualo

Management Center Virtual 24425 HE&iCF

WA 5 R S R 1] RS SR A 1 5 24 W A B0 FI Management Center Virtual 225 A1 [F] R o
EZ IR IRCASGT B [E) (Cisco Secure Firewall Management Center it & F5 7 ) H () 2 4 I 42 Rl i HE
I;éé\’ o

Ak, Microsoft Azure Linux X (waagent) & B 5 Azure A2 55 PR3 %% #) Linux I HCF VM A2 H.,
DRItE,  DAR 2w R pR i i H A

* Ivar/log/waagent.log — It H &K A5 55 Azure & B rbCy (RIBCAH S AT B %

* /var/log/fir stboot.S07install_waagent — It H ¥ 6175 waagent 223+ AT H 1%

Azure JFEC KK
i ] Azure Marketplace fif ¥R 7 BB BCE R AN Wo (HIE, WEREGE R WRCEH R, TEid A LR 2E
=¥

* Azure A EFUNLIHEL waagent I 207> B, LI & S F B 5.

o GO AR d AR B A T IR TS, 2070 BTN S AT o AR AE B rh O Bl PR dR Ak
AR LA, TR BE 3 B R

o WURFERT B0 20 20 TETE RS, FRA T S F BTG .
* #437] LA 2 ¥ Ivar/log/waagent.log T fif i & HE B 45 L .

© WERAESBATIERI G P A 2 HTTP JERAT R, MR W] waagent Joidi by SCH AR B A o 485 N A FOHT
P8 B8 IS £ 199 5% T
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https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

| % Microsoft Azure = %3 Management Center Virtual
nameis ||

Lhaelh Ligx

INRE & TR TN INEE(EE
£ Microsoft Azure A}z L% Management |6.4.0 HILE S .
Center Virtual.
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. — 7£ Microsoft Azure = L #}ZE Management Center Virtual |
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Mtz

%0 =

7£ Google Cloud - & £ #F#& Management
Center Virtual

Google Cloud *¥- {3 (GCP) /& Google #E I AL LRSS, AVHEMEFFEE Google IR JEH:A 1
TN . Google IIEAUFANT = (VPC) W AR R i Ay e R i) TAE £ 87T DX RN 4 BR3Py 1 i 4
Jii. GCP RiF#EAE Google M AILIERI A2 _ERIEE H (Ui VPC.

& A LAYE GCP L3 %& Management Center Virtual

* WA, 565

© HIERSAT 5 66 UL

o HENPRIBRT] , 55 67 uL

o WZESFh o], 5 67 1T

* #{%% Management Center Virtual , %% 68 111

* Jjln) GCP _L[1) Management Center Virtual 341 , 55 71 10

Management Center Virtual 3247 59 B & 3 b0 AHE R ECEE,  DUSIE B0 i) 24 D fig .
Management Center Virtual A] LLFRZEAE A3 GCP o 4R 5 o] LUK JLC 4 55 BB AN A B 1 4%

GCP i+ B KBS #F

Management Center Virtual SCHFVHSAUACAIE ] vHEA LS A AFTHREBISRAL,  BLAs: CPU TSR
Management Center Virtual SZF LN GCP iHHHLRAL.
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£ Google Cloud & £ ZRE Management Center Virtual |
B ooz

\)

AR ORISR T RE L RS AT AN

R 10: THEHIT BRI EN 2R

HERLHTENER B
vCPU BEH FERTF{# 25(GB)
c2-standard-8 8 32GB
c2-standard-16 16 64 GB
& 11: TFF B AT E KR
AT EN KR Yk
vCPU BEH 7 ERTF 1% 23(GB)
nl-standard-8 8 30 GB
nl-standard-16 16 60 GB
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-32 32 28.8
n2-highcpu-32 32 32
nl-highmem-8 8 52
nl-highmem-16 16 104
n2-highmem-4 4 32
n2-highmem-8 8 64

7F https://cloud.google.com 81 GCP Ik /™.
RV o T LUAE R A0 (https://software.cisco.com/) BIEE—MK
o JITA A MG VT I BGS A B b E .
o FORUWFTEELVFE M PEANGE R, B3 CGEFEL IOESRED) hi U RS .
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https://cloud.google.com
https://software.cisco.com/

I 7£ Google Cloud - & £ ZFE Management Center Virtual
snFms [

o R - TR NS A AR B A B R R
Bl N
« FTEHY N &R0 It Ip.

* % Management Center Virtual F1 R AN, 1S (Cisco Secure Firewall Threat Defense
KR o

JE U 0 BR il

NIERThEE
* 7E GCP il 5| 8 rh i 32
» WA 2 32 A vCPU (LT GCP & HIEAD

o ¥FA] - R BYOL

AEFEFHITHRE
* IPv6
* Management Center Virtual A HA
* Autoscale
o I W/ Y IR B AR

MEZLE YN

P 4% 0 ¥ N = £51

TR B T GCP I E T 1 41 M) Management Center Virtual [ #5845 b .
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8

£ Google Cloud & £ ZRE Management Center Virtual |
. £BE Management Center Virtual

4: GCP = Management Center Virtual Z32 &4 31151

Management
VCN
10.10.0.0/21
Public IP Mgmt 0/0
SSH & MCv Ul S ——

: Management &
Center
Virtual [

Open Ports

22,443 & 8305

ZR8Z& Management Center Virtual

PLURRERP A T i ME £ GCP 34553 Jf )1 5 Management Center Virtual 5241 .

£ VPC W 2%

Management Center Virtual %8 75 2 4 % 2 Management Center Virtual i & # VPC. 1HS % 3 1L
T AE R TEH .

UK

PR (£ GCP EHl &, L8 VPC M4 (VPC networks), A Jn Hiidifll# VPC M 4% (Create VPC Network).
WIE2 /AR (Name) B, 4 VPC M Z i N Rl TE L FK

$1B3 A FMEIEER (Subnet creation mode), F, i B ENX (Custom).

B4 7EFHFM (New subnet) FJ&FR (Name) F-B AN IT s 19 4 7K

$IES5 WX (Region) NHIFIF T, 2B HRIEA 1 12 10 XA

FIR6 M IPHESERE (1P addressrange) B, fil A CIDR A% 28— ANk 19, 411 10.10.0.0/24.
PBT 2 A bR EMBOAKE, AR5 sTE# (Create).

1132 B3 A R0

AN VPC 2% #8T5 SR K BERLNK fovF SSH AV fE o A4S VPC 19 24 1 1 B K B )
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I 7£ Google Cloud - & £ ZFE Management Center Virtual
7£ GCP _E£1/3# Management Center Virtual 3245 .

UK

FE1 E GCP 4, KIRKEFEM L (Networking) > VPC M #& (VPC network) > [k 3% (Firewall), R i 625
A IEHM (Create Firewall Rule).

PR 2 EAFR (Name) T, W7 KRR AR P2 7K, . vpe-asiasouth-mgmt-ssh.
PR3 ML (Network) FHFIFR AT, R0 H AT B KB RUNT VPC M2 142 FK, 4140 fmev-south-mgmt.

$IR A4 )BFR (Targets) FHryzerdr, wHEEH 7B KB L, Flin. Mg a9prE £ (All instancesin the
network).

$IE6 1R |PSEE (Source |P ranges) 7B, L CIDR #% a0 N Y5 TP shbi-ya . 140 0.0.0.0/0.
X FOVF IS TP HiuhE S Bl U5 R

HIE 6 {EthSFAIR O (Protocolsand ports) v, XEH4E ZE BITHYFRim O (Specified protocolsand ports).
LT W)
a) IS LA f2 i SSH (TCP/22).
b) WA LL SRVF TCP i 1 443
14V 1] [f] Management Center Virtual Ul 75228 HTTPS 4T F i [ 443,

PR 8 Rl (Create).

7£ GCP _L f1/Z Management Center Virtual 32451

T LHZ I EL N DB GCP 21| 5 ##% Management Center Virtual 5451 .
iz

PR Fx3 GCP =5 .
$IE2 HHEMIEER > s (Marketplace).
Y3 fEihR AT BYOL” JRIERE X M.
$E 4 LT E3h (Launch).
a) ERE AR (Deployment name) - b Sl i ME— 1 4 FK
b)  BRKREZAS (Imageversion) - A K741 2 ik A
c) [XiF (Zone) - HEFFEH E Management Center Virtual )X 12 .
d) ITEMAEB (Machinetype) - #i4l GCP iHFHISEASCRE . 25 65 vL R IEFITHRHLESL.
e) SSH %48 (AJi%) (SSH key [optional]) - A\ SSH 25 GG G 2 5
PN GCP A I — AN A SLB AR P AERR I — AT FS SO A . P SRR R 22 A 4 3 Sl o 1
5 K BRI AR B AN, LR IR RS 2
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https://console.cloud.google.com/

£ Google Cloud & £ ZRE Management Center Virtual |

. 7£ GCP _t£1/3# Management Center Virtual 3215

2)

h)

)

k)

D

VeI fo Vil 2 PR LE 3 A I3 B 2k 31 B9 SSH Z54A (Block project-wide SSH keys) JKiji in] I SE#1 . 1524 Google
SCRY AT ECBH A FH I H 200 A 3L SSH % 8H 1 1) Linux 5441

BEIBIZ (Startup script) - 25 Management Center Virtual $2t day0 it & .

PLR 7~ 7~ T AZE B shBI A (Startup script) 7B & HIAURG IS 1 day0 e & sl :

{

"AdminPassword": "myPassword@123456",
"Hostname": "cisco-fmcv"

}

N

M EPAT R, BT JSON B0k 25 KA 1IE day0 MCH

MR RLF R k£ R et 22 288 (Boot disk type).
ERINBOL T 25k AR R A2 (Standard Persistent Disk). SR} FH BRI S B4R,

BEh# K/ (GB) (Boot disk sizein GB) RIAE A 250 GB. AR U AR B BRI S SIHE AL KN e B ANAE/N
T 250 GB.
RN 483 0 (Add network interface) DARC & 4 FE#2 .

g%%ﬂ}é, S T 1) SEA P AN I 1o SR AN A (e R G e S, U 2B R 1 S0 I8 1
il 5 101 P 2 ) S S 4
* N\ (Network) Mz, &+t~ VPC %%, 11 vpe-branch-mgmt.
* WANER IP (External IP) NHzFIEH, KEPEIE MM ik,
TR, K SNER |P (External |P) i%4% 4 IGEH (Ephemeral).
* MiliSER (Done).

B A3 (Firewall) - N7 k5% B0
« L RIFEREB Internet (SSH 518D BY TCP im M 22 55 E (Allow TCP port 22 traffic from the Internet
[SSH access]) & iEHELL 2 F SSH.
s W KB Internet (FMC GUI) B HTTPS it & (Allow HTTPStraffic from the Internet [FMC GUI])
SIEMELL VF HTTPS %42

« % 215K B Internet (SFTunnel comm) TCP i 1 8305 5 & (Allow TCP port 8305 traffic from the
Internet [SFTunnel comm]) &3 HE LA 72 VF Management Center Virtual 15245 5 454 XU 5] SSL 45l f5
WIERATIAE .

MiEE (More) JRITHLE FHifr | P ¥ % (1P Forwarding) % & 47 (On).

$IRS midiERE (Deploy).

pEd E
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https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys

I 7£ Google Cloud - & £ ZFE Management Center Virtual
/518 GCP _£ &9 Management Center Virtual 32451 .

Eiﬂﬁfl‘ﬁﬂﬁlﬁ%?%ﬂl% BAEBHEI AT ITE . I AT RERG 22 35 iR SEpIintt . 520 Idlinte, A MgRT
RE 5 ZEMIBR B IFEHITAA -

T—5#ft4

M GCP #2151 VM SEG] TN A S BP0 (5 B o OR3P 8 1P k. AR TP Mkl DL 45
IERUR BB ROFEAT o IR SRS, R 24 RS

i7718] GCP _ A% Management Center Virtual 32431

ARG T AN KBS HU L f 34 SSH Gl ek 3 11 22 [ TCP 3%45) 3 AV EgE B, 55 5 A 2R
KEEHE] . 5 68 T,

B KSR Fo 715 i) Management Center Virtual 24, F SSVFGAE T LR J7 k&2 51 52491
* ML TP
o W B A B
o AR A SSH 2 il 35 — 07 TR
s BATEERIA
* Gcloud v 24T

HXRVEAGE R, EZ W Google SUAYIER: 354 (Connecting to instances).
A\

AR WBIEREAS N Day0 FoE, AT DU AR IA SR UF X 5% 1] Management Center Virtual S5, R 451
INIEAE T O I RE

{5 F &= 1T % &1%3E = Management Center Virtual 32451
912

HIE1 4 GCP G, %1+ E 5% (Compute Engine) > VM 3241 (VM instances).
HIE 2 il Management Center Virtual SZ45] 42 F8 AT I VM KHHEME 2R (VM instance details) 1[I .
LIR3 FMER (Details) L1~ 1, mdiEREE|HITIEGH & (Connect to serial console).

HRFEMEL, HEZH Google SCFY 5 H AT &5 42 H. (Interacting with the serial console).
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console

£ Google Cloud & £ ZRE Management Center Virtual |
. {E A SMER IP %32 Management Center Virtual S25)

{5 A 5MER IP %35 2] Management Center Virtual 32451

Management Center Virtual S5 73 B AT P TP AN 1P, 850 LA A58 TP K1 1] Management
Center Virtual S£%1

UK

HIE1 78 GCP 5l Eh, %%+ E 5% (Compute Engine) > VM 3241 (VM instances).
I8 2 i Management Center Virtual SZ45] 4 FR LA VM SLHEHRE 2 (VM instance details) T
T3 MRS (Details) LR T, il SSH 7B T Rz3 L
IR A M\ SSH R Pk £ TR R AL T
0] DUAE F DLR J77:0% 82 3] Management Center Virtual S241

o AT HAh SSH 2% 7 i 850 — 7 T H - A CTEANME B, 16 S 14 Google SR I 5 — 5 T H. 1% 42 (Connecting using
third-party tools).

¥ Gcloud j%#% %] Management Center Virtual 3245

$HIE1 7 GCP #H#l A, %+ E 5% (Compute Engine) > VM 3241 (VM instances).

$IE2 il Management Center Virtual SE4I 2P LT IF VM EHIELHE S (VM instance details) T .
PR3 EFMIER (Details) TR N, fiili SSH P B N,

$1® 4 5 EF gcloud #5% (View gcloud command) > #£ & Shell #3217 (Run in Cloud Shell).

UEIKFTIF “ 25 Shell” (Cloud Shell) Z83ii & 1o A RTEAME B, 1214 Google SCHY, geloud iy 24T T HALIA (geloud
command-line tool overview) I gcloud compute ssh.
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

Mtz

s 1 =

7£ Oracle = & Al 1%t £ 82 Management
Center Virtual

Oracle = JEAli it (OCT) A& —Fh AL R THE RS, (R RS TE Oracle $& AL (1) il I EFEE MRS hig
AT IR . OCI I Oracle f I MRS Heplise R IRSS s THSLARGE &, AR b Y FH v R Sk
INEEY R
& AT LAYE OCI L3 %% Management Center Virtual .

o Wik, 273 0T

© HIPEAAE . 274 00

o AEMVRIPRAD , 28 74 5C

S RN I S A

* 2% Management Center Virtual , 55 75 7

* f£ OCI _I=¥jj ) Management Center Virtual 3241 , 2 79 71

Management Center Virtual 3247 59 B & 3 b0 AHE R ECEE,  DUSIE B0 i) 24 D fig .
Management Center Virtual 1] PLFZE7E 23 OCT Hro SR 5 W] LUK ILBCE 4 5 BB SR B 4% o
OCI I+ EZFIREK /)

TEARFZ I E 73 BL 25 S50 1) CPU it N A7 5 A H A D3 U5 AR . Management Center Virtual SCHEFLLT
OCI JEARZEAL .

= 12: Management Center Virtual 3z 3589+ B &E A/

ocCI iz ¥ #HIManagement B
Center Virtual i Z<
oCPU REM 7FER7E 1% 25 (GB)
Intel VM.Standard2.4  |7.1.0 % W & A 4 60

2%l Cisco Secure Firewall Management Center Virtual X[ 1355 .



7£ Oracle = £ A% 5 L #3E Management Center Virtual |
B ooz

R 7.1.0 R ESHRA L Management Center Virtual 300 (FMCv300) 3743 B9+ B 24K

FEAR 2R B
oCPU BEH 7FEN 77 %23 (GB)
VM.Standard2.16 16 240 GB
SSD f#fiti: 2000 GB

)

AR SORFIERCR BT RES T, A ST IS

s f£ OCI #1, 14> oCPU %7 2 4 vCPU.

* Management Center Virtual 77 %2 1 NMEH .

45 0] LIAE OCT L@ gdbk /7, Af ] Oracle = 1173% L) Management Center Virtual ;= i K Ji 8 7154 52451,
I IEFE OCL AR

HIHE R

* {E https://www.oracle.com/cloud/ 8% —> OCI Ik J7 .
o JURMERENK . ] AAEBRHKAE 0 (https:/software.cisco.com/) Gl —AMIK o
o A 22 ARG VT IER B TE B B L
s GIRUTE EVFARIE G R, WS GO BCETRMD) T PR RZ” .

o HEOZER,
s BPEED - TR B DI v iR s B0 iR .

 WAE AT
* % #1Jj ] Management Center Virtual ffJ 2> 3% IP.

* iK% Management Center Virtual FIZZFE AP, 1524 (Cisco Secure Firewall Threat Defense St
BHEFRED .

JE U 0 PR )

S IFRYINRE
* 7£ OCI B = M 2% (VCN) H 8
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https://www.oracle.com/cloud/
https://software.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8

I 7£ Oracle = £ 5% L #32E Management Center Virtual
mesmitRsl ]

AR E 8 A vCPU
* BiE GBRAD
* VFH] - (3R BYOL

* F§F OCI &y Management Center Virtual 300 (FM Cv300) - #r#¥" £ Management Center Virtual
WRAG AT AL SCRFE B 204 300 B () OCT V& LAEH], HAE s A& (7.1.04),

* 37 ¥F Management Center Virtual 1= ] F 1 (HA)

R ZIFRYINRE
* [Pv6

P 4% 3 N 11

TEWHIAE OCI FCE T 1 AT M) Management Center Virtual A L7847 Fh
5: 0CI = Management Center Virtual 3 E YR $1NRG]

Management
VCN
10.10.0.0/24
Public IP Mgmt 0/0
SSH & FMCv U] 71—

: Management &
Center &
Virtual [

Open Ports

22,443 & 8305

#[ 2 Management Center Virtual

B & E = M 2% (VCN)

#& 0T LA Management Center Virtual 31 35 it & RE L 2 4% (VCN).
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7£ Oracle = £ A% 5 L #3E Management Center Virtual |
B oemszsa

FHia Z |l

\}

AR NSRRI R, 2O RS R AR R R A1 . e ) T B S AL, U S e s
XFBEURKI VT ) o S IR B 1A] 1 Oracle £E R BCHLI I o 5 G o A5 B 63 T LLAEAR R 1) v 1) 3 B 22 g 1]
SRS N AU A2 AR L P m] AAE L o By M T#RAE . A RTRAIME R, 1S Oracle S0

& s

EHLIFE” (Managing Compartments).

UK

HIE1 B OCI HIEFE X IR,
OCT ¥I17r Mgt Be b B AN X . X B 7R B i A B e — AN S YR AN S IAE S — AN X b, 3
SRS 2 DURF PR A OO 1 DX AN o

$IB2 KIRIEFEM L% (Networking) > Bl = M 4& (Virtual Cloud Networks), #RJi 5581 VCN (Create VCN).

PR3 HiA VON ik & FR, 1 FMCv-Management.

$IE 4 i\ VON [¥] CIDR 2.

$HI®5 fl;6]3 VCN (Create VCN).

T—% Mt 4
TET AZRSEPAT DA R PPk 8 B BE VEN

BlIEEMEL LA
Y 2% 24 20— 41 vNIC F—4H 3 T vNIC (19224 $0 4 %

UK

HE1 KIKIEFE ML (Networking) > EEHL = M #& (Virtual Cloud Networks) > Iz M 4% 4015 2 (Virtual Cloud Network
Details) > M#& % &4 (Network Security Groups), #&J5 i 2 M 4% % £ 4H (Create Network Security Group).

BB 2 AN AR ZRR, 41 FMCv-Mgmt-Allow-22-443-8305.
P33 i T—3% (Next).
WIR A NI A
a) SAINRLI LA feiF TCP i 11 22 HI-F SSH 1] .
b) U IIBLINI LA fe 14 TCP 3 1 443 HF HTTPS i i) .
c) SN LL fe1F TCP % 1 8305,
A LAl ik Management Center Virtual £ 2 % # Management Center Virtual, X5 %54 HTTPS ZEH:4T F ¥ 11 8305,
Yot B0 1 443 R V7 ) RO AL
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https://www.oracle.com/cloud/sign-in.html

I 7£ Oracle = £ 5% L #32E Management Center Virtual
ozagmmx

P®5 Ml (Create).

1132 FEX M Y <
AT I T A TF S, 0 S LI

UK

HIE 1 RIGEFEM L (Networking) > EHIE M4 (Virtual Cloud Networks) > )l = M 28 i£ 4015 2 (Virtual Cloud Network
Details) > BB M 3 (Internet Gateways), 2R sl 812 B EL M M 5% (Create I nternet Gateway).
PR 2 AN IR S Fd Y& FR, 141 FMCv-1G.
$1R3 Sl EIE BB M M X (Create I nternet Gateway).
7 LRV R TIPS
a) MKUGEPEM 4 (Networking) > FEHl = M 4% (Virtual Cloud Networks) > E#l = M 4&i£4{5 2 (Virtual Cloud
Network Details) > #&H 3z (Route Tables).
b) sk BRUA B Eh 2R R DAV I i bR ) o
c) midiRImEEBEMN (Add Route Rules).
d) MB#RZEE (Target Type) FHidRS, EPEEBLMM X (Internet Gateway).
e) fii\HFx CIDR B, #1401 0.0.0.0/0,
f) MBEHREBER M (Target Internet Gateway) N 7412t 54 61 2 1 k9 5%
g) s INEE AN (Add Route Rules).

BE M
HAVON 2041 M. Fof 08 2 VON Gl —MEFRET K
UL

HIE1 RIGEFEM L (Networking) > EHIE M4 (Virtual Cloud Networks) > EE#l = M 28 i£ 4015 2 (Virtual Cloud Network
Details) > FM (Subnets), #&J5 fidifl)#EFM (Create Subnet).

FIB2 HN T M RGRYERFR (Name), #4053 (Management).
W3 IEPEFMZEE (Subnet Type) (fR AU ERIAE X I8 (Regional))
418 4 I ACIDR 3t (CIDR Block), 111 10.10.0.0/24. FM[{Ipa CIEZAFE) 1P okl Al Atk CIDR HeikHL.
$IE5 NEEHE (Route Table) bl kP 2 arfld gk thkz —.
WLI6 MWL FMTEl (Subnet Access).
X “4FL” (Management) T, XAZE 2 F M (Public Subnet).
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7£ Oracle = £ A% 5 L #3E Management Center Virtual |

. 7£ 0CI £ Management Center Virtual S2 51

$IR T 1%+ DHCP &I (DHCP Option).
PIR8 EHEZHEN R 2%,
PR st F M (Create Subnet).

T—F#ft4

BoE &P VCN J5, f{# ] LLJH 3)) Management Center Virtual. £ ¢ Management Center Virtual VCN
BLE W], ES W HE.

6: Management Center Virtual [ 1)l 7= % %

Virtual Cloud Networks in fmev Compartment
Hame State CIDR Block Dafault Route Table DS Domain Name Created -
® A

1£ 0CI _t £11Z Management Center Virtual 3245

LIRS
SIE6

TE7

& Al L Oracle = Ti3% ™ # Management Center Virtual - BYOL 7= il it 11 &S24 #E OCI L5
Management Center Virtual. % A] DUHRHE CPU Kt P A7 5 R W0 2% B3 Y5 S5 ARF AIE DR ade 8 o 55 3 1) T S0AL
JEAR

B OCI[I).
X 3 S s AE RS A A o B A8 1 T PR X A

P ™A (Marketplace) > [ F#2 /5 (Applications).
7F Marketplace H1#%2 “Management Center Virtual” JIEFE 1% i o

BFE SRS, RIGIE T 3 B RIEFIEFZ HIOraclefd i £ A S MBI K FXFA 54 (1 havereviewed and accept
the Oracle Terms of Use and the Partner terms and conditions) & i%#E .

R B3 (Launch Instance).

fan NS S () R Ve R, 4 Cisco-FMCve

FidiEBZIR (Change Shape), 4R 5 ¥EF19 % Management Center Virtual T 75 CPU 5. RAM &R 0%
HIWIEAR, #lan VM.Standard2.4 (G2 HOCT T SB35 73 50 .

MEEHLZ M 2% (Virtual Cloud Network) T 751 & it 45 1 VCN.,

MF M (Subnet) FHFIFR FOERE BT M (AR ASEARD .
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https://www.oracle.com/cloud/sign-in.html

I 7£ Oracle = £ 5% L #32E Management Center Virtual
7£ 0CI _Lif5/5) Management Center Virtual S25) .

HE10 kP {ERMK L SEEHIE (Use Network Security Groupsto Control Traffic), $RJ5EF & B VON Bt & (1)
LAY,

$EBN Lo E AL 1P ik (Assign a Public Ip Address) ik 444
HIE12 {EA0 SSH Z4A (Add SSH keys) ', miithME 2240 (Paste Public Keys) HLik #24 Jf-Ki Il SSH %41 .

BT Linux (SBI4EH SSH 3 PI0T T A2 # AR RE ] P 34T SR I . S PI CFE R A S8 . ST
LAAE B S R AR B AE VSR B IR SR AL A S8 . A7 ORUEN, 1520 PE Linux 5241 E 3 994

$B13 LG RERSHET (Show Advanced Options) #54% LL & 1L I .

LEB14 VA (Initialization Script) T, sididh e =¥ LI ZA (Paste Cloud-I nit Script) #1441 >k ) Management
Center Virtual $2fft day0 BU'E . day0 Fi'# 2375 15 X 5] 'F Management Center Virtual H][H] 5. H] .

DL R /s 2 s B80T AAE = #IFA LB AR (Cloud-Init Script) B S il FRS I 1 7] dayO e -

{
"AdminPassword": "myPassword@123456",
"Hostname": "cisco-fmcv"

}

5 Id ) (Create).

T—F#ft4

¥ Management Center Virtual S/, sii€li& (Create) #&4l)5, RE&SERA “IELEN
BL” (Provisioning). MifRAEIEH HE, AHRENRBORS N Z21TIRZS 1) Management Center
Virtual 5245, X3/~ Management Center Virtual )& 8/ £ 588

7£ 0CI _t£ 377 15) Management Center Virtual S2451

Y65 LA %2 4576 (SSH) HEHERCE BB TEAEIEAT 109600
+ KEH UNIX JA K10 RS BRI 45 SSH % .

* Windows 10 F1 Windows Server 2019 R %W A5 & OpenSSH 7 )iy, 41 A# H Oracle = FEAli it
AR SSH B ARG S qg, U5 A FH e 7 iy

o X T HoAth Windows fiRAS, #0] LLM http://www.putty.org &% 5 2% ) SSH %% )7 i PuTTY .

AR &
T ELU M B A REIE R 541«

o PEASEBI AL TP Mk, ST LB G “SEBITEAIE ) (Instance Details) G2 A 3R EU AL .
HITSHSEN . R0 BRI (Core Infrastructure), # %15 (Compute) Jf 4 752451
(Instances). #RJ5, EFEEMSLE]. 8, &n LT HZ 0 RS ListVnicAttachments Al GetVnic
Ak

* SEBIRI A AR .
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https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/managingkeypairs.htm
https://www.putty.org
https://docs.cloud.oracle.com/en-us/iaas/api/#/en/iaas/20160918/VnicAttachment/ListVnicAttachments
https://docs.cloud.oracle.com/en-us/iaas/api/#/en/iaas/20160918/Vnic/GetVnic

7£ Oracle = £ A% 5 L #3E Management Center Virtual |
. {£ A PuTTY j%#£%) Management Center Virtual SZ15)

o RSN AL T SSH B PI0S IR FABH A8 70 1) 58 BE A2
ARFYIS IR, SR T Linux S P P10

\}

ER W GUEPEAISIN Day0 FLE, AT LA BRI EE (admin/Admin123) % 5% £ Management Center Virtual
X8

RGP BHE B T K I BB

£ PuTTY 3%#%%| Management Center Virtual 251

PG PuTTY M Windows F 4034 4% 3] Management Center Virtual 5261, 53T LT 45
pUE

TE1 TJF PuTTY.
IR 2 43 (Category) GtsH, EFESTE (Session) I A LL R P4
« EWA (B IP ) -
<username>@<public-ip-address>
Hp
<username> 7& Management Center Virtual S5 7 44 .
<public-ip-address> & MIEHI G KR FISLF] AT TP Hillk.
cim0: 22

< EZEZEE: SSH

WIE3 L3 (Category) HfsH, JEIFTE O (Window), #R)51EFEE#R (Trandation).
$IB 4 {ERFEFFE (Remote character set) Nugi#rh, 1%+ UTF-8.

FEF Linux (5260 ERN X KB E A UTF-8, IXFESK PuTTY B & A48 FH A [ X ek % &
LIBES e (Category) ks, MKIKETTZERE (Connection) Fl SSH, 4R )5 sl B9 38 3E (Auth).,
HIE6 iR e (Browse), RGN .
ST SFTH (Open) LLUEBIET,

URIIE S — RS, BT RE B RS E, RIS S 1 EIE R ZAAETEMER T . 2 (Yes) LA
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https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/managingkeypairs.htm#Managing_Key_Pairs_on_Linux_Instances

I 7£ Oracle = £ 5% L #32E Management Center Virtual
{$ A3 SSH 7%#%%] Management Center Virtual S215) .

{3 SSH %1% %] Management Center Virtual 325

FL Unix WIS 1) 524014 31 Management Center Virtual 3541, 548 H SSH % 3% 5241
iz

S ALy & BHSCBUR, L A 4T BLBSEER S P
$ chmod 400 <private_ key>

Horpre

<private_key> s AR SEREBACTI A FR, 2 OCAHEL & Ly 07 1) B S DGR B R
FEFILAF SSH fir-4 v i 521

N
g
N

$ ssh -i <private_key> <username>@<public-ip-address>
<private_key> & MXANTHISEBHARMATK, 2SO S 207 In) 5L B QIR A AL o
<username> & Management Center Virtual SZ5f) H J7 44 .

<public-ip-address> & NG G R MSLH] 1P Hubik,

{& A OpenSSH %1% %! Management Center Virtual 32451

P\ Windows FR40i% 4% % Management Center Virtual 3241, 1% OpenSSH % 5% 5241
UK

B AR R AT I R, WA E SRR, DA A BRI

PAT LT #AE

a) & Windows ZHUEAE BEA T, IR, A rF, AR5 sidiE T (Properties).

b) 7EZR % (Security) Ik b, AiliE% (Advanced).

c) WHRETEZE (Owner) 2K Kk F .

d) sZEAYEK (Disablelnheritance), ARG LRG3 & B 45 AR AL PR EE 5 A B AR (Convert inherited per missions
into explicit permissions on this object).

e) IEFEAZIH kB S H . AR5 ridiiiER (Remove).

) BRI R Pk S U5 ) AR S 5E 4= 5§ (Full control).

g) TRAFIEL

BOEEERSEH], 15+ T Windows PowerShell 247 PA T 4.

i
g
N

$ ssh -i <private_key> <username>@<public-ip-address>
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7£ Oracle = £ A% 5 L #3E Management Center Virtual |
. 1 F3 OpenSSH %35 Management Center Virtual Sz {51

Hor:
<private key> &XAFM5EHEHATTATR, &SI EEY; [ (K SEBECIR I FAH .
<username> f& Management Center Virtual SZ41 ) H J* 44

<public-ip-address> EREMIEHI G R S5 1P Hidik,

. Bl Cisco Secure Firewall Management Center Virtual X\ | J355



iz

HIHE R

,‘-"-8i
=% 2

{£ F§ OpenStack #B2Z Management Center
Virtual

& 1] LLFE OpenStack - #{%& Management Center Virtual.
« Bk, 5583 T
* Hirde A, 2B 83 I
o WEWPRIPR] 25 85 1T
* RGUER, H85 UL
© WA, 2R 87 1T
* #i25 Management Center Virtual , 5% 87 71

AIGEIN BT AE OpenStack ¥ 35 H1#8% Management Center Virtual. OpenStack J& —~ %2 3% /i
PRED TR 6, BN A LIRS AR 2= (2SS it R IR 55 (TaaS) 058, FLrb LR 25 % A
LAY T L P A

Management Center Virtual 3247 59 B & 3 b0 AHE R ECEE,  DUSIE B0 i) 24 D fig .
Management Center Virtual AJ A2 7E OpenStack o AR5 AT LCKE FCRCE N 4 BERR SN I e 45
BB AT KM DL A 12 R8P R R S50 . KVM 2 3d FH 105 T x86 A1) Linux H A7 1
P Re (BINSERER VT B5ea b s . Hhadarman P kvmko (HF
FEAAZ O R UL FE R Bt ) F1— AN AL BEEARRF e AR (B0 kvm-intel.ko) o AT LU KVM KigfT
ZANBAT ARG S EAE R B WAL BN BN ERNLEE T - B REEE: WR. fiat. BB
BN AR 5

HI T KVM ISR CoCRrBiae, DRI FoAh AL B s K Sl R e RIVRT S T OpenStack
S

* M software.cisco.com % Management Center Virtual qgcow2 CAF 4% H A Linux AL L
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http://software.cisco.com

B ooz

{# 3 OpenStack #3ZE Management Center Virtual |

https://software.cisco.com/download/navigator.html

o FE software.cisco.com FUEFRHIRS: & A o
* Management Center Virtual SZ £ 7E JF /3RS OpenStack FAEEFIEEL VIM FE45 OpenStack FRJE A1k
1T .
HeHE OpenStack HENI>K 13 & OpenStack 3%
* 152 T RIS OpenStack Y

Wallaby &7 - https://docs.openstack.org/project-deploy-guide/openstack-ansible/wallaby/

overview.html
o 152 ) ORI BUL FE R VO PR ES (VIM) OpenStack SCRY . FEUR]RZ 0Lk L m 88 it 55 74 2% 50
£, 443
s V1]

o T LASE BB b0 I 2 A IR S VR T UEA o
o I PR AT IE R E 245 B, 155 (Cisco Secure Firewall Management Center fit & fi&
) ) CRGEVFRT .
o WAEFI TR K
o« bR
* T% 4 4 vCPU 8L 8 4~ vCPU

s WAT
o FAREK 28 GB RAM/Z (ERIA) 32 GB RAM

o BN N A
* Management Center Virtual 75 % 250 GB

A

iR

] DR 75 25 0 vCPU FIR A2
o BOEK:

EHEBO - AR R AR 1.
o WAE AR
* -+ Vj 1] Management Center Virtual [£]7F 5)) IP.

o I FF A Management Center Virtual fRA :
* JRA 7.0,
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2 # Management Center Virtual gcow2 {4 | Management Center Virtual QCOW2 S A F A% F|

A% 3] Nutanix 755, Nutanix , 5% 100 7T

3 (ATIE) #E4—A> Day O BCE S, Ho | #E4 Day 0 L& S, 55 101 5T
A8 T e 2 UL 75 2 N AT iR e
NERAET

4 % Management Center Virtual #5252 5 Management Center Virtual 7% 2 Nutanix
Nutanix I35 .

5 (Al3E) W AAL H Day 0 fic & Sk 13 | 5¢ i Management Center Virtual 3% , 2 104 11
‘& Management Center Virtual, 11l %
5% CLI K5E R E

1% Management Center Virtual QCOW2 3244 _ 1% £l Nutanix

ZEK5 Management Center Virtual 3% 31| Nutanix 283, WAZ0E Prism Web #54] & H )\ Management
Center Virtual qcow2 WAL SCAFAIEERRAS .

FIaZ Bl
M Cisco.com % Management Center Virtual gcow2 #EHE S https:/software.cisco.com/download/
navigator.html

I 1 %% %) Nutanix Prism Web 3555 4 o

PR2 {THHNREIFAATIHRE (Settings) G .

LRI all Ao s b & ECE (Image Configuration).

PB4 L EER& (Upload Image).

HIES QIR
1 WG N A4 FR
2. ABRI&ZEE! (Image Type) FHis& iR (DISK).
3. MTFfi%ZA S8 (Storage Container) N5 ik BT F I 28 4% .
4. 455 Management Center Virtual qcow?2 R 8 SC/HIAL

&AL E URL (LAMEM Web IR%5#5 5 ASCA) BN TAER: A& S0

5. miliR7F (Save).
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| {# 3 Nutanix #F2Z Management Center Virtual
#gvayoExH [

S
E
(=]
4
4
F

FF, HEFUG B ILERREECE (Image Configuration) TUf

=

A% Day 0 Fig & 301

7E31 % Management Center Virtual Z Hi, %0 AfEE—A Day 0 FC & SCPF. SO & — AN SRS,
Forh 0 T AR REAUATLIN 5 SN )70 46 e A

ERIRAE
 WHAE ] Day 0 BU B SCAFREATEE Bk V44T Management Center Virtual ¥ % (1) 54~
WIRBEE

* WERIEAERA Day 0 BCE SCAFRIIGO0 M HEAT R, WA RS A ic B R AT K IE: AR
FZ5H, S5 Management Center Virtual B8 , 25 104 1.
T LARIE |
s W52 (IR PR (EULA).
* ARG EHLA .
o BRI IR B B A
o AT BRI LAAE A BE R 2% EREAT AR IR 45 R

UK

TR A ROEFE SO G SR R B —ANB IR STAS ST
P2 AP CE TR, W R BIR. RAERL SCACR JSON Moo T LLAE S SCA 2 iy A 56 E

i L HOREGIESCAS

P

#FMC

{
"EULA": "accept",
"Hostname": "FMC-Production",
"AdminPassword": "Adminl23",
"DNS1": "10.1.1.5",
"DNS2": "192.168.1.67",
"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.45",
"IPv4Mask": "255.255.0.0",
"IPv4Gw": "10.12.0.1",
"IPv6Mode": "disabled",
"IPv6Addr": "",
"IPv6Mask": "",
"IPv6GwW": "',

$IB3 KX AEh “day0-configtxt” .
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{# 3 Nutanix #FZ Management Center Virtual |
. 1% Management Center Virtual %}:Z 2/ Nutanix

IR A 5T 1B ) Management Center Virtual AL 3 13 LLGIZENE — (KB SC 1«
1% Management Center Virtual £} 2] Nutanix

FHiaZ |l

PRI TR 55 1) Management Center Virtual fBRZ 2 /< 7EBRUE BC & (Image Configuration) Ui |

$IE1 & %%| Nutanix Prism Web 5 5 .
P2 NEERT, pRE N RR, REERE VM.

Home

Hypervisor Summary Cluster-wide Controller IOPS

AHV

VERSION NUTANIX

2020

0512

Storage Summary

6.48TiB free (logical) of 6.72 T

a

VM Summary

(5]
tm

19

WMIS )

6
3
0
0

$IE3  E VM #EHIHR L, i€ VM (Create VM),
PIR4E  PATLU N RAE:
1. %\ Management Center Virtual S () % FK .

2. (W[ig) %I\ Management Center Virtual SE41 (1) Ui B .
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| {# 3 Nutanix #F2Z Management Center Virtual

PIES

S0

$EN

$IE12

4% Management Center Virtual 32 £ Nutanix .

3. EFAE A Management Center Virtual SEBIEFH (18 X o

TSRS R
1. NE L4 Management Center Virtual S5 (1) KEFL CPU %3 .
2. NI R S CPU IR

3. HyNESIALZS Management Center Virtual SZ5 I A 738 (GB).

W 5% 2 8] Management Center Virtual SZ451 .

1. 7e#i#& (Disks), sidhiiRIn#i#E#E (Add New Disk).

MZEEL (Type) s & Hik#HE (DISK).

MIZ{E (Operation) THiglFHr, Hf MBRI%BR 55 52 £ (Clone from Image Service) .
MEBEEER (BusType) Musl& , % SCSI. PCI 5k SATA.

MBR1G (Image) FHzsZR, EFEAEH G .

MR (Add).

N

o u >~ »w

EM 4 IEBCEE (NIC) (Network Adapters[NIC]) &, HidiiRAnE NIC (Add New NIC), EFEML, SRS
(Add).

fic. & Management Center Virtual )¢ B 50 o

7E VM EHLKEX (VM Host Affinity) T, sidiig B XKEX (Set Affinity), EHIHL, K5 iR (Save).
PR A EHLLLA CR RIS 5 I A nT 32 4T Management Center Virtual .

WA CUER T Day 0 BCESCHE, WEHATBA N #RAE:

1. EFBEXHZA (Custom Script).

2. mili Ef&E304F (Upload A File), , #RJ51%$E Day 0 it SC {4 (dayO-config.txt).

i
WA AN SR BT AT FeAts 8 52 SUBIASIE T

B RTE (Save) LA E Management Center Virtual. Management Center Virtual 3£ £ 7R 7E VM RSB H .

B g M UL AT 11 K5 % 82 1) Management Center Virtualo ST IH0#AE, 15184 SSH % 5% Nutanix #5128 i
UL (CVM), SRJFi24T Fifi$fEf) Acropolis CLI (aCLI) fir4. 5 5% aCLI ({5 R, iS5 aCLI 5% .

vm.serial_port_create <management-center-virtual-VM-name> type=k Server index=0
vm.update <management-center-virtual-vVM-name> disable_branding=true

vm.update <management-center-virtual-vVM-name> extra_flags=" enable _hyperv_clock=False"

HIfE VM A, P61 ) Management Center Virtual 5249, 4R)5 midi3TFF iR (Power On).
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https://portal.nutanix.com/page/documents/details?targetId=Command-Ref-AOS-v6_7:Command-Ref-AOS-v6_7

{# 3 Nutanix #FZ Management Center Virtual |
. SEFX Management Center Virtual i& &

$IE 13 7F Management Center Virtual I HU5, RUFIRES. i E T (Home) > VM > #5351 Management Center Virtual

5t ;X Management Center Virtual i &

PP AL, SISO E IR, DB RE AR BRI 2% IEAE . W R AT Day
0 L& SCfF, % # Management Center Virtual 73 4 25

UK

$IB1 V)it Management Center Virtual J&, EWR & GIEfT RS NCE A, M 5o ol R B 4% R es .
TB2 W5, SN LTSNS W Management Center Virtual [ Web FtI, 5S¢k Bl fE,
¥E3 fiTH CLI 7 Management Center Virtual 58 AW E . 5 S DT IARRCE M2 3 &, 58 104 0L,

LA ML LML ) Management Center Virtual ff) Web L1, 5SSt fe. 5S4 4d ] Web ST
WG E , 55 105 TL.

ERMIAREE WX E

PLF R A a8 CLI #F Management Center Virtual | 5¢ il #) 46 % & .

L1 G &% Management Center Virtual #4. {6 admin /5 P44, Admin123 /%65 . an R ALH] )2
Nutanix ¥4 5, WELIAZ LK Adminl23.

WMRRGER, WEEEM.
PR 2 AEEH R T, 1847 ORI

i

sudo /usr/local/sf/bin/configure-network
5 — K% Management Center Virtual i, RESHIREHATIE SN ERCE .
PR3 AT AT
HOGHCE (BEAD IPv4 ERLBCE, o WIR TR E M E, WA IPv4 Hilk.

SR A HABEIER.
SRS B ER.
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| {# 3 Nutanix #F2Z Management Center Virtual
i/ web REiiTmieiE |

T—SMta
o A FE M 2% AT EHLTT ) Management Center Virtual i Web FHIT,  5E80% B 2 .

£ Web REHITHIIRIZE
U FR PR anfn] £ ] Web FLII#E Management Center Virtual [ 58 )26 & &

UK

HI 1 R Y A% 5 7] Management Center Virtual £ P42 L ERIA TP Hudik-:

il
https://192.168.45.45

B 2 5% F| Management Center Virtual %45, T/ admin fE 5 )7 4, Admin123 /E 0% 0. R ARG HIR, WHEE
i,

ARG DR BCE DU . 20T R R LR, FR S WSS (TR TRE) , IFESZ EULA.
T3 ERBE )G, BN A (Apply). Management Center Virtual 2 MR &8 A BT E . ZERGWonP RIS, 7
CALER " (RS R R AT B4 85 Web FHi.

Management Center Virtual 23 iR L BEEATICE . fER G B W T i, BEf VS Bail (RAE R
Fta) 543 % Web

T—5#tta

* 7% Management Center Virtual ¥J45¥% E K TEH(E B, 152 [ Management Center Virtual /)41
B, W 115 T,

* £k Management Center Virtual 3% 15 5 80 ML, 752 (Cisco Secure Firewall
Management Center Virtual A [ J¥5R) &5,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/m_fmcv-initial-admin-config.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/m_fmcv-initial-admin-config.html

{# 3 Nutanix #FZ Management Center Virtual |
B &5 web mEnGmeE
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# 11z

7£ Hyper-V 2 Management Center Virtual

Microsoft Hyper-V & Microsoft IJEEFF UL &, WRRA ERINLIG AR . Hyper-V 1455 BE I fe 6%
IR — & P B S 2RI AT 2 A REFUAIL, T SE 47 M ) A A
e sify b s — MR ER G, BN T BRI ARG, 5 TR, &M
BB AL I 7 2
AEAE LN &
s R (A
* Hyper-V ) Management Center Virtual #ih7=f5] , 55 108 I
* Management Center Virtual S £F[1) Windows Ilx454% , %5 108 5T
* Hyper-V _I- Management Center Virtual [FJ#EFIFR ] , 55 108 TT
* (£ Hyper-V _#%& Management Center Virtual FJVFA[3E , 55 109 7T
* Hyper-V I Management Center Virtual #52 [HI$251F . 2 109 7
* 2% Management Center Virtual , 2% 109 7
« BALRAE , 2112 7T
ViR ORI, 5 112 1
K4 Management Center Virtual , 55 113 T
I J§ Management Center Virtual , 5 113 7T
Mk Management Center Virtual , 25 113 1T
HFRRR 5 113 7T

3

] Cisco.com _#2{{L[¥) VHD W% AE Hyper-V L #%% Management Center Virtual. Sz 55 #FZ 1)
FEAR VM EHIhEE, BlndEsl G Uin . (/B IPv4 RTPve SZHF. i day-0 Bd B A 58 ) i
BCHE . SR .
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7 Hyper-V _E&BE Management Center Virtual |
. Hyper-V £ Management Center Virtual #7315 451

Hyper-V _t#J Management Center Virtual 3437~ 51

7ESEH #7811, Management Center Virtual 3442 2130 B EAMB AT 2 8L A 4L 2 1) Threat Defense
Virtual [¥) Bl -1 . Threat Defense Virtual 3%z 21 5156 A A SRS 2% o FLIBEM AT DU AR PE IR &40
I —E RS

Management Center Virtual on Hyper-V

N N
Mgmt 0/0
' Gigo/o ! adm,' Gigo/1
= Inside - Outside y
Subnet Subnet R
Internal Threat Defense Virtual Internet
Server _on externzl (Can be another server for
private/public cloud
East-West topology)
= = o
Management Center Virtual 323589 Windows AR 5538

Windows Server 2019 #r#ERR 2 Management Center Virtual 25, Management Center Virtual [ {9
PRER AN R

* CPU: 47> vCPU

* RAM: 28 GB (#fi#¥ 32 GB)

* WhEEAFf#: 250 GB

* BMEOE: 1

Hyper-V = Management Center Virtual A%/ N #0 R I

* #EAE Hyper-V _[¥) Management Center Virtual 7] H 145 #EH B 70 AL AL S8R AT = 119
Threat Defense Virtual £57F. {H &, ZEHIASL

2 b2 ) Threat Defense Virtual 285, WAZ0T
#))I7] Management Center Virtual JEMHERE . 18 S RIS IRV BP0 CRBEED
o AFF R,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/device-ops-cluster-ftdv-public.html#Cisco_Task.dita_28044e38-54cb-4515-ae1a-572da5de200b

I 7£ Hyper-V _E#RZ Management Center Virtual
£ Hyper-V _E#}Z Management Center Virtual 891 A] i .

7£ Hyper-V £ Z(Z Management Center Virtual 891F 7] iE

SCRFLL R VR RTIE A
* BYOL
« BREVFATIE
* BEEVFATUETIE (SLR)
* 3l AR AVFATUEEM (PLR)

PP VAT

Hyper-V = Management Center Virtual Z8& BY R R &4

* %% T Hyper-V fiifaF1 Hyper-V & B2 ) Microsoft Windows l[i45 %8 . 1155 [ Windows 5%
# FIF IR A Hyper-Vo

* M Cisco.com % Management Center Virtual 54§ VHD % .
* BYOL ¥FHJHiE
o BRAZHAL (vSwitch) FEELIHL (VM)

ZR8Z& Management Center Virtual

PATLL NREF, 7E Hyper-V | #%& Management Center Virtual.

T % Management Center Virtual VHD AR {%

M Cisco F#EHAT TT ¥ Management Center Virtual 45 VHD B N 8028 A THE AL

1. SHiEF=& (Products) > %&£ (Security) > B A 3% (Firewalls) > B A5 E 32 (Firewall Management)
> Secure Firewall Management Center Virtual

2. i Firepower BIEAULEM JF NPT 1 VHD g, i,
Cisco_Secure FW_Mgmt Center Virtual Azure-7.4.0- xxxx.vhd.tar.

AE# Day 0 FL & 321
1201 )3 ) Management Center Virtual 2 Fi#E#S 4 Day-0 Bo'&E . SO — oA scfH:, 3L
AL T AEEE VM I FE N A TIC B . EIAA T B R RN A L 44 4 dayO-config
(RSCA AR, FE A A AR B R Bl I 22 ML) day0.iso SCAF.
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https://learn.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/get-started-with-hyper-v-on-windows
https://learn.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/get-started-with-hyper-v-on-windows

B oesnsnsen

\)

7 Hyper-V _E&BE Management Center Virtual |

iR

% day0.iso SCHFAZRAE 1 A B T H

1t Day-0 FCESCAFH R E LS4

)

« B (M P VFRT ) (EULA).
* REM TN
o I DU IR B LR

o Al VA T AAE S BE R 45 _EEAT AR 1 R 48 TR

P

FELL N7, AT ME 2 Linux 5248, {H Windows REHARLUN LA,

HIB1 444 day0-config [ SCAS SCF R % N Management Center Virtual ) CLI fit'& . 75011 /9 4% ¥ & 145 ¢ Management
Center Virtual {15 B .

{

"EULA": "accept",

"Hostname": "virtual731265",
"AdminPassword": "r2M$9"Uk69##",

"DNS1": "208.67.222.222",

"DNS2": "208.67.222.222",

"IPv4Mode": "Manual",

"IPv4Addr": "10.10.0.92",

"IPv4Mask": "255.255.255.224",

"IPv4Gw": "10.10.0.65",

"IPvoMode": "Manual",

"IPv6Addr": "2001:420:5440:2010:600:0:45:45",
"IPv6Mask": "112",

"IPveGw": "2001:420:5440:2010:600:0:45:1"

}

N

IR 2 IR SO SO R 1SO S A ik Ul CD-ROME::

/usr/bin/genisoimage -r -o day0.iso dayO-config

17

/ usr/bin/mkisofs -r -o day0.iso dayO-config

1) 522 BY FE 5L 32 A

PATBLRE 3 T BB KBS L (vSwitch).
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I 7£ Hyper-V _E#RZ Management Center Virtual
szameEnn

UK

S 7F Hyper-V &2 13R1E (Actions) &I |, A EMIKZ R ETESE (Virtual Switch Manager).
PSIB2 KUOS T B IR (Virtual Switches) > FiEE E LM & 323841 (New virtual network switch).
$1E 3 716032 ERIZ 4 (Createvirtual switch) & HH, EFESMNER (External).
PR 4 L EIE R A (Create Virtual Switch).
$E®5 (EEMHRHE M (Virtual Switch Properties) & 1M, Hi A B AT HALII B FR.
FE6 QISR vSwitch.
« ZERIEAMT vSwitch, V5 T hr B IR PSR 48 (External networ k) AT [H147) BELIE L4 o

 ZLAIEE NS vSwitch, T IEFEREBMLE (Internal network) 5% FM 4§ (Private network).

$IBT /£ VLANID |, ik ASIRIRMER SR BER LAN #7i8 (Enablevirtual LAN identification for management
operating system) 55121 1) & AE .
P8 LHE (OK).

Bl 22 Fh 89 R L

PAT IR 7 T EUEEHT ) VM
UK

IR 1 fF Hyper-V BEHS b, KIS THEME (Action) > #1iZ (New) > EHIHL (Virtual Machine)

$IB 2 {EEEERNES (New Virtual Machine Wizard) ¥EHET, A T—% (Next).

P3O VM EIANBRR, AR5 AT T—5 (Next).

HIB 4 %HEE 1 (Generation 1), A5 At T—4 (Next).

PS5 FRE VAN VM ML B S RTES RAM & (B MB HHA)  (/MER 28672 MB, £ UA 32768 MB)
W6 M T AR IEREIT K vSwitch E#E .

HIR 7 EPEAINEERER (Usean existing virtual hard disk) , 4R s %55 (Browse) LLIEFE T 4% (1) Management
Center Virtual VHD %,

FIE8 filiZEAX (Finish) LAAIE ML
P®O QIEBING, 550 EIGINELE ERAE LSS (vCPU) ik, BRAELL N, IR EN 1.
a) 1F Hyper-V BI22% (Hyper-V Manager) I, F# S OB, AR5 AR E (Settings).
REK B BN IZE (Settings) & 1.
b) Ao M M R (Hardware) 4L FE 88 (Processor).
REGATAT M E A% 7~ b ER 8§ (Processor) % ffE «
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7 Hyper-V _E&BE Management Center Virtual |
B cins

c) [ERERIALIEEEEIE: (Number of virtual processors)) FEtH, F{EBEE N 4.

AR
RIS EAENERE, TATEDCK vCPU ERIALEEES) ik E N 8. HFE, MWL DTHEE 44 vCPU U #l4b
BZ

BHREACEFEEREGE R, 152U Management Center Virtual 271 Windows IR%5%% , 5 108 11
d) RiTFAE (OK).

AT =
I uEERE
AT & _1ig4T show version 174, HfifR{E Hyper-V % Management Center Virtual,

rmn-Production login: admin
Password:

opyright 2004-202Z2, Cisco andsor its affiliates. All rights reserved.
isco is a registered trademark of Cisco Systems, Inc.
111 other trademarks are property of their respective ouners.

isco Firepower Extensible Operating System (FX-0S) v82.14.0 (build 205)
isco Secure Firewall Management Center for Hyper-VU v7.4.0 (build 1493)

show version .
[ rm—Production 1]
odel : Secure Firewall Management Center for Hyper-VU (66) U
rsion 7.4.0 (Build 1493)
if 775634-7f 7d-11ed-bBf 5-0c0e?0cH60f 3

»s update version 1 2022-01-06-001-vurt

version : Isp-rel-20221214-1542
UDB version : 361

el &R EE HiE&

VYR E A E H &, WELEFT LR Hyper-V B BREE FAIE VM Z HTHAT IR
i

HIE1 1E Hyper-V &g b, ERHEIEN VM, RJGEE A4 MFERIE (Actions) #4rH fithi& & (Settings).
$IR 2 FHY (Hardware) #70H, Aiidi COM1JFikFép & EiE (Named Pipe).
$E3 MAEELZFR. FlW, virtuall. iHid A EERKREZ.
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I 7£ Hyper-V _E#RZ Management Center Virtual
> ] Management Center Virtual .

$®4 SR A (Apply), S5 S BE (OK).

$EE SN VM, SRJEEE DA MRIE (Actions) & 11 St FF 44 (Start). VM HIRZS (State) 175N W IE7E /S
& (Starting) 42 4 IE#EIET (Running).

W6 IAE, IR O Iy 4 B T IE B R B AT R g, B PUTTY .

LT R ENIFHTF PUTTY & H.

FIR 8 My N2 AI{E BITLEE (Serial line) ‘FETiC F M & EBKEZ.
#i4n, \.\\pipe\lvirtual1.

F9 fULFTH (Open). Hife, EWTLIAE PUTTY & HHRERSE 51 HE.

> Y] Management Center Virtual

7t Hyper-V & L3 I, A SHEZECHIT VM, X5 i X (Turn Off).

& /3 Management Center Virtual

7t Management Center Virtual CLI FLL expert #2312 1T sudo reboot 174 LLJH 2~ Fa 5 -

Cisco Firepower Extensible Operating System (FX-0S) v82.14.0
(build 205)

Cisco Secure Firewall Management Center for Hyper-V v7.4.0
(build 1493)

> expert

admin@hyperv-automation:~$ sudo reboot

o, ] LU F) Hyper-V & LG, A8 i ZOCHIE) VM, AR5 fidi ki (Turn Off).

ftlf& Management Center Virtual
KM VM J5, AEAE VM, 2R SR (Delete).

\}

AR IR A SN ER IS B AN LR A B T B MR i A

B R HERR

W - TR B VM, TG R AT
Yyt - AR A L LI VM, 23R AR )
ffR 5 - IG B VHD SCPFBTERL A B 22 1]
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7 Hyper-V _E&BE Management Center Virtual |
B oasan

o W - R HRCEUR 3 VM RBEFT TR
Yt - 45— VM AR 50 VM AR GBI, 22k AR i i) 7
DI - MERIH VM.
o [ - BINLRSRI, RGN AL
st - HENERAE RGBT AR50 RAM KK CRCE I NAF L] VM I, 2R Bk i
FRARTTIE - WA EHLERAE R G LA Pl i) RAM AT

o 0@ - JoykIE LT SSH JE 4% %] Management Center Virtual 5 M M7 £ HLINZ% Management Center
Virtual Ul

fF R T - 75 Windows 97 K 38 BN S R HA sl KU o 78 1730 1 22 (SSH)~ 443 (HTTPS) £ 80
(HTTP).

o )R - BERS TRV ) HLERM
fAPR TP - T SR A [ A A5 vSwitch, AR CIEFARLE VLAN M6,
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12 =

Management Center Virtual ¥]1581% &

A A A 5 Management Center Virtual W2 J5, 7 BHAT AT IG R E IR
o ERUC AT CLLXY 6.5 M S A TR E , 55 115 1L
« 7F Web FHH FHATRILE R E (6.5 M ERAS) , 55 117 1T
o RIAIROAR6.S KT AN IR EH Bh PTG EL S , 2 120 7T

Parlax \ = \ = 3 s ===
S F0 £ CLI XF 6.5 X SIRAHITYIRRE
%8 Management Center Virtual Ji5, %0 Ly il S &8 6 2T WM E . /E 04 Web St 1) &
P75k, AT LA CLI AT HIERBCE . B8 20 58 BCWI AR TC B 1n) oK G BB 2%, DMBAE 25 AR
R AT . P T R T O B D I 2 B R P T EMAL (EULA) 5 i 2 B
CAUR
FIRZ Bl
* IHHIIR A Management Center Virtual 518 F%8 3 /M 28 (5 Fr iz LA I E B
* [Pv4 3 1P bk,

I L B CTHECE N 52 DHCP 3B i 1P4 Huhil . 225 2 %51 DHCP O B AT 4 1P
Hodk SR E A B0 MAC Hiht, iEE R RSEH . £ DHCP A SN T, &
PR B O8] TPv4 Hikik 192.168.45.45,

o PHLEFRALFIERIA M SE CanRAME A DHCP) .

UK

S ARk gEHEeFHEEEAKS (H/4: admin, Zi%: Adminl23) %3 %| Management Center Virtual. ¥ = %15
X4 KAhE,

S 2 IR, 1% Enter LLE R ) VFA] M3 (EULA).

WIE3 T the EULA. 7EHIERES, fIA yes. YES, 3% Enter $:5Z EULA.
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Management Center Virtual #1341% & |

B s 50 cu s 65 REBRARITIREE

N

8

EEEM
AFZ EULA 8 cikdk sl . RIS NI5E yes. YES o Enter LISMNINE, RGaBBIEMN.

N TR ARG MR, B — OGS A B I, AU i admin 5. Y RGN EBCEFrE g, A
R Fos BRI R B 1, ARG A1 R G 7 A DA IS 73 A A A 7] PR 2 8

pE s

R SRR S R A AT UL, A MY S A VF 2 R A SR, bk A AR S
PV RSB AT h o B, HIIARCE BIAT] B2 1H4E "abedefg" BY "passwOrd" S5 %A o

AR

SERMIARCE SRS, RESKEHA admin k) (— AT Web Ui, 53— AT CLI VTR [R5 1 4 AH ]
HIE, a1 IRA ) (Cisco Secure Firewall Management Center 2 B35 ) HH TR (Y s S8 A Bk . A8 AE Ik 5 o
ST admin K 8D, IS SRR AN TIA ], I Ham 3 g sk n] LA Web FETH admin ik F A i 55

[P b7 LABC B 2% B0
SR BRI, D@ AR W, RIS AIERE S N, B (y/n) o BRMESHIMETFES W, Bl [yl. [BIEH
ANIE R BL T 2

* ¥% Enter 2 EIAH.
o XPTENL, iR AIREEA (<Ehgs. <) BENLL. AN,

* WA H DHCP, WZiffiH DHCP Filfd, KR istib AN i DHCP #isib B, B8 I ok
W, Rk EEC MESACE AN . B DHCP Hubik 8 b R &, R & BP0 O ML 4L Bl08T TP
Hihb) - FHIE RS (System) > B2 & (Configuration) > &I24% 0 (Management | nter faces) DL & & (2%,

s IRGEFETIHNE IPv4A, RESEREEE IPv4 dibhlk, P HERDRIER I O,

« AJLAMCE DNS RS 78; B4R E L DNS RS2, HiAnone. 0|, 155E K DNS RS 25 1K) IPv4 Hoil .
WS AL, IEHIE S BT RITR.  (WRsE WG UL DNS kS48, RE0K 2 HAhsH. D
fn S A HE L RAEVT IR IR, OB TS TRl F A 4% 2 AMF) DNS.

R
0 FAE AR A VR AT, WIX— YR FR 2 DNS A& Ak ER/E, (B4 K AV rTuESEA T 38 I 420 F DNS.

o IR N 2 /D — Nl I S I 5 ] BRI 58 A B E 34 or IP bk, (UK AT H DHCP, WIANGESR & NTP Ji)k
%45 FQDN. ) T IR AR A (—ATRE A, — Mg Ey s a5 ei1mfE B akit.
Can 482 W & UL DNS IR%5-#5, RG2S ILA H . D il A8 ANEEVTn B, A TEiEAL
FHAS H 9 2 2 HMF) NTP JIl 5545

Al

Enter a hostname or fully qualified domain name for this system [firepower]: fmc

Configure IPv4 via DHCP or manually? (dhcp/manual) [DHCP]: manual

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.0.66

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.224

Enter the IPv4 default gateway for the management interface [ ]: 10.10.0.65

Enter a comma-separated list of DNS servers or 'none' [CiscoUmbrellal: 208.67.222.222,208.67.220.220
Enter a comma-separated list of NTP servers [0O.sourcefire.pool.ntp.org, l.sourcefire.pool.ntp.org]:
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# Web RE LT E eshEsms [

PIR6 ARG Won BRI 2. A A A KB .

HTWU:
Hostname: fme
IPv4 configured via: manual configuration

Management interface IPv4 address: 10.10.0.66

Management interface IPv4 netmask: 255.255.255.224

Management interface IPv4 gateway: 10.10.0.65

DNS servers: 208.67.222.222,208.67.220.220

NTP servers: 0.sourcefire.pool.ntp.org, l.sourcefire.pool.ntp.org

TR RJEITR S LA B E .
© WIRBLEIEM, WAy, RJE1L Enter RS2 R E RS
s MR EAER, A n, K5 Enterdl. REFXRIERRERE, NEILIFG.

RtIE

Are these settings correct? (y/n) y
If your networking information has changed, you will need to reconnect.

Updated network configuration.

SR8 W E R, LA exit B FH 4L CLI.

T—¥Hit4
o SRT LUK H A B 1R 99 2445 5L 3% 82 1) Management Center Virtual Web S fl o

* BEVIAEC B R T A O B SR R R RS S . IXSETES) S A R SRR RHTIRA T
# ISR EE . WS PR AERRAR6.5 S RhRAS 1) H BN AR E 56 120 UL,

£ Web R HE EHITHIIGIRE (65 FIESHA)

7E# 8 Management Center Virtual Jii, W LZEY % Web Stii_EAE ] HTTPS BUATHIUG R & .

B O R A B Web ST, A BRI R BRI E 1T, W] kRSP A LT A
FEARVCE . B P S A DR AN G HE

o SRR SRR admin B IR E RS AERIAE Admini23 SOk JEAd RS .
o W AN R Z T PP ATMX (EULA), 22 % A A 4%
© A DE VRIS T SO B L M A B, SRR T 2 seE, T DO .
o [ SRR AR L bR A BRI IR T R, BLIA LR A
* EAIERTE
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B = we ErsmmssE GsnESRS

AR HAE (B, FEAEH] FQDN $55E NTP [ 55 i S it e 7 1P Hhik A p) 5Gak
DNS)

* Management Center Virtual 5 DNS Fll NTP i} 55 &% 2 7] [ /0 4% 1445

[ESESFENER i R 7R el 17N O EAh SO TN B/ T 0 U M L WO g SO B R e
MBMISER . NTP M DNSIEBMIGICEZE; 78 358 BOERNAZ BT, BT L se . WA
GEAE S SE R AR S AR D, VR O R B, EAESE IR B R R, T LU
Web F [ e B IX L35 .

an R A 5 N L B E 2 5 2 Management Center Virtual 13 25 2 [ A EHZ T W, RG4S
PATIERZNR . EXFIEOT, M3 AL 78 DNS 8 NTP FERSRESE B

A=A S IFHE ESERREIR RSN TEHE, 6T DL A (it A i
B

.

SERCHIIRICE 1) T e BGR O RBEVRR]” NIENE S, RGUK BRI IRA B (Cisco Secure
Firewall Management Center W £ ETERI ) 1Y “HRAGEHL” FRTIR AR 45 # T .
FIAZHI
T ORTEIA BB O AR R R B 2 LAl BT A I BL R AR R
* IPv4 F3LIP Hidiks

T B CTHECE N HE52 DHCP 3B 1P4 Huhil . 22 2 %51 DHCP U B AT 4 1P
Hodl kA e A& B0 MAC Hhiht, SR RSGE . £ DHCP Al HMEN T, &
PR 3 4] TPv4 Hikik 192.168.45.45.

o PLEFRALFIERIA M SE CanRAME FH DHCP) .

© WERAAEH] DHCP, F ] LLT 9 25 5 B L B A M -5 AL
* IP M. 192.168.45.2

« FMHERY: 255.255.255.0

o RN . 192.168.45.1

SEFH LT SEHL_E R ARy A R 234 852
iz

S P23 8% 541 F Management Center Virtual ) TP Hdik:  https://< Management Center-IP>,
IR ST

SR 2 A LU E BRI B 5k 3 Management Center Virtual: /744 admin, 2515 Admin123. Zi3X 45 KNG
TR 3 (LB ERL D A
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# Web RE LT E eshEsms [

a) (k) 1k B IRERD A I AE n] LA b S I A

b) HEHERFRIZH, ERENECIERF SR EN ., CERRPEN EAEB e %, W Rk Re ik o,
WEAFAE &M, D

c) Tk EBIEFMEN, (EHEZER (New Password) FFEIAZEHS (Confirm Password) SCASHE i A B &1
BRI B U AE R B A o
iR
B SR I IR B SR ] S AT DA, 1T AN SRS AV 2 SR ], IR SRS A A A T
R A AR BRI R R . B, IR A T BE S HE 4L "abedefg” BY "passwOrd" ZEE A
ERE
SERPIRICE N R G, RASEMAS admin ik~ C—/NHTF Web Ui, 55—/ M CLIUjin)) FI% 6 &l
AHANME . SRS 0 A 1 I RRCAS XTI ) ( Cisco Secure Firewall Management Center 45 FEFR ) H T () i %
TR, WA AE IS 3 2T — admin Pk 20, AN AN TRAR TR, IF Lm0 2k nT LA Web FL1H
admin i~ T B .

d) HiT—%,
HARERZBRAE LG T—85, 1S CREZHN admin 3509, RIS G 52 R4 10 m S5 3, %560t
Web ZLifi Al CLI admin K /45 %% .
L4 R PRI EULA, AR5 gz gkat.
g piEgs, 4K Management Center Virtual HyE4Y .
LTS P T—.
PIR6 R MEIZE i
a) MATEREZ. WREREUNE, I HSERMSNE RS, WA DA &0, 564 IR e ik
2 GBE<EH 4> . <H>) BENL

b) EHELE IPv4 (Configure | Pv4) X351 S MY : 1§ DHCP (Using DHCP) Hi{& B #%7%5/F 5 (Using
Static/Manual).

WAL DHCP, W2AZ54F FH DHCP TRY, Kb/ Fe b A0, i DHCP Mk 58 o, 4 bR 2k
W, DAh A E L LR ECEANRIE . B DHCP Ml b ik &, i3 & Bty O 014 508 TP
Hihk) - 3HiE RS (System) > BLE (Configuration) > &I84E [0 (Management | nterfaces) LA 5 & k2%,

c) X IPvattbht, ¥ EosHME (R ER) , sSEIHM. SRR (i 192.168.45.45)

TR
U RAE AT U0 T 0 I B TP ik, DR A L 1) M ¢ A B i e 21 A B AR Ly

d) % BRI (R o) s AEHE. ] i ERIRS 50 (Biltn 255.255.0.00 &

pE
U SRAEATI e P 0 ) S P D, D A P T (0 X 2% A R BT AR B A B

e) W LR BRI (WA B s A B IBOAR G, EH] ST HERIRE X (Bl 192.168.0.1)

a4
U RA A P 90 ) S S Ot )T R A T 0 X 2% {5 R B 4 B A B R
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. ERIAES R ESRANESHHREE

f) (k) X) T-DNS 2H#:5Z BLiMI Cisco Umbrella DNS.
P DNS W E, M g ks B E X DNS R %588 (Custom DNS Servers), 2R )it A\ ZE DNS (Primary
DNS) Fi4#8 DNS (Secondary DNS) ] IPv4 thihik. i L b0y ANREVS i) BRI, SCKs TCi A FH AL W 2 2.
SN DNS. M FHr51 2 hik £ 8 E X DNS BR %588 (Custom DNS Servers), ¥ DNS (Primary DNS) F14# 8
DNS (Secondary DNS) “FE B2, ANBLE DNS JIk 554
Pkt
L Ad F FQDN M A2 TP Ml ok $6 i NTP R %525, W DAZAE LI 45 52 DNS. Wi &4 VPl il iiE, 1) DNS
JETEN), (HTFFE DNS A BeAE K AVE AIIEREAT 05

g) AT NTPLHRRSKEE, En LMHEZERAEENA NTP RSB & . /EXFIMEOL T, RE44% 0.sourcefirepool.ntp.org
FHVEY NTP JIR%:%%, ¥ 1.sourcefire.pool.ntp.org JH/E4E) NTP Ik 5% 2% .
I E AL NTP 4548, M FHrdlR ik F B EX NTP 4 BRS5 88 (Custom NTP Group Servers), RGN —
A B AN G B 199 286 1T 213K [¥) FQDN B IP kil o an SR A7 B b0y ANREVT 0 LRI, S8R T2 A8 I A i ) 4% 2 Ak
[ NTP %5 %% o

R SRAEAT) Y P A0 ) B A P 8 e ) A P T (R R 2 A R R B A B
PERT PliTTR.

[ LN AR DR BN IOMEL, DU IERTE . S A EISeATE, DU A B M DNS J2 NTP k5545 2
RRERENE . W R R G i SE A R A SERL I L, G S o m) 3 AR, EAESE AR BB, S m] LU
FAE B APL Web S IHIAC B X AL 44 .

T—5#it4

© RAS WoRIRHIUEAE, BRI DA . BEAA B Smart Licensing. G Ui HE AL P4 5
W 1) Management Center Virtual K65 g0, I HAERE GEVFV], 8 1E X 1 HE
T, TERPBERIEHE, FES T RAGT R[] (Cisco Secure Firewall Management Center 7 £
fRE) T AR

« A YIMGHC B A B L H SRCE R AED B . XS B AR RS R T OBTIR A I
FO SRR . SR ARAR6.5 K RS 1 A S FIAA I E 2 120 TT

* SERCHIUATC & 7] T e ORI BEVF T XSHEHESS, REH B~ (Cisco Secure Firewall
Management Center £ BB 451 ) 1 Tl (1) 15028 B 0T .

MERRZR6.5 & E SRR B3 ¥ieElE

FERTIRACIC ESYITR) (CEie T AR Re & 1 S8 2t CLI AT , A ErpL #es B sl e B e
% AR GORFF OIS I RPEE 5 0 S K 2l
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wapaes pEsmananneEs [

REAESTHRIN UTC, KW AR, Bk T HPAE I € 8. thoh, TS 2l
UTC 4 BALBEAT TERITA, B E AT IS B B A . B TR [ BT b 0] BB 58 30 AT A 2 1 1k
PREEAT . IR, AR N ), TR SS SAEER AT “HR” — AN DN TTR

\)

AR AR RS AE B IR, S BB L RIS, IR N BEAT

* 5} 5 GeoDB HHT

BRI 25 A3 R R AE [ — BN LIE B I 1A 2E4T GeoDB BE5Fr. ] LU H] Web F 1 &
HROOER LT BT RS . T LU R > B > IR EFEH>-RE BN EEH ~F It
HAERIECE . W RS TCLRCE o, JF HASW & RO A TR U5 ) BCRR,  FeA T 301
FR A S R ASKS M) (Cisco Secure Firewall Management Center & FLEER ) HHATIA, Tl & M
GeoDB % #f.

B JA B L B ST

EERL 2 A ZHARE TS, DL ST S BT R AE . AT T RIZE UTC
ARG IR 2 082 3 2 (AT A H AV PR e 08, 1K 0] REAE G N R 2 SRR 2
AIAH T AT T R A2 o S50 DU Web S S Do IAT 55 RS . T LITE &
%> THR> % T Web S EBAESBCE . W RAFS VIR H. 7 B0y A BB
VIR, BT TR A I AT 45 ok S A SR, i I RRCASR VK] (Cisco Secure
Firewall Management Center & B$554 ) ATk .

BEAE S5 0N 2B 2 A IEAE AT I RRCA I A B AR P VB AN BEOBT: 8T SR e i 55
TIPS ARHEARER, S0 (Cisco & B L THHIRR)D o

B AL R A

B & A EHRE TS, 75 UTC EM— . E R 2 ST ARHUAE i AU & &1 s
A H RS B B ARAL S, IR 0T R AEAE M T B IS R A 2 2 W H N A AT ). fan]
DU Web S B DM SR IAT S RPIRES . IRTLAFE B > TH > ik~ Web A A
FAFSIBCE . WERARSS T RIRMG, A TS e e SRAT 25 R AT #8403, WA (R RRCA XS Y.
f) {Cisco Secure Firewall Management Center & ¥ 555 ) Tk .

AT )

FERRAS 6.6+ 1, ALy )\ Cisco SCRFul p T~ 82 B8 (1) I I 204 14 (VDB) 308, X g —
PSR . ST LT H] Web FRHIE B OO BT IR o A I RGRFRBOFIRAS,
R D CHANHIRM, FATE S 2 A ghE T 8022k VDB BT S5, Wi
HIRR A W 1] {Cisco Secure Firewall Management Center £ 225 ) Rk .

BPNESVIER

TERRA 6.6+ H1, BBy A Cisco SCHFul ML ERE H BN E R 4 FEPO Tk
P S MR ) SR IS 5 4 17) 32 B2 R 1) 52 4 B 46 8 F s A NS RN BT o 465 m] LA T Web St
THE O HAT S5 RS . AT LUTE R % > B > MNEHT T Web Fti o & 2 AT 551
BCHE o SRC B ST M B AE B b T AU 1) FLIEC I, AT BB I A RN S, 4
T IRASSS M [ {Cisco Secure Firewall Management Center i ¥R 55 ) ik .

3
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13 =

Management Center Virtual #]38 E 1B fE &

1E 58 % Management Center Virtual FI# 36 3 B AR IR0 UE LTl i, BRATTEE BUE 52 & P s #1455,
DMEHRE S 5 T Bl I0Ah, IE VAR S eI a6 v B I R TP I T 155, BlanvEn] . A1 GLUR
Ao A FEFAESS TEAIE B, DU R IR R E F & 15 B, 5 S TR
153 (Cisco Secure Firewall Management Center it &J5F4) .

s AP, 5123 0T

© WAATEN 5 124 0T

< IBAPIRDUT AR LSS , 28 124 0

o BRAFRNEAE E SR . 58 124 0T

o WREHERR , 2B 125 7T

BANHAMKA

AR RCE G, ARG LIME— Web ST P2 BEE I, S &8 B 5 A (A T AU
EI RO P R RGN e RIS Us B . SR A R Bk P ORIV PR B2 £
), DMk 4, #7911, 7 Management Center Virtual GUI [ &4t (System) > F P (Users) >
FA P (User) DT ELH - K

\)

IR
R G FEANARIR], P T BEAE AN R i

I ik #1515 W] Management Center Virtual [¥) & 32 Gk /7 5 4l | Web Jt1fi Vi 7] Management Center Virtual

HAEH RGO AR NGNS 7, AT ALE 2 & J RS P B B E N B Ok, I REBR il
A NS V5 ) f 8. IX A6 F-Management Center Virtual >R i JUH B EE, PR 488 75 A0 Horb i
TR Z B E R TAT S5 . B, A0 aE 2205 ) S50 R e A N 4% () 2 Ak, (AN TR 297 )
FHTE0 35 1 L) RE

R 10 AT AT Web FIH] 195 R BE BRI 20 BT v i i SOH P (o, sl m] LABIE B Ay
LU IR B e SCH P A
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B os=:m

\rL :‘
tl%%ﬁfﬂﬂ
BRIy BT DU BE Y B SR AT (A) ) B el R A £
o BB TE- IRALE — BN — AR5 K BRI —AR IPS 4o

* Threat Defense Virtual- 112417 T Z R BN IEREF G 8 ERDEHITHIHREIEE SR
11 64 AL B £

« R B4 FirePOWER k%511 ASA (5§, ASA FirePOWER F5He) - ${bip 3 () REEmg, IEk
AR B RGAT RIUAT o AEETEyR A B0 1) Web FHRIDKALE ASA
FirePOWER #11. LM% FirePOWER 5511 ASA$RME ASA V&4 A1 CLI, n LA
T2 R G UL ST 6 e [ A A B AT 45

* 7000 F1 8000 R%1] ¥ % - T ARG 1E T Y E . 7000 Fl 8000 R B o& Atk 5 %5 ¢
HE KB DhREARAH R . — ok, 8000 R AT 4% L 7000 R A% W REH 3R A BT FE
HAbThRE, 40 8000 R ANPLHE AT . BEMICAIHES . £ AN 2 B 28,
ZNAE B o4 LG B e PR B

* NGIPSv - 7 VMware VSphere P35 1 & 22 ) 64 A7 g3 % . NGIPSv W44 AL HE RGATA R T
MR ThRE, AN CARAIRIEILEE . ACH R 5

BRI R R L, T A E L GUI )R & (Devices) > 1R & & 18 (Device M anagement)
U V5 S SR IRASSE YY) {Cisco Secure Firewall Management Center Bt & F5 1) HI 1345 & FRAS
=]

/Bho

S— s APan
BITINRFI R F RS
BRAIANEOL T, FrAWAENH TYIE RS RN . R RS B R —2BE R £ G W a] e H I AE L
WOE, an s 4k AL I A R P . @ A R RO B R — B GE SRNE N ] B o
ORGSR CERMTE %% .
BRANTEOL R, B AP IEN ] T8RO . VENIB IR IS TS — 887y, BT IRILSENE
R T H DA s I s a8 T % S IR BE AR o EE U A5 B 0y B as A IR L S s v FH 2 L4
PRI e b

X AR B

TETFARATAT R 21, NSRRI ARG AT . BB A & HRIsAT RGBT . il
PRI IEAE RS P IX B, IE N 2 2RO I BB . VDB A1 GeoDB.

A

AR AT ARGATATE > LT, B SRR O IR ARCAS Ul ) B OCAS . A B W] SR I 2

WHSCFFNF B HAE SEkArE B DL AR R R E 20 ] .
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ey |

WMRIEH EEP L BITHIZ 6.5 LA ERRA:

PENBCER 5y, RO @ NS LRSS RGAL T BOfriRE,  IFRrE: & 18 i 28l -
* 5 1 888 GeoDB
o hy R R AT B T BT AT I TS

ERERI AR OOR B SR ) L. BT LR IESS TR AT 5

MU HERR

Wro HRIEMEE, 1§20 (Cisco Secure Firewall Management Center T
Lfam) € .

* PATAHAF il O OORC L A B AR L 2540 BRI S5
WNRIER EIR AL BITARA 6.6+, WIVEAHWIMARCE M — 7, A BP0 23 A Cisco LR T 3T
ZhetofTeiR (VDB) 387, 3K — Ikt

fasm] LU Web S B A O M EIX LG B (PPIRA . W RGCIARL EATATE 8, JF L& &
> A3 EIE MU IR, BATTEE I AR 48 1 I A (1)  Cisco Secure Firewall Management Center
BB FATA, AATHLE XSS,

AP EAIHL L Management Center Virtual #2848 JC ) — LA HE R 2D 2K
SSH EIEX

Kk SSH i%E#z4h, Management Center Virtual 524X 1E 512817, F 7 SRR E] G & R . A HLers

BUR, SSH LML S 1T fiE £ /E Management Center Virtual #)45 3 21 I 45138, il $ 30 SSH iE#%

N

ST UK A DL N W] SSH &3 R 178 % «

1. 7F Management Center Virtual #4523 20 #10), JUHZAE SSH 5 & 52 /F (sshd) B3, wfES
ML VO B R . X4 3L SSH B PISCAE (i1 sshd ZE M ssh_host* SCF) h4s.

1ls -1lrt /etc/ssh total 16

-rw-r—--r-- root root 1746 Jan 17 23:31 ssh _config-openssh
—rw-r--r-- root root 6027 Jan 17 23:42 sshd config
—rw-r--r-- root root 1293 Jan 17 23:42 ssh config
—rw-r--r-- root root 0 Jan 27 06:37 ssh_host dsa key

—rw-r—-r—- root root

1

1

1

1

1 Jan 27 06:37 ssh _host dsa key.pub

-rw-r--r-- 1 root root

1

1

1

1

1

Jan 27 06:37 ssh host ecdsa_key
Jan 27 06:37 ssh host ecdsa_key.pub

root root :
Jan 27 06:37 ssh host ed25519 key

root root
root root
root root
root root

—rw-r--r--
—rw-r--r--
—rw-r--r-- Jan 27 06:37 ssh host ed25519 key.pub
Jan 27 06:37 ssh _host rsa key

Jan 27 06:37 ssh host rsa key.pub

—rw-r--r--

O O O O O o o

—rw-r--r--

2. KT 1O M, nLIRA /var/log/messages XA, HAR[HEMAS S SSH 40 A2 ik
I TRIAH [F] B R B (Ros 1O #iFiR) «
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B oasan

B ¥k Management Center Virtual #1473 2 JH 8] o] GEHH IR SSH ks Cln BRrd) , RHAT AR
W

1. X% Management Center Virtual.

2. fFEFRBA T, 7 Management Center Virtual CLI 1247 sudo reboot 4 LA a3 1E % H ) .

3. AT AT 4 LAMIER 25 (1) SSH 5 81 SCF

cd /etc/ssh/
rm ssh _host*

4. BATLUN a2 HOBT A 8 ssha kg5, LMEIERAEHT R SSH # H1 30T

/etc/rc.d/init.d/sshd stop
/etc/rc.d/init.d/sshd start

A

R HBEERT SSH FH 0w, A ReRAT IR D B . IRAH T, IS EAS TAC £
PLERE— 2 A o

. Bl Cisco Secure Firewall Management Center Virtual X\ | J355



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



