£ AWS = L #3Z ASA Virtual

& 0T LA{E Amazon Web JIlR%5 (AWS) = Ei#i%E ASA virtual.

| &

BESW M 9.13(1) JTFEh, BUAE AT EATAT SZ 7 1 ASA virtual vCPU/ N AEBC B H AT FHAEAT ASA virtual V7 Af iE. X
Ak ASA virtual % ESRIEAE I VM B AR T HSAT o IS ST HEINBZ SCRF IR AWS SEBIE
IEIETe

o Mk, 1

s HIRAAE, 40

o WEWPRIPRA] , 25 5 5T

* BUEILA A SSH S IIE , 25 6 1

o MR, 2B 6 T

* #E ASA Virtual , 557 UL

* #£1% Amazon GuardDuty It 45 F1 Threat Defense Virtual , 2 10 JT

* XF Cisco Secure Firewall ASA Virtual &5 GuardDuty %1% , 2 10 7T
* SCFRFEAET S, B 13 0T

* Amazon GuardDuty 1 Cisco Secure Firewall ASA Ji #8181 O HE AR 4 , 28 13 7T
* % Amazon GuardDuty 5 ASA Virtual Z2/ , 2 14 7T

o SO IR )T SE0ERLE , 25 W

* PEREHDL . 26 26 UL

iz

ASA virtual IZ1T 5P ASA MH EAT, PUBRIE AL 2 2 ThEE . ASA virtual n] DLBZE7E
N AWS = SR)E, DO TGS, DRI — B ) T . US4 B e LA R R 4
FE A O TAE 3

RV LLT ASA virtual SE4 2570,

£ AWS = F#5E ASA Virtual ]



7£ AWS = L5338 ASA Virtual |

= 1: AWS S35 E

451 Ik RAEOHN
vCPU M%7 (GB)
c3.large 2 3.75 3
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
c4.large 2 3.75 3
c4.xlarge 4 7.5 4
c4.2xlarge 8 15 4
cS.large 2 4 3
c5. xlarge 4 8 4
c5.2xlarge 8 16 4
c5.4xlarge 16 32 8
cSa.large 2 4 3
cSa.xlarge 4 8 4
cSa.2xlarge 8 16 4
cSa.4xlarge 16 32 8
cSad.large 2 4 3
cSad.xlarge 4 8 4
cSad.2xlarge 8 16 4
cSad.4xlarge 16 32 8
cSd.large 2 4 3
cSd.xlarge 4 8 4
c5d.2xlarge 8 16 4
c5d.4xlarge 16 32 8
cSn.large 2 53 3
cSn.xlarge 4 10.5 4
cSn.2xlarge 8 21 4
cSn.4xlarge 16 42 8
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vCPU M7 (GB)
m4.large 2 8 2
m4.xlarge 4 16 4
m4.2xlarge 8 32 4
mb5n.large 2 8 3
m5n.xlarge 4 16 4
m5n.2xlarge 8 32 4
mb5n.4xlarge 16 64 8
m5zn.large 2 8 3
mb5zn.xlarge 4 16 4
m5zn.2xlarge 8 32 4
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THRER SEHIEE A O/RAM) | R BRI RA VPN %1% BR il
ASAv5 c5.large 100 Mbps 50
2 #/4 GB
ASAv10 cS.large 1 Gbps 250
2 /4 GB
ASAv30 c5. xlarge 2 Gbps 750
4 /8 GB
ASAv50 c5.2xlarge 10 Gbps 10,000
8 1%/16 GB
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S . O T RES SSH R LK, EW LIETH R i BICE . s, T RIETH R e fi ]
ASDM (itf& i H T ASDM vijln)) EE LS .

LR 4 “admin” A6 B 7< 51 -

username admin nopassword privilege 15

username admin attributes

ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1£:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

54 TH 2 W48 ssh authentication 454, HIALL R fr 4

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

BATVEBONZH 4 % B AN, AR nopassword Gt Y (ASRAFAE) . nopassword %
B R om0 DU AT, AR R R AR T %65, 7E 9.6(2) 27T, SSH A% & 43 5
IEAT 2 aaa v %, KA MR nopassword JGBE . BifE, HT % aaadnd, Bt CEH
password (mk nopassword JSCHET) , B2 H B AR VERT usernameitE AT SR B K AIE

T2 JG, username iy 2 AN 7 EE password 5 nopassword SCHET ;] DLESK A AN RE RN
e DL, ZEASREIA LA S R, THFE A username iy 4

username admin privilege 15
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N E R T AR 95 kAR 2 T ASA virtual [R5 FH N, 7E AWS 1k ASA virtual it T
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AWS VPC
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: Inside Qutside
Subnet Subnet
DMZ
Subnet
Management Subnet
{connected to all devices =not
shown) »
b
k]
IPv6 #A
ASAv IPv6 Deployment Topology
VNET Management Subnet . E W Traffic T 1
2600:1f11:a22:¢400::/56 2600:1111:32a:0433:/64 ast-West lratlic Topology
Mgmt 0/0 T
2600:1f11:a2a:e433:a9e5:248d:28e3:e54a
/ Inside Subnet ) Qutside Subnet h

2600:1f11:a2a:e411::/64 2600:1f11:a2a:e422::/64

e

eth0 | Outside

: | .

Inside |eth0 Gig 0/0 || mmmmm | Gig 0/1 ]

Tinux |2600:1f11:a2a:e411:57d 2600:1f11:a2a:e411:66ad | mmm== | 2600:1f11:222:422:14d0:  2600:1f11:a22:€422:3b5 Linux
c:9be9:8813:7ecd :8270:040c:80a1 | _ _ _ , bbBSDS71:5710 7:3119:c34f:52d4

ASAv
Route Table on Inside Linux Route Table on Outside Linux
Destination 2600:1f11:a2a:e422::/64 Destination 2600:1f11:a2a:e411::/64
Next Hop 2600:1f11:a2a:e411:66ad: Next Hop 2600:1f11:a2a:e422:14d0:
8270:c40c:80al bb85:b571:57f0
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E %% aws.amazon.com, PEFEIE BT ALE K X 35

e

AWS XI5 AR B R 2 A K. KA TR ETNN A A L. — ANk i m] H B IEA S HBUAE 5 — AN X 3t
15 22 SRS A DU PR 188 4TI A X3 A o

WS FAIM A (My Account) > AWS EIBIEH| & (AWS Management Console), #5575 B (Networking) T
Mifi VPC > B3 VPC [aF (Start VPC Wizard), RJEEFEAANAIL 7 RIFRE LU R BRI 1) VPC (BRAE
FAHRY], T M B BCED -

© WHEBFISNES T F - S N VPC FI5 4 7K o
© GRS - BN ELIC A R SC R A PR o B SRR ELIDR R HEAT K P
* SRR - BnAc H LUS HPAGZ 2 TR R sl i CRE 0.0.0.0/0 AANBI TR %) o

FPRAEF TPve TCVE GBI 4% . F . He %5, BRAE DL R AEH IPv4, JERTLARIE A IPve. 5% IPv6 fTE
25 H., HSH AWS IPv6 HEARF1 AWS VPC iT# .

MR SR RSk A (My Account) > AW S & I2$5 ] & (AWSManagement Console)>EC2, 4K il 6323215 (Create
an Instance).

LRI AMI (5140 Ubuntu Server 14.04 LTS)
A7 FH A48 PR IIAG A 1638 ST A 12 1) AMIL
* GEFE ASA virtual LRI SEBIZEAL (Bl c3.large) -
 FLE S (CPU FIPAERRERD o
* JRITERIEMIES (Advanced Details) #5r, RJG (LA PR (User data) 7B, %0l LAE#E4i A Day 0 ic

B, WSO, HoA A a3 5 ASA virtual i W ) ASA virtual it & . 45 il 3 245 Sl E Day 0 FI7E4H
a5, B Gevrn], 155 #E% Day 0 Bl 'E X

s BIEEEO: WUREEFHLM Day 0 BCEMTEAIE R, W 04200 SR 0048 P PR e B, MR L e & 0 A3 )
DHCP.

* BUEEO: CUIELE Day 0 FUE PR HHZA5 B A2 20 ORI & B0 422 1 9 1P bk o ] DUKE B 422 1 e
O DHCP; sk, W EEE M W48z 0 DAl B 1P #hhk 2 %0, W] LLE Day 0 B & 324t 1P th
HEVEANE S o

* %8 Day OBCERT: WAL AL Day 0 Bl 'E HEOL N8 ASA virtual, I ASA virtual# 1 H BRIA ASA
virtualf0 &, 7RI E TN AWS ToE I 5548 SREOEH4% 1 1) 1P Mkl JF 7 1P Ml CEGHR 2 10K SR
IP Huhk 3 e, {H ENDREOCHD o BEE 0/0 #2143 H,  FE3RHUE ) DHCP Huhikfc & 1) 1P thlik. 7%
Amazon EC2 Fl Amazon VPC IP F-hEHIME &, 1S VPC i IP T4k,

Day 0 fic & /=1l -

[ 7% AWS = FE3E ASA Virtual


https://aws.amazon.com/
https://docs.aws.amazon.com/vpc/latest/userguide/get-started-ipv6.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html
asa-virtual-919-gsg_chapter3.pdf#nameddest=unique_57
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html

| # AWS = L #38 ASA Virtual

! ASA Version 9.x.1.200

|

interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute
ipv6 enable

ipv6 address dhcp default

no shutdown
1

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin password Qlw2e3r4 privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
access-list allow-all extended permit ip any any
access-list allow-all extended permit ip any6 anyé
access-group allow-all global

|

interface GO0/0

nameif outside

ip address dhcp setroute

ipv6 enable

ipv6 address dhcp default

no shutdown

|

interface GO0/1

nameif inside

ip address dhcp

ipv6 enable

ipv6 address dhcp default

no shutdown
1
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N
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A o 224 2R R A S 23 S N il YL R L ol v i ) R AT K i o
PIEAL A T T35 13] ASA virtual [k iF SSH A

AR GIR E NG R, EHS M AWS SCR - T 22 2 211 ) AWS ZE5 1R &

BT SRIEMES (Advanced Details) #4), RJG7EF PEEE (User data) FBH, 0] LUER I Day 0 Bt
BIScASN, 402 B 5 ASA virtual 5 N (1) ASA virtuallid B . 7 FA T 245 5 (s 6evrmT)
fic'® Day 0 Fit & FIVELNE B, 15 S HEA Day 0 it & S

« EHEED - WUREEFER M Day 0 iUE, WP AU BEE D PEAI5 B, RORE RS & O i H] DHCP.

H
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. £ R Amazon GuardDuty AR 55 %1 Threat Defense Virtual

PE4

« FHRED - (YIS Day 0 FLE 3N (E BN A2 0 BRI & AR 2 0 TP stk n] ORI £ il
BN DHCP; B0, R EHER M M2 0 O el B IP bk &40, WAl LLIFE Day 0 fic & 3244t 1P 3
NS

* %6 Day O BLER - W R AEARIEME Day 0 FCE MO0 T #% ASA virtual, W ASA virtualt MV HIBRIA ASA
virtual it &, 7EiALE TN AWS T IS5 2 R DOEFE4E L1 TP 5010 TP #uhik CEIGHR 32 LR 3R TP 4
Bo, 1H ENDKEOCHD o B 0/0 #1108 FH, 3T A DHCP HilikBc & (%) IP. 395 Amazon EC2 FI
Amazon VPC IP FHEI{E B, 1EZ 0 VPC 1) IP -4k

R EEIICE, )5 S B3 (Launch).

I E IR
=

B AT LR AT, RIF T FRBI AR R SPIRREE S TR, W BRI,
R 1520, S T

mii BB (Launch Instance) PLiZE ASA virtual.

W S BImR A (My Account) > AWS EIB45H] & (AWS Management Console) > EC2 > B #1324l (Launch an

Instance) > A9 AMI (My AMIs).

R4 ASA virtualZ8 AR S B/ H bRk £

AWS ERIABEA VLB TP HulE (IPv4 A1 IPv6) [0, JF HAURVFSEBI AL A 2 1P Hulik (TPv4 Al

IPv6) Kkt . A ASA virtual B9 1E 4 B Bk S, DIERE ASA virtual =0 (WHER. 4MEAT DMZ)
2R H bR

£ 5 Amazon GuardDuty AR 55 %0 Threat Defense Virtual

Amazon GuardDuty & — BRIk, nAb3k B &RokIEEdE, 1 VPC Hi&k. CloudTrail & # 4%
fEHE . CloudTrail S3 #dli s fF H & DNS Hi&%, LA AWS 8B 71 I R 242 AU =S
s

3 F Cisco Secure Firewall ASA Virtual 5 GuardDuty £

TR T —Fiii vk 7 %€, v SSH LAY CLI % Amazon GuardDuty ik 455 Cisco Secure Firewall
ASA Virtual #E .

i v 7 248 Amazon GuardDuty ()80 0 T B sl g5 3 = AL b B S5 B 1P, FF8
XEe=EE CEEIP) RUBiY Cisco Secure Firewall ASA Virtual, LRI 2 W 25 F1 R R #0557 K
Sk Hix sk GERE P K.
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1FAM%KIT 545 Cisco Secure Firewall & & & I288 £/

F
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H

i 8 3

e
El

PLR A CAE R B I A g v 07 v H W T % Amazon GuardDuty 5 Cisco Secure Firewall

Threat Defense Virtual FJ£E il

LR TAERARE E R T 7 ASA virtual () Amazon GuardDuty £ B fift 4k 77 %

N LAERAEE 7R T Amazon GuardDuty 5 Cisco Secure Firewall B84 B8 4l FH X 25 60 % 20 1)

SRR TT 5

Amazon
GuardDuty

Amazon
CloudWatch

2

AWS
Lambda

G

Amazon
S3 Bucket

\j

457813

1 GuardDuty JI 454> ZEA I 213% 235 sl i 1) CloudWatch & 32 MR 45 2R .

CloudWatch Fi42 3% AWS Lambda pR%(.

|
AN N

| 7

Lambda pR#2 SEOFT S3 AFAf 4 ity SO BB ENL, IR SNS ks Al

(1) Lambda p&£01# H| Cisco Secure Firewall ¢ 7  BE#s A B EHL 1P bk ke pic & Bl 5 5
N S TP

(5) |Cisco Secure Firewall BEA-F FR &% Vi i) ¥4 I HEME S0 F T BEA AR TIC B2 1) B A AL LA A
S | BIBLIEK H GuardDuty HH IR EHLIO R
WU ) 42 T SR 25K W 45 56 5 41 Lambda B ZCBAE 1R TP bk C A A
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EERGS

152 BA

Amazon GuardDuty

—I0 Amazon k%5, $1T7 N X k&R AWS BHE (W1 EC2. S3. IAM
SN

Amazon Simple
Storage Service (S3)

— IR 5 7 SRR I % AP A AF 1K) Amazon JIRSS:
* Lambda FR %L zip SCAF
* Lambda Jz* zip 3CfF
* ASA virtual Bt & 55 A\ SCHF (.ini)
* fi7 Lambda R 504 55 (3% 2 TP Hubk 51022 (R HA 3R 5 ST P (axt)

Amazon CloudWatch

T LU DL Amazon IRS -

. "*}“ GuardDuty IR%5 2 BB LR E S, Ffk Lambda p&ECR AL
g,

* %t CloudWatch H &40 9 d5% 5 Lambda BREAH XIS

Amazon Simple
Notification Service
(SNS)

FHF-HE22% o BB A0 1Y) Amazon ARSS . 186 B 1~ S 400 25
* Lambda PR EURIIALFE K GuardDuty 45 R4S B

 Lambda PN Cisco Secure Firewall & B2 AT 10 Friedl{= & .
* Lambda pR %8 2 (AT A0 KA R .

AWS L ambda & £

— i AWS JelR S5 28SRGS, AT ARG L N A, JF 3 B
JZiH 5% YR . Lambda PR %34 T GuardDuty 45 1) CloudWatch =4 U i
Ko EMEAERT, Lambda BRI T7:

* 4b3 GuardDuty 255, DUGUE R BFFA A B EAM, W™ EmrE. dh
. TR TP kA,

o (WTHEE) % E IP #hlik 55387 Cisco Secure Firewall & i ds 1)
PR 455 5 G2 2H

* BT S3 AFAif Al SO R IS TP Huhik .
* J# 4N Cisco Secure Firewall & B 51 8% 8 T4 4% 5 50 AT (] 45 i
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CloudFormation #8 | F T-7& AWS H #3584 5T 7 (0468 R s U
R CloudFormation FAR 27 DL %5 .
* AWS::SNS::Topic: -T2 B 7~ BB 20 (1) SNS =8

* AWS::Lambda::Function, AWS::Lambda::LayerVersion: Lambda B£%{
Mzt

* AWS::Events::Rule: F - T#4li GuardDuty 45 - /il & Lambda &%)
CloudWatch FAF RN

* AWS::Lambda::Permission: CloudWatch Z5 {440 fih % Lambda B %)
IR o

* AWS::IAM::Role, AWS::IAM::Policy: 1AM fAEAIKIE %I, HT R
VEXT Al AWS ZE U5 f) Lambda bR 55125l il BUPR »

SRR RS2 ] NS LA E SRR

SFFRR T A

* GuardDuty 5 Jilifif ¥ 7 %538 H T8 H CLI over SSH & #11) Cisco Secure Firewall ASA [,

 Lambda pRZn] LLEEH Cisco Secure Firewall ASA Virtual. #fi{f Lambda p&%gn] LS FH 235 TP iy
HEi%E$#; %) Cisco Secure Firewall ASA Virtual.

Amazon GuardDuty F1 Cisco Secure Firewall ASA [ 1 & B\ B
JE T 70 PR

* Lambda & HA G 5748 82 TP Huhik BB R 20 R 4 o AR 5 LGS U il RV [m) ks, DA
BHL LA AT AN T SR U A

o PEER RO AWS IR S5 AT X R X 3o W SR BT AN F] X ) GuardDuty 455K, L Z0E#
R 5 DA 1 5451

« #&0T LU{# ] CLI over SSH it & ASA Virtual 8 ¥7. A3Z# ASDM . CSM 1 CDO.
o LR S B S . ASSCHREAD S IR TR TV
o URAEEAN SO AT A N A, AT

o FUCRF I FR KMS 2 4HE T I

o AT SRR 2L ] Lambda bR 20T D5 17 (9 51— KMS S 91T I
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1% Amazon GuardDuty 5 ASA Virtual ££ X

PATLL P TS, K Amazon GuardDuty 5 ASA Virtual H2k

AWS <1> Enable <5> Upload <7> Deploy the
Management ~ Amazon ~ the integration ~ integration
Console GuardDuty files to Amazon solution
S3 bucket
Local Machine (2) Doyv?loaddthe \:i/r Prepare the (éj Collect input
forpiata from Guarabuy Trne
the Cisco integration files CloudFormation
?enHqury for deployment template
posi
Secure Firewall (3 Configure Secure
ARVl | e
to work with
Amazon
GuardDuty
TiE=d) TR
{’i"\; AWS EHPEH & 7E AWS A H] Amazon GuardDuty k%5 , 26
e 14 11
2 AR "N}, Cisco Secure Firewall ASA fZ £l Amazon
GuardDuty fif# ¥ 77 b, 2 15 11
(3) ASA Virtual fit B 045 ¥ 5 LU 5 Amazon GuardDuty fic &
i, 5515 0
4 AR THE AL HES F 328 1) Amazon GuardDuty %% 5 SC
, %18 1T
/5\' AWS & s & 4 A A% %] Amazon Simple Storage Service
— ’ gﬁ_ 21 TJI
6 AH AL 4 CloudFormation BB I AN S50, 2 21
i
\7 AWS PG HREHER , 5B 23 1T

7£ AWS _t = FH Amazon GuardDuty AR %

AN AUTLE AWS L)t Amazon GuardDuty %5 o
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T & Cisco Secure Firewall ASA [E#)#1 Amazon GuardDuty %R 75 215K .

FHia Z |l

FPRITA AWS BN T [A]— X 3

UK

S 1 {1 https://aws.amazon.com/marketplace(Amazon Marketplace) J1- % 3¢ .
HIB2 KIEFE BRS (Services) > GuardDuty.

IR 3 1 GuardDuty G s FF A (Get Started) o

S 4 5452 GuardDuty (Enable GuardDuty) PLJA ] Amazon GuardDuty A %5 .

A %)A3 M GuardDuty 245 5L, 152 AWS SCRY 1) GuardDuty AJ 7.

T—F M4

MIEFEL GitHub f74# 7 T 4% Amazon GuardDuty fif# ¥R J7 304 (BIRRAIEIAD o 3520, 4k Cisco
Secure Firewall ASA JE ! Amazon GuardDuty fif 77 B , 55 15 7T

T2 Cisco Secure Firewall ASA FE$.1F#0 Amazon GuardDuty #2)R /5 =54

% Amazon GuardDuty ik /7 T 5 130 #511 Cisco Secure Firewall ASA Virtual [ [F 352 I
AFIREAR 7] W JER} GitHub A7 FESREL,  Huhib 2 -

https://github.com/CiscoDevNet/cisco-asav
PAR 2 S8R} GitHub A7 0 ) 55 551146 -

Xt it AR

READ.MD SRS EE

configuration/ Cisco Secure Firewall ASA Virtual fitt & /AR

images/ ‘BALT Cisco Secure Firewall ASA Virtual I Amazon GuardDuty
TR T ZE VLW o

lambda/ Lambda pF % Python 14

templates/ T35 CloudFormation F5i#K o

AL EFEE IR & LIES Amazon GuardDuty Bt &1{E
Lambda & £ 40 B Amazon GuardDuty 25 5 IR i & CloudWatch S5 (1305 & IP Hidik. 4X)5, Lambda

PR A2 (i TSI R TP MR BB ASAV R IR Z0 S o AR ), Hmlt T UC A P a2 R 4 0 R A Ak 2
Uit AR i P S

£ AWS = F#5E ASA Virtual ]


https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://github.com/CiscoDevNet/cisco-asav

7£ AWS = L5338 ASA Virtual |
B oemnsxza

BII 52 P 2% X 5k 4R
7E ASA virtualF', #0204 Lambda bR HCE A0 28060 %41,  LLEE B Amazon GuardDuty £l £
(RS2 1P Hiudl o

WHRAMEH Lambda PR ECKEC S M55 41, W Lambda &2 A8 —ANERINZFR A
aws-gd-suspicious-hosts [ 4% 541, LLROBFREE 1P Hulik.
£ Cisco Secure Firewall ASA Virtual 5 61 2 W 48 % 5 40

{F Cisco Secure Firewall ASA LT, #0704 Lambda RELOIE MRS %4, LT B Amazon
GuardDuty il 2 ¥ & 1P Hidik.

WARAMEH Lambda pRECKEC E 260 541, W] Lambda s 2x g — AN BN FR R
aws-gd-suspicious-hosts ¥ 25 R 40, DASDFRERE Ptk .

W), EAE ACL UM P I R0 R4, AT RERT B AU TP Ak B R A . m] AAE SRS ASAY
AR AP R .

5 MR 4855 G4 R ) SR D E 245 L, 1550 (Cisco ASA #5115 k% CLI Bl E /) -
FEENE M ERRA, AT LR DR,

UK

181 % Cisco Secure Firewall ASA Virtual.
W2 QT UL X G . FEARGIT, TR EE 0 G Al in T — AL ML 1P Hikik 12.12.12.12,

TP

hostname (config)# object-group network aws-gd-suspicious-hosts
hostname (config)# description Malicious Hosts reported by AWS GuardDuty
hostname (config) # network-object host 12.12.12.12

YR 3 QU B FT U ) SR s e AR, DU ] R 40 R AL A B\

RR
W] IAESGAIE Lambda bR EEAE SR 1P Huhik SR I ER 0 241 n, QU s EgT U i) 42l skoms sl el 4%
[EE A R

T

hostname (config) # access-1list out-iface-access line 1 extended deny ip object-group aws—-gd-suspicious-hosts
any

7£ ASAv H 4375 15] Lambda & £6)iZ FH Ak A
Lambda PR3 ASAv _EIE R P SR AR & 55 8. AR m) 0 15 I8, P B306 i AR .
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L1

Sk
g
N

i) meEwn I

AREIEH T ITEAE R, W2 (Cisco ASA R BT KHs CLI FLE TR ) «

B

username name [passwor d password] privilege level

il

hostname (config) # username aws-gd password MyPassword@2021 privilege 15
e & 44

username /i J" 4 attributes

ENUE

hostname (config) # username aws-gd attributes

A P S T A IR 45 100 A B B3 2500 U7 T SRR
service-type admin

Al

hostname (config) # service-type admin

(AIIE) hR2E &6

WERTTES, AT ARSI A G B SO SR s s i . S804 ] DASR PRl SOAR U 85

i FH Lambda p& £ R] Vg 0] 1 5> KMS 2580 0 43 % 65 . 18] awskmsencrypt --key-id <KMS-ARN>
--plaintext <password> fir 4 LLZE e 356 . A2 23 3 E AWS CLI 4 figig 47t 4.

)

ER MO KMS 2580 2 A0 AT N

K AWS CLI [ Z 5 E, 1EZ 0 AWS fr 2T 5 . A R EEHAINE FTEAE R, 155 H AWS
SCRY (OISR ST N E R KMS 1) AWS CLI 74 5% .

ZNCIR

$ aws kms encrypt --key-id <KMS-ARN> --plaintext <password>
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUU7THQRNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
G9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZOMEAS4WEQOM45ATk T SekX2mniAgEQgCcOaveoHhol
+wxpWKtXY4y121d0z1P4£fx0jTdosfCbPNUExmNJ4zdx8=""

£ AWS = F#5E ASA Virtual ]


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html

7£ AWS = L5338 ASA Virtual |
. % B T 802 i) Amazon GuardDuty 3535 04

}
$

CiphertextBlob % £H 1) {E )3 FH 1F %1

e F T 382 1Y Amazon GuardDuty 355 34
Amazon GuardDuty fif £k 53528 U1 USR] Cisco GitHub £74i 221 3K .
76 AWS % Amazon GuardDuty iR 5 2 1, IS IHE & LUF S
* Secure Firewall ASA virtual & F 2% i & g \ SC1F
* Lambda bR %{ zip SCfF
* Lambda )z zip 3CfF

HEEFEEWMAXH

LERC B P, A 2E LB Y Amazon GuardDuty fi# ¥ 7 42K ASAv FITFEN{E B .

Fi&Z wiI
o WRARAERC B SCAE RS AEH K P VRN B2 AT, KR A BRI P HEAT B 5 UE AR AIE
o BHORAENCE SO I E > ASAv. WIRFCE T 24 ASAv, 4 Lambda bR #0A] G823 [F] 1 5
BroCHETR T E T ASAv, MM S B4 SRR 2 YEAT M o
o AR N ASAv [ 1P Ml R4 FR

* {2000 Lambda DhREE— AN HATE BLEABURII AT K™, AR5 A REVT [ ATEEHT ASAv (1)
XL S A

UK

S Gk 4 Amazon GuardDuty % Y5 SR A TS L

SIE 2 WA asav-template > configuration SCAF3 .

P3RS T AT asav-manager-config-input.ini 3XfF. FEMSCIEA, b2t A vf R4 R i
2 Amazon GuardDuty fi# ¥k /7 ZH) ASAv R4S & .

T4 FALLT ASAv 2

SH i AR

[asav-1] WOy HR: AP MER) ASAv ARIRST
public-ip ASAv )23 1P ik

M4 FH T8 5% ASAv [T )1 44

[ 7% AWS = FE3E ASA Virtual
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4 Lambda E s et I}

S 15 FA

A FHF 85 ASAv Fh . S n] LU gl sSeARM A, ]
DU AE T KMS I s 7175 s

enable-password JaH ASAv ), B R] D2 Al e 2, T Bl
il KMS s fin & 745 e o

object-group-name Lambda B8 £ 285 2 ML TP 533 1 9 28 55 B 4L IR 44 R o
WL B N Z AN G AFR, IR e E LLE S
3B BREL

SIES RAFFH M asav-manager-config-input.ini .

T—5Hit4
{7 Lambda e EUAARY ST
/% Lambda & #7578 31

AT UL Linux FREEH A7 Lambda bR

\}

AR AR ] BE AR S AT LA R ST 52

FIaZ Al
AR Linux EHLIZ T2 Python 3.6 5 =5 i A Ubuntu 18.04.

UK

HIB1 762 N4 Amazon GuardDuty ZEJ5 A M THEAL_EFTIF CLI %l &«
IR 2 i F| Nlambda SCAFFEIFAARE A, BUF A& Linux ALK R GIIEIAS

$ cd lambda

$ zip asav-gd-lambda.zip *.py
adding: aws.py (deflated 71%)
adding: asav.py (deflated 79%)
adding: main.py (deflated 73%)
adding: utils.py (deflated 65%)

3

45 asav-gd-lambda. zip CEIEE .
$B 3 B HIFOCH CLIEHIGS .

£ AWS = F#5E ASA Virtual ]
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. % Lambda B30

T—2#ita
R IS4 304 asav-gd-lambda. zip XA KRG Lambda JZ 145 301

A% Lambda B304
AATAEUATLE Linux FEEH /7R Lambda J2 3014

\}

AR AR ] RE R SO A T SN LA R ST R

UK

ST £ M4 Amazon GuardDuty %55 A T8N T H CLI #5306 .
PR 2 1k CLIEEH & hHAT LA N 1A,
DL A& %¢%% 7 Python 3.9 1) Linux AL (41 Ubuntu 22.04) 7Rl A

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3.9 install cffi==1.15.0

pip3.9 install cryptography==37.0.2

pip3.9 install paramiko==2.7.1

mkdir -p ./python/.libs cffi backend/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r asav-gd-lambda-layer.zip ./python

wr i Uy A A

JE4E A asav-gd-lambda-layer.zip CLAIE.
VR, G0 Lambda 244204 %¢ Python 3.9 S JLAKSH I
PR Z&7E Ubuntu 22.04 %5 Linux FAHL_F ¢3¢ Python 3.9 7Rl 1A

sudo apt update

sudo apt install software-properties-common
sudo add-apt-repository ppa:deadsnakes/ppa
sudo apt install python3.9

sudo apt install python3-virtualenv

sudo apt install =zip

sudo apt-get install python3.9-distutils
sudo apt-get install python3.9-dev

sudo apt-get install libffi-dev

PR3 IRHIFRH CLEEHIG .

v v Uy A

T—F Mt 4

7F Amazon S3 1Akl , #4201 A% Cisco Secure Firewall ASA virtual Bt 2 3. Lambda p&%{ zip
SCAEAT Lambda J22 zip SO 3G Z BRSO AL 2] Amazon Simple Storage Service , 5% 21 U1

[ 7% AWS = FE3E ASA Virtual
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1% 3214 5% Amazon Simple Storage Service .

1% 3214 £ £ 2 Amazon Simple Storage Service

e UF T Amazon GuardDuty iR 7 & TAFE, 2 SCPF EAL S AWS 1717 T ) Amazon Simple
Storage Service (S3) £l Al SCF 3 o

UK

S 1 Hi{E https://aws.amazon.com/marketplace(Amazon Marketplace) J1 % 3¢ .

H12 2 F7IF Amazon S3 55

P33 A T EA% Amazon GuardDuty #4141 Amazon S3 f¢-fifififi. &2 G4 Amazon S3.
$IE 4 KLU T Amazon GuardDuty # £ 44 %] Amazon S3 £7-fifififi »

* Cisco Secure Firewall ASA virtual it & ¥ fff: asav-config-input.ini

R

LEE AL AP 22 4R BE N 48R 5 1458 Amazon GuardDuty fift v 7 =i, AFE ALt
* Lambda 2 zip f}: asav-gd-lambda-layer.zip

* Lambda PR %Y zip X F: asav-gd-lambda.zip

T—5 Mt 4

#E % F T % Amazon GuardDuty % J5iffJ CloudFormation KibR. 12 Hit# CloudFormation HER 1)
MASH, 521 T

Wi £ CloudFormation &4 AU N S %

JBRHEME T CloudFormation £t -7 AWS H1i3 Amazon GuardDuty fift ¥ 77 & T ifs (199 . 7E
TR DL B S HUE .

Template Parameters

SH it RA 1l
IR RIS H PN 10 2 Bk A = 41 3 | cisco-asav-gd
AR BN A PR JIT A7 B 58 R T 482
GD &5 R B B 2] * P [ AL FE[Y) Amazon GuardDuty 45 | 4.0
T Fe G TR ) L 20 7 1.0 31 8.9

£ AWS = F#5E ASA Virtual ]


https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

7£ AWS = L5338 ASA Virtual |
. Y%= CloudFormation 1£1R A9 A S48

ZH 15t A Gt

Z IR RSE R o AR R AR T ey
1t [ 10 45 SR A e 2

FEE LSRR
* fik: 1.0 E 3.9
1 4.0 £ 6.9

Fi: 7.0 8.9,

EEL UL HL TR ID* LG ISkl ] TAE Cisco | abc@xyz.com
Secure Firewall ASA virtual FCH
Cisco Secure Firewall ASA virtual
) Lambda BR %556 s PR 58 DA 260

S3 frAifi i 44 FR* U7 Amazon GuardDuty #4344 | fFl4n: asav-gd-bucket

(Lambda PR %Y zip» Lambda )= zip il
Cisco Secure Firewall ASA virtual it &
TR ) ) Amazon S3 AEAERTH

YR
S3 A AT/ B A T4 AE R E S ) Amazon S3 A7-fig A | . "™ B “ciscolasav-gd/”
B A TR N S SRk,
R B A
Lambda )z zip 144 * Lambda JZ zip X4 . s
asav-gd-lambda-layer.zip
Lambda pA#} zip 344 * Lambda PR 4K zip SCAF44 #ltn: asav-gd-lambda.zip

Cisco Secure Firewall ASA virtual # 2 | 1% Cisco Secure FirewallASA virtual | §1%: asav-config-input.ini
A E AT 44 PR/ L I B TR A JE B * i SO

(ASLIP. HP 4. %, Wik
B M RALTREE. D

R T2 hna5 i) KMS 2851 ARN | 345 KMS 1) ARN CH T2 08 0 &5 1) | 491 2t -

AWSKMS %41) . 1% Cisco Secure | ananskms<rega<ansacuntio>key<keyid>
Firewall ASA virtual Fiil & % A SCfHp
AL T Al SCACES, AT LK S5
. e, MAZnE Cisco
Secure Firewall ASA virtual Ftl & i A\
ARBTG5
TR 2 1 ARN BEAT % . A
20 aws kms encrypt —-key-id
<KMS ARN> --plaintext <password>

[ 7% AWS = FE3E ASA Virtual
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mewi ]

2%

15t BA

Gt

S AR H

Ja F 8522 ] CloudWatch H1(#] Lambda
RO H &

#1tm: enable B¢ disable

*: ‘JZ‘E&?EXL

T—$#tta

] CloudFormation B i iR . 1S [ MEHER , 55 23 W

ARE HEK

5¢ /% Amazon GuardDuty fi# 4k 77 ZEEBE W A A& mifE S5, €8 AWS CloudFormation MiAk. i1 H
b H R P IR O : /cisco-asav-gd-integration.yaml, FHALIEYHE CloudFormation
B i A S HO PR S 4.

UK

S G AWS #5814 .

PB2 4 “fji%%” (Services)> CloudFormation> “Hifk” (Stacks)> “BIEHEM” (Create stack) CAFFFHHTHEUE) > “UERAH
#R” (Prepare template) (BEARTESCAFICERML) > “H5 @B 7 (Specify template) > “HEHf K5~ (Template source)
CIHbr H SRRSO : templates/cisco-asav—gd-integration.yaml) > “fJEHEH” (Create Stack)

HRAE AWS LB HERR 015

T—F Mt 4
AT S T

THZ M AWS 3R

S IAETE , 5 24 T,

Uk, 3 wr LA [ Amazon GuardDuty 1 7 (0 EUbMEI SE8T FL 7 1B AFIE SN . 15 2 T 1 FL 5 WS 3 %0

223 L.

VT 1) FE~F Hi 5 188 AT

7£ CloudFormation FHi 1, —ANHLFHSAF ID #¢ B E A #e0o%F i Lambda pR£05€ 111 GuardDuty £x
FREFIE A . /E AWS E#iZ CloudFormation il f5, FGi4sillid Amazon Simple Notification
Service (SNS) 5% [a] ML I TD 2% B A0 1, 2SR AR 1 5] 388 01 B3 o

£ AWS = F#5E ASA Virtual ]


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.html

7£ AWS = L5338 ASA Virtual |
B cins

UK

a7 A EEADINIEE S TR
FIE2 S E A R AT A (Subscription) 4% .

T—F 4
it

AR E . IES RS, 5 24 7,

AT 3

IS UEERE
7t AWS 80 LLEFR S UF Amazon GuardDuty R T7 4, WA TR . 75 CloudFormation % 5¢
B s ST DA% B G 8 501U 1 WA TR
FIAZHI

R B LB FTL B AWS fir 247 A4l (CLI), PLsfTanr 2 uEisa . AR AWS CLI X RIME R, 1F
Z[{ AWS fir 247 A .

g2

LI G5k AWS FHEE RIS .
IR 2 3RS (Services) > GuardDuty > 1% & (Settings) > X F GuardDuty (About GuardDuty) > #&;l g% I D (Detector
ID), #XJaid FHMZS 1D,

A2 % Amazon GuardDuty il 45 S A AR i 75 2248 H LRSI 28 1D

PR3 I AWS CLI il &5, Widis47 LU T dir & 2E s 9] Amazon GuardDuty 45 2R :

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom
S 1% 4 £ Amazon GuardDuty #54il & FI 45 Ry R P B FEAL R,

B EE RALETTZR [sample] o AT DU BB JERL Ty ) e TP Huhik S5 Mok Bn il 45 R PR {5 R
$IE5 %5fF Lambda B H0EAT .

fih % Lambda pRECS, Sk LL T A%

o FLHBAE A, b S ) Amazon GuardDuty 45 5 HI Lambda bR %758 %) Cisco Secure Firewall ASA
virtual SEFTVEAN(E B

[ 7% AWS = FE3E ASA Virtual


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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sxmamrrzEnses |

* KOUETE Amazon S3 A7 AT H R AR TS U . BB FEA Amazon GuardDuty 45 4R 5 1% & 1P Hilik.
AT DR H BLU TR 2L RBIR & 30E 44 : <deployment-name>-report. txt.

o AR AT Mo B 45 1 0 37 1) 3% TP b il 5858 UG B R A PR2S  (Cisco Secure Firewall ASA virtual) [
WA 28 5} 52 4 o

IR 6 3| AWSIEH & (AWS Console) > R 55 (Services) > CloudWatch > B (Logs) > H4H (Log groups), EFHE
2 LLIGHIE CloudWatch #5451 [) Lambda Hi& . &0 EURH BL R A 2h51H CloudWatch H &4 25
<deployment-name>-lambdas,

WIRT EWUEME G, dd% DU D BRE BR) 45 584 B s -

a) F3) AWS | & (AWS Console) > AR 35 (Services) > GuardDuty > 53R (Findings) > i£#F 45 R > ##1E (Actions)
> 1784 (Archive), LAEF )4 R .

b) MR 9 256 06 G A HR S N TR IR TP Mtk BAA Cisco Secure Firewall ASA virtualifs B 2% 47 £5¥s -

c) VEPE Amazon S3 FEA R P AR A SCPE e AT LASE S N B s 481 4 T s PR R TP bbbk ST SO

v 5 RN e v =
EHM AR ARNELE
B AN B 5 5O S3 AAAE BN S3 A AM SO JC RN ER AT HT SR o (G SR 5 2 BT L3 8 i vk
TEECE, 1 AWS #2]& h CloudFormation T[] L) E#FH#Hk (Update Stack) .
AT LUK 2 AT 250

SH it R
Cisco Secure Firewall ASA virtual 45 BE#% I B SCI4 | 75 Amazon S3 A7l A HH s b sl 5T i B 0. 18
4 ] DU 5 2 B SCEAH R ) Bk T sk

AT BCE SRR, AT EAAER] AWS 2
I EF AR (Update stack) & 10K 53T 2

#,

GD 45 AL ISR H R 2] i H AWS #5466 Hh ¥ S # % (Update stack) i
T K 5B 2 501

B IR ID* T H AWS #5iil & rh 1) EE #i3E 4% (Update Stack)

FEIE B M AE ID 28l . #iA v LLE T SNS ik
S5 65 N 0 B S R IR LT

S3 fif i 44 B 158 FE 397 44 #5897 Amazon S3 FEA#A T 1) zip SCAF,
SRIGAEF AWS $16 &  IF B #td% (Update
Stack) IOk B B S 40

Lambda JZ zip SCfF44* 5 F 91 2 #X 6 8 Amazon S3 74l i Lambda
2 zip X4, AR AWS #5356 b ) E T
¥ (Update stack) 3237 K 5 5 b 2 51

£ AWS = F#5E ASA Virtual ]
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| A

o 15t B
Lambda P& % zip SC44* 1 3B 44 F% JE BT Amazon S3 A7 f# 4%  [f] Lambda

BRIEY zip SCAF, SRJAEHT AWS 325 & o (1 B
% (Update stack) & 1K BB I 2 K0 {1 -

FT 205 I 1) KMS #4111 ARN ) AWS Pl & (1 B #i R (Update stack) i
TR S 2 K

Je IR i H i AWS #1) & i EE T d% (Updatestack) i
P QR T £

UK

S L E| AWS FHHRHIG .
P2 WA, 5 BB KA AT SOk
SR I GHORKE RISy I R E A A7 b A 52 208 (K A7 i o

* Cisco Secure Firewall ASA virtual it & 3(f: asav-config-input.ini
* Lambda JZ zip (ff: asav-gd-lambda-layer.zip

* Lambda pR %L zip CfF: asav-gd-lambda.zip

o B AR A 0. <deployment-name>-report.txt

HIE 4 WS A, 1% Services> CloudFormation > Stacks > > Update (Update Stack) > Prepare template > Use
current template > Next > <update parameters>> Update Stack .

EREIBMR
VPN 1%

AWS c5 S IPERE LLEE I €3 ¢4 Rl md SEmf3 2 . 7E o5 SEl R4 [, RA VPN Fit & (fif
450B TCP #i &5 AES-CBC W% DTLS) KZ1N:

* c5.large I 0.5Gbps
* c5.xlarge |- 1Gbps

* c5.2xlarge _I= 2Gbps

[ 7% AWS = FE3E ASA Virtual
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