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DS2, DS2 v2
D3, D3 v2, 50/500/100M | 250/500/1G 750/10002G | 750/1000/10G | 750/1000/20G
DS3, DS3 v2
D4, D4 v2, 50/500/100M  |250/500/1G 750/10002G | 10K/10K/10G | 10K/10K/20G
DS4, DS4 v2
D5, D5 v2, 50/500/100M  |250/500/1G 750/10002G | 10K/10K/10G | 10K/20K/20G
DS5, DS5 v2
D2 v3 50/500/100M | 250/500/1G 750/10002G | 750/1000/10G | 750/1000/20G
D4 v3 50/500/100M  [250/500/1G 750/10002G | 10K/10K/10G | 10K/10K/20G
D8 v3 50/500/100M | 250/500/1G 750/10002G | 10K/10K/10G | 10K/10K/20G
F4, F4s 50/500/100M  [250/500/1G 750/10002G | 750/1000/10G | 750/1000/20G
F8, F8s 50/500/100M  |250/500/1G 750/1000/2G | 10K/10K/10G | 10K/20K/20G
F16, F16s 50/500/100M | 250/500/1G 750/10002G | 10K/10K/10G | 10K/20K/20G
*RENRLR/SEA5I ) Secure Client 23 1EE0/TLS AP 4 5 55/38 % PR 28

JE U 0 PR )

ASA virtualBf K B5 TN RE S5 ASA REAERR K85 AEH
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I Cisco Secure Firewall ASA Virtual 5 4%

asavirual (iR pemaRs ]

ASA Virtual (ETEUBRD By /4 N F0BR &l

B REVFRIEN

o SCFIER K vCPU Bl 16 1~ X THE AR AWS Fl OCL Z AT R T4 L #I ASA JE#,
TR K NAE N 64GB . X THBEAE AWS A1 OCI I (11 ASA B, i KN AE N 128GB.
T LUEEARAT 52 32 FF 1 ASA virtual vCPU/ N A7-Hic & A 4 AT ASA virtual ¥Fm]3E.

* VFRIDIRENURVF AT 6 DIRE M 22 0 BRI VM WA B

* Secure Client FII TLS AP )15 BREIE H2 T ASA virtual PS8 SiRHIA T 5 ASA virtual
A5 (ASAVS/10/30/50/100) Kk

o UL PRBIAT AR AFEOR 2R VM AR T B (R ER, 2 T R RE 10 A7 SR Bk
o

o A FREAATATAEAL; A SKU T 7~ 44 FRof 4k 820 55745 (ASAV5/10/30/50/100)
o PRAUHE I PR S % AR
o BT IR FE AR A AR

ik BB 1FE

PRIATE LT, ASA virtnal Sz #5 Kk 8 GB [ ERMEAL . R4 K/NANBEREIE 8 GB. 71 AL VM & YIS,
THIOFIX—

TEEERAEN

ST S0 S WV NSRS A 50 S

1B PR A B ST S AT A
XTI TR, SR DR A T B s RAT I R A VF PR s Biltn, P 3 e 45 2 W 2 4% 2Gbps SRR

| o

EEEW T ASA virtual @72 o] PG, 75 A R R o 5 LA D 20 46EA ASA virtual. WS 5g 4
AR B2 DS N2 ASA virtual, {ERHIARFIFIGE, 75 ASA virtual#H] & B4 BoRiii. wibs
B INRE T AEth &2 B

RIH589 ASA ThEE

ASA virtual ANSZEFULR ASA TRE:
< AEBE GEH TR, AWS. KVM Fl VMware R4
EA L eitEs)

o T/ b
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B B imRe RS

* EtherChannel

» L2 AnyConnect =25 VI IE

PR 1)
* ASA virtual 55 x710 NIC £ 1.9.5 i40en EAVIRSNFE AR o 55 1 H B 5 7 WA 1) B8 B R oK 1
TAE. UNEHT VMware)

1 GB £ BR A /6 1 F0 PR 1
PR

He=
JAHERIMITREE, 15K AR 8 el H: L s D) A E R T R E K A D e
W LAEPT AR AR, TR T 8 A

s FERCE T 9 ANEEEZ 1000 #2H 1 GB ¥ &, BRI ol g2 S B0 A FR k. ik

10 GB 4} R B4 4 T FA BR 1

PEREEN
* SZEF 10Gbps [T &
o SCRFIIE PUR SEEAE T ASA virtual PR BE -
* Numa 7 53
* 24 RX BAFI
* SR-IOV it
s HRVEME R, 1ESH PEREIRIL . 5 35 TUM PEREIAAL . 5 56 TL.

o BUUEL CPU [ RSB s 3 A ml K, 1S Wi m BESXi BL & MITERE , 20 35 A S
KVM B & FIERE , 5 56 T

i

* R 1000 A1 i40e-vE 45 H ¥ E RUIIF B m] <> 3 2 i40e-vE 2 L EREFOC AL R A H B 2L

BB, ARSI 1000 1 i40e-vE BRBNFE P )42 1 254

K=o

BRI
« ASCFFIEWIRL

* ASA virtual 55 x710 NIC 1] 1.9.5 i40en ENLIKBIFEF AR B2 H BT 5T WA O 9K B FR 07 11
TAE. (Ni&EHTF VMware)

* %% Hyper-v 3(HFo
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R |

20 GB £X PR B4 4 71| 0 R

T BEAE T
* SZFF 20Gbps [ i A
* SCHREE DUT S =y ASA virtual VEfg:
e Numa 7 55
« 24> RX BAFI
* SR-IOV it
s HRVEAE R, ESH YEREROL , 58 35 DUR PERRIAIL . 5 56 1L,
* @UGE CPU [ & R SEBL e ) et R 1S P4 5 ESXi BCE M TERE . 58 35 TR &
KVM BB IPERE » 28 56 1L,
PR %I

* ASA virtual 5 x710 NIC [1] 1.9.5 i40en FALIRSIFEFAHERS o B0 IH 5 BT hiAS (1 SR B A2 7 1 1 0
TAE. (Ni&EHT VMware)

« RSCFFEWIRE

* A3ZFF Amazon Web JIli% (AWS)F! Hyper-V.

ASA Virtualiz O #AEE#L NIC

TEREIMET- & EITT%, ASA virtualfff R 2 BT G 258 . RS ASA virtual 35 BT 3]
— N HEL NIC (VNIC).

* ASA virtual #11

o EERD VNIC

ASA VirtualizZ [
ASA Virtual @45 LT TIRDOK M E: O :

* Management 0/0
¥ AWS F1 Azure, Management 0/0 7] LU AEHIE R “ AT #1,

* GigabitEthernet 0/0 £ 0/8. THFE, WIHKF ASA Virtual i A il B0 1 e i, )
GigabitEthernet 0/8 ¥ H T~ e F5 5 2%
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AR N THATREARICELR, A TIRLURIE D (i VMXNET3 8K FE 5
TR D EbRic T IR ORI o TR S s BT 5, X
VENAIUL B o

ASA VirtualKH8 H] E1000 3X5) 757 (¥ GigabitEthernet £ 1 % LA 1Gbps
Ho THVER, VMware AEEBUEA] E1000 JXE)HE

* Hyper-V % % 7 )\/M2 1. Management 0/0 Fll GigabitEthernet 0/0 £ 0/6. %5 1] LUK

GigabitEthernet 0/6 1 i i 75 B %

X #5845 vNIC

ASA virtual ZFFLL R VWNIC. ASZHELE[R— ASA virtual FIES vNIC, 40 1000 A1 vmxnet3.

3R 8: STFEH vNIC

FE R BE4 72 7 S0

vNIC Z£Z8) VMware KVM ASAvirtualfi A& | &3F
vmxnet3 s fih 9.92) X &M | VMware ERIAE
& W RAT ] vmxnet3, )5 EL2A
Large Receive Offload (LRO), DL
TCP YEReA . 1ES 2L
VMware fl VMXNET3 [#] LRO, %
10 11,
1000 YFE B 9.2(1) KR | ANEI#E ] VMware.
VN
virtio A F SCRF 9.3(2.200) K5 i | KVM ERIA{E
A
ixgbe-vf W HF HF 9.8(1) MM i | AWS BRIMHE; 3¢#F SR-IOV [ ESXi
ZN F KVM.
i40e-vf AN FF 9.10(1) M B =k | % SR-IOV ] KVM 7 #F.
EN

%% VMware #1 VMXNET3 &9 LRO

Large Receive Offload (LRO) £ Al 92> CPU JH45 44 i

B M

iR A

M ZERE A B AL e AR

i, KRR 2B R G BRI, K5 g HEpk BT 1%id, ATz
IR ER A R AR . AN, LRO I g4 T ECTCP MR 8, B I 2 B %08 vl g AN 2 — 30t
B, MEEF ML “RAE” .
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I Cisco Secure Firewall ASA Virtual {3
AsA virtual#n se-lov 20355 [}

| o

EESIW VMware BiAJSF LRO, UG INARAEM 8, Kb, HFEERE ASA virtual #2125 H LRO.

AT LALE ASA virtual BRI EHEAER] LRO. AEHEATAT AT 58 2 /T, 35 R LR
1. 7£ vSphere Web Client i .11 £ $k ASA virtualflL.
1 BEEAENL, T DML SOk B, BB ENL.
2. riitEXEXT R (Related Objects) iL1i <, A J5 st BN (Virtual Machines).
2. B RENL, ARG 4REEIRE (Edit Settings).
fiidi VM £ (VM Options).
BTS2 (Advanced).,

> w

5 1 “BEZ40” (Configuration Parameters) I, miidi4miEHECE (Edit Configuration)if .
6. MidiiRINSE (Add Parameter) Jf4i A\ LRO S 11 4% FRFIE :

* Net.VmxnetSwLROSL | 0

* Net.Vmxnet3SWLRO | 0

* Net.Vmxnet3HwWLRO | 0

* Net.Vmxnet2SWLRO | 0

* Net.Vmxnet2ZHwWLRO | 0

N

AR (W) WRAEE LRO 28, 0T LUK A X U 48 F5 I 3 T . RS 5%+ 1, W) LRO
2E . W% 0, W LRO £.2%

7. mEE (OK) LAMRAFRE M B iR H B E S 4 (Configuration Parameters) X iGE.
8. MHRTE (Save).

HREEAELR, WESMLLUT VMware S CFE
* VMware KB 1027511

* VMware KB 2055140

ASA Virtual %0 SR-10V i EC

R VO BRI (SR-IOV) RVFIEIT KR FHEAE R AN 2 VM HLZ B HUIR S48 W 154 PCle
251G RCES . SR-IOV A vF VM 75 M 451G fic 2 T oeicd AN LI F F2 e 1 AR N8 s, A4
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Cisco Secure Firewall ASA Virtual {59} |

B sriovimensRs

o I 24 Tk % A IR 4528 CPU $74H . B2 (1) x86 IR 254 Atb FR 284045 1 A 41 345 D) e (45 1 Intel
VT-d HA) , ‘BTl SR-IOV Frify i B 128 WATAL 4 S HoAth B

SR-10V My & ST P Fh i &2

« YT EE (PF) - S0 FJE 7§45 NIC, PF 25C% 1 PCle 4%, (UG SR-IOV JjfE. PF #%IE%
PCle W 1077 AT R A ELRIECE . (A PF ol o8 — 4B RIThAE (VF) S48 BRI
B

* REAULIRE (VF) - KL T-3075 vNIC, VF e sg B alg RE R PCle Bi#%, /D4Rt AR 2)
P VE IFAFEAREA T B, Ml PR AR B, T LU — & VM e — i A
VF.

SR-IOV 7M1 L4 (PCT SIG) 5& XRZEd, 24T\ 2 51 5T A A HL PCT brvfE. 15K
SR-IOV WITEAN{E B, i85 (PCI-SIG SR-IOV AJ]: SR-IOV HARENY ©

BHE ASA virtual FIEEC SR-IOV #: 0, FEMNE MEAE RS0 BELEFT CPU. IEAC A28 M idE
BO 2 B B A AR T e Rk

SR-10V 12 [ /£ | FA PR
AR RN 5K, HI T~ ASA virtual #f52 #) B AAELF AT BEANSAH A . VFR] ASA Virtual , 27 1 5
B T 5 AN A ASA virtual V- 5 IO VFRTIESBUH L BL K & LB 5€ . AL, SR-IOV REAL D) eI il 22
RS2 M R G
EHIRIERGANE DN M IR FE B 45
SR-IOV SZ 71 VF 9K 5hFE 5 ] F T
* Linux 2.6.30 A ZEEE S i
DA REFUALIR AR 7 H AT SCRF A SR-IOV #%2 11 ASA virtual:
* VMware vSphere/ESXi
* QEMU/KVM

* AWS

T ez

A\

AR B NAZTEREN IS AT SCRER LT 5 AT IR 55 252K x86 CPU B L% ASA virtual,

T4 SR-IOV 4% N AEPFAEN] o VX 8 S U HEN AN 5K, (EAE P ANAT & 3 S5 vt JU i
RS S ETDRE ) B Mk RE AN

T FF SR-IOV HHlC A T 4 SR-IOV 1) PCle i it 25 MRS 25 o B0 T Al LA B3 7
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I Cisco Secure Firewall ASA Virtual 5 4%

e |

o AFER R4 (1) SR-IOV NIC Zhfg A TRl A5 n] Y VF $i .
* JAEIT PCle Fitl#ESZHF SR-IOV.
* 3 SR-IOV (¥ PCle #ifiliv] 5 HAT AN A K Tl g o

A

AR AR BGOSR, DL TR ZUN SR-IOV SRR DL

o XFFEM VT-d S A4l A CPU, o] LM SZREERERIML I BEN IOMMU =7 R8T v A
HAFAZE. VT-d J& SR-IOV RZ 1 BIOS B .

* XJF VMware, 7] LIS R AR LS H SR-IOV SCFF.

o T KVM, AILAKSIF CPU #EAtE. R, T KVM E ASA virtual, -4 4 x86 fifi
(Gon

N

AR IRAE R UCS € RAINLEBERIRSS #30 ASA virtual 34T T . 357
&, JFL UCS-B 45 #8 AN K ixgbe-vE vNIC.

SR-10V 37 #5589 NIC
* Intel PR iR 55 25 @G AL 2% X710

& ASA virtual 5 x710 NIC #) 1.9.5 i40en EHLIRSHFEEA S . B IHBE B
FRAS IR S AR PR 13 TAE . (G&E AT VMware)

* Intel DAK M IR S5 253G AL 2% X520 - DA2

CPU
* X86 64 £1% CPU
Intel VPR S RAS (HERE)

A

AR A4 Intel (1) Broadwell CPU (E5-2699-v4) LU 2.3Ghz (K45 ASA
virtual 4T 7 K.

. /{‘ZJIL\
* B}/ CPU 4t 42/ 8 AN BEAZ Ly

© 8 MELLINT TR
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http://www.vmware.com/resources/compatibility/search.php
http://www.linux-kvm.org/page/Processor_support
https://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-c-series-rack-servers/index.html
https://ark.intel.com/content/www/us/en/ark/products/series/189530/intel-ethernet-network-adapter-x710-series.html
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x520.html

Cisco Secure Firewall ASA Virtual {59} |

B sriovimensRs

A
ER A CPU e SZEL ASAVS0 Fil ASAVI00 b st B, iES
[ BSXi e B IPERE , 55 35 TURIHE E KVM A& IPERE , 56 56 1.

BIOS & &
SR-I0OV 75 % BIOS DL FIZ AT i A R Ge sl sl B UL I P RE e T 0 S2 FF . K 2 & 45 BIOS
LA R B

* A H SR-IOV

s A VT-x CERULHEAD
* LM VT-d

© (A[iE) CUARHmLR

FATTdE S I A B SO IR TG e, DO AN R K R S A P AR TR K 32k U5 1) AT 2 BIOS B

PR %1
] ixgbe-vf £ TS, I = LT PR -
o X 1U5R VM OB VE &E R AR, K, T ixgbe-vf I AR S HRE IR

o A FUI% VM E VF FIE MAC #Hibik. K, 7 HA BRI 25048 o ASA ~F& EAE L
Ml IV A IRREAL i MAC Hohik o HA W Fs s £ 30k M 32 F 8 4% 1) 46 T B #4532 TP ik (1) 5 5K
ZE17

N

AR R EBIIEH T i40e-vE #2110,

« [0k} UCS-B 45 % AN FF ixgbe-vf vNIC,

o LEMIBEERS VB R, MECRT) ASA virtual (EBEE) RATHEER, 4% ASA virtual ¥ KR
WA, IS ASA virtual #4518 MAC Hihb 588 8z 01 1P Motk JbJS, ASA
virtual 23 i [/i]— 0 2% |- ) FE A 158 % o 3% e B M AT P30 (ARP) SE 37, LA 543 11 1P Hiuhil ()
MAC Hilib 5. (H)E, W1 SR8 8 AR, IRAS K 92t ARP 55 RI%3 T T
Bz 0 1P HuhE R4 4 5 TP Mkl i) NAT 8% PAT #5A) B s U4 ) TP Hishil.

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19



5L =

£ F§ VMware £FZASA Virtual

1Al AFERENEIZ AT VMware ESXi AR i 45 #525 x86 CPU W £ L& ASA virtual,

| o

BEEED  ASA virtual (R AE N A E SR K 2GB. W44 1T ASA virtual N ££/0F 2GB, B IR ASA
virtual L FE IGO0, A IIIRAS T30 9.13(1) Mo S i flAS o st ] LAAE ) g 397 PR A B 3 2 S
] ASA virtual#/l .

o WENFIRR S, 5515 0T

* ASA Virtualft] VMware LJfig 3524 , 45 19 i1

s HiPRAE, 21 W

o f# 40 ASA Virtual KA -6 Day 0 FLE SCHF, 56 21 0T

* {fi[fl VMware vSphere Web % /' 5ifi 725 ASA Virtual , 5 25 71

* fiiH] VMware vSphere #1372 ) 3iii fil Day 0 FC & K5 # ASA Virtual , 3 30 11
* i1l OVF T HLfl Day 0 it >k 5% ASA Virtual , 2 30 11

* Uil ASA Virtualf#=Hl &, 28 31 0L

* F+2% vCPU St 1 E , 25 34 1T

o PEREAOL . 2B 35T

R U 0 BR il

AT LLLE BSXi IR 22 O3 FI S8 24 ASA virtual SEB . HR3 BT 55 300 28 1 S 4 Hic i 4 FH 2k
ASA virtual #5528 BT 1) BARE AR T RE S T AN o B IEE & R RV £ AR 77 2 T MLl A2 F G I
Bo BBk, fUREATE. CPU BURRIRGA: 25 ]

| &

EERI ASA virtual 2 N RIRLALAFA# /N A 8GB. TG MUl A = 17 ) B8 Yt 5

LEERE ASA virtual Z 1, 58 E LU R AR &,
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B evmms

% VMware ZZASA Virtual |

VMware ESXi 19 ASA Virtual R £ ZE 3k
THRENE LI YE, DAk fE. ASA virtualASA virtual BA LR
* EHL CPU IR -5 BRI LT x86 AIRSS 232K Intel Y AMD CPU.,

40, ASA virtual ' BE A SLEG 5 de DA AR BE#% . 8] BL 2.6GHz i2 1T Intel® Xeon® CPU
E5-2690v4 Kb FE#%(F) Cisco Unified Computing System™ (Cisco UCS®) C & 41| M4 IR 55 %5

* ASA virtual % $F ESXi JRA 6.0. 6.5. 6.7,

ZLE9 vNIC
HEFAAEHI LA R VNIC PASRAS e fE

* PCI HiE ) 140e - K5 RS- A OB NIC $55845 VM, JHiEd DMA (HEZEWAVIM) fENIC 5
VM 2 [ s . % sh B A 7 24T CPU F .

* i40evf/ixgbe-vf - FEA[E | (FE NIC 5 VM Z [uf&4 DMA $(#5t) , HARFEZA VM 2 jajdt
ZENIC. SR-IOV il# & ik, FoAEHAEZHE R G ESRAENABRE , 25 40 70

* vmxnet3 - X AT R NS I AN FE Y, SCHFF 10Gbps #:4F, HLFEE CPU M., X
VMware BN E .

G R vmxnet3, W FFE45H] Large Receive Offload (LRO), LLf TCP PEREAE

TEREMLIL
3SR ASA virtual (I fEVERE, AT LU VM FL NI TR . A OSTEgiMs B, S0 MEasiRin
, 535 T,

* NUMA - ] DLl bk 52 VM (1) CPU B8 J5 K 25 B R —3E— SN A7 U7 1] (NUMA) 15 R 3
ASA virtual (. ARVEAE R, HS 0 NUMA #EN , 25 35 7.

* IR H R - ASA virtual SCEFESORYFE (RSS), ¥ 25438 it 2 A1) T3 T0 57 AR 9 2% e B2y %
HEZANFEE N . 2 9.13 (1) M S RRA N S R . ARG S, 1550 TE0my E (RSS)
1A~ RX A, 2 37 Tl

« VPN fit1£ (VPN Optimization) - 15 54§ ffl ASA virtual{ftit VPN PERER HAL T =10, 1550
VPN Ak, 5 61 i,

£

MBRA 9.17 JF4fi, VMware L7251 ASA ERLSEHI S FFERE. A5 S, W21 ASAv [ ASA
LR,

OVF SCHFM

&P asav-vi.ovf b J& asav-esxi.ovl SCAEE P T-3458 H br:

* Asav-vi - & T H#8EAE vCenter -
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/general/asa-917-general-config/ha-cluster-asav.html
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| 1M vMware 3 EASA Virtual

P

snFms [

* Asav-esxi - & ] T-#82 4 ESXi = (CF vCenter)

* ASA virtual OVF #iZF AL FeA MM (FEARIER N 23e i) o WMIRTE ASCH A A T
LEBFI R R 223 VMware vCenter £l LDAP fIRZ5 2%,

 FE22%% ASA virtual Z FI, DAUKFEERE BEE IGGEE DOE, A REMTH VM BH G .
« #8538 ASA virtualltf, ESXi REHINLIIERE T oK 22 3E AN AR 1) 1SO if%:
o R AN IR Bh 38 H AT vSphere 2E ) OVF IR IEAR &,

o R ANIKB) AR 2 day0.iso.

=

TE

ASA virtualHlB sl 5, BT DUE XN IR gs . (HAE, BMfERIE T B
Bt i%E4E (Connect at Power On), 437X ASA virtuallifHi/A@ Wi, 24
LHEIRENEE 1 Gif OVF bR &)

S OVF 1&4REN

vSphere 1 (1) 3 H OVF A5 Al 5 B #8 BLAT ASA virtual 25140 5 H o OVE BidR . 48 m] LU 5 H 10
OVF ASARAEAH [F) 5 AN 7] (1) PR 55 0 358 ASA virtual 5541 7€ vSphere [ 5 HH ) OVF B 62 ASA
virtual S 2 1, AAUE S OVF ST TC B TR R, AR 388 R

5 H ) ASA virtual OVF XA

1

2.

B F 23 OVF Bb KA v L
VLI AESCA G 45 HH 4T IF OVF SCfF.

ﬁ%ﬂ%??%Eﬁﬁgﬁ <vmw:ExtraConfig vmw:key="monitor control.pseudo perfctr"

vmw : value="TRUE"></vmw:ExtraConfig>o
%ﬂ&%kﬁ%§ <rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType>o
ok

%?%kiﬁ%% <rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType>\Vﬁh

<rasd:ResourceSubType>vmware.cdrom.remotepassthrough</rasd:ResourceSubType>o
A RVEANE R, S VMware KA {1 7E vCenter Server 5.1/5.5 L% OVF kI (2034422).

ﬁﬁ)\.UserPrivilege\ OvfDeployment %D ControllerType ﬂﬁﬁﬁﬁtﬁio

Bt

- <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"
ovf:key="OvfDeployment">

+ <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"

ovf:key="OvfDeployment" ovf:value="ovf">

- <Property ovf:type="string" ovf:key="ControllerType">
+ <Property ovf:type="string" ovf:key="ControllerType" ovf:value="ASAv">

- <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege">
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% VMware ZZASA Virtual |
B evmms

+ <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege" ovf:value="15">

6. f#fF OVF 31t
7. ffH OVF MUK IRE ASA virtual, 152 ] VMware vSphere Web % )7 %ii il & ASA virtualo

1B e B ST S AT
XA S, U IR T B BAT R R A VFPERCR) s it P & B35 24 B 5 4% 2Gbps SRR -

| B

EERW T ASA virtual 85 & ] B PEXT I, 575 R [RGB e A N 2 SRS ASA virtual. W1 5E 4
AR )R B TS N B EEAS ASA virtual, {ECRFHASFEIIT, {E ASA virtualfZ i) & L4 WoRiiiet. i
R IR Rt 2235 m .

XFF-HF ASA virtual P35 8L ASA virtual i #e% mnl FHPERERS 1 ESX oy 41, TH RS & AN E
FUNIC (19 ESX ity AL 4L R Y - —ANME R ih sh LATHERS, 99— MEAN S/ H LATREM . X EmA
REPIHLAH H. ping 547 ASA virtual & a] FHPEBE s BT b 516

IPv6 N

B AT VMware vSphere Web % /7 3 58 ASA virtual OVF SCPERF, ANGE N B R & 1Pv6 Hb
ks AT LAAE LS fHH ASDM 5k CLI 3 0 1Pv6 Hiuik

15 F§ vMotion &Y & M
* J% M VMware 125K, WS THRIE ] vMotion, W HBEREI L =47 . #52 ASA virtual 1],
WRAT EHUERE, W DAFEAML (e ML B S N BRI ik (R, AR
fi 1] vMotion ¥4 ASA virtual # 4 HAR ML, AF A HUAFAf 2ot il 2o

EEEMEFIFAT YA TEF vCPU 2 B
* S3TCY ASA virtual ()AL 1B XS R AT 52 o BRI S AN [R] ) 5 i 2 3] F /v
UE, 757 DUDAS T Gt 0 0 T ATE B 4 A A7 158 B AT A) vCPU RS . T AN A T RE 2 52
PERE

A

AR R E A vCPU M, TE AN T ASA Virtual , 5 1
TUPAC SR R o ANELAE F VMware 8233 N ARG & /M« BRIAE RT3 K
{ii,

CPU 7 B8

o BRIAEILR, ASA virtual T B 1) CPU /A 1000 MHz. 8 A] LIS FH L= T FO PR B B (4w
EBE > WIH > CPU) FM4rAt4s ASA virtualff) CPU % &E . 1R ASA virtual n] PURAR A ¥
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| 1M vMware 3 EASA Virtual
ASA Virtualt) VMware Tt 3#5 [l

EAE BRI 3 F AT T A4, AT BUA 1000 MHz I CPU T 132 '% . ASA virtual
A CPU K/NEUR T IEAEIBAT A1 5 LA S EAEEAT 1 AR A28 R R e

ST REUAL, BRI LA CPU A HI R (Mhz) & Chz T RESUMLE RERE TR 1) = UL - )
A LN CPU MEHIRAE B AL ASA virtual (b B FEREIN ) CPU A HI AR IEMES, 4T LUK
Pz e BRI % CPU HUEH BEE

A RVENE R, W2 VMware KA CPU PERENT SR

o #ETLUE ] ASA virtual show vm Fi1 show cpu it 4 E{#% ASDM E 7T (Home) > i& &5 E 4R
(Device Dashboar d) > i& &5 & (Device | nformation) > EE 3% ] (Virtual Resour ces) 21 -F ul &
& (Monitoring) > J&1% (Properties) > &%t %513 & (System Resources Graphs) > CPU % gk
B R UR G A A AT AR ik R A T B R A A2 1) BRI

* M ASA Virtual fRZA 9.16.x J14f, AN 4B E A 16 vCPU F1 32GB RAM [£] ASAv100 [543
ASAVIO I, W&l E 1 vCPU A1 4GB RAM.

7 UCS B Z 517 {4 (£ A iE AR AR AY R )

Pl ttr, —LepdE A AEILRE UCS B R4 LLUE AL AIZ 1T ASA virtualf7- /£ MAC 2% [
R MAC itk 2ok BAEALE, Wi a .

££ VMware 38355577 DU IR 3628 ASA virtual I, B84 R 3A 5 ) 7] 35 Bh 4 085 MAC E2E% n) .

* VMware NIC 4.4 - WIT5AE UCS B RHAG{F - LLZE B AR S ASA virtual, T BTS2
I Fu D2l REEHE 1 AN AR T8 EATEE . VMware NIC 205 A £ vCenter H 3EAT T
Ho

AN E NIC A 15235 5, 1S VMware S0

* ARP Kl - /£ ASA virtual )5 F ARP &0ill, AR5 7E FUBIR BallcR: 1 EFSHCE MAC F1 ARP
% H. A< ARP RMIhAE K i) G b Ih BE P45 S, 1525 (Cisco Secure Firewall ASA
OB ERE) -

H At I A0 PR

o W RIRIBATIFIE ESXi 6.7 vCenter 6.7 ASA JE#L 9.12 A, ASA R ERE P
CD/DVD IDE ZKEh 28 1H 5L e 3l

* ASA virtual OVF 2 AN HF vSphere Web % P iifi; 1 UM vSphere 2 ' ¥y o

ASA Virtual 8y VMware Th it

TEHH T ASA virtualft) VMware ZhHEHr .
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% VMware ZZASA Virtual |
B Asavirvaie vmware g

% 9: ASA Virtualt®) VMware T R 3 35

Ih&E 15 BA Y (2B %=i*
il VM fEmpEil fep e |42 -
ZiB
DRS T B BER LA 7} | 2 PN
AT R QLGS
EASAyI VM fFER i tiE | 1w -
e
Ao lE VM fEmpEidfhiz | & -
1T
SR VM fEERIE R iz | & -
1T
PRIE VM &4 LRV EE. s T T Eﬁﬁﬁ Cihies
T LI_I Iﬂﬁ&
I}—'—%%ﬁ °
BRI VM 15, SRiEkE. |2 a
vCloud Director VU H B E VM. &5 -
VM &% VM BB |2 -
ZiB
vMotion HFsLmER VM. = AL EL . WS
18 ] vMotion H ) ,
18 T,
VMware FT T VM i HA. 5 X ASA virtual{Lif i
FH ASA virtual #fE 5%
%
VMware HA -+ BSXi fRgsasif | 2 %] ASA virtual A1 i A
8 ] ASA virtual i’
%,
i VM D BE S T VM s, w5 X ASA virtualHL i &
VMware HA FH ASA virtual i %
%,
VMware vSphere 3. | I F#B% VM. & -
Windows %% )" 5
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| 1M vMware 3 EASA Virtual

HIHE R

mesd

Ihie LER 5 (BB #iF
VMware vSphere Web & | FH T VM. & -
J i

4 0] LU ] VMware vSphere Web %5 /' 5. vSphere J37. %5 J i ok, OVF I L #B% ASA virtual. 135
R EKR, S BFl Cisco Secure Firewall ASA FEAE
vSphere #5124 B = £ KA

XtF vSphere AZHAL, SR LAMAR 2 2 J2 A HEmE, JEXT ASA virtual 45 S K5 1 410 2 4235
BN TS B LU BRI B E

RO $EE
* MAC ik S $25
* Dhikt. %%
T RE T E R THIY ASA virtual it BEAE TOXSE R E . A7 5GP B, 1525 vSphere SRS

& 10: 37 QA & £ RAR G5

BB KRR E ARG A IER R
225 THPEHTS MBS TH TS M55
REH <fEE> <fEE> w2 w2
MAC bl | <(ER> #x <fEE> #x
Dttt <fEE> xz ez 2

fi# & 45 ASA VirtualZx {4 F+ €132 Day 0 BC & X5

1EJA 5 ASA virtual Z 7, £ R LIHES—A Day 0 L& . HESCHH R0 30K ASA virtual 3 sl iV
FI¥) ASA virtual Fe & R SCASO . SERTAATIC B NS IE B TAE H sk 44 “day0-config” 3L
ASCAE, FHEH N VA B 22 I day0.iso SCf . Day 0 it B S04 220 45 /040 5 FH 1 St 4 7
BRI LR BCE T A S BAIER) SSH RSG5 25 1A &, HBIE nl 75 56 44 1) ASA iL'E . i

AP AU 45 dayO-config ERIA day0.iso. day0.iso 3/ (H & X day0.iso B{ERIA day0.iso) 4%
IAE T A shid BT
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% VMware ZZASA Virtual |
B =5 Asa virualin 436612 Day 0 BE#

FFa Z Bl
AT THE AT TP A B ) 2 Linux, {HXTF Windows . 23U SEFHFR Y .

 BAEYIG B LR 3058 K ASA virtual FIVFATIERE, TR SRS BEHCIHE PGS TR0 RE
VR 5473 (ID) 2 FUBN Y Day 0 Fo & SCHFAb TR — H a3k HA4 ) “idtoken” AYSCA LA

o WRFFLEN BN UR R PR BTm O (A2 R VGA #4616 Uin FIlLE ASA virtual,
W} Day 0 Bt & SCAF b NALHE console serial W&, A REAE T UUE B A2 HH A8 FH R AT 3 11

o QN ARBIAEE IR R S ASA virtual, JUDAZIAEIE BRSSO S A0RTIZAT ASA il E SO AR
Day 0 Bt & SCPF . XA T 4% 1 55 K 8% 1) Day 0 Bl & S

o HIUMAE ESXi ERINLIN R 3L 222 1SO A% i) oAt 5 8, TS0 dERIBRE] , 25 15 7L
1) OVF SCAEHEN,

HIE1 M Cisco.com FEJEA A, IR IR BIA MR A -
https://www.cisco.com/go/asa-software
i % Cisco.com B 3Ae EAERHR S 75 1A .
PR 2 PRSI RGE B TAE oo W20 MERIZ H b AT S0tk P s LR SO
* asav-vi.ovf - i&i ] T- vCenter #l%% .
* asav-esxi.ovf - i& ] T-JF vCenter #% .
* boot.vidk - 3 GRS o
* disk0.vmdk - ASA virtual A% .
* day0.iso - {17 dayO-config SCIFAN idtoken SCPF (RIEED ) 1SO.
* asav-vi.mf - i& FH T vCenter i & 135 HL 301
* asav-esxi.mf - i& H T-3F vCenter #5113 .30 1
$B3 zéz h “day0-config” HISCA SO I ASA virtual ) CLI Bt & o 78 1= AN 11422 1SRN BT 75 AT e S At e

AT NLA ASA MUATFSL . dayO-config W iZ & XL ASA BL'E . A2k dayO-config (14 {4 77 20t ML AT 1) ASA
50 ASA virtual i —ANZATHECE )T 75 65> . dayO-config HATINFFAR F2E, W5 BIAT ¥ show running-config fir
At th b B R ARAT o

BATIHEHE T PIAS dayO-config SCAF 7RG o 5 — Nl o B8 T-IRAL LUK M2 111 ASA virtual 5 [#) dayO-config.
AR R B A )T IR LUK B T ASA virtual i [ dayO-config. %5 1] PAA# F it dayO-config A58 i
SR-IOV #2111 ASA virtual; 152 FUEIFIFRE] , 25 40 1T,
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| 1M vMware 3 EASA Virtual
FRIE4E ASA Virtual 24 F+ €132 Day 0 BC B 32 4 .

T

ASA Version 9.4.1

!

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

T

ASA Version 9.8.1

|

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
|

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
ipv6 address 2001:10::1/64

|

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0
ipv6 address 2001:20::1/64

|

route management 0.0.0.0 0.0.0.0 192.168.0.254
|

username cisco password ciscol23 privilege 15
|

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2
|

http 0.0.0.0 0.0.0.0 management
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% VMware ZZASA Virtual |
B =5 Asa virualin 436612 Day 0 BE#

|
logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

|

license smart

feature tier standard
throughput level 10G

|

crypto key generate rsa modulus 2048

PR (AT Ry SERME REHCPEE BLES A (A REVE FTIE S0 FSCAE N 314 (1 PC.

PERS  (ALL) RS E ] D A MIFR IR S ID 24 “idtoken” fRISCASCA
Hr4 0 B 3 1) B BEVF AT IR 55 S M ASA virtual .

PG AMRDR SO S 1SO SCAF A 1 fE Y. CD-ROM:

T

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

N
g
~

7€ Linux b5 day0.iso {1357 SHA1 {4 :

i

openssl dgst -shal day0.iso
SHAI (day0.iso)= ebbee36elebla2bl09311c59%9e2flec9f731lecbb66 day0O.iso

8 {t T4 H M asav-vi.mf SCAF TP G B AL IE AT, IF44 day0.iso SHAT {5 e 4 8 A= (14

i

SHAI (asav-vi.ovf)= de0f1878b8f1260e379e£853db4e790c8e92f2b2
SHAI (diskO.vmdk)= 898b26891cc68fal0c94ebd91532£fc450dad18b02
SHAL (boot.vmdk)= 6b0000ddebfc38ccc99%ac2d4dbdbfb8abfb3doc4
SHAL (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb6

IR K day0.iso SCPFA T BN BRI A SCPF A I 4 B A7 L. REORE A i BRIN IS day0.iso SCFF
FENZ H S HUETREAUNLN . R Ge N BT day0.iso A FORCE .

N
5
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| 1M vMware 3 EASA Virtual
{# F VMware vSphere Web % F i3 Z ASA Virtual .

{& F§ VMware vSphere Web % F i [ 2 ASA Virtual

AW 4 ] VMware vSphere Web %57 5iii #28 ASA virtual. Web % ) 3t 77 %2 vCenter. 1 57
A vCenter, 1% [l ] VMware vSphere i3/, % /' 5 Kl Day 0 fic & K55 ASA Virtual, 4%
OVF T_HFl Day 0 Bt & >k %8 ASA Virtual,

* Vi lr) vSphere Web %5 ) i Jf- 2348 % v SR A AF 5 28 25 0T

* fiH] VMware vSphere Web % /' 3ifi i % ASA Virtual , 57 25 i1

[N (S Y S S s Y N

if715] vSphere Web & Fim 3 & 3 & P im & AU 14
AT AU Ui 18] vSphere Web % 1o AT IS AN 22206 25 7 i S AT AF AT A2 U7 7] ASA
virtual#Z il 5 BT L 75 ). Macintosh AN 328748 Web 2 P B ag (LSRG o TS VMware
AREGE R & P i S e R

UK

S Y S 3l VMware vSphere Web % /7 Uit «
https://vCenter_server:port/vsphere-client/
ERIMEOL T, 31k 9443,
P2 (NFHE O 2% e dditr, LMEVI R ASA virtualf% 6l & .
1 fEEShAT, Sl THEPimERIGH (Download the Client Integration Plug-in) LI R &4 14
2. KRHINIBEAS, ARG 2R e e i AT
3. whdfF G, HPERER] vSphere Web % 7 iy o

LBI WA LR, K5 AER (Login), SUEH{ER Windows £1& &4 18E (£ Windows 1 S 1810E) &
EHE (VPR Windows) .

{& F§ VMware vSphere Web & FimERZE ASA Virtual

PEERE ASA virtual, 15 1# ] VMware vSphere Web % /ity (5% vSphere 25 F' it ) A IS REFUAL A% X
(OVF) [t S+ 7E vSphere Web %% )7 3iii 1144 Ff| Deploy OVF Template [1] 3 K13 ASA virtual 1]
R, & PR RAT ASA virtual OVF 3CF, BIEVKIZTT ASA virtual IO REFUINL, FF 228k A4

.
RZH ) SO BIE VMware FIbsvE LR, HHE OVF BRI EZ (5 S, 12 VMware vSphere
Web % 7 uifs EHLHE B o
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% VMware ZZASA Virtual |
. {8 F VMware vSphere Web % i &3 ASA Virtual

FrIEZ Bl
LEE B ASA virtual Z [, #EALE vSphere L E /40— AWML (HTERD

$£IE1 M Cisco.com F# ASA virtual 45304, I HARLES] PC:

http://www.cisco.com/go/asa-software
Pk o
i 22 Cisco.com G AR & [ o

2 1 vSphere Web % /i [1) SN 8F (Navigator) &it&H, siili vCenter.

I3 R ENAIERE (Hostsand Clusters).

PIRA ARG EE ASA virtual FIEHRE O RIFECENL, RFEFEERE OVF 24 (Deploy OVF Template).
UL B “E#RE OVF #4R” (Deploy OVF Template) fi % .

27 L 4 AR = AN E A C L (B

W6  EIRBEMEHE AT, ML WU 20 EH 51 ASA virtual #2111,
WA 2 0] RESA S R HET o W RARMER B M2, W LARS G AE “YniB B ” SHiEAE b T ol 4% . e
J5 . At ASA virtual SEB, AR JEIEEERERIZE (Edit Settings) LA R 4R4Ei& & (Edit Settings) A& HE. {H
JE, ZEREAS TR ASA virtual #0 ID ((LE/RMEGERLES ID) o iES I R M4 ERCES ID AT ASA virtual
0 ID R 5]

M L% &L RS ID ASA virtual #0 ID
Network Adapter 1 Management 0/0

Network Adapter 2 GigabitEthernet 0/0
Network Adapter 3 GigabitEthernet 0/1
Network Adapter 4 GigabitEthernet 0/2
Network Adapter 5 GigabitEthernet 0/3
Network Adapter 6 GigabitEthernet 0/4
Network Adapter 7 GigabitEthernet 0/5
Network Adapter 8 GigabitEthernet 0/6
Network Adapter 9 GigabitEthernet 0/7
Network Adapter 10 GigabitEthernet 0/8

TEATEATH A7 ASA virtual # 11; {HJZ, vSphere Web % 7 I 25K by BT 45 LV MO R 4% o 6 T8N T S04
M0, HFAE ASA virtual Fo'& H A5 . 7533 ASA virtual J5, #0TLUR[EIF] vSphere Web % 7 3ii LA
“Huf v B SHEHER BRSO . BRIEANE R, 1521 vSphere Web & i AL Bl o
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| 1M vMware 3 EASA Virtual
{# F VMware vSphere Web % F i3 Z ASA Virtual .

iR
X TR /HA F2%8, GigabitEthernet 0/8 T FUINC & b ib i 45 11

HET WE ML HTTP ACHK s ) LM, L2 7E Smart Call Home 38 & (Smart Call Home Settings) X 18 7 i
BV A E . PEAREE— B H T Smart Call Home.

HIR8 XTSRS /HA S5, WAE “ A B hige 3 T i i

e JBEA AT 1P Hulik,
L E B N, DAEA RIS 48— AN £ TP Mk AN 5 TP kb, 2428 B & 04T s i) 46 i
BV A B AS 1) TP HEAT MAC Hbhik, JEIFURAEIER . BERHE T2 PRSI & SRS & H TP
HohEF MAC Hidik o T R A2 R MAC 5 1P Huhik ey (9284, 2% b T B B # A2 Kk 4E ARP
4 HARAL G

* 7 HA Connection Settings [X Ja 1 it & i b 5 A2 A g W & .
RS A 6 PRI 65 B 2 AW U I s e B A A TIE A, MBS & A IIE1TIRZS . GigabitEthernet
0/8 CLTHML & A WS RS B M o B N [R]— WX &% L PR I P95 s AN 2% TP sthudik .

PIE9  SEMIIN TG, vSphere Web %% 7 Bt AL BE VM #& 1] LLTE Global Information X 3#[¥] Recent Tasks i t% 115 2|
“WILhtk OVF #E " RZ

> || Recent Tasks =
| Al | Running Failed
Initialize OVF deployment

@ DE-Testing

n
by

78

Sen, #4% % Deploy OVF Template 5¢ 3R 75
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&/ VMware £3EASA Virtual |
B 7 vMware vSphere Web % F1 i %58 ASA Virtual

| = [¢] RecentTasks

| a1 | Running  Failed {
IV De;lzll:ﬂ;' OWF template f
th -asav3 .
" |nitialize OVF deployment

B DE-Testing

[y Tasks = MMaore Tasks,

BEENAE “JE 57 (Inventory) H IR & £ ds 0y F 4 7R ASA virtual AL S

37280
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| 1M vMware 3 EASA Virtual

{8573 VMware vSphere Web % i %52 ASA Virtual JJJ]

vmware® vSphere Web Client #& @

| G memeasav3 | Adions ~

| Getting Started | summary Monitor  Manage
B

What is a Virtual Machine?

Avirtual machine is a software computer that
asave like a physical compufer, runs an operating
system and applicaions. An operating

azav system installed on a virlual machine is
called a guest aperating system

Because everyvirual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or io
consolidate server applications.

InwvCenter Sarver, virlwal machines run on
hosts or clusters. The same host can run
many virtual machines

Basic Tasks

B Power Off the virtual machine
i Suspend the virtual machine
i Edit virtual machine settings

amzs

IR0 W12 ASA virtwal LV ARIZAT, 1F Mdi B EIERIWL (Power On thevirtual machine).

SEf5 ASA virtual J53), RJE2205 ASDM Bl 6 iEH: . 2 ASA virtual B IXJABIE, HiEGHET OVE SXfF4E
L2, eI N E] ASA virtual REECE . RJEH AZhER G SR, HEIIERET. (USRS
ASA virtual B}, A& HINE [ SR . EAERIEE, E ARSI & (Console) LI~ K1 ] ASA virtual%
HE

SN AT HESERMA BB, TSR LRI AT 84 . 1% B0 R
C W R A R

© BN B WA TSN 1P Mk B . B T TARIR B A S il & &% & S50, A&
bootstrap FC & AH [«
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% VMware ZZASA Virtual |
B =75 vMware uSphere 38 7 % /% 70 Day 0 B2 & 5k %38 ASA Virtual

T—%#ita

52 [ BRI AT WU O UF ASA virtual, ASA virtualff S50 IR . B2 5, A AEEEN
AT AR, DA SIEB T IR U 0 e S M T

{&£ FH VMware vSphere 3 37 % P i 0 Day 0 Fic & >k #3Z ASA
Virtual

ZLE ASA virtual, 114 VMware vSphere 7/ i F1 T K M AUAAS X (OVF) SR S (asav-vi.ovE
G HT vCenter #3, asav-esxi.ovf it T-3E vCenter #5& ) . 7E vSphere % /" 4ii 1§ ] Deploy OVF
Template 1] 3K FHE ASA virtual [ BIBHRAEEL . 1% 10 SHEMEHT ASA virtual OVF XU, GIEis1T

ASA virtual FIREIIL, JF 2.

KEZH ) G BRIE VMware FIFRUES . 45 9% Deploy OVF Template [7] 515 245 &, 152 % VMware
vSphere % )7 i EHLHS Bl o
Fria Z Al

o (EFEE ASA virtual Z Y, #AZIE vSphere PICE £/0—ANM 4 (HTFEHD .

o L IRAR 40 ASA Virtual 5 /F 3012 Day 0 BL & SCHE 55 21 U R A Day 0 L&

UK

1 J53) VMware vSphere % /i, ARG IKIEF U (File) > #E OVF 4R (Deploy OVF Template).
BERPR L “5B%8 OVF il ” (Deploy OVF Template) [1] 5,
IR 2 W R EK asav-viovE USRI TAEH S, REIEFft .

PR3 JLI R 7R OVE BIBEANS o ZREERATEL R &b WEREOESEE] B E X Day 0 BCESCHF, WAL B AT
P&

PBA e NhS WoR B W E N, i SERK (Finish) DLEEE R
HIES JH50 ASA virtual, F1IF VMware #EH16, RG2S kB35,

IR 6 Wik SSHIEH:F] ASA virtual J1-5¢ T 75 ACE . W10 Day O FL & SCAF P A A B FHE M AECE, 154 7 VMware
518 & I 58 L B L E .

ASA virtual BUESE R IEH 81T o

{£ /A OVF T E %0 Day 0 i & 3k ZFZ ASA Virtual

A FAATAE ] OVFE T8 ASA virtual, 759 Day 0 it & 0.
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| 1M vMware 3 EASA Virtual

iz asavirualizgl s ]

FHia Z |l

* ] OVF T _H#3# ASA virtualif 755 day0.iso 3. #0] LUE FERIAIIZS day0.iso U1 (R4
SCAERERAE) L el UM AR A S X Day 0 Bt B SCfF. BEEIEE Day 0 BCE M, iES
fift k4 ASA Virtual K AFFF 1 Day 0 B & S0, 25 21 0L

o ffR OVFE T H 2234 4F Linux 58 Windows PC &, 3 H CUE 2141 H A% ESXi RE28.

FER T %3 OVF LA
Al

linuxprompt# which ovftool

A P e PR B B TR A A .emd SCAF
T

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

—--powerOn \

--deploymentOption=4Core8GB \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

HATZ emd S04
=~

linuxprompt# ./launch.cmd

ASA virtual |5 8; 255 R0,

Jt SSH IEFE 2 ASA virtual 5E BT IECE . WERTRFEE ZHE, 1EFJF VMware 515, #E\ ASA virtual,
I DA T TR

ASA virtual BLESE A IEHIB1T .

1718 ASA Virtualiz#l &

X T ASDM,  AERCEEAE LT W] RE 5 248 CLIEAT #itba bR . BRIAS U, T LAVS ) A & VMware
vSphere i &, WA BIRCE M2 HATHEHIG, ERATELFMThEE, CRE R HIARIL .
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% VMware ZZASA Virtual |

. {&F VMware vSphere 1= &

* {fi [l VMware vSphere 1] &

o PO W 2% HR AT 5 i

\)

AR RAE T Day 0 BCE SO ASA virtual, 7T LAZEIZICE S AL HG console serial B, DUMELE
A B RE A AE T ER AT S I T AN B VGA FEl 65 TS AR 540 ASA Virtual (1 JF A% Day 0
PUESCAE 221 .

£ F§ VMware vSphere iZ#| &

pZ A

$IE2

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19

WA & B S HERR, B VMware vSphere Web %5 7 s $2 {1 ) KE S 1) 5 U7 iH) CLI. %] L
)5} Telnet 5% SSH fitl & CLI ZEFE s 1]

FFiE Z 8l

X} T vSphere Web % /7 Uiy, 22355 PR A, I dd A2 Vi i) ASA virtuald% il & B 6 75 1 .

7E VMware vSphere Web 2 /7 g HH, A8 fith “I5 57 H[1) ASA virtual SE41], 2R 5 IEFFTHIESI & (Open Console).
i, eIl “REE” (Summary) EIUR L EBIIESIA (Launch Console).

MRS, RIGHZ Enter . VERE: % Ctrl + Alt APRJBOGER.
Uik ASA virtual 575530, B RIRBHE.

2 ASA virtual BN, KERBGEE OVE SUHR IS HL IR e INE] ASA virtual REEACE . )5
HENE )R 5, HINEWIET. (O E RBE ASA virtual IF, A< I E Zhid 2.

FELREVFATIEZ AT, A fR I 100 kbps,  DMERS AT LAAT 1D R, w7 B2 VP aliE A fRE IR W I8 1T, 7
ZRVFANIEZ AT, BE A BILUT M AR S EER L

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

BB E R DL NIRRT

ciscoasa>

I PRORFER WS IEAL T P EXEC #2530, H " EXEC BN RESRIEE A dir &
Vi A EXEC # 2

T

ciscoasa> enable

EXo R A TYN DS
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ramasrrsant [l

Password:

PR 4 1% Enter $4kZE. BUAGOLY, W07 WUERVAATBCE LB %5, 1 A ZH A 2 4% Enter #.
PR
ciscoasa#

FERFR EXEC B, AT dERc By 23 mT H o 18T MR EXEC BaCEE N Bl E R,
EHE AU, I disable. exit BY quit fiy4 .
SIS i) 4Rl E AR

ciscoasa# configure terminal

PR SO LU

ciscoasa (config) #

AN R BC BT AR S ASA virtual, ZHE 2R ECERGL, A exit. quit sl end A 4.

Fic & W 48 SR T & im O

ARAF S (R i S ARG, R LA SRR G ) 4% AR AT i ) B ) K 0L R AT o 1 £ Hh 2% (VSPC) -EAT
WAV R ITENPEANE B, 152 VMware vSphere U . 76 ASA virtual b, #0700%
Pl 6 i R AR B AT I AN BRI G o IR P A G el JE ) R AT o L

UK

B 1 7 VMware vSphere HHHLE W45 4T3 1. 152 % VMware vSphere SCY o

HIR 2 7F ASA virtual L disk0 AR H st FEIEE—AN4 4 “use ttyS0” HSC/F . WSXUHEAT EGEM AN & L
A B AT

disk0:/use_ttySO
« 7F ASDM ', A LI TE (Tools) > SXHEIE (File M anagement) X 15 HE AL %44 FRI19 245 SCA SO
* 7F vSphere &l & rh, ] LK SO R G ERA SO (RSO kB mk. 4.

ciscoasa(config) # c¢d coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttySO

SR 3 TH A ASA virtual.
* 7F ASDM Tk ik T & (Tools) > REE#FHMNE, (System Reload).
* {F vSphere &l &5, HiA reload.
ASA virtual 5 11 &% $ vSphere #5512 AL B HATHEHIG .

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .



% VMware ZZASA Virtual |
B #avcrusimEnaimin

HIB 4 Telnet B EEAESIN R AT v I 48 %€ [ vSphere 4L IP bk Flui 114, 5% Telnet 2] vSPC 1P kit Flv 11,

FH 2% vCPU =} &t £ 1F A E

ASA virtual £ 72 BEVFRTE, 2 23N T LU 1 vCPU i

AR TR (58D ) ASAvirtual ) vCPU %,  #8WT DUFFEHTVFR]E, NGB AUE, FH4E VMware
R VM JE M LSS B .

)

B L) vCPU S8 5 ASA virtual CPU VFrJUF s A B VFnIFART« RAM 05204 X vCPU 4
AT IETEE . TRk PR, 545 Ui I R e R 5 37 R 2V v UE AT vCPU . Gl A A Fr ik
ANULHELE, ASA virtual ¥ IEH TAF.

HE1 HIEHF .
PR2  NHBHVETUE. X TR R, RV AT LR R 2P AN B
PE3  PUTULTEAEZ —, HARIR T A5 1 b i 7
o f5 B - 75 vSphere Web 25 S th, e 14 ] ASA virtual. #1201, fiili ASA virtual, 4R 55 il 55 5

#l (Power Off thevirtual machine), mi# £i#k &t ASA virtual, #RJEER KA ERIER S (Shut Down
Guest 0S).

« ToHIESRERS - 7E vSphere Web % F'iiiith, <[] ASA virtual. 41, i ASA virtual, 2RJ5 fili 5 A BEHUAN
(Power Off thevirtual machine), #4745 il ASA virtual, #RJFEFRKH T ER1EFR S (Shut Down Guest
09).

$B4 i ASA virtual, AR5 SRR EIANIZE (Edit Virtual machine settings) (Bl 474 55 5 ASA virtual, 2R 5%
PRI E (Edit Settings)) -

RY SR HmiEIR E (Edit Settings) X G HE
PS5 IES Y] ASA Virtual , 55 1 G0 ) CPU/PAEELR DL 52 BT vCPU ¥ nIIE R IE A 18
W6 (EEMREMS (Virtual Hardware) BT F, W FRZIFRH 4 CPU EFHHE .
$£B7 X T Memory, #iA\ RAM [IHHE .
PE8  AUHHAE (OK).
$IE9  FTIT ASA virtual Y. a0, ridiBsERIAL (Power On the Virtual Machine).
B0 XTI

1. TP & & R 6 805 3 EH % L ASDM.

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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Tl |

2. FMBERE )R, HbE TS & B

« ASDM: KKk FEM#E (Monitoring) > B 14 (Properties) > #fE45#% (Failover) > IR 7S (Status), #RJ5 il
®A%&A (Make Standby) .

* CLI:

failover active

3. MWiEAR A EELE 3 F 9,

(ES=CAIERVR

T—5Hit4
BRIV R, 1S MFA] ASA Virtual , 25 1 72,

12 = ESXi o & By % &E

NUMA

% ESXi EAHLK CPU FLE WS, W LIS ESXi M ASA virtual PERE. 0 1L i B ik
i, W] DL ML CPUZE ML B L (RGBS, Wi O AR RN KA X, 1§
FHIEThEE, 80T LUB AR B UL /0 FC 2148 2 R BRAL T IR Ab FE 2% .

HETEAME L, WZH LT VMware 3R .
* (vSphere ZEYHE LY [ CPU B HE—35,
* {VMware vSphere FIVEREFRFESZIED ©

* vSphere &/ Hi EHLTE B o

B BNAFTT ) (NUMA) 52— FICE AR, A T 2 A BEAS RGP 1 A AR HATDR AR B 25 1
R e WERAEBEERVT R KA AEANE H QIR RN GEREAAE) , I I NUMA B DU T At
A7 R i) 5 A

X86 JIi 55 s A H: th 2 MERE AR N AR N I Z A WIZA . B CPU JiE S L A7 AT /0 39K N
NUMA 5 xio ZEMNNAF R a 6, SR s N AN SRR AR Be e (B2 NIC) A7 T [l — A1
R

NS ASA virtual P fe

* ASA virtual VM DAZIAE #.— NUMA 15 5 FIZ7T. WnSE 7 A ASA virtual LS 2 MG IZ
17, MPERER B 2 N RE.

* 8 #% ASA virtual (] 1: 8 #% NUMA AR5 , 25 36 i) ZR ML CPU LR EIE 2 /04 8
NN A% BS54 FIsAT A UL .

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .


https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-60-resource-management-guide.pdf
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% VMware ZZASA Virtual |

B vomaen

* 16 #% ASA virtual (/& 2: 16 #% ASA Virtual NUMA Z2KR41 , 55 37 70) Bk 14l CPU _EHEEA
201 16 NWKZ. 275 B RSS2 RIS AT I LA AL

* NIC %5 ASA virtuallA7 T Fl— NUMA 75 i L.
A

IR ASA virtual AN SCERYIEERZ O L AE— SN AT ) (NUMA) 5 SR Z2 A4S CPU
el

T BRI RS % PiS CPU #fifli, &4 CPUf5 18 N . 8 % ASA virtual 25K T-41 CPU L[4
ANMEREE DA 8 AN .

[ 1: 842 NUMA 22+ 7R 51

— numa 0 numa 1 -

8 core ASA virtual
\ CPU Socket 0 CPU Socket 1

ey L
Oy Ry

NIC

NELRRE RS S A PIAS CPU i, R4 CPU A7 18 A%, 16 1% ASA virtual ZEK 141 CPU L1
MM DA 16 .

. Cisco Secure Firewall ASA Virtual A\ |45, 9.19
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& 2: 16 % ASA Virtual NUMA 22437151

— numa 0

ATk & Rss) s 4 R psl ]

numa 1 -

16 core ASA virtual

CPU Socket 1

\ CPU Socket 0

NIC

WO Corola

ncu_i | per

A RAE ESXi _LAEH] NUMA RZEHTEAMFEE, 1S HER VMware ESXi BRAN W 1] VMware SCHY
vSphere B B EAE BOCRIAHAAT OGSO I oA, 152 5

http://www.vmware.com/support/pubs

P F#elimd & (RSS) B9 % 4~ RX BAF

ASA virtual 37 FHZ Y E (RSS), W0 45 38 I % Al FH I I ACKS W9 28 B0 i AT 90 K4 2 A Ab PR 4%
WHZ. JseBli K, 84 vCPU (WAZ) #BAZIF H U NIC RX PA%. il R, 7 RA

VPN Efi58 n BEAL I 5 P AR/ ML L

l::‘;'__'

BERWM BT ASA virtual R4 9.13(1) BUE E A, A BT 24 RX BAA.

WFF AT N EAMBE 1 8 % VM, BN AT 4 A RX BAAI, Wil 3: 8 1% ASA virtual RSS RX

b\ , %5 38 Girh 7R

Cisco Secure Firewall ASA Virtual \[]#5/, 9.19 .


https://www.vmware.com/support/pubs/

% VMware ZZASA Virtual |

B =7ussr R Rss) w54 RX AT

[& 3: 84% ASA virtual RSS RX FA %Il

ASA Virtual
8vCPUs =8 physical cores on host

[
dliLLL]

2 8
o g
o 0
? 2
-
Inside RX Outside RX

T BAT AN DR 16 2 VM, SN LKA 8 4 RX BAAY, Wil 4: 16 #% ASA virtual RSS
RX BAAI , 25 38 TLHR TR

[& 4: 16 4% ASA virtual RSS RX T\ %

ASA Virtual 16vCPUs =JL6 physical cores on host

[LLILIILELIILL L

BpISU| DINA

vNIC Qutside

Inside RX Outside RX

NERERTIEHT VMware 1) ASA virtual vNIC PLK ZRFIG RX AR . 5 5 SCREIK vNIC (113
B, SR vNIC, 516 Ui,

. Cisco Secure Firewall ASA Virtual A\ |45, 9.19
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sr-ovzninE [

*& 11: VMware i3 %) NIC/VNIC
NIC £ vNIC IEzHF2 | IRENIZFHAR RXPBAFIEY | TH&E
F
x710%* i40e PCI Biif "z 84 PCI Hif 4R AT NIC $24t & =k:

fit. fEHMBAT, NIC THT
ASA virtual, & RBIIEIN,

i40evf SR-IOV 4 HA5 x710NIC [fJ SR-IOV itk =A%
T (4130%) PCI Hii. VMware
AR 140ev Z A 4 A RX BA
Hlo 16 1% VM ELIA 2 KAt i,
T2 8 /N RX BAF.

X520 ixgbe-vf SR-IOV 2 —
ixgbe PCI il 6 ixgbe UXENFLFF (7E PCI A
) 5 64 RX B\, ThRES
i40evf (SR-IOV) A LT
ANiE vmxnet3 AT ML %z 8 AT ASAV100.
ANidEH ¢1000 AW EH VMware.

(=

*ASA virtual 5 x710 NIC 1] 1.9.5 i40en EHLIKSNFL P ANFHER o B H B B RRA 1E SR S R2 35 11 1

A PERRAS 55 39 5.

H SRR ELIGAE NIC 3K SR 7R [ R AS () ESXCLI #4115 L, 325 NIC REh L7

251 NIC IR 3h 2 5 FR[E AR A
1 SR A T R B B RE 5 1  E FN I SRR R R A S, nT DU ESXCLI i 4 £ $Ri% 50

\)

E%Eﬂ Bﬁ%NIC EG§U$, ﬁji SSHET&*H%E‘E*R, ﬁj\%\}ﬁf@’/ﬂi esxcli network nic list 'FILE/Q"\o
I iy 4 I Ay SR A R A5 R — AR R AR I 3R

(EALFIE 2285 NIC HOFUFRS , ] BRI IR B A5 e 18T esxcli network nic get A1
?EE‘IA‘EE‘] NIC %7?7\ esxcli network nic get -n <nic name>o.

iR

— B X £ C 2 47 S T A VMware vSphere Client % . fEECE (Configure) 14 (438 1&
AL (Physical Adapters) T Al 4k FII& AL A5 FIIR BN FET o

SR-10V 3% A EC

SR-IOV RRFEA VM HZ XN N8 — PCle MZERL#S. SR-IOV & X T FAIDhfE:

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .



B evmms

JHE T 0 PR )

% VMware ZZASA Virtual |

« WIFEL)HE (PF) - PF 514 PCle ThAE, 045 SR-IOV DRk, IXLLThedE THUIRS: 2% b Wom b w3
A NIC,

* REFUDIRE (VF) - VF 247 B T 2L it 42 4 PCle TJhg. VF Y A T PF, JRifiid PF #4747 3.

VF 7E BRI RGHELE R, Hemnl LL 10 Gbps F3 8 ZE 8% ASA virtualll. AT U] £ KVM
B FECE VF. ASA Virtualfl SR-IOV RS » 25 11 TWHA4H T ASA virtual X% SR-IOV 5%
FEE R

1E ASAV5 Fll ASAVIO0 |, SEZ1ZESUH ] VMXNET3 XSRS E LSl k8. b4h, SR-IOV #:M
5 ASA virtuall & AR GEEED) , HEAESEEZL CPU ORI IEHI .

SR-10V #Z= O /&M
VMware vSphere 5.1 A 5 = WA AE ELAT R € B & IR 30 KF SR-IOV, JHH SR-IOV K, vSphere

4 7 SR-IOV 32 LIUEN PR, 45 12 T Frk ) ASA virtualFll SR-IOV [FRGE K Z AL, 1IEN %
A VMware SRS SRR ] SR-IOV IOFCE, DL TR SR . SZRFHI NIC, ThRERT I &
VMware Fl SR-IOV F+Z5 B3R 75 THI I FEAN 5 & o

VMware ] SR-IOV 2 1 #] ASA Virtual SZEHE A8 D288, #0] LUK SR-IOV 8, VMXNET3 H
T REED, ¥ SR-IOV H s 0.

KA AAE VMware 248 EIAREC SR-IOV 42 H )& RSB RIEC B AP TR AT b 15 B TR S
HIRE BRI, X 12 VMware ESXi 6.0 £l vSphere Web % /73, JAEl UCS C &
HI 553 M Intel LK MY ik 55 #3318 Pl 25 X520 - DA2.

SR-10V #% [ /Y PRI

JA 3l ASA virtual i, &R SR-IOV % 0 H BT AT RE S ESXi WP o A S o 31X AT BE 51
BOMCE R, SERER ASA virtualHLJG W 4% %82,

A

i

B JFUARAE ASA virtual FHC'E SR-IOV M2 [, Soiilz COmest by ms, X vl i (ks 4 bz 1

FCE N TR VM ENLEIEFFIZ B MAC #ihb#2 0

ASA virtual J3 2l )5, ZE0T EUIAMEAS MAC stk i 2042 0. 355481 show inter face fir & 22 A 7
AR DR, AR 1 MAC Hbhik. ¥ MAC k5 show kernel ifconfig fir 41 45 S HEAT LL A LA
TN IEA % 1 23 o

¥r 2 ESXi £ 41 BIOS

L VMware 32 SR-IOV #1011 ASA virtual, 528 CHEREHERML. VMware 245 7 JLR
BOAUERE S SRR 51, B REELAE LR SR-IOV S FEAE A PEFR 1 LA AT R4 CPU I SE IR 7 (R
WAL T A G 2 2RSS

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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http://www.vmware.com/resources/compatibility/search.php
https://my.vmware.com/web/vmware/details?productId=136&downloadGroup=CPU%20IDENTIFICATION%20UTILITY

| 1M vMware 3 EASA Virtual
wximzrs ramskov [l

ik, k] DL R B S ) ESXi EHUKA 2 & 145 BIOS R T T REFUAL .
i

S A Ny 7k —E5 3] ESXi Shell:

o UTRETT DL BT ) ML, TE IR A2 FT IR B ) S 5 S T

o UWURGIEAEE R RE ML, E T SSH ml A ze R 5 R AR L E R B4
SR 2 F N NN H 4R,
$IE3 217U N

P
esxcfg-infolgrep "\----\HV Support"

HV Support 774 (1 H H 7m v] F I BRI P2 . A7 D6 T ReMEL I 1 W A T
0 - VI/AMD-V /RS0 T A AT H]

1 - VI/AMD-V %R VT 8 AMD-V mJREr[ ], (HRLAEAEA S REEAT.

2 - VI/AMD-V %7/r VT 8 AMD-V fJ ], {HHHI7E BIOS H A JH .

3 - VI/AMD-V %/ VT 8 AMD-V 7£ BIOS 103 fl, I H T LAgEH] .

T

~ # esxcfg-info|grep "\----\HV Support"
| ====HV SUPPOTEL .. ittt ittt et iieeneennnn 3

{H 3 Fon3230fr HE R AL .

T—5Hit4
o fE N ENC S )5 A SR-IOV,

EEHNIREE R /B SR-I0V

] vSphere Web 7/ i fii H] SR-I0V,  FF ¥ & ML LML hBERCE . AEPATILERAE 2, 00k
B REAUR L R 2 RE AU LD B

FriaZ 8
o HHIE O B SRAIOV M8 11K (NIC); 152 SR-IOV 32 NIC , 5 13 Ui,

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .



% VMware ZZASA Virtual |
B o2 vsphere i

UK

$HIE1 7F vSphere Web % /i 1, FHIEIE)E H SR-IOV (1) ESXi EHL.
$IR2 TR (Manage) L L, filiM4 (Networking) Jfk - 4IRiEEL 28 (Physical adapters).
BT LAEE SR-IOV g, LU T i) PG C 432 75 SCHF SR-I0V .
PRI G GRS, AR5 AT RIEIERC SRR E (Edit adapter settings).
$ A4 {E£ SR-IOV F, MRS (Status) FHz3girik#k A (Enabled).
$IB5 EEIITHEEEE (Number of virtual functions) SCASHEFR, BN 2k 1238 Bic 28 c & 1 R LD BES H .

XF ASAV50, A BB AN DK VE B REf 1 4. iR 52 MBIy n, s
LT A T

$IE6 sNiBE (OK).
$E71 EE ESXi THLlo

MEPATIRELE B HLIE AR TR 7R 11 NIC 3 1 B AR R yE k& . e B R e EHIRE (Settings)iE iR (1) “PCI %
£%” (PCI Devices) #|3&H.

T—5Hit4
o G — ANk vSwitch K B SR-IOV ThRERTIC &

£/ vSphere 3% #4]
Bt —~> vSphere AL MK SR-IOV #2111,

UK

181 1 vSphere Web % )i, 3% ESXi TAHL.
$IR2 /£EE (Manage) I, LFEMEE (Networking), AR5 ILEFEEIUSIRH (Virtual switches).
FE3 SR ENML (Add host networking) Elbs, BIFFA IS (+) 2t H BRI E

LB 4 LPFREZIRNLBY BN 048 (Virtual Machine Port Group for a Standard Switch) #2581, KRG At T—4%
(Next).

$IE 5 L@ RET M (New standard switch), #RJ5 i T—# (Next).
IR 6 L) B Y 2% 3 AN I BT R bR RS L
a) {EATCHERCHE T, shgpen's (+) LURmiEEess .
b) MAIFEH A SR-IOV HEHAH N 1K) L4 1. il Intel(R) 82599 J7 KA X 1 W 48 1% 4%

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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samEpnnisas I

c) MEIPEEEFZINF4E (Failover order group) Fhk iy, EFEFNIERCES (Active adapters).

d) AT E (OK).

FIET K% SR-IOV vSwitch i N —PMMEHRE, AR5 midi T—25 (Next).
$IE8 {LAEZTR (Ready to complete) T _EAF LR, A5 Adi5ER (Finish).

5: B 1% SR-10V#E O #YFT vSwitch
Gelting Started Summary Mondlor | Manage = Relaled Objects
Semngs | Nehworking . Swrage | Aam Defnitons | Tags | Permissions

i Viitisa Siwilche &

| Vit swiches [N

Vidkermel adaplers

Piwsical adapters f’ VEWilchO
TCPAP configuration £ vawitch
Asbranced
Sandand swiich: vSwalch1 [no em ek cked)
[§ 1556-8RIOV o
WLAMN 10 =

* Yirtual Machings (1)

TSt 4
« ET RIS

FHER R BY FR 2 2R 7

¥ Physical Adapters |
= @ vmnich 10000 Full i ]

AN g o] T R AL R U, e AT B AT B A B A X . . ASA virtual B2 L
(VR ) T B IR 31 10 a2 o X FEA RERs SR-IOV ELM I AEF& 25 45 ASA virtual. DL #4E
FEP Al 7 BIFE ASA virtual T2 31 358 5248 6 REFURE A AN

A RN UREAF AR AR VERIF S, 75204 vSphere REUBLE BLICRY .

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .



% VMware ZZASA Virtual |
B 5 sr-0v NI 55244 ASA Virtual

UK

$HIE1 I\ vSphere Web %5 ) 5iii 2 55 1] vCenter 55 85 o

LI 2 EEE LR ASA virtualtF HAL.
a) EREART L. SOk, BE IR ECENL, AR5 SRR R (Related Objects) 1R .
b) s ERIHL (Virtual Machines), JfMFIEEFIEF: ASA virtual#l.

WIR3 KMk i UL

HIB A4 A5 1% ASA virtual, FFKIGEFRIRIE (Actions) > Fi vCenter $21E (All vCenter Actions) > FA
(Compatibility) > #%k VM &% (Upgrade VM Compatibility).

$£E5 AR (Yes) LAIATH2L.
PIR6 A REUNFEA L £ ESXi 5.5 RESAMA (ESXi 5.5and later )L,
PEBT (iR EFRNEEETERIERFERFRBFHZE (Only upgrade after normal guest OS shutdown).

JITIE R AN LA TH 2 O S e 3 RAR A RO RS P B, O F HLREAUUML R 4 LA 30 mhoRs 8087 20 B (K B AR

T—5Hit4
* 1T SR-IOV H.1H M4 ERL A H 1% ASA virtual 5 ERIThREIRES.

% SR-10V NIC 53 Ec 4 ASA Virtual

H T iR ASA virtual LRI R NIC 7] AAS Heidls, A Z00% ASA virtual 55—k Z S HI1E SR-IOV
LI 25 S A 1 RE AT B AE OCIRE . LA N/ RE 7 Ui W anfe £ vSphere Web & 7 % SR-IOV NIC
R4 ASA virtual#l

UK

181 M vSphere Web % F' i 2 5% 3] vCenter IR 5525

PR 2 HBEE ST ASA virtual tH 5L,
a) EREAR L SO, EE. IR ECENL, AR5 SRR R (Related Objects) EIiR .
b) fidiERIHL (Virtual Machines), JFMFIEFIER: ASA virtual#l.

L3 RN EE (Manage)ii i~ b, KKEFIZE (Settings) > VM i@ 4 (VM Hardware).

HE A LliRiE (Edit), ARGk ERREM (Virtual Hardware) 35

LIRS NHIEILE (New device) THqi, EHEMLE (Network), XJ5 midiRim (Add).
RN B HIZ M 2% (New Network) Ftfil

FIB6 JEITHIEMLL (New Network) #4r, SRJGEFE AT H ) SRIOV £

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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1% SR-I0V NIC 53244 ASA Virtual ]

LT NIEECEELEE! (Adapter Type) N7 i+ SR-IOV Eil (SR-10V passthrough).
LIE8 NEEDEE (Physical function) ~Hyg iy, GEHEE FLIE HEALLIE PO a5 AHH I R 47 B8 0 2% o
W9 Il BN

OB AU, ESXi AU AP BELE NE a5 Tk 86— DN AT BRI E,  IFR JLBU £ SR-IOV
FLBERCAY o EHUR S0 R RS L B & AR 2 SE ST RE A BT A s
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B 5 sr-0v NI 55244 ASA Virtual
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&£ FH KVM [ 2Z ASA Virtual

0] AR RIS AT 24 T WAZ P BRI L (KVM) IATA e 45 25825 x86 CPU ¥ 4% %% ASA virtual.

|

EEFRW ASA virtual AR N AAESR H 2GB. U139 247 ASA virtual () N A7/0T 2GB,  #04 CIAEA I ASA

virtual Il FE R T, R HARRAS T 203 9.13(1) M B A . S8t n] DA J B iAS 258 58 28 T
i) ASA virtualt/l..

o WENFIRR S, 55 47 T

o WEk , 550 1T

* HiRSRAE . 2550 1T

o W% Day 0 fiL'& S0, 5551 00

o YER UMM XML SCfF, 5553 1
¥ ASA Virtual , 5 55 7T

« VEREHIL . 28 56 1T

* CPU G M AR, 26 66 UL

R U 0 PR )

AR 5 02 1) S A K R 225K, ASA virtual #8288 Fr AU H (1 BARRE A vl e AT AN IR . B
KRG MR B AT B AL AL B IR DU C B K, AR A AE . CPU B AN i ]

| A

EEFRW  ASA virtual B B FIREEAT RN R 8GB o Joidk T Ci A 2 1R A B YR L . o

\)

IR M\ ASA Virtual BRA 9.16.x FF4h, 47 MNBEAAELE N 16 vCPU Fl 32GB RAM 1) ASAv100 42 3]
ASAvI10 I, AN &TECE 1 vCPU F1 4GB RAM.

TEIRE ASA virtual Z F, 15 & LR AEIATER ] .
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1/ KVM #3E ASA Virtual |

KVM _ &Y ASA Virtual R 25k
TR L RIS, DB EPERE . ASA virtual lLA7 LA EE5K
* EHL CPU IR -5 BRI LT x86 AIRSS 232K Intel Y AMD CPU.,

40, ASA virtual ' BE A SLEG 5 de DA AR BE#% . 8] BL 2.6GHz i2 1T Intel® Xeon® CPU
E5-2690v4 Kb FE#%(F) Cisco Unified Computing System™ (Cisco UCS®) C & 41| M4 IR 55 %5

J234HY WNIC
P LT VNIC DA e

* PCI Hifi 1) 140e - J5 RS2 OB NIC #5245 VM, JHifiid DMA (HEZWAVI) fENIC 5
VM 2 [ e s . % sh B B A 75 24T CPU R .

* i40evf/ixgbe-vf - FEAH [ (7£ NIC 5 VM Z [AfE 4 DMA £l t0) , HAVFEZ A VM Z AL
£ NIC. SR-IOV Ml & ik, B RAEZMEREE. EHSH

* virtio - IXIEIFAT AL I 25 UKBIFE T, SCRF 10Gbps #:41, (AR EE CPU JAIl.

)

AR EKVM R4 LIZATH) ASA virtual SE60 ] e 2 AR H vNIC JXShFEST i40e AL 2.17.4 () SR-IOV %

VIS 3 BE R ) FATTER B I VNIC RO TN A RRAS, DA R st ] 7

TEREMAL
S0 ASA virtual (K AEVERE, AT LU VM M NI T . PRI s B, G300 MEasii
, 5556 T
* NUMA - ] DLl ok 52 VM 1) CPU B85 R 25 2R —3E— 3N A7 U7 1] (NUMA) 15 0ok 3
ASA virtual [P . A XRVEAE R, 1S NUMA HEN] , 25 57 1.
o BEWLIR TR - ASA virtual SEFEAISCR Y (RSS), 02838 IE #5 ) FH 3 T4 A 0 2 420 B4y
BEANRHEBEN. HXRENEE, ESH T EOnY E (RSS) Z A RX AFI, 4 59 1T

« VPN fit1£ (VPN Optimization) - 15 51§ Ffl ASA virtualffitt VPN PERER HALTE I, 1550
VPN it , 25 61 i,

N
o

=453

MIRAS 9.17 TF4f, KVM LB 1) ASA JERLSpl 2 FREERE. 3 TEANME B, 1S ASAv 1) ASA
CPU EE

FEik ASA virtualfE KVM B85 IEH TAE, 2% CPU [H%E; &8 CPU [ IhRE , 5 56 1L,
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AT |

1B W BE A B SR T S AT M
XTI R, U PR B BT R A VF PR s Bl P 5 e 35 2 W 2 4% 2Gbps SRR

|

EEZHRW fH ASA virtual G 8 & n] FPEXT I, 575 E R [RGB 4 S N 2 A ASA virtual. W1 5E 4
AR 2 D N2 A ASA virtual, {ERFAFIRIGT, 76 ASA virtual#E i & 12 Bonaiift. s
B INRE T RE & 52 2520

Proxmox VE &Y ASA Virtual
Proxmox JEFIIAEE (VE) J& 1] A KVM EFUNLIO IR AR 5 3% E R4 T- 5 . Proxmox VE &2t
T Web [/ BEF T

£f Proxmox VE [ #835 ASA virtualit, F5ZECE VM DA BRI AT0G D . Wi R 47010, ASA
virtual 23 7F B S FE gk NFR K . T & BT 452 ] ] Proxmox VE & T Web [ B AL T K 58 1 o

\)

ER 6T 2 BHE A Unix shell 58 Windows Powershell {12 5, Proxmox VE &4t T — N &AT Fk
EHERASE T 4. sbar 247 S HAT R eI R AR AN R UNIX P v 20 5e 3 S0y o

ik ASA virtuallIEH 1 5), BN ZNE B AT B %

1 fEEE RO, FEAENS ik ASA virtual#l.

2. WiIT AN LI .

3. RIKESHREMY (Hardware) > i5I0 (Add) > M4&1& & (Network Device) s I B 473 1 .
4. LI REAUHLHLYA .

5. f#H Xterm.js i/ 1) ASA virtual#l.

A AT E VT & 5 v 0% B REE 240 1945 5., 152 % Proxmox 1T Z Uity (Serial Terminal) G2 [

IPv6 S 35

L KVM _EBIEE BAT IPv6 SCRFRCE (1 vNIC, HRaZUh RS2 TPv6 LB S84 1 G —A
XML 3. #0] LU FH fir4> virsh net-create <<interface configuration XML file name>> k2235 B A7
IPV6 45 p i iC & 1) vNIC.

R RENMED, EATLLEIE LR XML S
* EHE O - mgmt-vnic.xml
* Wiz 1 - diag-vnic.xml
« HEE T - inside-vnic.xml
* B D - outside-vnic.xml
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HIHE R

1/ KVM #3E ASA Virtual |

ERUE
ST TPve BC & B DA XML At
<network>

<name>mgmt-vnic</name>

<bridge name='mgmt-vnic' stp='on' delay='0' />

<ip family='ipv6' address='2001:db8::a111:b220:0:abcd' prefix='96"'/>
</network>

[FIRE, St 25 Fofbodie A XML 3CfF.
Tr] DL IE AT LR i KRB IE KVM B 2225 1) RE 0L ) 2 3@ T 4

virsh net-list
brctl show

TSR TAEH ASA virtualfl KVM [F 28 50 b il o A i R P 3 T e dh 7w il . ASA
virtual FAE N BRSNS I 4% 2 TR BT Kkt o G4, IR B Pl B & T — > B ) 45 2 Y 2%

[& 6: 1 F3 KVM #9 ASA VirtuaFil & 7= 15)

10112
g0

198.51.100.2
oo/

Linux Guast Limnu: Guest Linuz Guast
Inside Mgmt Outside
10.1.1.3 192.168.1.3 / 198.51.100.3

et ) Y !
Inside " Mgmt b e, ™
Metwork Network MNetwork
. u ey KM
x4 v L Linux
virbr2 virbrl virbed
10.1.1.10 192.168.1.10 108.51.100.10
- ath .
EEnt e 1015230 B

* M Cisco.com % ASA virtual gcow2 3L FFKE HBAE Linux £ L

http://www.cisco.com/go/asa-software
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#zvayomaxy [l

A

B FEE Cisco.com Bz BAUERHRSS A H

o RRGH T oRBIERE K, BT T Ubuntu 18.04 LTS. 7F Ubuntu 18.04 LTS FHl2 228k
DL AR s

* gemu-kvm
* libvirt-bin
* bridge-utils
* virt-manager
* virtinst
* virsh tools
* genisoimage
o PERES BB R . W BTN, &7 DU R KVM L) ASA virtual#r it . 7
RK— M EVLAREMES, 1S 00 NFV 5 Intel #5F 520 s 20 (A0 B 8 o
* Ubuntu 18.04 43 LA ELH5 LA F 25351

* macvtap - 1 PERE Linux P &0 LUE A macvtap, 174N Linux M. VERD, 200 E
R BB A BEH macvtap, 1472 Linux M

 EWIRTT - B A TIENR /DN, £E Ubuntu 18.04 HHERIATFH
AR - PR A vePU B 3 — A .
* txqueuelength - JT] T-KFERIA txqueuelength 5 1115 4000 Aot 0 3 ak /b E 4%
o [ 5 - 7K qemu FI vhost JEFE [ i 452 CPU W% AESESetE ol F, [l vl B 5wtk

&b
Aeo

o HRUALFET RHEL I Ai M5 &, 155 (Red Hat Enterprise Linux 7 BERUL BRI 5

MY .
o X}F ASA AEFT ASA virtual RERINLIEFEFE P2, 152 CISCO Cisco Secure Firewall ASA
AL

A Day 0 B E

1EJA 5l ASA virtual Z 7, £ R LIHES—A> Day 0 FC & S0 HESCH R 50K 4E ASA virtual J3 2R
FH¥) ASA virtual Bt & R SCARSO . MERTAG IC B NS E B TAE H sk 44 “day0-config” [1)3C
AR, IEHNE KRG SN 2R day0.iso S0P . Day 0BG B SCPF 40 48 /040 3 F -0 7
F2 0 DA S BB T A S S S0 UE 1) SSH IR S5 A5 i dir 4, (H'E e il % 5e 411 ASA Bl
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% Day 0 BR B X

day0.iso 3CF (1 X day0.iso BERIA day0.iso) DAZIFE & X Bt FeHn] i :

o BAEMIUATE LR H 8h 58 ASA virtual FIVF TR RE, TR LR BE T LAY N AR B
VFA] 543 (ID) AR5 Day 0 fC & SCFE TR — H sk HAa ok “idtoken” [ SCAR Ao

 WER R E BB R P B TR A (AZ L, VGA #5515 ) U7 M E ASA virtual,
] Day 0 fic & SCAF b NALEE console serial W&, A REFE 1 UH B A2 rh A8 FH R AT 3 11

o Gn R BILEE IR R S ASA virtual, TUDAZIEIE WA S N K A0 R0IE 4T ASA i S SO AR
Day 0 it & S0 IXANEH T i B kK% 6 Day 0 it & S04

\}

AR RAEAIRE AT K2 Linux, {EXST Windows A7 2 BA K S R

P AEXN “day0-config” [ISCASCAF AN ASA virtual () CLI BCE o W8I0 =N 1103 11 C B M T i AR AT 4] oA T

Ho

H5 AT LA ASA RASTIT 3k o dayO-config V1% 245 24 ASA BL'E . E )k dayO-config I fedd: 5 2 ML A () ASA
5 ASA virtual Sl —ANS AT E FAH K5 . dayO-config HMATIR AR E 22, N5 BLAT 1 show running-config iy
A G B AR .

T

ASA Version

|

interface management0/0

ipv6 enable

ipvée address 2001:db8::all11:0220:0:abcd/96
nameif management

security-level 100

no shut

interface gigabitethernet0/0

ipv6 enable

ipvée address 2001:db8::alll:b221:0:abcd/96
nameif inside

security-level 100

no shut

interface gigabitethernetl/0

ipv6 enable

ipvé address 2001:db8::alll:0222:0:abcd/96
nameif outside

security-level 100

no shut

crypto key generate rsa general-keys modulus 4096
ssh ::/0 inside

ssh timeout 60

ssh version 2

aaa authentication ssh console LOCAL

dns domain-lookup management
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semnmm s

dns server-group DefaultDNS
name-server 2001:4860:4860::8888

SW®2 (Alik) FFEAYIER ASA virtual FEELAE AT HBNVFRT, 1R R day0-config SCAFHAL LM AR B
 EHEE TP Huhit
« (AIEE) R TR BEVFATI HTTP AQRE
* FT RS HTTP AREE (W SR4558) 5K tools.cisco.com IIEHE) route iy 4
* ¥4 tools.cisco.com T4 IP HulikF) DNS il 55 &%
o SR IET R IG ASA virtual VF AR AEVE AT TiC &
« (A[3E) HEHNMET ASA virtual 7 CSSM HEAT A 4R 1Mk — 144
$IE3  (F[i%) ¥ Cisco Smart Software Manager MUK 195 BEVF AT UE 5 43 4 R SCAE R BB T EEHL, IR B ScpErh &l
ID A, SREHILE T40 “idtoken” HISCASCAH, %301 LS ID AR
PIB 4 WRDE SO SR 1SO SCIFA sz 8 CD-ROM::

T

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@Quser-ubuntu:-/KvmAsas$

034 W B ) 3 REVE AT 55 #3E M ASA virtual.
PERS WU B 5, AN 1P bkl SR KRR ASA virtual 81 5 R BRIANRC B S

A EU M XML 324

TR T BB ASA virtual ViR IEFLS] KVM EHL,  BASCKS U7 A8 e 42 (1) kg 4L 9 45

\}

AR RTFASHENLS KVM BN SNSRI %R

7E KVM ENLEAES BRI XML S0 0 T-#E& Day 0 BL'E SCHF 55 51 00 iR i F I 25 441 b
A, BWERELLN =AM SO virbrl.xml. virbr2.xml A virbr3.xml CFE DA Z54# FIX = A0
S Wl ARV vicbr0, ROA'E EEAFE) o AN SO RA B BRI 75 145 S . L2
h R AL A HR AL A% FRRIME— ) MAC Sk o 243t TP ik 2 ik ) .
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R

T Q=B ESPIAF XML 3Cf. #14, virbrl.xml. virbr2.xml F1 virbr3.xml:
w1l

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"' netmask='255.255.255.0" />
</network>

oRIE

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01" />

<ip address='10.1.1.10' netmask='255.255.255.0" />
</network>

T

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10" netmask='255.255.255.0" />
</network>

L2 QIS LN NWAERA (FEAEIF, FRATE A 44 virt_network_setup.sh) :

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

PR3 IBATILAA A B E R4 . SEIIACK A O Al I 2% . B KVM EHLIEAT, Ml R st

stack@user-ubuntu:-/KvmAsa$ virt network_setup.sh

iR
WA EF AL Linux 4L, W20 E 8T virt_network_setup.sh A . EIASTE 3 AU 3 B0 RS 1132817 .

PR A AL L O

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0O 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

5 GoR/MACSY virbrl MM TP Hulik. X R EAE XML SO R4 EE (K] TP Mok

Nil
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.2 AsA virual ]

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

N2 ASA Virtual

3T virt-install (135825 BIAJH 5)) ASA virtual.

BEE4Z K “virt_install_asav.sh” [ virt-install JHIAS .
ASA virtual HLI A FRAE I KVM ML BTG AL VM a2 ME— (1) .

ASA virtualfz 2 1] LA HE 10 NG IRl =4 2 RIEE ) P R H B2, 38— R 2402
ASA virtual ()5 #1221 (Management 0/0), 55 /M4 Hi )& ASA virtual ) GigabitEthernet 0/0, &5 =41 i) /& ASA
virtual[] GigabitEthernet 0/1, PLILZEHE, B % GigabitEthernet 0/8. [ NIC A Virtio.

RtIE

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86_64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

—-—import \

--disk path=/home/kvmperf/Images/desmo.qcow2, format=qcow2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

1247 virt_install A

Al

stack@Quser-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...
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| A

BEIRERE B AN, R s UL S 6 o 00T DU BUBNLIEE R 3. 8 sh BBl 2 LB el 7E
REAUBLE IR Bl )m, T ORI & B & i CLI fin 2.

(E3=ATELY

125 KVM B & B9 Re
7E KVM M8, Jld B KVM 0L B, nT LA Ry ASA virtual [RPERE . IXEERE S5 FHLR
A% LR B R E G, I TIE H T Red Hat Enterprise Linux 7.0 KVM.
W3 A CPU [, nf LAt KVM L& FIPERE .

/2 F CPU [E ETh &
ASA virtual 2R #8548 Fl KVM CPU SCBIE T 5 KVM IR ASA virtual (R g . AbFEZS SCHEEL CPU
fif] 5 T SEPL— AN RR B AR S AN S AR BE LT (CPU) B8 — R 41 CPU gh e I g0, DAME izt
FROER R AR 2 Ak Z /4> CPU (MR CPUD LT

BCE EHLR S, ] CPU [ € HSEB 5 AME ] CPU [ iR S s B AE AN R AL B, DASE S oK [
SE S LB S R B K

)

FE O RELEME TN EEEAA NUMA $R4b RSB R %A NUMA 3R 4 2]

BHF ML, 15 E KVM 4L ERCE CPU [ & Difig.

PR 7 KVM EHIAEE S, 0k =364 LA a) F 5 [5E 1) vCPU 4
P
virsh nodeinfo

PR 2 WAL U vCPU i

i

virsh capabilities

N

IR 3 K vCPU [&] 3 BIAL PR S A A% AL :

T

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

X T ASA virtual 54 vCPU, #LZHHAT virsh vepupin fir4 . LUT 7541 S 7s 2445 19 ASA virtual it & 4575 PyA4>
vCPU H EHELE A WAZ I BT 75 1) KVM i 2

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19



| 153 KVM £5:E ASA Virtual
numasEn ]

virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav

FHUN GRS T LS 0 B 7 2 M PMERECT: . ARG B, 1HS 0 KVM 3CRY.

ERE

ERCE CPU [ IhREm;, I B MRS 200 CPU $h4h. WAl BCE T 2 N WALIRIRS: 2%, A B L
NEAERCE CPU [EE .

feim KVM BB PERER A e, B 2L M RSBt

w N = O
g W N

NUMA &

B BNAE YT ) (NUMA) 52— RO AR, A T 2 A BEAS RGP 1 A AR DA Ab B 25 1
R o WERAEBRER VT R A AEANE F QIR R GEREAAE) , T I NUMA B DU T At
A7 R i) 5 A

X86 JIi 55 s AH: th 2 MERE AR N EE N I Z A WIZAL . BES CPU JiE S L A7 AT 1/0 39K
NUMA 5 i NN R R a 6, ok s N AN SRR AR B Be e (B2 NIC) 7 T[] — A4
R

RIS F AR ASA virtual ki :

* ASA virtual VM DAZIAE#.— NUMA 15 5 FIE1T. WnSaE 7 A ASA virtual A5 2 MGfEIZ
17, MPEREH B2 N R

* 8 1% ASA virtual (& 7: 8 #% ASA Virtual NUMA 447541 , 25 58 171) ZEsR 4L CPU LA ¥
M2 DA 8 NI, WA Bk S54% Eag AT i) A ML .

* 16 1% ASA virtual (¥ 8: 16 % ASA Virtual NUMA 22755 , 25 58 1) Rk 341 CPU LA
2 /DAT 16 DNAZ. W25 T8RS #y Fis AT AR B RIML.

* NIC 5 ASA virtualU47 T~ [d]— NUMA 1 & k.

I BORIRS 2SE A CPU i, #F4~ CPUH 18 PMIZ. 8 1% ASA virtual 23K 241 CPU L)%
AR bAT 8 M.
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B nomaem

[& 7: 8% ASA Virtual NUMA Z&#5 75

NIC

— numa 0 numa 1 -
8 core ASA virtual
CPU Socket0 CPU Socket 1
§ EEEEEN
— EEEEEE
¥ il [w] ] ] B ]
10 Controlor O Controlor

N B REIIRSS 8515 P CPU i, 4~ CPU AT 18 M. 16 #% ASA virtual 23K EHL CPU L

BAERE 2 0 16 M.
[ 8 16 4% ASA Virtual NUMA %247 f5)

— numa 0 numa 1 -
16 core ASA virtual
CPU Socket 0 CPU Socket 1
i EEEEEN |
e [ & EEEEEE |
¥ EEEEEE
O Controlor WO Controlion
| rore | [ rore |
NIC

NUMA 11k

BAEE LR, ASA virtualfLN£E124T NIC [([E— NUMA 5 & FigfT. Witk
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AT sy R ®ss) s 4 R psl ]

1 A “Istopo” Wor™ T s, #isE NIC FIfEM™y sie $3 NIC IFid sk e MRERE 1 19 2.
2. £ KVM EHLE, H virsn 115t 4k ASA virtual.
3. %% VM: virsh edit <VM Number>o
4. FFFEHTIENY B ASA virtual. LR 7RI 18 A% SO T
X T 02

<vcpu placement='static' cpuset='0-17"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0"'/>
</numatune>

XA 1

<vcpu placement='static' cpuset='18-35"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1l'/>
</numatune>

5. frRAF xml %I EH ASA virtual#/l.

6. %5%1%44@\5@ VM EF)???E‘J%AEJ:@?T, Ijﬁzﬁh'?T ps aux | grep <name of your ASAv VM> Uﬁﬁiﬂllﬁ
£ ID.

7. 84T sudo numastat -c <ASAv VM Process ID> PATYE ASA virtualll 275 IE#fiXF 55

HRAE KVM A NUMA PR30 54015 B, 152 W RedHat SCRY 9.3. libvirt NUMA Tuning.

FA T4 im 3 & (RSS) #9% 4~ RX BA 5]

ASA virtual SCRFRCGSJEE (RSS), #9408 385 0 o A1) FH IX I B AN W 28 B A7 70 A 2 A A PR
Wk Sl KA, A4 vCPU (A% #AZIA H I NIC RX BAF. iR, ML RA
VPN FBE R BEAL ] . A B AR LR

| &

BEERW BT ASA virtual iR 9.13(1) 8UE SR, A REMEH 2N RX AF. X+ KVM, libvirt i A HAKT

R 1.0.6.

T HA WM N 8 #% VM, BAMZIVRA 4 4> RXBAAI, 4 9: 8 #% ASA Virtual RSS
RX BAF1 55 60 5T K.
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1/ KVM #38 ASA Virtual |

B =7ussr R Rss) w54 RX AT

[ 9: 8% ASA Virtual RSS RX BA %1

ASA Virtual
8vCPUs =8 physical cores on host

[
dliLLL]

2 8
o g
o 0
? 2
-
Inside RX Outside RX

X EA WSRO 16 #% VM, SN0 8 ANRX BAYY, 4 10: 16 #% ASA Virtual RSS
RX BAAI , 2 60 TTHR TR,

[&] 10: 16 ¥% ASA Virtual RSS RX 'A%

ASA Virtual 16vCPUs =JL6 physical cores on host

[LLILIILELIILL L

BpISU| DINA

vNIC Qutside

Inside RX Outside RX

TR ERT ASA virtual[f)3i& T KVM ) vNIC LA K 7 RX BAAIECE . A 55 3 FF 1K) vNIC 113
B, 1SR VNIC , 25 48 T,
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ven ittt [
3= 12: KVM 3E33L89 NIC/YNIC
NIC £ vNIC 3R E172 | IRENFEFHA RXPABIEY | %A
F
x710 i40e PCI Bl "z 84 X710 ) PCI HIEAI SR-IOV #ix
OouT g . PEfEfAE . SR-IOV 3 2 AU
eV - PG, B NICATEZ A VM
|11 S
X520 ixgbe PCI Hif 6 x520 NIC PEREEL x710 1 10% )
. 30%. x520 () PCI Hil Al SR-IOV
ixgbe-vf | SR-IOV 2 HESUPEREAILL. SR-IOV 3% 5 e
BB %, R4 NIC AJ7E AN
VM 2 [A] 3L,
ANIE T virtio FAT HERIAL % 84 ANEYH T ASAV100.
o HAbEEE, %S4 Virtio on
KVM g HZ BB Fr, 5561 T,
77 Virtio on KVM B A % I\ 5137 3%

PLR 748058 BH 4] 4 virsh 2% libvirt xml, 45 Virtio NIC RX BAFI 3 SR E Hy 4:

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0'/>
</interface>

| &

BEEFRW  libvirt IRARACTE Z 1.0.6 LLSZREZ AN RX BASI.

VPN i1t

DU 28 ] ASA virtualfi4t VPN 1 GE ) — L Ho A 2 = 10,
* IPSec 4 H L DTLS E &
« B - GCM HAF K24 CBC IWifis .

SR-10V #£ O Ec

SR-IOV R ZA VM 5 EHLN [R5 PCle 4% iEHC%s . SR-IOV & X T FF k.
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B srovzoERsER

« WIFEL)HE (PF) - PF 514 PCle ThAE, 045 SR-IOV DRk, IXLLThedE THUIRS: 2% b Wom b w3
A NIC,

* REFUDIRE (VF) - VF 247 B T 2L it 42 4 PCle TJhg. VF Y A T PF, JRifiid PF #4747 3.

VF 7E BRI RGHELE R, Hemnl LL 10 Gbps F3 8 ZE 8% ASA virtualll. AT U] £ KVM
B FECE VF. ASA Virtualfl SR-IOV RS » 25 11 TWHA4H T ASA virtual X% SR-IOV 5%
FEE R

1E ASAV5 Fll ASAVIO0 |, SEZ1ZESUH ] VMXNET3 XSRS E LSl k8. b4h, SR-IOV #:M
5 ASA virtuall & AR GEEED) , HEAESEEZL CPU ORI IEHI .
SR-10V $Z QAR BY =K

WERSEAT— N SCHF SR-IOV HHHE NIC, A LK SCHF SR-IOV [#) VF 54U NIC (VNIC) iEH:3] ASA
virtual 54, te4h, SR-IOV & 7525 HF BIOS DL Bz AT (34 2R 48 529 sl s AU N LR 2 RE P
TRIRIAH T 6 KVM 3048 138471 ASA virtual$i 47 SR-IOV 42 F1 I C i) — i ) -

o LEENRS 28 P B HAT S EF SR-IOV [ HE NIC; {524 SR-IOV 2 LI HENRIFR S, 2 12
o
o TS EAE MRS 81 BIOS HE ML . PRI B, 15 S BN e SR .

o WRTREEAE FHLURSS 25 1 BIOS )3 FH IOMMU X} SR-IOV 4/ Ff. AREME R, ES i
AR I 7 SR

* KVM _A#i ] SR-IOV #2111 ASA virtual S FFRE A8 A28, 07 LUFF SR-IOV 5 VMXNET3
&N, 379% SR-IOV H T EdE% 1,

1£24 KVM £ 4 BIOS FnEH IR {ER S
AN AAEKVM 258 LR SR-IOV 42 1) & b2 MITIC B AP B . A o 545 B E TR S 45 30
Berh sl IR B 5 F 16 A2 SR UCS € R4S %% F1%) Ubuntu 14.04 (BC#AT Intel AKX
R4 25 iE B 2% X520 - DA2) &
FraaZ 8l
o IR C A SR-IOV M 4882114 (NIC).
* WfR O3 A Intel EAMEEAR (VT-x) R VT-d Dhig.

A

AR AR GHIE R BOA S XL . FRAT A S R B SRS SR 1
F, DU AN ) 2R G A P AN TR R 7oK U ) A EE 2 BIOS B2

o BARAEERAE RSS2 B rp V2235 T Linux KVM B, B B T HASCHRR; 1520
e, 5 50 Ui,

s BRI AL T “TFR 7 RZA&. ] ifconfig <ethname> BEAT A
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UK

G

SIE2

2 kvm =41 Blos fnEmzERs [

fER “AR” Pk~ 0 5 sk R4
I59F Intel VT-d &2 )8 H .
A5

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

47408 VT-d A M.
LK intel_iommu=on 225k N3 /etc/default/grub Fi & A1 GRUB_CMDLINE_LINUX 4 H, 750G
Intel VT-d.

T

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

Pk i3
DR EAE AT AMD ARBESGS, WOk RE amd_iommu=on [ N2 51324

T AR, DAME iommu B A= 44.

w5

> shutdown -r now

%k VF, BARJ79k . il sysfs #21011A sriov_nunvis 2805 A& Y 1018, #aA R

#echo n > /sys/class/net/device name/device/sriov_numvfs

N T R R 55 s A WL IR G P & B 0 VF, TR 9 fir 2 BE DN 2 redocal SCAFAR, 2SO T fetelre.dl H
3K Fo Linux $AERGE AL A S FEE AN HAAT re.local JIAS .

Bln, FiEss 7O G A VE R A R E BRI LA ARTE .

i

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/ethé6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

B A SRS -
Al

> shutdown -r now

{FH Ispei fifi k& 15 81 VF,

il

> lspci | grep -i "Virtual Function"
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"
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. % PCLi& & 5> B 48 ASA Virtual

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01

iR
i [} ifconfig fir%, faE BIHAMRL .

1% PCl 1% & 4 B 45 ASA Virtual

EAIE VE Ja, #a] LU BT In 3] ASA virtual ', SRS AR PCI W& LL R 25613 Wi dn
i FHIEE virt-manager T H0EE LUK VE #5485 21 ASA virtual.

HIE1 §1JT ASA virtual, iR NFEH (Add Hardware) #4401 LU BT B 475 In 2 BRI L A
& 11: F e {4

ubuntuls Vir tusl Machine

Ble vinual Machine View Send ey
= Ccue - O
B ... ...
Performande
tarme: |ubuntull!u
D ProsDl 5500
= LA e il e oo il .
e
et Stetus: = Shutofl
gy Dot Options Cascrptaon;
£l wvitio pisk 1
=] IDE COROM 1
Bl roc 674104
Houte HﬁHnJHwD:::I
Irput ¥ .
Doy W Architecture: =85 _64
j L Emulator: pusrbinfoom-spice
Seound: i Dﬂ“
iy Sarial 1
B soicoobesi0z Gperating System
B ecicocosaio: s T
Product namse: unknown
Vedeo Cimus
! Corarcler USH v Applications
B cortrobar pei ¥ Machine Settings
Controler IDE
L ¢ Security
[ e Add Hardware l N canc I 1;q::|

PSR 2 Nl A HRES (Hardware) 513 i) PCI E£#1i% & (PCI Host Device).
PCI %451 (155 VE) B BEE O wis
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[ 12: BRI RET IR

1 Pe1 & & 544 AsA Virual [l

ﬂ Storage
B network
Input
Graphics
Sound
=4 Senal
=4 Parallel
=4 Charmal

USE Host Deace

! watchdog
Rlesystem

Smartcard

[~
@ USE Redrection

Add New Virtusl Hardware

PCIl Device

Plaase indicate what physical device
te connect to the virtual machine,

Haost Dewice:

06:00:0 interface athd (WVIC Ethernet NIC)
07:00:0 interface athl (WVIC Ethermat MIC)
0850050 VIC FCoE HEA,
09:00:50 WAC FCoE HiA

0A:00:0 Interface sthd (BXS599ES 10-Gigabd SFIFSFP+ MNetwork Connectan)
0A:00:1 Interface ethS (BXS99ES 10-Gigabit SFIFSFP+ Metwark Connection)

0A:10:0 Interface ethi (BX559 Ethernet Controler Virual Function)

04:10:1 Interface ethld (82599 Ethemet Controller Virtual Function)
0A:10:2 Interface ethll (82999 Ethemet Controller Virtual Function)
04:10:3 Interface eth1% (82599 Ethernet Controller Virtwal Function)
04:10:4 Interface ethl2 (82999 Ethemmet Controller virtual Function)
QA:10:5 interface ethlé (82999 Ethemet Controller Virtual Function)
QA 108 Interdface athl3 (B399 Ethemat Controller Virtual Function)
0a:10:7 Interface athl? (22599 Ethemat Controdler Wirtual Function)

0C:00:0 MegaRail SAS:3 3108 [Immader)
10:00:0 MGA G200e [Filot] ServerEngines [SEF1)
|

T3 LA EMIIREZ . A5 S di5E R (Finish).
% PCI B M BLAERE T HI s ST % e A BAiliad Dy LUK ) 4 SR P T e

x;:nl:tl| ] Eiresh |
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B cruemEnmgs

[ 13 IR BTN B8

ubuRtuls Virtual Maching (on kvm-racetrack)

Ele virtual Machire  Yiew Send Key

=0 cune- &

! Crvariew | Physical PCI Device
Parformance Dendice: 0A-10:3 82599 Ethemnet Controller Virtual Function

O Processar

| Mamnony

(@ Boot Optiens
[] virmio pisk 1
) IDE COROM 1
|By rac 87:21:9d
ML

Ingrt

Corplay WG
Sound: ihi
Senal 1

B rooccoossies:
B rooooeaios

Vides Corug
B controller usE
! Contreller poi
! Controller IDE

s Add Hardware _I I-Elmm.rtl X cance |

T—5Mit 4
* {fi ] ASA virtualfiy 2471 1) show interface fir 2 5 ik B e & 42 11 .

* {f ] ASA virtual I AO3E DS EAR U B 7 8 e 0, DB AT E, A oRrrgifE &,
124 (A} Cisco Secure Firewall ASA R 4% I##AE CLI Bid B e rd ) AIFEARB Ol E — .

CPU &£ A5 A4k &

“CPU #MH#” (CPU Utilization) # &8 T 4@ M N ) CPU Hartt. 1%, ZO7rdkmE
i BZ 1T K2 30% 38 40% s CPU 24m, {E MR BUEIT KZ) 60% £ 70% HIZ5 5.

[ Sy

EEEW M\ 0.13(1) JFA, T BALEATAT SRR ASA B, vCPU/ AFL TR LA FATAT ASA HEIVFITE . Xk
ASA L% PE AR RE VM VST
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ASA E#IF Y vCPU fF A= .

ASA E#1##) vCPU F R X
ASA AU vCPU i3 WoRk T HIF i s 42 il s f AN HERE (¥ vCPU i
vSphere %75 ) vCPU 1 #4045 Bk ASA BRI 2, K.
* ASA JEA S IR I ]
* FIT ASA FEIUNLI %SYS JTAH
* 7 vSwitch, vNIC Fl pNIC Z [ 3 8 (0 T8 . BEIFES vl e AR5 K.

CPU {1l

show cpu usage fir % 7] I s CPU A H 40 1HE B .

Gt

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
FELL 7R B, it (5 vCPU A ] AR AN -

* ASAv FEfUR T 40%

* DP: 35%

« SNHRERE: 5%

* ASA (fE ASA REFUART) : 40%

* ASA ZHEH): 10%

* JHH: 45%

T T BT BN LR P DhRE, LA vSwitch 7E NIC 15 vNIC Z IR sh i 44

KVM CPU BRIk &

FEA% Y He AL LUK R A 21 g iR HY Ay,

virsh cpu-stats domain --total start count

T S AR E Vi & BN CPU et 5 . BUAEIL T, Ex By CPU M4 B AL
SH --total IV BR BRI E R . --count WA B4 CPU M THE B

OProfile. top %5 1 Hu[ 2tk 2 KVM VM {15 CPU {13, Hrp Bl LR/ VM 1

CPU %, [F¥E, XenMon Z45E T Xen VMM ) T &4t Xen BN R 102 CPU 1f#
Z (Bl Dom 0) , {HAZHKHXI 43 AR BRI KU W P02 A A5 O o
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B asa s kvm @

PRtz A, st AR It TR TR, 140 OpenNebula, ‘&AL VM A REL CPU 71
73 LU TR 15 S

ASA [E1F0 KVM E#2
ASA BRI KVM Z (1)) CPU 1 R (%) fEAE 2% 5
* KVM BEIRMIRE KT ASA REAUME.
* KVM R Z K %CPU %5 ASA MEIUFRZ h %CPU I %

AR “%CPU FI %" F1 “%CPU I R AR K 4R 74
* CPU M #5207 # 2L CPU it 5 B .
* CPU i FHRALME T 3T CPU ML FEMIZ M CPU 4iiH 5 8. B2, mF M4 vCPU,
B FEARTTIT
KVM #2001~ 77 it §5 CPU 1 % (%):
MHTEH L CPU MR, LUEATH CPU I EEOR

PETFEAR S IE T ML CPU MR, A S TR =EE RS, BRI BT ] H EEFL CPU 1)
Y CPU R,

B, g HEAN T AN R CPU B ERIMLAE — N B A VUM EE CPU 1 ML L1217 H CPU A %K
100%, NLZBRNEEEHR—MYH CPU. BRI CPU MR H A0 B MHz g 5Apr i 1d
FIEPL CPU $E x 0%
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£ AWS = L #3Z ASA Virtual

& 0T LA{E Amazon Web JIlR%5 (AWS) = Ei#i%E ASA virtual.

| &

BEER M 9.13(1) JFUE, IUAE W AEARAT SZFR ) ASA virtual vCPU/ N A£BC & rH A5 FATAT ASA virtual il iiE . X
Al il ASA virtual 7 7E &N S R VM BRI 5 2R B TS AT o IR IE SR NS SCREI AWS S48 Y
{OEAG 8

* Wik . 269 1T

s AR, T2 0T

* AEMIRIPRED , 285 73 0

* BCEITH A SSH S 41k , 28 74 1T

o MR, 2B 74 L

* {8 ASA Virtual , 5 75 7L

* #£1% Amazon GuardDuty It 45 F1 Threat Defense Virtual , 2f 78 TU

* XF Cisco Secure Firewall ASA Virtual &5 GuardDuty %1% , 2 78 7T
© SCFRFEAET G, 5 81 T

* Amazon GuardDuty 1 Cisco Secure Firewall ASA i 8L 8 % O HE AN RR 4 , 28 81 7T
* %% Amazon GuardDuty 55 ASA Virtual £E5% , #F 82 1T

o UM IR SE0ERCE , 93 I

« VEREIIL . 2B 94 WL

iz

ASA virtual IZ1T 5P ASA MH EAT, PUBRIE AL 2 2 ThEE . ASA virtual n] DLBZE7E
N AWS = SR)E, DO TGS, DRI — B ) T . US4 B e LA R R 4
FE A O TAE 3

RV LLT ASA virtual SE4 2570,
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R 13 AWS ZHEFRYEBIZEE
451 Ik RAEOHN
vCPU A7 (GB)
c3.large 2 3.75 3
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
c4.large 2 3.75 3
c4.xlarge 4 7.5 4
c4.2xlarge 8 15 4
cS.large 2 4 3
c5. xlarge 4 8 4
c5.2xlarge 8 16 4
c5.4xlarge 16 32 8
cSa.large 2 4 3
cSa.xlarge 4 8 4
cSa.2xlarge 8 16 4
cSa.4xlarge 16 32 8
cSad.large 2 4 3
cSad.xlarge 4 8 4
cSad.2xlarge 8 16 4
cSad.4xlarge 16 32 8
cSd.large 2 4 3
cSd.xlarge 4 8 4
c5d.2xlarge 8 16 4
c5d.4xlarge 16 32 8
cSn.large 2 53 3
cSn.xlarge 4 10.5 4
cSn.2xlarge 8 21 4
cSn.4xlarge 16 42 8
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wiz i
K451 Bt RAEOL
vCPU M 7F (GB)
m4.large 2 8 2
m4.xlarge 4 16 4
m4.2xlarge 8 32 4
mb5n.large 2 8 3
m5n.xlarge 4 16 4
m5n.2xlarge 8 32 4
mb5n.4xlarge 16 64 8
m5zn.large 2 8 3
mb5zn.xlarge 4 16 4
m5zn.2xlarge 8 32 4

B WUREAT RS M4 58 C4 S22 RY, AT IT RS B4 Nitro REFUNL I P2 3o R 199 43¢ 1 TG

2% (ENA) 22 T IRSIFEFF I MS 5% CS 52 28R, LIS ik B

Ron ARSI CA SIS, AT BT ARS 248 Nitro MEFUH LI PR e AL E M 2% 1 FE 2% (ENA)

B IKENFE A1 C5 SIS, DI de P fE

= 14: T34 ASA virtual i 7] T RERR 1

THRER SEHIEE A O/RAM) | R BRI RA VPN %1% BR il
ASAv5 c5.large 100 Mbps 50
2 #/4 GB
ASAv10 cS.large 1 Gbps 250
2 /4 GB
ASAv30 c5. xlarge 2 Gbps 750
4 /8 GB
ASAv50 c5.2xlarge 10 Gbps 10,000
8 1%/16 GB
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B ooz
H5EE SR (B0/RAM) | R BRI RA VPN £ iE R %I
ASAv100 cSn.4xlarge 16 Gbps 20,000
16 #%/42 GB
el LIAE AWS LRIk, i “AWS 115”7 (AWS Wizard) % & ASA virtual, %% “Amazon
HLE$m% (AMI)” (Amazon Machine Image [AMI]). AMI J&—Fiti, Frb 5 8 30 I8 A sE 46 BT 75 1
AL -
|
BEERI AMI WS E AWS 1552 AT R
AR 5%
BIIR S

* {F aws.amazon.com [ AIZEMK /7 .

 YF 1l ASA virtual. fEZEVFI] ASA virtual 2 7, ASAv KHAE MO T 21T, B 100
ANFEFR 100 Kbps [(I&IE . 1§Z R V] ASA Virtual , 25 1 T2,

N

AR URHRBHI A BOAVFRTUER AL (LT T ASA REALL) #0R SCRF 1Pve Ti
o

© P ER:
o EEE
© WEBRIAN R RZ
o (AJk) HAth-y M (DMZ)
© IBAF HAR
« HHAE - H T ASA virtualiZE 4% 3] ASDM; AfigH T Hl i & .
s WHEBEEH (25D - HI T ASA virtualiE 85 & 41
< AMEEED (F) - H TR ASA virtualiE B8 A 4L 25
* DMZ #:10 (Al#k) - 7Ef ] c3.xlarge £ 11, FTK ASA virtuali£#: %] DMZ M %%

o % ASA virtual R ENK, 1EZ W IEF} Cisco Secure Firewall ASA 21 .
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| # AWS = L #38 ASA Virtual
snFms [

8 U 0 BR il

LHEHEIRE
AWS L) ASA virtual 32 LA R D fig:
* %I Amazon EC2 C5 54l (52 %F, F—4% Amazon EC2 THELALIL IR S5 2251
< A = (VPC) PR E
o WSRAYIBCRY (SR-IOV) - 76 7] F IS 0 T
* J\ Amazon Marketplace ¥
5 3 JZ LR PR
« BB CBRVO
* IPv6

* Amazon CloudWatch

« SRR

AXFHIThEE
AWS L[] ASA virtual N2 E5 LU R Tk
s PRl A VIR (i SSH 8¢ ASDM e M 4% 43 A T45 BRRAE)
* VLAN
 TRABIR O SRR BE BB )
* ZHEE
* ASA virtual AHh HA
o WA HEHEZ 11 1 SCFF EtherChannel
* VM FA/FH
o WAL T AN IR R (1 e
* VMware ESXi
o TR B

IXLEH EANSTE AWS WAL RE, R 200 ) 36/ 2475 1 4% i D SUCIEAE AWS H42 10 T4 .
VXLAN Hfeflt HE S0 S AR0E 1T -

o BB/ RLIEK) ARP
AWS HRFEZIX S ARP, KT 240 9% ARP R 2817 3K 1) ARP [#) NAT Bt & oL 44 i T4 .
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B ==3nmssh snnir

BCE X 2 F0 SSH 5436 3iE

i H] SSH AL 2% A 5 Gy 46 U (K TR 5w - 11 T 5008 SSH S4Bk, DR AT A M R TG 54 e
JAHI SSH A LB S B0l FIrLL, AT A 3L 8 S 4y B A IRAT SSH S &7 TH 205 H AN FEAT R
NILEH G Y56 E /2 Amazon Web [R5 (AWS) _LHJ ASA virtual ERIN S, Bk, AWS H P BE
S . O T RES SSH R LK, EW LIETH R i BICE . s, T RIETH R e fi ]
ASDM (itf& i H T ASDM vijln)) EE LS .

LR 4 “admin” A6 B 7< 51 -

username admin nopassword privilege 15

username admin attributes

ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1£:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

54 TH 2 W48 ssh authentication 454, HIALL R fr 4

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

BATVEBONZH 4 % B AN, AR nopassword Gt Y (ASRAFAE) . nopassword %
B R om0 DU AT, AR R R AR T %65, 7E 9.6(2) 27T, SSH A% & 43 5
IEAT 2 aaa v %, KA MR nopassword JGBE . BifE, HT % aaadnd, Bt CEH
password (mk nopassword JSCHET) , B2 H B AR VERT usernameitE AT SR B K AIE

T2 JG, username iy 2 AN 7 EE password 5 nopassword SCHET ;] DLESK A AN RE RN
e DL, ZEASREIA LA S R, THFE A username iy 4

username admin privilege 15

P 4% 0 ¥ £51

N E R T AR 95 kAR 2 T ASA virtual [R5 FH N, 7E AWS 1k ASA virtual it & T
VUASFR (R FE. B AMEF1 DMZ)
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#2 AsA Virual ]

& 14: AWS L &9 ASA Virtualsh& =15l

AWS VPC

e
h’ﬂ‘

"'l'l r— ;
: Inside Qutside
Subnet Subnet
DMZ
Subnet
Management Subnet
{connected to all devices =not
shown) »
b
k]
IPv6 #A
ASAv IPv6 Deployment Topology
VNET Management Subnet . E W Traffic T 1
2600:1f11:a22:¢400::/56 2600:1111:32a:0433:/64 ast-West lratlic Topology
Mgmt 0/0 T
2600:1f11:a2a:e433:a9e5:248d:28e3:e54a
/ Inside Subnet ) Qutside Subnet h

2600:1f11:a2a:e411::/64 2600:1f11:a2a:e422::/64

e

eth0 | Outside

: | .

Inside |eth0 Gig 0/0 || mmmmm | Gig 0/1 ]

Tinux |2600:1f11:a2a:e411:57d 2600:1f11:a2a:e411:66ad | mmm== | 2600:1f11:222:422:14d0:  2600:1f11:a22:€422:3b5 Linux
c:9be9:8813:7ecd :8270:040c:80a1 | _ _ _ , bbBSDS71:5710 7:3119:c34f:52d4

ASAv
Route Table on Inside Linux Route Table on Outside Linux
Destination 2600:1f11:a2a:e422::/64 Destination 2600:1f11:a2a:e411::/64
Next Hop 2600:1f11:a2a:e411:66ad: Next Hop 2600:1f11:a2a:e422:14d0:
8270:c40c:80al bb85:b571:57f0

E2E ASA Virtual

PUN BRAERE PP MRS T 45 ASA virtual 1 3EE AWS KV IR, W05 T A0 AP B8,
7o

WS AWS A
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7£ AWS = L5338 ASA Virtual |

B == asavinal

E %% aws.amazon.com, PEFEIE BT ALE K X 35

e

AWS XI5 AR B R 2 A K. KA TR ETNN A A L. — ANk i m] H B IEA S HBUAE 5 — AN X 3t
15 22 SRS A DU PR 188 4TI A X3 A o

WS FAIM A (My Account) > AWS EIBIEH| & (AWS Management Console), #5575 B (Networking) T
Mifi VPC > B3 VPC [aF (Start VPC Wizard), RJEEFEAANAIL 7 RIFRE LU R BRI 1) VPC (BRAE
FAHRY], T M B BCED -

© WHEBFISNES T F - S N VPC FI5 4 7K o
© GRS - BN ELIC A R SC R A PR o B SRR ELIDR R HEAT K P
* SRR - BnAc H LUS HPAGZ 2 TR R sl i CRE 0.0.0.0/0 AANBI TR %) o

FPRAEF TPve TCVE GBI 4% . F . He %5, BRAE DL R AEH IPv4, JERTLARIE A IPve. 5% IPv6 fTE
25 H., HSH AWS IPv6 HEARF1 AWS VPC iT# .

MR SR RSk A (My Account) > AW S & I2$5 ] & (AWSManagement Console)>EC2, 4K il 6323215 (Create
an Instance).

LRI AMI (5140 Ubuntu Server 14.04 LTS)
A7 FH A48 PR IIAG A 1638 ST A 12 1) AMIL
* GEFE ASA virtual LRI SEBIZEAL (Bl c3.large) -
 FLE S (CPU FIPAERRERD o
* JRITERIEMIES (Advanced Details) #5r, RJG (LA PR (User data) 7B, %0l LAE#E4i A Day 0 ic

B, WSO, HoA A a3 5 ASA virtual i W ) ASA virtual it & . 45 il 3 245 Sl E Day 0 FI7E4H
a5, B Gevrn], 155 #E% Day 0 Bl 'E X

s BIEEEO: WUREEFHLM Day 0 BCEMTEAIE R, W 04200 SR 0048 P PR e B, MR L e & 0 A3 )
DHCP.

* BUEEO: CUIELE Day 0 FUE PR HHZA5 B A2 20 ORI & B0 422 1 9 1P bk o ] DUKE B 422 1 e
O DHCP; sk, W EEE M W48z 0 DAl B 1P #hhk 2 %0, W] LLE Day 0 B & 324t 1P th
HEVEANE S o

* %8 Day OBCERT: WAL AL Day 0 Bl 'E HEOL N8 ASA virtual, I ASA virtual# 1 H BRIA ASA
virtualf0 &, 7RI E TN AWS ToE I 5548 SREOEH4% 1 1) 1P Mkl JF 7 1P Ml CEGHR 2 10K SR
IP Huhk 3 e, {H ENDREOCHD o BEE 0/0 #2143 H,  FE3RHUE ) DHCP Huhikfc & 1) 1P thlik. 7%
Amazon EC2 Fl Amazon VPC IP F-hEHIME &, 1S VPC i IP T4k,

Day 0 fic & /=1l -

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19
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| # AWS = L #38 ASA Virtual

! ASA Version 9.x.1.200

|

interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute
ipv6 enable

ipv6 address dhcp default

no shutdown
1

crypto key generate rsa modulus 2048
ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin password Qlw2e3r4 privilege 15

username admin attributes
service-type admin

aaa authentication ssh console LOCAL
|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface

access-list allow-all
access-list allow-all
access-group allow-all global
|

interface GO0/0

nameif outside

ip address dhcp setroute

ipv6 enable

ipv6 address dhcp default

no shutdown

|

interface GO0/1

nameif inside

ip address dhcp

ipv6 enable

ipv6 address dhcp default

no shutdown
1

° frfil: DR BOAE.

bb»Aﬂ:@” I&AIklﬁUi_Vfg;b\»L’ XT ﬂﬁ&lfﬁﬂi

g et

NN IRV P P S R D S L S0 S T s 6 U

N
vl

AR LZEAWMITERIRERER, 15

JETT R iE4AIE S (Advanced Details) #4y, %45 7F B P48 (User data) 7B,
Hrr 5 Ja 5 ASA virtual i B FH 1) ASA virtual it & . A AT 25 (Il aeir o)

H, BISCARA, 3

K.

.2 AsA virual ]

extended permit ip any any
extended permit ip any6é any6

N A AT B TR R B EA

A o 224 2R R A S 23 S N il YL R L ol v i ) R AT K i o
PIMEAL SS I T3 17 ASA virtual iy ik im

it SSH A

Z7 AWS SCARY - il 22 21 IR ) AWS BRI & o

& LUE R A Day 0 i

Iic & Day 0 o & VR4S B, 1S Day 0 o & 3CAF .

« BHEED - WUREEFER L Day 0 iUE, b7

R

B O VRAMEE, NORHECE N A6 H] DHCP.
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7£ AWS = L5338 ASA Virtual |

. £ R Amazon GuardDuty AR 55 %1 Threat Defense Virtual

PE4

« FHRED - (YIS Day 0 FLE 3N (E BN A2 0 BRI & AR 2 0 TP stk n] ORI £ il
BN DHCP; B0, R EHER M M2 0 O el B IP bk &40, WAl LLIFE Day 0 fic & 3244t 1P 3
NS

* %6 Day O BLER - W R AEARIEME Day 0 FCE MO0 T #% ASA virtual, W ASA virtualt MV HIBRIA ASA
virtual it &, 7EiALE TN AWS T IS5 2 R DOEFE4E L1 TP 5010 TP #uhik CEIGHR 32 LR 3R TP 4
Bo, 1H ENDKEOCHD o B 0/0 #1108 FH, 3T A DHCP HilikBc & (%) IP. 395 Amazon EC2 FI
Amazon VPC IP FHEI{E B, 1EZ 0 VPC 1) IP -4k

R EEIICE, )5 S B3 (Launch).

I E IR
=

B AT LR AT, RIF T FRBI AR R SPIRREE S TR, W BRI,
R 1520, S T

mii BB (Launch Instance) PLiZE ASA virtual.

W S BImR A (My Account) > AWS EIB45H] & (AWS Management Console) > EC2 > B #1324l (Launch an

Instance) > A9 AMI (My AMIs).

R4 ASA virtualZ8 AR S B/ H bRk £

AWS ERIABEA VLB TP HulE (IPv4 A1 IPv6) [0, JF HAURVFSEBI AL A 2 1P Hulik (TPv4 Al

IPv6) Kkt . A ASA virtual B9 1E 4 B Bk S, DIERE ASA virtual =0 (WHER. 4MEAT DMZ)
2R H bR

£ 5 Amazon GuardDuty AR 55 %0 Threat Defense Virtual

Amazon GuardDuty & — BRIk, nAb3k B &RokIEEdE, 1 VPC Hi&k. CloudTrail & # 4%
fEHE . CloudTrail S3 #dli s fF H & DNS Hi&%, LA AWS 8B 71 I R 242 AU =S
s

3 F Cisco Secure Firewall ASA Virtual 5 GuardDuty £

TR T —Fiii vk 7 %€, v SSH LAY CLI % Amazon GuardDuty ik 455 Cisco Secure Firewall
ASA Virtual #E .

i v 7 248 Amazon GuardDuty ()80 0 T B sl g5 3 = AL b B S5 B 1P, FF8
XEe=EE CEEIP) RUBiY Cisco Secure Firewall ASA Virtual, LRI 2 W 25 F1 R R #0557 K
Sk Hix sk GERE P K.
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| # AWS = L #38 ASA Virtual

HO
;ﬂ.
H

i 8 3

e
El

it £ I A2

PLR A CAE R B I A g v 07 v H W T % Amazon GuardDuty 5 Cisco Secure Firewall
Threat Defense Virtual 42 4.

LR TAERARE E R T 7 ASA virtual () Amazon GuardDuty £ B fift 4k 77 %

1FAM%KIT 545 Cisco Secure Firewall & & & I288 £/
N LAERAEE 7R T Amazon GuardDuty 5 Cisco Secure Firewall B84 B8 4l FH X 25 60 % 20 1)

BRI TS 5
Amazon Amazon AWS
GuardDuty CloudWatch Lambda a

\J
1
|
[

1 : : =

G

Amazon Amazon
S3 Bucket SNS

457813

(1) |GuardDuty 45 2 AE Rl B3 RGBS 1) CloudWatch A2 MRS S

(9)  |CloudWatch HifF 2% AWS Lambda b3
N '/

(3) |Lambda BREZHUHT S3 AFMAT P SCHF P AR TN, FRIEIL SNS Ak Rl

(1) Lambda p&£01# H| Cisco Secure Firewall ¢ 7  BE#s A B EHL 1P bk ke pic & Bl 5 5
N S TP

(5)  |Cisco Secure Firewall B #/H HLas 1yl 47 I S Hi5 R FLAF B a6 MR TIC AL R 3 A AL AL A s
BB 1L H GuardDuty 4R 35 RS BT E .

WG TR 45 SR 2 W 265 00 2 41 5 Lambda B 2GR A8 5 TP HOMERC S0
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I & AR X R 4R

7£ AWS = L5338 ASA Virtual |

EERGS

152 BA

Amazon GuardDuty

—I0 Amazon k%5, 137 N XIS F AWS BHE (W1 EC2. S3. IAM
SN

Amazon Simple
Storage Service (S3)

— IR 5 7 SRR I % AP A AF 1K) Amazon JIRSS:
* Lambda FR %L zip SCAF
* Lambda Jz* zip 3CfF
* ASA virtual Bt & 55 A\ SCHF (.ini)
* fi7 Lambda R 504 55 (3% 2 TP Hubk 51022 (R HA 3R 5 ST P (axt)

Amazon CloudWatch

T LU DL Amazon IRS -

. "*}“ GuardDuty IR%5 2 BB LR E S, Ffk Lambda p&ECR AL
g,

* %t CloudWatch H &40 9 d5% 5 Lambda BREAH XIS

Amazon Simple
Notification Service
(SNS)

FHF-HE22% o BB A0 1Y) Amazon ARSS . 186 B 1~ S 400 25
* Lambda PR EURIIALFE K GuardDuty 45 R4S B

 Lambda PN Cisco Secure Firewall & B2 AT 10 Friedl{= & .
* Lambda pR %8 2 (AT A0 KA R .

AWS L ambda & £

— i AWS JelR S5 28SRGS, AT ARG L N A, JF 3 B
JZiH 5% YR . Lambda PR %34 T GuardDuty 45 1) CloudWatch =4 U i
Ko EMEAERT, Lambda BRI T7:

* 4b3 GuardDuty 255, DUGUE R BFFA A B EAM, W™ EmrE. dh
. TR TP kA,

o (WTHEE) % E IP #hlik 55387 Cisco Secure Firewall & i ds 1)
PR 455 5 G2 2H

* BT S3 AFAif Al SO R IS TP Huhik .
* J# 4N Cisco Secure Firewall & B 51 8% 8 T4 4% 5 50 AT (] 45 i

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19



| # AWS = L #38 ASA Virtual
wpwntte |

CloudFormation #8 | F T-7& AWS H #3584 5T 7 (0468 R s U
R CloudFormation FAR 27 DL %5 .
* AWS::SNS::Topic: -T2 B 7~ BB 20 (1) SNS =8

* AWS::Lambda::Function, AWS::Lambda::LayerVersion: Lambda B£%{
Mzt

* AWS::Events::Rule: F - T#4li GuardDuty 45 - /il & Lambda &%)
CloudWatch FAF RN

* AWS::Lambda::Permission: CloudWatch Z5 {440 fih % Lambda B %)
IR o

* AWS::IAM::Role, AWS::IAM::Policy: 1AM fAEAIKIE %I, HT R
VEXT Al AWS ZE U5 f) Lambda bR 55125l il BUPR »

SRR RS2 ] NS LA E SRR

SFFRR T A

* GuardDuty 5 Jilifif ¥ 7 %538 H T8 H CLI over SSH & #11) Cisco Secure Firewall ASA [,

 Lambda pRZn] LLEEH Cisco Secure Firewall ASA Virtual. #fi{f Lambda p&%gn] LS FH 235 TP iy
HEi%E$#; %) Cisco Secure Firewall ASA Virtual.

Amazon GuardDuty F1 Cisco Secure Firewall ASA [ 1 & B\ B
JE T 70 PR

* Lambda & HA G 5748 82 TP Huhik BB R 20 R 4 o AR 5 LGS U il RV [m) ks, DA
BHL LA AT AN T SR U A

o PEER RO AWS IR S5 AT X R X 3o W SR BT AN F] X ) GuardDuty 455K, L Z0E#
R 5 DA 1 5451

« #&0T LU{# ] CLI over SSH it & ASA Virtual 8 ¥7. A3Z# ASDM . CSM 1 CDO.
o LR S B S . ASSCHREAD S IR TR TV
o URAEEAN SO AT A N A, AT

o FUCRF I FR KMS 2 4HE T I

o AT SRR 2L ] Lambda bR 20T D5 17 (9 51— KMS S 91T I
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Bl 5 Amazon GuardDuty 5 ASA Virtual %5

7£ AWS = _EEBE ASA Virtual

1% Amazon GuardDuty 5 ASA Virtual ££ X

PATLL P TS, K Amazon GuardDuty 5 ASA Virtual H2k

AWS <1> Enable <5> Upload <7> Deploy the
Management ~ Amazon ~ the integration ~ integration
Console GuardDuty files to Amazon solution
S3 bucket
Local Machine (2) Doyv?loaddthe \:i/r Prepare the (éj Collect input
forpiata from Guarabuy Trne
the Cisco integration files CloudFormation
?enHqury for deployment template
posi
Secure Firewall (3 Configure Secure
ARVl | e
to work with
Amazon
GuardDuty
TiE=d) TR
{’i"\; AWS EHPEH & 7E AWS A H] Amazon GuardDuty k%5 , 26
— 82 I
2 AR "N}, Cisco Secure Firewall ASA fZ £l Amazon
GuardDuty fif# ¥ 77 ZEH5ih , 2 83 Tt
(3) ASA Virtual fit B 045 ¥ 5 LU 5 Amazon GuardDuty fic &
— i, %583 1T
4 AR THE AL HES F 328 1) Amazon GuardDuty %% 5 SC
, %86 1T
/5\' AWS & s & 4 A A% %] Amazon Simple Storage Service
S ’ gﬁ_ 89 TJI
6 AH AL 4 CloudFormation FEAR I AN S50, 2 89
i
\7 AWS PG HREHER , 591 1T

7£ AWS _t = FH Amazon GuardDuty AR %

AN AUTLE AWS L)t Amazon GuardDuty %5 o

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19




| # AWS = L #38 ASA Virtual
T & Cisco Secure Firewall ASA [E#)#1 Amazon GuardDuty %R 75 215K .

FHia Z |l

FPRITA AWS BN T [A]— X 3

UK

S 1 {1 https://aws.amazon.com/marketplace(Amazon Marketplace) J1- % 3¢ .
HIB2 KIEFE BRS (Services) > GuardDuty.

IR 3 1 GuardDuty G s FF A (Get Started) o

S 4 5452 GuardDuty (Enable GuardDuty) PLJA ] Amazon GuardDuty A %5 .

A %)A3 M GuardDuty 245 5L, 152 AWS SCRY 1) GuardDuty AJ 7.

T—F M4

MIEFEL GitHub f74# 7 T 4% Amazon GuardDuty fif# ¥R J7 304 (BIRRAIEIAD o 3520, 4k Cisco
Secure Firewall ASA JE ! Amazon GuardDuty fif 77 B , 5 83 T

T2 Cisco Secure Firewall ASA FE$.1F#0 Amazon GuardDuty #2)R /5 =54

% Amazon GuardDuty ik /7 T 5 130 #511 Cisco Secure Firewall ASA Virtual [ [F 352 I
AFIREAR 7] W JER} GitHub A7 FESREL,  Huhib 2 -

https://github.com/CiscoDevNet/cisco-asav
PAR 2 S8R} GitHub A7 0 ) 55 551146 -

Xt it AR

READ.MD SRS EE

configuration/ Cisco Secure Firewall ASA Virtual fitt & /AR

images/ ‘BALT Cisco Secure Firewall ASA Virtual I Amazon GuardDuty
TR T ZE VLW o

lambda/ Lambda pF % Python 14

templates/ T35 CloudFormation F5i#K o

AL EFEE IR & LIES Amazon GuardDuty Bt &1{E
Lambda & £ 40 B Amazon GuardDuty 25 5 IR i & CloudWatch S5 (1305 & IP Hidik. 4X)5, Lambda

PR A2 (i TSI R TP MR BB ASAV R IR Z0 S o AR ), Hmlt T UC A P a2 R 4 0 R A Ak 2
Uit AR i P S
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7£ AWS = L5338 ASA Virtual |
B oemnsxza

BII 52 P 2% X 5k 4R
7E ASA virtualF', #0204 Lambda bR HCE A0 28060 %41,  LLEE B Amazon GuardDuty £l £
(RS2 1P Hiudl o

WHRAMEH Lambda PR ECKEC S M55 41, W Lambda &2 A8 —ANERINZFR A
aws-gd-suspicious-hosts [ 4% 541, LLROBFREE 1P Hulik.
£ Cisco Secure Firewall ASA Virtual 5 61 2 W 48 % 5 40

{F Cisco Secure Firewall ASA LT, #0704 Lambda RELOIE MRS %4, LT B Amazon
GuardDuty il 2 ¥ & 1P Hidik.

WARAMEH Lambda pRECKEC E 260 541, W] Lambda s 2x g — AN BN FR R
aws-gd-suspicious-hosts ¥ 25 R 40, DASDFRERE Ptk .

W), EAE ACL UM P I R0 R4, AT RERT B AU TP Ak B R A . m] AAE SRS ASAY
AR AP R .

5 MR 4855 G4 R ) SR D E 245 L, 1550 (Cisco ASA #5115 k% CLI Bl E /) -
FEENE M ERRA, AT LR DR,

UK

181 % Cisco Secure Firewall ASA Virtual.
W2 QT UL X G . FEARGIT, TR EE 0 G Al in T — AL ML 1P Hikik 12.12.12.12,

TP

hostname (config)# object-group network aws-gd-suspicious-hosts
hostname (config)# description Malicious Hosts reported by AWS GuardDuty
hostname (config) # network-object host 12.12.12.12

YR 3 QU B FT U ) SR s e AR, DU ] R 40 R AL A B\

RR
W] IAESGAIE Lambda bR EEAE SR 1P Huhik SR I ER 0 241 n, QU s EgT U i) 42l skoms sl el 4%
[EE A R

T

hostname (config) # access-1list out-iface-access line 1 extended deny ip object-group aws—-gd-suspicious-hosts
any

7£ ASAv H 4375 15] Lambda & £6)iZ FH Ak A
Lambda PR3 ASAv _EIE R P SR AR & 55 8. AR m) 0 15 I8, P B306 i AR .

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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L1

%
g
N

AREIEH T ITEAE R, W2 (Cisco ASA R BT KHs CLI FLE TR ) «

B

username name [passwor d password] privilege level

il

hostname (config) # username aws-gd password MyPassword@2021 privilege 15
e & 44

username /i J" 4 attributes

ENUE

hostname (config) # username aws-gd attributes

A P S T A IR 45 100 A B B3 2500 U7 T SRR
service-type admin

Al

hostname (config) # service-type admin

(AME) fnEERg
B N DR N e oI A LA G DU R N SN AT

i FH Lambda p& £ R] Vg 0] 1 5> KMS 2580 0 43 % 65 . 18] awskmsencrypt --key-id <KMS-ARN>
--plaintext <password> fir 4 LLA: BN 35 it . 4055 22 I lic & AWS CLI A fgistT it 4.

)

i) meEwn I

ER MO KMS 2580 2 A0 AT N

K AWS CLI [ Z 5 E, 1EZ 0 AWS fr 2T 5 . A R EEHAINE FTEAE R, 155 H AWS

SCRY (OISR ST N E R KMS 1) AWS CLI 74 5% .

ZNCIR

$ aws kms encrypt --key-id <KMS-ARN> --plaintext <password>
{

"KeyId": "KMS-ARN",

"CiphertextBlob":

"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUU7THQRNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
G9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZOMEAS4WEQOM45ATk T SekX2mniAgEQgCcOaveoHhol

+wxpWKtXY4y121d0z1P4£fx0jTdosfCbPNUExmNJ4zdx8=""
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7£ AWS = L5338 ASA Virtual |
. % B T 802 i) Amazon GuardDuty 3535 04

}
$

CiphertextBlob % £H 1) {E )3 FH 1F %1

e F T 382 1Y Amazon GuardDuty 355 34
Amazon GuardDuty fif £k 53528 U1 USR] Cisco GitHub £74i 221 3K .
76 AWS % Amazon GuardDuty iR 5 2 1, IS IHE & LUF S
* Secure Firewall ASA virtual & F 2% i & g \ SC1F
* Lambda bR %{ zip SCfF
* Lambda )z zip 3CfF

HEEFEEWMAXH

LERC B P, A 2E LB Y Amazon GuardDuty fi# ¥ 7 42K ASAv FITFEN{E B .

FHIa Z Al
* TERFERC B SR BETT ik PEARE R, e A B g IR HLP 54T B A S U AR IE -

o BHORAENCE SO I E > ASAv. WIRFCE T 24 ASAv, 4 Lambda bR #0A] G823 [F] 1 5
BroCHETR T E T ASAv, MM S B4 SRR 2 YEAT M o

o AR N ASAv [ 1P Ml R4 FR

* {2500 Lambda DI REE— AN HATE BLEBURIIAT K™, SRJ5 A REVT [ A1EEHT ASAv (1)
XL S A

UK

S Gk 4 Amazon GuardDuty % Y5 SR A TS L

SIE 2 WA asav-template > configuration SCAF3 .

P3RS T AT asav-manager-config-input.ini 3XfF. FEMSCIEA, b2t A vf R4 R i
2 Amazon GuardDuty fi# ¥k /7 ZH) ASAv R4S & .

T4 FALLT ASAv 2

SH i AR

[asav-1] WOy HR: AP MER) ASAv ARIRST
public-ip ASAv )23 1P ik

M4 FH T8 5% ASAv [T )1 44

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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4 Lambda E s et I}

2% 15t AR
Y T8 5% ASAv RV A% a] DL 2 SOARS 2, ]

PLEAE ] KMS 028 0 s 745 £

enable-password

JA H ASAv [ . SR A] DL gl SeARK 3, T DU
i KMS I8 i n s 775 i .

object-group-name

Lambda BR8P 3% 72 311 TP 58 35 10 0 2 ok 5 40 R 44 %
WIR BN Z AN B A AR, SRR e E LLE S
53 B AR

SIES RAFFH M asav-manager-config-input.ini .

T—5Hit4
{7 Lambda e EUAARY ST

AE % Lambda & #7744 X4

AT UL Linux FREEH A7 Lambda bR

\}

xR

FiaZ |l

AR IR ] BE AR ST (A AT LA R ST 52

AR Linux EHLIZ T2 Python 3.6 5 =5 i A Ubuntu 18.04.

UK

HIB1 £ N4 Amazon GuardDuty ZEJ5 A M THEAL_EFTIF CLI % & «
IR 2 i F| Nlambda SCAFFEIFAARE A, BUF A& Linux ALK R GIIEIAS

$ cd lambda

$ zip asav-gd-lambda.zip *.py
adding: aws.py (deflated 71%)
(deflated 79%)
(deflated 73%)
(deflated 65%)

adding: asav.py
adding: main.py
adding: utils.py

3

45 asav-gd-lambda. zip CEIEE .
$B 3 B HIFOCH CLIEHIGS .
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. % Lambda B30

T—2#ita
R IS4 304 asav-gd-lambda. zip XA KRG Lambda JZ 145 301

A% Lambda B304
AATAEUATLE Linux FEEH /7R Lambda J2 3014

\}

AR AR ] RE R SO A T SN LA R ST R

UK

ST £ M4 Amazon GuardDuty %55 A T8N T H CLI #5306 .
PR 2 1k CLIEEH & hHAT LA N 1A,
DL A& %¢%% 7 Python 3.9 1) Linux AL (41 Ubuntu 22.04) 7Rl A

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3.9 install cffi==1.15.0

pip3.9 install cryptography==37.0.2

pip3.9 install paramiko==2.7.1

mkdir -p ./python/.libs cffi backend/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r asav-gd-lambda-layer.zip ./python

wr i Uy A A

JE4E A asav-gd-lambda-layer.zip CLAIE.
VR, G0 Lambda 244204 %¢ Python 3.9 S JLAKSH I
PR Z&7E Ubuntu 22.04 %5 Linux FAHL_F ¢3¢ Python 3.9 7Rl 1A

sudo apt update

sudo apt install software-properties-common
sudo add-apt-repository ppa:deadsnakes/ppa
sudo apt install python3.9

sudo apt install python3-virtualenv

sudo apt install =zip

sudo apt-get install python3.9-distutils
sudo apt-get install python3.9-dev

sudo apt-get install libffi-dev

PR3 IRHIFRH CLEEHIG .

v v Uy A

T—5#tta

7E Amazon S3 f7ARH, #ELZ0 4% Cisco Secure Firewall ASA virtual it & {4+ Lambda bR % zip
SCAEAT Lambda J22 zip SO 36 Z BRSO FAL 2] Amazon Simple Storage Service , 5% 89 T

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19
88



| # AWS = L #38 ASA Virtual
1% 3214 5% Amazon Simple Storage Service .

1% 3214 £ £ 2 Amazon Simple Storage Service

e UF T Amazon GuardDuty iR 57 % TAFE, 2 SCPF EAL S AWS 1717 H ) Amazon Simple
Storage Service (S3) £l Al SCF 3 o

UK

S 1 Hi{E https://aws.amazon.com/marketplace(Amazon Marketplace) J1 % 3¢ .

H12 2 F7IF Amazon S3 55

P33 A T EA% Amazon GuardDuty #4141 Amazon S3 f¢-fifififi. &2 G4 Amazon S3.
$IE 4 KLU T Amazon GuardDuty # £ 44 %] Amazon S3 £7-fifififi »

* Cisco Secure Firewall ASA virtual it & ¥ fff: asav-config-input.ini

R

LEE AL AP 22 4R BE N 48R 5 1458 Amazon GuardDuty fift v 7 =i, AFE ALt
* Lambda 2 zip f}: asav-gd-lambda-layer.zip

* Lambda PR %Y zip X F: asav-gd-lambda.zip

T—5 Mt 4

% F T2 Amazon GuardDuty % 5] CloudFormation 4% . %2 i CloudFormation AR 1]
MANSH, 89 Ui,

Wi £ CloudFormation &4 AU N S %

JBRHEME T CloudFormation £t -7 AWS H1i3 Amazon GuardDuty fift ¥ 77 & T ifs (199 . 7E
TR DL B S HUE .

Template Parameters

SH it RA 1l
IR RIS H PN 10 2 Bk A = 41 3 | cisco-asav-gd
AR BN A PR JIT A7 B 58 R T 482
GD &5 R B B 2] * P [ AL FE[Y) Amazon GuardDuty 45 | 4.0
T Fe G TR ) L 20 7 1.0 31 8.9

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .


https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

B s cloudFormation 1R st A B 51

7£ AWS = L5338 ASA Virtual |

ikl

Gt

Z IR RSE R o AR R AR T ey
1t [ 10 45 SR A e 2

FEENE ST
* fik: 1.0 E 3.9

: 4.0 % 6.9

H: 7.0 & 8.9,

B G T IR ID*

B IR hE, I TAE Cisco
Secure Firewall ASA virtual _F3:UH
Cisco Secure Firewall ASA virtual
) Lambda BR %556 s PR 58 DA 260

abc@xyz.com

S3 fhih 2 Fk*

4% Amazon GuardDuty 4 £F3C2F

(Lambda PR %Y zip» Lambda )= zip il
Cisco Secure Firewall ASA virtual fit &
TR ) ) Amazon S3 AEAERTH
R

%40 asav-gd-bucket

S3 A7 Rt A S I/ B AR TS

LA le A I Amazon S3 £Aff AR I

flhn: "

o “cisco/asav-gd/”

B A TR N S SRk,
R B A
Lambda )z zip 144 * Lambda JZ zip X4 . s
asav-gd-lambda-layer.zip
Lambda pA#} zip 344 * Lambda PR 4K zip SCAF44 #ltn: asav-gd-lambda.zip

Cisco Secure Firewall ASA virtual /& #i

Al B4

£ Cisco Secure FirewallASA virtual
A BRARIC B VRN B~ ini XA

(AFLTIP, 4. B, Wk
B B RABFRE D

#l4n: asav-config-input.ini

F T3 02 1) KMS #5511 ARN

A KMS 1 ARN  CH -T2 0 Jin 2% 1)
AWSKMS %4) . WH Cisco Secure
Firewall ASA virtual fit. & i A\ SCfFH
PRt T Al SO, WR] LRI 25
B, WidEE, W% Cisco
Secure Firewall ASA virtual ft & % A\
SR B T A B o R A
R 1 ARN HEAT N2 . A=
20 aws kms encrypt —-key-id
<KMS ARN> --plaintext <password>

LR
ananskms<rega™<ansaounticd>kekkeid>

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19



| # AWS = L #38 ASA Virtual
mewi ]

S 15 A w151
e /2% R H R J8 P ek 25 CloudWatch 71 Lambda | #141: enable 5§ disable
RO H &

*: ‘JZ‘E&?EXL

T—% it a
] CloudFormation B i ik . WS [ MEHER , 55 91 W

ERE W%
5% Amazon GuardDuty fi# #lt J5 Z B T i iifeJ5, A0 AWS CloudFormation HE#k. {1 H H

b H R P IR O : /cisco-asav-gd-integration.yaml, FHALIEYHE CloudFormation
B i A S HO PR S 4.

UK

T Hk AWS =5
L2 ¥4 “HR5” (Services)> CloudFormation> “Hif%” (Stacks)> “ I HEFL” (Create stack) (fFEHIBIZEYE) > “HEKHHE
#R” (Prepare template) (BEARTESCAFICERML) > “H5 @B 7 (Specify template) > “HEHf K5~ (Template source)
CIHbr H SRRSO : templates/cisco-asav—gd-integration.yaml) > “fJEHEH” (Create Stack)

I RAE AWS _EHREBHERITEANLS S, T2 AWS S0R .

TS5t 4
WAEE. WEHRIENE , %92 7.

Uk, 3 wr LA [ Amazon GuardDuty 1 7 (0 EUbMEI SE8T FL 7 1B AFIE SN . 15 2 T 1 FL 5 WS 3 %0
, H591 L,

VT 1) FE~F Hi 5 188 AT

7£ CloudFormation FHi 1, —ANHLFHSAF ID #¢ B E A #e0o%F i Lambda pR£05€ 111 GuardDuty £x
FREFIE A . /E AWS E#iZ CloudFormation il f5, FGi4sillid Amazon Simple Notification
Service (SNS) 5% [a] ML I TD 2% B A0 1, 2SR AR 1 5] 388 01 B3 o

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.html

7£ AWS = L5338 ASA Virtual |
B cins

UK

a7 A EEADINIEE S TR
FIE2 S E A R AT A (Subscription) 4% .

T—F 4
it

AR E . IES RS , 592 1.

AT 3

IS UEERE
7t AWS 80 LLEFR S UF Amazon GuardDuty R T7 4, WA TR . 75 CloudFormation % 5¢
B s ST DA% B G 8 501U 1 WA TR
FIAZHI

R B LB FTL B AWS fir 247 A4l (CLI), PLsfTanr 2 uEisa . AR AWS CLI X RIME R, 1F
Z[{ AWS fir 247 A .

g2

LI G5k AWS FHEE RIS .
IR 2 3RS (Services) > GuardDuty > 1% & (Settings) > X F GuardDuty (About GuardDuty) > #&;l g% I D (Detector
ID), #XJaid FHMZS 1D,

A2 % Amazon GuardDuty il 45 S A AR i 75 2248 H LRSI 28 1D

PR3 I AWS CLI il &5, Widis47 LU T dir & 2E s 9] Amazon GuardDuty 45 2R :

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom
S 1% 4 £ Amazon GuardDuty #54il & FI 45 Ry R P B FEAL R,

B EE RALETTZR [sample] o AT DU BB JERL Ty ) e TP Huhik S5 Mok Bn il 45 R PR {5 R
$IE5 %5fF Lambda B H0EAT .

fih % Lambda pRECS, Sk LL T A%

o HLHBAE A, Horh A A S ) Amazon GuardDuty 45 5 HI Lambda bR %758 %) Cisco Secure Firewall ASA
virtual SEFTVEAN(E B

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

| # AWS = L #38 ASA Virtual
sxmamrrzEnses |

* KOUETE Amazon S3 A7 AT H R AR TS U . BB FEA Amazon GuardDuty 45 4R 5 1% & 1P Hilik.
AT DR H BLU TR 2L RBIR & 30E 44 : <deployment-name>-report. txt.

o AR AT Mo B 45 1 0 37 1) 3% TP b il 5858 UG B R A PR2S  (Cisco Secure Firewall ASA virtual) [
WA 28 5} 52 4 o

IR 6 3| AWSIEH & (AWS Console) > R 55 (Services) > CloudWatch > B (Logs) > H4H (Log groups), EFHE
2 LLIGHIE CloudWatch #5451 [) Lambda Hi& . &0 EURH BL R A 2h51H CloudWatch H &4 25
<deployment-name>-lambdas,

WIRT EWUEME G, dd% DU D BRE BR) 45 584 B s -

a) F3) AWS | & (AWS Console) > AR 35 (Services) > GuardDuty > 53R (Findings) > i£#F 45 R > ##1E (Actions)
> 1784 (Archive), LAEF )4 R .

b) MR 9 256 06 G A HR S N TR IR TP Mtk BAA Cisco Secure Firewall ASA virtualifs B 2% 47 £5¥s -

c) VEPE Amazon S3 FEA R P AR A SCPE e AT LASE S N B s 481 4 T s PR R TP bbbk ST SO

v 5 RN e v =
EHM AR ARNELE
B AN B 5 5O S3 AAAE BN S3 A AM SO JC RN ER AT HT SR o (G SR 5 2 BT L3 8 i vk
TEECE, 1 AWS #2#]4 h CloudFormation T[] L) E#M#Hk (Update Stack) .
AT LUK 2 AT 250

SH it R
Cisco Secure Firewall ASA virtual 45 BE#% I B SCI4 | 75 Amazon S3 A7l A HH s b sl 5T i B 0. 18
4 ] DU 5 2 B SCEAH R ) Bk T sk

AT BCE SRR, AT EAAER] AWS 2
I EF AR (Update stack) & 10K 53T 2

.

GD &5 W10 ik ™ FE e 2 ) * ] AWS #2541 8B #iiER (Updatestack) i
Tk o B 2 5 .

P GL IR AE ID* {FH AWS $H &5 H (1) B #T A% (Update Stack)

FEIE B M AE ID 28l . #iA v LLE T SNS ik
S5 65 N 0 B S R IR LT

S3 fif i 44 B 158 FE 397 44 #5897 Amazon S3 FEA#A T 1) zip SCAF,
SRIGAEF AWS $16 &  IF B #td% (Update
Stack) IOk B B S 40

Lambda JZ zip SCfF44* 5 F 91 2 #X 6 8 Amazon S3 74l i Lambda
2 zip X4, AR AWS #5356 b ) E T
¥ (Update stack) 3237 K 5 5 b 2 51
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7£ AWS = L5338 ASA Virtual |
| A

¥ EER
Lambda P& % zip SC44* 1 3B 44 F% JE BT Amazon S3 A7 f# 4%  [f] Lambda

BRIEY zip SCAF, SRJAEHT AWS 325 & o (1 B
% (Update stack) & 1K BB I 2 K0 {1 -

FT 205 I 1) KMS #4111 ARN ) AWS Pl & (1 B #i R (Update stack) i
TR S 2 K

Je IR i H i AWS #1) & i EE T d% (Updatestack) i
P QR T £

UK

S L E| AWS FHHRHIG .
P2 WA, 5 BB KA AT SOk
SR I GHORKE RISy I R E A A7 b A 52 208 (K A7 i o

* Cisco Secure Firewall ASA virtual it & 3(f: asav-config-input.ini
* Lambda JZ zip (ff: asav-gd-lambda-layer.zip

* Lambda pR %L zip CfF: asav-gd-lambda.zip

o B AR A 0. <deployment-name>-report.txt

HIE 4 WS A, 1% Services> CloudFormation > Stacks > > Update (Update Stack) > Prepare template > Use
current template > Next > <update parameters>> Update Stack .

EREIBMR
VPN 1%

AWS c5 S IPERE LLEE I €3 ¢4 Rl md SEmf3 2 . 7E o5 SEl R4 [, RA VPN Fit & (fif
450B TCP #i &5 AES-CBC W% DTLS) KZ1N:

* c5.large I 0.5Gbps
* c5.xlarge |- 1Gbps

* c5.2xlarge _I= 2Gbps

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19



29 =

7 AWS 232 ASA Virtual Auto Scale fi2R 77

S

* &M T AWS |- Threat Defense Virtual ASA Virtual HJ Auto Scale ¥4 , 25 95 T
* HUERSAT . ZH 98 1T

* 1% Auto Scale IR 5%, 45102 1T

* EPUTSS B 108 1T

o WeREHERR AL, 28 111 5T

i&EFHF AWS _L Threat Defense Virtual ASA Virtual B9 Auto
Scale B R A X

PLUR #4574 Auto Scale fift ok /7 A% AWS (1) ASA virtual KIEVEH] .

iz

Cisco $2f}t CloudFormation B FIEIAS, T 24~ AWS H45 35 ASA virtual B KBS 16 B34~
JEAL, fLF5 Lambda. BAIY e, 37 E3Y% (ELB). Amazon S3 {74~ SNS Fil CloudWatch.

AWS H1 1] ASA virtual Auto Scale /& 5¢ B CHR S 255 CRU ML INRER B S AN KA B ERIAL
‘B LUE K B3 BRI AWS FREEFR K] ASA virtual 5241 . MRAS 6.4 TFUR, o B A0
P 2 Auto Scale i T4

ASA virtual Auto Scale fi# ¥k /7 % i3+ CloudFormation AEH ) FEE, AIHR4E:
* SEAHIMACE & H BN H T 5 ASA virtual 5241 .
o NI 23 AN 22 0] A X AR S

o SCFE A FIRIAEH Auto Scale Tt
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7 AWS E#3Z ASA Virtual Auto Scale 2R 5% |
B =5=msnsmi Auto Scale A%

¥ F = BB 4R$MAY Auto Scale £ A1

A FH =49 B H 278 T 1 ASA virtual AWS Auto Scale 6k 7 ZHEH X, T AWS Fi#@iyfes R
FOVF NS R IER:, IR SR VF AN A B s 1l I ASA virtual s KB AP

)

IR WINTEEAAE SSL R SHET , 101 UL Hh TR, 24 559 SSL/TLS iF 5.

T 1 TELBEK 9 F) 7 28035 17 2 T LA I 2% 97 A B4 i 3 N U R PP SR B e o AEPIARIS DL, AT AWS
SORMGAFIER . WAEHI RO TR, LA M2 ASA virtual B HEE K. Aol e 4 i
JURE

)

ER NIRRT AR R A S L0 ASA virtual.

15: (£ Fl = BB S& AN ASA Virtual Auto Scale {3 Fi =151

______________________

| Availablity zone - 1

Apps
ASA virtual Autoscale Group

______________________

Cisco ASA virtual
Autoscale Solution

Customer’s Application
Infrastructure

i 1
| |
| Subnet 1| | :
P < i i
s adl o :
]
I | [ | 1
L | Internal |, | ASA [
N P ] | *| virtual 1
: | N-Iltn;::;‘l-m; !
! i s {
Lol s le— T !
o i |
_____________________ !
i ~»| Internet
e R P e
| £y zone i ! virtual 2 ELB
[ i eer et i 1 | =™
I = 1
o Subnet 2 | | !
o o i
! I i | |
! 1 ] i |
] L | ASA
i | f i {  —» - 4
I i — 1 { . virtual n .
i | - i | Non-Autoscaling i Inside futeide
i S !
b T |
I
I

HeT o R 2> SO AT RERT o X Tl NAT B SERL. fildn, i e ILHCR Y LB DNS. Jil: 80
L RGURE AT LA e BN IR 1 S e 88 YRR LB H BN AR 2.
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| 7 AWS L#8E ASA Virtual Auto Scale iR 75 5
{3 AWS [R5 $2 2578728 9 Auto Scale £ I}

&£/ AWS W 5k £1 £ 19 1&7128 B9 Auto Scale {5 F =451

BB 7R T ASA virtual AWS PG 282745 (GWLB) Auto Scale fif i 7 S A8 H 241 o
AWS GWLB SV NS G IE 4z, [RIHG SR/ A RTINS A B ) ot 1 i ik SR ASA virtual 97 K 5% 1)
P A i o

HD 170 F B 9 (%) 47 838 1 4 1T LA AWSS W DG 4 234 i 245 4¢3 (GWLBe)oe GWLBe 2K it K ik 2|
GWLB, A5 Ki%2] ASA virtual FEATRIN . EPAEOL S, BT AWS ZERAI&AFE A . anddi
FWE TR, LA ML E T ASA virtual 4R 1) ASA virtual GWLB Autoscale fif i 7 %, /&
M5 4 A P e e

\)

AR R RO kR AN 2] ASA virtual.

16: ASA Virtual AWS GWLB Auto Scale {§ Fi Z {5 &

Managed by customer Created & Configured by Cisco Cloud Formation Template

Security VPC

Application VPC

B oo =

Internet
| Routes ] I W II Subnets]

ASA virtual

1
|
|
|
|
|
: Auto Scaling Group
|

I oig 0/0

Security Serverless | toragef
| groups | | Subnets | |Camponants|

Health Zone 1AM role
probes distribution

groups resources

|
|
1
|
|
|
Securrty | I Other 1
|
1
|
|
|
I

Auto Scale 2R 77 Z=89 T{EN &

H T WA RERIS A4 RE ASA virtual 52451, —MFRA Auto Scale Manager (KM S22 IR FRFE |
A B AR INEM R ASA virtual 261, JFRCE ASA virtual S24)

Auto Scale Manager 1 [} AWS Jo/IR55 &8 AR BEAT L, JF H 55 AWS BEJ M1 ASA virtualilif5 . AT
%ﬂﬁ CloudFormation fAR K [ ZHAT Auto Scale Manager ZH 111353« IEBRRGA 1385 50 B fift vk
SERAEAE P (1 oAl B2 U
%.

B MRS Auto Scale JIA H T CloudWatch PRV, DS X ZE R 39 Bl 4 20324

Auto Scale fiZ)R 7 =4E M
DU # AT Auto Scale fif vk 7 4.
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£ AWS %32 ASA Virtual Auto Scale 2R 5% |
B oo=se

CloudFormation %4

CloudFormation A FH T4 AWS ' Auto Scale fif th /7 ZE Tt (M5 U5 o ABAR LG LA R #5331
* Auto Scale 41 SBEIYHTE . 2 RAMILAD ST
o BB R E SRR

A

AR BRSBTS T R, DR, PR S A A S ) 6
Ao

Lambda £ %4

Auto Scale fif ¥R 77 % 24 Python T K ¥ —41 Lambda pR%5, nI LA A= iy 44 1 SNS.
CloudWatch S/ B iR H ATl . FEADIREC T

o [a) SEEIAS I/ Gig0/o Al Gig 0/1 #2111,
o [ B g AT B H AR ALE M Gigo/1 B2,
o {fiFH] ASA it & S/ IC & AT 2EHT ) ASA virtual.o

Lambda e %7 LA Python fLITE RAATA % .

& A EEAE T
o A i JLYI R 5 T ARG TS5 1 2 o e 90 S

o JERENSEEI, A JE BAE - Tl % Lambda FREL, W% 178 N3] ASA virtual 5241, 356
ANEREE L 1P V3 H AR .

LRSI, A R 7 T Lambda 2 AN HARZHIUN VT ASA virtual 52451 .

Simple Notification Service (SNS)
* K AWS i Simple Notification Service (SNS) JH T4 il i F.

© ZWT AWS TS5 % Lambda BREAA IE & OGS, PRIGIZAR U7 A8 SNS 12—
Feg2CEE, DUERE T SRS Lambda bR 4L

AR

THERE
N2 JA 3l ASA virtual AWS Auto Scale fif ¥R 77 S TG (1 SCAF o T ASA FUAS (1358 58 BELAS FIASEAR ] A
GitHub 7 3R E

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19


https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/aws

| 7 AWS L#8E ASA Virtual Auto Scale iR 75 5
T |

AR VAR, Cisco PN A I REME ARSI AT A TR B, AER B Cisco TAC SZH5u [
W eI A GitHub BT i ST E R SO o

Ehthweic &

fE v BE/ N B GitHub AR, W AR E e 46 3] infrastructureyaml SCfF. ¢ CFT #] ]
THEE VPC. T . ACL. %441, VPC K FLEA 1RGSR K S3 176k, n LME Sk
CFT UUFF RS I EEK

DL 1 PR A X L B 5l HLAE Auto Scale I E 215 8o AT LTS B ix e vt s,
n] LLZE Auto Scale HF 1.

\)

E®  Infrastructureyaml BHAGTEE VPC. FM. ACL. %441, S3 fEifiA VPC &Kifii. A 64
SSLiEfi. Lambda 8k KMS Z8 #t i

VPC

TENEAR B Y R P 2R AU VPC T VPC HAT— AN TLIR R 5, i H A /DA — ANl o 2 FLI5 M 1
HEHOER M. AR R FRSERIZEK, TSR .

T

AT DU T Z AT & NI R P 2RI 7 M T S0P BTz, ASA virtualLHT 22 3 A1 R4 fiE

=
Y

AR WURFEZ ATV, AR X ISETE L, RO RS AWS 25 i X 3

SNEBF

AN N Z H AT RES RS “0.0.0.0/0” HEHE IR P S U BRIARS 1o IR0 7 ASA virtual FISME
£2-4 BRI AN CTREN: RN DI 02 I (VA e i S

RARF M

XA e HABAT NAT/ IR I OGRS FR 1 L. 1R, 6T ASA virtual S84 R BLER
W, WZ AT DOE L 1 80 Fik AWS JuEdE fli4s 25 (169.254.169.254)
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£ AWS %32 ASA Virtual Auto Scale 2R 5% |

e
A\
ER /EI AutoScale fif R T R, IS A ATIRGLER I 2% 28 1 inside/ Gig0/0 £z 1 & 1) 2] AWS TG
Bl sS4 . HE, Sl LU E SR g A 23 i A& 2% 21 ASA virtual RIS 1T R BRI IE £
BT .. ERXFEOT, BB AWS JOBHE R4 280 S8 oA AN FI N TP Hhht, DIiRfitiE
AT AR i) )3
ETEF M
BET- AL S ASA virtual 85 B 1o SR BRI HE g m
Lambda +X
AWS Lambda pR %0 75 28 FH NAT B SAE A BRI RPN T M . X {15 Lambda e E0CH % H T VPC.
Lambda A 75 EAZ LA 7 W —FE 417 56 . f3 9% Lambda 1M IR fESL R, 1S AWS TR,
NMAEFFM
Auto Scale fifEHR 77 ZEXF Bb 1 WA IR H,  (H SR FHRE T 755 VPC A H i8N AE 1 )
FRES BMBE. KR AERREAS T T NEELS. ESH (AWS #4507 383y 7 A
FEED) .
Z44h
FEFAILH Auto Scale ZURH AL VF T A 4% . R L N IEREE Al {# Auto Scale fift ik 5 5 K35 AE -
* 15 B0
im0 FHAR F X
TEAT AR sty 1 | T8 ) L 306 DX ) B BRI i 2SRRI | NS, PO 1R
(BRIN: 8080) 8
R i 1 I R e #5 v AR N
Amazon S3 7=&#H

Amazon Simple Storage Service (Amazon S3) & — T[S (AT A T etk . Bl vl HPE. 24k
FIPERE N GAFME RS o B80T LK 7 KBS AR RN . FH A 3 ASEAR 1) TG 4 7 SCAF R TBCAE S3 A7t v o

HEASART K5 S3 AZ AT I Zip SCHAEE Lambda sR%L. DRIG,  S3 A7t A N % ARG AL ik
S
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-ug.pdf
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| 7 AWS L#8E ASA Virtual Auto Scale iR 75 5

sstirs it [

SSL Ak 55 25 iEH

Lambda =

KMS £ % %A

Q1 ST 1) B ) ) 6 2 4 1l 2 A 20 S FF TLS/SSL, 75 BEHIE 15 ARN. A5 VR4S B, 15 S 0 LU T ik
$:

o ff AR5 220E 15
o QUEEFAIRN B 25 44 AE IR T IR
o i H2544 SSL uE P fi)sdt AWS ELB (3 = 7854

ARN 7544 : arn:aws:iam::[AWS K J' ]:server-certificate/[ UF 1544 #X]

AI7E Linux 5544 autoscale layer.zip S0, Wi%¢3% T Python 3.9 [f] Ubuntu 18.04.

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install cffi==1.15.1

pip3 install cryptography==2.9.1

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install pycryptodome==3.15.0

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

B autoscale_layer.zip SCA4 5 il £ lambda-python-files SCAE .

W ASA virtual ZA A INE R, WIFFEILI. R, AFHFEIANE. BN AR A1
KMS % . 4iiR17E CFT L4 A\ KMS ARN, JUAZI00 85 i s o 750, 2R Y 4l S04

AREFPIFINFRTEDEE, S0 AWS SO (RIS D) M5 T35 e Fl KMS 1) AWS CLI

%,

2R

$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUUTHORNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
GI9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZOMEAS4wEQQOM45ATkTq]) SekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y121d0z1P4£x0jTdosfCobPNUExXxmNJI4 zdx8=""

}
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£ AWS %32 ASA Virtual Auto Scale 2R 5% |
B rvthonzms

CiphertextBlob % £H (1) {E 3 FH 1F 21

Python 3 IR15

AT LAAE T B AT E TR 2% H 5% h 4% 1) make.py S0 IXFESH python SUIF R4 Zip SCUFH R 612 H
PRSCAER . T HATIXEEAE S5, Python 3 PRGN iZ AT o

ENZE Auto Scale FIR G ZE
HEE

PRV ] R 2 B L e
MASH

EB LT, DB FRASH

)

AR X AWS KOG T (GWLB), LoadBalancer Type. LoadBalancer SG. LoadBalancer Port £l
SSL certificate ZHAIE H

% 16: Auto Scale i NS5

S¥ RIFHIE/ZEE R
PodNumber TR H X& pod 5o X¥HAEN Auto Scale ZH 44 FxK (ASA
P virtual-Group-Name) [ f5%%. #l0, Wi ibEH

“17, NIZHZFRHKH ASA virtual-Group-Name-1.

NN 1AM, HAY 3 M. BOAMA:
1

K Nd{1,318"

AutoscaleGrpNamePrefix | 5245 X Auto Scale H A FRHTER . pod FH-AF A G 4441 o
R 18 M
/fil: Cisco-ASA virtual-1

NotifyEmaillD PR R Auto Scale FHAEREAY A2k B b i HB Akl . SRR 2L
BT B K

7~ admin@company.com
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| 7 AWS L#8E ASA Virtual Auto Scale iR 75 5

wrss [

SVFRYE/EE

AR

FIFH

FUIE LA VPCID. ‘B NVHETE AWS SRELE .
KA. AWS::EC2::VPC::Id

WERAFH “infrastructureyaml” SC{H 2 RIS
HE R (0 LR ks FL AT B . 1 AT A .

LambdaSubnets

LIES

H4 352 Lambda pR 51 1M
M. List<AWS::EC2::Subnet::Id>

WERAFH “infrastructureyaml” SR B ST AER
MR 1% R ks B AT AR . 1S AT A .

LambdaSG

HIES

Lambda pREL1) 24241 .
AL List<AWS::EC2::SecurityGroup::1d>

WIERAFH “infrastructureyaml” SR E RIS
HE R (0% R ks FL AT B . 1 AT A .

S3BktName

TAF R

SCAFIR) S3 AP AR . ARSI AWS ZERAERE K ™
HC LRI

WEARAFH “infrastructureyaml” SCAK B ST AER
HERR PR At B o AT e . A A .

LoadBalancerType

A ) ELIC I 1) R 8 3 T g 2R 7, mT L2 “application”

gy “network” .

7~fl: application

LoadBalancerSG

o as i) 2 . RS M T g, A
SATHIE . (HENSR a4l 1D,

A List<AWS::EC2::SecurityGroup::1d>

WIRAF ] “infrastructureyaml” SO B Rt 4R R ,
HER g R R B AT DB . 0 A P A

LoadBalancerPort

AR S0 L . i FOERE LB A HTTP/HTTPS
o TCP/TLSAE A PMSL,  FEARHi BT I 1) 61 4838 1 2§ 25 Y
T,

fff PRty A AL TCP g 1, B8 1B 28t 3 35 iy
BTV FE T o

BRIME: 80

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .



B s su

£ AWS %32 ASA Virtual Auto Scale 2R 5% |

SVFRYE/LER

1L FA

SSLiF

FIFH

FH T2 40 & RE ) SSLAE+ ARN. 41 A Hq5E,
IR AR A8 i BT JE B3 R TCP/HTTP. G
O, WILE B3O as 1T s RN
TLS/HTTPS.

TgHealthPort

Shu It H AR FI21 IR . 7E ASA virtual I
BT e IS AR DRI 95 5 i 31 AWS JTHE
Mg e, HHANH TR E. & NiZEE R TCP i
1,

n F A A B N AN B RIS ARG, AT LA
ASA virtual AV H1 5 5% NAT #0072 Fs ol 1,
WU TSI, ASA virtual BbR 0 Mg AR A
1B, o T SIS AT BRI AN 1y e o
7~ 8080

AssignPublicIP

AR

WEAREEFE “true” , WPHFPECAIL TP, WIAJE BYOL
FA ASA virtual, T EE A REIER R
https://tools.cisco.com.

s~ TRUE

ASAvInstanceType

Amazon Machine Image (AMI) 3z 5 A [r] (1) S 451 2K 7,
XSG S TR HE R 5 S PR R /NI 75 1) N A2

LSS B 37 HE ASA virtual (K] AMI S2451 255,

A~ c4.2xlarge

ASAvLicenseType

ASA virtual YFRJUE2RAY, B LLE BYOL 5 PAYG.
LRAH R AMI ID A5 AH [F] i VF v] 228,

~: BYOL

ASAvAmild

ASA virtual AMI ID (52011 S8R ASA virtual AMI
D) .

A AWS::EC2:Image::1d
TR 1 DRI T A AR W AS JE 86 IE A /K] AMIT ID
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| 7 AWS L#8E ASA Virtual Auto Scale iR 75 5

wrss [

¥ SRVFHIE/EE | AR
ConfigFileURL FAG ASA virtual it & SC£F () HTTP URL. URL 1% 2 it 4
AN X BIMC & SCPE . Lambda B E0K £ 57 8 87 IR
3L
T&RT LAHR 2 HTTP IR 55 28 RATE Bl & S0k, tomr DUE
I AWS S3 7 Web 55 T A
Pk 23
Ba—A “7 Al RO E S AR S A
IS B bn 1 URL.
WARAEH] “infrastructureyaml ” SCPFRHE FERIAN,
YR 1) B ks B AT AR . 1 AT A
7~Hl: https://myserver/asavconfig/asaconfig .txt/
NoOfAZs B ASA virtual N AT HIVEC R, 11 813 2
A fisd ALB #5%&, MR AWS 2K, fH/MENR
2.
e 2
ListOfAzs L5 R ERE | e 51 H 2 5 2 B X g 3
i R
1TTF
CATRIZ P EE N AR R R 265 5
HF .
WRAE] “infrastructureyaml ” SRS LA 288,
HEME R B o R AT IO . T A X .
7~ us-east-1a, us-east-1b, us-east-1c
ASAvMgmtSubnetld ESnRE  |ESrRRIE R ID B, AR N 5 AN AT
FH A D35 AH 7]
Y. List<AWS::EC2::SecurityGroup::1d>
WEHRAF “infrastructureyaml” SCAK B SEATAER
HER 105 AR 2K BT B . I AT A .
ASAvInsideSubnetld B arkRAIER RS BRI /Gig0/0 T ID A3 . AR N S5 AH
IV EIREER EA P = D57 i
. List<AWS::EC2::SecurityGroup::1d>
WS ] “infrastructureyaml” SR B BRI,
HER 1) B b BT AR . 1A A .
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£ AWS %32 ASA Virtual Auto Scale 2R 5% |

¥ SRVFHIE/EE | AR

ASAvOutsideSubnetld BgarkRAIER RS RRIIANE /Gig0/1 T ID B3R . HEAIER N S5 A
IV EIREER EA P = D57 i
A List<AWS::EC2::SecurityGroup::1d>
QiRAEH “infrastructureyaml” ST B RIS
HER 1) R ks B AR . 1A A .

KmsArmn FAT R A KMS T H&INE 1 AWS KMS #4851 1)
ARN. WICHRE, ASA virtual S008I0 . 00 0%
MAAE I $6 2 1) ARN 47 .
AN SR “aws kms encrypt --key-id <KMS
ARN> -2l SCA <BRE>" 142 [ 7 A A il 1) 2%
i,
s arn:aws:kms:us-east-1:{AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2f6468¢

CpuThresholds E5riRrsEs | TR CPU B{ER LR CPU B, &/IMEN 0, &K
fEHH 99.
ERAHE: 10, 70
WER, THREMENNT R EE.
w30, 70

B #H ASA BL & XX

T LAESS ASA 0B SO I8 JAREAE ASA virtual S0 7] 7 19 ff) http/https IG5 4% . X & bxvtE
ASA BB SRR . AN R ASA virtual ¥4 R E SOOI AL E

DA B AHAT G i £ % Auto Scale fif i 75 205050 ASA LB SCAFIR 7R 451 o

Wge. i&LE. NAT HFAiy o) 5 8%

1K ASA virtual Bt & 1 A B BT EHS AT IR DU 25 0 5L B HURI NAT BRG], 155
o

ZHLCN A

! Load Balancer Health probe Configuration

object network aws-metadata-server

host 169.254.169.254

object service aws-health-port

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eqg 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface

aws-metadata-server service aws-health-port aws-metadata-http-port
|
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| 7 AWS L#8E ASA Virtual Auto Scale iR 75 5
axasamEr [

\)

ER IS iR SN N SR VE BRI A TR GERIIE R .

¢ ASA virtual it & () 5V HIRCE w0, TS LR N2

! Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eqg 80

nat (outside,inside) source static any interface destination static interface http-server-80
service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eqg 8000

nat (outside,inside) source static any interface destination static interface file-server-8000
service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface http-server-80

service https-server-443-port http-server-80-port
|

e E B
IWAE azl-connfiguration.txt. az2-configuration.txt A1 az3-configuration.txt 314 5 ¥ ASA virtual Fit & .

)

R ST SRS VPR I (AZ) (AT B, JBFE aws-metadata-server (15 th
A LK A AR 5.

e

Mz AT 4i& 24 deploy_autoscale.yaml i . #5 W AE L LaunchTemplate 1) UserData 7Bt . 7] LAR S 77
P B UserData.  WAR N S name-server; 141, ‘&7 LA VPCDNSIP. 419 &1/Fv] & BYOL,
T AE AR L Z2VFA] idtokens

|

dns domain-lookup management

DNS server-group DefaultDNS

name-server <VPC DNS IP>

!

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>
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£ AWS %32 ASA Virtual Auto Scale 2R 5% |

. 1314 £ %] Amazon Simple Storage Service (S3)

1% 324 £ %) Amazon Simple Storage Service (S3)

target H & I ETE SCHAN A3 Amazon S3 f4fitidm. 2, 4wl AT A CLI K target H 1
BT St FA%E 3] Amazon S3 AE# 4T .

$ cd ./target
$ aws s3 cp . s3://<bucket-name> --recursive

ARE HERR

SER B AT I P45, W LB AWS CloudFormation HEfk .
% H b5 H 57 1) deploy_autoscale.yaml (1.
i FH Geneve Autoscale ] H b H 3% 1) deploy_ngfw_autoscale with_gwib.yaml SCF.

)

B UERRE

PSS
iR 2

i

7E2 deploy_ngfw_autoscale with_gwib.yaml SCEZ i, #5204 AWS GWLB H 3y Jeff 7 %
5  Infrastructure_gwlb.yaml SCfF,

148052503 1 3% A deploy_autoscale with_gwib.yaml B 25 151 1F] 61 6 1) GWLB S 612t k) ¢ 41 2544
fir 45 %0ty (GWLB-E). 7EA%# GWLBe J&, X205 HERIAE 1, LMK GWLBe H 15 FH 7 9 FER

N IR .

HRVELNE B, 152 [https://docs.amazonaws.cn/en_us/vpc/latest/privatelink/
create-endpoint-service-gwlbe.html.

Pt NS R, 8 102 TR IS5

M IR BN S, A UE S TS 8% Lambda P AT CloudWatch Fi44:. BRIAHIL T, Auto Scale 2
M) e /N FH e RSB B0 A 22 o 188 AT FH T 0 14 S0 500 AW'S EC2 #8481l 5 Hh 4 Auto Scale 4. 10K i
KB ASA virtual SZ491 .

BATRBIEAUR B — A FA & H CAERAE, R HAT M B/ ST KAl LIS ASA
virtual fSEFRESR G, B A LABGAEHAT N o S/ NECE ) ASA virtual SE60 ] DLARC 528 AR, DL
BEGAE AWS 37 SRS

AU . SR)5 K Auto Scale 41— ANERE AN I FE
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| 7 AWS L#8E ASA Virtual Auto Scale iR 75 5
arwnss |

FHAFMZ LY RIRE
LTI RSN /A [ REERAE, AT LU 2B ER
« X AWS BUaSYRE - ZR LN, T TR TGS A g R A AR
Hold MY i fe

s— /=1 1A 459
BTN IE3E
60 738, CloudWatch Cron 1Mk 2 fil A iz 7R I B AEBLER K] Auto Scale & B #% Lambda:

s WSAT B T4 %% ASA virtual VM A IEH IP, H ASA virtual Bk 7 — /NI, D32 S2A001 4

o GNERIX L TP AR H A A ASA virtualBL, T H AR P 1P,

BRESITRR SR

BRI TIR LR 4%, I 7E constant.py TR BN “True” .

BREITRR S

BE s IR FE 2%, 5 AE constant.py HUERE B “False”

ZHE BRI

FERR D BT B A dn B IS L R, W RAEH, A S sl ngsbaE D . gl he s
F—ZH1 ASA virtual S E 2K

2% F Auto Scale & 1223

PIAEH] Auto Scale Manager, A% FIAHM [ CloudWatch Fi44 “notify-instance-launch” F

“notify-instance-terminate” o ZEHIXEEA L AEFDE Al K Lambda. {H/2, CA/EHATH Lambda
P S 4842, Auto Scale Manager N2 58815 11 Mt I BR HEAR B BR B8 IR 22 iR S8 AR 15 1L T RE & &
BORAEAE

AEE R BR

HH T AWS G g 38 i a AN SRV BT 24N 0 4852 L1 iR s A B sl 2R 80 H Ax,  [RIIERF Gigabit0/1 4 11
IP i & HARd EHbr. B2, #EHAT, AWS Auto Scale 381K A U6 S5 288 H br - (ifiy
A TIP) 3. MeAh, XL TP A A INE] B AR s\ H AR bR ik, AT Auto Scale
fift o 5 o LA gm ARy A BEIX AT 55 o AHAEREAT YEd SO HERR I, AT BE S T B T30 58 il 4
YERIE DL o
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B svsm

L 5l& H

£ AWS %32 ASA Virtual Auto Scale 2R 5% |

% BirEme BirdE

BB ASA virtual ST RIS IIAT RS, H Gigabit0/1 S IP (M7 Ny HArdih i H
Fro 1520 1P Mok v M sl SO A Mt H b

M BB BUE M B iR

NI BT BB ASA virtual S24],  H Gigabit0/1 525 1P (AR NiAE A HArge i H
FRMMER . 52 4% 1P kb yE W s a3 W = A .

AWS A FLVFLE Auto Scale 21 H R 2], H AV L 5 S2 3 T4 HPIR A IFAT R R84 H
&, I A FAR G SEBISRIUIN, RO R R ROCR . HE, T2 KIS, ASA virtual
BUICTERCE D S BRI H Ao

BEBIETERRE

RS E T HPIRAS, W HARZL R ) TP 2R84 IR BRI W 2 BTk gk S AL T AR PR S . A
U, @R S E T RPIRAS 200, M H BRELEGHIE M B/ IP; ARG R, SN H bx
BN AR, 28 110 1L,

MIBR IP J5, %S 5% M Auto Scaling 417 H B3k 52451

M & RS IR SE B

[FIRE, S mT LR S & HDIRS T RIS ATIRES . A HPIRSIIBR 5, Sl i) 1P SyE ) 1) H Ax i H
bro TSR BTN R H FR4L . 5 110 5.

AT IURARPRE S T 28 RS AT SRR HE R s B 37 I VAR S, 15 2 5 AW'S [ 12

M Auto Scale 2B IF&/ 5 552451

LI Auto Scale ZHHMHERSEG], W E SR RIS PR WS R SLBlE TR ARE” - 2%
B4 T- % RS S, PV IEIBR B 55 . 152 )\ Auto Scaling 4143 25 EC2 544

TR, AR IEE TR ARG WSO, 5 110 0. S T PR A, RImT4k
gk,

LA =4 R ARF

NG Auto Scale ZHH R AMBIERAEATHRE E SEB, W DURHIEHEAT A 19 DR o U SR S48 32 21 A 1)
PREORY, WAL Y EFHIFm 2L,

THS LU M, DU SC & N 3T R ORI A

https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-enter-exit-standby.htm
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| 7 AWS L#8E ASA Virtual Auto Scale iR 75 5
rzzy [

| o

BERRM @ UCKOIROL RN RS CHARIP N IE R BT, MASOZ EC2 524D W W a3 FEORY .

=Sl

P PR A AT S AR AN 2% B Bl S BRAE T2 AT R S E e S ORI AE AR 1 e Eo TSR I

R AL BIBA B
U R AEBAT S b T 5l BB N B ), AT O R AL R I B X L S o R D B
Ll

EMASA [EH BB RE

X FASAT AR SE],  BE 50 ASA virtual 255 SR H P ?j”:!:/\ix%kiib%ﬂ& o XTTFEI AT ASA
virtual W&, ¥ M Lambda P35 4L HL ASA virtual 245, 1525 H AWS Lambda S 5545 &

AWS ZiRE

WBE G BT LIAE AWS EE 2 N2, W Auto Scale . JE AL E . CloudWatch 3. 7@ SRN&EE,
1B A LUK RS\ CloudFormation ME#E, SRl BLA % R A EE B O HERL

A AN E BT AWS FIRHAT I WG R, ES KB IAA 720 5] X\ CloudFormation 2 ,

Y E£F01 4> 47 CloudWatch B &

K7 Tt CloudWatch H&, EZ i AWS CLI ¥ H &% 7t 3] Amazon S3.

SR HERR AR

AWS CloudFormation 155 &

#0] LUAE AWS CloudFormation %15 & T %6 3F CloudFormation HEAR KIS AN S5, izl & R B HE
MG ST 0 . WS TR RN B Ak

SR HER, R IETHSHOETIR . BT LI/E Lambda bR #0455 A2 8 BT 74 £ Lambda
ESEAUINE NS

BT %A ¢ AWS CloudFormation 45l &5 I 245 5, 152 (AWSCloudFormation i F'5F5) -

Amazon CloudWatch B &

A LB & Lambda B A H & . AWS Lambda fCE % A 3h 5% Lambda Bhfig, MM Amazon
CloudWatch R &5 F6hn. MR fE ¥, Lambda <3ic 56 @I DhAEACTE I G5k, JFE
Amazon CloudWatch H i H £ g ACHS 2 i H &
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B ssnsnims

£ AWS %32 ASA Virtual Auto Scale 2R 5% |

W'HJ‘ PU# ] Lambda #54 . CloudWatch #5414, AWS CLI % CloudWatch API Y% Lambda 1] H
& BT HEAIFNT CloudWatch #2516 U7 il HAEH M 258, 2 (AmazonCloudWatch
ﬂﬂ):?aﬁ'é» RN RS NAHAE & CHE S

A ERZITRRARERY

ﬁﬁﬁ@f%&tﬁ%%#‘ﬁ@”‘wi}( ping i [ ping F#4%. M W I RTIZ A IR OURE £ 18] bR 5505 B .
U SR SEGIAEIZAT R DU £ 1] B P32 (9] 200 Wi ARHY, S48 2 e R A I AT IR L TR

AR 5y BT SR DRSS outosservice, FF H BT BB IR S22 b i S R OB AT AR UL 75
ANIEHB{ERENI T (Instance has failed at least the Unhealthy Threshold number of health

checks consecutively), W3R SZHAM L T8I H 2R Ie TR &

RN AE ASA BUE PR BB AT ROLERI NAT R . G OCTEAIME R, 5 S P AL e 0 B i 2 Wb 1R g -
BATIROURL T .

£ e 7

FEHERR ASA virtual ST )8, NS AT AT A AU . NAT AU ASA virtual 5241 H &
I ER A o

T N RGP B B P B ALK AWS FERUN 48 /1 I/ S PEGAE S,  AG e N %%, ik vl LS
1 AWS SCRY, flhn EC2 S2 b Ak o
ASA Virtual it & 51

AR ASA virtual it B M, M 5 Amazon S3 §fA& HTTP Web IR45 2L B B iR, B R<1E
ME R, EZSHAE Amazon S3 FALE H &M G,

ASA Virtual K REiF 7]

R ASA virtual REEVFR], BNATT S CSSM RS 28 & H:, KT ASA virtual 2441008, LA
K A v ) 8 551 2%

Joi%i@ S SSH %EHE 2 ASA EHL

W RICVIE L SSH S ASA virtual, IHK AT TEABASOKS & 4 i A% 3 2 ASA virtual.

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19


https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/ts-elb-healthcheck.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/ts-elb-healthcheck.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html

%0 =

1£ Microsoft Azure = _EZRZ ASA Virtual

#5A] UAE Microsoft Azure = I #% ASA virtual.

| A

BEER M 9.13(1) JFUE, IUAE W AEARAT SZFR ) ASA virtual vCPU/ N A£BC & rH A5 FATAT ASA virtual il iiE . X
Alil ASA virtual % {E SN EFEN VM B AR IS AT . IXIE I A2 SCRFIY Azure S SE

o BEi& . 2 113 50

s HUERAAE, ZB 115 T

o HENFIRRE] , 56 116 1T

o FERRE AR GBI , 5 119 0L

* Azure 11, &5 120 7T

o RN 2 R R UNL I B G, 25 120 1T
o IP Huhil, 35121 70

*DNS, #1121 1L

o IR (AN), 25 121 1T

* ¥ ASA Virtual , 25 122 1T

* B3R - Azure TRIERIHORS] , 55 141 0T

HE iz

IEHE Azure JERMLZ TR/ DL L ASA virtual K 7] DAFEARAT 52 S FE ) ASA virtual vCPU/ N AEAL
B A AT ASA virtual ¥l iE. X AFEEA] DL S Azure SEHIZER_FIZ4T ASA virtual.

3R 17: Azure RIS B2 BY

51 R 0
vCPU 7% (GB)
D3,D3_v2,DS3,DS3_v2 |4 14 4
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7£ Microsoft Azure =t ZBZ ASA Virtual I

41 Bt &0
vCPU M7 (GB)

D4,D4 v2,DS4,DS4 v2 |8 28 8

D5,D5 v2,DS5,DS5 v2 |16 56 8

D8 v3 8 32 4

D16 _v3 16 64 4

D8s v3 8 32 4

D16s_v3 16 64 8

F4, F4s 4 8 4

F8, F8s 8 16 8

F16, Fl6s 16 32 8

F8s v2 8 16 4

F16s v2 16 32 8

% 18 BT 1% 1K) ASA virtual ¥ T T EEBRHY

HaERE LR (3Z0/RAM) | R PRI RA VPN %1 BR il

ASAv5 D3 v2 100 Mbps 50
4 %/14 GB

ASAVI10 D3 v2 1 Gbps 250
4 1%/14 GB

ASAv30 D3 v2 2 Gbps 750
4 %/14 GB

ASAV50 D4 v2 5.5 Gbps 10,000
8 14/28 GB

ASAv100 D5 v2 11 Gbps 20,000
16 #%/56 GB

#50] LLAE Microsoft Azure |38 ASA virtual:
* TEAnifE Azure A HE A AT Azure BUNIAELH, AT Azure YR EEAHE ASAv 538 A T 5 Kk i
* ffiH] Azure Security Center ¥ ASAv 8 A B A VEAKFEAR VR T %
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I 7£ Microsoft Azure = L %FZE ASA Virtual
miese |

* TEFRUE Azure A3 21 Azure BURFIA ST, ] Azure TR BRARHE ASAY #8284 =l HIPE (HA)
X

5 AE Azure U5 PRS2 ASA Virtual , 25 123 W R, &0 LUEAME Azure AL A
Azure BUNIAIE 28 ASA virtual HA it &',

HIHE R

* 1 Azure.com gk .

{E Microsoft Azure -G /7 J5, B0 LLE Sk IFAE Microsoft Azure Marketplace "4 ASA
virtual, #RJ5 % ASA virtual.

* YF1] ASA virtual.

FEREVFR] ASA virtual Z i, ASAv K5 MigAT, BN SRR 100 /MEHT 100 Kbps
. HSHE T T ASA virtual [ BT

A\

AR 7E Azure B ASA virtualftf, ASAv ERIAE] 2Gbps FAL.  SCVFE]
100Mbps Fll 1Gbps AU o EEFEXFPESE T, B0 50K A i 0] A C
B A% ] 100Mbps B, 1Gbps #7241

AN

R DAZAE DU P 28 AS YA 134558 ASA virtualo 2807 UL AT 332 40 FE — AN A 35 TP il
WS AL TP Hohikbrh Azure ST A48 TP (UHEN], G5 WT a2 . 5 el g 28 3L TP Mk,

o FWHHFEO:
7 Azure 1, 558 W DR 22 BB L.

N

B T IPve #E, TELE Vet I A P HLE IPV6.

o JHAE AR
o FHE T - T SSH Vi i) A ASA virtualiZE#: 3] ASDM.

A

AR EEHE O B Azure NI M 45 .

s WD OBFE) - F TR ASA virtualiZE 83 P E L.
« SRR (7D - FITKE ASA virtualIE BB A LM 45
* DMZ #:10 (W]3%) - 7E4# A Standard D3 #2108}, HT# ASA virtualiE#: 5| DMZ M %45,
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7£ Microsoft Azure =t ZBZ ASA Virtual I
B evmms

* 7% ASA virtual BRI LR R P AUE LT & 3CFE &, 1EZ2 0 LB Cisco Secure Firewall ASA
M.

R U 0 BR )

XY BE
* M\ Microsoft Azure AT
* Azure JIIIE M %% (AN)
« % 16 4~ vCPU, H:T ik sl

A

B Azure ANFRAEAIHECE K 2 E vSwitch ThfE.

 ARMTHE O BRI A S TP Hihl:

AT LOMARATHE D0 BE AL TP Mk 3525 A 2% TP Ml h Azure S8 238 TP (HEN], 4
ST A S R 2 3L TP ik

o BB KRR (BRI

N

AR AR B KT, ASA virtual & M2 T AL SR ER 3 RISt IR
RO FAT A 1P uhik. T Azure ASZHF VLAN ARicififz M,
P ZEARRIC S AR 4RIMR: O ERCE TP ik,

* IPv6

Azure DDoS F#RINRE

Microsoft Azure H (1] Azure DDoS B #7* /& 7E ASA virtual 55 {il i St (11— TP N Thg . (ERRLM L,
J H E T REAT B 1R i AR I 8% FUTH 98 8 10 i 0 ke DR N R RE e B 32 i L 9 4% )2 e o 485 m AR
P W 2 m Ak H o L ThRE .

K Azure DDoS B DI TEAN(E &, 752 Azure DDoS B FrifEHEIA o
FIRE
TR IS BB AT 5 LU R o 3 20«

s O 2 AFERE, B2 T2 N RN RS AT R

c WENGHREFR BUFLLAZ “\7 8“7 R AT

s ANl 2 AN E A EGES ) ASCH F4F
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snFms [

o AN AT LAFE ] b ) 1 4]

R D St IR RTH R O (R FTS0) SAE LA SRR R, IR 2P 7
ST 75 4 A ST A EME

EE IR

® 0S Provisioning failed for VM 'TEST-CISCO-TDV-QC' due to an internal error. (Code:
OSProvisioningInternal Error)

® OS Provisioning failed for VM 'TEST-CISCO-ASAVM' due to an internal error.

InternalDetail: RoleInstanceContainerProvisioningDetails:

MediaStorageAccountName:ProvisionVmWithUpdate; MediaStorageHostName:ProvisionVmWithUpdate;
MediaRelativeUrl:ProvisionVmWithUpdate;

MediaTenantSecretId:00000000-0000-0000-0000-000000000000; ProvisioningResult:Failure;
ProvisioningResultMessage: [ProtocolError] [CopyOvfEnv]

Error mounting dvd: [OSUtilError] Failed to mount dvd device Inner error: [mount -o ro
-t udf,1s09660 /dev/hdc /mnt/cdrom/secure] returned 32:

mount: /mnt/cdrom/secure: no medium found on /dev/hdc

T AR BATEER G HE, BE XL AR . DU 2 AT G H P R T
A5 Dol

10150 bytes copied in 0.80 secs

Waagent - 2024-08-02T00:46:55.889400Z INFO Daemon Create user account if not exists
Waagent - 2024-08-02100:46:55.890685Z INFO Daemon Set user password.

ERROR: Password must contain:

ERROR: a value that has less than 3 repetitive or sequential ASCII characters.
Invalid Eg:aaaauser, user4321l, aaabc789

Failed to add username "cisco"

ADD USER reply indicates failure

& %Aja) &
%S IR B AT

Azure L[] ASA virtual/E VM AT A& 25 NI o S5/ NBEE A 4 0%, S RBEE A 30 4040,
{HIE, X SSH i, H/NRE N 5 8, HOKBE N 60 434,

\)

IR

THVER, ASA virtual ()75 R IN AR 28 208 o SSH BN JFIT T2 o mT DLIE HRKs R AUUBIL IR 22 PR I

L5 SSH HI#EATVLAC, DASE S ilfi ANy AT — s I

ME ASA Virtual #[E5E 2% ASA Virtual

1 Azure ¥BE T H) ASA virtual HA 4T Azure JFRIES, AR K 2E T ASA virtual 2145 H] ASA
virtual [RIEBERERS . Azure TH043 2803 ASA virtual HEABEDRA . 24 ASA virtual 250, 4%
ASA virtual AR Hello #0860, W £ H ASA virtual 78 # R 56 8 LR H8 I 0] J5 AU Tl
Hello £, W& iibd % 2144 ] ASA virtual.

R A R O W 4 B ORI [R), o] RE AR AE MU 585 o 5B IR —FhE o, JLrh 32 ASA virtual 23 7E
HENEERZS 19 B A o M B B AR RIS TR 30 6. {HJE, £ ASA virtual A& 3 H AT £
BRI ER ) Hello £0dli L, PUARET KL 2 738 AP —ik. X4 S ASA virtual #fFHF5
F4 ] ASA virtual.
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B evmms

\)

IR MLIhEE S IPv4, IPv6 BiLE A7 EE ASA FERL HA.

RXFFHITNRE
s PEHIG U CAER] SSH ok ASDM 3 i 4 4543 1A AT B
« F sl B VLAN Frid
S ERitL U
* WA RIIA IP Hudik A2 ARP (M Azure (1B
s RABIR O STRPR RS IR K di)
A

ER Azure SEIEFHLE ASA virtual /E3E W] B KEEHER N igAT, BEAEA RV D
PER AR BT,

EA v 5N
g ¥ica
* ASA virtual A&<# HA.

A

ER ATLURE SR IR A& H A AT (HA) BUE 1 ASA virtual o

* VM S AN/ H
o BRNKESI R, Azure = HIE4T1H) ASA virtual oK 3 ] FIPS #53C,

N

AR s A FIPS B, M4 Z5i i ] ssh key-exchangegroup dh-groupl4-shal
4 Diffie-Helman %5 FHAZ 4 41 5 00Ok BT (1 3540 o SRAEAS BT o
Diffie-Helman 41, ¥ JGikifiid SSH HH: 3 ASA virtual, I &H4hHE HE
ASA virtual FJME—J7 5.

* Azure LHIZE 24X VM A2k
BRI VM AN
o B VM HEAE RG AT Azure 7766 SKU M = R RGE R 5 8T 2IARMERR SKU, 2 JR3R
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wmemanznzr [

EEREHAE € B TR

1F Azure F 5825 ASA virtual I, <6 LI %R .

A

ASA virtual#l

RIS CBRARRIERE T A B4

ASA virtual B Y5 4 DA 202 R FOL I 28 A it ik P A FH P A [R) O AL

PUAN NIC, 439044 vm name-NicO. vm name-Nicl. vm name-Nic2 fl vim name-Nic3

IX L8 NIC 435 5 1) ASA virtualf#% 1 Management 0/0. GigabitEthernet 0/0. GigabitEthernet 0/1
F GigabitEthernet 0/2.

iR

MBIk, AT LA 1Pv4 BN SRR (G H TPv4 1 IPv6) (1)
Vnet,

—/N4 24 vm name-SSH-SecurityGroup /)% 4= 41
I 22 4 20K BN 21 FEAUATLIK Nic0, Ji5 W 2] ASA virtual Management 0/0

24 WA RV SSH 1 UDP 3 [ 500 A1 UDP 4500 - T- VPN [N, 480 DA7EER2 5 15 04
IXUEAH

AL TP Hiuhik ORI R 30 38 A IR e B R (B i 4D
1] LA EC 2 S8 TP Mkl (A TPv4 50U [Tpv4 AT TPV6E])

AT O S A S TP Hhib T Azure 6 T/A 3L TP (HEN, QRGN EIEE . S o al kR A
3 1P Hudil,

—NEAWANF RPN (BRIERIESE T IA T4
BATWRIES R CUREAEEE, NAHR T8
A4 4 subnet name-ASAv-RouteTable.

BEAN 6 H R A E AR A = AT IR T, ASA virtual IP #EVE G N Bk A 2R iR & T B Bk
Foty 7 R B, ST LB RS I ER A S H

FTiEAE A A (1) 5 S8 W SCF
JAENE WSO AE Blobs (- HEHIRNT %) s
Bk A4tk 2 47T Blobs FIZE 4 VHD R IIMAN U, 444 vm name-disk.vhd Al vm

name-<uuid>.status

—ANERR T (BRARERE T U A AR )

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .


https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses

7£ Microsoft Azure =t ZBZ ASA Virtual I
. Azure F%H

A

AR AEMER AL, USRS B AR B AR AT BERER AN .

Azure 3% H

Azure REAUL 2% HH AR R ok T REAUL IR 238 RO 2050k Tha . A R0 RS I I AR Geis thiRk 5 il g X
H R A A .

\}

R BT Azure =AM, ASA virtual £i2{# ] EIGRP. OSPF 253N M hithil. LR IE
P A E TAT B /s A, A3 RS SiE T—Bk.

T H TR B A U AR R S R

RnT AR AN G4 T S AR . WRA R AR iR SR S A SR AT, RS
el B BRI B, ORI € L R . RS iR AR TE 7] Azure M2 0L 25 HIBE R 194 G
(KIER I 1 (0.0.0.0/0).  FRZERHS A CARIEAE S O Uy M AR th CF BRI Azure (15
AR IR Bt R %)

A Tl ISE ASA virtual B i 5, ASA virtual f#535 AR S EREAS TP _ES I A8 HoAd — AN 9 () 2%
CRf ASA virtual FH/E T —Bk) o BEOTRELTF L8480 — 510 1 M 1K) ASA virtuald FRERIA S HH
(0.0.0.0/0). WIRHATILERAE, HIET ASA virtual K%K H FM T A S, X 0] fe T ZHREahdE
ASA virtual 5505, CLAAER R E (0] Rl NAT/PAT) .

T R R P B T BAR S DR s A 2000 AR 1) s s on 38 1 7 s SO e 22, LUFR 1)
1E R N8k ASA virtual, 770, P @ SCR A BRI BB LE 25 T R 40 % i 3 A o FLAR I 4%
I Hif sk 2eid ASA virtual.

FEF0L I 4% R FE UL B B R B &

Azure HEALM 4% P IR % EHEGOR T 2088 B, RS o B R 2 M OC . RGEn Beidiik DHCP
HREFAMR IS AT IR R P om e i e, BISAS T M Lt 5 — ok 1 Rk, X —AN A, AH
T4 B 0 A 326 B R UL 0 2% (O R it R AL O o — BB AL B IT UL, RIS A ik h &
CHHR P SR MO AR it % th . AR e ~—Bk, Liex P ma R amEd 118
J& ASA virtualHuhk )} 5%

Azure RN ARP ¥ 4 BTG © 40 EHLE A1 A 19 MAC Hhlik (1234.5678.9abe). X v #f R T 25 T
Azure FEFINLIIEHE LR 2K Azure W IE, A A 2508 th 20K FH -1 o 2 60 1) 4%

N

EB T Azure =IO, ASA virtual 48 EIGRP. OSPF 28307 93l vl . Lg%
P R CE TR A/E AR, AR RS E Bk
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o |

\)

R RER IPve TCIEAIE RN . . L, BRI OLNER 1Pv4, R LLIAEINS B IPv6.

IP itk

LR AE BiE T Azure F1¥) 1P Hubik:

o NAYH DHCP k% & ASA virtualds O/ 1P #ohik. 70 H, Z24FH DHCP 3kEUIL IPv6 Hulil, 2 5
0/0 (I3 ASA virtual EAEE—AN NIC) A ER.

Azure FERHBEIE AT A4 ASA virtuald 1153 Bt Azure 71385 ) TP Hhudik.
I 0/0 FEAER 1 W kA — A% TP Ml

NI TP HUHE R RE S AT TP HBHEAHOCGHK, Azure HIPKRY M SCREAL BT NAT Hedfte.
o SN LI AT 2 13 B A 4L TP Mk

o ] DUAE R B R U LIUBEE (VMSS) W ASA virtual W42 0 3 T IP 3% . Wilf
WA 2% 970 AN S A R 2% 1 PP PR AT O TP bk, U sk 32 SIS IR % e o 38 i
AL ECE 1) TP Mokt DAAR ) oAt TP Mkl A7 S Al 7E M 2482 b | TP %% - 3 FHEZE A TP
R, WS Azure URY .

o B AL TP ik 7E Azure {57 15/J8 ) B AR /] R & 2B AR, (HE:, IXEeHbbEZE Azure F T A
NIRRT ASA virtual 57 b2 301 ) 4 A AR

 BRSHAIE P A KA, BRAFEAE Azure TPEEATIE L.

DNS

PP Azure REJUL N 28 #0] DL ) Mok 4 168.63.129.16 (14 & DNS k%o, A LL3% LA B 4l /1%
AR5 4% -

configure terminal

dns domain-lookup management
dns server-group DefaultDNS
name-server 168.63.129.16
end

GRS B REVFR], JF HORBCE A O DNS JIRkgss, AT LLE ARG & .

fniE M 2& (AN)

Azure FIHIEM 2% (AN) DIEEXT VM Ji AR 1/O JEfUAL (SR-IOV), f¥F VM NIC Zéid JE ML IR 572
PR S R PCle &, LA M54 R: . AN B4 VM (It rkGE, BB R 1
e KR VMD Ty R
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https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=network-interface-portal#enable-or-disable-ip-forwarding
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AN FEERINTEOL F 25 o Azure SCREZETRAC I EFUNL LA H AN L TE7E Azure 4511 VM JF 5
B JEE, BRI enableAcceleratedNetworking 240 &4 true. 1523 Microsoft SCA%: 7EILAT
REAUAL S I InigE 2% . SR G BEHT I 3l VM.

3% Mellanox fE{4

Microsoft Azure 7 PP 2 AN T RE AT : Mellanox 4 (MLX4) Al Mellanox 5 (MLX5). MAA
9.15 JF4fi, ASA virtual 3CFFIE ] T Mellanox A4 1) AN LA T 5241

* D3, D3 v2,DS3,DS3 v2
* D4, D4 v2,DS4, DS4 v2
* D5, D5 v2,DS5,DS5 v2
* D8 v3. D8s v3

* D16 v3. DIl6s v3

* F4, F4s

* F8. F8s. F8s v2

* F16. Fl6s. Fl6s v2

)

IR MLX4 (Mellanox 4) tB#i % 4 connectx3 = cx3, MLX5 (Mellanox 5) 4 FK A connectx4 = cx4.
TEARESRE Azure ff /] MLX4 50 MLXS5 WA R RZEAT VM 8 . ABHE IS TH 2] ASA virtual

9.15 FRABUE AT, DU sk 2% Zh i -

ZNZ ASA Virtual

#0] LLAE Microsoft Azure |38 ASA virtual.

* 7EAnE Azure AL AR Azure BURIAEIH, AT Azure WYRTF ELARHE ASA virtual 38 A k7B
Kbk, TESIUAE Azure BYRE BLE: 1338 ASA Virtual.

* {£ Azure W] Azure Security Center ¥ ASA virtual #5E5 J R S VEIKEEMR I T . [WH %
PRI AL ASA virtual, 1ERAIRYT Azure TAE GBI KEEIETI . A ERASGE 428 1l THI A
RN e IS TR F A . TE S I AE Azure Security Center 7% ASA Virtual,

* ] Azure P55 BRI ASA virtual il M . RG4S0 LAEESR A 3 /45 H
A (HA) e B ASA virtuale 23825 i my o] M SE i CRAS B/ i 8, RirE
H ASA virtual #R il & 2248 F ShAT MR8 LU 2125 4 ASA virtual. 1525 M Azure T3
ERARTE ASA Virtual UIRTS ST FHE 2B 126 G,

* fffH VHD (] M cisco.com 3RHO) FHFEETILG, JHik B @ BHGHE ASA virtual 5 ASA virtual
Al S . SERHR AL R4 R U AL (VHD), % r0g 3L £ 3] Azure K H L ASA virtual f355 5
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I 7£ Microsoft Azure = L %FZE ASA Virtual
1 Azure EiFEEIEEE hERE ASA Virtual .

R A HFEE WG FIEA ISON ST AR SRR — AN HCC ), 18R DUFE 5L i
BEVE A ASA virtual FBE I RECHTA PR B HZ H e RN, 5SS A VHD A7
MM Azure #535 ASA Virtual , 25 128 T,

1£ Azure FRETEEE P EFZE ASA Virtual

LR EAEFE A REBE 41 1 T 7F ASA virtual | i% & Microsoft Azure 55, 7 THETEM N Azure WHE
SR, E2H (Azure A1)

1F Azure P25 ASA virtual B, < HEVA RS FIECE, BIA@IE. AJLIP HhEANSs bR, &I LI
TR S D B S . B, T RE T N G IR SR BRIAE

i

W1 Gk E| Azure IR HLAS (ARM) [1])7
Azure [T o5 Bk FAT A SCIR W B B3R, B h O B G K
82 {f Marketplace 148 JUEF ASAv, A5 A EE 1 ASA virtual.
T3 AUEREARE.
a) FIANMESNLN AR, SAAPRN AR Azare 1T HIH BAME—.

EEEM
IR A FRAEME (1, TR ER AL BT HAK, BRI

b) AN 4.
¢) EFEBMEAULZAL: FHY (Password)sk SSH 2425 4A (SSH public key).

I R FE 2R (Password), T A IFiA . A IREMEANERIHEN, 1S 0] HiiE .
d) TEPEITHIRAL,
e) EFEHRIELH (Resourcegroup).
TZEURZH N 55 R A0 00 2% 1) Bt s ZELAH 7] o
) EFERHIALE.
ALV 5 8 1) I 28 TN B 5 4 PR AT [
g) miifE (OK).

T4 fil'E ASA virtual X .
a) EFBHNAA.
b) EF G .

T A B Ak, n] UBIESHT ARt = o ARk 7 (067 I 5 10 286 R R UL A7 B A [
c) RN ILIP Mk, JiiESEE “AFR” (Name) FBUPHINIZ IP Ml FIFR2S, K5 S T#E (OK).

oSk

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .


https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430
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. £ Azure Security Center #3Z ASA Virtual

d)

g)

ERIAEOL R, Azure 2 QI DB AILIP, ZBANUSIEIFEF RSN, P A RE A A2 W
FEARE E [ TP ik, FTUALET TP AT IR AL 1P, K FEAShas ik 5 O i A i it

AR 5 245 DNS Fr&s.
564 IR E 144 251 DNS #2500 I Azure URL: <dnslabel>.<location> .cloupapp.azure.com

EPEILAT IO L R 2%, B T 1) R A0 4%
il & ASA virtuall 3538 B PUAST- M, R85 AR E (OK).

BEANZ DB IIUEFL B ME— 1) 119
R E (OK)o

EAMEME, W5 T (0K).
ERMZK RJA siditlZ (Create).

T—¥ it 4

o PREEAF T SSH Hi A CLI Ar 23 THCE, 5 ASDM. 5%Vl ASDM Ui, i
%% JF13)) ASDM.

7£ Azure Security Center #3Z ASA Virtual

i

L

Microsoft Azure Security Center /& Azure )22 TT %, AR REWEORY L 2 3505 38 F A I A1 PG
LR PO, B DRE e W e A E I AR 2 .
LA T Azure TR AIRES, DLRAIRE R )22 il . B R T 48 52 7 50 e B T
TR RS, X IR ASA virtual/E A Bl KBS R U 5 %E 1) Azure 2735
T A LR PR ASA virtualiff 808 2 A W IR — MNMERUR L7 5, AR JE DA il Thi AR

W 2z A REAPIRBLIE. D FHRAERRFFEEES L T 22 2P0 B ASA virtual 538, 40176 T 2
HELZVEANE R, 152 Azure Security Center.

HF| Azure [/

Azure [ 177 o5 R0k AMAT FIAORIBRIK B ILEEZR, 5 8l O B JE K

M Microsoft Azure S H.H1, GEFEZ & Hl (Security Center).

WA B RV ) 2 Ay, 24T FRRRGE (Welcome) iU IE TR . R R ! FAEEF 5N AzureSecurity Center (Yes!

| want to Launch Azure Security Center), FJJT% 2l (Security Center) I IR I J5 F B I 4E

fEZ &l (Security Center) IUARAETI R I, %+ RE (Policy) il .
LR EREE (Security policy) LR [, EFETRFGREE (Prevention policy).
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https://azure.microsoft.com/en-us/services/security-center/
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7 Azure Security Center Z[Z ASA Virtual .

TEFRBG 5B (Prevention policy) A~ IEIR b, $1 FFAREEAE b 22 4 SRS I —8 o e A 1R 21

a)

b)

BT —HR B A5 (Next generation firewall) ¥ & A FF (On). X 1] LAAHFR ASA virtual e %2 4% o P 1 2R 130
jﬁ‘%o
AR, BOE AT

IR 3% £ ril (Security Center) JUFAEETIR |, SR)51E 832 (Recommendations) Ik .

A ZE E W HT Azure TR AR . AP IR B BV AR 1 2 IR N, 25751 (Recommendations)
AR R SRR

EPEE I (Recommendations) i A~ LT LRI T — KRG A 3% (Add a Next Generation Firewall) &%, PAE&HE
TEANE BAN/BCR AT B e 7] 8
e #TE (Create New) okl fE I A R E (Use existing solution), 4R AR5 1) ASA virtual.

Bl B A E
a) HABIBLKZFR. PR AR Azure 1T HI o UATHE— 1,
BEEZM
WP AFRA A ME— I, TR EE A ZAFR, 8 M.
b) HNEWHP 4.
¢) IEPRIBEA CHEMGEL SSH %4
IR BRSNS IIN . AR N, TE S HHRE .
d) EFEITHIAL,
e) ILFFTTYEA .
I GEUR AL 5 AL 255 (1) B JR LA [R]
) IERERALE .
AV I 5 B 11 I 8t R A T AT A T
g) MilifAZE (OK).
fic & ASA virtual W' .
a) EPEBRINIAN.
ASA virtual 32 F¢pr#E D3 FlARHE D3_v2.
b) ARG .
Tn] DM AT Atk o, o ml LB BT IOAE IR S o A7 REMK 7 (R B Y 5 0 26 1 R SLBTL IR A7 AR TR o
¢) WR—ANAILIP Hihl, A “AFR7 (Name) TBOHHiAZ P HbEfIARZE, AR5 s h#E (OK).
BROATEDL R, Azure 23BN AILIP, BN ILIFEBE SN, % IP Al fess KA. WAE
BESOUE G 1) 1P ik, mTRALE ] AT TR AL 1P, KL As Hhtil 58 ook B s bk
d) MR LN DNS #5725
SE4 PR E 44 45T DNS k%500 I Azure URL: <dnslabel>.<location>.cloupapp.azure.com
e) JEPEILA MRS, BN HHT 1) i R 45
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B A rwre 2R ERSEEME ASA Vinual L3S E T AT

) PLE ASA virtual 5 FI AT, AR5 R RE (OK).

EEEM
BEANE I S IOEFERIME— (171

g) miifE (OK).

FEN SEEREME, K5 ALE (0K).
P12 BEMMENR, R5AiLelZ (Create).

T—% it a

o PREfF T IE T SSH i A CLI Ar & #H 7L E, sl ASDM. %15l ASDM KU, iF
%7 J3 5)) ASDM.

o DR AT O s A L AU B S OR Y Azure TRIRIOTEANE R, WS P N a2
PSR

M Azure ‘&iEETESEERZE ASA Virtual LI3%15 5 ] HTE
DU EAERE P MEEL51 HE T 4 Microsoft Azure 1% =i o] HHPE (HA) ASA virtual % (20 B8 Wnds 7 ffvE
M) Azure WHE P, 1ES 0 (Azure A1) -

Azure H11¥] ASA virtual HA 22X P9 ASA virtual #5238 2 n] FHPESES, IF B3RS FIRCE, 41%
P AL TP HihEATER k. T AR fF i — D X S A .

UK

S &ExF] Azure [/

Azure [ 1V BR 5 SHIMK S AT AR B E R, S8 O B .
$1E 2 & Cisco ASAY 113, SRJ5 5H ASAV 4 NIC HA DLEBE WSS ASA virtuallit & .
S 3 il 'E Basics X o

a) Hi N ASA virtnalfLZ TR HIZE . ASA virtual ZFRKG A “HIgk” -A fl “HI4%” -B.

EEEM
A ORANELAE FIBLA IO TR, 75 Do B 2R KL o

b) i Username.
IS 2 P A AU IR A B P 44 o

EEEI
Azure 25 E# I 4 admin.

¢) HPANERINLERE—Fh S AEE AL ZFAD (Password)k SSH 22 3£ %48 (SSH public key).
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https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

I 7£ Microsoft Azure = t#BE ASA Virtual
M Azure ZEEEENE ASAVitwallEEsTAE [

IR E PR RS (Password), I AN BN . A O E A HEN, 1530 i E .
d) EFITHIZEAL,
e) EPEHEIRELE (Resourcegroup).

I (Create new) GBI B4l sUAFERIIA FIRA (Use existing) L HEHLA BEIRAL. WERAEHIILA
PORAL, WRZIL U A AW, A B vl .

) EFEIIALE (Location).
AV I 5 1 X 28 8 A 1) 7 A T
g) Hii#E (OK).
P4 MLEBR ASAVIRE.

a) JEFEERIHLKA.
b) EFIEE (Managed) HiIEFEE OS#i# (Unmanaged OS disk) 7714 .

BEEEM
ASA HA A HAATHIEE .
$IE5 Pl ASAV-A B .
a) (k) EFHEIZE (Createnew)iisk—AJLIP Huhl (ONEEAE “4M7 FBUPHINZ IP Ml kr2s) , 4R
Ja HHHRE (OK)o WHRATFE AT IP Mk, WEH T (None).

Pk 2
BRUHOL N, Azure I — DS AILIP, MERNUS (EIF TR E 2, % IP e R AR . R ET
FOUNE E ) TP Hhl, RTRALET T AT IR A SL 1P, L B As btk B SO A
b) AR T LA I DNS #5745
S84 IR E 144 25T DNS k2501 Azure URL: <dnslabel>.<location> .cloupapp.azure.com

c) BLHE ASAv-A B2 WIAEAEIK ;BT iy B B

PIR6 HH LRV IRACE ASAV-B B
R EFIAREUR LS, oG A L 2% .

a) HCE ASA virtualEHE 2P F M, AR5 RHRRZE (OK).

EEEM
BN LA IUEFLFME— 1) 119

b) JHE (OK).

$1R8 AEWHE (Summary) it &, AR5 diE (OK).
B9 SRR, A5 TE1E (Create).

TS5t 4

© QREAE IR SSH AR CLI fiv @ BEATACHE, BUfti ] ASDM. 755750 ASDM [IUiH], i
Z4JA 5 ASDM.
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B 5 v FzEEIR A Azure 18 ASA Virtual

* £ K Azure H 1] ASA virtual HA FCE A B, WS (ASA R4 —BARAERCE SR m ) H11)
CHE NI Al W AL S s T M —

{£ A VHD #03=E4EHR M Azure #3Z ASA Virtual

T UL Cisco $RPL1 48 VHD iR, G H QU H5E X ASA virtual & . ZHE] VHD B8t
ITHRE, RRIL IR VHD WG A B Azure FEA#k ) o ARJS,  BSAT DMEHT _EAR RIRE B WG A Azure
DRI P R QT WS . Azure BRSO C0 5 BEM UL I AN S H0E LY TSON XAt

FHIEZ Al
* ASA virtual A5 EE 5 248 H] TSON BUACRIAR N[ JISON Z 830 & mT LU GitHub £ 4fi /4 K
AR

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
B R BRI S ECCAF U], SR Ik - Azure BEIRRCRG] L 5 141 G

o R EAE A Azure P IELE Linux fBRNL. FoAr1 83 B AH B I I Linux JEHL (4141 Ubuntu
16.04) 5 E45 VHD MR FALE S Azure. UERRMGLEM R TR E L) 50 G It =Sml. mH, M
Azure ") Linux BERINL FAER] Azure 1745, ALt 23 bR,

R IE T EAIE ML, W HLL R ke —:
 fifiH] Azure CLI €1 Linux BN
* 1F Azure | ]/ 1813 Linux BEL

* 1F Azure W Y, BN AZAE AR E ASA virtual 47 & B R FHIRIAAAEK ) .

SIE1 M\ https://software.cisco.com/download/home TUJHI % ASA virtual 545 VHD W15 .

a) FMEF= M (Products) > &£ (Security) > B A& (Firewalls) > Bi&ERN &2 £1& & (ASA) (Adaptive Security
Appliances[ASA]) > BIEMN R £1% & (ASA) {4 (Adaptive Security Appliance [ASA] Software).
b) M EEN T2 EMIZE (ASAv) (Adaptive Security Virtual Appliance [ASAV]).

F U N R .
51, asav9-14-1.vhd.bz2

H2  A5IE4 VHD WAL BIFIEE Azure 1 Linux AL,
F T4k LA ) Azure FIUN Azure FHOCHHIEHIRD . ORGSR SCP, B2 45231

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>

SIE3 B Azure TR Linux RN, FESMEEN T E4G VHD BUEH0H % .
$B 4 RIS ASA virtual VHD B4
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

I 7£ Microsoft Azure = L %FZE ASA Virtual
{557 VHD FOZ& EAEHRM Azure 5.8 ASA Virtual ]

SO IE PR 2 o SRl 2 s 4 Bzip2 SEHRE, (AT D — 2438 T Windows 15 R F
# bunzip2 asav9-14-1.vhd.bz2

FHIBS ¥ VHD BAL R Azure fEAEMK P RIS . 0T DA LA Ak P, BT LLENESH IRAE Ik P o AEfifmk 7
AR R BRGNS F R
HT¥ VHD AL B E R AEAEIK P kIR %2, 6 AzCopy. Azure £71ifi 5 Blob API. Azure f7-fif Pt iF & FL
2%, Azure CLI 8% Azure [ 7). XFT4 ASA virtual XFERRISCAE, IRANIAEIAEH Azare [7)7,
TR T A3 Azure CLI 52

azure storage blob upload \
--file <unzipped vhd> \
-—account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

$6 M VHD G L 4
a) TF Azure [1)7H, EFEBRER (Images).
b) sidiiRAN (Add) Bl EHTmG
o) FRUELIFER:

* TR - WFRzIR g T .

© IR - EPEIAT U YR AL R A B U AL
© B - AFCEIUGEN P U AR

(X 358~ B4 08 R FULALIF) DX 4L
 RIERGZEB EFF Linux 1F hERfE RERL,
* VM & B- i #E 1K,

AR 2K .

* 77 Blob - I b5 2 f7 itk ) LALE$E_ A% VHD.
© MCP R R EOR, WA R kPRt HDD. #rifE SSD 24t SSD.
PRV R T BRI VM /NI, TR VM KNSR ITIR K 1 287
« EHER - W TR PGS “B57 .
© BERMEER - OREBOA R, NI B LA
d) sl (Create).
SEAF8 %A (Notifications) BT T /s B BT 61 AR (Successfully created image) ¥ B -

iR
QA MR )T, v UMER 1A% VHD H1_EARAE R
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B 5 v FzEEIR A Azure 18 ASA Virtual

10
TEN
STIE12

SRECHT O 2 (1) FE 4 WUR 1 2R 1D
FEW, Azure BEREATEYR S — AN P8 1D MIOCIE . MIZFCET WG E BT ASA virtual B KEE, K /5 29U ID.
a) 1t Azure 17, EFBRK (Images).
b) EFE DRI FEE G
¢) MdihA (Overview) A& WG &M
d) ¥ Resource|D & il 28 AR .
Resource ID RH LA FER:

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup> /provider sMicrosoft. Compute/<container >/
<vhdname>

{8 FHFEA WG FN B YA AR A 2 ASA virtual 7 K 35 :
a) ILEFEHTE (New), ARG REINERE (Template Deployment), 1 2 i) kIR P IE#EE .
b) EFEIE (Create).
c) LPTELREERS A A CHIFEHR (Build your own templatein the editor).
A — A B SR BRR . A ST QBR8] 152 ) O DR JAsE , 55 142 1t
d) KB E L ISON Bt AR RGN B % I, SRS sk 7E (Save).
e) M THyE P IE£EIT A (Subscription).
f) LEHIAEIRE (Resource group) B G —AN Bk 4
g) M FHFIR P IEFALE (Location).
h) B b— L L5 IR 1D (Resource | D) A5 21 EE AN FEE BRI 1D (Vm Managed Image | d) B .
Fili B ENXERE (Custom deployment) LI TH B (1 4R4E 5 #4 (Edit parameters). & ANl it B & KIS Hb
R

a) FidiinEsc (Load file), RJ5 WA H & X ASA virtual ZECCIE. W G & S BRI R E], &SR
BRSO, 2 150 5L
b) KM B L ISON SEARIERIG B & 1 rh, SR )5 sUHRTE (Save).

R A 2 SGRE RN B . 15Hiff Basics fl Settings 15 S S & TG B AL S (435 Resource D) #H7F.
FEA R B 46 R 44, ARG ik 3 B & B &5k A0 544 (1 agreetothetermsand conditionsstated above) & EAE .
Mii3E (Purchase), 8L USRI B € SUBHGH S ASA virtual B7 K.

IR MR S HOCAF R AP SE, WS % 2 ) o
FEAEWAR AT A A AN PR ) 2 A8

T—5Hita

o QkSAf AT aE Rk SSH % A CLI iy & 3E4TAd o ASDM. HXVjn ASDM HIiH, &
Z7 Ji 5l ASDM.,
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I 7£ Microsoft Azure = L %FZE ASA Virtual
7 Azure 238 34540 1P6ASA virual [l

7£ Azure Lt EBE L #5H) IPv6ASA virtual

AREAGUWT I Azure 1717588 5ZHF 1Pv6 (1) ASA virtual

X F7E Azure EERE S +FH] IPv6

ASA virtual 775N 9.19 Rl 23 IPV4 A IPv6. 7E Azure 1, 0] LAE AT 77 M2 ASA
virtual, XA RN LS, (HIE BT, Azure 518 BRI 37 8 FH 77 o BRI A AU A8 B 561
LT IPv4 ) VNet/ T . HAR T LT3 B VNet Bt & IPve Hulik, {HIGF8 1 ASA virtual 52
B INEIEC & T IPv6 T M) VNeto Azure S8 R AC 5 1238 BATART 2 = J5 Bt Yt in 7 SESe R, M)
AN I T 3ok B R U

JARFE AR AL R 5 13k 58 ASA virtual LAY HF IPv6 Sk

FRALLUF PIRASEN G H 2 X IPv6 Fid, Jir.

* BEX IPV61EHR (ARM #&4R) - i 1] Azure ZRU5E HELE (ARM) B 1Pv6 JiC K% ASA
virtual, ZBEBSAEN BT Azure LRITIZMUE . BOBEHCEL S REIE RS 40E K JSON LA,
T T DUBC B 3K S 8 J5URT 28 DL S BF IPV6 (1) ASA virtuale B R, &S50 &
WWt% 22 1) H 7€ X 1IPv6 KA Azure #7, on page 132.

G FE B P2 TR Azure 3% B 1K) VM WS 5 AR, LLIE G PowerShell. Azure CLI. ARM
BERR B APT 302 158 SUBEAR KR FE . S LAEAE VM b BB 8 [ 58 OB, 10 JG 75 3 A o)
VM 05 AR o SR 23R VM BB 2R [ SO, )2 Bk LR AR R

W ARFESZ LT T R A BRI H i ke BRI A - JF h “Tlidg” T OB A AL A

BT M LR J59A2 A Azure PR G REHRRE,  LAERESE S 2R K F & X TPv6 (ARM)
FEHR -

s Azure 1P - JEH 5 Azure 1113 E3RAET ASA virtual /= SR 6 B K g R B Bk 0, FH 1348
Z HE L IPv6 Fif (ARM R

* Azure CLI - 1217 CLI #x 4 LA FHH T8 A e L 1Pv6 (ARM k) Igmfe i .
* BEX VHD &0 IPv6 #EHR (ARM #&#iR) - 7 Azure [{# F] VHD MG H1 ARM FR AR K61
FOEMUE . BEFERALT A F VHD RV YRGS 2 ASA virtualo SEAHCAE 5828 I R 51 FHFE

WUg, HSE AT IR Azure b EAEFIRCE ) ARM BRI SCHF IPV6 (1) ASA virtual. i
Z: Al H VHD HlE & X IPv6 B Azure #5%, on page 136,

I WS B AT B € X IPv6 BiA ) VHD W%, 4 B & X IPv6 Bk (ARM Bt SkEiE
ASA virtual AT K i 2 .
HE ASA virtual FTid K 120 BT

Table 19:

UK

88 Sk
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B sreasmmnigssina s PG EITA Aure 555

v XIERE S FF 1Pv6 B ASA virtual B Azure H1 614 Linux VM

A28 B AT W% 5 1R ) E 52 X IPv6 BB 2% ASA virtual I}, 4 W 7E Azure | ] )7 5%, Azure
CLI )3 FH g 3 8 i i

MRS E I, LU A 2 R
o B Azure TS MG I A 2 X IPv6 FAR .
B H %X IPv6 (ARM) FEAR [ VHD A%,

TH A E X TPv6 (ARM) Bk 1 IPve S35

Note

I 4 e Ad AT % 51 F ) E 52 L IPv6 FEARCK 355 ASA virtual I, 4 75 B 173 W% i A
(R4 AT WG R A S H A . 8IS AT iy 2 KA R A A PEAR 5 B .

ilid Azure [ 8% Azure CLI K#B2 ARM FHR .

FAHESMIAMRESER B EX IPv6 tEHR M Azure ERE

SENTIHWALAE F 1 E X IPv6 Bk (ARM AEHR) T2 ASA virtual T & [T F2 .

Procedure

S B33 Azure 177

Azure [ 1R 5 HIMK S AT A DG BRI E R, SEds O Bk,
HI2 Wik Azure 17788 Azure CLI J8 H 9w fe a8, Wi N rn:
1E Azure [])7 L5 FH LI :

a) fF Azure BR%5 (Azure Services), fiiiiTH (Subscriptions) LA F i1 H A i TR UL
b) fEAEMH, MERE (Settings) LI K M 4wFEERE (Programmatic Deployment).

Bt 4 7 VM
¢) MRS (Statu
o

BB P RN BE, DAL ORIR T L o
s) 41 T ASA virtual™ i % N I¥ B F (Enable), LAIRIE A 58 S IPve B g f 25 o

il Azure CLI J& FH 3% 3 .

a) ¥3%| Linux VM.,

b) ZATLL N CLI @4, i A€ 3 IPv6 (ARM) HAR S F e 5%
FEAT 2 PAT IR, BEABEAT U e 52— IR %K

HIEZE

. Cisco Secu
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EAE AT EMmES 2 EEY P SR Azre 5E ]

az vm image terms accept -p <publisher> -f <offer> --plan <SKU/plan>

#ENERCHET (fla, BEFZ =true)

az vm image terms show -p <publisher> -f <offer> --plan <SK U/plan>

o,
* <publisher> - 'cisco'.

» <offer> - 'cisco-asav'

* <sku/plan> - 'asav-azure-byol'

PLUR 2 8 AR AL LU o BYOL 11 1R 28 ASA virtual i) — A iy & JHIAS = 451

* az vm image terms show -p cisco -f cisco-ftdv --plan asav-azure-byol

PRI BTN a4, DUMERIR 5 i B RAS S5 R R A AR TR B

az vm imagelist --all -p <publisher> -f <offer> -s <sku>

Hrr,
* <publisher> - 'cisco'.
* <offer> - 'cisco-asav'

* <sku> - 'asav-azure-byol'

LUR KR AT ASA virtual fR T 37 R RRAS (B AERRCASTE AR5 5L — > i & BA R 1

az vm image list --all -p cisco -f cisco-ftdv -s asav-azure-byol

SR A N BRI HTT UG IR A R P IE S ASA virtual A .
T ASA virtual (] IPv6 S FFHEE, ROAZIIEPE 919% B HT S A AS 1) ASA virtual

HIES MIEEL GitHub 7767 FEmi3s A e X 1Pv6 B (ARM FARD

PIR6 W AESHARE O (JSON) s B E K& S HO k.

PRI T T EAE ASA virtual B E SCHEE 1 H T XL IPv6 B S EUH K B -

SH A S BIEI LB B R WLER

vmName cisco-asav 1 Azure J14 ASA virtual VM 1744 o

softwareVersion 919.0.24 T WRAG RRAS B R AR RRAS

adminUsername hjohn & 5% ASA virtual 4.
TEAREALT IR B A PX “admin” , %44
RO RS B P 0L o

adminPassword E28@40iUrhx! =gl Py
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7£ Microsoft Azure =t ZBZ ASA Virtual I

g e

RVFRIE/ZERTRBI

L RA

A A D AUE KR 12 ] 72 M
TR PR 74 . 4] A i
INERUKGFRE BRI 441
B A ORERD I MEIHEN], 1S

WA .

vmStorageAccount

hjohnvmsa

T Azure F7AfIK S o 50T LT AT EL
EER R IR IRVl fE B R RS
Jro AEREIR T A I BE AU T 3
B 24 ANFREZ ). EHA A AR
NP RERECT

availabilityZone

fiE R 1 PR, AJL TP
AN RSB RS £E45 A 1A m] A Db )
e

AP RN SR P DO, 1R L
BEEN “07 o HORPTIE DR Ry T
PEDCER, JF H B2 L e IEm o iR
GZAELAUE 0-3 Z A HIHED .

userData

'\ninterface
management0\/0\nmanagement-only\nnameif
management\nsecurity-level 100\nip
address dhcp setroute\nipvé
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password Qlw2e3r4 privilege
15\nenable password Qlw2e3r4\nusername
admin attributes\nservice-type
admin\naaa authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group

DefaultDNS\nname-server 8.8.8.8\n!

I I A3t 20 REAUBIL IR P K

virtualNetworkResourceGroup

cisco-asav-rg

05 P 25 B R IR B A PR e R
virtualNetworkNewOrExisting +2 ],
T S AEL I 55 Ay SRS S 2B e R 11 R U 21
AH A o

virtualNetworkName

cisco-asav-vnet

JE AV W 45 1) 44 5K o
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EAE AT EMmES 2 EEY P SR Azre 5E ]

SHA IR E/ZER R B AR
virtualNetworkNewOrExisting | new WSO R 2 N B LT R oL X 2%,
A AT 1R U 265
virtualNetworkAddressPrefixes |10.151.0.0/16 R 2% 1K TPv4 HhbEaTSs, 1Y
“virtualNetworkNewOrExisting” # &
oy« new ”» H‘J j‘j ﬂ\ iﬁ R
virtualNetworkv6AddressPrefixes | ace:cab:deca::/48 FEFLIN 2% 1) TPv6 HhhERi4E, 194
“virtualNetworkNewOrExisting” % &
M “new” I A IAIE .
Subnet1Name mgmt BT M4 TR
Subnet1Prefix 10.151.1.0/24 FIHTM IPv4 g, N4
“virtualNetworkNewOrExisting” # &
A “new” B AhIH,
Subnet1IPv6Prefix ace:cab:deca:1111::/64 FH T IPv6 A4, Y4
“virtualNetworkNewOrExisting” % &
N “new” I AIH,
subnet]StartAddress 10.151.1.4 T E O IPv4 Hihl,
subnet1v6StartAddress ace:cab:deca:1111::6 O IPv6 Hulik.
Subnet2Name diag B0 1 TREZK.
Subnet2Prefix 10.151.2.0/24 HymEEO 1 7™ IPv4 Brgt, 1Y
“virtualNetworkNewOrExisting” ¥ &
oy« new ”» H‘J j‘j ﬂ\ iﬁ R
Subnet2IPv6Prefix ace:cab:deca:2222::/64 BAREEO 1 W IPve BTZE, 104
“virtualNetworkNewOrExisting” % &
M “new” I A IAIE .
subnet2StartAddress 10.151.2.4 O 1 1Pv4 #uhilk,
subnet2v6StartAddress ace:cab:deca:2222::6 ¥dEgE1 1 1Pve Hudik,
Subnet3Name P e 2 A FR.
Subnet3Prefix 10.151.3.0/24 0 2 7™ IPv4 §rdt, 1Y
“virtualNetworkNewOrExisting” ¥ &
oy« new ”» H‘J y‘j %\ iﬁ R
Subnet3IPv6Prefix ace:cab:deca:3333::/64 AR 2 7 IPv6 B, XY
“virtualNetworkNewOrExisting” % &
K “new” B LA,
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B /7 vH FoE S IPVG R Azure 3B

S & SIFRYE/ZE B BRI WA

subnet3StartAddress 10.151.3.4 Hdipe 1 2 IPv4 il
subnet3v6StartAddress ace:cab:deca:3333::6 ez 0 2 IPv6 Hbilik
Subnet4Name AN A1 3 AR,
Subnet4Prefix 10.151.4.0/24 Bmie 10 3 F M IPv4 Aigs, 104

“virtualNetworkNewOrExisting” # &
oy« new ” H‘J y‘j ‘JZ‘ iﬁ R

Subnet4IPv6Prefix ace:cab:deca:4444::/64 FrdmE O 3 M IPve Bi4%, 1034

“virtualNetworkNewOrExisting” ¥ &
A “new” I ALIH,

subnet4StartAddress 10.151.4.4 ¥R 3 1Pv4 Hudilk,
subnet4v6StartAddress ace:cab:deca:4444::6 Bz 10 3 IPve Hbilik,
vmSize Standard D4 v2 ASA virtual VM [ K7,

Standard D3 v2 A ERIAE

$IE T ] ARM BEHGE IS Azure [] 8% Azure CLI #5E ASA virtualPj k1% . H KL Azure FE#BE ARM BN E B, i
Z R LN Azure 3RS :

* fiiFH Azure |17 BRI ARM FAR
L CLI #E AH ARM 54

What to do next

LA @ SSH #y ) CLI v 2 HE TS, 5 ASDM. H Vil ASDM UL, 1S
JA 5 ASDM.o WA 55 A 50 22 4 e R A i o] 355 Bh A LR Y Azure BWIRIITEANE R, 1ES N %
AR R SR

{F£F VHD FA B E X IPv6 154 M Azure ZRE

AT LMEH Cisco $24L 1 K4 VHD W%, Al 5 A H 2 X ASA virtual BUE . Ll B2 T
VHD F Y5 AR & ASA virtual

FHIa Z |l

o T2 JSON BRI N [FIISONSHC A, LM ] VHD Fl ARM B8 (R AE Github |38
B ASA virtual, 80 LE T HL 3k 21T I U] 44 SRR 2 5O E U .
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure

I 7£ Microsoft Azure = L %FZE ASA Virtual
{8 VHD F1E = IPv6 i Azure 512 ]

o R T34 ] Azure AT Linux ERINL. B 1@ UG PRI Linux BERIPL (140 Ubuntu
16.04) 4 VHD B EAL 2 Azure. BEBURAEAR I 752249 50G HIAFit 5 ml . 1 H, A
Azure TH] Linux JERINL_LAE 2] Azure £74, AR TR ST,

RGBT EE RN, EEHL T AR
* fifil] Azure CLI 6% Linux fE4UML
* ik Azure ] )% Linux BEHIHL

o 1E Azure VT, 18N iZAESERE ASA virtual W47 B B AT ] FH ARSI F .

i

1 M Cisco FEHF U (Cisco Download Software) N4 ASA virtual JE4i VHD B{% (*.bz2):
a) ‘SN (Products) > &£ (Security) > By K3 (Firewalls) > BiERN T 2% % (ASA) (Adaptive Security
Appliances[ASA]) > BiERN L 2% % (ASA) #ff (Adaptive Security Appliance [ASA] Software).
b) Hidi BENRLERIZE (ASAV) (Adaptive Security Virtual Appliance [ASAV]).
T B U] B
%40, asav9-14-1.vhd.bz2

L2 PR 2 28 8HATAT VHD FIFE Y H b Azure 55 ASA ERIH TR 2 255 8.
LB 3 miili BEXERE (Custom deployment) UL [ T ¥ 4355 4 (Edit parameters). &EH — Ak 3w S HBR
a) g st (Load file), SR 353 H & X ASA virtual ZHCCHE. 1214 Github _HAF T VHD #1H & X IPv6
(ARM) B [1) Azure ASA virtual FE7R~], 18R] LLAE IR LR 247 G W] i @RI S5 AF R .
b) IR A L ISON ZEARIDREG B 5 O, AR5 s AR TE (Save).

R TR EAE ASA virtual #82E) H E S IPv6 RIS HH I K S

S A S VFRIE/EE R TR 1L BR
vmName cisco-asav {F Azure 24 ASA virtual VM i 4
vmImageld /AEririos/Sieridioi femnretopy/ temegapras foidsy/| T35 2 1 RUE 1 ID. £E N3,
Microsoft.Compute/images/ {image-name | A yre ¥4EAN P 5 — AN U6 ID A2
1K o
adminUsername hjohn FH T % 3% ASA virtual [ 44,

EAREM R 2K “admin” , %
Ey SR A B A

adminPassword E28@40iUrhx!
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-919-gsg/asav_azure.html#id_68650

B =5 vHD A0 X IPv6 44T M Azure B3E

7£ Microsoft Azure =t ZBZ ASA Virtual I

S & FIFBIE/ LB B 15 Ll
NGRS 7 BT R T AL
o
vmStorageAccount hjohnvmsa R Azure 1245 P 48 0] LIAE FHER
AAAER T,y DL EEET A7 Ak
Jre AR E AT BB AN T 3
B 24 NPT FRGALA HAE
SNE TR
availabilityZone 0 HeE T 0B A T A RE DS, A 3E TP
HURESUA LR AE SR 22 (1 7] PR X kb 1)
.
W RAN T SEA] P DO, R
BEAN “07 o BRI X ISR )
FPERXER, I H AR gt E e
o GZAEWLIUE 0-3 Z [F] X5
HO .
userData '\ninterface [ N2 B RINLT P e .
management0\/0\nmanagement-only\nnameif
management\nsecurity-level 100\nip
address dhcp setroute\nipvé enable\nipvé
address dhcp\nno shutdown\n!\ncrypto key
generate rsa modulus 2048\nssh 0 0
management\nssh timeout 60\nssh version
2\nusername admin password Qlw2e3r4
privilege 15\nenable password
Qlw2e3r4\nusername admin
attributes\nservice-type admin\naaa
authentication ssh console
LOCAL\n!\naccess-list allow-all extended
permit ip any any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!
customData {\"AdminPassword\": SLAE Day 0 Bic & 7] ASA virtualfe £t
\"E28@40iUrhx!\", \"Hostname\" H@%ZE%O %ﬁt&ﬁ%ﬁﬂq:’ @3%5211i354\
:\"cisco-tdv\", \"ManageLocally\":\"No\", 2%@E%§E@ﬁ%ﬂixﬁ:
\"IPv6Mode\": \"DHCP\"}
* “admin” H
* CSF-MCv TH14%4
* A4 B CSF-MCv 1M1 4 5k
CSF-DM,
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P VHD F1E = IPv6 ik Azure 558 [

g e

RVFRE/ZRERTRB

152 A

"ManageLocally : yes' - X i & % H
{E threat defense virtual & FL 23 ]
CSF-DM.

#0T LK CSF-MCv it ' 4 threat
defense virtual & # 8%, AT PLLTE
CSF-MCv FgFA 7 AH [ e & 75 1) 7B
PRI

virtualNetworkResourceGroup

cisco-asav

A5 REAU I 2% (R B IR AL A4 P 2R
virtualNetworkNewOrExisting 2 [,
D SHbAE R 55 DA A 2B e 36 1) B s 2
AHIA o

virtualNetworkName

cisco-asav-vnet

AR 25 K1 44 F o

virtualNetworkNewOrExisting

new

LEZ R A 2 i I 1 T ) R AL A
2%, IR HIBUA I R I 45

virtualNetworkAddressPrefixes

10.151.0.0/16

AL L5 1) IPva HIAIERTZE, 104
“virtualNetworkNewOr Existing”
B “new” I,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

FEFUPI 25 (1 TPve HUHERTSR, 1024

“virtualNetworkNewOr Existing”

BN “new” WA,

Subnet1Name mgmt-ipv6 T AR
Subnet1Prefix 10.151.1.0/24 N IPv4 BTSE, 1Y
“virtualNetworkNewOr Existing”
BN “new” IN LI,
Subnet11Pv6Prefix ace:cab:deca:1111::/64 BT M IPv6 TS, 1Y
“virtualNetworkNewOr Existing”
BN “new” Iyt
subnet]StartAddress 10.151.1.4 IR L IPv4 HubE,
subnetlv6StartAddress ace:cab:deca:1111::6 O IPv6 Hidl,
Subnet2Name diag BB 1 T4
Subnet2Prefix 10.151.2.0/24 BPEEEO 1 W IPv4 BT, 1Y

“virtualNetworkNewOr Existing”
BHHN “new” INAAIA,
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S & RVFBYE/ZEB B R 152 AF
Subnet2IPv6Prefix ace:cab:deca:2222::/64 R0 1 7 IPv6 Aigs, N4
“virtualNetworkNewOr Existing”
EON “new” WA,
subnet2StartAddress 10.151.2.4 sz 1 1Pv4 Hihik.
subnet2v6StartAddress ace:cab:deca:2222::6 BAEREI 1 1Pv6e Ml
Subnet3Name P iz 2 7 AAFR.
Subnet3Prefix 10.151.3.0/24 g 2 M IPv4 B 4E, 1Y
“virtualNetworkNewOr Existing” %
BN “new” I hAHE,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 i 2 T IPve A4t 1Y
“virtualNetworkNewOr Existing” ¥
EHON “new” WAL,
subnet3StartAddress 10.151.3.4 ARBE 10 2 1Pv4 Huhil,
subnet3v6StartAddress ace:cab:deca:3333::6 BRI 2 1Pv6e Huhil.
Subnet4Name B B 3 FM AT
Subnet4Prefix 10.151.4.0/24 B0 3 7™ IPv4 BTZE, 1024
“virtualNetworkNewOr Existing” %
A “new” Wb,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 B 3 M IPve BV, 14
“virtualNetworkNewOr Existing” ¥
BH “new” W AHA,
subnet4StartAddress 10.151.4.4 A0 3 IPv4 Huhil,
subnet4v6StartAddress ace:cab:deca:4444::6 31 3 1Pv6 Hilil.
vmSize Standard D4 v2 ASA virtual VM ) K/
Standard D3 v2 4 ERIA{HE.

FIE 4 i ARM FA NI Azure [ 17788 Azure CLI #5538 ASA virtuallJ5 k3% . 55675 Azure 38 ARM BREE, iF

ZIY LR Azure 3CRY:

« ffi /] Azure [] 7 G5 F1EB2E ARM KRR
* i CLI #iE A H ARM ARAR
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I 7£ Microsoft Azure = L %FZE ASA Virtual
w5 - Azure ARG I}

T—%#ita

o QA F vl i@ L SSH 4 AN CLI iy & HEATAC E, 2 ] ASDM. £ <1 1n) ASDM i, i
W B2 ASDM, 5 87 T,

Bi3% - Azure Z5IRFEHR <51

AN HI T HE ASA virtual 1) Azure B85 BESSIRK 4504 .- Azure BEJEBIE — 1 JSON 3¢
o N T AT A P SEUR IS, ORI A ISON SCAF

o RRARSCM - DO RPN, TR E B AL P M ETAT 4L

o S (Parameter File) - JECAF R INESE ASA virtual T 0S4, K aiEFREE.
FERIHLZ TR/ ASA virtual FH P 2 R0 . fAAG R 2 AR VEAIN S B 8nT AR 811 Azure
Stack Hub {#$2& F 58 B & LS

RIRICHFET

AT 4 Azure BEIRE PLES B SIS K o N BB BRSO 9 B, B TR AN )
oy

Azure FiRETEEE JSON &R L4

{
"S$schema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": ""
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }
}

IR A7 JSON FIERIA S, W T 411 ASA virtual #f5 6@(E . 45K e S 1B (5 LU T 76
:

R 20: TEX B Azure FREIREE JSON IR TE

TTE I it BB

$schema = R IE 5 A JSON 2804 SCAF A7 & . AF ] L
2IRI% URL.

contentVersion & FARRIRAS (F1411.0.0.0) o 0] LU I G SRR AT = {E .
FEAS FHAZ AR S B RIS, AR rT T A R A 1 2 1 A
IR
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7£ Microsoft Azure =t ZBZ ASA Virtual I
B oezmen

TE IR 15t AR
parameters i PATTE RSB BRI, DUE F e RS . i 24,

R UAERE A EANIARLEXT A H, (AU B
EATT, TSON AEBCAE: UCHRKE AL AT 7] (¥ 2 s 2 55 L

variables 1 LEASTRC HIAE JSON v Be e,  F TR AEmi (1 5 ik
resources & adl L e g R DA ) B
outputs o LE 2 R Bl R

TEAURT LAH T JSON it 7 WY S 3 25 R B R Y, G m] LA LA SR I B 2 4. R s T

o

THBE BT ASA virtual [FIRAR .

Bl B R IRARR

T DAEHISCAR G a8, F R IR s A O F B AR -

pZ A MR T RN (I ST e N

il

"$schema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"type": "string",
"defaultvValue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"
}
by
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.

/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}
by
"adminUsername": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other values
are disallowed - see Azure docs"

}
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}I
"adminPassword": {
"type":
"defaultvValue"
"metadata": {
"description":

}
}I
"vmStorageAccount": {
"type": "string",
"defaultValue":
"metadata": {
"description":
3 and 24 characters.
}
}I

"Password for the Virtual Machine.
have at least 3 of the following: Lowercase,

nn
’

"A storage account name
Lowercase letters and numbers only"

szzEen ]

"securestring",
wn
4

Passwords must be 12 to 72 chars and

uppercase, numbers, special chars"

(boot diags require a storage account). Between

"virtualNetworkResourceGroup": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description”: "Name of the virtual network's Resource Group"

}I
"virtualNetworkName":
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"mgmtSubnetName": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"diagSubnetName": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"gig00SubnetName": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

"Name of the virtual network"

"The FTDv management interface will attach to this subnet"

"NGFW IP on the mgmt interface (example: 192.168.0.10)"

"The FTDv diagnostic0/0 interface will attach to this subnet"
192.168.1.10)"

"NGFW IP on the diag interface (example:

"The FTDv Gigabit 0/0 interface will attach to this subnet"
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}I
"gig00SubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": {
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld(parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks"',
parameters ('virtualNetworkName'))]",

"vmNicOName" :" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name" :" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name" :" [concat (parameters ('vmName'), '-nic3')1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup() .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType')1l",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName')]"
}
}
}I
{
"apiVersion": "2015-06-15",
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"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')1",
"location": "[resourceGroup() .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*'",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
}
}
]
}
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup() .location]",
"dependsOn": [

"[concat ('"Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName"')) ]
"[concat ('Microsoft.Network/publicIPAddresses/', variables ('vmMgmtPublicIPAddressName'))]"

] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]"
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('mgmtSubnetName'))]"

}I
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/",

variables ('vmMgmtPublicIPAddressName'))]"

}
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"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')1",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName'))]"

} }

] 4

"enableIPForwarding": true

"apivVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig00SubnetIP')]"
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName'))]"
} }

] 4

"enableIPForwarding": true

"apivVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
1 ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
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"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig0lSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] 4

"enableIPForwarding": true

"type": "Microsoft.Storage/storageAccounts",
"name": "[concat (parameters ('vmStorageAccount'))]",
"apiVersion": "2015-06-15",
"location": "[resourceGroup() .location]",
"properties": {

"accountType": "Standard LRS"

"apiVersion": "2017-12-01",
"type": "Microsoft.Compute/virtualMachines",
"name": "[parameters ('vmName')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
"[concat ('Microsoft.Storage/storageAccounts/', parameters ('vmStorageAccount'))]l",
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNicOName'))]1",
concat ('Microsoft.Network/networkInterfaces/',variables ('vmNiclName'))]1",
concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic2Name'))]1",
concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic3Name'))]"

[
[
"
"
]I
"properties": {
"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"
}I
"osProfile": {
"computername": "[parameters ('vmName')]",
"adminUsername": " [parameters ('AdminUsername')]",
"adminPassword": " [parameters ('AdminPassword')]"
}I
"storageProfile": {
"imageReference": ({
"id": "[parameters ('vmManagedImageId')]"
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"

}I
"networkProfile": {
"networkInterfaces": [
{
"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName'))]"
}I
{

"properties": {
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"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic3Name'))]"
}
]
}I
"diagnosticsProfile": {
"bootDiagnostics": {
"enabled": true,
"storageUri":

"[concat ('"http://',parameters ('vmStorageAccount'), '.blob.core.windows.net"')]"
}
}

}
] 4

"outputs": { }
}

IR 2 AE AU SCIE A JISON S04, filtn, azureDeploy.json.
SIE3 gt o, BIENE A RS S BN
S 4 Wiff ] VHAD FIZ YRR M Azure 358 ASA Virtual , 25 128 GUrh ik, {8 MG 2 ASA virtual.

SHHEN
HEDBE, (MR R e CE B, GRS SHY R, WEA 2T,
5P LT A SR TE XS, AT DU 2 M )L  HISON i,

SRR OIESHCE 5 150 TR EoRGI P IRt S HBI0ME. XA AE &I B
BRI BIRRR . SnT DON AN R IR 38 2 i S it 2 A S RO

XFARGIH ) ASA virtwallii, SEOCAFRA0E XL S5

% 21: ASA Virtual 2 8 7E X

FE 1t AR 1l
vmName ASA virtual¥ . 7E Azure T 11144 cisco-asav
FRo
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st

FHB 15 AR 151
vmManagedImageld B30 B M4 (%) ID. £E | /subscriptions/73d2537e-ca44-46aa-b
PO, Azure JEERAN B 1 | €02-741T1dd61b41/
VAU D MG resourceGroups/ew
B ID AR ManagedImages-1g/providers/Microsoft
.Compute/
images/ASAv910-Managed-I mage
adminUsername FHT- 83 ASA virtual [ 7 45 . |jdoe
BB P 2 AN RESE TIUR 1) 44 FK
“admin”
adminPassword R DVRRG . LR R 2 | PW0987654321
T R2B 2RI, FEHA
FELLR AR i = A 1 AN
FHLIAREFRE 1A
T TR AT
vmStorageAccount 117 Azure fEAEM . 4B AT LLAE | ciscoasavstorage

FHIA A, B aT LA
HIAFAEIR o A7 P 44 7R 200
H 3 & 24N, JFH AR
NG R

virtualNetworkResourceGroup

FEFAIN 25 IR R4 44 FR . ASA
virtual 4528253038 25 1 5 20
o,

ew-west8-rg

virtualNetworkName

2 FUL R 2% 1) 44 R

ew-west8-vnet

mgmtSubnetName

B IVRIERRIE T, T
W1 LS 21 NicO - 25— N1 o
TR, WA R4,
W] ST 20 55 BAT ¥ I 44 FRAH
Fo

mgmt

mgmtSubnetIP

PO 1P Mk,

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 # I 1441 42 2|
BEF o s PRRE LA £ Nicl -
BT EER, WERIMA
BUATI ML, IR 25 5 AT
T ARRAHTT o

inside

gig00SubnetIP

GigabitEthernet 0/0 O IP Hb
k. X T ASA virtual HI5E—
AN .

10.8.2.55
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FH

152 AR

151

gig01SubnetName

GigabitEthernet 0/1 2 141 2 21
BEF 0o 1T A L 3 Nic2 -
BEATM TR, WA
DAL, I DA 20 5 AT
T A FRAR ST o

outside

gig01SubnetIP

GigabitEthernet 0/1 $% 11 IP
hk. IXH T ASA virtual 155
MR .

10.8.3.55

gig02SubnetName

GigabitEthernet 0/2 $2 | ¥ iE £z 31
BRI WA IR 21 Nie3 -
ST M. IR, WA
DAT WA, T T 0A 200 5 BLAT
F M FRAATT o

dmz

gig02SubnetIP

GigabitEthernet 0/2 $2 [1 IP 3t
hk. IXH T ASA virtual 25—
MR .

10.8.4.55

vmsSize

T ASA virtual FEFUH LI RE AL
K/No (¥ Standard D3 V2 Fll
Standard D3. ZKi\A
Standard D3 V2.

Standard D3 V2 B Standard_D3

fES 2 s

BT LU I SO g s, TR I 7R R A SIS 0T

\ )

AR LU ORBIGER T IPV4.
g3z
R SR 7] i SOA
=~
{
"$Sschema":
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"value": "cisco-asavl"

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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}I
"vmManagedImageId": {
"value":

agssxe |

""/subscriptions/33d251 Te-ca88-46aatda2-74££1d0b1IA1 / resourasGroups/enBragedimeges—rg/providers/Microsoft . Canpute/ imeges/AAv-9. 10. 1-81-Managed-Trrace™

}I

"adminUsername": {
"value": "jdoe"

}I

"adminPassword": {
"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage"

}I

"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"

}I

"virtualNetworkName": {
"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gig00SubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gigOlSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {

"value": "10.8.0.77"
}I
"VmSize": {
"value": "Standard D3 v2"

}
FIR2 EARHK SCE 5347 0 ISON S5 9, azureParametersjson.
W3 Yuil S, QIS A S S HUTIAR .
FR A 4l VHD RUEJEEARN Azure 358 ASA Virtual , 45 128 T A,

1 e S B 5 35 ASA virtual..
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Scale fRIR X

* GH T Azure L[ ASA FEHUM Auto Scale f#R 7%, 5 153 1L
o FEGE AT, 5157 0T

* Auto Scale fifF R 7 S, 5 158 BT

* HUBEAAE B 159 BT

« ¥R Auto Scale ¥R 7%, 5 166 T

* Auto Scale @ , % 181 1L

* Auto Scale H A& FEL , 25 181 1L

* Auto Scale #ENFIFR S , 25 182 UL

o WREAERR . %5 183 BT

o TR PARALRI EE Azure PREL, 5 184 T

i& AT Azure £ HYJ ASA E#1H] Auto Scale R 5=

iz

Auto Scale fift e 75 ZESCHFBHIRIMIC, LA AL L RE EROFFRARMA . IR BRIRTTRIG I, R GORG (R AR
s BV o AR BRI SR, D2 B 20 IC B L B A RAS

ASA virtual Auto Scale for Azure J& 5E 2 I TC RS A8 SN, E A H Azure FEALH TR S5 A8 FEmt 280 (32
N Azure . IS e BRIV ES) .

ASA virtual Auto Scale for Azure SZHLH— L8 - BT REALHE .
* 3£+ Azure Resource Manager (ARM) 54 {3425

« LRFET CPU WY JE b

A\

AR ARG R, WS Auto Scale A, 5 181 T,
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* SCHF ASA virtual F5EF1 2 0] FHPEX 5

* SE4 HEMEICE 2 B3N] TR 10 57 ASA virtual SE471 .
o AR g A0 22T IR DX S

o YHEE HIAIAEH] Auto Scale Zhfg.

o JHRHZME Auto Scale for Azure 328 LT EE .

Azure 'f¥] ASA virtual Auto Scale fift R J5 & 32 FF PR S F AN [R] 4 F0 L & 0 45 FH 2491«

o {5 = WG MK Auto Scale - ‘B4 ASA virtual ISR E T Azure N 3 71 245 %% (ILB) 5
Azure JNB I A (ELB) 2 [A] o

* {#H Azure BRI HT2E (GWLB) HJ Auto Scale - Azure GWLB 522 4[5 k% . A I35 i
AN RS AR AR R, LATRIAL B KA . BN R o

(£ = B4R $MAY Auto Scale [ A=

ASA virtual Auto Scale for Azure J&—F' H Wb K MR T, e ASA virtuall 4L B T Azure
N EB AT 2 (ILB) 5 Azure M7 47 #% (ELB) 2 [ .

* ELB K A\ ELIE I 23 & BB AE 1) ASA virtual SEI s SRS, By KREAG L 2 o 1) )3 R

'3
o LB A5 3 IR E B AL VRT3 BLABESE 1) ASA virtual S, S8, B K4t
REHIE.

o MO IRA S —ANEE D FRIN 5 (RSN T A6 .
* B ASA virtual SC 61 BCRR I 03805 1 FL Bl AT 3 FEMIE 2
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Auto Scale 5 Azure ¥ 3% A H 3 251 FA XA .

17: 1% FA = BB 4R $1 i ASA Virtual Auto Scale &£ FA Z 151

Virtual Machine Scale Set
Inside Oulzide
Appilication
Subret 1 |_ I
1 ) ASA virtual 1
Resource
4 »
1 g +
mgi bound
| Il_TJ Tl
Hesource Insida Oulsids d Balar
; . —
ASA vinual 2 EB Intamat
13
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ication
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Resource e Ouiside
) ASA virlal N 4 >
P » +
- L
<
mag el

Inbound traffic (Internet-=ELB->=ASA virtual-=Application)
Outbound traffic (Internet-=ILB-=ASA virtual->Application)

Auto Scale 5 Azure < £1 £ 191&785{F FH Z=

Azure PR A B HTEE (GWLB) AT OR 22 2Bl K A it 1 Azure VM (IR TR 554 ) 1RO ELIEC A
Wik, Mo ESUEMTER H1. Azure GWLB 15 2242 B KBS ISR A0 T B KBS 2 A BN g
PRI FRAR TR 28, T kb BT RESRAE 7R — RN RS 1 e BT ARG it
AT LAORFFUE TP Skl RLPE, X AR LA g rp R 2

{F Azure GWLB Auto Scale {# J] =41, ASA virtual R fd PNz B M — MRz .

N\

iR o GREIE Azure GWLB, WA TEE M4 bt (NAT).

* {XSCFE IPv4,

Ay
¥ BYOL.

N EE R EBIFIFIN
PR TN R
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Cisco Secure
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Gateway load
balancer

!
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Inbound flow uses public IP of
®public load balancer

Flow is forwarded transparently
(2) from the public load balancer to
the gateway load balancer

Flow is inspected by a firewall
and returned to the gateway
load balancer

@ Flow is returned to the public
load balancer

@ Flow is forwarded to an internal
server

@ Outbound flow leaves the
internal server

Flow is forwarded transparently
(2) from the public load balancer to
the gateway load balancer

Flow is inspected by a firewall
and returned to the gateway
load balancer

@ Flow is returned to the public
load balancer

@ Flow is forwarded to the
Internet by the public load
balancer
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SRIG, GWLB ¥ VXLAN 5 (1 54 2 1) ASA virtual S240] . #4506 2 A ASA virtual JCEE,
A2 GWLB 23568 A VR HE 1S4 B A ) VXLAN P51 . ASA virtual 23 fif 2% VXLAN #}2%¢
e, XTHIHTR A, REKBR AR S GWLB. 25, GWLB ¥ mi & 2 ELB.

Managed by customer [ Created & Configured by Cisco ARM templates

internet

I
1 I Security VPC

ELB-G,WI_'B I ASAv Auto
O .".‘??91:.'?3’.9{‘ .......... I Scaling Group
; I VXLAN tunnel
. Il
= Snasnissnnanssseees i > gig 0/0
=) Externfal-NLB -
© | GWLB Mgmt
i I
= I
g: I Security VPC/ Serverless
< Application :: groups Subnets components
I
Health
! IAM role
i Prabis Storage

i
3
(ot
e

AR E ASA virtual Auto Scale for Azure fifE R 7 M TR S5 2 LA FEAN A0 3R

| B

EERM o THICII PN SORY, RS FIT AR .
* FETFURTRE 0T, Wi ORI L AT HE 4
o THHORIEE ST IEAL DT K22 AT IS o

s b

THEEHNHEE
[ 7] Azure 1] ASA virtual Auto Scale iR 7 & — N 3ET Azure WIREF FLEY (ARM) BiR (0538, ©
2 F ) Azure 3L TCAR S 2o Ll CGEHN . Azure PREL. MakHfide. RN EEES .

N4 BT ) Azure [F) ASA virtual Auto Scale fif ¥k 77 22 BT 75 IR SCAE o 168 R RRUAR (1) 350 280 B0 A FHVBE B )
M GitHub 171 FESR L o
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. Auto Scale 2R 5 FEE 4

AR OUFERL Cisco e A B0 A BIARIBHRAR ) TREOR B3R AL, AFER I Cisco TAC SCHFTEH

W EWIRE A GitHub LT i ST IR SO .

HIRUA 2 ASM_Function.zip fLHJ UL, 155 B IEACIEA & Azure BREL, 5 184 T,

Auto Scale 2R /7 =24

UMMM T ASA virtual Auto Scale for Azure iR 7% .

Azure Functions (&5 A)
PREN FH 2 —2H Azure I % EATHREEFE:
o EWIAZI/ARIM Azure FRFR

* ¥ ASA virtual SR A YRS YT R AT .

XM Zip WHIERSEME GES ML Azure A A . 5 162 10
BABA TR TS5, T IR T B AT T, ASR I 58 Th BE AR ARCA SCHRF

Orchestrator (%557 FH)

o XL HUS I RE

Auto Scale ZHH N H & —ATAER, MIR—E PP RES . Azure BREUE MO RS, oL

BRI o WL AL T HES X L b B PAT . FEAE ST Z A e R
o AN T T4 HE Auto Scale Azure R ETIT 75 B B2 ()AL 7 L
o« WAL BAE A Auto Scale Azure BETER A EHRAEIZ 4 .
* BN HAE R ISON SCAHFAE 1T
* W LLE IS GUI B¢ JSON U A 5 SUZ NV .

ERIHHRE (VMSS)
VMSS J&: A UL (41 ASA virtual B45) [I5EA.
* VMSS 1 LL I 54 P a8 s i A e s S0 A0L
« WNINE] VMSS 1T ALK B 3 5 GO s . e A UUR N S FE
* VMSS HATNE Auto Scale Jifig, ZIREXSiEH T Azure [f] ASA virtual 251
* TEANNAE VMSS TSI Bx ASA virtual 541 .

Azure Resource Manager (ARM) #54%
ARM i F T8 ASA virtual Auto Scale for Azure iR J7 ZFT i I U5 .
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ASA JE#] Auto Scale for Azure - ARM Fittazure asav_autoscalejson s Auto Scale Manager 2 /- $¢ it
WA, BAEELL N4

* Azure RRHUV H

* Azure @V

* HEAUHLBILE (VMSS)

© /A SIS A

o TR T I AU A & R AL

ASA JEH, Auto Scale with Azure GWLB - ARM #ifiiazure_asav_autoscale with_GWLB.json’ Auto
Scale Manager ZH {42 (5, A4E LT 21

* Azure RREUN H

* Azure NV H]

o AL (VM) BURHLATESE (VMSS)
o [ 28 FLA A it

o I SC S B A%

o T BT 0 A UR A 2 R 4

| &

EERI ARM BRAERE R N5 A R, DA T AR A B R P SR T R A

AR

Azure ‘&R

FiR4A
P8 WL AR DR TT SR IR T AT A BN BT (K OB B 1R R 4

\}

AR O BHEALA AR QISR URBELLR AT Azure 1T ID.

) &%

T DR REAL I 23 w] el B . Al = WIVA 46 M) Auto Scale #8E AL B B SOl BRAT AT ) 25 %
Yo AHVEER, A Azure GWLB #E4T Auto Scale #5823 Gl b4 44 SRl R0t -
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ASA virtual
1 HH
2. AWHRU
3. AhERUL

ANPZEAE I, DRI 1R R I 226 5 S = A R AT T

D D

=
=

HEUH

I AE - W BT IE B2 1) X 4% 22 A 21 R 4T R DL R g 11«
* SSH(TCP/22)

TR T8 5 ASA virtual 22 8] (S A PRGLHEI BT 06 75 o
ToHR 5545 RS ASA virtual 2 [H] (I8 T4 75

o IS R R B/ 1]
AEATH P IR b & (i, TCP/80 45 .

A\

7E Microsoft Azure | #BE ASA Virtual Auto Scale fBx 4% |

ER ALK BRI AR

+ REAUM % CIDR. FiAy 3 N7 RR,  LURAMERT N5 9 9 56 TP bk

= ASA BLE X1

Y ASA virtual it B SCF I AEREAE ASA virtual 249 15 ) () http/https R4S 28

B AN R ASA virtualds R B SO I I E
ASA JC BSOS LR A 2%
* N PTH ¥ E DHCP IP 43Bc
* GigabitEthernet0/1 Nk “AN#” #:1,
* GigabitEthernet0/0 N 2h “HMH” #211,

A\

iR

{FH = 7GR 41 Auto Sacle #0E T5 E AN . HJE, fEH Azure
GWLB HJ Auto Scale #55 R i & — a1 .

o I RSN R L,

* £E Azure SEFIFER 1P (N FRIAMEEL 1S HT SSH T IAT IR BLERID .

o G5 NAT Fc & DUER I AN R B 1 .
o BT 1) SREmE DA SOV BT R O
o WFRIHLE . AICEE PAYG 113k,
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\)

wzasamExt [

AR O IR R

PLF & ASA virtual Auto Scale for Azure fi# 77 211 ASA B & ST .

ASA Version 9.13(1)

|

interface GigabitEthernet0/1
nameif inside

security-level 100

ip address dhcp setroute

|

interface GigabitEthernet0/0
nameif outside
security-level 0O

ip address dhcp setroute

|

route outside 0.0.0.0 0.0.0.0 10.12.3.1 2
|

route inside 0.0.0.0 0.0.0.0 10.12.2.1 3
|

ssh 168.63.129.0 255.255.255.0 outside
|
ssh 168.63.129.0 255.255.255.0 inside
|
object network webserver
host 10.12.2.5
object service myport
service tcp source range 1 65535 destination range 1 65535
access-list outowebaccess extended permit object myport any any log disable
access—-group outowebaccess in interface outside
object service app
service tcp source eqg www
nat (inside,outside) source static webserver interface destination static interface any
service app app
object network obj-any
subnet 0.0.0.0 0.0.0.0
nat (inside,outside) source dynamic obj-any interface destination static obj-any obj-any
configure terminal
dns domain-lookup management
policy-map global policy
class inspection default
inspect icmp
call-home
profile License
destination transport-method http
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
license smart
feature tier standard
throughput level 2G
license smart register idtoken <TOKEN>
end

PLF & ASA virtual Auto Scale with Azure GWLB fif# ¥ 7 2211 ASA It B LRl o

interface GO0/0
nameif outside
ip address dhcp setroute

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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. #93& Azure iR 35 A €&

% Azure iR

MANSE

no shut

's

sh 168.63.129.0 255.255.255.0 outside

route outside 0.0.0.0 0.0.0.0 192.168.2.1 2
nve 1

encapsulation vxlan

source-interface outside

peer ip 192.168.2.100

i

nterface vnil

proxy paired

nameif GWLB-backend-pool

internal-port 2000

internal-segment-id 800

external-port 2001

external-segment-id 801

vtep-nve 1

's

ame-security-traffic permit intra-interface

ER 2 FH B

ASA virtual Auto Scale fift vk /7 ZE ER EA HE— PSS . ASM_Functionzip, ‘& LIRS ZIP AT
AL —2H BT Azure PRET,

kg ASM_Function.zip (LU, 155
FOL AT BE B AT R AT 55, AT DR 75 ZE AT T4,

Z B R YFAC SR Azure BREL , EF 184 T,

XL LA A48 558 D) RENUPTRRAS SRS

TR T RSO TR B IR Sl S, 0T LIRS ARM BERGESEE 1) Azure 1T H A
XSS5 0 5 ASA virtual %45 . 55 355 Auto Scale ARM #itlz , 25 166 1. 7F Auto Scale with

Azure GWLB R J7 5, 02 QIR M 2g SERt B, DA e h G B A A S 4. S50t
WIS A E EH .
= 2Z1BIREH
SH A FIFHE/ZER | i3 HiRGE LR
resourceNamePrefix TAFHRE (3-10 | BT BEIEHAE A & AT 28 i 44 | New
AFE) PRzt
e RN 75
il asav
virtualNetworkRg TR H REAV W) 45 BE YR 2 44 P WA
7~l: cisco-virtualnet-rg
virtualNetworkName AT SRR ZE 27 (DA . WA
fil: cisco-virtualnet

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19
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wrss [

SH2

SIFRY(E/EE

152 AR

FIREIEXE

mgmtSubnet

FET AR (S

~l: cisco-mgmt-subnet

Ay

insideSubnet

WA (CEIED .

7~l: cisco-inside-subnet

AT

internal LbIp

P I 1 P9 P A R i 4% TP
Huhit (21

Bltn: 1.2.3.4

oAy

outsideSubnet

M AARR (DRI .

s cisco-outside-subnet

oA

softwareVersion

ASA virtual liAS (FE352E HH ] )\
TRANRPIER) .

ERIME: 914.1.0 A0
913.1.0

914.1.0,

ot

vmSize

ASA virtual SEFIIRAN (FEREE
AT RAR T IERD

asaAdminUserName

TR

ASA virtual 'admin' ) BIH
2o

SR BE AN 12 B 72 N F
7, mHWHBAA: NS K
5. PR BRI
AGHEE 2 A

XAREER “admin” . HSH
Azure L TR VM BB A 4
HEN,

R

RS AN BEREA T S ARG 2

asaAdminUserPassword

=2 5y

PR ER

ASA virtual’& B 53 F /7 12569

B BE AN 12 & 7247
5, M HWGHEA: NS K
5, ﬁ%&%%*? BEETR

N ETE

ERE

R AN SR T A A Y

New
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SH2

SIFRY(E/EE

152 AR

FIRGIEXE

scalingPolicy

POLICY-1POLICY2

POLICY-1: {1 ASA virtual
(19134 87 B AE TG 5 P R 482 ) T
WRBREAM A R, Rl
CANEIN

POLICY-2: By AP
1 ASA virtual % % T34 9135
FE TG B PR 282 5 ) A et Ak i)
¥ REBER, WhlZ sy .

TEPIFMEOLR, N T R84 4R
PRFFAAE: P ASA virtual
WA I T35 S B PTG (R RF 4k
N 18] ARG T P9 Tl e LN, g
ik B P )7

AN3EH]

scalingMetricsList

FHFHlE RS R bx .
fiF: CPU
ZRiIAME: CPU

scaleInThreshold

CPU FEAI A 19 g B
BRAE: 10

Y ASA virtual FEFRE T BRI
Bk e o

12 [ Auto Scale @4t , 5 181
J\ o

=

scaleOutThreshold

CPU $8FR IS 0] 4 & B4
ERIAME: 80

2 ASA virtualfihs = T LB,
Bk R 4

“scaleOutThreshold” W IRZ&K
F “scaleInThreshold” .

i# %% Auto Scale 245 , 5 181
AR

=)

minAsaCount

LS4

LEATA 45 e e, AR honT
M5/ ASA virtual 524555 .

il 2
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wrss [

SH A RIFEE/EE | iR HiRG @A
maxAsaCount R B SR VFI 5K ASA virtual | ANIE
SAIH
s 10
iR

Auto Scale WA A AR
MyeH, RiENEHEE,

metricsAverageDuration O MRy R k%, Ni&EH

W R SRR AT
I CLASY AL

R AR R A 5 (R 5 43
B0, W4 THRI Auto Scale
Manager I, ‘E¥R At 25 4
BN R R4, I HIET I
SEEME Y R YOE .

PR

T Azure FRTI, 1 1. 5. 15
30 ST HT

initDeploymentMode BULK/STEP TEGEHTH—REE, akEZm
BAEALEALAT ASA virtual 52
B

BULK: Auto Scale & Hf 254 5%
W IR FFATHE

“minAsaCount” %5 1) ASA
virtual S .

STEP: Auto Scale 7 #1l 3K 42 [
THRI IR B A

“minAsaCount” %= ] ASA
virtual % £ o

configurationFile FAE ASA virtual it & SCHF) e8RS | A
1.

2Nk
https://myserver/asavconfig/asaconfig
Axt

*Azure XPBT BRI AT A4 AE AT R ARG, BGE BRI NG 7R, FREEREHBEHE
T E A FFRF T -
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. ZNZ Auto Scale fRR A E

INE Auto Scale fRR X

=#RZE Auto Scale ARM &1y

{E A =RA;RRFMEIASA FEEL Auto Scalefor Azure- fii [l ARM fifiiazure asav_autoscale.json ki &
ASA virtual Auto Scale for Azure FTFE I ¥R (EAE IR, ARM PR 0] BT 251

o JEFNLELE (VMSS)

© ShER A G

o AR S A%

* Azure 3%

BN

o A R TR RGBT

ASA FE#] Auto Scalewith Azure GWLB - {# /§ ARM #ifzazure asav_autoscale with_ GWLB.json>k
& ASA virtual Auto Scale with Azure GWLB fif# 48 5 ST 75 (B8R . 7R45 € TR, ARM BGH
BN DU 0

* UL (VM) BUBHLAUEESE (VMSS)
o WG BB T

* Azure BRHUV

o BN H]

o D2 At it

o BB (0 A AN A A P 1

FHia Z |l

* M GitHub /7 JF F 2 ARM R (https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/
azure)o

UK

SWA UIREE B A Azure KIS ASA virtual ST, S T B e A 0D S AEE ARMKEL.

i

"zones": [
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| 7£ Microsoft Azure L EBZE ASA Virtual Auto Scale IR A E
#8 Auto Scale ARM #2157 [l

n2n,
n3n
1,

AL T F 3 MR SRR B

BIR2 iR ANE A B A P A R R T s I “json” HdH RS AR S AU .
il
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables('elbName')]",
"location": " [resourceGroup () .location]",
"apiVersion": "2018-06-01",
"sku": {
"name": "Standard"
}!
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"

:| 4
"properties": {
"frontendIPConfigurations™: [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',

variables ('elbPublicIpName'))]"
}

}
:|!
"backendAddressPools": [
{
"name": "backendPool"
}
:|!
"loadBalancingRules": [
{
"properties": {
"frontendIPConfiguration”: {
"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers', variables('elbName')),
'/frontendIpConfigurations/LoadBalancerFrontend') "
}!
"backendAddressPool": {
"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers', variables('elbName')),
' /backendAddressPools/BackendPool') 1"
}!
"probe": {
"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers', variables('elbName')),
' /probes/lbprobe') 1"
}!
"protocol™: "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables('idleTimeoutInMinutes')]"
}!
"Name": "lbrule"

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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ZBZ Auto Scale ARM 11}

PR S

ﬁﬂ;f@;ﬁfﬂ%iﬁﬁtiﬁ, W] DAAEHE 5 N Azure 17 YR 0T .

A FH 445 1] Microsoft M ' FH J* 4 R85 & 5% Microsoft Azure [/

MRS b ) 2R 2E (Resource groups) BAUT 1) G AR IE IR o 0K BZA IR IR 41 AR T H
P T B A

BT IR BUEFEIAT 2 2641 1, ASA virtual_AutoScale.

[ 18: Azure |17

o ASAw_AutoScale

rEIERIR (+) (Createaresource[+]), ABMGHE QT T, HAPE IR “OId % YH41” (Create Resource
Group) AL~ .
¥ E 35 (Search the Marketplace) 11, H#AEIRERE ((EF B EXIEREBE) , )54 Enter .

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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EBZ Auto Scale ARM #E4 .

[ 19: B E XRIRAD S

S Geanh respurcer, sevions, and docs 1o -

Template deployment (deploy using custom templates) (preview) =

- Template deployment (deploy using custom templates) (preview) - ..

{} |

Oweiview P Unige informatien « Suppon

Appications running im Mool Ay ursally rol
B gy ) P Bk PSR 85 i

oes, ke claabanes, varenrs, and web 3ppt. kiure Fasource Manage tmplates srable you
g L L e

0y template wth it rlideeie avd Supd

e clery froen Micrenoly

0

Workapace Wiee Dtz 20

Macrcach hcrosch

Ny Coba Al e Prgua The sty | ey mre

$E1 it (Create).
PIR8  QIEBIRNTA 2 AR, YRR SR I EMIE B B 2 R94ER (Build your own templatein editor).
[ 20: #4332 15 B © RITRR

= Microsoft Azure
Home » ASAw_AutoScale > New > Template deployment (deploy using custom
Custom deployment
Deploy from a custom template
Select a template

Automate deploying resources with Azure Resource Manager templates in a single, ¢
select a template below to get started. Learn more about template deployment E5

ﬁ Build your cwn template in the editor

Common templates

BB create a Linux virtual machine
n Create a Windows wrtual machine
@ Create a web app

ﬁ Create a 50L database

Load a GitHub quickstart template

Quickstart ternplate (disclaimer)

IR EYmEBIRIR (Edit template) & 1, MR FTA BRI N I BRI azure_asav_autoscalejson 52l N 7%, 4R )5 s
HR7EFE (Save).

Cisco Secure Firewall ASA Virtual \[]#5/, 9.19 .
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. ZBZ Auto Scale ARM 11}

[ 21: B HEAR

Miicrosoft Aeure B Search resowrces, senvices, and docs [G+))

Homse > ASAv AuteScale > Maw » Temgds

Edit template

your Aqure Rercurce Manager femplate

t agdrescarce T Okt bemplite T Lead e = Download

s 1 {
> 1 paramaters (150 i “Sachema”: _hEtp://schems Sansgespntoayne conschenssd 0935 :00: 03/ deployme Tenplate Jeon s
= ¥ coAtentVersion 1.8.0.87,
2 [ Vanables (31) & “paramsters™: {
w i Rasources (12) L3 "rescurcelanePrefin™: |
11 Logicapp [ “type™: “string”,
T Mot ogieiworkdlows) X ekt ol
I " Sactirp] B “alnlength™ : 3,
varablesengmisecnp | . wh= s 4
@ maxLength™ : 18
v [hlicr oot Hetwork networkSeoor 4 i .
18 astadata™: {
‘tlfi'dt‘ﬂf'di'-"-lﬂc"i‘"| 11 “description”: “Preflx used In resource names created by this tesplate(Use only lowercase letters)®
[Microscf Network nateoriSeosr 5 3
= [varablesCstorageaccoentiame. 13 |
= MurosctiStorage siorageitoow. 14 “virtualietworkRg™: {
g [varables(oingHanklama ) 13 “type®: “string”,
[Py ot el et arme) i& “defaultvalue™: “cisco-virtvalnet-rg™,
17 “matadata:
sl\r&l-ablh: et - ¢ f. PR . Epesirh -
[Microsodt ek, s 18 5 description™: "virtual network rescurce group rume
1]
|variables[ appinsightshlame ] e }
nicroscfiinsights/compoesnis) 21 “wirtualMetiorknme™: |
|vanablesibosibameiindingubiam, 33 “type™: “string”.
‘IMUVW‘-":"“?-'\"H 3 “defaultValue™: “cisco-virtualnet”,
hosthaameindings) " “metadata: {

TR0 £, HETASH. ARENSHEENGER, ESHMASEL #1620, Rnridil3E (Purchase).
[ 22: ARM iEiR S5

Home » ASkw AutcScale

Custom deployment

Deployment soops
Sk i SubACPEHSR 15 MaAlgE Splopd MSOWTE S6d GOt L Te50ree Groups B RokSeTs 10 organas and
manage 3 your recources

Subscription ® hicrosoh Azuer Enberprrie ot

RBOWCE Group ™ Ay AuBScale e
Copite Agw

Pasamerters

Rertource Mame Prodi e

Virtus! Metwort Rg crcp-wrtualnet-1g

virtul Mastwork Mame 2

Mgt Subnet tivoo-mgmt-tubnn

Inuide Subirat crco-nsi-ubne

nterral Lb

Cutiide Subnat Citcooutidi- SubaEt

ph s
T Ll dRAE S 5 (Edit Parameters), AR5 il ISON SO ml A% PR Y 75

ARM BEAR (KI5 A BAIE DI EAT PR, R T B A ST A -

SN YR I ERMRG, E¥ N ASA virtual Auto Scale for Azure i 7 ZAIE A LEFIE Y. S H FET RS
Wo “HRA” (Type) HIffid TR, GFEZENA. VMSS, FAEIIME. AL 1P il

. Cisco Secure Firewall ASA Virtual A\ |45, 9.19
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23: ASA [ 1. Auto Scale 1R ERE

(4] ASAv_AutoScale =
- I
'R
o = -
e Ow
s
oo
L ] e
+ “f2 *‘
ERE Azure & E M FH
B ARM BT, Azure 20158 — A1 TRBN, AR TE N T HRT

Manager 125 Jr 75 1) 2R 45 o

FHia Z |l

« ¥z ASM_Function.zip . &SP CILSH) 3 Azure PREL , 2F 184 i,

PERN R EAENE ARM BRI QI KR BON T, RIS HAAEAEAET A e s, H 2
https://<p& £ H 4 F5>.scm.azurewebsites.net/DebugConsole
X T2 Auto Scale ARM BEfie , 55 166 717546 :
https://asav-function-app.scm.azurewebsites.net/DebugConsole

SEB2 A RIEE ST, AR ste/wwwroot .
HIE3 B ASM_Function.zip #a i 21) SC A4 95 5 B8 A )

Cisco Secure Firewall ASA Virtual A\ |45/

#BE Azure i 35 .

Zlc & Auto Scale

I URL:

o m
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. #8E Azure FE K F

24: +1% ASA [E#) Auto Scale THEE

“ [« ] [ nil [ror———— I -

[y ——

0 items A @ A

Mame: Mo [

Drag here to Lrload'

SR I bARIE, NAZ S BRI JER S a R 2
25: ASA 40\ AR5 SR 5

fwwwroot #+  13items & @ &

&
]
5

Midified
19
-
Y-
Y-
EN-
40
i@

vewve

LN

$IE5 R4k PuTTY SSH % /i

Azure B M(TF ST SSH FEREVTIF) ASA virtual, {RRE, JEMS BRI R O TP P RS2 5 ASA virtual 7
1) SSH S GIEC Sk, DRI, 6 98 FARFUAEE SSH %/ i

M www.putty.org $ PuTTY x24T 4 F4E] PuTTY Jq¥ (plink.exe).

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19


http://www.putty.org

| #E Microsoft Azure %R ASA Virtual Auto Scale 2% 75 %2
T |

26: % PuTTY
&P Download PUTTY: latest release | X
< cC a
Fe

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the FAQ entrv)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty.exe (or by ETP) (siznature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: RESRaEXE (or by ETP) (siznature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)

32-bit: reftp.exe (or by ETP) (signature)
64-bit: peftp.exe (or b ETP) (signature)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel exe (o by ETP) (siznature)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit: plink,exe (or by ETP) (siznature)
64-bit: plink.exe (o by FTP) (signature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

IR 6 FF SSH % 7 iy il $4U4T 3CF plink.exe iy 44 4 asassh.exe.
IR T ¥ asassh.exe il 2 SCAFH PR EEZR A, iR E—2B b A% ASM_Function.zip (147 %
W8 JUF SSH 2/ i 15 bR 0N FH AR 7 — A7 AT o 20 B B UL 1

MIEBCE
7S E v F T340 Auto Scale Manager SZE PRIl o IXLEIETASAE ARM Bif Hh EoR, H
AT CATE BRSO T T g e AT

FFi6 Z A

)

AR R LABEI RO, i DL U g A G
SEH PR RN A

SERFHLA IR S5 5 1

G AT DR AT L L

* A BRENY .

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .



7E Microsoft Azure | #BE ASA Virtual Auto Scale fBx 4% |
B wom=

i

BB 7L Azure 1779, R IIEPE ASA virtual BN
& 27: ASA (£ R

P2 W] LIESE AR Al 1 ARM BEAR A& (L E . A XK BEL ARM BN, (T AR R I ML A4 B i o
EAT .

REHOIENARAT AW il
s Bl E 44 FR: “DELETE FAULTY ASA” (ERiAMH: YES)

FEAM AT REWIRT, 4523 )5 BB IR ASA virtual S8 I8 i e B SO0 LR TRCE . W SLAC I, W) Auto Scale
Manager R 1B I € DR B % ASA virtual SE]slCl HoOMBR . (YES: MMERESUEIK ASA virtual/NO: i B
ASA virtual S, BRI RCE RO .

o TERRENY BT, AR R Azare VB PR AT LUE 280 SOk U PR AR & (B3 & L2/ 1A,
fno“ssig” )
R P A A (lhn, anRAEA SN AR 2 TR 355 Azure 1THTD . AT DMEH Azure [ Key
Vault R8s KR 2. FCE SIS, P 2B A ph 76 2 i ) 2 B DR R AR O 28 bR IRAT s TS 2 PR
T ) B S
pEs 4
R Azure SCFY, A ER RS R FE 740000 9 foe A S e o

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19



| 7£ Microsoft Azure - %FZ ASA Virtual Auto Scale f#R 7 E
eepnmeerrz amae [

AR MIREDEE IAM 56

Azure G4y K Vi S B (IAM) 168 Azure 224 5 R I —58 5y, T BRI P 540
Azure BIRHIFLE G100 H Azure R55E24t Azure Active Directory H' H ZI3LE 5177 o

OB SR VE eR BN P R REAUN LA AR (VMSS), Tl U5 i e e ST IIE
iz

L1 1E Azure [ 17, % VMSS.
H1E2 fidiigiaiEdl (IAM) (Access control [IAM]).
HIE3 HdiRm (Add) LA A (62 id
L4 \iRInAEHE (Add roleassignment) F 131 % ik 5 5% (Contributor).
PIRS5 NS ECiA IS (Assign accessto) 4K i+ E A (Function App).
SR 6 L ASA virtual BREN T

28: AIM fa 2 53 BL

Add rele assignment
2;_\ Access contnol [LAM)

F®T R (Save).

AR, I NI AR S BT ASA virtual SE41

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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ARM HEHEOURE AN 2 408, —MFATIIEEN, — A TR . 45505 2404 HLALVF ASA
virtual SIS HFTHE MR . AL, B 2 A A RV R

R 5 P 78 2 ) 40 A RN TR P K ol 22 A 4L
e
Heym i g /0 N SR vER B S8 M 43 10 SSH it

5 #1 Azure 1245

ARV 784 Autoscale LI RERTEMA S . ARM B2 QI — LTI MNH], N5 Z T,
LA Auto Scale i s AA%FAE BT s OAE B

PR AR S LogicApp.txt KA BIAHL R 48, AR5 R Fras b AT 4

EEEM
FEAREEZ T, B BEAR P AT X LD IR

KT IRA AL ARM BHCH As3AT,  LAERTE R AEIAL T 025 N .

a) Wil BHRPTH “SUBSCRIPTION ID” Jf&4 b4 M ID 15 Eo
b) W BHITH “RG NAME” B A 1 I % 41 4 5
¢) Wi EHA “FUNCTIONAPPNAME” -4 i oy 45 1 bk BN F 44 95

DA 7l {7 T LogicApp.txt SCA i) JLAT -

"AutoScaleManager": {
"inputs": {
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft.Web/sites/FUNCTIONAPPNAME/ functions/AutoScaleManager"

}

}I
"Deploy Changes_to ASA": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19



7 Microsoft Azure _E %[ ASA Virtual Auto Scale iR /55
B3 Azure 13BN A .

"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAME/providers/Microsoft.Web/sites/FUNCTIONAPPNAME,/ functions/DeployConfiguration"

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft.Web/sites/FUNCTIONAPPNAME/ functions/DeviceDeRegister"

}
}I
"runAfter": {
"Delay For connection Draining": [

d) (Al Gl RE, Ok B BRAE (5). X2 E Wi Autoscale FRIIN 1] [FJRE . DA R 754 &2 25 T LogicApp.txt
A LT

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

}7

e) (FL) HifHEdtATHE RIS IRl BOR B BRI (5). X2 N 19 REERAEIIIN], ZEMIBR 4% 2Z 1T AN ASA virtual
PR ER AN R RG . LR s lizs T LogicApp.txt SCPFHRLAT :

"actions": {
"Branch based on Scale-In or Scale-Out condition": ({
"actions": {
"Delay For_ connection_ Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

) CRNED iRy KNI TE), BORFEBRIAE (10). ROZAEAM Y SEMUR NPT ERAE I TR UR 2R B 1

LogicApp.txt SCAF i) JLAT :
"actions": {
"Branch_based on_Scale-Out_or Invalid condition": ({
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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. S Azure B85

2
XL DL Azure [T/ 581 A RTEAIEE, 1525 Azure SCRY.

LB 2 %2 BENAAEME (Logic App codeview), MHERERIA P A IR 4nk 5 11 LogicApp.txt LA A, ARG fidhifR
1% (Save).

& 29: 248N A RBAE

¢fy asav-logic-app

"
= @
o - i
e — 42
[ r—— .
v "
oo e "
"
T =
@ o
0
g ™
"

e 5
-

W
- -

L3 RAAZENHE, T “ZH7 RE. %53 Auto Scale Manager I, 1% ritdi/Z A (Enable).
& 30: ERiZENA

Micresalt Azure £ Search resources, senvices. asd doos (G4

ASAY_Ain852a

|2 asav-logic-app #

Sp—y— () nefresh ¥ e [ :e‘i!o [ cone & Empon

N Cwerdiew Lrabia
B To rmereormToc Tiw, m e acking now outibound 1P adkdseim ror thoed Agwn. Fiew aitien nrded f vt e intring B addresse soth fremsl on

B Aoy log

~ Exsentish

Fe, Access control AN

& Togi

& Dagnoie and ik poobibiei

Development Took #5600 Te-aa 65 -d el Ba00-DAIEESRE I TS

o Logie g detigaar Surrena

Y Loget o ED8E Wiw T Ao

B versioas RECURRENCE ol
Revurrence i
FREGUINCY

Risfi, by’ 5 vt

R Forlsase rotes

ENVALUATION
Evalated & tmed, fred 0 trs in the s 24 hours
Eeizings St trigger hetory
B werifiow jamings
Rty Kt
Authorizan
an || Sta tne garbe than we | Pk
@ scoess by
Idertity
X Statis Start tim Identifier
Il Peoparse
N o rung
B Locks

T4 A, eIt inielr. i “IEAEEAT” (Running) AR AT EH 15 S
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74 AsAvirual ]

& 31: BN AEITIRES
e B N

r. Runs history Lagic app run

] - ° I
Wi Uk i T * m L £

H A in‘.ia
Cnsration l

‘:’ ekt - . Intaion couens hn

. ke bheh ik ta

| [ P e

ey
I MBS [ ———
| o pmcscon s
P - B
.Nul;'ArWnl ho nl-nnpmonsr.narknm-:wm ﬁl-
SRS WHN RGP E A OIS R S o
FIR6 /1 VMSS PR A IEAEAIEE ASA virtual 541
32: ASA 24 SLBUIELT
Home » atav-vmds
K1 asav-vmss | Instances
Search (i) ) mefresh

LW
B sty kg Hame Computer name Status Health state Prosisioning
B Arcess control (1AM ] A s000000 @ Creating (Runsing) Creseng
L D ey e mes 000001 @ Creating Runneng) Creatng
£* Diagnose and sobw probiems 0 Barv-vmss000002 @ Creating (Running) Creaeng
Settings
B nstances
& Nebworking

ELE B, B TE ARM BHRGE 2 40K 'minAsaCount' % & “3” JFK; “initDeploymentMode” % &k “#tin” ,
KA 35 T =A™ ASA virtual 5241

F2% ASA virtual

ASA virtual TR A S F:ER BTN UEGE (VMSS) BUL T MBIk, &2 8 Azure REST
API # 1F+4¢ ASA virtual.

Cisco Secure Firewall ASA Virtual \[]#5/, 9.19 .
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B A% asavinual

\)

ER B0 LUE AR REST %7 i K T 2% ASA virtual .

Fr & Z i
* RIS P8 ASA virtual BUMERRA (Bll: 914.001)
o SR T8 R LA MBS E ) SKU (i 41: asav-azure-byol) o
o SRIFE VLR AIN AL 44 K

g2

PER AN AT, B ELUR URL:

https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0

B2 S ARG B
33: F+4% ASA virtual

imeters rerserisirophane’ il

: Body

v bl Msich o e ok

$I8 3 fEEK (Body) #70Mi AL B ASA virtual MU ARA . SKU Flfih /% $83247 1) JISON Hi A .

{
"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference": ({
"publisher": "cisco",
"offer": "cisco-asav",
"sku": "asav-azure-byol",
"version": "650.32.0"
}
by

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19



| #E Microsoft Azure %R ASA Virtual Auto Scale 2% 75 %2
Auto Scale 248 .

SR A Azure I N ZKE VMSS B 5% T
BTG AE B ) ASA virtual S, X L8 LB R AN B e eI R B 8.
o RN T Rl— AR AES, {HILAH K ASA virtual SZHF 4% 22458 F IH AR %

« TP LLE A BTN, TETHRIAT M ASA virtual SE41 . EHATIEERAE, 5 A VMSS HRIFER (Upgrade)
$le ER R R B FTF AL RE 1) ASA virtual SEB o A ST HUPE I HUR G EIX LT U ) ASA virtual
Sl FER, NEERLTE.

Auto Scale 1B45

SR RIZEE
* POLICY-1: 44E{T ASA virtual [°F-34) 50 275 Fr C B (0 RF G20 0] PO RE L A0 ) 4 e B BN, oK
KAMNAY JE o
* POLICY-2: & ASA virtual ¥ & 11134 7 206 FTIC B 1A R F S I 18] P ER sk A 1) 47 e P A
B R AN R
A E RiZiE

* WERERA ASA virtual B 1K) CPU A F A< AE T HC B 45 SE N 8] VAR T RO B T 9 R e B4R

AR
© WY REAMAYTELL T A kA (BRI T /A g g 14 ASA virtual) .

o FREHILTLUNMRBG: B SR AL T ASA virtual B Z [ RCERE, B0k
Ui, T ASA virtual B & N34 N

Auto Scale H& 12 X011

ToMR S5 23RS AN LR H R H IS WU bAh, B2 H G R A 213 RE i 22
» LA RN Azure BT H &

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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. Auto Scale 7 FABR %]

34: Azure BE B &

b S pesaien

o WTUAA ARG LS A AR O AT SR B H
B 35 BENAEITHE

TR SRR R M ¥ G s v
2| Runs history = #  Legicapp run
) Rt wbet
= = "4 -
—— - Ho v
-]
L]
Atn'aehanage 13
o
ucwak:maw.qam i3
Cameted.
] -]
[ [y il e e u

& 7200

o UNRTFEL, W] DARA IR /2 BN T AT A EAE IS AT AT S o S, BB /&AL S RTIE AT
ASA virtual &% B AL TA—F0IRE .

© FEIZHR N AT AR BIREANE AT/ AT 55 B AE 2% (K IR TR] o

o I EARH zip, WTCLBEIN TR BN o AETHR R BN TR, S ts AR N O AR BT AT
E55 58 1o

Auto Scale N #0pR #l]

58 ASA virtual Auto Scale for Azure I, 753 2 DL v D) R0 PR 41«
o YR YLERET CPU %K.
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| #E Microsoft Azure %R ASA Virtual Auto Scale 2% 75 %2
ey |

* ASA virtual BB CACE 8 HA A I 1P Huhk.
* {3 FF IPv4,
* ARM FRAR [R5 NS UE S AEAT B, DRI A48 75 2 47 S AL I X e AN 61

* Azure 5 B 01 0] AYE BN RS o oE 20 SOB A A RUR S Clny B8 AR ) o fgmr
DU Azure Key Vault JIR 55 (- 37 BBURECH «

o WO AR T SE AN A B RIS AT H IS e SRR U BRAEAROR I B % B T3
K WL T DAHEIS B BUAT B 4 o

o WERAEAEBUAT STl SR O N B L AT BN AL R I BRI L S A DR R
AT

HUEHERR

PLF 42 ASA virtual Auto Scale for Azure [£)5 WAS RSO IRIE
» Joikalid SSH &R S ASA virtual: 6 75 2 77 0 L BHOKRE 2 2495 045 13 B ASA virtual; £ £ 224

20275 fFUVF SSH .
o IR BIBATIR DU BT U A 2T ASA virtual 275 7550 11 B SSH; K Ay e 44 1%
Ho

o MEN. KA RSN . ASA virtual HECE K NAT $N)/FAASEE B KA RO 224>
ZHIR U R EEAE 1Y) Azure BRI 4%/ /R S 1EE414E B o

o W H Vi VMSS: fr 2 VMSS i IAM A ol S 2 6 IEM .

o IR N HLE TR ] ZEAN AP ASA virtual 4G _ERGE SSH 510 KA Azure VMSS 1
ASA virtual %2 KRS .

* 5TH] ID AHSCH) Azure BRE L AT 1R IR UERSAIIK 7 R Ak 5 T BROATIGT .

© WIRY TEERAE R A Azure 23 A€ PARACIN (BB BR SE B, AEIZAIIE DR, W FEERAT W] g
SO IR AR, (H iR A SRR MR .

o TEMUHATAIRC B S 2 B, I ORI N R, TSR T IETEIZAT I 25 56 1o
U1 ARAE ASA virtual Auto Scale 55 Azure GWLB #2Z J[AE BUTLAT ) @, 75 AA LT R HERR SR
* Ki#f ELB-GWLB <l
* R GWLB H AR ILERIPR A o
* JRLBIE ASA virtual P EERIZ AL 1 1A ERAL AT VXLAN &
o A AN .
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B EmomrmimE Awre mk

18R AL E Azure B

» Microsoft Windows 5 [f/2E 10 A< 1./l
* Visual Studio (f{i[}] Visual Studio 2019 Jix4s 16.1.3 ZE4T001%)

N

iR

Azure FRECEEH C# H5 1,

* “Azure Development” T AE 41877 24 34AE Visual Studio 1,

{# F Visual Studio #43&

1
2.

H “code” ICAFR T BEIA ML
SRS “ ASAAutoScaling” .
7E Visual Studio FF] H-Ii H X “ ASAAutoScaling.csproj” o

1§ F Visual Studio ARHEFR P EEAT G BEAIR#E
[& 36: Visual Studio MERRR A

o) B [dt Wew Pt Guld | Debug Tea Apshe Jooh  Epeiees Jfedow Hep soicriety P ) ASRukinoseaing ® - o x
0-0 -t Ew B, i EE TR

Erbeald Sohmn
. [y |

B Sihunndoaling Frun Code Anslygua en Sohtion AReETl +| @ Run(tphequest seq, Loggering)
“uping Systes; T
using System, Thresding i Bl ASsRuteSaing ShifteFE
using Microsofe.Aaphinl Figteald A5 Subctalng
using Microsofe.Azure, Clea ASAvAuteSealing
using Microsoft.Azure
utleg Mirssaft Aaphet g
using Microsofe. Extens & Poblab AStwhutoioaing
using Microsofe.Rest.d Each Buikd_
using Microsoft.Azure. :
uiing Migrosaft asure Configuraton Manager.
using Microsofr.Arure

BE- 5% @@ &=

) Solution ‘&SiutoScaling [1of 1 project]
4 =
B & Depesdencies
B J& Properies
stignane
oAbk Configuration.cs
¥ € Anwe Opentonscs
T hesejson
LT ecalsettings juon
b Manager.cs
B O Unincs

Configure Continusus Delrery in Azure_

using Meorosoft.dzure. E TRESOUTTErENaEET T T TEFTIENTITETY
vsling Hierosofe.Azure.Fanagement Monlter;

uiing Migresoft Aure.Management Monitor Models;

using Microsaft Arure.Fanagesent Metwork;

using Networktwragesentilient & Morosoft.Azure. Managesent Hetwork . MetworianagesentClient

F* Scaling Logic:
* If current Scale set capecity = @, Start Scale-Out (incresse WM cownt by 1 or by "HIN_AS
* POLICY-1 1 Scaledut © If any WM's sversge ussge goes beyond “SCALE_OUT_THRESHLD® for °S
) M Haued o

o i ¥

Enire Solubon = | @0k | ) Dof3Wamegs | ) Dof SMbeiiage | My | Budd « ImeliSeme . abich Erroe Liik o=
T = Descrigion Project File Line Suppeestion . T

Frrer e [T

BRIh g N FRCA Je 3415 \bin\Release\netcor eapp2.1 LAk .

LRI A, s &1%%) (Send to) > [E4E (zipped) X3k (Compressed [zipped] folder), #&
Ji ¥ ZIP SCAFRAF R ASM_Function.zip.
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I 7£ Microsoft Azure L %FZE ASA Virtual Auto Scale iR 7%

TR FIHEE Azure 5] .

& 37: % Fx ASM_Function.zip

LIpESard Wrganan Hew upn e

v Gamesh Patwaedhan (gpatward) » source » repos » ASGwlutoScaling » ASAvAutoScaling » bin » Release » netcoresppll »

fifdged ®  Mame Date meddied Type Size
Asafcabein 233 01251 PM File folder
- Asateabelun 23-§0-2000 12:51 PM File folder
AutoScaleManager 23-50-2020 1251 PM File foldes
Ein 23-80-2080 12:51 PM File folder
A CheckaiilmenseConfig 2 i File Foldes
CleanupASavCenfiguation File folder
N ConfigureAiiy File Fosldes
A
DeletelinConfigurediSs File folder
[ GetazsPubliclp File folder
stopMewC ennectssns File Poldes
waitf eriis ToCome Open Fule foldes
Lina_Co [of ASAvmutoScalingd oL J5OM File "
kotice _{hau.;m Pt ot JS0M File
[ local settimgs juen A Addravic players P IS0M File
Whitet & Play with VLC media player
= TZip >
CRC 5HA
5§ >
‘operties Gree pocess to b
[ @ Cisco AMP For Endpoints »
\utebeak Sepe to 20 Buctooth device
stest o | Compressed [tipped) folder
uget Copy I Desitop (create shortout)
th = = 4] Documents
S W Faoxrecipient
o Vs e 7 Mad recipient
Properties
m
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7£ Microsoft Azure =32 ASA Virtual Auto Scale f#'R A E |
B =Eancmiaz aue m
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,‘-"-8i
=% 2

7£ Rackspace = L #BZ ASA Virtual

& m LAYE Rackspace = L% ASA virtual.

| A

BEER M 9.13(1) JFUE, IUAE W AEARAT SZFR ) ASA virtual vCPU/ N A£BC & rH A5 FATAT ASA virtual il iiE . X
A1k ASA virtual 2% 7 75 R FE ) VM BEIE S [ s AT .

« Wik, 55187 1T

© HIPEAAE AR 188 I

* Rackspace =M %% , #5189 1t

* Rackspace Day 0 [iL & , 25 190 7T
* {# ASA Virtual , 5 192 5T

* CPU fli HITHHLFIR TS, 28 193 BT

Rackspace &5 FTH FEAH FAE = H AR ALENRAFE IR IRALT . Rackspace =it —
N IET S E A R 1 v S SRR SS

& 0] LUK Rackspace ) ASA virtual #2524 Rackspace == I REFAR o ATEA G0 Q0 n] 22 B FNL & Hp.
NS ASA virtual R -

Rackspace = 1 HI SEIERIFR A KAG o ARTE "XUAE" F5 102 RS2 1) RAM K/, Vepu, Mg
(RXTX RED FEEA mMA S . FRYIHIEH T ASA virtual 775 [f] Rackspace X .

3 23: Rackspace S35 RIRH&

it} B RETE
vCPU M 7F (GB)

THRN1-2 2 2 400 Mbps

w14 4 4 800 Mbps
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7E Rackspace = I &5 ASA Virtual |

B ooz
%A B BEwm
vCPU M 77 (GB)
i AL1-8 8 8 1.6 Gbps
W14 2 3.75 312.5 Mbps
TH51-8 4 7.5 625 Mbps
WEL1-15 8 15 1.3 Gbps
AT 1-15 2 15 625 Mbps
W 1-15 4 30 1.3 Gbps
W1 1-15 8 60 2.5 Gbps
2% F Rackspace X\1%&
Rackspace MEH 2 e 55 # RUHE 70 4 LU LK
s —RERIE vl
o @ T ARG, AR I8 TAE SR 830w R R s
* Vepu e AT AT G I SR b i 3, SY N LS REARAHEL, 24 Vepu )
filgh 793 CPU ZiF% .
*itE vl
o 150 web Rg5d N IRSS 2 A1 HAth CPU 4T T4E S #dt AT Tk .
* Vepu Jy "EREAHADIE UL, TN B SRS, ANEHEEZ Vepu S Z N
I3 CPU £E 74
* AfFE VL
o FEUCH T AR 3R AR A
*1/Ovl
o JERIE G2 A T POE ML VO (s PE RN A R
—t B
B 15

* @1 —A™ Rackspace Ik )"
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| 7 Rackspace = L %3E ASA Virtual
Rackspace = M 4% .

BOIMEOLT s BT Rackspace 3Lk 359 B A FEE FER B I 55 2 o 165 mT ATE =46 il i
WP BFEEIEE RSSO . TR B HIAR TGS, sdEnmkr H 4, RGiEsE “F9k
22 5)” (Upgrade Service Level).

« YFr] ASA virtual. 7E%8F 0] ASA virtual.Z B, ASAv BEREERA FigtT, A S HE 100
ANEHEA 100 Kbps &M & 1S VFn ASA Virtual , 57 1 5L,

AR
« BRI
© YEFIAR B O
o (Arik) HAh1 M (DMZ)

o JWAF HAR
« B - T ASA virtualiE 423 ASDM: AREH T Bl .
« WEBEE (7)) - FF¥ ASA virtualiE B2 1] Py AL
« SRR D - FH T ASA virtualiE B8 A LR 44
* DMZ %11 (i) - HI T4 ASA virtuali# 4% ¥ DMZ M %% .

* 115 ASA Il ASA virtual [’ REAMANE S EEK, 15 S JUF} Cisco Secure Firewall ASA He 41k

Rackspace = 4%
1) 2 e B o] DU RG J LR N 4%, AR [ LR R SR BT B . 8 mT DL R 1 22 15 4% B Atk 19X 488 A 1] F1)
J5 A 2RSS BRI I 28 T . #51%) ASA virtual #0844 - %2 5 Rackspace 2= H1 40 I 48 [ = Fh 2%
RIATAZ
* PublicNet—¥f = 3Ll iELLE (BN IRSS 4% = AR B2 AN 48 B 4 IE B M .
* {§i[f] PublicNet ¥ ASA virtuali%42: 31 T HER .
* ASA virtualilfi i Management0/0 # 332 21 IE P 2% .
* PublicNet +&: IPv4 Fll IPv6 fXUMES 7. 244548 ] PublicNet G & IR 25w, BRIATEOL T,
N2 4e 20 %) 1Pv4 HihikF 1Pve Hutl.
* ServiceNet—fER}/™ Rackspace 7 X I P [N X IPv4 2l )7 (4%,
* ServiceNet Z3 U4k, WL E P IF RS 2etEtmii s (east-THIRE)
o BN IRG AP AL IR S (B =30 . AR RS . SEAREM &) TR
Vil o
* 4% 10.176.0.0/12 F1 10.208.0.0/12 {4 ¥4 45 ServiceNet. LA ServiceNet 422 [ A4 IR 55 2% #
BAE A — AN R — A TP HuEBE TR
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7E Rackspace = I &5 ASA Virtual |
. Rackspace Day 0 EL &

* ASA virtualili it Gigabit0/0 22 1345 2 b 9 4%

* A aME — S G, BT DR 2 B P 4 R I I 4

o XSO SERMNL AL, T USRI M S b TP Hhl (IPv4 B IPve) DL K
2 e 55 4% o

o G E VA P DR, ST DR AT T R B 245 e D AT A 2 RS
o fEnT LUE S APT 8448 ] Rackspace z 44 il AR G # A1 BE 25 X 4% .
ASA virtualil i1 Gigabit0/1 - Gigabit0/8 22 [l 1% 45 FiX L6 j 2%

Rackspace Day 0 fic &

B RN Z7E Rackspace == Y, 7 B Rackspace W E 15 B TR CD-ROM % £ ¥ ZE 4 %)
RN B S

« WA

o Jrifs i L TP Huhik

* FAS IP B

o U A (AfE SSH AL 5]
* DNS JIr55#%

* NTP JIR45#%

XA AR A B I, F Hax Al ASA BUEL .

ASA Virtual =12
BRONIEOLT . ASA virtual EALAK S EAETF IR EE ASA virtual BN 73 B4y 2 IR 55 4% 4 K

hostname rackspace-asav

ASA THLA BS54 RFC 1034 F1 1101 [ EHL4 -
o WAL R T Sk R G R

)

AR ASA virtual FE 2RSS A AL FRELAT A I LSRN, ) I S T BRI JRA 2 iR g s A Bk ER
I A A B RRIT AN IR R 75, FEREANT & ZER 00 AR R O 18 74

Blan, 40 ASAv-9.13.1.200 1= MR 5543k BB E¥L 4 ASAv-9-13-1-200.

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19


https://support.rackspace.com/how-to/cloud-networks/

£ Rackspace z _LEBZ ASA Virtual
Rackspace Day 0 £t & .

=0
Fe gy
* Management0/0
* #r4 ‘outside' , K2k & IEHLF] PublicNet.

* Rackspace ¥ IPv4 Fll IPv6 /~ FtHiht 43 Fil %5 PublicNet 3211,

* Gigabit0/0
* fr4 A ‘management’ , [K'Ei%EH:F ServiceNet.

* Rackspace & Rackspace X 7L ServiceNet £ ¥t (1) IPv4 Hiuhik

* Gigabit0/1 £ Gigabit0/8
s 44 ‘inside’ . ‘inside02’ . ‘inside03’ %%, KINEANEEIIAG =M%,
* Rackspace Mz 45~ 73 Fic 1P ikl

HA 3O ASA virtual FI3 AR E ZRBIT BN 25

interface GigabitEthernet0/0

nameif management

security-level O

ip address 10.176.5.71 255.255.192.0

|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 172.19.219.7 255.255.255.0

|

interface Management0/0

nameif outside

security-level O

ip address 162.209.103.109 255.255.255.0
ipv6 address 2001:4802:7800:1:be76:4eff:fe20:1763/64

B H
Rackspace W B LA M 1P 1 -
* Ji 3T PublicNet #2111 (AMER) [IERIA IPv4 # o
* @ PublicNet 4% L1 BRIN TPV B 1.
* ServiceNet 11 (BIR) LMK+ 9 2%

route outside 0.0.0.0 0.0.0.0 104.130.24.1 1
ipvé route outside ::/0 fe80::def

route management 10.176.0.0 255.240.0.0 10.176.0.1 1
route management 10.208.0.0 255.240.0.0 10.176.0.1 1
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B = asavina

BRRIE

7E Rackspace = I &5 ASA Virtual |

# FH Rackspace GIZERI LA 4 ‘admin’ . W = R4 %51# ] Rackspace A FL35EA53E, W

ZEEH 7 "admin" BA LB,

username admin password <admin password> privilege 15
username admin attributes
ssh authentication publickey <public key>

Day0 SSH i &' :
* L0 IPv4 F1 IPV6 Ji3 AL PublicNet 211 (SMER) (1) SSH.
« O IPv4 Ji I8 ServiceNet #:11 (&32) () SSH.
* & Rackspace 153K I, T 0 & 5 5R 1) 2 FACHe 4 .

aaa authentication ssh console LOCAL
ssh 0 0 management

ssh 0 0 outside

ssh ::0/0 outside

ssh version 2

ssh key-exchange group dh-groupl4-shal

DNS #A NTP
Rackspace 4L/ H] T DNS F1 NTP (#) IPv4 i 45l

dns domain-lookup outside
dns server-group DefaultDNS
name-server 69.20.0.164
name-server 69.20.0.196

ntp server 69.20.0.164
ntp server 69.20.0.196

N2 ASA Virtual

& LAFE Rackspace 2 MUK ASA virtual i A BB A o EFR P ) 485 J 7 i 22 e B AN 5451 ASAv

ASA virtual %%

FHIa Z |l

172K Rackspace 25 4 JMIIAAT ASA virtual fi38 1M e A E S HAR ], 45 B 20RO iE

FIM 2445 &, &2 Rackspace Day 0 il & , 5 190 i 11,
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| 7 Rackspace = L %3E ASA Virtual
cru Emtnings [l

UK

HIB 1 1t Rackspace mycloud [ 177 |, ##|fR%E2E > CI@EIR > nRE=E-

$122 {EeIEARS R (Create Server) T [, M AEHIBRSSZEMIE R (Server Details):
a) 7EBRSSEZAFR (Server Name) FBtH, %A ASA virtualiLIF) & FK .
b) MXiF (Region) Tz, EFEEPTIER X I8

SIE3 E& (Image) T, EFE Linux/i&& (Linux/Appliances) > ASAv > k7K (Version).
ERE
TEFBEB ) ASA virtual b, I8 W 25 B8R )T SCREIIIRUAS .

HIE 4 5 28 (Flavor) F, MRS HEIRTRIZERIZE (Flavor Class); HR&IEM VM 5113, 15 % 23: Rackspace
SCRFPIRAS 5187 L.

EEEN
M 9.13(1) JF4f, ASA virtual AR N AF 2K 0y 2GB. #3E BATEEE 1 4> vCPU 1) ASA virtualftf, ASA virtual ()5
RN A7 2Rt 4GB,

HIBS (k) 7 SRIEW (Advanced Options) ~, Fi#E SSH %4/
K Rackspace ' SSH %81 52445 B, 1S BT SSH % 8 #197 ]

HIE6 AEIEM T4 ASA virtual (i1 %% (Recommended Installs) FIBAZAZEH (Itemized Charges), )5 fidi gl
AR %528 (Create Server).

WHE B . SR, ARJE QP TR ATE .

PERT QRS S G, RO RoRIRS A TN ST . SRR S5 4% Wi sk o KT LB

T—2Mit 4
R ASA virtual .

o ARSI SSH #y N CLI iy A8 THLE, Sifli ] ASDM. f55¢15 i ASDM fHiH, i
%% Jii5)) ASDM.

CPU £ H15 A0k &

“CPU FH#” (CPU Utilization) #1558 T ¥g & i 18l A AT CPU H 4rtb. %, #ZOAEIEE I
I BB AT K41 30% 3 40% s CPU 25, 18 Mg BLEAT KZ) 60% & 70% M7 5 .
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7E Rackspace = I &5 ASA Virtual |
B Asammn vepu R

ASA E#1##) vCPU F R X
ASA AU vCPU 3 WoRk T HIF i s 42 i s RSN HERE (¥ vCPU e
Rackspace it 15 ) vCPU i FH #4045 Bk ASA BHUTH 2, K.
* ASA JE A IR I [H]
* HIT ASA RN %SYS JT4H
* 7& vSwitch, vNIC Fl pNIC Z [ 3 5 (0 T8 . BEIFES vl e AR K.

W I REF R ]

show cpu usage fir % 7] I -1 s CPU A H 48 1HE B .

Gt

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
FECL 7R B, it () vCPU A ] AR AN -

* ASAv R R 40%

* DP: 35%

« SNHRERE: 5%

* ASA (fE ASA REFUART) : 40%

* ASA ZHEH): 10%

« JHH: 45%

T T PAT BN R P DhRe, LA vSwitch 7E NIC 15 vNIC Z IR sh i 44

Rackspace CPU [F ARk &

BT AEEWH S RE A CPU. RAM FIREEL S MG A4S B Ak, BT LA BRI . 1O R Z(E
Ko A IX S BRT 35 Bh sl s W Fh 2 IR 25 2 18 A I >Rk o 8 mT LUIE I iy 417 nova % P i ol %
#ITH#R (Cloud Control Panel) FL1H K& E v] (K AR 55 4% o

LA AT HIBAT LR fir &

nova flavor-list

RGN WA RS iCE . xR E TR ER:
* ID - /x5 %5 C E ID
© ZFK - 1% RAM K/NFIPE B 2R Y bR ic (1) 0 44
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| 7 Rackspace = L %3E ASA Virtual
ASA £ 1170 Rackspace El3%& .

* Memory MB - Bl % ) RAM &

o AL - WA RN (LA GB ) G T — A& I s IR 3%, B RGEHEEL D
o € A ERIPANN

o AT - ATHAE TATIR R/

* VCPUs - 5CE G MR CPU (¥4

« RXTX_Factor - ) it 4524 81 il 45 % (1) PublicNet %t 1. ServiceNet %f I F1RE 25 M 4% (M%)
[ 58 (LA Mbps A #07)

* Is_Public - A Al ]

ASA EHIF0 Rackspace &3k
ASA 45 Rackspace Z [F][f] CPU 1 2 (%) fA4E 22 5
* Rackspace K| FRAHIGA KT ASA FEFMH .
* Rackspace #x.Z A %CPU fl 1 %; ASA EIIFRZ A %CPU FIFH %,

ARiE “%CPU FIHIZR” Il “%CPU %" RN AT
* CPU MM %424 T3 CPU HgeiHE B .
* CPU i IR 424 T 2T CPU ML RLMIBHE CPU Git (s B B, T IUliH—4 vePu, K
I ZFEARST I
Rackspace #% 41 F 77 2005 CPU AR (%):
AT L CPU A&, LR CPU I F 4 L3RR

PETFEAR L IE T ML CPU MR, A S TR =HEE RS, BRI BT ] H EEFL CPU 1)
X CPU R,

B, S HEAN T AN R CPU B RERIMLAE — N HA VUM EE CPU 1 ML L1247 H CPU A %K
100%, NZBRNEEEHR—MYH CPU. BRI CPU MR H 8. B MHz 2y 5Apr i 1d
FIEPL CPU s x /0%
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7£ Rackspace = _F&3E ASA Virtual |
. ASA E 1170 Rackspace B3
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iz

29 =

{$£ F§ Hyper-V 32 ASA Virtual

145 0] LUAE ] Microsoft Hyper-V #5%# ASA virtual.

| &

EEEW

IEAEANEE N ASA virtual LN AF IS LT, MR IHRRCAS T 20 21 9.13(1) Mo s A . st my LU A
9.13(1) FAEHT B BT ) ASA virtualfl .

M 9.13(1) TF4fi, ASA virtual AR R AEE SR R 2GB. 11 924 B ASA virtual (N 1220 T 2GB, %K

* BEi& . 2197 1L

o WEMPRIPRA] , 25 198 0T

* iR, 2 199 5T

« #E% Day 0 liL'E S, 5 200 15T

* fiTH Hyper-V 4 #1230k Day 0 Bl & SCPFHRE ASA Virtual , 26 201 7T
* fli Ay 2474 Hyper-V L8 ASA Virtual , 2 202 7T

* {§ ] Hyper-V & HL28/E Hyper-V _[%42%% ASA Virtual , 5 203 71
* M\ Hyper-V & FLESN N 283 B 2% 5 2 210 ¢

s BN IERCAS AR, B 212 TL

* MAC HihEHkSs , 26 213 7T

* lid® SSH, #5214 71T

* CPU ff G GLRIER T , 25 214 1L

45 0] LLLEAST 1Y) Hyper-V iR 45 2% L kil i Hyper-V 5 BE2S 355 Hyper-V. £ 5<{fi [} Powershell CLI
AT 2R, TS0 A 21T 1E Hyper-V L%2%% ASA virtual” , 25 46 7. H A
Hyper-V & #2537 2350, 1EZ00 “MIH Hyper-V & BLES1E Hyper-V | 42%% ASA virtual” ,
%46 U1, Hyper-V AL AEFRATIH G &I, 0] DIAEE B 1 _Fil i SSH 85 ASDM 4 # Hyper-V,
ARBE SSH 5, 12 “EE SSH” , 5 54 1L,

TSR T AR BT KBS @UH T ASA virtual (9 Z8 95 4h . 7F Hyper-V 414 ASA virtual % &
T AT - R, SSRGS
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P Hyper-V #3:& ASA Virtual |

B evrms

[E 38: ZEER A BT KB T2 LA T ASA Virtuald) R 453031

o O

K Inside Tl T Outside h"“
Subnet

Subnet

Manage ment Subnet

OFrELY

JE T A PR
* FE R
« LR UCS B RAIMR S 45
« BRI UCS C &A%

* Hewlett Packard Proliant DL160 Gen8

s BERGCFF
* Windows Server 2019

* Ji/ Hyper-V

N

AR ASA virtual NAZ/E2 A T RERMLI BRI, 64 fimthaet & Figfr.

o SO K
Y HF VHDX # X LUEAE Hyper-V _EHEAT ASA virtual FI#J86 T2
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| 15 Hyper-V #3:E ASA Virtual
miese |

* Day 0 fit &
TR — A SO, Hoh 0 S T2 ASA CLI L& 4. G RMF, S MES Day 0 fic
B

* Day 0 Jic & [f1B)5 K 5 B AL
BL'EAT “firewall transparent” 204 T Day O Pt B SCAF AT s an S e s BAE SO Hp 16 LA AT o]
P, ARESBEIRE AT A AR, WS Day 0 FLE SIS

. MR

Hyper-V [ [f] ASA virtual 3 F5 3 FH/#5 AL o 6T A ORIz WSS S 1) 32 FH /46 e e
R, WSUAHE BT REPAM 48 18 0 2% TP i ] MAC HulE 9« 152 3 181 Hyper-V 45 B 2% i &
MAC HihE 3. 0 T-H07 ASA virtual BRI, B AN S H MAC Hisk 5w, oA A
SCFF /A H bR

* Hyper-V 2 S FF )\ 1. Management 0/0 F1 GigabitEthernet 0/0 %% 0/6. 1] LK
GigabitEthernet FHAF M b F2 E 2%

* VLAN

{4 FH§ Set-V M Networ kAdapter VL an Hyper-V Powershell iy 47 FP 484558 1042 1 L% & VLAN,
1m] LI B4 1119 NativeVianID 2 & O HFE 1 VLAN, 3GikEN “07  (WHRHA VLAN) .
FR AR CAE Hyper-V EHLESH S SRR SR SA7AE . B e R T BT S 3 5 BB e & 4k
i,

o NLFAE G M 45 G B 28 o

o RHEEE 2 ALERIML.

o N3 Microsoft Azure.

AR R

* 7 MS Windows 2012 _|=%*%% Hyper-V .

* QI3 Day 0 Bt ESCASAE CUIREAEHD .

TE B RS2 ASA virtual Z BT, UGN Day 0 Bt & SC4E: S0, #aA%0  ASA virtual /AT
write erase, A BEff ] Day 0 fiL'E . A KT, 1S HIES Day 0 FLE SO,

* M Cisco.com %% ASA virtual VHDX 31,

http://www.cisco.com/go/asa-software

A

IR T3 Cisco.com &5z BAUERHRSS A H

* B/ORLE A = A FM/VLAN (1) Hyper-V 2C#Hl .
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1 F3 Hyper-V 38 ASA Virtual |
B czoaomExs

* 475 Hyper-V R4 25K, 1254 Cisco Secure Firewall ASA #751f .

A Day 0 B E 3

fEJH 8l ASA virtual Z 17, AT PAMES—A Day 0 L& SCfF. BE SO 2B 5 E ASA virtual J& IR
FT) ASA virtual BC'& [ SCAR ST o IEHTAG T E R TN IE R LA H sk 4408 “day0-config” 3L
AL, FHEE N R BN 2B ALK day0.iso SCPF. Day 0 Bt B SO A S0 48 A0 2 45 Sty 2 T %
DL BCE T A 33 S B AIE ) SSH RS A (a2, HEb n] Q7 582411 ASA L& . day0.iso
S CH%E X day0.iso BUERIA day0.iso) WAAUTE YR St fe i i

FiaZ /i
FATFEA B A 192 Linux, {HXFT Windows 45 250K 92 AR P

o BAEWIUEH B LR A B) 5 ASA virtual FVF ]I R, 5K AR B O FL A N AR A
VA 543 (ID) AR5 Day 0 Bt & SCHRAE TR — H sk HAa o “idtoken” [ SCASCAE o

© WEREAEFE WA HE ASA virtual, WLAZRAEIE IR 4 CAIKEET ASA BCE SO HIE
Day 0 BCE3CPF . IXANE HI T8 1 B K 8 (1) Day 0 Be &S F

o TEWAZIAE T XA 8l ASA virtual Z H¥S I Day 0 BCE SO, Wi v EAEWI 4R )H 5)) ASA virtual
ZJE i Day 0 fic'®, WAZIPAT writeerase iy 4, W Day 0 it & SC2F, SRJ555) ASA
virtual

UK

$IB1 (E4°4 “day0O-config” [FSCA ST H N ASA virtual() CLI Bt & . 7800 =N 11142 1 lC &R T s (AT ] e At i

B

FH—ATM LA ASA AT k. dayO-config W iZ & B H ASA L& . A% dayO-config 151 7 & MILAE H ASA
o}, ASA virtual & Hll—/NME1THCE T4 . dayO-config " IRAT AR T2, N 5IUA ) show run iy &t h &
S AHFT o

i

ASA Version 9.5.1

|

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0
nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/1
nameif outside

security-level 0

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19
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| 15 Hyper-V #3:E ASA Virtual
{3 PR Hyper-V 32 351853 Day 0 B B #4458 ASA Virual [

ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

B2 (RIe) A BB BB AR BRLES R AT KR e VE I E S A R SCAE N BB B 1 TS0 L
CAIE) NSO ID A BRI A FORN AL & 1D A W SCAR SO
B4 (Ik) BN ASA virtual FEL BT AR, LR day0-config ST LA B
« EHLEELTIP Mkl
o (AR EHITRREVEAT ) HTTP 402
* ¥R H5 HTTP AR (Wiifdk2) 5L tools.cisco.com (] route iy 4
* ¥4 tools.cisco.com T4 IP Hulik ) DNS k55 &%
o fREBIEIE KK ASA virtual VF A UE 18 BEVE vl il &
« (AL TEMNMET ASA virtual /£ CSSM b AT A 4R 1k — 3414

N
5
w

SIS IR SO SO 1SO A AE R E L CD-ROME::

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@Quser-ubuntu:-/KvmAsas$

S A h B 8 ) B RV AT IR &5 281 E T ASA virtual.
HIR6 FELW 1 F] S, AN IP Mol 4 BB RS ASA virtual 173 5Bk ) BRI L & SCAF

{& A Hyper-V &1 2518 17 Day 0 fic & 3¢ 4ERZE ASA Virtual

FEWE Day 0 fC'E SCHF (fE#S Day 0 Fe B SO/ 25, #&8nT AT H Hyper-V B BEEAS AT
Uk

S R RSEEEIERS (Server Manager) > T A (Tools) > Hyper-V &I22% (Hyper-V Manager).

HIR 2 {F Hyper-V & HLE A ) 5 7% B (Settings).  “BEHE " (Settings) M IGHEK T IF. fEAMIKAEHE (Hardware) &, 4
7 IDE #4128 1 (IDE Controller 1).
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. ERw 7£ Hyper-V _E#[Z ASA Virtual

39: Hyper-V &3228

2 Settings for ASAVS-100-10-14-22-new on UT1CO1HPV0307 [= o I
AS2W5-100-10-14-22-new v 4 » G
& Harduare ~ | & ovD Drive
L Add Hardware
M B10S Sebect the controler and location on the controller to attach the CD/DVD drive.
I Controler:  Lo<ation: :
- Moy IDE Controller 1 v | |0 (nuse) v
+ [0 Processor
i Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
# & Hard Dﬂ'.‘t- ¥ Image file:
4 VD Drive €2 \sers|dhensel. CISCO\RSAvHyperVidayt-30.50
= B 1DE Controler 1 [ Gromse...
{4 DVD Drive
day0-vIliso E
B SCSI Controlier

# 5 MNetwork Adapter
i To remeve the virtual CDOND dirive from this virtual machine, didk Remave.

T CoM1 .
¥ com2

H Drishenttee Drive

f Hanagement
[ame

25 Iniegration Services
& | Chedpont HeLocaw

— STt F'ngnq File Location

LErELY

W3 A EH R IR (Media) T, EFEBUKICH (Imagefile) Sk, RIS Day 0 ISO BLE AR HK, A
Ja R EZR (Apply). 48 E A S ASA virtuallt, RZURIET Day 0 Be B SO A N A0 HEREAT IO R

EHRMSITE Hyper—V FE#RZ ASA Virtual
fn] LU T Windows Powershell A 4T1E Hyper-V L %2%% ASA virtual. 41 RS AEAAT 1K) Hyper-V Ak
%%E?J: )JJJA\&D'T i F iy 24T 42 %% Hyper-V.
UK
1B 1 17 Windows Powershell,

SIE 2 28 ASA virtual:
R

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19



| 15 Hyper-V #3:E ASA Virtual
f i Hyper-V £ T2 25 7€ Hyper-V £ % 4% ASA Virtual .

new-vm -name $fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\S$ImageName.vhdx -Verbose

I3 MR ASA virtuall 5, FSCERIAR) CPU 14k (1).
Pl
set-vm -Name $fullVMName -ProcessorCount 4

T4 (k) BEOLE SO EE B AR
Pl

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

SIS () R TEE, W H VLAN ID.
w15l

Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

SE6 WO, DUE Hyper-V 3RETMA) 5 24
w15l

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115Imgmtswitch

ST INIMANEE .
=~

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

LIRS INmANE .
=~

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

{$£ A Hyper-V &2 25 7E Hyper-V £ %% ASA Virtual

0] LS H] Hyper-V B HE287E Hyper-V | %%% ASA virtual.

$B1 HEPRFB/EIESRE (Server Manager) > TE (Tools) > Hyper-V &IH88 (Hyper-V Manager).
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P Hyper-V #3:& ASA Virtual |

. {5 F Hyper-V &8 32 7£ Hyper-V _t %23 ASA Virtual

40: RFZREBIEF

u? 1c01hpv0307
Prme.CREC0UCom

Last installed update
Windows Update
Last checked for upg

Bitwise SSH Server Control Panel
Component Services

Computer Management

Connection Manager Administration Kit
Defragment and Optimize Drives
Embedded Lockdown Manager

Event Viewer

Group Policy Managerment
:30:::; Off, Public: Off ';'Jm:ﬂ:rws EError Repa| Health Registration Authority I
] MSTOMET CXpEnenc Hh =
Enabled IE Enhanced z:cunty s 'E
= = i | Internat Infarmation Services ([I5) Manager N
S22 LR I Hyper-V 2SS,
[&] 41: Hyper-V & 3285
Fie Adion Wew Help
«w nm B
& HyperV Mansger Actioen.
Ba vconeoar Virtual Machines I TICOHPVO07 :
s viiconevoxs | Mame it State CPUULIge  Acigned Memory  Uptime -
o iconevone i pssTaGesn Rrng 0% 4z g 11948 e y
e VPR § ASASI0IDBted  Rurig 0% 124 MG o | bmpet Veted Mockine
B ASArS 100 110 Nt o L HypeV Semags
i o 1 Vemasl Sevitch Manager
m 010 1L vew .
§ ASMI0CIE 10 Iektnd OF o, Virkas! SAM Manages
B2 100 14 NAAE - | b Gt Dk
€| - » B wapectvik.
Checkpoints @ | @ sopsenice
That pasctied vt Pt il o CFSCRTTE ¥ Remove o
(3 Refvesh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
&) Comnacr.
L Semmgn
ASAVS-100-10-14-22-new ©
Covted 22015 102145 PM Clustered i Ba Checipent
Wersaon 50 i Mo
Conrration: | o, Bpont.
e Piore P ——
B Delete
— = B Enable Rephcation... i
H Hee w
1) - » f
'
w
PRI WA ERYUR IR, AR R P P F UL R, AR5 IEFR T (New) > FEHIUAL (Virtual

Machine) .
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{# A Hyper-V Z 32257 Hyper-V %235 ASA Virtual .

92: BRI

File Action Wiew Help

«= === [

25 Hyper-V Manager

| Mirtinal Raski

ga UT1C01HPVD30. .
HI U71C0THPYO20 [slew 3 Virtual Machine... ]
HI UT1COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W Off
Edit Disk... thand Off
Inspect Disk... fa¥:3
I 1]
Stop Service
Remowve Server
Refresh
b The selected virtual machine has r
| Wiew 3
Help

EFELY

Il
WIRA PRI RIS (New Virtual Machine Wizard).

Cisco Secure Firewall ASA Virtual A\ |45/, 9.19 .



{£ A Hyper-V 232 ASA Virtual
B = Hyper-v &5 2 Hyper-V %24 ASA Virtual

43: New Virtual Machine Wizard

~ New Virtual Machine Wizard -
*I Before You Begin
msvdzardgbsvmaee::teawmﬂnmtﬁwc;rndusewmafmag:m&nlaced%f‘emvxdnd
’ computers for a vanety of uses. You can use this wi to configure the virtual machine now, a
Spedfy Name and Location you can change the configurabion later using Hyper -V Manager,
ify Generation
Spedfy o To ceate a virtual machine, do one of the folowing:
Assign Memory
: » Chick Finish to create a virtual machine that is configured with default values.
Configure he tworking « Click Mext to areate a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

Next> || Fnsh || cance

SFreli

PE]S  PATHAFHEANLE, RELTER:
« %11 ASA virtual [f) 44 BRI B
* "B RIE ) ASA virtual
ASA virtual STFFIME— AR 14K,
* ASA virtual N 17 (100Mbps 24 1024 MB, 1Gbps 4y 2048 MB, 2Gbps & 8192 MB)
« GRS CER R OB E BRI
* REFLMEE AL AL
HPE R I A R ERIER (Usean existing virtual hard disk), X535 %] VHDX SCAF A7 E

L6 gk “5EA” (Finish), SEHPEHIL—N B8 ASA virtual it 2 16 TEHE o

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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$ET

94 FREBAHE

..1..

Before You Begin

Spedify Mame and Location
Spedify Generation

Assign Memory

Configure Networking
Connect Virtual Hard Disk

Summary

e
@ Completing the New Virtual Machine Wizard

You have successfully completed the New Virtual Madhine Wizard. You are about to aeate the
ing vir tual machine,

{# A Hyper-V Z 32257 Hyper-V %235 ASA Virtual .

MName: ASAv30-100-14-10-22
Generation: Generation 1
Memairy: 8192 MB

Metwork: 1151mgmtswitch

Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<]

I »

To greate the virtual machine and dose the wizard, didk Finish.

WA ¥ ASA virtual#5 PUAS vCPU,  WIDAZIAE 1 5 ASA virtualZ BT vCPU ff. 7 Hyper-V 55 B AT (] 4 o1&
& (Settings), “i'H” (Settings) X IEHEKEHT T AEZACMI) “HE4F” (Hardware) S, s SbFEEE (Processor)
PLjin) “AbBEES” (Processor) Tif% . # Number of virtual processors 5 th 4.

100Mbps F11Gbps FALEA —4> vCPU, 2Gbps #ZAEA VU Vepuo ERIMEN 1.

Cisco Secure Firewall ASA Virtual A\ |45/, 9.19 .



13 Hyper-V %338 ASA Virtual |

. {3 Hyper-V 3282 7 Hyper-V %% ASA Virtual

45 RN AR RN B

N ASAV30-100-14-10-22 v 4 » G

# Hardware ~ n Processor
9 Add Hardware |
(& BIOS You can modify the number of virtual processors based on the number of processors an

Boot Ko D the physical computer. You can also modify other resource control settings.
- Memory Mumber of virtual processors: . 4;'
8192 M8

# ) Processor | Resource control

4 Virtual processors | You can use resource controls to balance resources among virtual machines.

= B IDE Controler 0 .

Virtual machine reserve (percentage):
~Gispianorh Lo
asav 100- 14-10-22-v30. vhdx Percent of total system resources: | IJ
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):

Percent of total system resources: | 125
@ § Network Adapter s Relative weight:

115 1mgmtswitch
¥ com1
None
¥ com2
Home
b Diskette Drive
None
£ Management
\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
5 smart Paging Fie Location [
C:'\ProgramDataMicrosoftiin... =
B Anmatic Staer Aetion .

LEFELF

WIS fE “JEPINL” (Virtual Machines) S HLrf, IERE R ASA virtual, J5iE A AR ) ASA virtual 4 7R,
SR 5 it ERE (Connect). Bl G RFTIF,  Wos C4F 1R ASA virtual,
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| 15 Hyper-V #3:E ASA Virtual
{657 Hyper-V &85 7E Hyper-V %2 ASA Virtual ]

46: FEIER BN

é"u'irtual Machines

-

MName State CPU Usage Assigned Memory Uptime -
] - ASAVE-100-14-10-16 Ciff
- ASAVET00-10-14-22new i
: ASAvI0-100-14-10-16-byhand off
;3 eliten i el Connect... i
{5 ASAv3ID-100-14-10-16
2 ASAVI0-100-14-10-16-byhs Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help 5

PRI AE “EMPLER” (Virtual Machine Connection) # & & 1 7, i 2R (ulf) “R3h” (Start) #2415 3 ASA virtual.
47: BRI R

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH
File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P
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. M Hyper-V & 3223875 M 4515 AL

SIE10  ASA virtual ()3 shid FE S 6 B .
& 48: IERIH B EhT TR

Al

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection

phoarc

@ (w) @@ Wb | e

udp I‘l‘l" T_ﬂ I'1PF commands

ing *
M i ]
nuerting

A SU-DRBG health test...
DRBG health test pas

|=|a] x |

A" and installing certificate...

| holds a non self-si

Status: Running

M Hyper-V &2 23750 W 48 1& Br 23

P Hyper-V #3:& ASA Virtual |

Brif & 1) ASA virtual 7 — AN ZIE LS . BT RIS A S IERC S . AEAREI, BATTR

VS TP S 1 2955 P 4%

Fra Z Bl
* ASA virtual DAL F IR APRES

S 7F Hyper-V & HEE8 A0 SR B (Settings).  “W 7 (Settings) XHHERFI TFo AEAEMN) “hfif4” (Hardware) S 5.
T, SidiRnfEH (Add Hardware), #AJ5 it M4giERC8S (Network Adapter).

iR
T IH AR M R TG RS 7
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| 1553 Hyper-V #3& ASA Virtual

M Hyperv zEimmsERs ]

[ 49: F M % EFECER

% _Hardware ~ | ¥ AddHardware
| Add Hardware
ﬁElIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. vismory 551 Controller
8192MB Metwark: Adapber
B Processor Legacy Metwork Adapter
1Y 0N poocesace Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive

asay 100-14-10-22-v 30, vhdx

= W mE Controber 1
‘, OVD Drive A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.
SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAV30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
Automatic Start Action
Restart if previously running L |
I§) Automatic Skop Action =]

8

]

g
i

FRR2 ARG G, W USRI NN AR D RE . WA 2, W] DABEE VLAN ID,
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B cxnszmszn

[ 50: &2 M 4% BL 3R R B

= B IDE Controller 0
¥ =3 Hard Drive

= B IDE Controller 1
§* OVD Drive

asav 100-14-10-22-y 30, whdx

ASAVI0-100-14-80-22
A ! H
2 Integration Services
Some services offered

# Hardware U nNetwork Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boot from CD Virtual switch:
. Memory |1151rlmhrwihdn v
a192MB
n Processor il
1 Virtuual processar [ Enable wirtual LAN identification

“The VLAN identifier spedifies the virtual LAN that this virtual machine will use for al
netwark communications through this network adap ter.

[ 1s52]

Mone Bandwidth Managemant
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter -
v 115 imormtswitch Specify how this network adapter utiizes network: handwidth. Both Minimum
1iaimg Bandwidth and Maximum Bandwidth are measured in Megabits per second.
U Wetwork Adapter —
1151 mgmitswitch Minimum bandwid th | 0| Mbps
I‘? L Manomum bandwdth: CI Mbps
Mone :
? COM 2 o To leawe the minimum or ma snrestncted, spedfy 0 as the value,
None
El::mtt:or'rve To remave the network sdapter from this wirtual machine, dick Remave .
None
A Management
(L] Mame 0 use alegacy network adapter instead of this network adapter to perform a

network-basced inctallation of the guest operating system or when integration
services are not installed in the guest operating system.

13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||

s Smart Paging File Location
C:\ProgramData Microsoftiiin..

P Automabe Start Action o]

i
g

fi2 4L ) £ 1 Fic 25 22 AR

Hyper-V F AT AT T IO M 25 1 D 4K “ IUSIE LA 7 o WER I8 LI EATAR IR K A4 Bk, T RE i

JRIRE . BEANRENEH] Hyper-V 4 PLEHE A4 FR

PR

o It

M ] Windows Powershell iy 218 2044 K

$SIE1 $TJF Windows Powershell.
IR 2 HI T EE O  AE EA

il
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SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[1] -newname outside

MAC It iE Hx U

wac i3 [

5 ASA virtual DUB IR (A 6, I GBI T P 10/ FIT RGBS, 000 JFAT 1A

MAC Huhb#R S . %87 LLZE Hyper-V B EL8 5k A B Powershell iy 2 HUAT B ER1E

{£ F§ Hyper-V &2 23F. & MAC b1k 2i I

& n] L A Hyper-V & 288 4F Hyper-V LS E MAC H .

UK

$IB1 L2 RS EEIRRE (Server Manager) > T & (Tools) > Hyper-V &3228 (Hyper-V Manager).

BERPRs L Hyper-V B EESS

P2 1E Hyper-V & L&A M mial g E (Settings), TIFBEE X IHHE.
WIE3 EAMIMREH (Hardware) SEH T :
1. A AER (Inside) HRIT .
2. HiiERINEE (Advanced Features) 1 7F MAC Hidikik 17
3. sidi/BA MAC Htlit i3 (Enable MAC address spoofing) Fi %4 .

PR WHNRIE O IR AR

(EA L ITEE MAC it HR I

14 0] LT ] Windows Powershell i 447 7E Hyper-V L& MAC i .
TiE
$121 $JF Windows Powershell.

$IE2 FlE MAC Huhik 5 .

T
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B ==sse

Set-VMNetworkAdapter -VMName S$vm name)\
-ComputerName S$computer name -MacAddressSpoofing On\
-VMNetworkAdapterName S$network adapter\r"

BcE SSH

0] LAYE Hyper-V & HE 43 ¢) Virtual Machine Connection ', JHId % FEFZ 1114 ASA virtualfit & SSH Vi
o QIR B Day 0 FCE SCHE, T DA IS SSH Vi inl . A STEANE B, WS IU#HER Day 0 It
B

PR WL AFAE RSA B PN

LR

asav# show crypto key mypubkey rsa
UIERANAFAE RSA SIS, 1542 RSA S PIX

el

asav (conf t)# crypto key generate rsa modulus 2048

N
g
N

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

S8 3 IF AR A NI AR PC i SSH i 1] ASA virtual.

CPU E RS

“CPU A #” (CPU Utilization) #) &5 T 48 N W A 1) CPU H bt 8%, HZOfEdkmig

B BB AT R 30% & 40% R CPU K&, 1E IR BHEIT KL 60% & 70% I & .

ASA E#lH &Y vCPU £

ASA [EHL vCPU % Won T H TR 545 #250 UOFSBEFR ¥ vCPU H &
Hyper-V 2 #) vCPU i 24046 Bk ASA BRI 2, M.

* ASA FEUAS NI [A]

* HI T ASA JEHHLIK %SYS JF4H

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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cru Rzl I

CPU {& FH 11

show cpu usage fir % ] H T /s CPU I 48HE .

A5l

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
FELLRoRBIH, #5110 vCPU A FH R ASRANF:

* ASAv [ERIR T 40%

* DP: 35%

© SRERHERR: 5%

« ASA ({5 ASA IR : 40%

* ASA AR 10%

© JFES: 45%

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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W crumzrs
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Mt iz

« 10 =

7£ Oracle = &A1& e _EE8ZE ASA Virtual

&0 LAE Oracle 2 3&6ili it (OCT) 3% ASA virtual.
o A, 2217 0T
* HiPRSRAT . 2 219 0T
o WEMPFIPRA] , 265 220 0T
o LR, 5 221 T
* #3E ASA Virtual , 5222 7T
* 7£ OCI V7 1a] ASA Virtual 52451 , %5 229 5i
o WREHERR . 2B 231 0T

OCI M AL PR S, (FE GRS E Oracle SR At 1w B 0] FH IR AE S IR B s 1T v

ASA virtual I21T7 5 ASA virtual AR EAE, PUBRUE L3S AR 24 DhfE. ASA virtual 7] LA
HREAE AL OCT e ARG, AT DI HBH TR S, DR e — B ) g R . e sl i e HAT & 1) i
AR BEE P o0 TAE

OCl it EZFE K/

TR E 2 BCL SEF) CPU e . A7 SR AR B YR A . ASA virtual SZ FF LA FARUE - 18
OCI AR,

% 24: ASA Virtual SZH5HYITEBR K/

0ClI F2 4k ¥ ASAv 7S e #O
oCPU REH FFEN A% 2
(GB)
Intel 9.19 KH A |8 120 /ME 4, FORME
VM.DenselO2.8 8
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oCI 24k 4% ASAv B A B O
oCPU FEH FEENTE # S
(GB)
Intel 9.19 MW FhA |4 48 /ME 4, RE
VM.StandardB1.4 4
Intel 9.19 M kA |4 96 BME 4, BKRME
VM.StandardB1.8 8
Intel 9.19 MW FhA |4 28 /ME 4, RE
VM.Standard1.4 4
Intel 9.19 M E A |8 56 BME 4, BKRME
VM.Standard1.8 8
Intel 9.15. 9.16. 9.17. |4 60 /ME 4, B
VM.Standard2.4 19 18, 9.19, 9.20. 4
9.21 F19.22 % 5 &5
AR
IntelVM.Standard2.8 | 9.15, 9.16. 9.17. |8 120 B/MA 4, &M
9.18. 9.19. 9.20, 8
9.21 F19.22 2 5 &
A
Intel 9.19 M kA |4 16 BME 4, BKRME
VM.Standard3.Flex 4
9.19 MW FhA |6 24 /ME 4, RE
6
9.19 M E A |8 32 BME 4, BKRME
8
Intel 9.19 K mA |4 16 e/ ME 4, HRAE
VM.Optimized3.Flex 8
9.19 KA |6 24 /ME 4, 5 RAE
10
9.19 M RA |8 32 BME 4, g RME
10
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| 7 Oracle =#4tigE 58 ASA Virtual
mesd

oCI 24k 4% ASAv B A Bk O
oCPU RENL TFEN TR (i 2
(GB)
AMD 9.19 KA |4 16 B M 4, FRME
VM. Standard.E4.Flex 4
9.19 M HiFIRA |6 24 B/ME 4, KA
6
9.19 M mRA |8 32 BME 4, R
8

* ASA virtual £/0FHE 3 ML,
s 78 OCI %, 14> oCPU %7 2 4> vCPU.,

* SRR vCPU £ie ly 16 4> (8 4~ oCPU) &

AT ASA virtual 9.19 5 @ A SZRE [ OCT VIR 13
* OCI T MBI A 9.19.1-v3 S B i AN 55 ASA virtual 9.19 A2 5w A [ OCI & AR A2
o I BERE ASA virtual 9.19 K T @A SR 1) OCT AR 8 &

* OCIL IR IAS 9.19.1-v3 J2 B i ilAS 548 1 ASA virtual 9.19 2 Fi i OCL 5K i A Bifi ASA
virtual F2E HERIN LT A2

* VM .Densel 02.8 1 IE&T AP gkt 9, RIEZE G e sepl s e itk . f o Ean s B, 1
Z[ OCI kY.

T AAE OCI LGk, ] Oracle il EFIARL ASA RIS KB (ASA virtual) 7 iR A
S, RIELESE OCT AR,

AIHE R

* £ https://www.oracle.com/cloud/sign-in.html -1 &K /=

* YFA] ASA virtual. 7EZEVFR] ASA virtualZ JT, ASAv S 7ERERER TiadT, A EE 100
ANEFLAT 100 Kbps HIM . WS RVFAIIE: B Al .

A

AR DRHRAE R I BOAVE T IER AL CLARTH] T ASA LAY ) HOK SCHF IPve
LI

* %Dg*
< EHHEEN
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1£ Oracle = A%/ _E &R E ASA Virtual |
B evmms

* NERFNAR R
o (k) HAthr ™ (DMZ)
* JAE AR
EIE - H T ASA virtuallE4% 5] ASDM;  AREH] T Hl i
© WHEBFET (a5 - TR ASA virtualiE#E 5] 4 & 1AL
« AMEEED (BT - F TR ASA virtual i #2314 JE 4%,
* DMZ 11 (A[iE) - HIT¥ ASA virtuali4: %] DMZ %5 .

* % ASA virtual RGEEK, {ES R Cisco Secure Firewall ASA Fe# 14 .

R U 0 BR )

L HRIThRE
OCI -] ASA virtual 3L Ff LA F g
* £ OCI BRI = M 4% (VCN) Hif &
« FASEHIEZ 16 A vCPU (8 4> oCPU)
BB CBRVO
* VFrl - S5 BYOL
« SCFFRAR 1/0 UL (SR-TOV)

* [Pv6

ASA virtual & gE1F AT B4 BE
ASA virtual S FFPEREZVF AT, ONE ] A 3T S R P[] () 7 g R VPN I 2 B A

L= SEHIEE (AZ0/RAM)D | SEE R RA VPN 1% BRI
ASAv5 VM .Standard2.4 100 Mbps 50
4 /60 GB
ASAv10 VM.Standard2.4 1 Gbps 250
4 /60 GB
ASAv30 VM .Standard2.4 2 Gbps 750
4 /60 GB
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| 7 Oracle =#4tigE 58 ASA Virtual

mesmitRsl ]

X SRR (B0/RAM) | SERFRH RA VPN £ iE BRI
ASAvV50 VM.Standard2.8 AN H 10,000
8 1%/120 GB
ASAvV100 VM.Standard2.8 VS 20,000
8 #%/120 GB
T RE

OCI 1] ASA virtual A 3782 LL T Thfg
* ASA virtual A< HA
o 3/ B/ B A AL

« DR

PR I

* OCI L) ASA virtual ¥ B A3Z Fiks Mellanox 5 4524 SR-IOV #2{ R (K] vNIC.
* OCI AN SZFEXU M AR I (1Pv4 T IPvG) B, 1M REFLE FH M4 (VPN) HASSZHFAIT. TPv6 il

o

* ASAv i1 DHCP Bt & FT 5 i 5000 2%t )

P 4% 0 ¥ N = £51

NEER T A B kR S @O T ASA virtual [ MZ846 4, 75 OCI H124 ASA virtual it & T
3T B, NFERTANG) .
51: 0CI + &) ASA Virtual3 2 7 151

Management
VCN

10.10.0.0/24

Public IP

Inside VCN FW Rules

10.10.1.0/24

Mgmt 0,’0 Gig 0/0

y Inside

o

Outside VCN FW Rules

_- 10.10.2.0/24

@

M Outside | '_@

OCI Route Table

Destination

10.10.2.0/24

Next Hop

IP of ASA virtual Gig 0/0

OCI Route Table

Destination

10.10.1.0/24

Next Hop

IP of ASA virtual Gig 0/1
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7£ Oracle = &A1& ie_E &8 ASA Virtual |
B = asavimal

ASA [E1] IPv6 ZRE R
Mgmt VCN

Management Subnet

2603:1030:20c:a::/64 » East-West Traffic Topology

Mgmt 0/0
2603:1030:20c:a::30
Public IPv6: SSH, ASDM

Inside Subnet i Outside Subnet =N
2603:c020:5:5800::/64 ' 2603:¢020:6:ba00::/64
Inside |Etho Gig 00 | | mmmmm || Gig 0/1 Eth0 | Ouiside
Linux |2603:c020:5:5800:5  2603:c020:5:5800::a | | Samemm ) | 2603:c020:6:ba00::a 2603:c020:6:ba00::7 | Linux
|
ASAv
OClI Inside Route Table / '\\ OCI Outside Route Table o/
Destination 2603:¢020:6:ha00::/64 Destination 2603:¢020:5:5800::/64
Next Hop 2603:¢020:5:5800::a Next Hop 2603:c020:6:ba00::a
Inside VCN Outside VCN

ZNZE ASA Virtual

LUF R A T el 4 OCT FRBE ) 20 ASA virtual 3545, #87] LA¥S5 OCT 1), 7 OCI 1lidg
R IURE ASA RERIPT I (ASA virtual) 78k, SRJGHSNHR S, 55 ASA virtualjm, S
B AR, DU AR LB KPR SR U 17 BB B

B EE L= M 2% (VCN)

T LAk ASA virtual 35 B E R = M 4% (VCN). /T E =4 VCN, F1> ASA virtualf% 1 &—
AN
|

o

TET AZRSEPAT AN R PPk S8 B B VON . AR Il [0 21 ) 4% (Networking), 4 A FBAIAR B2 11 12
VCN,

FHIa Z Bl

N

AR ONEHCER RS G, AR R R A2 . BT ] B KA 2R B, DS S AR A b 4 )
XPBERAIVT ) o SRR [R) B Oracle 7E BCAR B M 8 G4 . 7 BE O3 nT LAFE AR ) v ) e 5 22 Fg )
SRJG VR IOV Ie) K0 LA Wi 6 B P ] DLAE H b A AT B . AT G S, 1214 Oracle SCHY

“EEHIRFE” (Managing Compartments).

P Tk OCT IR R X

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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| 7 Oracle =#4tigE 58 ASA Virtual
tenszsa [

OCI K3 WA el B i 2 AN X 3k e XS R FE i A A7 B — DRSSP R YA 2 tHIAE 5 — AN DX srh . e
SRS A LU R S T ) DX S o
$IB2 KIRIEFEM L% (Networking) > Bl = M 4& (Virtual Cloud Networks), 2R s “ A 0l 2= M 4% 7 (Create Virtual
Cloud Networks).
X3 M\ VON ik vE&#R, 141 ASAvManagement.
i\ VCN [f] CIDR #£.
a) IPHUEEAIPVACIDR 3R, CIDR (Gl i) o 1P bk S LOCIER TSR R B K 7m . i, 10.0.0.0/24.
pEk 3
fEIE VCN H{# ] DNS EHL4 .

$ S
>
=

b) %4 E Oracle £ EZAY | Pv6 /56 (Assign an Oracle allocated | Pv6 /56) S i%HE, LR B4 Oracle 23 L i) IPv6
HhEA N #] VCN.

$1E 5 Liiditli#E VCN (Create VCN),

MK =E
4245 % A2 41 4L WNIC 4L T2 VNIC Hy 22 A UL

UK

LB KIRIEFEM L& (Networking) > FE#l = W 4& (Virtual Cloud Networks) > 1l = M 41415 2 (Virtual Cloud Network
Details) > M4& % 440 (Network Security Groups), #AJ5 il M 2% % 440 (Create Network Security Group).
P2 NI 2 R VERFR, 11 ASAv-Mgmt-Allow-22-443.
PR3 st T—% (Next).
LR A NI )
a) WS INEEIN A SR VF SSH JE L TCP 5 11 22 V5] ASA virtualdZ ) 6 .
b) WAL feiF HTTPS Jf i TCP i 1 443 Vi) ASDM.

A LIE T ASDM KA P ASA virtual, IXFH5E4 HTTPS &7 im0 443,

$E,S pidifliE (Create).

1132 FEX M Y X
AL TR TT A TF U, 0T S LI
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1£ Oracle = A%/ _E &R E ASA Virtual |
| CERR

UK

HI 1 RIGEFEM L (Networking) > EHIE M 4% (Virtual Cloud Networks) > Bl = M 28 i£ 4015 B (Virtual Cloud Network
Details) > EELM M 3% (Internet Gateways), 2R )i il 812 B EL M M 5% (Create I nternet Gateway).
IR 2 FNE BRI W OCIREIR 2 FR, 51U ASAV-IG.
PR3 rihi B WM X (Create Internet Gateway).
72 LR RV ENERER TIPS
a) MIKLEFEM LR (Networking) > FE#l = M 4% (Virtual Cloud Networks) > E#l = M 4&i¥ 4015 2 (Virtual Cloud
Network Details) > ¥ H %% (Route Tables).
b) sl BRI h 2 R B4 LAV I b 0 o
c) MiiAINEEEIN (Add Route Rules).
d) MB#RZEE! (Target Type) FHiglF, EHEEBMM K (Internet Gateway).
e) i\ H¥x IPv4 CIDR B, 140 0.0.0.0/0,
) 4 H#Ax IPv6 CIDR B, 121 [::/0].
g) MBFREBLM M X (Target Internet Gateway) N 7413 Fhade £ 54 61 g i ki 5 .
h) mAdARINEEEH N (Add Route Rules).

B1J32 1 W
T4 VON 047 T S TR VON QI MEFBL T X I VON, @a % H
HFR, TR TSNS VON, S H B AT

7

L1 RKIKEFEM L (Networking) > EEHIZ M4 (Virtual Cloud Networks) > FEHL = M 4814815 & (Virtual Cloud Network
Details) > F M (Subnets), X5 sl FM (Create Subnet).

$IB2 WA TMEHERERFR (Name), #1405 H (Management) .

$IB3  EFFMIEE (Subnet Type) (BT EEINHIERANE XS (Regional)) .

$£184  HACIDR 3 (CIDR Block), #401 10.10.0.024. 1 MIKHNES (AEAIL) 1P Huhkn] Atk CIDR Be3kEL,

$IBS kP HE Oracle HELAY 1PV6 /56 RS (Assign an Oracle allocated | Pv6 /56 prefix) & iEHE,
RGUKG A ME— 1 IPv6 Mk, e L T Bl N g 5 A S ERIEC T AR, T IPv6 RS AR 2% [
5N 164

PIR6  IKHZR (Route Table) THd K Pk B mi G MRk &L —.

BT AETMIERFMITE (Subnet Access).
X “EEL” (Management) 1M, IX 2t 2F R (Public Subnet).

$I1%8 % DHCP EI (DHCP Option).
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| 7 Oracle =#4tigE 58 ASA Virtual
{8FA Cloud Shell B2.& 1Pve Mctteit [

P®R EREEZAENRETIR.
FIR10 2 F W (Create Subnet).

T—%HitT4

Ml &S VON (BB, WS, 4MED) 5, AT BUS 3 ASA virtual, 9% ASA virtual VCN it & 1
w~l, WES W E

52: ASA Virtual = [ 4&

Virtual Cloud Networks in asav Compartment

wirlsal. privade nefworks tha 561 U In Oracke data centers. R closely resembles & tradfional neswor

Mamg State CIDR Block Datault Route Tabie DN S Domain Nams Created .

{£ 4 Cloud Shell & E IPv6 [X < th it

1 OCL ', B TWERAE — A ME—1 IPve W JSHil, #AZH7E ASAv T EE B iZ bk, IPve FiteA
SIEH TAE. e bl AT NAE = Ah 5 ThI2 4T OCH fr & T Mg 5 S TR R .

UK

L1 %% OCl > $TF CloudShell (OCI =#&if) (Open CloudShell [OCI Cloud Terminal]) -
PR 2 AT LU A DUE A7 3R IPve TEAR{E R :

oci network subnet get - subnet id <subnet OCID>

"'JJ}E% 3 U\ﬁﬁ’%%%*ﬁﬁé ipvé-virtual-router-ip %o

SRR SRR T 2 e

7£ 0CI €13 ASA Virtual {51

0] LIE ] Oracle = iz H ) JERE ASA REAABH kK% (ASA virtual) 7= 5l id v 524146 OCIL |
B ASA virtual, %07 LIRSS CPU B, PN A7 e AT 0 48 78 Y5 25 R 0 SR S % s 038 T S LI IR
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7£ Oracle = &A1& ie_E &8 ASA Virtual |

B = oci i AsA Virualsz g

FIR13

TIE14

FHFOCITIF.
X 358, s AE RS A Ao TR S R T ) DX 3 Y

WEFETIA (Marketplace) > [ F#2FF (Applications).

7t Marketplace 48 “Cisco ASA MEHLP ki (ASAv)” (Cisco ASA virtual firewall [ASAv]) % £ 1% o
BTRFIIFIE, R)nikt e RiEFEZ BOraclefE B &S EIK 3 &5 F1 %4 (| havereviewed and accept
the Oracle Terms of Use and the Partner terms and conditions) & %A,

A BE1SEH (Launch Instance).

i NS A (R IR B R, U ASAV-9-15,

HEBIZAR (Change Shape), R JEEFEL & ASA virtual/ii f7 oCPU $H . RAM SEAIT T8 DB R AR,
W VM.Standard2.4 (i5Z % 24: ASA Virtual SCHFFTHEEEE N, 55217 10

MEILZE M4 (Virtual Cloud Network) #7412 h ik 45 7 VCN.

MFR (Subnet) TH 8 & Pk EAE M (R AZhETRD .

VerP{E M %% 2 4RI HIR 8 (Use Network Security Groupsto Control Traffic), SR )58 & B VCN Bt & (1)
LAY,

S BLA 2L 1P bliE (Assign a Public |p Address) Hui% 440 .

TEZRAN SSH #%4A (Add SSH keys) ', siiithIb 2y £3%54A (Paste Public Keys) MLk f& 4 I SSH %9

BT Linux 1588 SSH % B 1T AN & 26 A ko I F F P AT B S0 E o« B8 A0 AR RV A A Sh 4] . 1]
DATE B S A9 IR AAEH R B AE TE S0 L BRI A IS . A7 CHEN, 52445 B Linux 5241 IR X

Al B RS RIET (Show Advanced Options) #f4% UL TF% 5 .

7E #IE LI (Initialization Script) N, Aldi#aMEE#IIA LRIZ (Paste Cloud-Init Script) Bk 4245k & ASA virtual
Pt day0 BCE . 4 ASA virtual)ii BN, KENY H day0 B .

DL R /s 2 s B80T AAE = #I3A LB R (Cloud-Init Script) B S il FRE I 1 7 ) dayO e -
AR ASA i AR, 1S 0] (ASA BCETRM) M (ASA rdZ%) .

EEEM
MR B SCAS I, AR 2 =5 SCAR G S0 B0 IR 5 S B0 R IAAS , - DURE Sk sUBF RPN R JE 2% 1) Unicode 7

1.

!ASA Version 9.18.1
interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute
ipv6 enable

ipv6 address dhcp default
no shut

1

same-security-traffic permit inter-interface

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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| 7 Oracle =#4tigE 58 ASA Virtual
wxEn |

same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable

http 0 0 management

aaa authentication ssh console LOCAL

15 st (Create).

T—¥#ta
4% ASA virtual S0, s I3 (Create) #&4)5, RA&S WA “IEEE” (Provisioning).

| o

BEEER  GPEORSIEH EZ, — H ASA virtual SEF WA His TIRA, TR ASA virtual 2 858 2 /T
R4k 75 B 3% f2 VNIC.,

ASA virtual NSRS FFER—A VNIC (2118 (Compute) > 41 (Instances) > K li¥ 48
=& (InstanceDetails) > £/ VNIC (Attached VNICs)) . iXFx 4 VNIC, Ff£&BLf 345 B VCN,
£ ASA virtual 5E R R s 2 1, BT E R 2 Gl Il VON F I (8. M) %82 VNIC,
DU TE ASA virtual I iFA#R Il VNIC.

P IEFEHE BN ASA virtual 94 .

$I2 R KEFEREER VNIC (Attached VNICs) > fi]# VNIC (Create VNIC).

L3 HIA VNIC A& FR (Name), #1401 Inside.

$£E4 NERIEML (Virtual Cloud Network) 2413 Hi%k$ VCN.

FIES  FW (Subnet) NHIRERLE M,

L6 kP {ERAMKLLEEHITRE (Use Network Security Groupsto Control Traffic), $RJ5 8k ik VCN I & (1)
A,

LT kP EGTIE B ER 1 A 4w A I (Use Network Security Groups to Control Traffic).

P®S (iR IRETRA P, (CHEEN VNIC ERRFE IP I, A 75 ZHAT A .
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7£ Oracle = &A1& ie_E &8 ASA Virtual |
B =m0 vnic mmezmmn

ARG E P, OCI ¥ WIS Be s TP i CIDR Hesfic 1P Hodik .
I FERCE IPv6 ik, 5 RN E RIS feE— 1) TPve bk,

$B9  LdHRFEN (Save Changes) LLEI#: VNIC.
W0 AFE TR A VNIC E S R .

F21EE R VNIC 75 n e B #0 )
Vo 545 P 2R U N 381 P 3 RN A B R

UK

T KL PER S (Networking) > Bl Z M4 (Virtual Cloud Networks), R sihi'5 VON RIRIIER AR di2 (9
MDD .

P2 fURMEBEHN (Add Route Rules).

$IE3 NEIREE (Target Type) FMzslEF, EHFEER IP (PrivatelP).

$IE 4 NBERIZEE! (Destination Type) F+741& H11E$PECIDR $ (CIDR Block).

HIE5 i NBFR IPv4 CIDR £, %1 0.0.0.0/0,

$IB6 HiANB#R IPv6 CIDR R, it [::/0].

$£18 7 £ BFrER (Target Selection) 7B A VNIC [FAH 1P Huhik.
WERAR ) VNIC Wi/ fic TP Huhik,  JWRTBAM VNIC VA5 E (iHE (Compute) > 524 (Instances) > SKANFLR{E R
(Instance Details) > iE3%/Y VNIC (Attached VNICs)) "¢k H s/ B Ay 1P Mtk

FIE8 AURMEEMAMN (Add Route Rules).

W9 XRE P MR VNIC EE Y.
ASA R (FRZ&M DHCP) e & T 75 i S i ey JEu)

ipv6 route <interface name> <interface subnet CIDR> <ipv6_virtual router ip>

il
* ipv6 route inside 2603:¢020:5:5800::/64 fe80::200:171f:fe96:921b

* ipv6 route outside 2603:c020:6:ba00::/64 fe80::200:17ff:fe21:748c

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19



| 7 Oracle =#4tigE 58 ASA Virtual
7 ocl L3573 AsA Virual 251 ]

7£ OCI _ti751a] ASA Virtual 245

ST LU 544152 (SSH) XEBERIERE I I AEIZAT U501
* KZHL UNIX JAURS 11 RSB BRINEL B SSH 2% 7

* Windows 10 A1 Windows Server 2019 R4 W 4,4 OpenSSH 7% )i, 41 A# ] Oracle 2= FEA ¥ it
AR SSH B ARG seqs, U5 A FH e ) i o

o T HAl Windows A, #& 0] LM http://www.putty.org %% % 9% ] SSH % )" ¥ PuTTY .

AR
TR L M A RE I B 5 -

o PRSI ASEIP Hl . BT DL SIS B ST 5 B (Instance Details) G [ SRE L .
FITSHEE . ERL BB M (Core Infrastructure), #3515 (Compute) Jf 4 7S£
(Instances). #RJ&, ERMEMSEH]. B, EnT LU %0 %% ListVnicAttachments 1 GetVnic
BAE.

o SEI L A R R

o JEBN SIS FH ) SSH 25 86 R FABH R 7 (1) e ik AT . A ORE X IVEAIE B, ES T
Linux SEA7) 48 B2 0T

)

AR BATLUEH] day0 FC & 4R E B IR B AR SL )5 S 301 6 ) SSH B X K6 % ASA virtual K.

{& A SSH 1%E3%%I ASA Virtual =15

M Unix RS [ 2R 203445 3] ASA virtual 521, 548 H SSH & 3% 824
UK

PR AL N iy BB SRR, DI A ] DASE U

$ chmod 400 <private_key>

Horp

<private_key> st CIFHISEBBARTIARE, SR 5 E05 0] 1 S B SHR AL o
P2 AHLLT SSH iy 4 1) L4591 o

$ ssh -i <private_key> <username>@<public-ip-address>

e
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7E Oracle Z 7% E &2 ASA Virtual |
B =75 openssH i1£5) ASA Virtual 52451

<private key> JE IR SEHEMATTNARR, L ICAFAL S 5 EET 0] (K 5245 DGR M FAEH
<username> it ASA virtual SZHIHH 44 .
<public-ip-address> & MNFEHI G KR SLH] 1P Hubk,

<ipvé-address> J& & IS BLE: 1 1Pv6 ikl

{# A OpenSSH % #%Z!| ASA Virtual 3£ {51

32 Windows Z 4014 #: 5 ASA virtual S241, 1548 ] OpenSSH % 55 S 44l

PR WU AT IS T, W28 SO, DU R A R RE OO

PAT LT #R 1

a) {F Windows YR HEAs, SHRFAHICM, A8 EZCr, K5 A B (Properties).

b) TERE (Security) LUk I, MtiEZ% (Advanced).

c) HWifrErEZ (Owner) LA ik,

d) riTiZEF44x (Disablelnheritance), X5+ 3T & B4R A PREE 1 9 T 3UALBR (Convertinherited permissions
into explicit permissions on this object).

e) EFEAZEIMH ik AR H, AR5 iR (Remove).

) BAOREEI bk P (0 5 e AR Sk 52 242§l (Full control).

g) TRAFHEM.

I8 2 PR F| S, EFTH Windows PowerShell 3847 LL N ir 4
$ ssh -i <private_key> <username>@<public-ip-address>
Hor.
<private key> & AFMTEREBATRN TR, %SO 5B [ () SEOCHR I FAH -
<username> & ASA virtual SZHI I 7 4 .
<public-ip-address> @& MNFEHI G R SLH] 1P Mtk

{s£ F PuTTY %3%%I ASA Virtual 3£ 43|

T PuTTY M Windows RGIERL I ASA virtual 241, EHAT UL F 1

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19



| 7 Oracle =#4tigE 58 ASA Virtual
ey |

UK

SEE1 I PuTTY,
$I82 (£33 (Category) G, EIFFETE (Session) I A LL N -
« EHZ (B IP#ub) -

<username>@<public-ip-address>
T,
<username> #& ASA virtual S 1 /1 44
<public-ip-address> &G G R EH AL 1P Hubik,
s imM: 22
- E#ER. SSH
PR3 {EKF (Category) Fitkd, JEFFE O (Window), #R)51EHFEEE#,: (Translation).
$IB 4 {FRFEF T E (Remote character set) Mg, %+ UTF-8.
FF Linux (95200 BRI X I B A UTF-8, XAESKG PuTTY e A 8 AR 7] 0 DX e 8

$IB5 (2R (Category) Btk ', MK IKJETT%E$E (Connection) Fil SSH, 4R i S I&E (Auth).
SIE6 LT (Browse), SRJEIEFREEHIFAL
ST ST (Open) LLEEI4E,

UERIXIE S R RS, T RE B R AR, RS S EIVE PR L . midiZ (Yes) LA

MU HERR

1828 SSH - ASA HE#Ul IPv6 A TAE
* BRRTTSE WAIE VPC B F 3R PR AR CE I ELIE W SG11 22/0 2% H
o BRORTTSE U0 UIEG R HE W sl ORI e A 2 R AR SV TG 22,
* RRFT3E T IPv4 SSH £ TR0 IF A FIEE & S RCE T IPve Hiulik.
 BERFE KA ASA REFULTH “sshconfig” , I HPT AL IBC B AR AN day0 H)— 7 42t
A A .
)RR 2R G i 3L ANECAE T
* BRRFTIE WAFEC2 > SR > REGh T LSk« SE R HARKY A .
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1£ Oracle = A%/ _E &R E ASA Virtual |
B osesns

o FRRTTE WAE N EB/AMER Linux _FE A5 IEAATECE T .
s RRFE AETFH) IPve FHTE LT, 76 ASA REFL S INIE 1 86 i o
« fRRFAE kT “show asp drop” AL EA, FFREUH N5 i

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19



# 11z

7£ 0CI - %32 ASA Virtual Auto Scale 2R 7

S

o %M, 55233 0L

s HUPRAAT . R 234 T

o R ASA FUE SCIF, 55239 1T

* #%E Auto Scale flE R %, #5245 T1

* WUEFRE , 2 250 10T

* JH% . #5251 1T

* M OCI F % Autoscale it & , 55 252 7T

{£ FHZ= 11

It ASA virtual R HI 54 - OCT Autoscale fift th s 58 4% SR AEMR DR 7 SR o T ) FLIBE I (14 S X Al
S EA IO R e H R 4L A2 5 5 1T B0 s 11 AR 22 36 TP Hiuhik.
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53 {EAEFIE

Instance Pool

Reply of Inbound Traffic

Reply of Outbound Traffic =
ASA virtual 1 44
< > —
Inside ']\ Outside
Mgmt

|
|
|
!
|
|
I
|
|
|

|

|

|

|

|

|

|

| | S—
. ILB P ELB [

User f ASA virtual 2  ca—
Application : .

|

|

|

|

|

|

|

|

|

|

N

A

Reply of Outbound Traffic Reply of Inbound Traffic
Py Inside /]\ Outside i

Mgmt

v

P

A

ASA virtual N

v

Reply of Outbound Traffic Reply of Inbound Traffic

Inside 1\ Outside
Mgmt

Qutbound Traffic
—— Inbound Traffic

R LAy ) 4 e St T PR A o X R NAT AW SEI . BLR #4380 # A 4d B e B o1

AR 1

PR FN SR AR
PLR 2 STt g e T R BT 75 1) OCT AL PR N S s -
1. FApPfd

N

B BUE OCT A el ) & B 51 A4 Re G 2 B - A4l

Q5 Oracle z KAt it FH - W AN P K B (4. SRA7 A2 H A RDP K™ AR G4, e
T AT . ACEIEH AU, WS

2. {HZRREE

TR LR, SRR I B2 . BEAIE NS, 15 % OCI > 1 FIR £ (Identity &
Security) > 558 (Policies) > #1755 8% (Create Policy). A% LR el I s in 2 B i it 4 v«

* V41 <Group_Name> 1 i k% 25 4 [X. < Compartment_Name> 1119547

* fVF4H <Group_Name> & HLI 25 1 [X. < Compartment._Name> H 14

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19


https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionscreatinggroupsusers.htm
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miese |

i

* A VF4H <Group_Name> & Pk 29
* fuVF4 <Group_Name> £ £ 2 % X <Compartment_Name> H1 ¥ #5

% [X <Compartment_Name> H 1) 3 /it

* fuVF4H <Group_Name> :HUKE B % [X <Compartment_Name> H1[{#5 bk

* fLVF41 <Group_Name> ifi il b 254 [X. <Compartment_Name> H [{JFRic fiv 4 4511
* fLVF4H <Group_Name> IR 254 [X. <Compartment_Name> (1) H 20

« foF4l <Group Name> i ] B5 25 £ [X. <Compartment_Name> H () 52451

* fLVF4l <Group_Name> {if FIFil /" /1 1) Cloud Shell

* SR <Group_Name> 1L A1 R0 A7 fifh i 44 7 6]

* VP4l <Group_Name> & HUF - H (147 it 7

N

AR ] DR ZON R S . RnT DL AT VOB TR BRI AR .

3. Oracle THAEHIABR
B4k Oracle THAEREWS T 0] 5 — > Oracle =R i 7e s, B ZIhRe L S48 AT, KRG E
A ANENE LR T %5 AL HZ VR I U TR AR

4. GIEzhESHE

TAEAY, 1S OCl > Bpfn% £ (Identity & Security) > £1754H (Dynamic Group) > £
#5754 (Create Dynamic Group)

FEON BN A LIS 45 i AT R
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
ARESHNLE LRGN, HSMH:

* https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm

* https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm

5. AEhZSLAEI B

BRI, 15 % OCl > B Fi% £ (Identity & Security) > $58% (Policies) > | @ %% (Create
Policy). R LLR SEBE S 214 -

RUFEISYH <Dynamic Group Name> EHHIRELX <Compartment oCID> "I HIK

M GitHub T334
ASA virtual - OCI Autoscale fif ¥ 5 % CAF b GitHub R EHAL . 40T LUNAEAE e rh SR Bk Rk
.,
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B ooz
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Python3 If1&

A LAAE 50 BE A $ 21 make.py SCF. BEREIY 20K Oracle DIREABAARCCAE 40 Zip SCIT; K&
MIRHIBHAR AT N T HATIREAESS, WACHE Python 3 F1JY .

\}

ER It Python A BEH T Linux Hbgr,

Eftig i &
WA G B AT T T -
1. VCN

HL47 ASA virtual [ FF 0 7 BE005E VN, Q42 LA LI B 5 VON, 4 X 5004 — AN )
LI 0 EEEE 1

HRE)E VCN M5 &, 125 https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm.

2. MARFTH
A ASA virtual W IR 5 ZEAUEE 7 9o AR LA S0 SE IR LT 5 ASA virtual SE1 7 22 3
T MAREIELT
AREETMRER, 30
https://docs.oracle.com/en-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview of VCNs and Subnets.htm#,

3. SMNERFM

T IZ A RERSIERL €0.0.0.0/0” MR EIKM MRSt . 7 ML AL ASA virtual (405
Bz VRN ) LI 9 (1 7 B80T 2 o A DR R R B S I NAT 195G

ARV, THS LR 3O
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managinglGs.htm
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To create a NAT
gateway
4. NEFM
X5 FLAT BAAT NAT/ELIBE R G (1 3 FRE 1 R R AL

A\

ER XF ASA virtual SBATRGCRI, 0T LA L 1 80 SRV 1) SR IR 55 A% (169.254.169.254) .

5. ZBFM
EHF RN AT, XFEE A BEC X ASA virtual ¢ SSH 1] ) 74 .
6. ZL4H - ASA virtual SEEIRY M B L 44R

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19
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AL LA SR K ASA virtual S 451 it B 2 42 4 -
* Oracle DJfit. (fE[F]— VCN 1) 2847 2] ASA virtual ()8 BEHUIEFK) SSH %42 .
o EELEHLATAET X ASA virtual SZBIREAT SSH V1] .
* ASA virtual 2 RiAT 5 CSSM/ A 45 38 A58 5 LASKREG 1T

7. MRFMEBEZE

XS G A7 i fiy 44 725 A T RS M, A4 configuration.txt (. #&E2AZ04 configuration. txt
SCAFQIE TR E A S0 UE TS K o LTS 3 B0AIE URL R AEARCAR P38 391 ) 456 11

N

F® W% ASA virtual S£I AT HTTP URL 5181 & FAL R UL FERE .
=~

'\_L'IASA VirtuaIEijJEﬂL, EA?}Lﬁfu—Fﬁé\ $ copy /noconfirm <configuration.txt file’ s

pre-authenticated request URL > diskO:Connfiguration.txt

Wiy 4 S RF S A configuration.txt SCEHC & ) ASA virtual 23] .

8. _Ef% configuration.txt 3244
LA ASA virtual B0 E SRS (330 UE T K URL, AT AR 845
1. fi7Ei#%#8 (Buckets) > 1| B 71i##@ (Create Bucket).
2. s Ef% (Upload).
3. ,Eﬂf@ﬂﬁiﬁﬁfﬁ, R BIE TS M IIEIE K (Create Pre-Authenticated Request), 41~ & it
No

Objects

Last Modified Size

Mon, May 10, 2021, D4:55:24 UTC 1.06 KB

Mon, Jun 21, 2021, 01:57:23 UTC 1.08 KB

N

ER BNzt RE A oracle DhREVT ) L E SO T .

W& E
1 ANRE

fifif# configuration.txt # ] <Application VM IP> Ml [EfTGIR, Wit B 2R fridk .

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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2. HikRE
* Tfif# configuration.txt *P ) <External Server P> Hulik iF#f R, Wb 3 29 BTk
* W TR VCN A —4> NAT 2K
* HRAETS NAT FOGHRE IIAME VN (¥ B2 s At R 1 <External Server IP>, 1 R

KENIVIZN:
Destination - Target Type Target
0.0.0.0/0 Internet Gateway -
8.8.8.8/32 NAT Gateway nat-gw

AR
A
AR ARG R, 15 S A0 E R R .
ASA virtual ({2564 008 A sh RN K BTE ASA virtual 3241, I H'e & T4 R ASA virtual
S CPU A A4S B 8504
R, 48 55 AN AR AF RN AL PRSP 2505 B SOV HAF AT, DR AN e v DA A SCAHS Uk
IR AR Y . 0 e s ks .
BN T XSRS, E AT BL N R
pUE ]

B QIR RE

OCT ORE SR AL 2 A B AN RAT T s B A R 55, DL RAE R e AT IREA T s A s (1 53k . TR, NiAE 5 Autoscale
fifp R T3 5 (R FL AR 00 A I A R 12 e Db B DR B AT CIR PR A

4 OCI > B F1& £ (Identity & Security) > & FE (Vault) > & F 8 812 iR B E (Choose or Create New Vault)

PR 2 G
AT H] TN A A A e s Al SCAN R
¥4 OCl > H{3F1% £ (Identity & Security) > RE E (Vault) > &3 62 % %A (Choose or Create Key)
AT 45 8 R TP R B K B A 4
1. AES-128. 192, 256
2. RSA-2048. 3072. 4096

3. ECDSA -256. 384, 521

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19
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54: 0% A

Create in Compartment

<>

Protection Mode G'

Software -
Name

My_key

Key Shape: Algorithm G) Key Shape: Length

AES (Symmetric: key used for Encrypt and Decrypt) e 128 bits e
Import external key
Create a new key by importing a wrapped file containing key data that matches the specified key shape. For more information, see Imparting Keys,

3% Show Advanced Options

W3 QAN .
1. % OCI > #T7F CloudShell (OCI =#im) (Open CloudShell [OCI Cloud Terminal])
2. R <Password> 1F b F AR AT LT Air 2 .

echo -n '<Password>' | base64

3. MIEEIIRES PR, SN 2 Al 3 N2 %50 OCID. ¥ LA F{E, SRJ5HUT encrypt iy 2
* # KEY_OCID ##i 4 #&1¥1%% 8 1) OCID
* # Cryptographic Endpoint URL % #f A £ ({4 6 J22 1) i 2855t URL
o H R R Ol A ) B
mEme
oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

4. M B ik A S, AR EARYE T B A AT

& ASA BLE X

R I PR B8 s SLARE 1 BTl
iz

TR AERE AR M A S

wzasamExt [

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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SH iRz ks
tenancy_ocid T H TSI i fAL () OCID, %27
fiE i A 4R FL OCID, 2 [t
4t
L OCID 41 F s -
ocidl.tenancy.ocl..<unique ID>
compartment_id TP H LA QU BRI RE 2 L XK
OCID,
il
ocidl.compartment.ocl..<unique_ ID>
compartment_name PRy E R B L X 44 B
region TR H BRI G B YA AR DX ) P — AR TR
.
ENUE
us-phoenix-1. us-ashburn-1
Ib_size T P05 SR RATIA B S0 B 1 2 10

TRAEEC 58 ONEIH D B .

SCEFIME: 100Mbps. 10Mbps.
10Mbps-Micro. 400Mbps. 8000Mbps

7~ 100Mbps

availability domain

/l: Tpeb:PHX-AD-1

pait 4

1E Cloud Shell H#4T oci iam
availability-domain list fir4 LLEREL
A A

min and max_instance count SER AN R (L] 183 SR SIAG v A AR B 1) e N R K
S
s 1,5

autoscale_group_prefix T FH 5058 T s Aol P ASCAR 1) st 1 B A 0 9

AT Hln, W R h
“autoscale” , WA P 4% 20
77304 - autoscale_resourcel +

autoscale_resource2 %% .

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19
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wzasamiss [

2%

iRz

L RA

asav_config file url

URL

AR BIR S A A LU T RCE ASA
virtual FHEC & 44 URL.

a4
WA BB ANE B SCAF IR TS B 37K
URL

ZNE
https://objectstorage.<region-name>.
oraclecloud.com/<object-storage-name>/
oci-asav-configuration.txt

mgmt_subnet ocid

T I BEF MY OCID.

inside subnet ocid

LAE I N7 MK OCID.

outside subnet ocid

FAE AN B OCID.

mgmt nsg_ocid

AL AR A PR T R 199 2% 22 A 2 )
OCID.

inside_nsg_ocid

TG AR A T R P 4% 22 A 2L )
OCID.

outside nsg_ocid

LA AT R 199 2% 22 42 2L )
OCID.

elb_listener port

B 8 A s T R P 40 308 £ o
IESR

A~ 80

ilb_listener_port 25 4y BRAE DAY 08 A7 A3 SA T 4 T U e PR 2 A5 ity 1
VIES
il 80

health_check_port TR PATIBATARGUAS 5 (1) S B4 i 2 1) )
Uiy [ 454 i 11
il 8080

instance_shape FAFER BEONER ISP AR o TR AT B 43

Fe 4y 52411 CPU #m . WNAT=RIIL
THRRIAR:  “VM.Standard2.4” F1
“VM.Standard2.8”
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2% LR ik

Ib_bs policy T FHT- P S0 A0 7 8 B i i 1) 472
IR RNE . BT fRAT R A A
AR TAR R B E 2 E R, S
Ak,

YEFM{E: “ROUND ROBIN” |

“LEAST_CONNECTIONS” .
“IP_HASH”

image name TR FH TG S48 I 2 1 i 3 4 1 44
PR

ZRINMiE:  “Cisco ASA virtual firewall
(ASAV)”

pE i

WS H P ARSI e g, A
JLZABLE custom image ocid 2

.

image version FAE R FEAE I OCI Marketplace H AJ
ASA virtual AR (RRAS . H T, 17
9.15.1.15 F19.16.1 jitAR

ERIME:  “Cisco ASA virtual firewall
(ASAv)”

scaling_thresholds 553 Wit P P g RS ) CPU
FISEHIN. BLIZS SRR i
S B RS L B

s 15,50

Hrp, 15 2N MY R, 50 240
)4 Ji B {E

custom_image_ocid T AR T, T )
BC B H 7 CBHE ) OCID.

R

custom_image ocid f& ] kS KL

asav_password TG ASA virtual 5K N & B W&, H
Tl SSH % #:F] ASA virtual fic
o AR INEEMR U, 1§
PRCETRR, S PAb,

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19
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S KRR 15t BA

cryptographic_endpoint A H Tns 2y s Tl 2 % 05 [P URL. '
A LATER RS FErh 21 o

master_encryption_key_id e FI T ST 0 3990 OCID. &7
PLAEPRES A rh 43

fit & S 2 FK (Profile Name) ‘©e OCIH I H L & S22 FR . B

AT LAEH ™ BRGSO B 20 T #R3

7~ oracleidentitycloudservice/
<user>@<mail>.com

X AT A i 44 42 1) EETE B P B A ik — AR
. #ATLAE OCI > &8
(Administration) > f Pi¥4B1E 2
(Tenancy Details) 14k 21| A

FALA i X HAFE Docker sk 3% R, FZAIL
¥ Oracle-Functions #E%4%] OCI 4% 5%
M. SRS, E R
OCI > 54 (Identity) > B P (Users) >
AR5 2 (User Details) > H4 3
IEZh# (Auth Tokens) > 4 & h#
(Generate Token).

PR 2 I ERSAT ROV o) SISO BN 2. VAT NAT AL .

! Default route via outside
route outside 0.0.0.0 0.0.0.0 <Outside Subnet gateway> 2

! Health Check Configuration

object network metadata-server

host 169.254.169.254

object service health-check-port

service tcp destination eq <health-check-port>

object service http-port

service tcp destination eq <traffic port>

route inside 169.254.169.254 255.255.255.255 <Inside Subnet GW> 1

! Health check NAT

nat (outside,inside) source static any interface destination static interface metadata-server service
health-check-port http-port

nat (inside,outside) source static any interface destination static interface metadata-server service
health-check-port http-port

! Outbound NAT

object network inside-subnet

subnet <Inside Subnet> <Inside Subnet Gateway>

object network external-server

host <External Server IP>

nat (inside,outside) source static inside-subnet interface destination static interface external-server

! Inbound NAT
object network outside-subnet

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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subnet <Outside Subnet> <Outside Subnet GW>

object network http-server-80

host <Application VM IP>

nat (outside,inside) source static outside-subnet interface destination static interface http-server-80

!
dns domain-lookup outside
DNS server-group DefaultDNS

! License Configuration

call-home

profile license

destination transport-method http
destination address http <URL>
debug menu license 25 production
license smart

feature tier standard

throughput level <Entitlement>

licence smart register idtoken <License token> force
!

PR 1) S F ARV IX S8aE A T IR LRI 3 2 A e~ T i
HIB 3 MHIRCE TR B 58 configuration.txt SCAF
IR 4 K configuration.txt ST A& FI I G 0 GARAE 2 0], IR EAR B SO Tl B 4 36 E 15 5K
R
HPRAEHEAR T & A ] configuration.txt A& 43 36 1E E K URL.
LIRS A Zip U
ﬂuﬁ:fﬂﬁ%ﬁﬁﬁﬁfﬁ‘:‘j&ﬁ make.py A AT python3 make.py build fﬁ/v\uﬁlﬁf zip A Eﬁiﬁ%‘%@é‘%?
A
Tue Jun @8 @7:46 AM [sumis@SUMIS-M-41KG ta
Oracle-Functions.zip

utoscale_deplon
y on.

- templatel.zip
templatel.zip

@ directories, 6 files
Tue Jun 08 @7:46 AM [sumis@SUMIS-M-41KG target]$

W FAEAE A Cloud Shell #3E H 8hd MU 7%, W AEIMAT python3 make.py build Z Hif BB
Easy_deploy/deployment_parametersjson (. HKEH, &S AT 1RIE Oracle g,

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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#RZE Auto Scale FR A ZE .

va y s RN S

N2 Auto Scale fRAR A X
R NE B 2P )5, JTia608: OCT Hitk . & n] LU# A Cloud Shell $44T T30 54/ /] Cloud
Shell #B Autoscale. 5 ¥ FRAS K158 28 A FTAR AR 7] A\ GitHub A7 3R H

FERE

Uiy 2|3 Autoscale R T B UG =P i3 Terraform Template-1 HEF% % Oracle Jjfig,
SR 5 ¥ & Terraform Template-2.

#2Z Terraform Template-1 %
g3z

P B OCL] )
DI oA FERE AT Ao AR TR DX A o
LB 2 EFFEANRIRSE (Developer Service) > HiIREIE#E (Resource Manager) > H#% (Stack) > €1l jE 4% (Create Stack)

I BIBCE (My Configuration), 2R J5i%£¢ H s 32 1) Terraform templatel.zip SCAEAE 4 Terraform fic & 5,
Wt E s

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .


https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/oci
https://www.oracle.com/cloud/sign-in.html
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. #PE Oracle ThAE

Stack Configuration ()

Tarraform configuration source

Folder @ .Zipfile
3o Drop a .zip file] Browse

ternplate.zip

Working Directory

Mame Oobon,

templatel-20210420223815

Descriplion

Craale in compartmant

Manual_Test

L

Terraform vearsion

0.13.x

L)

Support for Terraform version 0.11.x ends in May 2021,

$IB 3 AR (Transform version) FHs &, 4% 0.13.x 5 0.14.x.
PB4 E N0, WALE L TIER A RS B

PR

NGNS, 5 WIHERE B ] e E G 2 b 2RI

$IBS £, % Terraform $24% (Terraform Actions) > Kz (Apply).
RIRE G, RE5HE Oracle i,

R 2 Oracle Ih&E
A\

AR A1 Terraform Template-1 #5258 ) o A Be AT A 3R

fE OCI ', Oracle i =11 Docker MR EA%, JFtox A7 £ OCT Fasmid Mk b . fEHERS, i 2
4 Oracle Hyfig#Eik 2| —A~ OCI A (¥E Terraform Template-1 H 4 ) 1,

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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#% oracle 118 I

i

#$IE1 77 OCI Cloud Shell.

Gat Startod Dashboard

Quick Actions Colagse ~

Create a VM instance Create an ATP database

S %2 1% deploy_oracle functions cloudshell.py 1 Oracle-Functions.zip.
M Cloud Shell IR, 1k +¢ E4% (Upload).

Cloud Shell

Download

Upload

[ > e

] File Transfers
+!) Restart

?;: Settings »

FE3 ] Is i RIUES AT

Deploy_Oracle_Functions.py

7';'%3% q Jé’ﬁi python3 Deploy Oracle Functions.py -ho deploy oracle functions cloudshell.py Hi?ﬂll-\%g‘gﬁ:bi—fﬁ])\%%ﬁ;

A AEH] help ZHERBILFEAE S, W KPR,

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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% python3 Deploy_Oracle_Functions.py -h

usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t

44 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seiek

Instruction to find values of required arguments:

Application Name: Mame of Application created by first Terraform Template

Region Identifier: OCI -> Administration —> Region Management
Profile Name: OCI —> Profile

Compartment OCID: OCI —> Identity -> Compartment -> Compartment Details
Object Storage Namespace: OCI -> Administration —> Tenancy Details
Authorization Token: 0OCI —> Identity -> Users -> User Details -> Auth Tokens -> Generate Token

optional arguments:
-h, —help show this help message and exit
] Name of Application in OCI to which functions will be deployed
Region Identifier
Profile Name of User

Compartment OCID
Object Storage Namespace

Authorization Token for Docker Login (#Please Put in Quotes)

BHEATIIA, B NS4

= 25 SRFEAER

2%

ek

LA & FR

‘& A& Terraform Template-1 #5& G1 & [1) OCT . H 1 44 FK
il ¥ Template-1 145 ¥ “autoscale_group_prefix”
RGZ% “_application” 20 &8 RIAT 3R 75 HAE .

XEARIRTF

DX IR TR A AEAN ] X 5 OCT Hp ] 1 X 3 AR A
s R RUBIIET “us-phoenix-17 BRI 2 /R AR

“ap-melbourne-1” .

BERWUITAT D H X SR IR IR 513, 1% 2 OCI >
EI2 (Administration) > X1 &I (Region
Management).

BB 2 FR

BAE OCT H (1) 1] FL ] I B S A R o
7~i:  oracleidentitycloudservice/< user> @< mail>.com

AR AR BBC ESCPEr 4E.

BEEX OCID

TAEBEE LXK OCID (Oracle Z=AriRAF) o H P
OCI N H k% B & X OCID.

% OCI > 517 (Identity) > B &% X (Compartment) >
FEEsE XIEH{5 2 (Compartment Details).

WREFE AT

AR I B R ME— AR AT

% OCl > &I (Administration) > A P IEHAE R
(Tenancy Details).
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| 7 0CI LB ASA Virtual Auto Scale i3k 75 5
#h& Terraform Template-2 .

S £ AR

b o X HAE Docker Bk WS, 2R ¥ Oracle-Functions
HERER OCI g M R . EMEMATH S SfE4
J,

% OCl > B4 (Identity) > FI A (Users) > Fl FiE4H{E
£ (User Details) > G436 iE < i# (Auth Tokens) > 4 X
£ J# (Generate Token).

WP RR R, RS EE R PG R, ek
Fr& A GRS (Developer services) > L€ (Functions).
4% 4 Terraform Template-1 QN . Aii FF36 (Getting
Started), #RJ5iEF% Cloud Shell & &, #FixLe b,
R B E G B0 UF 2 I BEE:, W R

Generate an Auth Token

ijﬂ% 5 @ﬂ{?@ﬁ%{miﬁ]\%ﬁﬁﬁf python3 Deploy Oracle Functions.py /IJLE'/\‘(\': %B%F)Tﬁﬁ’*]%%‘%%%*%ﬁlﬂ ° %E,
R nT AR 23011 955 ] Cloud Shell.

#R2Z Terraform Template-2
PR 2 08 AR QAR O BE YR, B R4 TR pR £ ONS 328, BAR 2 (1355 55 Terraform
Template-1 [ E S4B

UK

P G OCI1).
DI R AE BRHEI AT E A PRI AE TIU IX S5k A

T2 %HFEARBRS (Developer Service) > FEiRETEE (Resource Manager) > Hifk (Stack) > 61| i HE#% (Create Stack).
4% H bR SO 1) Terraform template template.zip 4 24 Terraform fic & 5 .

Y3 1 F—2Prh, diliTerraform ##4E (Terraform Actions) > FZF (Apply).

{£ A Cloud Shell Zf 2 Autoscale

Shy B G T A, T DA o i 7 R R iy 38 S S B AR & AwtoScale fi# )T % (Terraform
templatel template2 Fl oracle JJfig) -

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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7£ OCI £ %R ASA Virtual Auto Scale R AE |
B cins

HIE 1 K H bR SoEJerb 1) asav_autoscale deploy.zip S04 4% %) Cloud Shell 332 HCC: .

= Cloud Shell

sumis@cloudshell:~ (us—-phoenix-1)$% 1ls -ltrh
total 52K
—-rw—r—r——. 1 sumis oci 51K Jun 8 82:43
sumis@cloudshell:~ (us-phoenix-1)$ unzip asav_autoscale_deploy.zip
Archive: asav_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip
inflating: oci_asav_autoscale_deployment.py
inflating: oci_asav_autoscale_teardown.py
inflating: deployment_parameters.json
inflating: teardown_parameters.json
sumis@cloudshell:~ (us—phoenix-1)$% ls -ltrh
total 140K
—rwW—r—r——. sumis oci 2.5K Jun
=MW=r—r—. sumis oci 4.6K Jun
—MW=r—r—. sumis oci 7@ Jun
—rwW—r—r—. sumis oci 35K Jun
—rwW—r—r——. sumis oci 7.1K Jun
—MW=r=——r=——, sumis oci 22K Jun
-MW—-r—r—. sumis oci 1.9K Jun
—-rw-r—r—. 1 sumis oci 51K Jun
sumis@cloudshell:~ (us—phoenix-1)$%

P H

B2:

82: teardown_parameters.json

B2:

B2: oci_asav_autoscale_teardown.py
82: oci_asav_autoscale_deployment.py
82:16 deployment_parameters.json

B2:

00 Co OO OO0 00 00 00 oo

IR 2 AT python3 make.py #4425, IEHIRIE C BT deployment parameters.json I ASEL.

‘b‘ﬂ% 3 EE@J Autoscale ﬁ@{j&ﬁ%ﬁtﬂ%, ﬁ%?’f Cloud Shell J:Jéﬁt python3 oci_asav_autoscale deployment.py ’ELE/‘%O

SERUERTT S IE KL 2 10-15 53 Bl
URAE MR 7 S8 AR U AT B R, B R H S S fRAr

AT =
LG WEERE
IAF T OB T %Y, JF H Oracle ThRE/E T O SR MR . BRUEDL R, SEBB i i/
s RS ECR 2 o 18 mT LA B 5 14 e /N R e KB AE OCT UT HE S St o I Mk A B 19 ASA
virtual SEH1 .
AT IS B AL A A TR, FFOUEHAT N AR A P . 58t fm, fsa]
PLRE ASA virtual [ SEPR3ESR,

)

IR K ASA virtual SEBI ) NCR TR 2 N T RBARIP (Scale-In protected), DLEE b OCI 3 J 5w M
%38
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| 7 0CI LB ASA Virtual Auto Scale i3k 75 5

AR

F+4% Autoscale HiFx

WRRAS AN SR I T 2 AR

FHLR ASA Virtual VM

WEIRASANSCHFTH 2 ASA virtual VM. WA BT ) ASA virtual BEAR K HHT #5E HERK .
KAt

1. BRI e N R S, TP T LA R A

miiFF & A BBk % (Developer Services) > I g€ (Function) > N FA & #R (Application Name) > (i@
iT Terraform Template-1 €3> BLE (Configuration).

77 9 58 24 min_instance count Al max_instance count.

2. MMBR/ZIESBIANGE T A Yo SRS (R A AT S 451 DAL B A 1 O A 1A i 97 e 5 A7 i o
MIER/Z8 0L, WSS A 3R S08 SL B 34T R

3. Max_instance _count & X A4 FEAEAE K BB R B, (H AT DU e UT 58 2SI qg) i (1) SE 81 v 2ok 8
TLUERR A #PR UL F RS2 204 OCI B A% & /) max_instance count. 7501, & AHMN
R NEE

4, HAE MR 98> S R R ST BN 2 AT DA R 7 Q0 T B A . B TR AN 2
WA T A i 2 TP RE R B, iR ASA virtual 5 ATE, ERFE K.

5. TR, N ASA virtual SEFIAE— BRI NI TR OAME . T B JGYAIE E SSH Uy
W, U S92 4 s ) AN S e B, AT ATV RS AT e R

Oracle I &E

* Oracle JIfig SEBr L& Docker Bef% o IXLERLG 25 | R A7 21 OCT 257 MR A H b o IxX s
G WM, 75N ERAE Autoscale i vk 7 L H K D it

* JH i Terraform Template-1 G5 OCI N H L7 Oracle ThREIE & TAEAT 75 MBI AR &, R
ARSI IEK, A JUIAS WY, B P e PR AR B (P RIS 20 BT AR AT A B M0 4 S WA B SE

g R RiImE
7EOCI 1, AN SR FHC A ASA virtual nfv (045 B4 11 1) 32 4 1 SR i e 3 sl 1) s 8 g 2 o IR
Ub, TR O IR B N A I A N R i AR s A BRSO E B B AN S BN A ) e A . 3K
46 1P ANy B Shs N 2 A s S s P R . AT Auto Scale R T7 ZE 42 LAgi i 77 AL BEIX Py
MESS o (HAEATAEMINEERAE . iy SO HERR I, T RE AT 75 2 T8 5 UL B AR (5 O o
MR, AT DU AT W R 7 i S SR AR S iy s BT 0T S 2 0 1 o RIDKE IR T B0 S 1 TP 2 A1 50
A IE e, (H N T Bhs LAY S 1P,

AR B RSR PRMTIEF
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7£ OCI £ %R ASA Virtual Auto Scale R AE |
. M OCI # i Autoscale Bt &

BLE ST DS I A i R WTWTRE Y, 15 22 OCI > M & (Networ king) > £ 2347288 (L oad
Balancer) > T #2 /¥ (Listener) > G iilT#2 % (Create Listener).

B e EME Fin e

T ASA virtual SEOIEIEN I M, A5 ASA virtual SSISN 11 TP R 500 51 B 8y 28
E SR P 1 TP S 1A B 51 B A T U B W R IR s 1
LRI

M OCI 2 fifif& Autoscale Bt &

LA OCT A iy B8 ey BHLas LIAHTR] (107 UM BR AL Terraform H38 (RIMERG . THIBRMERG S I BR LAY
BT BRI, JF HAS XS BRI O B A £ B AR 2 B A IR -

)

AR FEHERRMER AR OO, R BCRE LB P R d NS BB B 0, RS AR SE k. XA BT
MERPTA 61, JF HA B MMEMILE .

] LLAT T3l N ek Af F 48 F Cloud Shell KR Autoscale .

F =l PR

Ik 213 Auto Scale vk 7 ZREFE =D MIEE Terraform Template-2 #E4E . MR Oracle T,
SR S5 A& MBS Terraform Template-1 HEAL .

ffiB& Terraform Template-2 4%

ZIMER Autoscale FiL', #2056 M ER Terraform Template-2 HEf% .
UK

S BEF OCI ).
X 5 R AE RS A o R R T ) X J A

IR 2 EFFF A AGBRS (Developer Services) > FiRETEEE (Resource Manager) > itk (Stack).
HIE 3 k¢ Terraform Template-2 G 2 (I HERE, SR )5E#E Terraform #24% (Terraform Actions) 72 Hrf i1 $5 8% (Destroy),
WE PR,

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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| 7 0CI LB ASA Virtual Auto Scale i3k 75 5
Mz oracte g

Terraform Actions « Add

Plan

Apply

Import State

Destroy

K QIR BN, A BR DR U 2 — LS A) o BRI AR S AL 8 O I BR HERG . 4n B TR

"
Plan Apply Edit More Actions.

Import State

Stack Information Tags
Run Drift Detection
Description:
QCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56: Download Tarraform State
Time of Drift Detection (Last Run):
Maove Resource

J ObS Add Tags

: Delete Stack L :
A job is created when you run a Terraror[ - ]erraform actions tcj
L

IR 4 GRELMER Oracle Y)fE.

HIF% Oracle ThAE

Oracle DfEFE AN Terraform FMHEALTRE 11— %, & ZAE ] Cloud Shell Hpk AL, A,
Terraform HERAH 53 A 2 e HM s o S8 A2 BB 3T Terraform Template-1 G173 i) OCT N A A A
15 Oracle R 5.

B2

S BEF OCI ).
X35k S s AE BB A B e TR S AR T ) X A o

PR 2 IEFFFA NGRS (Developer Services) > LRE (Functions). ZEFEAERIAR 1 HEH QIR N T 44 5K -
PR3 AN, Ui A R EOR IR .
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7£ OCI £ %R ASA Virtual Auto Scale R AE |
. B Terraform Template-1 H#E4%

fiB& Terraform Template-1 4%
A\

AR HAEMERITE Oracle IREZ i, A REMENMBRBIAR 1 Hitk.

5 Terraform Template-2 JHBRAH A o
g3z

L1 R OCI] ],
X3 R AE BSR4 A o TR A T ) X 3

T2 RFEFEANRIRS (Developer Services) > FIREIEEE (Resource Manager) > Hif% (Stack).

$I® 3 1%4% Terraform Template-2 612 (I HERE, SR)5 & ili Terraform #24E (Terraform Actions) R 473280 b ({45 2% (Destroy).
RGOV R AR, BAIER B2 U 75 2L LI )
HB 4 BB lR, A UNE L I24E (More Actions) Rz b IHERHEAR, 0 F TR

"
Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

: Delete Stack L -
A job is created when you run a TerraFcur[ * ]erraform actions tcj
“

M ER Terraform Template-1 HEAk )5, BEAAUSUE R TP SR TR, JF BRAEAT AR .

{5 A Cloud Shell P& Autoscale

ﬁﬁﬁﬂu?ﬁ? Cloud Shell ':F‘#h’ﬁt python3 oci asav autoscale teardown.py ﬁﬁ/ﬁ\, 41’_1%%%]4\%%/%
HER AN Oracle Difig. A RMEAIE F2NHB 1, 1 508 stackl Fl stack2 (W HERR ID, SRS ST
teardown_parameters.json SCHEH N H ID.
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Mt iz

12 =

7f Google =& L 3#RE ASA Virtual

AT LAZE Google T+ 45 (GCP) LK% ASA virtual.
o WEk , 5255 7T
* HiPRSRAT . 2 257 1L
o WEMPFIPR] , 265 257 0L
o LR, 5 258 T
* 7£ Google V- & L3 ASA Virtual , 2§ 259 1T
* Vi) GCP _Lf#) ASA Virtual 525 , %5 262 1T
* CPU I BRI 5 26 264 1L

GCP feVFELEY Google AH A (Kl ¥ Ay SB AP REN . Wk KRS

ASA virtual IZ1T 5P ASA MR EAY, DORIE B AE A 2 2 ThEE . ASA virtual 1] DLERSE
HEALGCPH ., )5, WU HATHCE, AR E BN TR AT R WO os 6 HL 2 16 SR 0L
YIEE o0 TAE .

GCP i+ E LR T

1EF Google HEFIMLISHIFNR /N LU A2 ASA virtual 773K .

ASA virtual ZFFCL NI NI, N2 FiHEAR4L C2 GCP i SEHLE .

R 26: AR EAL LT B KR

HEMEHTENER B

vCPU N7 (GB)
c2-standard-4 4 16
c2-standard-8 8 32
c2-standard-16 16 64
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7£ Google = F & L&} E ASA Virtual |

R 27: B AT R KR
THEH LR Ik
vCPU M%7 (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
n2-highmem-4 4 32
n2-highmem-8 8 64

* ASA virtual /> 5 3 AME
* SCRFIIBRCR vCPU S 16 1
* ASCRFA AR TSI
WATLATE GCP _LGUEEMk /. ] GCP sy L ASA MBI ki (ASA virtual) 7= 2K 5 ) ASA
virtual 5K, PLKGESE GCP i LR
C2 i+ BRI BRI ZE 2L PR
WAL C2 THEHISRALEAT LU B

o ANBERE DX BRE AMERERE ] T oSO TH RIS . A CTRAIME B, 12 Google SUR S N =k,
W XS AVERGSE /)N (Adding or resizing regional persistent disks)o

© Z LA NAAAETT SR AN LB PR . AT R TEAME S, 152 B Google TR A7 fifi

fie (Block storage performance).

o ANAE T X A Fh el o A OCTRANME B, 1555 Google SRS A FH X R [X 15 (Available

regions and zones).

o ANAEEE K CPU V& Lol . ARG R, 1S5 Google XA CPU 155 (CPU platforms).

ASA virtual BYT£EEZ
ASA virtual STEFVEREZ VT, A ] A FE 30 B RS AN [R] () e e i 2 ) R VPN a2 B o

. Cisco Secure Firewall ASA Virtual A\ [ 357, 9.19


https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms

| % Google =F & LE3E ASA Virtual

mesd

TERER KHIZER (BoU/RAM) | TREBR RA VPN <1 BRI
ASAv5 c2-standard-4 100 Mbps 50

4 #/16 GB
ASAv10 c2-standard-4 1 Gbps 250

4 1%/16 GB
ASAv30 c2-standard-4 2 Gbps 750

4 #/16 GB
ASAv50 c2-standard-8 7.6 Gbps 10,000

8 14/32 GB
ASAv100 c2-standard-16 16 Gbps 20,000

16 #%/64 GB

IRk s

* 7t https://cloud.google.com 1 —4~ GCP Jij7 o
* il GCP I H . 1524 Google X4 H (Creating Your Project).

* VFHT ASA virtual. {EVFR] ASA virtualZ i, ASAVHF(EREBLATIEAT, MBI H 100
ANMERERT 100 Kbps (97505, 20V AliE: A Ae B PE Vil

® ?% | %}Z‘*
« BB O - HTK ASA virtualiEF: 3] ASDM; ANfEH T HIE T &
o WL - T4 ASA virtualiE 2] N #5 EHL.
o AMERBEIT - HTOKE ASA virtualZE 3] A S 2%
o JHAE AR

s I T-95 1 ASA virtual 1A 3 TP,

* % ASA virtual RAEKR, WS HEFEl Cisco Secure Firewall ASA FE7& 1.

JE U A0 PR )

T IEHIThRE
GCP 1] ASA virtual 32 H LU R IhRE

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

7 Google = T & L #1E ASA Virtual |
B msmizo

* GCP [EHURAT = (VPC) H1HE
« AP Z 16 4~ vCPU

B RO

* VFAJ - S5 BYOL

R FHRIThEE
GCP /) ASA virtual N3 FF LU R Zh A
* IPv6
* GCP _LANSCHFSLAI 2 TPv6 B A
o HE M v A2 1Pve 4%, IR el Pv4 AARES] GCP Sl

MRt
* ASA virtual A H HA
* Autoscale

© BN/ EN B

P 4% 0 ¥ N £51

NEER T AER B kSR N 8T T ASA virtual BRI 3N, 76 GCP 24 ASA virtual Bt & T
3ANFR CEEEL. EBATANED

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19



| % Google =F & LE3E ASA Virtual
% Google = & L3 AsA Virtual [JJJ

55: GCP L1 ASA VirtuaFsR 2 w15

‘-} Csonge Cnwd Hatorm

Management

VP Retwote e | g | GCP Route Table
182.168.0.0/24 192168.2.0v24 ﬁ e
- estination
— o0 el | & Gigort gnside} 192.168.3.0/24
. ’ e Next Hop IP of ASA virtual Gig 0/0
VFL P Rules
(LA

192.166.3.0024 J@ GCP Route Table
1, Gig0r1 mm-._@ Destination | 192.168.2.0/24

Next Hop IP of ASA virtual Gig 0/1

Management:
ASA virtual can be managed via ASDM. Port 443
needs fo be opened for hittps cannection.

7f Google =& L #RZE ASA Virtual

&R LATE Google V-5 (GCP) i3 ASA virtual.

£ VPC W 2%

FIaZ Bl
ASA virtual ¥ B HE =AML, BOBTITE I E ASA virtual 2 T QUEEIXEE 4 . 44 001
« EHT M VPC,
* WHEB MR E VPC,
* ST AR VPC.
IEAMEBCE T M A GCP B KESRUN, LAV EIRE ASA virtual. 2 B2 K BERN) 5 7E

ASA virtual A 5 180 5 (1 e R A KA RUAN ] o ARG I T I 25 A D e i 40 GCP i 1 AN K
R . TS SR ], 5 258 1T,

B2

$£IE1 75 GCP 5l E T, RIKEEEM 4 (Networking) > VPC M4& (VPC network) > VPC f4& (VPC networks), #RJ5 i
el VPC M & (Create VPC Network).
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7 Google = T & L #1E ASA Virtual |
| PR

$IB2 EZFR (Name) FBH, BN VPC ML KA YEL PR, i, vpc-asiasouth-mgmt.

$IE3 - FMEIEER (Subnet creation mode) , fiii BEX (Custom)s,

$IE 4 {EEHF M (New subnet) F&FR (Name) PP AT T 4 8%, #1101 vpe-asiasouth-mgmt..
PS5 M (Region) Mg, RG-S EITE WX I Jra =AM E 0 1 [F— X 38
PIR6 £ |P e (1P addressrange) 7B, Hi A CIDR MUKIZE N4 1/, Bl 10.10.0.0/24.
BB B2 A A BB EE, AR5 it (Create).

P®8 TP 1-7, 1M VPC Ol R A M 44

B1) 32 [ A 355 30 )
TEIE ASA virtual SIS, 15 A8 BEE: 1N B KRN (L feiF SSH A HTTPS 38 , 15210
£ GCP {05 ASA Virtual 5241 , 2 260 0. #RIFEAIER, R 0T LG PSR /MHHE O A EE R ok
K] o

UK

HIE1 fEGCPEEHIG T, KRR L& (Networking) > VPC [4& (VPC network) > B A 3% (Firewall), SR sl 6 2 RH A
1#E#N (Create Firewall Rule).

FIE2 AR (Name) FBH, A B KBS N kP2 FK, Bilan: vpc-asiasouth-inside-fwrule,
HIB3 ML (Network) FHFIER, KEREILAIEER; KB 1) VPC M4 ¥4 7K, 41U asav-south-inside.

FIRA NBFR (Targets) Tz, wFd TP kBN e, Flan. Mg a9prE L) (All instancesin the
network).

IS (LR IPSERE (Source | Pranges) ‘7B, L CIDR #% U A6 1P Moy [, 5140 0.0.0.0/0,
ISV B L TP Hiuhk Y A Y5 R 37

IR 6 7Lt FALH A (Protocolsand ports) I, EHE$8 E I FAEm O (Specified protocols and ports).
W1 NI,
IE8 fiilitl& (Create).

7£ GCP _L£13Z ASA Virtual 3151

SERL R AR BR, f# K GCP Marketplace ) Cisco ASA FEJUIBH k&% (ASA virtual) 77 553 ASA
virtual S .
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| % Google =F & LE3E ASA Virtual

L1
PIE2
PR3
PR
YIS
$IE6
PE1

SR8

7£ GCP _t£1/3 ASA Virtual 3245 .

) GCP =4
Hi B E > WiF (Marketplace).
7£ Marketplace %2 “Cisco ASA LB k1% (ASAv)” (Cisco ASA virtual firewall [ASAV]) 1% 1% i o
Mii Bl (Launch).
LSS e — (AR A AR
VEPEE B ASA virtual Y X35 (Zone).
EFRE U EALZERL (Machinetype). A7 K SCRFTHRNLR AL, WESFIME , % 255 1.
(ATIE) Kf SSH %80 il A L2 PTREG 2 SSH B4R (AME) T

BRI GCP AFRAG M ASER IR (2R 6 B BICFALL. IR A BB SC 0. 5%
DR IR B DAL, LB B2

PR FRVFIE S B LA 0 H 22590 i) SSH 358 15 1) b S22 15 Google SCRY At 1R ml B 143 FH 200 H 28 591 ) 28 S
SSH #4H 15 W] Linux SE44 .

(nf%k) 7EBENBIA (Startup script) K, 24t ASA virtualff] day0 FC & . day0 FC & 2378 147k 5 ASA virtual
] 3

DL /s s ] LAE RSB AR (Startup script) 7 B b 52 FIFURE UG dayO Fic B 7o«
K ASA AR B, 1ESM (ASA BLETET)Y Fl (ASA fidE%) .

BEEEN
WSLTRBISE RIS . LAESH = SO 31 965h B WE AR, DL S 2B BRI E A Unicode
.

!ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
1

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

7£ Google = F & L&} E ASA Virtual |

B 55 cep ey AsA Virtual szl

TEN

$IE12

$IE13

LIE14

FIR15

AW Y A Y

T 19]

name-server 8.8.8.8

N A E (R R 7 ) O B BR A B s R 2 B /R sl 22 K /) (GB)-
fEMEIEO FRCE L M H,
.
©
* HhE
ph s
QIS e, RG] TP AN 1 o an A P AN IE A A2 I BC B B S, LA BN B3 i S0 O A FH LA )
e 1 A R R sl

a) MM (Network) FHiglR, EFE—A VPC %%, i1 vpc-assoso-mgmt.
b) MIMNERIP (External IP) FHZIZ ], EEE k.
ST, K ANER I1P (External |P) 3% 4% 4 BT (Ephemeral). X1+ R AN B 10 2 rT 3 1)
c) Miii5ERL (Done).
FERG K& (Firewall) "~ N By K50 .
< B RIFRE Internet (SSH 718D B9 TCP i M 22 i HIEHELL A VF SSH.
« B RIFRE Internet (ASDM i) B HTTPS it & SIEHELL foF HTTPS 4% .

M E%Z (More) REITFHLEI IFHLR 1P ¥ & (1P Forwarding) & 4 7F (On).
riiERE (Deploy).

M GCP FEHI 5 (1 VM SEBI I A A S PEAR (5 R o OB FRE P& 1P duhiky AR TP ik DL T 1B AR B 58
BIRFEAE. n R A EEAE SL,  JRE A RS

GCP _-#Y ASA Virtual 3< 31

TR AAS 7 02 S R 5 P 97 K B 00 DA Ao ir SSH GEask 3 11 22 (1) TCP #45) o AL EAE R, 1H
Z[W7E GCP A% ASA Virtual 521 , 45 260 7.

BEBI S R Fe V15 i) ASA virtual 3261, SR VFE A LR 5 3 e 315241
* AN TP
o« AT oA SSH & P umak 55 — 7 T 2

s BTG

* Gcloud iy 417
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| 7 Google =ZF & L#FE ASA Virtual
e 1P 23] AsA Virual il ]

HREAMFE, HS M Google SAYIER:H 54 (Connecting to instances).

\}

AR AT day0 FCE 4R E 1 FEUEBCEE S48 5 S 0] 61 ) SSH B8 R K8 5 ASA virtual SE4] o

{s£ FHSNER IP %4%Z21 ASA Virtual SE431

ASA virtual SE143 BEAT 35 TP ARG TP, 448 7] LA FH ARG TP k177 17] ASA virtual SE41.
pUk

HB1 7F GCP G, %I+ E 5% (Compute Engine) > VM 324 (VM instances).
IR 2 piidi ASA virtual SEFIZFRLAFT I VM EHHELE R (VM instance details) G .
PR3 FIEMES (Details) I~ ~, il SSH 7B FHsg i,
W4 N\ SSH N h gk £ 1 0

e LMl LA R 50 8281 ASA virtual SE491

AR HAL SSH % a2 — 07 T H - AT EAME R, 1214 Google SCRH F 5 —J7 T Hi%4% (Connecting using
third-party tools).

R
AT LA dayO PB4 I SEUEBAE S0 R ST TR QI (K SSH 3 P Ok 5 5% ASA virtual ¢4 .

&£ /3 SSH %1% Z! ASA Virtual 32451
B Unix WA 1) RGIEFLE R ASA virtual 52491, 5] SSH & 55241

UK

SR A LUT S BB SO, DU A T LSO

$ chmod 400 <private_ key>

o

<private_key> s CIFHISEREBRACTI A FR, 2 OCAH A& Ly 07 ) B S DGR AR«
P2 FHILLT SSH iUy 0] 92451 o

$ ssh -i <private_key> <username>@<public-ip-address>

Hoh
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

7 Google = T & L #1E ASA Virtual |
B =m=EsaEEs ASA Vinvalspl

<private key> & AT GEEHARMAATR, & SO 207 10 (¥ S8 DR AL o
<username> #& ASA virtual SZHI )1 4 .

<public-ip-address> Z&MEH G RN SLH] 1P Huhk,

<ipv6-address> A& 1M SEHIE HLHE 1 IPv6 Hudik.

EABITIEF & 1EZEZ ASA Virtual 32451
i

FHIE1 7F GCP i, %+ E 51 (Compute Engine) > VM 3241 (VM instances).
L2 i ASA virtual SEBI A FRLLFTHF VM SE41EH{E 2 (VM instance details) L
SIE3 EIFMIER (Details) kKT, AdiEES|RITIEH & (Connect to serial console).

HRTEAE R, W21 Google XY HiAT#H| 1548 1. (Interacting with the serial console).

¥ Gceloud 1%3%%! ASA Virtual S245)
i

$£IB1 £ GCP ##HlG, % TE 3% (Compute Engine) > VM 3245 (VM instances).

2 il ASA virtual SEBIZFRLAFTIT VM KEIELAER (VM instance details) UL [l

IE3 LiFMER (Details) LI~ F~, siili SSH FBL1) Mg,

B4 SiEFE gcdoud 5% (View geloud command) > 7 = Shell #1317 (Run in Cloud Shell).

IEIPEFTIF “ 2 Shell” (Cloud Shell) #3i & Ho HRTEAIE S, 1254 Google 3CHY, geloud x24T L HMEA (geloud
command-line tool overview) ! gcloud compute ssh.

CPU EAIF RIS

“CPU FJH%” (CPU Utilization) R 1575 T 45 & I TR W AE FH 6 CPU H4rth. 185, % OfEIE R
I BHE1T K21 30% 22 40% s CPU &8, 1EmIENRBHEITKE) 60% £ 70% E’]ﬂ/ﬁ\'i
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
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| 7 Google =ZF & L#FE ASA Virtual
ASA E# 4189 vCPU fE A .

ASA E#1##) vCPU F R X
ASA AU vCPU i3 WoRk T HIF i s 42 il s f AN HERE (¥ vCPU i
GCP 7 1) vCPU i ] A AL H5 ik ASA REAUAE T %
* ASA JEA S IR I ]
* FIT ASA FEIUNLI %SYS JTAH
* 7 vSwitch, vNIC Fl pNIC Z [ 3 8 (0 T8 . BEIFES vl e AR5 K.

CPU £ & /R4
show cpu usage fir % 7] I s CPU A H 40 1HE B .

Gt

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
FELL R, it 6 vCPU i FH R AR AN )
* ASAv JER e 40%
* DP: 35%
* SRR 5%
* ASA (fEH ASA BRI : 40%
* ASA ZFWHH]: 10%
s T 45%
THEHTHAT BB R P I fE, LA vSwitch 75 NIC &5 vNIC Z [A)# 3l % 4.«

GCP CPU EAIE R &
Ridlt GCP Bl s L9CHI 45, AR i M (Monitoring) J97 . 65K 245 75°5) CPU AP T 4>
1.

THE T AL B8 1 D AT 00 3 H D RERs v A5 | A I I L IR TR 4 4 - HH 21 Google Cloud Storage
AEGifAd o AT LR A e fit T Bt A e UGS B Bln, T AA B H Ay 204 AL
S IEAEIZAT n2-standard-4 LAY, DAKBEAS LG B AT I ] R8I0 ] DL B 7K APERESE I A7
fiti |, PAAA AR 1 B D R A5 R
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7 Google = T & L #1E ASA Virtual |
B AsaEnmcer mz

ASA [E#IF0 GCP Bl 3=
ASA A5 GCP Z [l CPU 1§ K (%) fA1E 2% 7+
* GCP BIFRAEMZA KT ASA HEAUMH
* GCP FRZ K %CPU 2% ASA BEHIFRZ A %CPU FIHI %,

KRB “%CPU FHH” F1 “%CPU A" RRARI AV :
* CPU M4 T# 3 CPU & iHE .
* CPU fif H %424t 7L+ CPU L FEMZ #E CPU Siil i B B2, T H—4 vCPU,
LR ARFTIT .
GCP 51 F 5 G CPU % (%):
AL L, CPU W, BLEVRTH] CPU I B 43 LR

VRS AL T BN CPU LI, AR TR ERAE RS, R RMBLT Ir aT AU CPU 1Y)
35 CPU R

i, RN CPU I BEBIAE — S BAT WIS EE CPU (0L EigtT H CPU %4
100%, WHZEMHLCEa R MBE CPU. KL CPU A7 500 L MHz 24 07 ) £ A
/R CPU H0: x R0

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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£ GCP L %FZE ASA Virtual Auto Scale #2175

S

o WA, 5267 1T

o NHERAR 5 269 TT

* Auto Scale R T7 ZALE , 5 269 UL
* PR, 2B 272 0L

o ¥l Auto Scale iR T, 55278 L
* Auto Scale 1248 , #F 283 TU

o Hids ik, 6 283 1t

o MEMIFIPRA] , 26 285 1T

o WOREHERR . 2 285 T

HE iz

PLR #1548 Auto Scale fif 475 S I AF W% GCP L[ ASA virtual KFE/EH

% F Auto Scale R GE

[ 7] GCP [f] ASA virtual Auto Scale J& —N5EHE M TC RS #8550t 7 %, M H GCP $#& 4t 1 TC RS 4%
Fenh et (=%, S MT S Pub/Sub. SEHIALEE) .

i/ [} GCP [f) ASA virtual Auto Scale 1] SZHLK)— 48 3 B IhEALEE:
* GCP i B4 BRI TR (13025
© HERILT CPU MY JE$5HE .
* 3CHF ASA virtual F5EFIZ 0] FHPEX .
* SEA AR E S AN TR ASA virtual S5 .
o X G B I8t 4 R 22 M) X SR
o JBRMELIH ] GCP (1) Auto Scale #5E0 LLJ i 3% .
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7£ GCP L %R ASA Virtual Auto Scale R AE |
. Auto Scale f§ FZ 4

Auto Scale 1 Z 1

ASA virtual Auto Scale for GCP J&—#' H I LAY R T %, &4 ASA virtual 36141 & T GCP
WIS g A T %% (ILB) 5 GCP ANk fi s ¥y 2% (ELB) 2 [f] .

* ELB Kt A ELIE ) 43 & SIS ZH 1 1Y) ASA virtual SEBI s SRS, By KREHE IR0 S 2 o 31 )3 A%

J¥
* ILB Rf H i IR R i e S F R e 0 A 1S5 2 P 1K) ASA virtual 528 SRJ5, Bl KGR i 4
&R IR

© MEAER R RASAE DR RN (NERSNE) T8 e .
© BRI ASA virtual S 61 BCRAR I 38051 FL B AT 9 FEMIC 2

56: ASA Virtual Auto Scale 1 FA %2151

Autoscale Manager of GCP
Instance Group for ASA Virtual
Instichd Dhtzids
Appilication
Subnet 1 - S
» ASE riual 1
Rasaurce | " n
4 1 > +—
Siibret 2 o e Inboud
It aled Tl
B Reall B e 1 Beabanie
ILE —
Application g — < T -
Subnes 3 AShws?  — — Intemat )
-.:, Sy ____.-fI
Resoutes 4 -
gl

Subnet M

Fissoures Il Ourigice
———F asAviman @ >

F W 9
v

- Inbound traffic (Internet-=EI B-=ASA virtual-=Application)
Outbound traffic (Internet-=IT B-=ASA wirtual =Application)

i
ki
(ot
e

A SCRYA G358 ASA virtual Auto Scale for GCP i 7 RIS de AR 1R

[ 5y

EER © THICI RN SO, RS FIT AR .
© FETTURTRE 1T, VIR DRI AL TR 51T
o VAR ST HRAL Tk (R 2D BRI T I o
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| 7 GCP L&5E ASA Virtual Auto Scale FR
ranssss [

> -/
TEEIEBRGE
ASA virtual Auto Scale for GCP fif#k /7 & & —Fi T GCP #3545 LA AR (1302, &R H GCP $é 4kt
HITCR S 2Lt B it (= ThAE. Fadyfires. Pub/Sub. SEBIA1%E) .

N HUR B ASA virtual auto scale fift 7 FPTRT SO B ASA FRAS IS A NIBEAR 7T A GitHub
FEAHZE R o

P
Pl Y
)

AR UVER, Cisco AL A Y EE ARSI AR ) RS B 0E,  AFEHR B Cisco TAC SCHFEH
o

Auto Scale fRAR A=Y

PUN 4 % T 36 T GCP ) ASA virtual Auto Scale fift 77 % .

EREETHEE

* AR B AR HEHAT T B . Google 2o il 2 & BLAS A VFIEAS I YAML BAj B A% 2C
52 N BT T B85 . Sk m] LU Python BY Jinja2 BIBCKR S HL LS, RN AR VF B2 AT
S INEHIE R

o QU E SCORPRAIC B SCAF . AT ORI I A G IX SE B A, l3RAG SR ai R A7 KA

{5 K, S https://cloud.google.com/deployment-manager/docs .

[E 57: ZpE B[ E

= Google Cloud Platform 3 asacor « 2 Search products and resou

Cloud Deployment Mana

Google ey ey Deployment Manager 4 demo-predeplayment W rEETE

f Ereate srd manage coud treoorcer with Lropis berplstes

0 Depliyments

Tl UICKETART @ demopradaplopment s bean deployed
= Typeregisly

B Crvondew - dermopradeciosment
w I pre devlupmend pre deploymenl ng
[ armiiteses Frd- el O PAVTR BN TR S1E
B ccmo sy pubeu bepis Inzert pubsus bopis
B cemuegm s wauk-aclion
gcp fypesdoudiunctions v1 propecis lecations. functions
D cemnmpedeteleark yurluesioggnge2maedssis
B camio-z - pubsUs-hoplsdaiata punsih tin
W cemuo-mmmescaercaction

qrpipesdoudfuncions 1 prakecis lcattos funchinns

GCP Ry FEE L HI4A

FEE S 2 (MIG) 2 i 184 7 1 SRRSO ] R A E B R QI AR AMEE S A7 OCTRANTE
1524 https://cloud.google.com/compute/docs/instance-groups »
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7 GCP L #BE ASA Virtual Auto Scale i2x 5% |

. Auto Scale 2R 5 FEE 4

[E] 58: SE5ILA T AE

Autohealing

High availability Regional (multi-zone)

Load balancing
Scalability —L
Autoscaling
Safe updates Auto-updating
B #rF| AR R

-

Stateless Batch Stateful
serving Workload application

<2 )
- 95950

©

Managed Instance Group

© MEEART HARFHARSR bR EHIE AShY PRI L AT CPU R 4R bx.

* HEhY R 2 i P AR A H R AR RR S AR A IS D015 S, RSB R 4 5 Bt £ H A
AR HEAT LU, A I L85 R o 2R 7 ZEMBR SE) A 8D 2 i se il CAhii)

PR .

* HARFI IR K2 AR UM (VM) SEBTRIKF i, dnes CPU MR AT
J&, WATELRE HARF IR KT B8 0 75%, A3y TR P2 4 2 SEI 4L CPU AT A AR FFAE
BRI 75% . RENMEFR AR A AT B 3hy eSS BEAT AN R AR . AR TEANE R, 3iF
2[5 https://cloud.google.com/compute/docs/autoscaler.

[ 59: B#nFl ARAER

Target
utilization
metrics

Average CFU
utilization

HTTP load
balancing
serving
capacity,

Cloud
Monitoring
metrics

. Cisco Secure Firewall ASA Virtual A\ |45, 9.19
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| 7 GCP L#B3E ASA Virtual Auto Scale fiR3R 755
Auto Scale fRIR 5 =AM .

TR B =INEE
2 SEGIAE S 2R A BR A TR R S, 48] DU JE IR 25 %8 Google Cloud ThREK ¥ & SSH 5. i %%
TR B LWL

s LEAMYTRIA], S b BB ASA virtual SEEII, AT E SSH Y e AL I
ERCENA, RO IERA A g el i

 FESNEYT I RE S, R IR 2 A A AT T i e o RO AN I PR H SRR
s B TAESMRY RS .

& ZIhEBRH I A o AR 55 22 VR ATE
 FEN T TSI R SE I, 75 ZEMN ASA virtual S A G EE VAT

© mINRERE I 2R ATAT B R A R TR R, A AN AT I DR A H SR
e B TAEN Y I ER S

 LEMRRIS, AThRE T RL SSHIERE R IEAE MR ASA virtual SEG],  JFIATBOH M AT E K

%,
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B ooz

Autoscale iR 77 =B EH#LiA
[& 60: Autoscale fi2 R 5 E=HLiA

When 2 new instance comes m the
Instance Group or when the scale-out

action bappen

@

When the msmance grouap geis scaled
in, deregistering of license makes place

AR &H

GCP FEiR

GCP I H
P8 AR TR 5 SE I AT LA BN BT I BB B (3T H

P 4
WRAE =4 VPC AT HI/C B . Auto Scale FlZRR AN G- S SSral A BT AT 104 45 B

. Cisco Secure Firewall ASA Virtual A\ 7357, 9.19
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wzasamExt [

ASA virtual 7735 3 DRI, I I BRI 53 3 AT M LU T
o EHIIE
* PRI

* HhRi R

il

[ 61: VPC M 4510 &
@ e i E A T T A e S
1 [ O ﬂ 2 htrpsffoonsoechous, goaglecom/netwrrking metworksfist? project= asavgop-pac-4bm £
Google Cloud Platform 2= asaGep = Q  Search products and resources
::: WEC network WG netwerks GREATE VPG NETWORK (O REFESH
ssizsnuth? eefault 10 50,0000 1074501
VP netwerks
= susimliz cefault 10120070 10.192.0.1
o oc IF Bckd southnast?
stemil IF eddesses
w dererleslinside 1 1468 Cuslom 2 afl
§
& orgyeurown P 3 renlralt comotast 1081.1.0:24 106111
== l ingide-
= Frem e
% outes w demi-teahmims F4 1450 Custom 1 off
&~ ug-ceniral ] ceme-test- 1067.3.0:024 1061.3.1
{= VPC network pesrin
pesiing gk
aubnt
B0 shaedvre
ug-cantral] ceme-test 106210623 12521
@ Senveriess VPC acces vocconnect
= demo-teshoutside 1 14 Custom 1 Off
i Pacest mimorng
5-pentral1 ceme-test- W20 1021
oiside-
submt

B K i

i B SLVF VPC [RLE A LS AT IR ORI (5 KSR o 45200 i A 028 A L AR
BT KB bR L«

JSEAE 94T 4 10 2% 22 A R AT I LA i D 2

* SSH(TCP/22) - fi#d 325 ASA virtual Z [ PSR BRI B 26 75 . TCHRS el S ASA
virtual 2 [8] (FIEAF BT 55

o N R E i/ 1 - AR S N R BT W (iln, TCP/80 45) .

& ASA BLE X {4
YE 2 B BN 8 8 72 2% jinja BC B SCE 1) ASA virtual it & SCfF. IEIC ESEHIVE T H o ASA virtual
SIS R B IR
e B SO I 28 /DA DU P 2
« NPT AE B0 % E DHCP IP 43
o B0 NFRIC R “ANEET . DA GCP s A s Ak B R BRI K 0.

Cisco Secure Firewall ASA Virtual \[]#5/, 9.19 .



7£ GCP L %R ASA Virtual Auto Scale R AE |
B czasamaxs

* Nic0 ¥§J1 T SSH ##% ASA virtual, RGeS P H %K.

* 7 ASA BCE ISR D FJE T SSH.

o % NAT it 5 ARG o AP R 38 Py s 11

o QY I FEmE LL SO VE T AR

© KT BRIRIASATARGL, AT HTE 24 1K) NAT U G AR OCR I FE € 1) 31 oo s e 454

PUR A& ASA it & L, [UitS2,

'ASA Version 9.15.1.10
!Interface Config
interface GO0/0

nameif inside
security-level 100

ip address dhcp setroute
no shutdown

interface GO/1

nameif management
security-level 50

ip address dhcp setroute
no shutdown

interface MO0O/0

no management-only

nameif outside

security-level 0

ip address dhcp setroute

no shutdown

|

same-security-traffic permit inter-interface

|

!Due to some constraints in GCP,
I"GigabitEthernet0/0" will be used as a Management interface
!"Management0/0" will be used as a data interface
crypto key generate rsa modulus 2048

ssh 0.0.0.0 0.0.0.0 management

ssh version 2

ssh timeout 60

aaa authentication ssh console LOCAL

ssh authentication publickey {{ properties["publicKey"] }}
username admin privilege 15

username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

|

access-list all extended permit ip any any
access-list out standard permit any4
access-group all global

! Objects

object network metadata

host 169.254.169.254

object network ilb

host $(ref.{{ properties|["resourceNamePrefix"] }}-ilb-ip.address)

[l Cisco Secure Firewall ASA Virtual \[ 1457, 9.19



| 7 GCP L&5E ASA Virtual Auto Scale FR
mzeer zmaea

object network hcl
subnet 35.191.0.0 255.255.0.0
object network hc2
subnet 130.211.0.0 255.255.63.0
object network elb
host $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network appServer
host 10.61.2.3
object network defaultGateway
subnet 0.0.0.0 0.0.0.0
! Nat Rules
nat (inside,outside) source dynamic hcl ilb destination static ilb metadata
nat (inside,outside) source dynamic hc2 ilb destination static ilb metadata
nat (inside,outside) source dynamic defaultGateway interface
|
object network appServer
nat (inside,outside) static $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network defaultGateway
nat (outside,inside) dynamic interface
! Route Add
route inside 0.0.0.0 0.0.0.0 10.61.1.1 2
route management 0.0.0.0 0.0.0.0 10.61.3.1 3
license smart register idtoken <licenseIDToken>

¥J3Z GCP =If1&E
ASA virtual GCP H 3l efift v )5 58 EREHIEE AFRSCAE, BURSE ZIP WRE SR = Th g
* scalein-action.zip

* scaleout-action.zip

BRI #IE scalein-action.zip Ml scaleout-action.zip BHAKME R, HSR B3P
B

XL BT HE B L ARATHRR B AR S5, Il LIRS 75 BEEAT TH, - DLSR LI 5l D BEAUH FRA SCHS

PN 2

NRE X T B SHOFRAE TORB. IS, BT UIAER GCP A PSR B 45 2 GCP
T H AL X LE 2 H A ASA virtual 4.

* 28 BIRSH
g e SIFHY(E/LER 13t A FRGIEXRE
resourceNamePrefix AT AT SRS A A5tk | New
HTZR I AR Bl -
/N: demo-test
region GCP SCRFIA R | R8I0 H A DX 44
[String] e
/<9l us-centrall

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .
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7£ GCP L %R ASA Virtual Auto Scale R AE |

SH2

SIFRY(E/EE

15t AR

FIRGIEXE

serviceAccountMailld

FAFH [ Email 1d]

ARURUIR S5 IK ™ FRT ISt
fik.

vpcConnectorName

Ab PR RS5 A A EE S
VPC [ 4% 22 1] (1) 5 1)
BRI

ENUE
demo-test-vpc-connector

bucketName

¥ EAL =T ZIP WK
GCP {F it i) 44 7R o

~fl: demo-test-bkt

cpuUtilizationTarget

-t (0,17

H B0y R RE 7 NE S 1)
SN2 UMLK -4
CPU f =%,

A~ 0.5

healthCheckFirewallRuleName | =7

VR AR ote &
PR TP Y 1 ) et A 1
815 KB U R B 25

N F
demo-test-healthallowall

AT

insideFirewallRuleName

SOVFAE N 38 VPC HRallifis
) 1577 I 5 KU PRI B 25

INGE
demo-test-inside-allowall

o

insideVPCName

W VPC 4K .

49 demo-test-inside

oAy

insideVPCSubnet

SEISEEINEp

N IF
demo-test-inside-subnt

AT

machineType

ASA virtual VM {11142
WL,

7~ e2-standard-4

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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wrss [

SH2

SIFRY(E/EE

152 AR

FIREIEXE

maxASACount

LS4

SERZH A SRV K
ASA virtual SZ1%E.

e 3

mgmtFirewallRuleName

FVFAEEF VPC s
) 1577 I B KU PRI B 25

ENUE
demo-test-mgmt-allowall

mgmtVPCName

I VPC 4R

7~ demo-test-mgmt

mgmtVPCSubnet

<
2
i

BT R A4 K o

ZNE
demo-test-mgmt-subnt

minASACount

B
s

TEATAT 45 e I TR), - S0
Hrh ] /s ASA
virtual SEW1%L.

w1

outsideFirewallRuleName

SVFAEANE VPC Al
(R 515 K5 U AR 2%

N
demo-test-outside-allowall

outsideVPCName

A VPC B4 FK .

~: demo-test-outside

outside VPCSubnet

SR P F 4 PR o

B
demo-test-outside-subnt

publicKey

ASA virtual VM [f] SSH
wH.
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. #PE Auto Scale FRR A E

82 SIFRY(E/EE 15 AR FIRGIEXE

sourcelmageURL P BRI H P AE ) ASA
virtual I Ao

ZNIE
https://www.googleapis.com/

compute/v1/projects/
cisco-public/global/
images/
cisco-asav-9-15-1-15

I 55 i 1P Mk TR W Linux vH5EHLET
i 1P Hbdik.

Wl 10.61.1.2

WS VPC W56 TP Btk | 245 B VPC [ 55
~l: 10.61.1.1

P VPC M6 TP Hidk | 45 I VPC 1M 3,
A~ 10.61.3.1

TR K Git A7l T BUAHL SR

git clone git url -b branch name

5

n ttyseal
clone hetps://bithucket-eng-bgll, cisco. conbitbucket/scn/veb/eloud_autoscale.git -b saaanwar_asa_autoscale_public_key

\ pack-reused B
18 | B.54 MiB(s, done.

gso) pranspAPRANSM-W-FILL ~

d CLI " A7t i o

gsutil mb -c nearline gs://bucket name

i

7E gclou

N
g
N
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#PE Auto Scale fFRR A E .

Cloud Shell Editor

@ (asavgcp-poc-4km) X 4 -

PB3 MRS Zip
a) MK scalein action Ml scaleout action GIEALF LA T LRSS Zip fl.

* main.py

* basic_functions.py

requirements.txt

b) FIESEH Zip fLE T4 N scaleout-action.zip Ml scalein-action.zip.

iR
FESCAF R L, PESCrE, AR, RGPS “IR40 | /7447 (compress | archive) LAAZ i GCP AJ BLBLHX
] .zip.

T4 KB40 Zip {4 (scaleout-action.zip Ml scalein-action.zip) AT =gwiE2S LAEZSH] .
PRSI E BEAS B P I LU SO AR R A g TR .

* asav_autoscale.jinja

* asav_autoscale params.yaml

* pre_deployment.jinja

* pre_deployment.yaml

HE6 KRN Zip 02 BB .
® gsutil cp scaleout-action.zip gs://bucket name

® gsutil cp scalein-action.zip gs://bucket name

i

Jdemo=function=buc

(asavgop-poc-dken) §

FBT NI, AN B LTEIE VPC FIT M.
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7 GCP L #BE ASA Virtual Auto Scale i2x 5% |
. #PE Auto Scale FRR A E

B VPC W, BESAT 28 M, #iln 10.8.2.0/28.

S S AE KB TR ARSI, LA, OB R R R VAR AR K
R

SR HTIEE A ASA virtual Autoscale #555 FEH1 Jinja f1 YAML SCHEH IS4,
a) 117t asav_autoscale params.yaml XfFFFSEFT LT Z40:

* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMailld: <serviceAccountMailld>

* publicKey: <publicKey>

insideVPCName: <Inside-VPC-Name>

insideVPCSubnet: <Inside-VPC-Subnet>

outsideV PCName: <Outside-VPC-Name>

outsideVPCSubnet: <Outside-VPC-Subnet>
* mgmtVPCName: <Mgmt-VPC-Name>

* mgmtVPCSubnet: <Mgmt-VPC-Subnet>

insideFirewallRuleName: <Inside-Network-Firewall-Tag>

outsideFirewallRuleName: <Outside-Network-Firewall-Tag>

mgmtFirewallRuleName: <Mgmt-Network-Firewall-Tag>

* healthCheckFirewallRuleName: <HealthCheck-IP-Firewall-Tag>

machineType: <machineType>

R
X+F ASA virtual Auto Scale, & J cpuUtilizationTarget: 0.5 4%, %0 LURYE A IO Z SR b T 2 fi .

VLRI ASA virtual SEHIALET CPU (05 50%.
b) #IJF asav_autoscale.jinja JCIFHEHILL T S4L.
* host: <Application server IP address>
* routeinside 0.0.0.0 0.0.0.0: <Inside VPC Gateway IP address> 2
* route management 0.0.0.0 0.0.0.0: <Management VPC Gateway IP address> 3
* license smart register idtoken: <licenseIDToken>

¢) #IJF pre deployment.yaml /I LU N 244,

* resour ceNamePr efix: <resourceNamePrefix>
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#PE Auto Scale fFRR A E .

* region: <region>
* serviceAccountMaill d: <serviceAccountMailld>
* vpcConnector Name: <VPC-Connector-Name>

* bucketName: <bucketName>

S0 ff S FLEE GUIL A LA FXT S A =A% . 15 S [ https://console.cloud.google.com/security/secret-manager .
* asav-en-password
* asav-new-password

* asav-private-key

Secret Manager lets you store, manage, and secure access 10 your application secrets

Learn more
= Filter Enter propesty name of value
D Name Location Encryption Labels Created Expiration Actions
D asav-en-password Automatically replicated Google-managed Mange 44267217, 3:35 PM E
D asav-new-passwond Automatically raplicated Google-managed Mang 4726/27, 3:36 PM E
D asav-private-key Automatically replicated Google-managed Mane 4426727, 3:35 PM E

SN QI VPC EFHES.

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

5

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

SIE12 FETIEE YAML fic & .

gcloud deployment-manager deployments create <pre-deployment-name>
--config pre_deployment.yaml

i

gcloud deployment-manager deployments create demo-predeployment

--config pre deployment.yaml

The fingerprint of the deployment is b'9NOy0gsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025c]...done.
Create operation operation-1624383045917-5c55e€266e596d-4979c5b6-66d1025¢

completed successfully
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7 GCP L #BE ASA Virtual Auto Scale i2x 5% |

. ZNZ Auto Scale fRR A E

NAME TYPE STATE

demo-asav-delete-sink gep-typesflogging-v2:projects.sinks COMPLETED
demo-asav-insert-sink gep-typesflogging-v2.projects.sinks COMPLETED
dema-asav-pubsub-topic-delete pubsub.v1.topic COMPLETED
demo-asav-pubsub-topic-insert pubsub.vl.topic COMPLETED
demo-gsav-scalein-action gcp-types/cloudfunctions-v]:projects.locations. functions COMPLETED
demo-gsav-scaleout-action gep-types/cloudfunctions-v1:projects.locations. functions COMPLETED

%13 g ASA virtual Auto Scale #2 «

gcloud deployment-manager deployments create <deployment-name>
--config asav_autoscale params.yaml

T

gcloud deployment-manager deployments create demo-asav-autoscale

--config asav_autoscale params.yaml

The fingerprint of the deployment is b'lJCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4£f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6

completed successfully.

NAME TYPE STATE

demo-asav-autoscaler compute.vl.regionAutoscaler COMPLETED
demo-asav-backend-service-elb compute.vl.regionBackendService COMPLETED
demo-asav-backend-service-ilb compute.vl.regionBackendService COMPLETED
demo-asav-fr-elb compute.vl. forwardingRule COMPLETED
demo-asav-fr-ilb compute.vl.forwardingRule COMPLETED
demo-asav-hc-elb compute.vl.regionHealthChecks COMPLETED
demo-asav-hc-ilb compute.vl.healthCheck COMPLETED
demo-asav-health-check compute.vl. healthCheck COMPLETED
demo-asav-instance-group compute.vl.regioninstanceGroupManager COMPLETED
demo-asav-instance-template compute.vl.instance Template COMPLETED
demo-elb-ip compute.vl.address COMPLETED

SER14 O ILB QUE b, USRS A 0 A P Y P e 5 3 TR

gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule—-name> --next-hop-ilb-region=<region>

i

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-ilb].

NAME NETWORK DEST_RANGE NEXT_HOP PRIORITY
demo-ilb sdt-test-asov-inside 0.0.0.0/0 10.7.1.60 1000

S5 A% NAT.

gcloud compute routers create <cloud-router—-name>
--project=<project-name> --region <region> --network=<outside-vpc-name>
--advertisement-mode=custom

gcloud compute routers nats create <cloud-nat-name>
--router=<cloud-router-name> --nat-all-subnet-ip-ranges --auto-allocate-nat-external-ips
--region=<region>

i
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Auto Scale B35 .

gcloud compute routers create demo-cloud-router --project=asavgcp-poc-4krn

--region us-centrall --network=sdt-test-asav-outside --advertisement-mode=custom
Creating router [demo-cloud-router]...done.
NAME REGION NETWORK
demo-cloud-router us-centrall sdt-test-asav-outside

gcloud compute routers nats create demo-cloud-nat
--router=demo-cloud-router --nat-all-subnet-ip-ranges
--auto-allocate nat-external-ips --region=us-centrall

Creating NAT [demo-cloud-nat] in router [demo-cloud-router]...done.

Auto Scale 1B4E

o FEIHTTRFR F AR CPU HI T2 /KP- R A SEG 2 vh— BUR TR N BT AT vCPU P24 A8 T 8 (1 —
9r

* WERE vCPU (KPS RI I At H AT 2, W A 3 R R I 2 VM 2. g
vCPU IPIR ATRAR T H AR A, 0 A shd Ay 2 IR S

 Bilhn, BCE 0.75 1 H AR &5 0 H 3hyT R R sE B A b BT vCPU [P S R TR AR FrAE
75%

o IR AT CPU R Z55H.

LI T LU MR AR SHATE T ASAs Z WP ECIER:, — ek, T
ASAs N In# .

=10 R A
LR A A EE =il Hidk.
o AT A H &
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B esiesmm

& 62: S mi R A&

Here we see hostname ciscoasav-thgé
SIMETY | TRSTA Bfr  sna A
¥ i RN femeasr-scelemut-action  IEsTspedeld  E Wauld you LEke to endale erommeses eecor repor e belp bmgres cmd been EKECU[Ed in the SEalEd-OUt
v nmeeem P T R ASAv instance , which means we
Foi MN-m-E .an 15T fem-asy-scoleout-actien  zikddepicnlf E Paswword changed Swecassfully SEE'E‘DUt fUﬂEtIUI’I haS EKEEUtEd
Poi M- A8 18T femn-asyy-celeout-nction  pifdfspin ] E Chaaaging Hastramc
PRI BT 53,908 13T demeanye-ncaleout-nction  pifdfspkchld T SUCCESSfU”'y'.
IR 4 T demeanue-scaleout-aenion  iERTsphedl T oomf
L 201 BeI9 1T B4 053,306 TET femeaiae-scaleout-aciion  ziERDspcdel! T clspcesa|cosfighd
¥ 201-B-T9 7 E5CAILA25 15T femrasae-staleout-aciien  ziERispklall X
L AR R ST o [T -aLs: ¥ TN LU
¥ MN-R-mO fem-asy-alecut-action  ZiEdEspellf  E Saeieg the Carfipuratiar
Pl N-Rem femo-asyg-ncaleout-nction  difSapkhelf T hastrome oiscrasov-togl
FRE N fempeateicalmutnction  pifSRadelf T crsrcesw-thgh{cenfiy)e
PR T - I ¢ femeatneacaleut-action  ZiESTipleld E arite mmory
T b s R R s
¥ BT temeasyi-scelesut-action  aiEsTspedelf T Crpetccheciren: To0IT efbbile JeihER7 Qebdehid
¥ i M-EeE femc-asn-treleout-actien  plEzEapcnld R
oo M- 70300 15T femc-asy-reeleout-ction  pibdEepineld E 3526 bytes copied in 4186 secs
o0 DEIN-Rd-D 97 S 000 15T fem-asyy-nceleout-nction  piidfpicnld T Ol0E]
B0 MRk TTIE5NM, 208 5T demeanyecacalemtnetion  pifdiapkleld T aastoesaw-thak{configle
Pl 2RI IS4, 308 T3T femranaeescalet-acnion  2iERspclell X
ol I-BeT RSB 338 IET temeanai-scalent-action  iERlspedelf X Casfipuratios Beved
¥ o0 JW-B-TH T3] 15T feaasnscalooutraction  aiESGepeddf T Fasstion ececeticn toak 1WA s, finkeed eith stit o
* Wi REIIREH &
& 63: NiEY RINBERE
iy e siils :: B X
— Be Here we see the license smart deregister cmd has
v R been executed for the scaled-in ASAv instances, which
HRR i S BT R ) dmss-smr-sealein-aetion  Roalifjedits 4 s
N P T T g [Ty ey ensures the license has been deregistered before the
DM W 1T deossrelelntio RAHuGE F i Senn st | sk ASAv gets removed from the Instance Group and the
POEDED WIS M LT deesnenlecaio Rt s scale-in function has executed successfully
YO0 -39 WE:3S:E0 BRE IS dese-sey-scaletn-seion  hoalisjedsts
3 oi TE-M-T3 VRS540 ERE IST dmg-pey-scelein-pction | hEAljBjedsty  E Llzasse Foand
y i 1 68 IST dmmg-ssyy-seeletn-acsion  healjpjedsts T Lizesse Found
> @ dmsg-geyy-scelein-pcion  hEALjEjedEth  E LlZEREe SEATT dRnRjuanet
3 dmne-pmyy-seedetn-getion  heAlidjelts E
¥ desg-asai-staletn-aciion  hRALjEjedEth X
o Asne-payy-sceletn-petion | hRALIEjeEt: T Lleetse Deregistered
> desg-psye-scolein-zeion  HEALEjeEtS X Saviig Mw D
3 @ -9 1 dme-asa-staleti-aetion  tEALIHeEt &
y - dese-psyo-scelein-petion  HEALjEjeEts X i,
y ] dms-poae-scedetn-aetion  hEALjEjets X edznlb Iadobdil lefelal E158a?F
ol DEN-E-T Y desg-sgay-stedeln-action  HEALJEjeERS K
o1 TR dmme-pady-Stelein-aeTion  PRELYEjedEta T RN bytes copled o B0 pees
¥ 0 HMeD desg-ooae-sceleln-acilon  WEALjEjedETs =[]
3 0 TEN-BdeE due-iivscalulneaction  NALIE{eEts T ciesossm-soine
ol MR dmse-parseeletn-aetion  REALJE BT X
31 DRI e s < Cdali tealjEjeEts T Configuratiae Seved
o SRR e ieary =6 il HealjEjeEts T Funstion ececuiion tock 1930 ws, fandshed with status: ‘ok
. xrn g o ATraRIAL BCO THT rew e o oS T s
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senisames I}

7 ) 0 PR 751

* NZEF IPv4,
o EYFTT R BYOL. PAYG A& T GCP _E[f) ASA virtual,

* ShER I E AR G, D, SO TS I A 38 TP (AR TR DNS BRI A T
o

o BT B S B 48 2 s I H ASA virtual 238 By it 1 2112 50 38085 1 2
G AN EHER R B AOR SR E N TP

s NEIEA K TAG. TURF GBI 28 OB N & TR I VR0 15 R
* ASA virtual FEiESs WoR A

* TR AR T R B S

o FESAI h i) AT S48 v

o ESEBIBIRT CAn R T2 L= GCP K™

PESRAURE A wT U GCP i i) L35 B IR S5 R AGR S

|

BEED URHESOE FIERER V0] RS540 ASA virtual VM, DU EE SR o JE ASA A& 4% P 1) VF AT iR 5%
S, DAL MV RTIEAR 5545 M ER T A 37 JiE ASA virtual S41 .

MU HERR

PLF 42 ASA virtual Auto Scale for GCP () WLAS R AR LR 7 -

* main.py RIEH - FRDASIFAE K Zip BAFR. EATLUEE R 2D REIF R A SO . ANATE
SRk

o BREBLRUN A - iR <7 PRPTESEERA OIS . jinja M1 yaml W, 8 A
FATAN R A4 FK (1 8 o

* Google FAEUCIE Vi M ASA virtual - #fif& CLOIEE VPC 45 IFE YAML S £ 3 S T 1 A
(FIA TR o

* SSH %#; ASA virtual B 54350 IE J UL - B DR A SR RUFAH RS IE /G 1%
o VERJUE: RN - BRARVFRTAIE ID S RER SR, AN, MR CAIE = NAT J: H. ASA virtual

AENZ U7 0] tools.cisco.com.
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HE iz

.14,

7£ OpenStack - &FZ ASA Virtual

#&0T LAZE OpenStack [ #i% ASA virtual.
« WA, 5287 T
* ASA Virtualfil OpenStack HIRTHESME , 25 287 1T
o HENUFNRR , 25 288 0T
* REEK, 289 1T
© WL R, 2 290 TT
* 2 ASA Virtual , 2 291 T

18 0] LLLE OpenStack PR35 11325 ASA virtual. OpenStack &8 T @ FLE A T AL s AT
S EEG B TR, IS KVM BN 7 5% A

J# iy ASA virtual)i il OpenStack V-5 3CKF, ST EAFEFHBIRIS 2= °F £ 1247 ASA virtual. OpenStack
A KVM RERILIS PR 7 ok B . VMR AULHLIG PP P £S04 ASA virtual B4 . BRI,
TE NS I P A A SRR B R R I T OpenStack S0 HF

ASA Virtual#1 OpenStack HRT1E 514

* M software.cisco.com % ASA virtual gcow2 SCA IR L ACAE Linux EAHL L

http://www.cisco.com/go/asa-software

* ASA virtual 32 F:7E TFISJ5S OpenStack FA5: A1 R VIM L4 OpenStack I35 31 T35
4 OpenStack #E 2K ¥ & OpenStack P15 .
* 15 2[5 T3NS OpenStack SCFY:

Wallaby R 7 - https://docs.openstack.org/project-deploy-guide/openstack-ansible/wallaby/
overview.html

Cisco Secure Firewall ASA Virtual A\ [ 7357, 9.19 .


http://software.cisco.com
http://software.cisco.com/download/navigator.html?mdfid=279513386
https://docs.openstack.org/project-deploy-guide/openstack-ansible/wallaby/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/wallaby/overview.html

7£ OpenStack L #3& ASA Virtual |
B evmms

o 152 ) R BUL FE RS VO PR ES (VIM) OpenStack SCRY . JEUR]RE 0040 LA 8¢ it 55 74 2% 50
14, 443

* YFA] ASA virtual. TWﬁTAmMmmzwzmeTVﬁmﬁT*ﬁ,%ﬁﬁaiﬁmo
ANEREFN 100 Kbps (I, S VFAIIE: RS,
© BEOER:
*
© EBRISN R
 WE AR
EERE I - T ASA virtualiE#: 5] ASDM; AREF T & .
« WEBEEIT (75D - FF¥ ASA virtualiZE B2 P AL
« ANEEZ T (AT - HT% ASA virtualiE BB A LR 4%,

o HAF AR
o HTiJjin ASA virtual [FI7%5) 1P,

* BARSCRFIN ASA virtual fiUA:
* ASA9.16.1

* 47K OpenStack 223K, EZ [ KRG LK,
* 5% ASA virtual REEER, HS 4 BRl Cisco Secure Firewall ASA FEAE.

JE U 0 BR il

X FEFHIINBE
OpenStack | 1] ASA virtual 37457 LL T Thfg
* ¥ OpenStack JREEHAETHH T 4 L2471 KVM ERINLIE#FE T L3 ASA virtual.
* OpenStack CLI
* BT Heat BEAR 1455
* OpenStack Horizon il T #%
* VFAJ - fU3CFF BYOL
* {ff CLI fil ASDM 45 # ASA virtual

« IREHFLFE - VIRTIO Fil SRIOV
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https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_4_3/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-4-3.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_4_3/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-4-3.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| 7 OpenStack %3 ASA Virtual

zuzx |
* [Pv6
A FFRIThEE
OpenStack [#] ASA virtual A~ 37 #: DL %1
* HEh4ETk
o SETF
A Y E < -
RGEEXK
OpenStack FREEZIFF A LR SCHF I AE AR R A 2K
* 29: IR E K
23 T IFRIR A 1% AR
55 2% UCS C240 M5 AR 2 & UCS k%48, o
AT os-controller £
os-compute 7 i
Bien)yEdhg VIRTIO. IXGBE fl 140E XL SR IR BN R
B RS Ubuntu Server 20.04 JKJE UCS i ss e LA BURAL
Y
OpenStack JigtA Wallaby WA H % Fh OpenStack A 741

fFR, U

https://releases.openstack.org/

% 30: 2Rl VIM$EE OpenStack RIFEEFNERAEE K

£ 3 SHFFRIRRA 13t AR

R 55 A UCS C220-M5/UCS C240-M4 HWAFEH 5 4 UCS AkSs2s, H
3 & HF os-controller, P&
o £ H T os-compute 5 £,

IR R 2= VIRTIO. IXGBE #l I40E TR ST R IR B R T
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7E OpenStack 5 ASA Virtual |

B msmizo

23 FIFHIRRAR 15t FA
R VIM A BRI VIM 443 HREAEL, ESHIERDERLL
N orany o 4
iﬁﬁ@ﬂ% ’f’h%ﬁfﬂ&ﬁ@ = }E%%IEI 443,
* BE RS - Red Hat
Enterprise Linux 8.4

* OpenStack iz A - OpenStack
16.2 (HAIIIRAD

[& 64: OpenStack F &Rl

OpenStack V- & #i4b 2 W R & UCS k45 2% L1195 B OpenStack 13/

KeyStone | Nova | Glance

| 5
Horizon | | Swift ‘

Neutron

Neutron networks

-.-‘?_I.

RS2 ]

TR SR T AR B kBT @ UT T ASA virtual (R 4844, 7F OpenStack H' 24 ASA virtual 1§t
BT 3ATM CGEFEL. WAERINED .

Neutron networks
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| 7 OpenStack %3 ASA Virtual
.2 AsA virual ]

65: OpenStack E8E Ly ASA Virtual 7151

Inside -Network Outside -Network

40.40.3.0/24 40.40.3.0/24
. N
eth0 Gig 0/0 Gig 0/1 eth0 Outside
40.40.3.27 40.40.3.20 J 40.40.4.24 40.40.4.27 Ubuntu
Mgmt 0/0
40.40.1.25
(Floating IP)
Route Table Route Table
Destination | 40.40.4.0/24 Destination {40.40.3.0/24
Next Hop 40.40.3.20 Next Hop 40.40.4.24

=2 ASA Virtual

JARHEOLH T35 ASA virtual 1759 Heat #5415 OpenStack FEfith i3 it 7 Y5 i) 20 BRI B AE Heat
PR (Deploy os infra.yaml) X, DIGIEMZE. FRAKHHRED. SMAMS, ASA
virtual #5E I A LU IS

* ¥ ASA virtual qcow2 1% 4% %] OpenStack Glance It %5 .
o B 100 2 LA VG o

. 9%

© T

o B EsE
* Q% ASA virtual 551

« gAY

. 5 1P

o S
BT DL I LU 2P IR ALY OpenStack [ #8% ASA virtual.

1% ASA Virtual 1% _t £ % OpenStack

# qcow2 MG (asav-<version>.qcow2) E %] OpenStack =il 2515 15, RS FFMLE AL F
OpenStack Glance IR %% -

FIAZHI
M Cisco.com & ASA virtual gcow2 CA:F0K HIBAE Linux EAHL L
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7£ OpenStack L #3& ASA Virtual |
. 7 OpenStack F1 ASA Virtual 1| 3 f & E Athi% i

http://www.cisco.com/go/asa-software

\)

IR T3 Cisco.com &5z BAUERRSS A H

UK

L1 K qeow2 WG SR i E] OpenStack #4 il 4 19 o
IR 2 4 ASA virtual B4 4% %] OpenStack Glance it %5 o

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<asav_gcow2 file>

$£I8 3 IF ASA virtual WHE FAL R I
root@ucs-os-controller:$ openstack HL{5 %13

Al

root@ucs-os-controller:$ openstack image list
o B Fom—— +
| ID | Name | Status |+

| 06dd7975-0b6e-45b8-810a-4££98546a39d | asav-<version>-image | active |+

RYUkt o OB AR IR L IRE .

T—5Hit4
ffil] deploy os infra.yaml BARCREIEE B2 HLmlA it .

77 OpenStack #1 ASA Virtual 1] 2 ¥ & E A1 1% 7

FHiaZ |l

s Sl ] Heat FEBCCIEAR A g 28 LA BT ASA virtual Jra F4Lfr, Bl M. 7M.
P E R RN e A2 B«

* deploy os _infra.yaml
* env.yaml
51 ASA virtual JIRAS FRAR R AT @ L ASA Virtual OpenStack Heat #54R M GitHub £7-fi# 5 31X .

| o

ERSEW R, SRHRILRERAE N TRE R GIEROE, AER SR TAC SCRAEHIN . 52 WA GitHub LA
TR E RSB
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http://software.cisco.com/download/navigator.html?mdfid=279513386
https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/openstack/ASAv

| 7 OpenStack %3 ASA Virtual
£ OpenStack 122 ASA Virtual 32151 .

PR HE I B Heat BRSO

root@ucs-os-controller:$ openstack stack create <stack-name> -e<environment filesname> -t <deployment file name>
P

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml

BAIE T LB B FE A B HEAK -

root@ucs-os-controller:$ openstack stack list

%
g
N

T—oMt4a
7£ OpenStack )% ASA virtual 524

7£ OpenStack L 1|3 ASA Virtual {51
{771 ASA virtual Heat #8 #F OpenStack [ #5% ASA virtual.
FIaZ Al

7 OpenStack 5% ASA virtual 75 % Heat FAR :

* deploy asav.yaml

14511 ASA virtual A IBERR 7]l i ASA Virtual OpenStack Heat FBEH M GitHub 77 #7235 o

| A

BERSEN  HEE, URHESEBAE N TRE R B, AERHUSRE TAC SCRREHIN . 52 B2 GitHub LA
TSR RS .

32

P HE ASA virtual Heat B U (deploy asav.yaml) LA ASA virtual S£41.

root@ucs-os-controller:$ openstack stack create asav-stack -e env.yaml-t deploy asav.yaml

-

o e +

| Field | Value |

o e +

| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
\

| stack name asav-stack
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https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/openstack/ASAv

7£ OpenStack L #3& ASA Virtual |
B = openstack - %152 ASA Virtual 5241

ASAvtemplate

None
CREATE_IN_PROGRESS
Stack CREATE started

description
updated time
stack_status
stack_status_reason

P2 Kb OB ASA virtual HEf .

root@ucs-os-controller:$ openstack stack list

=~

o fom e —— B Rt Fom— +

| ID | Stack Name | Project | Stack Status
\

o fom Bt o +

| 14624afl-e5fa-4096-bd86-c453bc2928ae | asav-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE

[
| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE

o o e o +
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19 =

7£ Nutanix E&R3ZE ASAv

AREAKG ASAv FHE 3] KVM 53 KRR
« A, 2295 T
o WIATLE Nutanix 32 ASAv, 28 299 11

HE iz

DR & 2 4 AU B A (ASAv) RN REAUIA SRR LS8 B B KB D g, AT it RSl rh Do i e i 2
ML RS (22 4

8 A] DUAE Nutanix F 352 ASAv.

JHE ) 0 PR 1)

|

EERI ASAv B IN IIRAELAAAE RN 8 GB. Joik S Al 1) P B U C L

FEHRE ASAV i, TH A LU T HENAIFR .

L HY vNIC

WL FH DL R vNIC DLt e o

VirtlO — - — A IFEAT BRI M KSR, SCFF 10 Gbps #:1E, {HIFE%E CPU f.,
CPU EE

F{f ASAv 7F Nutanix FREEHPIER TA/E, 52 CPU [HE; iS55 H CPU [MEIIRE , 4 56 T,

B R BRIS T AT
X T HIBE AL TR, SR OR A T e s RAT I A VF T UERCRR s BT, P 5 e 45 24 W 2 4% 2Gbps SRR
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7£ Nutanix %32 ASAv I
B evmms

BEERI QU AV, A [RWURR i P A IR RS ASAve R 58 A A RO RZ S
FREA ASAv, [RHIAFBIN, &l GEsrE ASAv #5H & E&E BRI, T 520 35 7 )

ob
He o

— A
o WFI KR SRS A IR SSRGS I AN O, Sl B AR
A
iR « BRAATHOL R, ASAv &7 R 7 W L B P LR N e D E .
o BRI LRI I, A HM] ASAY £

s BRINTHEUL T, ASAV R ERAERERFM L E T8 MmN HRE O, 0 g “IP
address DHCP setroute” , J1 H.ERIA M < f1 DHCP $#21Ht.

* ASAv fEH XA BN B =AM 1 o R R G IEA = ME A RERE .

o ASAV SZFFILTE 10 AN - 1 AN BLEE 1T (nic0) LU A2 9 AN T80 I B 11 M 48 32 11 (nic1-9).
B I R 1 0 2% 11 AT DLREAE AT A I o
A

AR ASAv 1R/ B ANl RR

o XTI G VIR, B telnet SCFEF &SRS 5% .
o DUF 2 HHR) vCPU MM TES %k

CPU fe ASAv & #iR Ve B il
1 2GB 1vCPU/2 GB (ERil) 1G (ASAv10)
4 8 GB 4vCPU/8 GB 2G (ASAv30)
8 16 GB 8vCPU/16 GB 10G (ASAV50)
16 32GB 16vCPU/32 GB 20G (ASAv100)
X FEFHIINBE
BB CBRVO
o 37 AR
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I 7£ Nutanix %32 ASAv
senisames I}

A

AR EWIRNANSORR 2T S AR T IR 5

TR ASAV £ LT LUR 2 IE RO E U5 00 25 01 AR 194 25 PR WG AR -

PO 4% 1 B 2% iR 2% BHRm 2% ThRE
vnic0 Management0-0 Management(0/0 S
vnicl GigabitEthernet0-1 GigabitEthernet0/1 AN
vnic2 GigabitEthernet0-2 GigabitEthernet0/2 N %
vnic3-9 Kt Kot Kot
Proxmox VE & ASAv

Proxmox MU (VE) A& 1] LA B Nutanix ML IR S5 48 G- 5 . Proxmox VE ibH2 1AL
T Web [ FE S

7£ Proxmox VE L35 ASAv I, TFERCE VM DAL 470 L WK BAA BT 1, ASAv &
R BE R IE NI K o BT A BT 253 T A ] Proxmox VE 2T Web ¥ B 5L K 58 B

)

ERE X ) HE ] Unix shell 8% Windows Powershell {51241, Proxmox VE $24t T — 4T Ak
EH BRI R PTA A sy 4T A H A R BE B AT AN 2R UNIX F 0 00 2 se FE S0k

2Lk ASAv IEW A3, MEAUNLT ZENE AT R A

1 fEEEH PO, AN T iERE ASAV VM.

2. WiITREAIBLHRIE.

3. WKL PHEH (Hardware) > R0 (Add) > P4&i& & (Network Device) J s #1751 1 .
4. FE AU HIYE

5. fiif{] Xterm.js V1] ASAv VM.

A RAATLEVT 2/ R S5 A L BB S 2 45 L, 15 2[4 Proxmox Hi AT Z3i (Serial Terminal) J/HI .

PFRRIThEE
* Nutanix AHV [ ASAv ANSCHRFRE DR . 152045 ASAv 3l R IR 22108 In sl B 2 11

* Nutanix AHV A SZFFHRAR 1/O fEFIE (SR-IOV) 8% Data Plane Development Kit-Open vSwitch
(DPDK-OVS).
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https://pve.proxmox.com/wiki/Serial_Terminal

B zs=x

A

7£ Nutanix %32 ASAv I

AR Nutanix AHV ff [ VirtlO SZ £i i % 8 DPDK. AN R, 1521 AHV

¥ DPDK 3 .,

RS
* Nutanix K47 i Y]
* Nutanix H13% %3465
* Nutanix _EFRIREF SCRF

* Nutanix AHV ] Virtio-Net £ P\ %1 3 FF

RGEEX

ASA R
9.16.2

ASAv 75, vCPU FnfZ & K/MHE

R e e ¥4 2 PR SE B A T 285K, ASAv #8E rA F I LARBEPE T RE AT DT Al RS ASAv
ST B S5 A PRIE SR /N BE UL, X OAE AU . CPU HONTRE A 25 8]

ASAv i AT IE

© BT 24 IS5 OVE ATIE R AU £ ASAV CLI L E .
s ARWPTE BV ARER TR E R, WS (U ASA BCERRM) i) ASAv: FUE R RESRIFF

i,

Nutanix 2B F0RE A<

A

R

Nutanix Acropolist#fE &4t (AOS)

5.15.5 LTS K 5 m A

Nutanix S#57 (NCC)

4.0.0.1

Nutanix AHV

20201105.12 % 5 & fiAs
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https://portal.nutanix.com/page/documents/kbs/details?targetId=kA00e000000LM7hCAG
https://portal.nutanix.com/page/documents/kbs/details?targetId=kA00e000000LM7hCAG
https://portal.nutanix.com/page/documents/list?type=software&filterKey=software&filterVal=Foundation
https://portal.nutanix.com/page/documents/list?type=software&filterKey=software&filterVal=Foundation
https://www.nutanix.com/products/hardware-platforms
https://portal.nutanix.com/page/documents/details?targetId=AHV-Admin-Guide-v6_0:ahv-virtio-net-multi-queue-enable-t.html
https://www.cisco.com/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/products-installation-and-configuration-guides-list.html

I 7£ Nutanix E#3Z ASAv
1A Z£ Nutanix _EE3Z ASAv .

Z0{a] Z£ Nutanix 22 ASAv

TR |EF BZER

1 BE SR HIPESRAT 55299 1t

2 ¥ ASAv qcow2 S A% 3] Nutanix 3+ | K QCOW2 S [4% %) Nutanix , 55 299 5
5

3 HES > Day O BCESCIF, M 748 | e Day 0 BUE SCHF 5 300 UC
P R AULATLIS 7 1 HH (R 400 e P A

4 1F Nutanix [#5%8 ASAv. 3 ASA Virtual , 2 302 71
5 Ja%h ASAv. Ja%h ASA Virtual , #5303 70

ATHE R

* M Cisco.com %X ASAv qcow2 LI HME Linux F#HL L

http://www.cisco.com/go/asa-software

N

EB FFEE Cisco.com B35 BAER RS & .

« XFF ASA #AEH ASAv HyperFlex 751, 2 [ LR ASA 78t

1% QCOW2 3214t &£ %!) Nutanix

ZOfs ASAv #8253 Nutanix PR35,  WAZIAE Prism Web #7561 &5 71 A qeow2 ARSI B AR o

FHia Z |l

M Cisco.com F# qcow2 Wi#i SCF: https://software.cisco.com/download/navigator.html
UK

I 1 %% %) Nutanix Prism Web 35555 4 o

PR 2 A BRI & E (Settings) BTl

W3 pii 22 E A% T BRI BCE (Image Configuration).
P4 i EEBYK (Upload Image).

SIS GG,
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http://software.cisco.com/download/navigator.html?mdfid=279513386
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990
https://software.cisco.com/download/navigator.html

7 Nutanix E#3Z ASAv I
B csoaomzExs

1 R A AR
2. MBR&ZEA (Image Type) K Hhid| £ Hik#F & (DISK).
3. MTFfiEA 88 (Storage Container) R8I kB HT i 28 4%«
4. F55E qeow2 BEBE AT E .
&R LU E URL (BUME N Web JIR45 2% 3 A SCAF) BN CAESG BAL SO
5. MiifRTE (Save).

FIR6 IHELE, HEHWUE I AEBRGECE (Image Configuration) TTTH H

A% Day 0 Fig & 30
(EN% ASAV 2T, BT BLMES— Day 0 BUELSCPF. BESCHHRE A SCASCRE, SEieudr T
JEAUBUIN 5 ZE 0 470 G e K
WAL Day 0 WC & SCAFHEATIRE, MR R VFREHAT ASAY W& IR BN W B .
FESCAEH, ] AR UR A2
* R T4
o IGO0 P A R
* WIUERE KERE; BRI P K B HEGER .
WURASST AT AR AT PRS2, WL B KBS AN BB . AREET ASAv B
BRI BB WIRT KEa R
* LI ASDM:
* http server enable
* access-group all global
* http 0.0.0.0 0.0.0.0 management
* VilgI&
* Name-Server

o v AT ALE R BRI 45 AT AR ) P 45 TR

\}

AR Ll EAL Day 0 BCE SCHR, A n] DUKE A SR B S SR SCAHE
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I 7£ Nutanix _E#Z ASAv
wzoayomEt [

i

SRR AR R SCAR G B AR B B K SR SO
P2 ARSI PR B B RS S, W R B s

Al

ASA Version 9.16.2

!

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

H—AT R L ASA BIANTFF3k . dayO-config W iZ% 215 2L ASA L& . “E il dayO-config [ 4E: 77 =2 WA 1) ASA
8¢ ASAv ZHfil—MNSATIC B WAHOGER 73 dayO-config AT PR B2, N A5ELA 1) show running-config iy 24
R B AR T o
Day0-config 7] g [IHC E :
* FHLA
. 4
R
N
* 1P Hht
A I
DHCP Jlz %5 %%

194 2 1t 1l 2 A0 08 )

Day 0 it & SCEF R 2500 45K F TSON A% X . #8254 ] JSON B6:41E 2% T HR B6 1F SCA .
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7£ Nutanix %32 ASAv I
. E8ZE ASA Virtual

S3 KA AE N day0-config. txtoe

FIB 4 P B EXBIZ (Custom Script) .

PIRS ALl BAL dayO-config. txt CMF, WA LLREZ SO S ERG I 232 0 1) SCAHE
WK 6 AR LRE N ASAY BADER 1-3 DLAIHME— R BRIAC & AT

=82 ASA Virtual

FrIEZ Bl
ORISR ASAv LG 2R EBRIGEC E (Image Configuration) GUfi .

HFIE1 B 3F| Nutanix Prism Web #14 .
FE2  NFEHR, SR (View) FRAIR, RIGEE VM.
$IE3  E VM #EHHR L, digl#E VM (Create VM),
PB4 PATLLTERAE:
1. %I\ ASAv S 44 K.
2. (A HN ASAv SEBIIRIUEI .
3. EEFRIEA . ASA S OIS IX .

$®S VIS .
1. HIANELELLS ASAv SE[# R CPU S
2. NI BCLA B AL CPU A% DB

3. HIANEAMECLS ASAV SEBI A7 (GB).

P  IGHIATIERF] ASA S,
1. {Ef# (Disks), sidiifmInEi#E (Add New Disk).
2. MZEB (Type) THiglR Pk E (DISK).
MIR4E (Operation) FHrglKA, EF MBI BRSS 52 FZ (Clone from Image Service).
MEEZEE (BusType) Fhigilk, &P SATA.
MBRIK (Image) FHraIE, REFEEAE L.
6. ilim (Add).

o > w
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I 7£ Nutanix %32 ASAv

i)

IR

Z3

1

s AsA virual ]

B 2> = A B 25 2 1

7EM48EAL 28 (NIC) (Network Adapters[NIC]) T, ridiin#Ei NIC (Add New NIC), ZEFEp4s, AR5 iR
(Add).

T R DA I B 22 P 4 42 11

Nutanix F [ ASAv SCRFICTF AN E - 1AM R D LU R 2 9 AT TGS LR 48 32 1o 32 11 2 [ 2% 73 e 4
AT LR M«

* vnicO - FHIE T (T
* vnicl - HMBIE T G
* vnic2 - WHBEEH (b))
* vnic3-9 - Fdl 0 (Al

P& ASAv [FI GRS .

£ VM EH1KEL (VM Host Affinity) T, midiigEREK (Set Affinity), EFITHL, R)5 iR TF (Save).

P2 THLLAA DR BT 5 I 32 4T VML

WA CER T Day 0 BCESCPF, AT AN #RAE:

1. EFEBEXHIZA (Custom Script).

2. gl B30 (Upload A File), , SRJ5IEFE Day 0 it & S (dayO-config. txt), B P HIIERIG
FSCARES

iR
BERRASAN SRR P Hofth, 1 o SCRRIAS I T30

HIE10  HRTF (Save) LLEEE ASAv SEH . Sl 4 WoRndE VM R
TEN E VM BHEMEY, RIS e, KRG mE T EIR (Power On).

/2 =1 ASA Virtual

A3 VM J&, fiH] day0-config SUAFEFEATIOE SN 44 AT 5 1) ASAV-VM > BBz & LA
BEAT VT 1A o

\}

AR AR SE )RR S SO AR AR TR R, A2 CLI
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7£ Nutanix 338 ASAv |
B =7 asavinal

UK

$B1 S BaisH 4 (Launch Console) LA 1) O 2 ) ASAv.
T8 2 1F asav 3% (asav login) $#2757, 1l day0-config PR MBI E R,
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+ 10 =

7£ 2%} HyperFlex L EFZ ASAv

HyperFlex 48 0] A ATAT N R AT AT A7 B A Ak Rl 5 . 80 2R Intersight 2325V 6 & 21K
HyperFlex RH] T MBS THT R 5 (Cisco UCS) HAR, T LALEAT T3 75 oA N FTTRR e B S 4t S04
AL O EHE L RTAG M AL A RIEE, IE IS INE DevOps S K1 i R g Ik -

KEA 4 ASAv W E IR HyperFlex M55 TAE, QARINRESCHY . RGBSR HEMIATER ]

| A

BEEEI ASAv FERENAER A 2GB. WIS 4HT ASAV N ALED T 2GB, B4 TCHEAEAREE I ASAV VM P
FHEOR, MEIARRA T2 9.13(1) S mhRA . #t mT DU B WROAS 50585 383 1) ASAv
VM.

o WEMPRIPRA] 26 305 UL

* ¥ ASA Virtual , % 309 I

* JH2% vCPU sifr it B VFATIE , 55 314 1L
* VEREHIL . 28 316 5L

JE U A BR )

& LAFE VMware vCenter [l 554 I G FNE 2 2 /N JOEL HyperFlex SE49 . R T 77 0 25 1K S 40 ot
AR, ASAv HZ I I BB nT B T AR . B 15 & M AT 2% 075 2 L LG A2
BACTERCE 2K, BFENAE. CPU BUE LA % A) .

| A

EERI  ASAv BFEIN IREELAFAE RN 8 GB. Joik S Al ) P B U C

FEFRE ASAV Z |, T A LR IR R

i HY vNIC

JRIF IR RE, AT ST vmxnet3 vNIC, Ik vNIC 21T BRI M 4 BR BN FEY, SCFF 10
Gbps #1F, HBTHE CPU M. BtAh, 7EfH vmxnet3 B, 15%5H Large Receive Offload (LRO),
EAfe TCP PEfEA .
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B evmms
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£ 2%} HyperFlex L %38 ASAv |

OVF 3Zf8AE M
* asav-vi.ovf - & H F & 4E vCenter I

* ASAv OVF B SCREAR AL (FEAETER N 228 4145) o TEHPRAE ASCIL e Bt~ AR 1
MR 2235 VMware vCenter F1 LDAP IR55 25 -

* PR ASAV AT, AR BB e, AR VM G .

B MR B SIS AT A 1
X TR A TR, TS OR A T e s AT ROV P UERC R s BT, P 3 e 45 24 W 2 4% 2Gbps SRR

|

ERRW 1] ASAv QU Al PRI, S0 A5 AH IR 4 B £ V2R I B A ASAv. 3 SR8 58 A 1]
R A N BB ASAv, (ERIANFEIIUY, #nlaesqt ASAv & LR B MBI

REFT REtL 2 2 250 o

IPv6 N

B AEH VMware vSphere Web % /7 3 5% ASAv OVF SCAEI, ANHERE FERZ 14552 IPv6 Huhik; #
R LAZELLS ) ASDM Bk CLI #% il IPv6 Hhdil

{% F§ vMotion #4 5 M
o $Z I VMware (123K, G476 44 vMotion, I H BefH FHILZA 7M. £F ASAv ¥ fEp,
R EHUERE, e DAEAR CBrE TN 0 st = T BRE M. B2, B sild
F vMotion ¥ ASAv # B HAWFENL, HFHAHAAAE S R =,

B &ML 2R B R 7FF0 vCPU 5 EL
* MG ASAV I AF RN LTI AR MR O E o BRAFREN AR (0 73 G FRS VF AT,
1 WA S IR B (Edit Settings) X 1T HE A 55 N A7 BB BUATAT vCPU EFF B8 . JC B AL W]
RES M PERE -

A

AR WIR TS SN A e vCPU M, AN VAT ASA Virtual , 5 1
VPO A . AN BEAS ] VMware 23 P AEAC B B /M BR AR R K
L

CPU T B8

« BRIV UL RN, ASAv T B4 ) CPU K/ Ay 1000 MHzo #%8m] UG L2, F9URE N PR ¥ & o o2y
B4y ASAv ) CPU % . 4wi8i&E (Edit Settings) > & iR (Resources) > CPU. I ASAv 1]
DUBAR IR 1 B A BRI i 5 38 M BT I AR (4E 45, WA LA 1000 MHz £k CPU il B i
B o ASAv {1 CPU K/NELHR T IEFEISAT A1 &5 DA A IEAE AT 1) AR R R R =



| #E2% HyperFlex L ZBE ASAV

zgEx I

XTI REAUAL, AT LA CPU AT 2 (Mhz) & Chz T RESUMLE RERE IR ) TRL I )

F ALK CPU 1 F 245 &
5 BRI % CPU il Y uﬁo

ﬁ?%ﬂééﬂﬁp Ay -l/ﬁ

o FENT ASAv AbFE LTRSS Y CPU i R 3EuE )5

X[ CPU 1 RE 3 ain gt iUk

T LU %

R LUEH] ASAvshow vm > show cpu >R A F B0 i DA A Jek B ] C 33 1 Pe AN A2 PR AT A 25

4ol ASDM

F 7T (Home) > X &= H R (Device Dashboard) > 1% & 15 & (Device Information) > EHIE IR

(Virtual Resour ces)

T B

#5¥% (Monitoring) > [E 1% (Properties) > R4 #EiRE (System Resources Graphs) > CPU &t

7£ UCS B 71 C RFIBE M {EMIE

AR BY [ 0

PaAR s, SRl E AR UCS B GFEAT A A C (@
ASAv 27 MAC Y54 ) B, 15 MAC sl B Ak AARRAE, e

D RYIELE P DOEWIRE 1T
N E.

£ VMware Fp 3551 DL WA B ASAy I, TEAR R 3 Jst U mT 35 B S 1Ll MAC 3524 fil

* VMware NIC 414 - WI754E UCS B 8% C A5 L%
HEEH 1 MM ENES FATHEE . 7E vCenter HCE VMware NIC 415,

ARG AE TR el 1 B R ASTC S MAC F1ARP 4 H .

M Ij/]lT DZEM‘ TR\

« ARP K3l - ¢ ASAv )i F ARP #:1,
R ARP #0il B g K W o LI RE I TEAN R &, 155

) .

HyperFlex HX R 5I|BYEC & F1 L 8%

SRS 2 ASAv, T BRI AR R

Zg (R ASA A0 R E 18

=

L35

HX220c a7 5

o INAFEERE

/b 3 AN (BdEEE. VDIL VSD

HX240c Gy /A

HX220C 1 Edge (VDI. VSI. ROBO)
HX240C (VDI. VSI. hi/FF %)

o NAFEERE

o /b 3 AN EAERE (VSL: TT/RIMERN .
WIFARD

< AR

D3 AN SR

B200 + C240/C220

it

4 N H/VDI
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B zs=x

HyperFlex HX Z 1) (1) 2126 1t -

IRAHER

o AR

* HyperFlex i3 %
* SED Kzl #%

* NVME 2417

* GPU

£ 2%} HyperFlex L %38 ASAv |

17K HyperFlex HX = SZRFIIET LN, 15204 LR} HyperFlex R4t 4 2% 45 1 H 1388 HyperFlex A8

AR ST P AINE S (P

HyperFlex 4B {4 F0 kA

EIERGS

FRZR

VMware vSphere

7.0.2-18426014

HyperFlex £V 15

4.5.2a-39429

SFERIThRE

o FREAA - B SR L Bl (HA) AEW]

* ASAv A Hb = a]
o B A

* VirtlO

* HyperFlex #4510 AR OAUHEY A8

* HyperFlex Edge fE#f

* HyperFlex 4> NVMe. 4= A7 FITR ARl 15 5

* HyperFlex 2fii1- 4875 i

PFRRIThEE

Lj SR-IOV —2I21T 1) ASAv Al HyperFlex [IAE

\}

ER HyperFlex 3§ SR-I0V, {H[R MLOM VIC #pik 72 PCI-e NIC
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| #E2% HyperFlex L ZBE ASAV
% AsA Virual [l

N2 ASA Virtual

TR |EF BZER

1 A AER AT BRI o TEMFTBR ], 55 305 01

2 BHE AT ASAv F1 IR} HyperFlex [URTHESAT , 26 309 17T

3 M Cisco.com F#; OVF 3 ft. IR AT ASA B AF 5 309 T

4 7£ B F} HyperFlex % ASAv. ¥ WAL HyperFlex ] ASAv #% # vSphere
vCenter , 5 310 5L

5 Vili) ASAv #HI G . Vil ASAv ¥l 6y, 58 312 1T

ASAv #1 2%} HyperFlex BYRTIE & 14
fn] LI VMware vSphere Web %5 /' %ifi « vSphere J37.%¢ 1 it 5%, OVF I HOR#52 JAR} HyperFlex I
] ASAv. A KRGENK, 1HSHIEE ASA Heak.
vSphere #rfE I IR £ R ER

X1 vSphere AZHAL, BETTLAGRAR S 2 JR A5G, JFRS ASAv 45 1A iRy 1 4L 22 4 s ol
bbo TEZ B LU BROABCE :

s WA B4
* MAC sk S $52
. Dhfthn. #&F
VT Re T 20 S T ASAv FU BB X R B . A GTEN(HE B, 1521 vSphere SCRY

3k O ER £ REEHIS

B A B A AR ERRRE KIEHR T
z2HI5N T E5 % M5 T E5 % M5
REH <> <> 5 w2
MAC it S | <fEE> % <fEE> %z
Dottt <> % w2 w2

TR E 45 ASAv E {4

&I
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£ 2%} HyperFlex L %38 ASAv |
. 1% %! HyperFlex L ASAv ZRZ | vSphere vCenter

TERE ASAv i, RAAZLE vSphere L HE 22 /b—ANp2% (T HD

1 M Cisco.com FHEELE S, 45 HLARATF B A G -

https://www.cisco.com/go/asa-software
i %2 Cisco.com s USRS 5 7 .
PR 2 KSR EAE B TAE H o I 20MERZ H s P IR A SO Ferh B BL R S0
* asav-vi.ovf - i& H T~ vCenter 3 o
* boot.vmdk - 3 AN HEAE L .
« disk0.vmdk - ASAv A% .
* day0.iso - {17 dayO-config SCIFA idtoken SCPF (FIHED ) 1SO.
* asav-vi.mf - i ] T vCenter ##535 F035 5S04

1% 2%l HyperFlex £ A9 ASAv #BZ | vSphere vCenter

I AR P 7] % ASAv on HyperFlex #5 £] VMware vSphere vCenter. 4 1] LI{fi ] VMware Web %
Jui (8% vSphere 27 i) HE AL B EFIHL .

FI&Z Al

1E HyperFlex i3 ASAv Z i, #&WAZILE vSphere FHECE 2 /b— MWL (HTEH)

7t HyperFlex S:H¥ 225 ASAv Z i, 84420614 HyperFlex SR RIIL R AA M 72 . A CTEHE
B, 52 HyperFlex Bt & 151 o

S %% vSphere Web % F Ui .

$I1®2  {fiJ1] vSphere Web %5/ 3fit, i1t il #4E (ACTIONS) > #32 OVF 4R (Deploy OVF Template) K #5 LART T
B OVF BB A

IR L “F%8 OVF Bl ” (Deploy OVF Template) [f]F .

PRI MRS RG LI E] OVF BEEA &, AR5 midi T—2 (NEXT).
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| #E2% HyperFlex L ZBE ASAV

S0

1% B %} HyperFlex _£#9 ASAv ERZ 2| vSphere vCenter .

P OVF #EiRiE4 15 2 (OVF Template Details) TUH 5 1UE OVF Bt {5 B G7i AR, IRA. RN, FEK
NG BN FIGED | ARG ST —5 (NEXT).

Bt FREE 2 BB 2% B P F AT 18 (End User LicenseAgreement) Wil . £ & Bl OVF BRI IVE AT B (fX
VI, SdHESZ (Accept) FIRF T 463K, ARG Hidi T—3% (NEXT).

YEAFRFIALE (Nameand Location) T, HASLEBE AR, SRJGAER A IEPEEH S HyperFlex (AL &
GLERIAF R, ARG AT —3 (NEXT). SRR RSP ZiME—,  d5 2 ] UL 80 N F4F .
VSphere Web & J i /£ 1 AR A BORFCE XTI R IMALZE DR 35 HL & vCenter I 4525 5k EHLUH T AL X210

Iy EEER . MR RIS vCenter JIRSS % T A 52 MR B
A IR PIEMIZTT ASAv HyperFlex %, 2R )5 10 T—% (NEXT).

P
DAL BEIRN, REA B R . 5o SR, BT DO U B LSRG e ek g

HEREE B (Deployment Configuration). MBELE (Configuration) #7512 4 i) = AN 32 32 710 vCPU/ N AR
HEFE—A, ARG RET—% (NEXT).

P EAL AR AU S (7 A, RJA midi T —23 (NEXT).
FESE U b, B CAE HARERRE B E A6 7R Gl APt 2 A H) HX Connect 814 1) HX AR T = 44

FARHIED o REAUNURCE SCURIE AL, SCPFSS A7 A% (E Datastore o JEFE— N EMERMEI AP, LAAERINL
YEWRE LI

7EMZEBRET (Network Mapping) TTikI, 5 OVF HUBT 4 i 0 1 4 WU B b 1 46, AR 4 F— %
(NEXT).

K Management0-0 2 11 SR AT A EL B U7 0] ) VM 2%, JEE7 BEHEZ 1] )\ ASA 85 H ol ASAv 1%
HEIASNCE, RIS AR,

BEEEM

TEBIR R A I, HyperFlex Lf) ASAv BRIA K vmxnet3 310, 2ER7, BRINE A €1000. 40 F 448 H 2 €1000
O, RATAEZVE UGS HH T . vmxnet3 B35 UK S #8 A1 28 40 B 5 HyperFlex ££)8, DRI b H A5 58 /D i %t Y5 T
PRALE U M PEfE .

W26 T REARA 4% TR FHE o W SRARME R B RS R R 2%, FT AR 5 AESREEIR E X HE P M &% . FEREE S, 4
B, Rk P REEIR E (Edit Settings). (HJT, MIZGBUBERAS BN ID ((LE7RMZERLE ID) o
THEEEH T LU MR ISR s . PSR H BRI 1) — 80k QERIXLSZERIN N vmxnet3 $11) -

& 32: RM 4% 5 B AR W 4 B BRET - VMXNET3

M 2% &L 2R ID ASAv #0 ID
Network Adapter 1 Management 0/0
Network Adapter 2 GigabitEthernet 0/0
Network Adapter 3 GigabitEthernet 0/1
Network Adapter 4 GigabitEthernet 0/2
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B ansavens

FERN

$IE12

A Y3 A Y

7 19]

£ 2%} HyperFlex L %38 ASAv |

L& IEECES ID ASAv 01D

Network Adapter 5 GigabitEthernet 0/3
Network Adapter 6 GigabitEthernet 0/4
Network Adapter 7 GigabitEthernet 0/5
Network Adapter 8 GigabitEthernet 0/6
Network Adapter 9 GigabitEthernet 0/7
Network Adapter 10 GigabitEthernet 0/8

B ASAV I, SIERTRUAT 10 AN o an SRS A B2 1, 1R ORI I 4 LSS 21 15 A 1) AR 4, i B
FEAN KR 2% 1 AR 21— AN — (1) F B VLAN . B ER M HIrE 0 5 AT SR R0, e el
B ORRRAE .
7EB 1% (Properties) DU, %22 bl OVF Rk (A VI AN $EALM A w] il s v
* B85 (Password) - 58S B0 U5 0] [ 258
* 2% (Network) - B8 28 (5 5., AFE 582 B e 384 (FQDN). DNS. R IFI 2511 (IPv4 B IPv6)
« E18$#& 0 (Management Interface)- & i ELLE, A5 st FRIYIEK, %P DHCP/F ) (DHCP/Manual),
IR EE BN IP ALE .
* B A3EIRS (Firewall Mode) - % E WA BT KB, S BA K IEES (Firewall Mode) 11 F Hidisk, SRk
PRS2 R 2 —: BB H (Routed)iERA (Transparent).
mii T—% (NEXT). {ERDY&5TX (Ready to Complete)li/r i, &H JFIIE WoRfE R . S X L8 E T LA
B, SEHSEM (Finish). ZHTEMENS, & SR El (Back) LLR[FIZ FT X 1HHE .
(nfik) khERE IF BN (Power on after deployment)iEIiiLAiE 5 VM, 4R J5 i 52 (Finish).

SERO%IN TG, vSphere Web 2 /it b BRI #E0T LI7E £ /& 2 (Global Information) X I (1) &L {E 55
(Recent Tasks) it HH & 2“4tk OVE #%” (Initialize OVF deployment) JR 2.

SR, 427 %) Deploy OVF Template 58 AR 7

ASAv S 4 WoRTER S e e EdiE 0 . BB VM 2 AT RET 30 4.

pa b4

T8 5 7 ) ELIRE X A B 1r) R T BN LA B S E M ASAY HyperFlex. #%52 J5, Al fEds ST HAbld &, U
S EL I Y U i) R B EE T E

ASAv iTH| &

X5 ASDM,  {ERCLERE DT W] e 240 ] CLIBEAT #iebaHkbR . BRI OUS, f8nT LAVG ) A VMware
vSphere #1i &, thA] IECE M E RATEHIG, CRATELFMIhAE, AT BRI
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| #E2% HyperFlex L ZBE ASAV

{$ F§ VMware vSphere 3= & .

* {fi[fl VMware vSphere 1] &

o PO W 2% HR AT 4 5 i

{$£ FH VMware vSphere =5 &

NP RIAE R & B B HERR, B VMware vSphere Web %5 7 S $2 A1 1) kg FUL4% 1) 65 U 1) CLI. #47] L
)i h Telnet 5% SSH Jt & CLI ZEFE VS 7]

FHIEZ Al
X+ vSphere Web % )3, 2% ) wm bR IS Ad P, AT VT ) ASA virtual %l & B 44 75 19 -

1 i VMware vSphere Web 2 P uiii 11, A8 sl “VEH” ) ASA virtual 5541, SRS EFEFTFFEHI & (Open Console).

s, RATLLS M%7 (Summary) ECR EIF B 31#EH & (Launch Console).
sl G, RJEHE Enter . TER: 14 Ctrl + Alt iTREBOGER .
WA ASA virtual 1576380, BSH I HENH L.

2 ASA virtual HURBNIN, KEEBOE OVE SXIHELNSEL, TR EANIAINE] ASA virtual RETLEF . K5k
HEhER 51 TR, BERIERIET. DA KIS ASA virtual I, 742 B0 sl fe.

FELARVFRTUEZ T, AR REID 100 kbps, DM AT A THIGERNA. T2 eVl A fEIE# 1a1T. 48
SHEVFITIEL BT, BOEAF LW ERS G EE L

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

RO B LL R AT

ciscoasa>
I PERFFR AR IE AL T H P EXEC #8:. H 7 EXEC B RESRIUEEA i 4
Vi )RR EXEC #EX:

T

ciscoasa> enable

ARGURE B7R LU S

Password:

iz Enter BEARZE, BUANTSOLR, #0a. WUR LT BCE R A F %, 1A 1A 2 1% Enter 5.
RPN -

ciscoasa#

FERFRC EXEC B, FrATARRCE Ar & BT H o 36 W] WRFAL EXEC FaUEEA B B
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£ 2%} HyperFlex L %38 ASAv |
B e=rssmsnasn

LR, T disable. exit B¢ quit fiT 4.

PS5 Uil ie B

ciscoasa# configure terminal

R O LU

ciscoasa (config) #

PN SR E R TT UG HC B ASA virtual. ZER 4 RRC AL, TEHIA exit. quit 2 end A 4.

Ao & M 4R SR TR B im0

ARAF AR S ARG, RT DL D 26 FR AT g 1 B 4 B R AU AT i 1 AR R A (vSPC) AT
HEVi . HREMITEREAGE R, 120 VMware vSphere 4. 7E ASA virtual [, #AZ00K
P AR B B AT I AN AR HI G o IR A 2 e Je Y H AT P A

UK

HIE1 7F VMware vSphere HHCE 4% 4T 1. 152 % VMware vSphere A% .
$IE2 7L ASA virtual [[f] diskO 4R H s FEIE—AN 24 “use ttyS0” HISCAF. BESCHATEAATAMT N & HFHLLL
N EARAE
diskO:/use_ttySO
« #F ASDM ', AL T B (Tools) > XHEIR (File Management) X 15 HE_FAL1Z 44 BRI 45 SCA SO

* 1 vSphere FEHl G, AT LU SCIE R G B SCAE (AEfISCE) R0 4R, Bl

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttySO

FIR3 FHINE ASA virtual.
* f£ ASDM ik ki T B (Tools) > BRFEEFHME (System Reload).
* {t vSphere ¥l &, HiA reload.
ASA virtual {57 1F & 3% 3| vSphere #5565, 12 RIER] PTG .

IR 4 Telnet B EFEA DN AT by S48 %2 1) vSphere AL IP Huhik Al 155, 55 Telnet 2] vSPC IP Huhik Al 1 o

FH 2% vCPU =% &t £ 1F A IE

ASAv AT IR VFRTIE, B2 AT LLE A vCPU Hk .
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| #E2% HyperFlex L ZBE ASAV

$IES
$IE6
$E7
PIES8
$IE9

LIE10

s vepusimrt @i aiE ]

W In (Eb ) ASAv 11 vCPU i, Sl LLHIERT AT uE, N B rliE, JFAE VMware
HREE M VM JE P PATE G HTE .

\}

ER ALK vCPU Hm A2 ASAv fEH) CPU VRl iF sl 75 S nlUEAH AT« RAM WA 20T X vCPU %1
BT IEREE . THRR RN, 1555 D 4% e PR A I 7 R BV AT UE A vCPU . 0 A7 AE FF 48

AVUHE, ASAv IVkIEH TAE.

EHR B ASAv R CPU ¥ i iiF 8 & 84 il ik
JIAEER TR SE] RTTPD G A e 2 = 5 I T S R TTR) VA  l TR p
PATUA FEAE 2 —, BARE T A5 T s 4 45 -

o A MU RS 7S - 75 vSphere Web 25 /it 1, G 46 F ASAv. filtun, il ASAv, 4R s il SR F EE LA (Power
Off thevirtual machine), & 478 sy ASAv, RJEIEFEXAHBFRIER S (Shut Down Guest OS).

o RNl #4ES - 76 vSphere Web %/ i, S5 ASAv. #ihn, it ASAv, SRJ5 i <A E AN (Power
Off thevirtual machine), B 478 s5ili ASAv, RJ5IEF KA FRIERS (Shut Down Guest OS).

Hili ASAv, K5 fili dmiEERIMIEE (Edit Virtual machine settings) (i 4% Aiili ASAv, RJGEFRIEIRE
(Edit Settings)) -

RYH BoRdRiEIRE (Edit Settings) XEHE.

WSV ASA Virtual , 55 1 JUH ) CPU/ A7 ZER LU 2 B vCPU ¥ T UE (¥ 1E A {8
{EEEE M (Virtual Hardware) 350 I, M FHidZRH k) CPU i BHHH

XFF Memory, i A RAM FIBHHE.

M E (OK).

J38) ASAv. B, it BEERIHL (Power On the Virtual Machine).

X T W i B 6

1. FTFFE MR RS G 808 ) H %4 EIY ASDM.

2. HMWASTEREN )G, MR e %

« ASDM: Kk F: M4 (Monitoring) > B 14 (Properties) > #fE4: %% (Failover) > IR 7S (Status), )5 i
A& (Make Standby).

* CLI: failover active

3. sk ELLE 3 E 9,
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M RE L

£ 2%} HyperFlex L %38 ASAv |

T—5Ht4
HIRVEANE B, 1S 1P ASA Virtual , 28 1 L,

ASAv & —FpmbtERe e s, (Hn] BeFE 24 R HyperFlex A4 ReaR 13 AR

DA R /27 HyperFlex PR rh S ASAv 5 A 1 e ) 5 A 50 B 5 18 o

MTU K, AL I B Aok o Il A T BEAT R T3 2 208 o 15 22 5 LA HE U

 PURCTR R B4R L1 MTU - BAT 13 UK B B AR 0 T AT ASAv 2 11 K HiAh 2 485452 11 (1) MTU #§8
BB M A VCEC MTU ] B 1k A () 2 6 B 10017 40 Ao

o ZRYNEAIMT - MTU $5 KA ¥ &4 9198 745 ASAv f# KA A 9000,

WEFR A A AT 8 LR BREE A S B 2
vSphere 7.0.1 _E B4 Hyper Flex #28% > VMware vSphere vSwitch> B%} UCS 32 #4814 BBk (FI).

P H D EE ASAv 1) ASAv EHLK MTU & .
1. fliH] vSphere Web %% /7 i #: 3] vCenter R 5525

2. 7F HyperFlex EHL SRR SIZE (Advanced System Settings) ', Kific & 24
Net.Vmxnet3NonTsoPacketGtMtuAllowed H‘Jfgﬁﬁj’ﬂ 1o

3. PRAFHEN, RJEEE L.

HRVELE R, 1S Hhttps:/kb.vmware.com/s/article/1038578

$I8 2 ¥t VMware vSphere vSwitch [f] MTU ¥ & .
1. fliF] vSphere Web % F' it %% 3] vCenter IR 5545 o

2. Ywl VMware vSphere vSwitch R PE, FEH MTU M{EE N 9000,

LB 3 FHUULE UCS A8 RE FE H I (FI) [ MTU BE .
1. BB UCS HHEEsHEE .

2. WY QoS ALK, iEkFK LAN>LAN = (LAN Cloud) > QoS &%t (QoS System Class). 7 & # (General)
IR, K MTU (R{E3EE N 9216,

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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| #E2% HyperFlex L ZBE ASAV
PR |

3. M vNIC, iHEFE LAN > 55 H& (Policies) > root > F£B48 (Sub-Organizations)
<your-hyperflex-org>VNIC #&#] <your-vnic>. L& # (General) LR T, K MTU & E A 9000,
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B zre2n
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Bc & ASA Virtual

# 11 =

ASA virtual {3 2 TECE ASDM Ui 1] o 88 0] DA FH 19 265 1) W s IS AE S8 38 R v 8 2 R % g TP b
HE%E 23] ASA virtual & B IP Hudik o A IS G40 o iF HoAh 2 7 S Uy i) ASDM LA K e] 76 i4F CLI
Vilal (SSH X Telnet) o AN i 55 (10 HoAth 0 B & AT 55 005 2225 8 AT UE AT ASDM HR [ 1) S AL 1K)

LB AT
* J2%) ASDM , #5319 i1

* {fi /] ASDM PUTHILHACE » 55 320 7T

s MIRNLE , 322 W

A zh ASDM

UK

S 7E4RE N ASDM & /i) PC L, % ALLF URL:

https://asa_ip_address/admin

FRYUK 7R ASDM JH Bl & HURTLL T #4411 -
* Install ASDM Launcher and Run ASDM
* Run ASDM

* Run Startup Wizard

P2 BN, WEIAT LT A

a) HidiZ# ASDM BE#1i2FHIE1T ASDM (Install ASDM Launcher and Run ASDM).
b) KH P AR B A GEH T Hrade) , AR5 Al fE (OK). WIHAAKELE HTTPS S ik, v LR
4 A enable %55 CERIAHZS) 500 R 3RA50 ASDM (115 AL BR o 485 ] 7 HTTPS S 4354, U4

NI 24 BORIR (58 o

o) KB REF AR PC, ARG IEENZEAET . ZRSeUG, A3 IF ASDM-IDM J&5 3% .
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L& ASA Virtual |
B =5 asomnmimses

d) FNEELIP Hihl, $H ) BREEE S GEH T30 , R AGHRE (OK). w5 T HTTPS &4

BE, W NI P 4 B ORI 1
HI 3 BA{F ] Java Web Start, 5 AT UL FHEAE:

a) miiliE1T ASDM (Run ASDM) BUZE1T/EENES (Run Startup Wizard).

b) BRI, R LB BN B B, T DUE AT REE 7 3, A ORAE PR T 1

c) Mzt A 3 Java Web Start.

d) HHE R IR AT UE . R G0 o U R ASDM-IDM Ji sh 7

e) W AREMA Y GEH TH©E , ARG sb#E (OK). HREJFH T HTTPS S 5iE, % A&
IRV TR AR

£ FH ASDM $\1T#)4aEc &

T LU LU ASDM [ 3 FIRR P A A TR AR T & -
* IBAT A 3
o (A3E) SRVFVT I ASA virtual 5 1 (1 24 JE AR 55 2%
« (W[HE) 384T VPN [o] 3
o (A& 1£ ASDM HigfTHAb i G

% CLIEE, & (JEAF} Cisco Secure Firewall ASA &% CLI it HE155) »

1T Startup Wizard, & SUS A 18 10 1 22 42 50

FR1 KKk ES (Wizards) > BE1E)S (Startup Wizard).
B2 [ SUE OB ARG o ST DL DL #5201

< EHLA

- W4

o EELEY
- B0

* IP Hihik

o HASEK H

[ Cisco Secure Firewall ASA Virtual \[ 1457, 9.19
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| BE ASA Virtual
(AT S iFi18) ASA Virtual /5 E B9 2>t AR 55 28 .

* DHCP filk%5 %%
o [ &8 k5 6 )
s UNEZRE..

A[iE) JtiFi(a) ASA Virtual /5 THIRY 2 AR 5 =5

BLE (Configuration) > Bk % (Firewall) > 2 AR 5528 (Public Servers) Ttk o H BN 2 A TR T
AT NS 28 AT BRI U7 ] o AEANESS £, RRT e HAT 7522 1m) S8 FH P T IR P 5 10 2 1R 55
U1 Web il FTP fIR45#% o %50] LUK IX SR 55 J8CE AL ASA virtual /& IHIFR A BE 25 X (DMZ) (1 540 0 2%
oo SRR ASLIRSS B BCE AL DMZ H, R 3R 55 i RS IR AT AR T AN 2 56 M FA5 1 A 38 A 2%

(A[i%) i=Z1T VPN o &
fasn] DUE I LU R 1) SR E VPN (Wizards > VPN Wizar ds):
* i filH] VPN [ - 7E ASA virtual5 55—/ 32 RF VPN 1244 2 M A2 TPsec u mi [R5

* AnyConnect VPN [1] 3 - £} AnyConnect VPN % )7 5ii it & SSL VPN iﬁﬁi}‘j i) . Secure Client
T AME BRI 4T VPN FEIE KON e FEH P43 ASA 19264 SSL e, ] LUK ASA TR
JC A e R P G N YE A IEFE N R 4K Secure Client. i H Secure Chent3 0 M T = A,
% ] LUZAT SSL 8E IPsec IKEv2 VPN i,

* Jo% i SSLOVPN ] '3 - e & 0 B 2% 1 JC & i SSL VPN R 7 [l o 3d ik 6 T3 W 48 (1) e %
J3i SSL VPN, H 7 o] LU FH R 2% 30 S5 2% 55 ASA @37 22 4 7 ) VPN BEE . 765 4 36 iE
ZJas WPCBUImTT o0, FE R AT LG 4 E 52 SCRE P EB TR . 245 B 5 DAL A A
FUERAEZEIE VT ) o AT AN ACL SR BRIk A0 VP4 22 Al 95 Y5 1R 7 1) o

* [Psec (IKEv1 &% IKEv2) IFEV5 ) VPN [0 - Bl & Cisco IPsec %% )7 Ui ) IPsec VPN A2V 1] o

A7 T e & 5 Azure [£] ASA virtual IPsec Virtual Tunnel Interface (VTI) 8015 E, ESMECE S
Azure ] ASA IPsec VTI 4% .

AJi%E) 7£ ASDM Fiz{TH At [a) =

T LLAE ASDM g AT HoAth i) 3¢, OB P Sy v PR RO e B . VPN TR B 2808 i A0 s il
Ko
o e A PRI AT R ) 5 - T R RS B VPN S A
Bl ke T - BEEAMSITHR AR X SRR D LUN D 0 RIS AT
Bk, MPHHE )5, ETT LUK EE el SR RARAF 2 PC, TR R B 0 (P AT R
AR
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L& ASA Virtual |
B =s==

=REE

LA LRI F 51 ASA virtual, 2 Cisco Secure Firewall ASA 41 SR S
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HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



