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FEHAZEH6 - QoS
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To ek W 4% 7 Y IR B[R] 7

T BBM(WLAN)EE R B AT LN ENE M iRmiRE LN EHERLE, BRXERBFER
RREMEXMRE, £AWLCEH , XIHIT/IMRERE , LBAKRTEAMNENEENEESEIMLL
o J’j\—FIEE_gE.I-Lj\EWLC$ugFﬁ#JﬁJ:5+EﬁEEIg*&§o

REFFIRRE

EEFRRE LOENREENSRRESRE.

1. E58E  REFFHRZELAWI-FIESHEE, NRESRE , REVETEEEIEER
B, FETLEARAP)RWI-FilgHER , EEESREEMRSE.

2. Windows it E#l EWESBENSSIDRE B AR EMXMRRIEBNE/RIRE. REEES
IEBTL M BESRINE R,

C:\Users\JNEEE netsh wlan show interfaces|
There is 1 interface on the system:

ETTS : Wi-Fi

Description : Intel(R) Wi-Fi 6 AX201 160MHz
GUID : cef8e258-3571-UcTe-afec—alfcb5b852d5
Physical address : bc:6e:e2:b0:53:33

Interface type : Primary

State : connected

SSID

BSSID :at:97:0a:

Network type : Infrastructure

Radio type : 802.11lac

Authentication : WPA2-Personal

Cipher : CCMP

Connection mode : Profile

EGT : 5 GHz

Channel : 36

Receive rate (Mbps) : 702
“Transmit rate (Mbps) : 585

Signal : 86%
Profile : -

3. MacBook F I E 5B EFSSIDKE : EMack , REWI-FIESREE— MR HRME, BEEM
2, AR ENEEEEFAOWI-FiIER. @UARETHUXEHREIWI-FESRE ( AdBm&Kk <M



RSSIE ) AR H M EZHEXERNEN.

Known Networks

oL :

IP Address: 192.168.0.103
Router: 192.1638.0.1

Security: WPAMPAZ Persona
BSSID: ac;84:c6:5:f8:4¢
Channel: 1 (2.4 GHz, 20 MHz)
Country Code:

MNoise: -95 dBm

Tx Rate: 144 Mbps

PHY Mode: 802.11n

MCS Index: 15

N55: 2
MACHESRE
WLC LB ERE

LTRWLCENEERBES BN —E5REZ ISR BHEXAERRA

ERARE — BEEE

BREERRRELLREVENZEENEHEE, XEBEERBELUKALEH (Mbps) N E £
, FRBEWLCK N TLAMENBZRMEL, BEEEENETERRN— , RHTRENBTERRIR
DRERN BEPRS N ZIFIRE.

CiscoR WERATLMEMNEBIERR , UIESHRNMR, XRANEFIHIREEBUAESHHIE
HRRERE , NMREERNZENEFVIERE.

~
AR AWML ERNENE S RRENENNRBMEREE,

1RABIERREE !



« MABRT , BRIEMNBIEBERIRE N &G MRS,
- EEENTLEHBE LNBELTLRRENSH , FSMEEHBRNGUI , BFWIRELESSE
B+, REIEFEMENTL SR,

MONITOR  WILANs CONTROLLER  WIRELES5 SECURITY MANAGEMENT COMMANDS  HELP

Wireless = 802.11a Global Parameters

w Access Points

All APs General Data Rates**
» Radios
802.11a/n/ac/ax 802.11a Network Status Enabled & Mbps
802.11b/g/n/ax
Dual-Band Radios Beacon Pericd (millisecs) |1@0 | 3 Mbps
Dual-5G Radios .
Global Configuration Fragmentation Threshold (bytes) |2346 | 12 Mbps
» Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximum Allowed Clients |200 | 24 Mbps
} AP Group NTP RSSI Low Check (] Enabled 36 Mbps
I ;Rg?qIJThreshold (-50 to -90 |-ao | 48 Mbps
. 54 ops
RF Profiles 802.11a Band Status
FlexConnect ;
Groups Low Band Enabled CCX Location Measurement
» FlexConnect ACLs Mid Band Enabled Mode [ Enabled
High Band Enabled
E}e;:;i:l:gﬂt VLAN TWT Configuration ***
Network Lists BSS Color Configuration *** Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color [ Enabled Broadcast TWT Suppert Enabled
Metwork

5 GHz o4 B By R A SR R




CISCO

MONITOR  WLANS

CONTROLLER  WIRELESS SECURITY MAMAGEMENT

COMMANDS

HELP

Wireless 802.11b/g Global Parameters
+ Access Points
All APs General Data Rates**
» Radios
802.11a/n/ac/ax 802.11b/g Network Status Enabled 1 Mbps
802.11bfg/nfax
Dual-Band Radios 802.11g Support Benabled 2 Mbps
i B period (milli [100 | 5.5 Mby -
Global Configuration Eachin:Rerind finilisecs) = P
» Advanced Short Preamble Enabled 5 Mbps
Fragmentation Threshold
ek (btes) [2346 | 9 Mbps Supperted v
b AP Group NTP DTPC Support. Enabled 11 Mbps
» ATE Maximum Allowed Clients |2IJD | 12 Mbps
RE Profiles RS5I Low Check [ Enabled 18 Mbps
RSSI Threshold (-850 to -S0
FlexConnect dBm) |'BU | 24 Mbps Supported ¥
Groups 36 Mbps
CCX Lecation Measurement
¥ FlexConnect ACLs 48 Mbps
FlexConnect VLAN Mode Uenabled 54 Mbps
Templates

BSS Color Configuration ***

Network Lists TWT Configuration ***

= 802.11a/n/ac/ax BSS Caolor [ Enabled

Target Waketime Enabled
Network
- REM Broadcast TWT Support Enabled
RF Grouping

2.4 GHzTo 4 BB P MY BRIABUIE IR =R

EEERF:

ST LAEFACLISIGUIZ RS AT R AV SRR =R -

1B CLIXN T4 EB802.11bHITHF IR :

config 802.11b disable network
config 802.11b 11gSupport enable
config 802.11b 11lnSupport enable
config 802.11b rate disabled 1
config 802.11b rate disabled 2
config 802.11b rate disabled 5.5
config 802.11b rate disabled 11
config 802.11b rate disabled 6
config 802.11b rate disabled 9

config 802.11b rate mandatory 12



config 802.11b rate supported 18
config 802.11b rate supported 24
config 802.11b rate supported 36
config 802.11b rate supported 48
config 802.11b rate supported 54

config 802.11b enable network

2 BEGUIZA/IEA :

- EEURLLEFR[ LEENENBERR | FSMEEFIFHGCUI , EFEWirelessiE I+ , A
J51%$802.11b/g/n/ax , iEFENetworkiE T+ , & /5% #F Data rates ( Disabled. Supporteds},
Mandatory ) P& HYIED,

3.5EKTCLHB802.11aCLINS IR -

config 802.11a disable network
config 802.11a 11lnSupport enable
config 802.11a 1lacSupport enable
config 802.11a rate disabled 6
config 802.11a rate disabled 9
config 802.11a rate disabled 12
config 802.11a rate disabled 18
config 802.11la rate mandatory 24
config 802.11la rate supported 36
config 802.11la rate supported 48
config 802.11la rate supported 54

config 802.11a enable network




ABIGUIZA/IBA :

- BEERTLEFREELZMENBEERR | ESMBEHRHGUI , EEWirelessit T+, A&
Ja&#E802.11a/n/ac/ax , REIEFEMZET <. NBERREFEMBNED (ZAH,. IHFER
Bl )

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless 802.11b/g Global Parameters
w Access Points
All APs General Data Rates**
« Radios
802.11a/n/ac/ax 802.11b/g Network Status Enabled I Mbps
802.11b/g/n/ax
Dual-Band Radios 802.11g Suppart Benabled 2 Mbps
Dual-5G Radios <o il | | b : S
Global Configuration BeasonRuciod millsecs) 160 5.5 Mbps
» Advanced Short Preamble Enabled 6 Mbps
Fragmentation Threshold
Mesh (bytes) 2346 | 9 Mbps Disabled w
b AP Group NTP DTPC Support. Enabled 11 Mbps
» ATE Maximum Allowed Clients |EDU | 12 Mbps
RE Profiles RSSI Low Check [~ Enabled 18 Mbps [Supported |
RSEI Threshold {-60 to -390
FlexConnect dBm) [-80 | 24 Mbps Supported v
Groups 36 Mbps
CCX Location Measurement
b FlexConnect ACLs 43 Mbps
FlexConnect VLAN Mode Uenabled 54 Mbps
Templates
Network Lists BSS Color Configuration *** TWT Configuration ***
- 802.11a/njac/ax BSS Calor ] Enabled Target Waketime Enabled
Network
» RRM Broadcast TWT Support Enabled
RF Grouping

BiEATLBE802.11bHN BB & HiER




CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP
Wireless 802.11a Global Parameters

v Access Points

All APs General Data Rates**
» Radios =
802.11a/n/ac/ax 802.11a Metwork Status Enabled & Mbps
802.11b/g/nfax
Dual-Band Radios Beacon Period (millisecs} | 100 | 9 Mbps
Dual-5G Radios ) -
Global Configuration Fragmentation Threshold (bytes) |2346 | 12 Mbps
b mdaneed DTPC Support. Enabled 18 Mbps Disabled w
Mesh Maximum Allowed Clients |200 | 24 Mbps
» AP Group NTP RSST Low Check () Enabled 36 Mbps Supported ¥
v Kt EBS?HI]ThrEShD1d {-60 to -90 |—a|:} | 48 Mbps
. 54 Hbps [Supported v]
RF Profiles 802.11a Band Status
FlexConnect :
Croups o Eand Enabled CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
High Band Enabled = 2
FlexConnect VLAN TWT Configuration ***
Templates
Network Licts BSS Color Configuration Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color ) Enabled Broadcast TWT Support Enabled

Metwork

BIEATLHE802. 11N IR ER,

ERAREI2 — EFTHE

BNERBEEBCHERINNEERLTLIMENER , LBE2THABRERLTLER. B, H—
LEERHARNER/MEXEERZETLBEEAXNRUANNZER , SEHE, HRKPMEME
S, IMPRAE/FS —TER/BEEANRFZFAUNER - LKETEN S —MER/EXTHEET.

HEEAFTEXEN , RERERELLRBFARATHESBEERSME XN EE S F/HELAN
FMEH

EXRERT , AFBREHSEELE QLB TREHETHEAS, YREFEQEA SR
EREMHHNENEREX BN , TEASHTAARNE , #ATLLFEAE RN TLHE
B IR .

HAE{EREFI802.11b(2.4 GHZ) M IERMEAF |, H HELLB1(802.11a)NZTIRAS N IEIMER
B, BB E 3 ([ &

BUTR BiR 3 A R (K] B 2R /3t X ACRD AR S A IE B T S BUe) B Ay B3R



1. B 5 R Status B 0 WIAE T4 BB EAVRES | RS Elwirdess>Ap>

> | nterfaces

.Check for the Regulatory Domain:Not Supported.

All APa > Detalls for _
i T s %) | wigh i 2| i

Etharnat Intarfaces

=
Ehpnratinnel Slalus 1w Unscast Fackels e Uadcast Packels  Ta oo Unicast Mackels e Mo L bcast Padbols
U AZ80L LadDaas An0az 3871317
[ ATRIRETIHD o 3 &
Hadio Intartaces
Musnbeer of adee nterleces 2
NP ol ara e
Madlbi Shate EOET Stale
L] =]
i (|
Hadee Slote Radio Interfscn Tvps  Modais Tyes Sub Bamd Adman Ftstus Opor Status Cluanmer 51 Adman Status  Clmanair/ 51 Oper Status rv omakn
] B L ABSAT - - Tnakse BEwWN Enabls BowN Susparted
3 BOIL LAl ae . . Enante CowN Enstin oW Mon Supmoried

LAN Forts

802.11 AH T#E A S BREE /M X E HliE X 15 R 25 BT 4k Bk

2.BREE RIRSA FEnabledRZ :

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Wireless 802.11a/n/ac/ax Cisco APs > Configure

+ Access Points

All aPs
» Radios
§02.11a/n/ac/ax General
802.11b/g/n/ax
Dual-Band Radios AP Mame T ——
Dual-5G Radios T TR
Global Configuration
» Advanced Operational Status DOWN
Slet = 1
Mesh

T4 8B802.11a LEA R EBRS

3.# R Wireless > Country T BYAPZE & v & 1Y B 3R/1th X X558 I Enabled:




CISCO MONITOR  WILAN: CONTROLLER ~ WIRELESS SECURITY

MAMAGEMENT

COMMANDS  HELP

Wireless Country
* Access Points
All APs
» Radws
B2 1 1aln acf s
B02. 11 b/'g'n/ax
Dusl-Band Radsos
Dual-5G Radws
Global Configuratson

AR E R/ XAE 5K

List of access pomnt models and protocols supported per
country and requlatory demain

Configured Countiry
Code(s)

CN, IN

Rz LR

B8R

1.7EAP L AT E M B SR/ X85 , LB FRadio 1(802.11 a):

CISCO

Wireless All APs > Details for IS

MONITOR. WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT

COMMANDS  HELP

w Access Points
all APs

_ General | Credentials | Interfaces | High Availability | Inventory | Advanced

» Radios
802.11a/nfac/ax
802.11b/g/nfax
Dual-Band Radios
Dual-5G Radios

Global Configuration

Regulatory Domains
Country Code
Cisco Discovery Protocol

AP Group Name

b Advanced
Statistics Timer
Mesh :
Rogue Detection
b AP Group NTP o
= Telnet
F ATF =
= 55H
RF Profiles

MSI Ports State

FlexConnect Groups TCP Adjust MSS (IPv4: 536 - 1363, IPv6: 1220 - 1331)

b FlexConnect ACLs LED State

FlexConnect VLAN
Templates

Network Lists
b 802.11a/nfacfax

LED Brightlewvel

LED Flash State

b 802.11b/g/n/fax

REEARZEMENER/MMX

CN {China)

default-group ™

Global Config v
Global Config v
Global Config v

|ZII

O

[l Enable v

o Ja-s
@A

(1-3600)seconds

2 HRF MR OB T THERS , BRAFEREE5 GHz:



General [ Credentials | Interfaces | !qu_hma%llbﬂlv | Inventory | Advanced | Intdl_gentca_pmre |

Ethemnet Interfaces

COP Configuration

Ethernaet Interfaces CDP State

0

Interface Operational Status Tx Unicast Packets Rx Unicast Packets Tx Non-Unicast Packets Rx Non-Unicast Packets
GigabitEthernatn e 84856797 261416506 0 156158298

Radio Interfaces
Rumbar of Radio Interfaces 2

CoP Configuration

Radio Slots CDP State
]
1
2 O
Radio Cleanfir /ST Admin CleanAir/S1 Oper
Slot# Radio Interface Type Module Type Sulb Band Admin Status Oper Status Status Status Regulatory Bomain
L1} BO02. 11b/g/nfax - = Enalile ue Enabla up Supported
1: 502, 113/n/ac/ax - - Enabile 3 Enable [ Supported_|
2 802,113/ n/ac/ ax “ = Disabla DOWN LY NA Supparted

BRAPEERASNUp A FEFIE

EARGI3 — SBE#E

S5 73 [EfE R HE 1T IXSM ( 2.4H15 GHz ) RIFNEFF inseB B FHEE DL M5 GHz AP, ©EY
HE3R2.4 GHzfE B LR RIS GHzEEXN B inEAR S| 0 , HBEE iR Uk E#ES GHz L
B,

B R AU IIEE S B X 15802. 1 1InH MR T F~ Iiit R 5GHZIER , (B MAUERER BHEXFE
HFHWLAN ( EANRABREFZE MK ) £, EAECAESBUSHFER NIz,

o
A EERAZE , BRESNTES AT TR R,

FEWLAN E 5 RIBOE RS IR

« GUI:ZMEIWLAN > Advanced > Client Band Select /5 FiBand Select > Apply:




WLANs > Edit T

| General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel 18
Override Interface ACL

Layer2 Acl
URL ACL
P2P Blocking Action

Client Exclusion 2

Maximum Allowed Clients
&

Static IP Tunneling 41
Wi-Fi Direct Clients Policy

WLANT B9 31 B 14 $32 3% 1

Enabled
Enabled

36000
Session Timeout (secs)
MEnabled

[CEnabled
IPvG

IPv4 | None ™

None
MNone
None v

Disabled ~

Enabled 60

Timeout Value (secs)
0

[TJEnabled
Disabled v

DHCP

DHCP Server L] override

DHCP Addr. Assignment Required

Management Frame Protection (MFP)

MFP Client Protection 4 | Disabled w

DTIM Period (in beacon intervals)

802.11a/n (1 - 255) |1

802.11b/g/n (1 - 255) |1
NAC

NAC State | ISE NAC v

Load Balancing and Band Select

Client Load Balancing

I Client Band Select

IE_D

CLI :

(WLC) >config wlan band-select allow enable

FERAZEMI4 - 802.11K

802.11k:802. 11k ABEFIRIIBEEN B IRIB BB BREAPHIIR, B RAIRERA I RIETR
HRSSIHE , A AIRERB B, BEFRELVEIIREEENAPLEVEFNES , HERERF

MY MRENIEE . HETUE A T X 35802. 11k B P i o

BERSBESRNSER

« GUI:SMEIWLAN > Advanced > Neighbor List# /5 B Apply:




MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEME

WLANSs > Edit T

General | Security | QoS | Policy-Mapping | Advanced

Lync
Lync Server | Disabled wv |
11k
_NeighborList {4 Enabled
Neighbor List Dual Band D Enabled
Assisted Roaming Prediction Optimization D Enabled

802.11ax BSS Configuration

Down Link MU-MIMO Enabled
Up Link MU-MIMO Enabled
Down Link OFDMA Enabled
Up Link OFDMA Enabled

2R RAMKEIR

CLI :

config wlan assisted-roaming neighbor-Tist {enable | disable} wlan-id

ERRAIS — BERE

FENER TR , TARR, EMRNESFEEASE—MEET , ARSHFUHE, fiw, W
REMMNBESHN —NEE , WEFIRTUEBEESRBIEFRHERNEE,



LtIThEER 95 GHZIMER Rt , B A5 GHzAEEHMIIEEERFEE , XEEFETUEAGE—R , BX
ZEFREEFESNEE, RRINBERT , EEREN20 MHz |, &7 L8 N%|40 MHz, 80 MHzE{160
MHz, MIREHANEE , WBENFEEBELRY, Alt , IREELEREXRLZEAR , B
FA It ThEERt AAREE,

BEHAEEREZ4IO MHZNS R :

« GUI: % E|Wireless > 802.11a/n/ac/ax > DCA > Channel Width > 40 MHz > Accept Prompt
> Apply:

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method (®Automatic Interval:| 10 minutes v | AnchorTime: 0 v
OFreeze Invoke Channel Update Once |
(OFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [_] Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wicl (10.229.242.8)
Last Auto Channel Assignment 190 secs ago
DCA Channel Sensitivity Medium v (15 dB)
| Channel Width (®20 MHz |0 40 MHz (080 MHz (0160 MHz (0)80+80 MHz (O Best
Avoid check for non-DFS channel D Enabled

BINEEREIRE 20 MHz



802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method (®Automatic Interval: 10 minutes v | AnchorTime: 0 v
OFreeze Invoke Channel Update Once I
OOFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [7] Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wlcl (10.229.242.8)

Last Auto Channel Assignment 190 secs ago

DCA Channel Sensitivity '.Medium v (15 dB)

Ichannel Width (020 MHz ® 40 MHz )80 MHz (0160 MHz ()80+80 MHz ()Best
Avoid check for non-DFS channel D Enabled

DCA Channel List

Channel_widthi& & }140Mhz

CLI :

(WLC) >config 802.11a disable network

y

(WLC) >config advanced 802.11a channel dca chan-width-11n 40
(WLC) >config 802.11a enable network

FERAZERBHI6 - QoS

QoSH RS RE A TRIBWLANERBEREMNML LR, BULRHESTREWLANEENEA B
£QoS , FEREFIWLANS BN EAMMQ0S , AERRINQoSH Az H 2 EFFEHMRE

o

EWLAN LB E B £Qos TR -

« GUESMEIWLAN , EFEWLAN ID > QoS , A RS E(QoS)RENAE (1BF ) :




MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT

WLANSs > Edit '

. General | Security | QoS | Policy-Mapping | Advanced

Quality of Service (QoS) Platinum (wvoice) -

Application Visibility Enabled

AVC Profile AUTOQOS-AVC-PROFILE ~

Flex AVC Profile none

Netflow Monitor none W

Fastlane Enable
QOSERENAER

CLI :

(WLC)> config wlan gos wlan_id platinum
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