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EAPL  HITUTHS

<tfroot>

#

show dot 11 w an

Radio Vap SSID State Auth Assoc Switching DHCP
00

Power

UP Central Central Central Local
01

guest Test

UP Central Central Central Local
0 2 DOWN Central Central Central Local
10

Power

UP Central Central Central Local
11

guest Test

UP Central Central Central Local
1 2 DOWN Central Central Central Local
20

Power



UP Central Central Central Local
21

guest Test

UP Central Central Central Local
2 2 DOWN Central Central Central Local

X FFlex AP:

<{froot>

#show fl exconnect W an

Flexconnect WLANs:
Radio Vap SSID State Auth Assoc Switching
00

Power

UP Central Local Central
01

Cuest Test

UP Central Local Central
2 DOWN Central Local Central
DOWN Central Local Central

0
03
0 4 DOWN Central Local Central
10

Power

UP Central Local Central
11

Cuest Test

UP Central Local Central

1 2 DOWN Central Local Central
1 3 DOWN Central Local Central
1 4 DOWN Central Local Central

WMRSSIDREREMEF , WRABAREHIREENIRCHREENHAR. BERIEFICHEEX
HEE,
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RIEEWLCENENERMXEREE T ERMXAEB, APKIS #ESSID, BR/tXABAE
TEHEE  ZEREEXL THELX AT EREE, HRMNERIIERKE,

MRRBEMWER/MXRE , APTERELZZATEANGE  AHECLRIBETLELT
ZERRSUARENIE,

MGUI

Configuration > Wireless > Access Points > Country

v Country
here for list of access point models and protocols supported per country and regulatory dormain, = Apply
Selected Country H
Regulatory Domain
802.11a/nfac: [ Indoor: -DN®, Qutdoor: -DN* ]
802.11b/g/n: [ Indoor: -A*, Qutdoor: -AN* |
802.11ax/6 GHz: [ Indoor: ]
Country Code Name
AE United Arab Emirates
MRAREEEFER/MX , FMNATAFIRPEFRHADPMZER/MX,
MCLI
<#root>
#show wirel ess country confi gured
CLI;R4l:
#show wireless country configured
Configured Country......uvuvennnnnnnnnnnnnn IN - India
Configured Country Codes
IN - India 802.11a Indoor,Outdoor/ 802.11b Indoor,Outdoor/ 802.1

MRABEEEBHNERMX , FROTHARETEE



#conf t
#wireless country

AUFAPAIA B & 34 Y B 3R/ 3 XKD

AR MERERIEATEA

— ROWE IERAP,

T -row AP, ATRELEAP AR B XA P HY E R/t XA, UBERFESEBRFEMR.

MGUI

SME :

Configuration > Tags & Profiles > AP Join > Select AP Join Profile > General > Country Code

Configuration~ » Tags & Profiles~ > AP Joi Edit AP Join Profile L

AP Join Profile Name
powermode
default-ap-profile

1 10

Je

WLC GUI >% 3>4& » @&

v

General Client CAPWAP AP Management
MName* default-ap-profile
Description default ap profile
Country Code N - @
Deployment Mode Default v
Time Zone ® Not Configured
Use-Controller
Delta from WLC
LED State -

Security ICap QoS Geolocation
OfficeExtend AP Configuration

Local Access v

Link Encryption o

Rogue Detection

Provisioning SSID <

Antenna Monitoring

Antenna Maonitoring

RBR MRERMBXRBAEE , BT MATRERITRIE



Configuration~ » Wireless~ > Access Points

% All Access Points

Misconfigured APs

Total APs: 2 O Teg: LSC Fallback : Select an Action ¥

Rt

Multipla APs can be configured at once from Bulk AP Provisioning feature
Admin AP i Power |
AP MName 3 AP Model i Slots i Status Up Time :  IP Address :  Base Radio MAC : Ethernet MAC :  Mode Capabli
e
APCADG.6672.72E0 Llil  CW9166D1-MR 3 ] 15days21 s 4 77 92 193 6B71.6135.c4a0 c4dB.6672.72e0 Flex Yes
24 mins 15 secs
APG849.92CG4BABD Ll CW31661-ROW 3 ® Odays 16R1S8 0 106 107242 €438.7e51.3480 6849.92c4 babd Flex Yes

mins 31 secs

FR2: BRMERAZXRE

IE B AR E S/ X BB IFAPE HlE,
BFSEANUTIER

EEMUER

APBIEEH; ( Wi-Fi 6/6E/7FMeraki AP )

\%E%b

B/ 3 . Wi-Fi 71AP

B % , £ Ahttps://apchannels.cisco.com/3 iE 4% & E 3R /ith X M R R 4 MR A AP 2 1
CWO7xRFIAPEAEANSKU/PID , HEAMUELKET , RAKNEXRFTRETEHN,
XEAPERNT AR —HERSR/M XA !

GPS/GNSSith 3 E

MHHERAPH ITE THIEE RN &AM
MMerakitZ I EHRER
B HIBCE S

KIEAP LAY E SR/ X


http://%20https://www.cisco.com/c/dam/assets/prod/wireless/wireless-compliance-tool/index.html
https://apchannels.cisco.com/
https://apchannels.cisco.com/
https://www.cisco.com/c/zh_cn/support/ios-nx-os-software/ios-xe-17/products-technical-reference-list.html
https://apchannels.cisco.com/

#show apifE

WLC#show ap Summary
her of APs: 4

L

CC = Country Code
RD = Regulatery Domain

AP MName Slots AP Model Ethernet MALC Radio MAC cC RD IP Address State Location
APBCBS. B15A. CA40 8c88.815a. cadd
Training-AP 8

CO185AXI-D Gcdb
g 3

LD edde

Bl b L

.B14F. 04EQ

<#root>

#show ap nane

config general | inc Country

#show ap name AP8C88.814F.04E0 config general | include Country

Country Code : Multiple Countries : IN,RO,SR,UA,US

Regulatory Domain Allowed by Country : 802.11bg:-AEA 802.11a:-ABDENA 802.11 6GHz:-BE

AP Country Code : US - United States

Country Code Resolution Method : Regulatory Activation File



MRRBEEER/MXAE , ESALER
. https://www.cisco.com/c/en/us/td/docs/wireless/access_point/technical-reference/global-use-ap-
dg.html

s 4 APEERZE
APEEREDRIEETLLBRIFZET. BRERFAPEESMR,
IS

« FmFRFHAPHERER
o RSB BRI AR BIR

)
EE  MRERAREE  BRRTEIXHNDS,

KEAPEAYBER
APB811.4B52.CB38#show cdp inline_power

Power_Requested(mW) Power_Available(mW) Power_request-ID Power_management-ID

22500 22500 34980 10

REXRYEARHENER

<{froot>

Swi t ch#show power inline

ol

Switch#show power inline tenGigabitEthernet 3/0/7



Interface Admin Oper Power Device Class Max

(Watts)

Te3/0/7 auto on 22.5 AIR-AP2802I-D-K9 4 60.0

WMRAPKRIREBEBHBIR , Al UBTAPIRHI & BB THIA

RIBE

Jun 10 15:06:54 MarineTower-APl1 powerd: send ipc_socket_process: 7
Jun 10 15:06:54 MarineTower-APl powerd: ps: Power mode: Degraded/Reduced Power, power_detection: DC_ada
Jun 10 15:06:54 MarineTower-AP1l powerd: ps: End: System running on low power @ 30000 mWatt from portO

Jun 10 15:17:09 MarineTower-APl kernel: [*06/10/2025 15:17:09.6554] systemd[1]: Starting Check /tmp dir

W= 5 REREE (SNEFAP)

X THAEPAP , MAUEERL |, T/ iwA RN FIERESISSID, EASAPESHEZRERBIIXE
HR&EHS,

EMAP CLIHITIIE , THITUTIRE :

#show controllers dotllRadio <0-3> antenna

PRIC/EL & X BB R &R

B 1 WLANRBR S BAP{E A B KBS FR1C

fECatalyst 980024188 & | APRIEWLANG S 1E 5 BLAAPH F AR 12 Bt = I 3ESSID, FHIRZ
FWLANGS E 2 2R B8 Bl & 304

Configurations > Tags & Profiles > Tags > Policy > Policy Tag



Configuration - > Tags & Profiles~ > Tags Edit Policy Tag x

Palicy Site RE AP A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag
—
Name* default-policy-tag
Policy Tag Name
Description default policy-tag
test
O, - .av-poLicY Maps: 2

1 10

WLAN Profile Y Policy Profile T
Pewer default-palicy-prafile
guesiTest default-policy-profile

1 0 -

RLAN-POLICY Maps: 0

FE 2 ®EENFRC

WIFAPFRICREEEIEY , URFRCAHTSIAMNVEE X4 RERK.

CLIfs

#show ap name APB811.4B52.CB38 tag info

s

<#root>

#show ap name APB811.4B52.CB38 tag info
AP Name : APB811.4B52.CB38
AP Mac : b811.4b52.cbh38

Applied Tags :

Tag Type Tag Name

RF Tag default-rf-tag
Site Tag default-site-tag
Policy Tag default-policy-tag
Tag/Profile Type Misconfigured
RF Tag No

Policy Tag No



Site Tag Yes
Flex profile No
AP join profile No
2.4CGHz Rf Profile No
5 GHz Rf Profile No
6 GHz Rf Profile No
2.4GHz slot 0 Radio Profile No
5 GHz sTot 1 Radio Profile No
5 GHz sTot 2 Radio Profile No
6 GHz slot 2 Radio Profile No
6 GHz slot 3 Radio Profile No
AP Country Misconfig No
Resolved Tags

Tag Source AP

Tag Type Tag Name
RF Tag default-rf-tag
Site Tag flex-qos

Policy Tag default-policy-tag

Configuration > Wireless > Access Point

W All Access Points
Total APs 11 %

lCmﬁg.rctim Status “Is equal to" Misconfigured x] ?

Misconfigured APs

Country Code : 0

LSC Fallback : O

Select an Action v

Multiple APs can be configured at once from Bulk AP Provisioning feature

WLC
Admin Association AP
AP Name i AP Model :  Slots Status Up Time :  Uptime IP Address Base Radio MAC :  Ethernet MAC i Me
1
APBE11.4BS2.CB38 hlal | AR-AP28021-D-K9 2 ® 21days21 s 13days 180S0 50 g0 19, b811.4b8c.b340 bB11.4b52.cb38 Lot
54 mins 28 secs  mins 18 secs
1 10 ¥ v]

AP Operational Configuration Viewer

APBB11.4B52.CB38

WLANs and Policies
default-policy-tag

WLAN = Power wian = i guestTest

S50 : Power S50 : guestTest
Pakcy Q) : default-palicy-pro... Poicy @  default-policy-pro...
WLANID : 1

Secury - WPAZ (PSE)

WLANID : 1
Securiy : WPAZ (PSK)

Site properties
Misconfigured Local

Tag Applied - default-site-tag

Tag Reschved ; flex-gos

5 GHz Band : tost

Su

Fndio. Profie : dofault-radl
Siot 2 Radio Profie - default-radi

AP Join : defaul-an-profle
LED Saatn ; )
Rogus Datection ; )

|

RF properties
default-f-1ag

2.4 GHz Band - Global Config
Slot 0 Radio Profie : defaut-radi



EARHIS , WRREARIEN BB R IR, APEIFREEIT N flex-qos , BZARMEEWLC LT BRE

o

EAWLC LAY B RbRiC EXTEC EAP A R UL R &

KiERX &

« BARWLC L ERSERLEAE B X H

- RIFRA SN EBNIFICHRE I TMHEE

B 3 | AR XNAPHE & 1%

NFARMBERAP , FRRAP ARG, PREGRIUEMPRDHCPEERBEENX . EHERXT
, WLCEET CAPWAP#ZFIRZEFELE ( 2IESSID. RLRE ) HIXEIAP,

Configuration > Tags & Profiles > Policy

Configuration = > Tags & Profiles~ > HiaalEel A el

A Disabling a Palicy or configuring it in 'Enabled” state, will result in loss of connectivity for clients associated with this Policy profile,

Admin T Associated @ T

Status Policy Tags Policy  General Access Policies
| —
® % defan,
Mame*
1 10 »

Description

Status

Passive Client

IP MAC Binding

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

QOS and AVC Mobility

default-policy-profile
default policy profile

enssleo [
. DISABLED

enasieo [}

. DISABLED

:

Al

—

H%R 4 FlexBLEXHHARELBERVLAN

Advanced

WLAN Switching Policy

Central Switching

[. DISABLED ]

Central Authentication

Central DHCP

Flex NAT/PAT



fEAFlex APRY | MR IEFIexEl B A MR E E XA P EPELE TVLAN, #H3FE , IRVLANF
EFlexBBX MM , MAEWLC GUIBEHREREBENE,

9800-L Wireless Controller Welcome ipadmin | & & A # MO
Total Events : 4 Detailed Insights &
shboard Events
May 22 10:13:28 Severity:
Network - :
o e WielossiLANS Access POiNts  chassis 1 ROJO: wned: CRITICAL, 6871.6135.c4a0
il 4] = 4 (0 VLAN ID mapping for vian interface : test12345 57
configured under policy profile : flextz is not present in
5 GH —
o 0 - 24 (’]1.)_ flex profile : default-flex-profile. WLAN : test123 4¢
24 G cannot be pushed to AP. Please add vlan-name-id
el o Not Joined (

mapping under flex-profile

Configuration > Tags & Profiles > Flex

Configuration = > Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security

-+ Add
Flex Profile Nar

i VLANName Y ID Y IngressACL Y EgressACL Y

default-flex-pre, =2 52
: 1420 1420
WLANDOTD 10

H b 5]

TRENBERBEERE
REEPRREFIXFHBECENFENE , EABURT & in S MBE 4 Ihae.

- REEPRRFATNIEFABELLEE , EABURTHERE, EXMERT , FRHRTEQN
APEHR , BMEAPEX L(EE LT 1%,

- BARIEFEFIRIRENUE , ABRREENCENERESXEREZRE.

c RETTEESSBUBHREMBEEF R RE , BHFEFREEMNAPEREZNEIRmER
& R

AP R ZIEEFR



BUNEEFRREF LEALGSRIEFESIRES EREKETER

netsh wlan show networks mode=Bssid

HHESEREFAHENEINAEBSSID, R % S R EIRAP BSSIDZ NN FTE HAth
BSSID , MR BAZAP A RERAE W ST

ZiRFIAP ERYWLAN BSSID , iF&8Id SSHEZESIAPH AT

<tfroot>

show controllers dot1l <0-3> w an

T

WLANs and stats:

radio vap id mac ssid state
1 0 90:E9:5E:85:FF:6F Guest_test UP
1 1 90:E9:5E:85:FF:6E Guest_BYOD UP
1 2 90:E9:5E:85:FF:6D PSK_Client UP
1 3 90:E9:5E:85:FF:6C testl23 up
1 5 90:E9:5E:85:FF:6A testl23 up

T—ZRHIITOTARIR , # —TRIUEAPRE ETERIEFET.
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