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AR STHEA B ] 7 #R M B B Cisco Catalyst 9800754 LAN#E #25 (WLC) EFIAAAZE 1Z,
FoRFM
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Cisco BB THUTER :

« AAMABHBRIEES , @IERADIUSFIEAPTHMY
- T BEMREIZF(WLC)IREME & TERE
« 802AXE BRI FEAMIEPER

o EARVMARRIZHEPKNFEBZE R RE

£ FRY4E ¢+
AXEPHERETUTREFE IR

« Cisco Catalyst 9800 R 5l To 4k LAN#E i 25

o BMERF17A8ARESRAE ( LREZIFAAAZTFIIEE )

-« ENAAA/RADIUSERSS 22 89 B R & 43 AR S5 51 2 (ISE)

« ¥#802.1X. EAP-TLS. EAP-PEAP, MABFIPSKH M L& A% &

AXHEPHNEEHRETREXRERNEFNREZEEN, AXEFEANARRZRAERAR
(BN ) BBE. MREHMBLTENRS , FERRETRAERTHIBERRE,

b B /=
B 515 /%\

BHRWIEFE ( 1802.1X ) kB T ENME M RIFRSSS ( MRADIUSHRS S ) WEE., HELB
M EIBF(WLC) T2 R RE 2B RBE A AN |, TEF IR A EZERISSID , SRS ST
o WLCAHIEEFIRRE , ERHHRIERI,

MIRAS17.18.1FF 84 , AAAETZIHAE S iF Catalyst 9800 WLCK & B P iw#t 1T B A 1AL |, Bl
AAARSSERFERAETFHNSARIEZFAMESTIA., XEBRD TAAARRS 25 BT HA B /Y RS
Wi, FHRIF T TENE P IRER,

HEARER RN HFlexConnect ( FREBRIE ) ERA TEITH , KFAAAZRFHLH,



Cisco Catalyst 9800 WLC EBYAAAZE 1ZIHEE :

B EHRIE ( M TiHRIAAARS SR ) : WLCEARADIUSHEF RS HARIIERELSE
BB HAAARRS 2. —B RS E%RE Access-Accept , WLCANEF i A RILIFMAE S At
FHEHAAAZRES,

EPIREHERE ( SAAARSSHTEN )  MREFIGEEEENSKE Il EFIERE

, IWLCSEWEHAMAAARTE, MRFEERNEEFHE , NEFEKRAAARSSHNER
TERFMEHEINPR.

HEEIR Y E - MRAAARS BB TRERBRKEML LR , WLCHHEFE A EFHRIE
FEFIRHTERRIE , BRZTZS 54K B PR 8 B E.

SETFETHMNIE  AMEETFNZXE RGN BETEE. BRIARFIFEN B N24/068 ; F
ITRERENOAFERE KT IH, REFHEHEFFESHEENREE , WIWLCERA
B AAARRS BRI 1T B BRI,

VK-WLC#show aaa cache group VK-SRV-GRP all

IOSD AAA Auth Cache entries:

Entries in Profile dB VK-SRV-GRP for exact match:
No entries found in Profile dB

SMD AAA Auth Cache Entries:

Total number of Cache entries is 0

WNCD AAA Auth Cache entries:

MAC ADDR: C4E9.0A00.B1BO
Profile Name: VK-CACHE

User Name: vk@wireless.com
Timeout: 28800

Created Timestamp : 09/18/25 15:28:54 UTC
Server IP Address: 10.106.37.159

AAAE T ZIFH SR IRIER B BE

EAP-TLS

« XAMSCHAPV2HYEAP-PEAP

MAC & A 51iF 4517 (MAB)., MAB+PSKHIMAB+802.1x/iPSK

[

FBR 1 EWLCLRIMAAARRS 2%

B SR AAA(RADIUS) RS 28R INEI TT & LANSR£I88 . X AT LB GUITRCLISE AL o

GUIA % : §fnZlConfiguration > Security > AAAF R INBRS 85



bl Cisco Catalyst 9800-40 Wireless Controller wecome vk | # T A B & W@ o Q ® Foeoback | 4 @

socurity™ > AAA Showsietow () Edit AAA Radius Server x
+ AL Wizard General S
Mame* VE-ISE
Servers f Groups L]
Server Address* 10.106,37.159 -
t Now Kay
Servers Server Groups Auth Port 1812 Confirm God Server Key
TACACS+
Name Acct Port 1813 VRF =

corti

100106, 3623
isalab
100127.197.31

WK-ISE

CLIJZ% -

radius server VK-ISE
address ipv4 10.106.37.159 auth-port 1812 acct-port 1813
key Ciscol23

WS ERIEENIPHL, SHARIERAO, idtkik AMEZ4P BB HVK-ISEFNRADIUSHRS &5
%B,

SR 2 SIEAAARTFELE X (XBRCLI)
HBAMBERBXHUELEETH. LSBRIGERTCLL

aaa cache profile VK-CACHE all

WEHolRENVK-CACHEN BEREBXMH , HEAMES RN HRIIXANERS.,
HIR 3 BIRIRS B HMERADIUS RS BS ME 178l B S04 ( {XBRCLI)

BIZRADIUSERS 24 | RERAAARRS 27 , BLE & 17 EIHI MRS R & 0 W IE B & XX o

aaa group server radius VK-SRV-GRP

server name VK-ISE

cache expiry 8

cache authorization profile VK-CACHE
cache authentication profile VK-CACHE
deadtime 5

radius-server dead-criteria time 5 tries 5



XAWRT :

.« B E HVK-SRV-GRPH IR 55284

« REXVK-ISEARSS 25

« REFEHIAERE 78/

o SRR & 050 UE B B SCAFBR Y EIVK-CACHE

« ARG /AN RRENS T , HHEREENIFEXZHRERN

SR 4 QBB HRIENRERG E
EXEHRIEMBNNGEIIR , HEERSHFAMEFHER

aaa authentication dotlx default group VK-SRV-GRP cache VK-SRV-GRP
aaa authorization network default group VK-SRV-GRP cache VK-SRV-GRP
aaa local authentication default

authorization default

aaa authorization credential-download default cache VK-SRV-GRP

XL N2 IXFHNRIEMMERNIREIRING AR , WERFMIRSB[AMNKL LR

MEHLEWLCEZHRADIUSIRGHB 2B ARERT (NRAFEEE , A TERN S BRI
), EEA

aaa authentication dotlx default cache VK-SRV-GRP group VK-SRV-GRP
aaa authorization network default cache VK-SRV-GRP group VK-SRV-GRP

ERXEREIER , W CEESKENER , REEEFPHRAIALNS KERRRSER , MR
ZEEF RN ORI,

F]|5: METLSHEHBRIE (EPRE )
X FEAP-TLSE M IIE , WLCHIAAARRSS 580 E ERIE B M A Y (CAZL BB RS EFIEH,
f£Cisco ISE ( AAARRSES ) k£

BB IR EES-EPELFREREHLERFR(CSR)
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Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, pasie a base-64-encoded CMC or PRCS #10 cerificate request or PKCS #7 renewal request generated by an exiemal source (such as a Web server) in the Saved Request box,

Saved 8t
e4vencodeq 170K L 1FQFOS FTXgABUIMBGEN yHEt rukHE fuys8/ 4
2 gFOsFTXg) ot PUKHE fwys8/ 4
::dﬁm roquast LPASTAUMGLYAT Y0 K4z cnAmwd GyoNT pagwa W

(CMC o AruHI TN MMKGESGCdWol Lo FYLBIR] IDEFTEE0KED
PRCS #10pr  —END CERTIFICATE REQUEST——
PKCS #7)
]
Template:
Uiser i
Additianal Attributes:
Amributes g
r
| Submit =

Microsoft Active Directory Certificate Services -- wireless-WIN-A2PCO7SFQQM-CA

Certificate Issued

The certificate you requested was issued to you.

) DER encoded or @® Base 64 encoded

Download certificate
Download certificate chain

- BENRIERIEDNHH KRG RREISE LY EIES

ok "Bind™

= Cisco ISE Administration - System
Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks  Backup & Restore  Admin Access  Settings
Gertficate Managament ~  Certificate Signing Requests
System Certificates
USRI ET D Generate Certificate Signing Requests (CSR)
0CSP Glient Profie
A by Click "export” y be signed by an extemal authority. After
Certificate Signing Requests femoved from this st
Certificate Periodic Check Se.
Q view () Export [ Delete Bind Certificate
Cortificate Authority o Friendly Name Certificate Subject Key Length  Portal gro... Timestamp ~  Host
Overview (] Y OsClsc. 2095 Wed, 17 Sep 2025 ENSOL-wirelass

Issued Cortificates

Centificate Authority Certificat...
Internal CA Settings

Certificate Templates

External GA Settings.

o1 signod

aulhority. Once & CSR i bound, il will bo

A

S

v



= Cisco ISE Administration - System O Q @ B @

Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks  Backup & Restore  Admin Access  Settings

Bind CA Signed Certificate

Cartificate Management
System Certificates. * Conifcats Flle Browse... | certnew(19).cer

Trusted Gertificates -
Friardly Name

Vinodh-test2 @
BESP Client Profile
Ceriificate Signing Requests Validate Certiicate Extensions o
Gertificate Periodic Check Se...
Usage
1B EAP Authencation:
Certificate Autharity ~
Overviow

Isswed Certificates
k] ncel

Internal GA Settings
Gertifisate Tomplates

External CA Settings.

- BREBUBRREEAPEHRIEMNRZIERT

= Cisco ISE Administration - System 0 09 @ a m
eployment Licensing  Cenificates Logging Maintanance Upgrade Health Checks Backup & Restore Admin Access Settings e
ot
-t
ilicate Maragemeal - ifi .
System Certificates . rwmwmmeys crvee oy o o ¢
System Certificates .t
f—— § Goneraie Self Signed & mport '
=1
ICSP Gl Profiy
- - Friendly Name Used By Fortal group tag Issued To Issued By Valid From Expiration Date ]
Cestificans Signisg Rsquests =i}
Zentificate Peridic Chaek Se... *rERLI—.
Dataull sesf-sigand server conificats  Adsin, Porisl, IADIS  Defwult Portal Comificats Grews ENSOL-wirpless Resjith ciseocom  ENSOLwitaless Rprith clsco.com  Tew, & D1 2024 Thu, & Der 2028
tifiate Authority ~
inodh-cert EAP Authantication VINOOH wirsloss-WIN-AIPCOTSFOOM-CA  Jhu. 16 Sap 2025 Thu, 16 Sep 2027 ]
Mvarview 3
e e Dataiil seaf- sagasd saml s6nes comt SAML SAML_ENSOL-wiraless dns-birl cise  SAML_ENSOL-wirelsss.dns-bir eise St 0 Dae 2033 Thii, 7 Dee 2028 ]
caln = CNeSAML_ENSOL-wirelass.d acom asem
Sentificate Autmority Certificat m3-Bér1 CiB00.Som i
- AL MRS hentans dee ik sfne N Mmann shen St FURS et o b shorn o Paminte femdras Fodmett Mok B P e RAAS [E—

f£Cisco Catalyst 9800 WLC E :

. EWLCLE4AERCSR
- REVAHA FISERE —CAZEHCSR
« HZERIEPH EEBWLC

Certificates

CA Certificate Device Certificate

CA Certificate
Status: Available
Certificate Serial Number (hex): G1BDZ4E3B4B63B9FAZEFECTOO377C9BS
Certificate Usage: Signature
Issuer:
cn=wireless-WIN-A2PCOTSFQOM-CA
de=wireless
de=com
Subject:
cn=wireless-WIN-A2PCOTSFOQM-CA
de=wireless
dc=com
Validity Date:
start date: @6:56:44 IST Sep 12 2825
end date: @7:06:44 IST Sep 12 2838
Associated stpoints: newcert
W




S 6 RIEAHEAPE B X4 ETR
BB EAPHE B X4 H RS A TEAP-TLSE A RIEMET S,

eap profile VK-EAP
method tls
pki-trustpoint newcert

WS EREAP-TLSEIE A AVK-EAPHEAPE B X4 , HFEE 2B E BB NnewcerthyiE$,

GUIA % : §MZlConfiguration > Security > Local EAPH 8| ZEAPHE & 3 4,

B .l Cisco Catalyst 9800-40 Wireless Controller Weicome st | # % A B & M @ & Q & Foodback | S (
Local EAP Profiles Profile Name® VE-EAP
LEAP
EAP-FAST
Salocted Rows : 0 EAP-TLS
Profle Hame T LEAR T  EAP-FAST Y EAP-TLS PEAP
VK-EAP Disabilad Disabded Enabled
Trustpoint Nama (=1 xv
mrocalens Disabled Disatdad Enabled
« 1 » » 100 =
Y Y] >
FR|T  FHEFRMEAPE E XK A FSSID
B EEHSSIDIERA I EH & 4K IEMEAPE & X 4.
'é'l's';l;' C_,l_:_;t_:t]i')aml‘,r.lzl 9E00-40 Wireless Controller e ik # © A B & e Q = back " [ [
Security
Y D 3 AR
. —
* 2 Authentication List chirfaudt - B
.3 Local EAP Aughentication
EAP Profle Mame VE-EAR v B

wlan vk802.1x 2 vk802.1x
Tocal-auth VK-EAP
radio policy dotll 24ghz
radio policy dotll 5ghz
no security ft adaptive
security dotlx authentication-Tlist default



no shutdown

LEEE :

B1ZSSID vk802.1x,WLAN ID# 2

£ FAVK-EAPEL & 3 44 /5 A A ith & 45 36 UE
792.4GHzFI5GHZ5R B B A Fo 4k B8 3R B
£ A BRIA 5 £ 5 R EHE802. 1X B I
JB831SSID(no shutdown)

SBR 8 TEEFEFH LELNWAFPIEBEE

BRELZEFHEESHRIEFAENAFIER, M TRRERE |, il AActve Directory(AD)IF #Y 1%
Z A LBIEMMC ( MicrosoftE B4 4 ) BWIEH, BELENHE  TEHMEETUS RIEH

> '75 Consolel - [Consele Root\Certificates - Current User]
lﬁ File Action View Favorites Window Help
e s Bz H

v L) Certificates - Current Us A Logical Store Name

> 1 Personal B
> [l Trusted Root Certifichll par Find Certificates...
» | Enterprise Trust .

3 Intermediate Certific | — lE":e'F All Tasks > Find Certificates...

. i il

*| Active Directory User 4 elrrr Neve Windew from b New Certif
> | Trusted Publishers - Active Sy Yindowiirom Here luﬁ W cate...
» | Untrusted Certificate '%Tmﬂe Refresh Impofi..

~| Third-Party Root Cer - Untru:

2 Tusted Prople =] Third- Help Advanced Operations

7| Client Authenticatior || - Trusted Pecple
» 7] Local NenRemovablh __| Client Authentication Issuers
, | Certificate Enrolimer " Local MonRemovable Certificates
~| Smart Card Trusted R v || [ Certificate Enrellment Requests
> | Smart Card Trusted Roots

Request a new certificate from a certification authority (CA) in your domain

> 'Tﬁ Consclel - [Conscle Root\Certificates - Current User]
lﬁ File Action View Favorites Window Help
ol AaN | = ARERESN 7|

Actions
Certificates - Current User
More Actions

Personal

More Actions

v L) Certificates - Current Usi & Logical Store Name

> ] Personal 7
» | Trusted Root Certifici = Truste Find Certificates...
» | Enterprise Trust .

| Intermediate Certific . | Enter All Tasks > Find Certificates...

*| Active Directory User = Intelrn‘ New Wi Pa— z
y @51 Trusted Publishers 7 Active ew Window from Here Requﬁ MNew Certificate...
+ | Untrusted Certificate - Truste Refresh Impofi..

S " Untru
_| Third-Party Root Cer e Advanced Operations

| Trusted People [ ' Third- A
“| Client Authenticatior || - Trusted People
7] Local MenRemaevablh __| Client Authentication lszuers
| Certificate Enrollmer | Local NonRemovable Certificates
~| Smart Card Trusted R v || | Certificate Enrollment Requests
> _| Smart Card Trusted Roots

Request a new certificate from a certification autherity (CA) in your demain

Actions
Certificates - Current User
More Actions

Personal

More Actions




oAl

ZEALEACLIHHHEIS00 WLC LWAAAEFRE ., #EE , X FCatalyst 9800 WLC , EF %
B FI7E“WNCD AAA Auth Cache entries” T , T~ Z“SMD AAA Auth Cache entries” o

show aaa cache group <Server Group> all

T ERWLC EF#HNLRAAAZRERE, RAIME

WNCD AAA Auth Cache entries
Client MAC: 00:11:22:33:44:55
SSID: vk802.1x

User: user@domain.com

Cache Expiry: 8h

Auth Method: EAP-TLS

HAAARS A ATAR , RIEFEFIRES TUEMERABIAAAZFHRITE BRI,



EE  WTFPEAPEARIE , HaNRiTERREZERadiuslREZ R HRITHEAIENHFH
B P& MEIER B Cisco AV,

cisco-av-pair = AS-Username=testuser
cisco-av-pair = AS-Credential-Hash=F2E787D376 CBF6D6DD3600132E9C215D
MHIMERADIUS EABNMNAFEEAVE .

PasswordZAS-Credential-Hash2 1K FANTHS % #& 3 (https://codebeautify.org/ntim-hash-
generator),

HUEHEER
HRAAE I S HRIE TS RNASE |

FE]1 REAAAERFRE


https://codebeautify.org/ntlm-hash-generator
https://codebeautify.org/ntlm-hash-generator

show aaa cache group <Server Group> all

BREFPEETRHNESREKE,

HW 2 RUFFHRENEER

show crypto pki trustpoints
show crypto pki certificates

R IE R B FERSFEAP-TLSEH RN EREE R
SR 3  WIAFHRIESFEIR

show running-config | include aaa authentication
show running-config | include aaa authorization

BIEZAEINREERSIA T EWARSS[EANEFERE X

FIR 5 KERANZPRER

<{froot>

2025/09/18
2025/09/18
2025/09/18
2025/09/18
2025/09/18
2025/09/18
2025/09/18

2025/ 09/ 18

2025/09/18
2025/09/18
2025/09/18

2025/ 09/ 18
2025/ 09/ 18

13:
13:
13:
13:
13:
13:
13:

13:

13:
13:
13:

13:
13:

this indiates

2025/09/18 13:
2025/09/18 13:

02:
02:
02:
02:
02:
02:
02:

02:

02:
02:
02:

02:
02:

37.
37.
37.
37.
37.
37.
37.

37.

37.
37.
37.

37.
37.

069850424
069850966
069853220
069853836
069855784
069856826
069860954

069864992

069868198
069875634
069876688

069887794
069955264

{wncd_x_R0-0}{2}:
{wncd_x_R0-0}{2}:
{wncd_x_R0-0}{2}:
{wncd_x_R0-0}{2}:
{wncd_x_R0-0}{2}:
{wncd_x_R0-0}{2}:
{wncd_x_R0-0}{2}:

{wncd_x_RO-0}{2}:

{wncd_x_R0-0}{2}:
{wncd_x_R0-0}{2}:
{wncd_x_R0-0}{2}:

{wncd_x_RO-0}{2}:
{wncd_x_RO-0}{2}:

[radius] [16292]: (ERR): RADIUS/DECODE: No response froi
[radius] [16292]: (ERR): RADIUS/DECODE: Case error(no r
[aaa-sg-ref] [16292]: (debug): AAA/SG: Server group wra
[aaa-sg-ref] [16292]: (debug): AAA/SG: Server group ref
[aaa-sg-cache] [16292]: (debug): AAA/AUTHEN/CACHE: Don'
[aaa-svr] [16292]: (debug): AAA SRV(00000000): protocol
[aaa-authen] [16292]: (debug): MAC address in AAA reque

[aaa-svr] [16292]: (debug): AAA SRV(00000000): Authen ne

[ewlc-infra-evmgr] [16292]: (debug): Add message event
[ewlc-infra-evmgr] [16292]: (debug): Evmgr message even
[wncd_0] [16292]: (debug): Sanet eventQ: AAA_CACHE_EVEN

AAA/ PRCFI LE/ DB: Find - Four
AAA/ AUTHEN CACHE( 00000C

[ aaa- prof]
[ aaa- sg- cache]

[16292]: (debug):
[16292]: (debug):

that cache/local auth 1is being used

02:37.070019998 {wncd_x_R0-0}{2}:
02:37.070022944 {wncd_x_R0-0}{2}:

[wncd_0] [16292]: (debug): AAA Local EAP(1419) Sending
[ewlc-infra-evmgr] [16292]: (debug): Add message event


mailto:vk@wireless.com:C4E90A00B1B0:

2025/ 09/ 18 13:02: 37.070025886 {wncd_x_R0-0}{2}: [aaa-sg-cache] [16292]: (debug): AAA/ AUTHEN CACHE( 00000(

2025/09/18 13:02:37.070028162 {wncd_x_R0-0}{2}: [ewlc-infra-evmgr] [16292]: (debug): Evmgr message even

SZEZRE:

17 18 L E 155



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_wireless-aaa-authentication-survivability-cache.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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