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WPA3, &i&802.1X ( EASHAT ) #HIANARWPA2H —%8% , Rt FEA F6 GHzHF X,

Wi-Fi 7E3R

E13802.11betRHERWI-Fi 7IAIE , Wi-FiBXBRRE T REER, HP—LEERAFHEM802.11beZk
FEERBND SR , MEMERTGSHBRREMLO) , AFRBRE (FFHRN/BAP ) EAZA
SRER , BIAH R HE R AT < BRo

—RHRKRGE , Wi-Fi 7TERERUTRERBZ—

« WPA3-Enterprise , #AES(CCMP128)#1802.1X-SHA256E]FT + 802.1X ( A EA
SHA256 , BIfEFH BT BB RN ) . BHHWWPAIHSE(v3.4) FERE RN ‘APLI IR
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https://www.wi-fi.org/system/files/WPA3%20Specification%20v3.4.pdf

Cisco IOS® XE 17.15.3 R EFRA17.15.x

FEt D WS |, FTEWLANSELAWI-Fi 7 SSIDERS #% |, siiREWI-Fi72REHA , TieLLikE
A,

B P AT AR EBR N R WI-Fi 7R E |, HSRPIWI-Fi 78RR | TRHERMMRL L E , fiRR
WLANX FiZF %, BR , EFRRABERETHHOWI-Fi 7REERE |, T 8% KB XIEMLOMY
(E—PHZMARLE ) ; B, FHIEL,

HEHAITRHEZEZBBHOWI-Fi 78K ( HlIIGCMP256 ) 2R EHEZ£RBAFAWI-Fi 7EXR
FWLANE IMLOXEE , JRESS P, EXMMBERT , ERriHRcR A TN LS REMMIE
“  BIEXLEGENAAEWLANLEEE,

Cisco 10S XE 17.18.1/17.18.2

WMRWLANRFEWI-Fi 7, W E3ERERRY , TREREREAZERE,

REEWLANREFRBERATEINELELERR , Cisco I0OS XE 17.18. 1 RESRAT X FWLANES
AWi-Fi 7HIMLO, fian , B & SAEMIESAE-EXTHIWLANFRE B AMLOF X H#F.

17.185 X 5| A AT BUEEEIWLANEL B M 4#9802.11befL EXH , A2 HI B/ SSIDEEB ML S
HIWi-Fi 7380E
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BHRESEZEAW-Fi7THENMNEZRENMN T MLOA D T. BEAMENMRESEF802.11bellEX
HFTE N EAWLANE B XA PSR EWI-Fi 7, J5 A0 32 30X L Th BE A FE FTIE #2109
WLANGR B SC4H9 48 R STER/ To 4k BB L I8 A W-Fi 7,

“default-dot11be-profile”fEFf 8 To 4k B8 L8 AMLOMWI-Fi 7 , 3 BERIAEZE TS MWLANEL B 324

B AE - FTN802.11beBLEX M , EAMBE‘MLOEMRE , FHFHEZIFENWLANE E X
f, Bl BATAT LAY BATAYE L SSIDIEE M A WI-Fi 7,

EZSMWLANBEX AN SR REETFT , 2K 1NENAI802.11be BB :




Edit WLAN x

Dual Neighbor List
Device Analytics
BSS Max Idle Service v
BSS Max Idle Protected .
Advertise Support v
Directed Multicast Service v
Advertise PC Analytics v
Support @
Configuration of '11v BSS Disassociation Imminent' is
supported from Command Line Interface (CLI) only Share Data with Client v
11be 11k Beacon Radio Measurement
Client Scan Report
802.11be Profile default-dot11...
On Association N
11ax
On Roam v
Enable 11ax €@ v Geolocation
OFDMA Downlink v
Fine Time Measurement
. FTM) Responder
OFDMA Uplink v (Pisiiiesp
MU-MIMO Downlink v
MU-MIMO Uplink v
BSS Target Wake Up Time
) Update & Apply to Device

W RBIFRR , “default-dot11be-profile” 2R 1A B I EERWLANEL & 24,

~
EE  MRERFIEEREBEAWI-FI 7 (MEFR ) |, MATEWLANE B X492 B Wi-

Fi7 , BXRNMA802.11befi & X H,

1718 2EWLANREREHEIAT —MIEES | AJRBEEBEWLANREFSWI-Fi 745 | HE
RNROWAR



W Wi-Fi 7 Compatibility ~ 3/3 requirements met g

Q WPA3 should be Enabled
Current Status: Enabled

° Supported Ciphers and AKMs are:

GCMP256 + SAE-EXT-KEY / FT=SAE-EXT-KEY / OMWE
AES + 802.1X-5HA256 / FT-802.1X
GCMP256 + Sulte-B-192

Current configured Cipher(s) + AKM(s):

CCMP128 / GOMP256 + SAE / FT-SAE / SAE-EXT-KEY /
FT-SAE-EXT-KEY

o PMFE state should be Optional or Required
Current Status: Required

Per Band Enablement Status

6 GHz 5 GHz 2.4 GHz

+ Enabled + Enabled © Disabled
Dependencies: Dependencies: Dependencies:
# Global 11be # Global 11be # Global 11be
* MLO Primary * MLO Primary o MLO Primary

* MLO Secondary

" Enabled — band is enabled and all dependencies have been met
Downgraded — band is enabled but dependencies are not mat
@ Disabled — band is disabled as per the Radio Policy configuration

Click here to Enable/Disable global 802. 1 1be configuration.
Click here to Enable/Disable MLO configuration on the associated
BOZ2.11be profile

17.182% & Mm%

Cisco I0S XE 17.18.3 % E &S kx4
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BT HEEFEFIHEWNWI-Fi 7200 SSIDBER | LI{EBRAES128 % B IRHGCMP256 , HAFE
WPA3 v3.438,

MREARZBIERSSIDAFEWI-Fi 7,GCMP256 2 HE ALK A B e R INBI M EEF |, UBREAR
F17.18.3/5 K )8 AGCMP2568t , SSIDFE L} Wi-Fi 6E SSID,

6 GHzBEZN LTL BIRITIEESM

Ao EENAIRIT6 CHZARBEMNN —EEAEREM , 155 2H42.4/5 GHZUB R EEIHE
Wi-Fi 6EEL7RT , A#87 F R=EMEN L7 BN A9 2 A B

52.4 GHzM/35 GHZIMER F A FTWi-FiZBE — 4% |, #THI6 GHzEL W B b LM BIEE7]6
GHzuh S ENEE,

HWi-Fi 6E/7TABINAPELEN N HZHENS GHzZBEZFE R , EEERAT , RN T UHER
HEBHR P XBFWI-Fi 6E/THAP |, H E{18EE6 GHz L IRRBREFNEBERTE. EFALSEZE , BMNN
BNAPZMERBEHETMER (NAE. EE. BENAF ) NEBS5 CHZBEREE , BINHETT
EDLEFRRERDRKFEIANMEMIERKF, APEERTISNNEREF , FMELPRBET
RERFADREF. At , FENTEISSFEEATNRFDRLENHETE.

BIEEHZEREITE , 6 GHZESHWER LS GHzE5%2 dB, kI , 6 GHzE S AIRELLHS
GHzZEEEZZEIEBYHNE M,

distance (m)

Free Space Path Loss, FSPL (dB) = 201og,,(d) + 201log,,(f) + 92.45

d = distance (km)
\ f = frequency (GHz)

. FSPL (-dB)

Y BNAPR AR S RE MR - RBIE , ERFRSLS dB BB SN E . Bl , AP
REWERN11 dBMEIIR L 4B BISHREFH3 , RS HEREME 14 dBm. IREFHI4H 11



dBm , HELFI3N 14 dBm , XRAR—MRH , BAN THENREIES , TRAPES MK
dBmfE R Th RE T RER A T E,

6 GHz

Assuming similar antenna gains/patterns and
the same transmit power level, the 6 GHz

radio is expected to cover slightly less than
the 5 GHz radio.

The overall 6 GHz coverage throughout
multiple APs could be more comparable,
especially if those APs are already dense
enough for good 5 GHz coverage.

Flan | IR ZETHIWI-Fi 6E/7 APEARESCGHzZ IR P4 L REBEBIFNEESTTE , BBLEFEME
S5GHzF 4 BE R B FWi-Fi 6E/7 AP LAEX 2 BIAP , M AN IMBENSCHzR K= F M E
R0,

teSh , FEYWI-Fi 6E/7 API6 GHzEL & B A LB R & — MRS IR B F (3 dB) KM 55 GHzE
LERUNBETE,

WRAP 5 GHzZEL BENTHR KRR KFENIANYRKFETELRHE T RBH5 GHzZBETE

, M RA6 GHzT & B A A IRE N N T HE AR RKFH2-3NMN Y RAKERBITROUNEBSEE
o RIRIEMEBER/E XK EM L6 GHzTT L BMEIRPRBIEA LS GHZESH RN AN, EF
EEZRGFERENEBEAPEE ; BZHENMPESHERRER T BER/MXBENFEE.

L5k, tR6 GHzZEL BERBETHEAYWERKF2-INEBEETE , EHHRFAT , BNART
LB LR B, Bl , RBABAPHE. REMHER, MHRFERES|BIIEEANE

=g
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EWi-Fi 6E/7 2 81 MWi-Fi 6E/7 APZ [BI8Y)&8 31T
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—XEHES ) RERTENRBAP,
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FEF ) , BEFERENRT < ABINEFRENTEEBLEXERR  FETRERKIERE
R

LA | Wi-Fi 6E/7 AP FWPA3HIGCMP256 %18 , (B R LWi-Fi 6FIE RMWAPE S HIES 2k,
3 F E AT EEAES(CCMP128)MIGCMP256 % 75 # O ©/WPA3-Personal #1838 & 7 f/OWE

SSID , ELEWi-Fi 6AP ( 1219105, 9115F19120% 51| A 52 802.11ac Wave 2 x800FK FIAP ) %
¥GCMP256 H REEIRAES(CCMP) 128) , AT XREBKE i , BFEXIFEWI-Fi 6E/7THE Fik, R
X LEWi-Fi 6E/7EF P inE EE X GCMP256 1 #H4FWi-Fi 6E/7 APZ B8 , T TRETHI K
B, BRNEREHEAXIFAES(CCMP128)FMIGCMP256 2 BN EFH M EZB. I , APER—Xig
REFEDAEBETRFELER  IENTBFAAUEFFL IRERIN URGMEHIXLEIEE , HET
BES BN M M W T 22

BRLKZERTAE , BiFicE , FWLANLEBGCMP256 % /5 , £9105/9115/9120F]
9130/9124/916x/917x AP Z [B);&#Wi-Fi 6E/7&E iR 2 A RERY , AN FE— N RIIXE

GCMP256 , el —MNRIITFZ#H,

6 GHz L40 MHZREANFERE L2 S HZIF6 GHzNFFimtitt |, XA S BUELEH MR
LE#HXREK. XRTER—BHEXEESERANGHzII8EHIAPHIE6 N GHZZh BERIAPHY 5 — /MR
5]

2= FEAWI-Fi 7

f£Cisco IOS XEL € B EHAWI-Fi 7

ML R AR B IFWIi-Fi 7HCisco 10S XERRAE , BMIAER T2 REAXWI-Fi 789 X3,
BREE , BINEESMEIT2.4/5/6 GHZSIEX#YHigh ThroughputBil B % | HithEIRELF
FA11be,

1= »  High Throughput

6 GHz Band

Max

~ 11be




HE , ERIRREREA TEYSSHERHEETUT = NT ¢

ap dotll 24ghz dotllbe
ap dotll 5ghz dotllbe
ap dotll 6ghz dotllbe

MBSEARMR , SR RERXEREN , ER802.11beXIFRBLFHWI-Fi 7 APTTLHE LR
IR REEREEE, MREHRITMLO ( XERBEEFKEMNEREIZSMIR ) K WEEES
EREFIRERNFIEMR LEEA11be, THEAMBEMER , BRINA THEE,

fE£Cisco MerakifZ#IHE R £ £ BB AWIi-Fi 7

BRI ZBWI-Fi 7THIAP ( BIE0 , CW9178IRCWO1761/D1 ) K INZICisco Merakif 4 E4R M 45 it

, EEBIARFELE X 47 /5 AX1802.11beiR M X i,

EHEE |, 55 MmEIWireless > Radio Settings , ##iRF Profileit T+ , AEEFE D HAAPHE E
X ( ERAPHIBRIAE R “Basic Indoor Profile” ) .

EEARDH , FAB802.11be(on) , M TREBEFT :

802.11be

MR- NMHZAMWLANE BN RS RBRTWIi-Fi 7EERNELLIRE |, B4IEREE RERIFE
, ITFE IR

BAREBHIHRAFRERE |, BFRICHWSSIDERLBAWI-Fi 7, ERISIIFEWI-Fi 7EXR, i
EARXA I , BEEEHHRAMR 31.1 xRESHRARAWI-Fi 7 , WEF 3B AN FTEWLANATUH 2
Wi-Fi 7HISBER ( lWIT R RERRREAHVEHFMR 321 xFEXR ) .

802.11be on

A\ Wi-Fi 7 requires higher wireless security encryptions. Below SSIDs do not meet the minimum eriteria:
SSID 0 - Cisco-Meraki-Example-WLAN

Please check documentation for more details.

— B SSIDE &A% B Wi-Fi 78&E4r A |, FRiEEDE XK.

ER—MRFEEXHY , BREAP LS A6 GHzIEE,



X AT AR B 5 1R B 4N SSIDX Fr B SSIDHLAT -

TR, MERIEFINIE2.425 GHz 2B AT A,

R FFESSID/E A6 GHzR R4,

General
BAEeer N All SSIDs Per SSID
r
Enable operation on 2.4 GHz band
SSID will be broadcast on 2.4 GHz. This band does not support 802.11a devices.
Enable operation on 5 GHz band
SSID will be broadcast on 5 GHz. This band does not support 802.11b/g devices.
Enable operation on 6 GHz band
SSID will be broadcast on 6 GHz.
Enable band steering
Attempt to steer clients from 2.4 GHz to 5 GHz.
# SSIDHY6 GHzX R B,
General
Band selection All SSIDs Per SSID
Name 2.4 GHz 5 GHz 6 GHz Band steering @
meraki-wpa3-ent-transition

Show disabled SSIDs

52 I Z= 451

802.1X / WPA3 — 1l (4%



Cisco 10S XE L B¥YWPA3-Enterprisefii

ETXA802.1XE MRIEMNWPA2/3M L WLANR B 5 E# E6 GHz,

J& F16 GHz#Y802.1X SSIDREEFAPMFX#F ( EMEE R WIER ) , JAK802.1X-SHA256 F1/ZRFT +
802.1X AKM ( REIIHFEWPA3 ) .

RATATBAER —WLAN £ #5232 (1 B A HR#802. 1X(SHA1)FIWPA2 |, {RFE5 GHZSRER LB 4,

Wi-Fi 72 % B2 /5 FiBeaconiR# ; WPA2 802.1X(SHAT) AT LUER /5 R AL TUR B EWLAN L.,

J2 FIAES 128 MIGCMP256., FPMFiRE N Ak AR R ¥ HEH802. 1XEWPA2 AKM A 88X 1 217
FUXRIFRAM. BR  XEFFREEHRTIHFSEE, MREFRBEWI-Fi7XE , BEETTH
BWi-FiTHREERE , NAPLJUHELXLEERE , XS HREMERE,

{BR , Cisco |I0OS XE 17.18 2R E R AR ZF W SSIDIGCMP256, BRI A FEIZIT
Windows 112128 2% 88 i Ay b ERIE R & L 58 A =451,

UIE1T17.18.3HESMRAET , BAILUE AAGCMP256 F EH s T ZWBEIRE KT (MR
SSIDEMEWI-Fi 7 , B XIFAES128 , N FEEZFIRAIEMERE ),

Meraki=32 & HiR I FGCMP256 , AERHEESSIDEEBAWI-Fi 7. BRAWI-Fi 78/ ig ReeX i
AES128 , {EZFIANERIWI-Fi 7 AP F[E A2 HAES128 FIGCMP256,

MEBLTL2Z 2R ERH#EEWPA2 SSID:



(O WPA + WPA2 @® WPA2 + WPA3 () WPA3 () Static WEP () None

MAC Filtering
Lobby Admin Access
WPA Parameters Fast Transition
WPA Palicy WPAZ2 Policy v Status | Enabled
GTK Randomize WRPA3 Policy
Over the DS
WPA2/WPA3 Encryption Reassociation Timeout * [ 20
AES(CCMP128) v CCMP256
GCMP128 GCMP256
Auth Key Mgmt (AKM)
Protected Management Frame 802.1X v FT + 802.1X
802.1X-SHA256 CCKM £\
PME Optional v | PSK FT + PSK
Association Comeback Timer* 1 \ FEK-SHAZSS Easy~FCk
SA Query Time* 200 ‘ MPSK Configuration
Enable MPSK

BT BAEBWPAS, 6 GHZMER D Wi-Fi 7 FMECE , I TFAI7R ¢



(O WPA + WPA2 @® WPA2 + WPA3 O Static WEP O None
MAC Filtering
Lobby Admin Access
WPA Parameters Fast Transition
WPA Policy WPA2 Policy Status Enabled
GTK Randomize WPA3 Policy
Transition Disable Beacon Protection Cverithe DS
Reassociation Timeout * 20
WPAZ2/WPA3 Encryption
AES(CCMP128) v CCMP256
GCMP128 GCMP256 Auth Key Mgmt (AKM)
802.1X v FT + 802.1X
Protected Management Frame 802.1X-SHA256 |~ CCKM
PSK FT + PSK
PMF REGIad PSK-SHA256 SAE
Association Comeback Timer* 1 P EAE SAESERISHEY
FT + SAE-EXT-KEY
SA Query Time* 200

BEE—1NREEBRMRALGCMP256 , TEREBEENWI-Fi 7, BREXLZTRNZBHLESSH
EPRESIERS  AtFEZERRIBIIRXHAES128+GCMP2561) TEWPA3 WLAN,

Cisco Merakif2 #|HE 4k £ BYWPA3-Enterprisefit &

ERBEARAT , WPA3-Enterprisei@ B E A T /A ZRADIUSIRSF 88 ( BN “KHYRADIUSER S 27
")

WPA3-Enterprise 7 i& A T Meraki= & 3 %Ki,



Secu rity WPA3 Enterprise with 1 RADIUS server

Open (no encryption)

Any user can associate

Opportunistic Wireless Encryption (OWE)

Any user can associate with data encryption

Password

Users must enter a passphrase to associate @

MAC-based access control (no encryption)

RADIUS server is queried at association time

© Enterprise with
my RADIUS server =

User credentials are validated with 802.1X at association time

ldmmdibe. ACE ikl RARI IO

MMR 31.xFF R , WPAK R TIE :

- “XWPA3" , EWPA2fE AR HHE | B EE802.11w(PMF),

. 'WPA3 192f' , R 2 ¥ A B TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384.,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA3848;
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384KJEAP-TLS-TLS-TLS, #4Z#ERADIUSIRSE
RIEEHRNZBFEEAER,

o “WPASTEERRX" (tEHHNEEER ) , EATFWPA2EFIHEHR TWPASHMHREWLAN EH7F

o

WPA encryption ©

WPA3 only ~
802.11r @ G
WPAT and WPA2
WPAS3 only
8021w © clients)

WPA3 192-bit Security clionts)

WPA3 Transition Mode

HEAMNWPAI'H‘WPA3 192U £ 2”8t , PMFX FRrE R Fin#f 2@ Sl



EXZHNAS , BiIUSAFTB02.11r) ( BEARATEREEIMAN ) , LURRME AN SBRADIUSHRS 258
BRMER S MR IR $0E,

6 GHz#REFE 5 APMF(802.11w),

WPA encryption @ WPA3 only ~

80211r©® Q© Enabled

Disabled

8021w @

| O Required (reject unsupported clients)

ERWPAIEENXR | FrEREBFERAWPAIHEFImEERIAEHAPMF, FIEEG GHzEETHE
Fim#EE FHWPA3,

EHEXT , BRI EREAWPA2H BIREFine S S NFERAPMF ( £E802.11w ) , EZI
RERBWIE ( BF802.11w ) 6

WPA encryption ©@ WPA3 Transition Mode ¥

80211 © © Enabled
Adaptive
Disabled
8021w © © Enabled (allow unsupported clients)

Required (reject unsupported clients)

Disabled (never use

T WPA3EZE 17 , Cisco Meraki APESER/E AGCMP 256 B E 4= sEEWi-Fi 7R X FIE1T,

A, BAPEWI-Fi 78X Fiz1Th |, BRINBER T 2.4, 56 GHz LB BERRT,



Advanced WPA3 settings  (cipher and axM suite settings) v

I WPA3 Cipher Suite GCMP 256

("1 Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Please refer to
"/ documentation for more details.

045/ WPA3 — N A/ loTH 4%

76 GHzZE A ATSSID ( &ZX#FWI-Fi6E ) IFEME , HEFESAER/HFT + SAE , AR HA
WPA2 PSK AKM ( N REE ), BE , W FWi-Fi 7% , INEERFINSAE-EXT-KEYHM/ZHFT +
SAE-EXT-KEY AKMLL K GCMP256 %18 ,

BT EIREASAE AKMZ 5k |, Cisco 10S XE 17.18.1 R BE & R AE o F E B EWPA2-PSK, B

, IEFEXIFEE , XtESRAXERAENEFRREEFRERET ZHWAKM, BMNBNUERKPE
IEZRHWPA2E Pk 2B A EWLAN LG AT EAKM, EXfERT , FAWPAEENE
PR A BEEAMLOZRWI-Fi 7 , BEFASAE-EXTIERENZ IR L, WLANK B 1L EBEWI-Fi 74

MLOZb&E,

EXRERT , RATTLUERSAE, FT + SAE, SAE-EXT-KEYHIFT + SAE-EXT-KEYH B % FI{X
WPA3KISSID , 31 EIRIWi-Fi 6EFIWI-Fi 7% F ik 1R HAES(CCMP128) HIGCMP256 %13,

EFEXERBRT , BABZIBNEASAERNBSHAFT, SAEMX e HAEZHNER , AL
WPA2 PSKIM )X 2 F FrER RSB E 1+,

—EREHERS (HIMER ) BEEEASAENSAFT , AEMRFTARAAR , HiRB A LIELER

o

Cisco I0S XE EfYWPA3-SAERL &



O WPA + WPA2

MAC Filtering

Lobby Admin Access

WPA Parameters

WPA Palicy
GTK Randomize

Transition Disable

WPA2/WPA3 Encryption

() WPA2 + WPA3

@® WPA3

WPA2 Palicy

WPA3 Policy v

Beacon Protection v

AES(CCMP128)

W

CCMP256

GCMP128

GCMP256 v

Protected Management Frame

PMF Required
Association Comeback Timer* 1
SA Query Time* 200

() Static WEP () None
Fast Transition
Status Enabled v
Over the DS

Reassociation Timeout *

Auth Key Mgmt (AKM)

20

FT + 802.1X 802.1X-SHA256
SUITEB192-1X OWE

SAE v FT + SAE v
SAE-EXT-KEY v FT + SAE-EXT-KEY v

Anti Clogging Threshold*

Max Retries*

Retransmit Timeout*

1500

5

400

EE  MBEEWLANLBR T (FT +)SAE , HEWI-Fi 782t 5HXE  MAR(FT
+)SAE-EXT-KEY , M&ELZER, RE(FT +)SAE-EXT-KEYHE A , Wi-Fi 78 %
RIERE—NAKM |, Bt R4 B R,

s

RER T XWPA3IHWLANS, | ﬂﬁﬁﬁ'f?,JLPSKE’JWLANéiﬁjJHSSIDEI’J,.,\%I BEAPAEAE -
SSIDELRFHZRAREM. RIETLE
8, HHJEJIHMSSID?JK%&E’JW%J&E{ LR KRV IhREM M RE, MREME T RIBNEBRM

|0T'Lx§' LTMEZ?JEJ&H&%O MREEBIOTIRE |, FAE-SLEEAWLANSERN , BAE

Cisco MerakifZ & E 4R £ FYWPA3-SAERL &

L\b E/
CIE A

IHRAENERE , ZETFSYERMGRPHE




Securit WPA3 SAE configured
g

Open (no encryption)

Any user can associate

Opportunistic Wireless Encryption (OWE)

Any user can associate with data encryption

© Password

Users must enter this key to associate: @

Py @

MAC-based access control (no encryption)

NFEHMR 30.x , HE—XFHWPARE RN RWPA3Z" , EHIERF R EEEREMBT X,

EWEES , PMFRAFERN , MEMSAER , &HFERAFT(802.11r).

WPA encryption @ WPA3 only ~
802111 © S B
Disabled

8021w O Enabled (allow unsupported clients)
© Required (reject unsupported clients)

ERWTWI-Fi 7884F , HMEBESSIDEE AGCMP 256 %13 E 4 FMSAE-EXT AKMEH,

RAER TRAXERE | #ETUEBRWPASRE TR,

Advanced WPA3 Setlings (Cipher and AKM suite settings)

WPA3 Cipher Suite GCMP 256
WPA3 AKM Suite SAE
SAE-EXT

Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Please refer to
documentation for more details.



ZBREARNETIE , MEH B RANPAAEWLANXATHE ZWI-Fi 7HSESESR | FEefE B HMAMR
MNAXRESRALE A

XEWKE <2 Bl Bt & BYWi-Fi 7 SSIDFBES E FHWPA2-Personal S WPA3-SAE# i N f H 1 SSID
.

R EESIERM K P EE T WPA2-Personal SSID , MAFBWi-Fi 7 APk & I Wi-Fi 6E#4E,

EEAT R ARKBEHMR 32.1. xMRAPE R

It 5R/38 58 B TT B/OWE/ T & W 4%

FEMZEZHER. BE , EMNFAEEL02IXEIERFBEFHITERE , AHUUISEFERL
FRBUBEINHITF, XBEBEIFHASSIDAR AR HIATBH R HFRERRLE, B2
, 6 GHzEWi-Fi 7XFP AR T EAERTREZ S ( XNE ) BSSID,

BRIV FZEZREZMHEMNEZER TS GHZARFWI-Fi 6, XRE 76 GHZNERH iR ZF A
 BRIETERY , HEETEREAWNFREY , BEETRMEWI-Fi 6E/7HEEE,

REEBATRR—MBEANEZTLSZE , IERBAKGCRABMEHEARY (REBAFLTER
ABO2AXFIUEHZ ) , BABIEFMNMAER. —EEFNAXEFE , IEXE  AREHFER
T HEEZEN , BEFUMEZEIRIANTES , FEFEFAEEOWENOS , BEHANERESE
THAZOTHRFNEE, ATHENEZFTESHEIFRERRRZFREGMEH , R {URHERETF
MSSIDTRER I B, HRATEVOET 3 #9SSIDIZMFHIEDT : 5 GHzM FF . SSIDFI5 GHzF16
GHz#9/E FIOWERISSID , MESEAMEBNEEME I, (NREE ) , XHIFEXAERATR
BIEVSSIDAEM , A NEIE802.1145 & , SSIDBEMIRIRAE Fim o] LA C4E 8 VAT EBSS, EIt |,
E—SSIDEHATFRANEZLREZTHMBRMN, TEEKXEWI-Fi 6E, 6 GHz ( BIERLMA
ARFE ) BWIi-Fi7EFZXE , AFEBNUERA, OWENXZEMENFEELHA ( AEFHASE
Web S 750 1E, EHPWebFMHRIEE ) .

Cisco |0S XE - lSOWEE: &

EnipFIRM6 GHzIRS , BATB W AEREF H/OWE ( B LLENE ) SIZEMMSSID, ©
AT LAE AT IR LAES(CCMP128)% 8 , MEERE I XHFWI-FieENEFmEIMEARAM , A X
BFWi-Fi 7T & P in Rt GCMP256,

Bel , BB RBNOWEMEBETHRHRBIXAIRAFENAF XL, BENEF -
AL E B FER.

BN TEWLAN ( —MFFBEEXWLANK —MEEBOWE/FT A WLAN ) ATEUER — MR



PR, RERELZUEOWER £ IHFEWLANREFTEG GHzM T FF Y5 GHzAEY, B2 |, &AM
FAMNMFZEWLANKI 2 A AENFR ; &N, FRAWLANSRHEXSHEE FME R MZGE , A
IKELZ L WLAN 22188,

(O WPA + WPA2 (O WPA2 + WPA3 @ WPA3 (O Static WEP (O None

E_M_A_C_Tie_nﬂg _________ } Needed if using CWA or other web portal

i techniques requiring MAC filtering
Lobby Admin Access T

WPA Parameters Fast Transition
WPA Policy WPAZ2 Policy Status Disabled v
GTK Randomize WPA3 Policy v
Over the DS
Transition Disable Beacon Protection |« verkhe
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AES(CCMP128) v CCMP256
GCMP128 GCMP256 v Auth Key Mgmt (AKM)
FT + 802.1X 802.1X-SHA256
Protected Management Frame SUITEB192-1X OWE "
SAE FT + SAE
PMF Racuird v SAE-EXT-KEY FT + SAE-EXT-KEY
Association Comeback Timer* 1 Transition Mode WLAN ID 0-4096
SA Query Time* 200

Cisco MerakifZ &I H iR - FWOWEEL &

5Cisco I0S XE—#¢ |, RATEWE A6 GHz LiZ TR B8 BT B/OWE S| 2 B 34 A 5 E SSID,
£ Cisco Meraki#Z &I E 4R #9 Wireless > Access Control T~ , &3d 4% “Opportitional Wireless
Encryption(OWE)" ¥ N &£ HER B LR E,

SeCU rlty Opportunistic Wireless Encryption W

Open (no encryption)

Any user can associate

| © Opportunistic Wireless Encryption (OWE)

Any user can associate with data encryption

Password

Users must enter a passphrase to associate @



ETEHEMR 310F , KE—XIFHWPARE [ XWPAS” , BHIERT A F SRR A S E,
PMFELEEHZHEN , MFT(802.11n) %R Ao

BEAEE , FFZWPA3 only’ EF RS , BNOWEFRRWPAIREN —88% ; ER , HEERET
i BRI OWE,

REMR 32.1 xR A P FRHEHOWE R R,

WPA encryption @ WPA3 only ~

]

8021w @

© Required (reject unsupported clients)

BUBRT , AES(CCMP128)RIBER A , LEZRAREEWI-Fi 6EEF iR,

GCMP256RI 5CCMP128—#2 B A , AFEWIi-Fi TEXR,

Ad\fanced WPA3 SEtTIngS (Cipher and AKM suite settings) ~

WPA3 Cipher Suite GCMP 256

() Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Please refer to
“_/ documentation for more details.

H WPA3F #8310

BAWPASIEITMEWPASEBIERM A HF T T RIFAMNBEBRMANE , BEATNEH—LHXWPAIHEF S
B, BRS KR6 GHzMWI-Fi 71,

(ElzRZEa



WCIHEERRR T AT IRIA  MEFEIUMEREL S EBARNEGR , HEXFBRUAEREXEKE iR
NEZLIZREHHEMIZE, Beacon protectionR@ZERMM—MEETE (BEEMIC) , ZaERA
LR, BUEAEZBARKIE TIZER , HEZEHRAREER, REEBWPA3NMEZ AKX
EPHATRIEERNEEMY  BUEFFHRITENEHTRIE,. TXREMNEETENES G (B
FEWIi-Fi 78R ) XTRBE , BETQRSEHRAEEE , RIEFFHNBHEFRESER,

H17.182fE , MREHWLANFREWI-Fi 7, WEBERAGHRIP LR , TREREBEAGHRFE
EAE,

HREEREREEMICEERENENRA

v Tag: Management MIC
Tag Number: Management MIC (76)
lag length: 1b

KeyID: 6
IPN: 350200000000
MIC: c@105301ca902ffl

GCMP256

FEWI-Fi 7TINEZ2 81 , KZEEF iR #8EEAES(CCMP128) & 18 i1% ., CCMP256F1GCMP2562 5
SUITE-B 802.1X AKMMXHFEE MK, BRI LE —LEHHWI-Fi 78 7 iR E ¥ X FWi-Fi
7, BEMHATEREHEGCMP256 N2, MWi-Fi 7 APSEREAR M B L 3% A 5E X4 GCMP256 X 15y
B ImiE R | X ATRER R —NEE,

B FGCMP256Rt , WLANSHRMIFHiRRLZMNE TERSNE)2BERXNZBEHFIRPHIIHEE
, TR

Pairwise Cipher Suite Count: 2
v Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) GCMP (256) @0:0f:ac (Ieee 802.11) AES (CCM)
~ Pairwise Cipher Suite: ©0:0f:ac (Ieee 802.11) GCMP (256)
Pairwise Cipher Suite OUI: @0:0f:ac (Ieee 802.11)

Pairwise Cipher Suite type: GCMP (256) (9)

v~ Pairwise Cipher Suite: 00:0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite OUI: 00:0f:ac (Ieee 802.11)
Pairwise Cipher Suite type: AES (CCM) (4)

S Bk BR A 362 UE

BITARA B Wireless Configuration Analyzer ExpressEBWi-Fi 7TRi& MR E , RIBFFIERZINVAME
Wi-Fi 7Z 3R 1L EA9800E & »



https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-config-analyzer-express-gui/

MREMATEHELHNEERBTNWI-Fi 7R 4 , WCAELHE BB,

il WeaAE NEA " Ry : AE *t 0o

]
cisca

WLANs + Policies In Use

WLAN Name o WLAN Stat Policy Nams rolicy Statun VLaN WLAN Actrve Client Bado Policy  Security Pulc Wil
— ol - B Ratea Band: Al
Lo e Radi Dperation: 2 4GHz 564z KGHE Disabled
R Al
open open 1 e ol 0 e B

" Rado Operation: 2 4GHz 56Hz  6GHz Disabied

Radia Band: Al

wp o Nt i e om ary valid Tag [}
5 L1 i Radic Operation: 2 4GHz SGatz

WRAZ AES

Radie Bang o Uih B2 1 FT802 13 OKC
5 a5 o e Band A N
wpaz ft whaZ fi Mot i e om any valid Tag D g Dparetion 2AGHZ Stz | TAF: Disbled

WU HEBRIZ I &

« Web Ul ( #£R32517.18 2R EERAH ) HiFEEHWLANREBFEWI-Fi 740, FRAAX
HMRIIZERERETEN.
s FHAREFEFHIZEWI-Fi 7, WindowsZ AR EREDEEWindows 11 24H2, EFHRTLE
EESREF 2RI,
« Windows™ 8y “netsh wlan show drivers’@n S ES H L& BB SN IEHR R ERASRIEER
Ao
s WFEICAB , BHREEERD[EIEHRITIEERSEEAECEA11beERX, FZHIM11—F
RENERD[EEZR , HMEN11axiz T , LRI #FB 4,
- WMABELRE , BERITTEBIESHRURIE
o APEEERFI EBEHTEE TR, XUUBIEMRIRESER ; e EEXIFWI-Fi
7, RAGHRUESERERLIE,
- MRAPEW BTEHT , WEFIRSMEEXBKIERPRAEHT TR, MEEKE , NE
FPIRIA R BEWI-Fi 7RBNAPR LR BN BT EREEEPER 7802.11be,

« WPA3MZFE BISE
« Meraki WPA3IEE



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/wpa3-dg.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/wpa3-dg.html
https://documentation.meraki.com/Wireless/Design_and_Configure/Configuration_Guides/Encryption_and_Authentication/WPA3_Encryption_and_Configuration_Guide
https://documentation.meraki.com/Wireless/Design_and_Configure/Configuration_Guides/Encryption_and_Authentication/WPA3_Encryption_and_Configuration_Guide
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BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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