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- ISEEAENR
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« Catalyst 9800-CLT &2 #185(17.12.3)
. ISEEE#AHL(3.3)

AXHEPNEEHRETREXRENEFNREZEEN, AXEFEANAAERZRNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTRBELE,

ft A2ISE LRV ESSIDFIISSID BYOD?

#SSID BYOD

H#SSID BYODIREHF , AFRENARBEREEI LN ALLME, BIEMEEREER—
SSIDL , EFISER#IRZ M, BWEMKRENE, WHEARCATER  EFEZ2EERM
EHNEORIEFERBREMEZEL S,

MXSSID BYOD

EXSSID BYODREH , FAAMNRIMMSSID:—MNATFEEM ( FLEHZ2REHE ) , Z—1MH
FiFRATIMGE, AP RYEEDBEMSSID , BREISERKIREZ EMABEER , RAETRILEH
A SSIDHETMWEHE, XFEAUEANBESEFRERE , NMREIANANZLE,
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1. SMEBEE>FREMEE X 4> WLAN,
2. BEHAdd U BIE#FH BYWLAN,



- IREWLANEFHMSSID ( Hltn , BYOD-WiFi ) o

- BAWLAN,
General Security Advanced
Profile Name* Enter Name Radio Policy @)
SSID* . BYOD-SSID | Show slot configuration
6 GHz

WLAN ID* 9 Status o
€ WPA3 Enabled
Status ) Dot11ax Enabled

Broadcast SSID 5 GHz

2.4 GHz
Status enasLer [

802.11b/g | 802.11b/g v
Policy T

=) Apply to Device

FtiE RADIUS ARS8

1. &M EConfiguration > Security > AAA > RADIUS > Servers,



Configuration= > Security = > AAA  Show Me How °

+ AfA Wizard

Servers / Groups AAA Method List AAA Advanced
Add | * Delete
RADILS
Servers Server Groups
TACACS»
I 2 x ‘?

LDaP

Name T Address Y Auth Port Y Acct Port T

[+] 0 -

For Radiug Falback (o work, please make sure the Dead Criteria and Dead Time confgunaiion exists on the device

2. B HAJIRFISEELE N RADIUSHR S 25
- BRS5E5 IP: ISEMYIPH#E At
- AERHEEISELEBNAZEN,

Create AAA Radius Server x
Name* BYOD Support for CoA (D)

Server Address* 10xx.x CoA Server Key Type Clear Text ¥
PAC Key O CoA Server Key (3)

Key Type Clear Text v Confirm CoA Server Key

Key* @ Autornate Tester O

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1=1000
Retry Count 0-100

Bl EAAARRSS 8%

1. SMEBIEE>RE> AAA >RS5ER/4.



Gonfiguration = » Security = > AAA  show e How ()

Servers | Groups Add Mathod List ASA Advanced
-
TACACS
Naem tains . x|
LOAP
MName 4 T Server i Sarver 2 Server 3
o 10y

Walk M Through »

2. F¥RADIUSHR S5 28 7 B A #T AV ST B A AR S5 2R 4.

Create AAA Radius Server Group x

Name* I BYOD I ‘
Group Type ‘ RADIUS ‘
MAC-Delimiter none v |
MAC-Filtering none v |
Dead-Time (mins) 5 ‘
Load Balance
Source Interface VLAN ID ' 1 v |
Available Servers Assigned Servers
—
=] Apply to Device

BLEWLANKY & 2 K i

1. SMEE E>FREMEE X F> WLAN, w82 Bl 6 ZRWLAN,



2. 7ESecurity > Layer 2T+ T :
- BAWPA+WPA2,
- #EWPA2 Encryption Fi& BAES(CCMP128).
« JFAuth Key Mgmti&iE 5802.1X,

Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

@ WPA + WPA2 OWPA2 + WPA3 O WPA3 O Static WEP O None

MAC Filtering (]

Lobby Admin Access ()

WPA Parameters Fast Transition
WPA Policy O WPA2 Policy Status | Adaptive Ena... v |
GTK O OSEN Policy OJ
Randomize Over the DS )
WPA2 Encryption Reassociation Timeout * ‘ 20
AES(CCMP128) CCMP256 O
GCMP128 O GCMP256 a Auth Key Mgmt
s ‘e 802.1X PSK ()
rotecie anagemen rame
Easy-PSK O cCKkM A O
B Ry - FT+8021x O FT + PSK O
: 802.1%- () psk-sHA2s6 O
SHAZ256

MPSK Configuration

| Update & Apply to Device

3. #£Security > Layer 3i£W+ T , MWeb Auth Parameter Map F I SI Rk R [/,




Edit WLAN X

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

o

Show Advanced Settings >>>

Web Policy O
Web Auth Parameter Map global v
Authentication List Select a value v B

For Local Login Method List to work, please make sure
the configuration 'aaa authorization network default local’
exists on the device

=] Update & Apply to Device

BB T 5 17 IR IEACL
BIEACLU AT EEBHITUTERE

® DNSﬁEo
o BEHTTP/HTTPSEZRISEI]F,
- EAENERRS.

A, FHATUTRAE

1. EBIBE>Z£> ACL >ih R H 5 &,
2. IR EHNBHACLUA F X ENTE,



Edit ACL x

ACL Name* Test1 ACL Type IPv4 Extended
Rules
Sequence* Action permit v
Source Type any v
Destination Type any v
Protocol ahp v
Log a DSCP None v
-+ Add
Sequence YT Source Y Source Y Destination Y Destination T Source Y Destination T
t Action T P Wildcard P Wildcard Protocol Y Port Port DSCP ¥ Log Y
ISE-IP~- i .
0O 10 deny Address any ip MNone MNone None Disabled
O 20 den an P i None None None Disabled
¥ ¥ Address 2
D 30 deny any any udp None eq domain None Disabled
O 40 deny any any udp eq domain  None None Disabled
0O 50 permit any any tcp Mone eq www None Disabled
1 10 -

O Cancel . | Apply to Device

Bie i R RS B B XA

1. SMEBRE > RENEEXHF > K, T GESERRIAKE

shotl Cisco Catalyst 9800-CL Wireless Controller Wecome et # W M B & W@ T Q = «
Configuration = > Tags & Prokies~ > Policy
-
Agmin T Asociswd 0 T
Status Potcy Tags Policy Profie Name T Description TSl
o e Y PR —— et sy e

1 0.

2. T£Access Policies:



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling
HTTP TLV Caching
DHCP TLV Caching

WLAN Local Profiling

Global State of Device Disabled (3)
Classification

Local Subscriber Policy Name arc v

VLAN

VLAN/VLAN Group VLANO0S7 v @ |

Multicast VLAN Enter Multicast VLAN

D Cancel ]

BREEERKHNSRTEAARNAAABERNACKE.

WLAN ACL

IPv4 ACL

IPv6 ACL

URL Filters

Pre Auth

Post Auth

-] Update & Apply to Device

Fi



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout
Session Timeout (sec) 28800 ®
Idle Timeout (sec) 300
Idle Threshold (bytes) 0
Client Exclusion Timeout (sec) 60
Guest LAN Session Timeout (]
DHCP
IPv4 DHCP Required (]
DHCP Server IP Address
Show more >>>
AAA Policy
Allow AAA Override
NAC State
Policy Name default-aaa-policy x v B
Accountina List Test xXv B
'O Cancel

Fabric Profile ) [
Link-Local Bridging O

mDNS Service default-mdns-ser... w
Palicy Clea

Hotspot Server v
User Defined (Private) Network

Status )
Drop Unicast O

DNS Layer Security

DNS Layer Security Not Configured v
Parameter Map Clear

Flex DHCP Option [ enasLeo ([
for DNS i '

Flex DNS Traffic B crore |
Redirect ' g

WLAN Flex Policy

VLAN Central Switching O

Split MAC ACL v

=1 Update & Apply to Device

P

R FFRIE I ERE

. SHMIEE-FENEE S,

« IR WREIRIC LB IEWLANR R BB & XX .

« FRE S EAEA R



B EF /A Z£SSID

AEELEREFERFHANSSID BYODE BT , T2 dIZ2FFHSSID,

1. S BE BE>PrS M EE > WLAN, #5 Add 24,
2. f£Generaliz Il + T HSSIDE # H /5 AWLANR4,



Add WLAN x

General Security Advanced
Profile Name* BYOD-Open Radio Policy (i)
SSID* BYOD-Open Show slot configuration
6 GHz
WLAN ID* 10 Status ‘eneeer [l ©
- . © WPA3 Enabled
Status |\ENABLED -| Dot11ax Enabled
Broadcast SSID lenasLep ([ 5 GHz
Status ENABLED -
2.4 GHz
Status | ENABLED .

802.11b/g 802.11b/lg w
Policy

{ D Cancel ‘ = Apply to Device

3 ME—& O &#EHSecurityi® T, 1EFENone# k%4 H )5 FAMac Filtering,




Add WLAN x

General Security Advanced

Layer2 Layer3 ADA

O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @® None
MAC Filtering Authorization List* default v |®
OWE Transition Mode Transition Mode WLAN ID* 0-4096

Lobby Admin Access O

Fast Transition
Status Disabled
Over the DS D
Reassociation Timeout * 20

9 Cancel =1 Apply to Device

4 1ELayer 3y Security T , i Web Auth Parameter Mapfi £ Fi& B, NREHEWLCLEE T
AIH MM E S DRI E M4, ] U E RS E it



Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Show Advanced Settings >>>

Web Policy ()
Web Auth Parameter Map global v | B
Authentication List Select a value v

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization network default local’
exists on the device

O Cancel | = Apply to Device

ISE B &

Bl RS A

H{RCisco ISEE L HIR1BBYODINEEF 1,
FEHWLCHE N EERADIUSHEZZ A M ERZ R IEIISE,

UEF

HEISELZRAMNRSFIEPLUBENRRLZLES,
- BRIIPBZLXIRELE (HEHMCASEEZFERNANICAZS )

DNS &



- #{RDNSH#EATBYODI 1P HISEEH &,

Bl EISEM&RE

1. & FZ|ISE Web Ul,
2. &finElAdministration > Network Resources > Network Devices,

‘s’ Identity Services Engine Administration / Network Resources

)|  Bookmarks Metwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences Maore

L] Dashboard Metwark Davices

, Network Devices

Context Visibility

Davice Security Settings -
Sebected 0 Total 0 A 3
9 Operations

I Policy
Name -~ IP/Mask Profile Name Location Type

4. Administration

mll  Work Conters

Mo dats svailshie

- Interactive Features

3RFWLCHR N MR %

. B WAWLCH AR,

IP Address: i AWLCEEIP,
RADIUSHEEZR M ASWLC LR ENHEZHH,
« B submit,



lentity Services Engine Administration / Network Resources

] Baskmarks Network Devices Hetwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM More
B2 Duimbosrd T Notwork Divices
: Dt Davicn

il Cantaxt Visibility

Hama wu
Darwice Secerity Settings °
A Opaeations
Description
1) Paliey
4. Adminkstration
i P o e Vowax foa

B Work Canturs

Deviee Prafile & Cue
Interasiive Features

Sattwears Vardlan -

Hetwerk Device Grevs

Lotatios AS Locations w Set To Default
IPSEC 18 IPSEC Davice w  SetTo Defaun
Device Type  AB Duvice Types w  Set To Default

B - RADIUS Authentication Settings

RADILS UDE Sattings
Protocol RADIUS

Shared Secret

2IZBYODI[]F

1. S ZEIEH > BYOD >& B>~ MA 4> BYOD| I/,
2. REHEAJdABIZEBYODIF |, EE A LAEISELFERMERIAITF,

- Identity Services Engine Work Canters / BYOD
) Esokmars Overview Identities Identity Groups HNetwork Devices Ext |d Sources Chant Provisioning Portals & Components Policy Elements Policy Sets Reports More
B Daghboard e

BYOD Portals

! Context Visibility

3, Operatlons
W opeley i

& Administration

Al Werk Centers

Intersctive Features

To create an authorization profile

To ereato an suthorizstion policy

T & Cisco IOS®F T hx 4~

1. §M B THEH0> BYOD >F F in B> 5 R
2. BHAMAIRE |, RIEN BRI RAPIERERE R IR,



Work Centers / BYOD

§!  EBookmarks Overview Identities Mdentity Groups Network Devices Ext Id Sources Client Provislon| Portals & Policy El i Policy Sets Reports More

¥ Dashboard Ciant Provisiening Peticy

| messnrees Resources

1 Context Visibility

Selectes 0 Toud 23

A Operations
s

0 policy

Tya Version Last Updats Dascription
& Administration

AgentConnig Not Apedic... 2024711729 1B:36°55
A Werk Centers

MacOsX5PWizand 22043 20VEMOATD 002 TAS Suppiicam Provisoning

o AmpCosnaciDoskton... 4630400  I010401 131550 AmyConnect Secern Mab

Interactive Festures swi 4992756188 AmCesnsciComplinn... 833275, 2000 151966  Cisco Seture Clisat Win..,

AP Exabios Dot

s 4.3 5126144 AnyCosnectComelian... 4.3.512.6.. 20VHEI10 165151 AmSonnect Windows C...

CiscoAgentisssDSK 4.9.01095 CiscoRgentiassOSy 4910050  20Z2V10M06 164754 With CM: 4.3.V249.4353
GAE_AmyConnect, Config AganiGaniig Not Appic,.,  20TOIOS 1512

latprotie AganiBrofie Not Apglic,., 2004711779 18:36:48

OAC-Pasture_Prstie AgentPiofile Not Apglic... 200303126 16:07:27
CiscoSetureCianiCompianceModde Windows 4.3.3231... AnyGoanectComplion... 4.3.3231... 202301710 15:43:00  Cisco Securs Client Win...
CiscoTemporalAgemOSK 46,0055 CiscoTemporalhgent.. 4.6.360.0  2001803/2300:22:48  Cisco Temporal Agant fo...
ClicohgantiosyWindows 4.9.0105% ClisoAgantiossWing..  4,0.1005.0  2033(10/06 16:47:51  With GM: 4.3, 0366.6148
GhacoSecureCinniDositopWindows 5.1,6,103 ClicoSeceroChontDe_. 516103  2034/10/71 12:46:16  Ciaco Securn Cilnt for ..,
Cisea-iSE-Chizme-N5P Hative Supplicant Pra_ Hot Apglic... 200E10/87 01:38:9F  Pre-configured Hathve 5...

CiscoSecureCianiComplianceModsle Windows £.3.4250...  GiscoSecweChentCo.. 4.34289... 2034710721 124345  Gisco Secure Client Win...

AnyConnactDesktogWindows 4.10.2086.0 AmyGoanactlesktop... 4.10.2086.0 202471114 18:30:18  AryConnect Securs Mob
GAG-Posture-Frofil AgantProfle Not Applic,., 2024710129 15:594:50
CiseaTomparalAgentWindsws 4.6.00350 CiseaTomporslAgont.. 463500 20080373 00:72:48  Cheo Temporal Agant fo..,

SERMIRP , EEFEETHMNWEICisco IOSARA,

Download Remote Resources

(] Name ~  Description

[:] MacOsXSPWizard 2.7.0.1 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
El MacOsXSPWizard 3.1.0.1 Supplicant Provisioning Wizard for MAC OSX Version 3.1.0.1

G MacOsXSPWizard 3.1.0.2 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
D MacOsXSPWizard 3.2.0.1 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
() MacOsXSPWizard 3.4.0.0 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
C] WinSPWizard 3.0.0.2 Supplicant Provisioning Wizard for Windows (ISE 2.x and Above)
WinSPWizard 3.0.0.3 Supplicant Provisioning Wizard for Windows (ISE 2.x and Above)

For Agent software, please download from http://cisco.com/go/ciscosecureclient. Use the " Agent

resource from local disk" add option, to import into ISE




EE . BRHOSEMATEE R FWindowsHIMacOSLIHIIISE E 8., ¥ FApple iPhone
I0S , EFAAR#IERAKBAEIRE ; X Fandroidi& % , BEEMPlay Store FEMEIRE
;I ES

B L i B 18 S

1.§MZEI{EF 0> BYOD >& F ik B E> %R,

2.8 HAdd , M\ T2 FiEENative supplicant profile,

entity Services Engine Work Centers / BYOD
§ Bookmarks Cwerview Hontities Identity Groups Hatwerk Davices Ext ld Sources Cliant Partals & Comp L Palicy Elements Palicy Sats Raports More
L) Dazhboard T oming Prol
Ctamn Brovisaing Poscy
! Content Visiitty Frnaercen Resources
A Operations Selected O Totsd B4
1 Peey
Tree [ Lant Update Bescription
&, Administration
AgentContig Not Applic... 202411130
Al Work Canters

Prtive Suppicens Protie

2.2.1.43 FOBAOITI

we L63040.0 010704001 1IISE0  Any

Interactive Features

s 4.3.3275. 6146 n.. 4.3.3275 2023102115

956  Gisco Se

s 4.3.612.6144 n. 4185125. J019/03110 165151 AnyComasct Windows C

L,9.0005.0  20Z210/00 16:47:54  WWh CM: 4,2,1240,4253

Not Apglc... 0% 18:17:21

Mot Appse.. 024111720 18:36:48

Not Apelie..  J0FINO2F26 18:07:27

CiscoSecureCliemComplisaceModuleWindows 43,3231 AmyCoansctComplian... 4.3.3231 J0ZIO1I0 15:43:09  Cisco Secure Client W
CiscoTemporaligentOSX 4.8.00358 CiscoTemporalAgent.. 4.6359.0  J01B/03/Z3 00-22:49  Cisco Temporsl Agest o
Ciscolges dows 4.9.01058 ClscoAgentessWind..  4.5.1005.0  2022010/06 18:47:51  Wish CM: 4.3.7365.6148

tDeskicEWindows 5.1.6.103 506,100 F0R410/21 12:46:18
Not Appic. 201810/ 0123112

aModulgWindows 43,4259 434289 04072 1343:45

% 4.10.2086.0 AmyCoansctDesktop.. 4.10.2085.0 2024711714 183010 AnyCeanset Securs Mok
AgeniProfile Mot Apslc... 2024710020 V5650
CiscaTamporsthgastWindaws 4.6.001%% CiscoTomporalAgent . 4.6.350.0 20180323 00:22:46  Clsco Temporal Agent fo.

3.#£Operating system THXE T | FERLEZKARBNABRERSE , IEETUFHRER
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Bl Basimares

Dashbaard

Contaxt Vieiblity
Opesations

) Policy

a4 Administration

A Werk Cemters

Interastive Festures

Ovarview Identities Identity Groups Network Davices Extd Sources Cliont P 1 Portals &
Clant Proviskoning, Poticy Mative Supplicant Profile

[ s

* Nams BYOD profile

Duseription

Operating Systam * L -v

_— :
Silla can be co e novn o Mac

Proxy Autn-Conflg File U

ap
I e Proscy Auta-Gonfig File URL is defined then the Proxy host!

S5I0 Nama Proxy Asto-Cond..  Proxy HostiIP

[

Wired Profile

wed Prosocel *

Gartificate Template

]

ating System Groups

Andreid

Appia 105 A2
Chreme OF All

Linux A1l

Mac 05X

Policy Elements Policy Sets Reports Mot

tha Broxy settngs of the fir
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d Prot..  Gentificate Tompl_

Pt Reguined

atectes 0 T

4 NTHE K

TAddBA B 2L URECIE X ,

LR BCE802.1X:



Wireless Profile(s)
\

BYOD
SSID Name *
f
I Proxy Auto-Config ®
File URL
=
Proxy Host/IP ®
Proxy Port
Security * WPAZ Enterprise
Allowed Protocol * PEAP L
Certificate Template Mot Required ~ (@)
~ QOptional Settings
Windows Settings
Authentication Mode User or Computer o

i0S Settings

Android Settings

C] Automatically use logon name and password (and
domain if any)

Enable fast reconnect

[:] Enable gquarantine checks

[:] Disconnect if server does not present cryptobinding

TLV

[ ] Do not prompt user to authorize new servers or
trusted certification authorities

Connect even if the network is not broadcasting its
name (SSID)

[ ] Enable if target network is hidden

Certificate Enroliment Protocol: (1)
() Enrollment over Secure Transport (EST)

© Simple Certificate Enrollment Protocol (SCEP)

Cancel Save

i
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Bl EEAP-PEAP, EAP-TLS,
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5K inll B X L8 EHSave , ARFE T Submit,

PR

LB B M C BB N HATEAP-TLS, SAUFHERRFAMEIEE X 4. MINMBERT | ISEEH
MENER , UM TRFIRPIERE

Wireless Profile(s)
| SSID Name *
Proxy Auto-Config )
File URL

Proxy Host/IP 1

Proxy Port

Security * WPA?2 Enterprise v
Allowed Protocol * TLS v

Certificate Template = EAP_Authentication_Certificate_Template v

v Optional Settir

EAP_Authentication_Certificate_Template

pxGrid_Certificate_Template
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(Client provisioning Policy).
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= fi Identity Services Engine Wark Centers / BYOD
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Work Centers / BYOD

= s Mentity Services Engine

] Bookmariks Overview Identities Identity Groups Network Devices Ext Id Sources Client P in: Portals & 1 Policy Elements Policy Sets Repart Mory
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Client Provisioning Policy
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[
2. Administration
Waork Centers

nnnnnnn

it povw eciting and switch Back 1o READ-OHLY mode

Native Supplicant Eonfiguration

WinSPWizand 3.2.0.1
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* ldentity Services Engine
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CISCO

BYOD Welcome
Welcome to the BYOD portal.

BYOD Portal

o:

Access to this network requires your device to be configured for enhanced security. Click Start to provide device information
before components are installed on your device.

Please accept the policy: You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco
Systems offers the Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High

volume data transfers, especially sustained high volume data transfers, are nol permitted. Hosting a web server or any other server by use of our Service is prohibited

Trying to access someone else’s account, sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and interference with
other network users are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is
unreasonably excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems
reserves thelright to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision,
amendment, or modification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting

The following system was detected

Windows

Was your device detected incorrectly?

Select your Device

Windows

B diNextiztlg , MRERAFAARZFNEHRNERA  WSFESSE-—ITE :




alialn BYOD Portal .

CISCO
2 I

Enter the device name and optional description for this device so you can manage it using the My Devices Portal

Device Information

Device name: *

Description:

Device ID: TN

RWHEE , MREEXHEENHNITEAP-TLSHMIIE , WA RF41E K T B Network AssistantT
B LT AW E X4 FMEAP TLSUEH LA 1T B A RIE

11N i .
pL - BYOD Portal
Install
Please wait while we download the Cisco Network Setup Assistant. You will then need to manually run the Setup Assistant and
follow the instructions to finish registering this device.

LIEE R IBRIZEITNetwork AssistantR i , AR R H R R BITEBERE :



Cisco Network Setup Assistant

Network Setup Assistant

This application automatically configures
b network settings.

Start Quit

i 72 2018 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and
certain other countries.

TFY




Cisco Network Setup Assistant

Network Setup Assistant

Applying configuration... Specify additional
information if prompted.

Cancel

i ;% 2018 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and
certain other countries,
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HEAE
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2025-02-24 12:06:08,053 INFO [https-jsse-nio-10.127.196.172-8443-exec-4][[]]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5:::: —
FEaction-forwarding P % B AV BRETBE R |, ¥ & % : pages/byodWelcome.jsp // BYODXE 7
2025-02-24 12:06:09,96815 E [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
pTranSteps:1#y X/

2025-02-24 12:06:09,96815 £ [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep , pTranSteps:[id:d2513b7b-7249-4bc3-a423-0e7d9a0b250]

2025-02-24 12:06:09,96815 £ [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep. stepStep tran:d2513b7b-7249-4bc3-a423-0e7d9a0b2500

2025-02-24 12:06:09,979 INFO [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5::: —
ERERRTPIRIINVMREER , B KE : pages/byodRegistration.jsp

2025-02-24 12:06:14,64315 2 [https-jsse-nio-10.127.196.172-8443-exec-2][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
pTranSteps: 189 X/

2025-02-24 12:06:14,64 315 E [https-jsse-nio-10.127.196.172-8443-exec-2][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep , pTranSteps:[id:f203b757-9e8a-473e-abdc-879d0cd37491]

2025-02-24 12:06:14,64 315 E [https-jsse-nio-10.127.196.172-8443-exec-2][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep, stepStep tran:f203b757-9e8a-473e-abdc-879d0cd37491

2025-02-24 12:06:14,64715 E [https-jsse-nio-10.127.196.172-8443-exec-2][[]]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5::: —
ERERRPIREINREER , K E : pages/byodinstall.jsp

2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][[]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::: — & i&=%¢
2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][[]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::- portalSessionid

=7C
==

2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][[]]



cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::::-
StreamingServlet URI:/auth/provisioning/download/f6b73ef8-4502-4d50-81aa-
bbb91e8828da/NetworkSetupAssistant.exe /M &1 Bh N F 2 /F B & 1x B K i

Ise-Psc H &

MR TRELHE | KA RS HSCEPRMISERIE S HEH.

2025-02-24 12:04:39,807 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- CertStore @ &4 MEH :

2025-02-24 12:04:39,807 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- 1. '[issuer=CN=Certificate Services Root CA -
iseguest;serial=32281512738768960628252532784663302089]'

2025-02-24 12:04:39,808 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- 2. '[issuer=CN=Certificate Services Endpoint Sub CA -
iseguest;serial=131900858749761727853768227590303808637]'

2025-02-24 12:04:39,810 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::- 3. '[issuer=CN=Certificate Services Root CA -
iseguest;serial=68627620160586308685849818775100698224]'

2025-02-24 12:04:39,810 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- 4. '[issuer=CN=Certificate Services Node CA -
iseguest;serial=72934767698603097153932482227548874953]'

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]

org.jscep.client.CertStorelnspector -:::: — EF INZFRIE B

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — 1%£3F E HkeyEncipherment keyUsage I i
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — % Z|1MIE 3 FMkeyEncipherment keyUsage

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — & A [issuer=CN=Certificate Services Endpoint Sub CA -

iseguest;serial=131900858749761727853768227590303808637] , FA F i B %
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]

org.jscep.client.CertStorelnspector -:::: — IE R UF FiE

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — AR EERF X ZHANIE P AL

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — % E|1/MsE A digitalSignature keyUsageHJ i
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — £ A[issuer=CN=Certificate Services Endpoint Sub CA -

iseguest;serial=131900858749761727853768227590303808637] A T JE E I iE
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — IEF M & FiE



2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]

org.jscep.client.CertStorelnspector -:::: — %1% B8 E AR HIAYiEH

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — HF 3N BB E AR HIHYIE P

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — &£ A [issuer=CN=Certificate Services Endpoint Sub CA -

iseguest;serial=131900858749761727853768227590303808637] ( X FM K& )

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
com.cisco.cpm.scep.PKIServerLoadBalancer -::::- SCEPARS 85 BEEE & : name[live/dead , total
reqs , total failures , inflight reqs , Average RTT]

http://127.0.0.1:9444/caservice/scep|live , 96444.,1,0,120]

L um BB A T E

SEXSCEPRBELARBEURE , MA THAWEE N4 AN RBREHRITHFHRIL

2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]

cisco.cpm.client.provisioning.EvaluationServlet -::::- Referer = Windows //E 18 $& ™ 51 4 U 2
Windowsi& &

2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::: — <%= 000000000000000B30D59CC5
2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[1]
cisco.cpm.client.provisioning.EvaluationServlet -::: — < i%= 000000000000000B30D59CC5
2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::: — Bt nspit & X4

2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::: — <%= 000000000000000B30D59CC5
2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::::- portalSessionld =22

2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -:::- StreamingServlet
URI:/auth/provisioning/download/b8ce01e6-b150-4d4e-9698-40e48d5e0197/Cisco-ISE-NSP.xml
/INSPELE X # B T8 K i

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[1]
cisco.cpm.client.provisioning.StreamingServlet -:::: — F[Aip: X £ 3< & :Native SPProfile X £+ &

: Cisco-ISE-NSP.xml //The Network Assistant/i A

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::::- BYODStatus:INIT_PROFILE

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[]]

cisco.cpm.client.provisioning.StreamingServlet -::::- userld Bi% & 7 i,
2025-02-24 12:06:26,558 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -:::: — EE@E R Z : SUCCESS_PAGE , EEM

URLA : X Fmac:


http://127.0.0.1:9444/caservice/scep[live,96444,1,0,120]
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