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» WWLANs

M CLI :

WLC#configure terminal

WLC(config)#wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
WLC(config-wlan)#security dotlx authentication-Tist DOT1X
WLC(config-wlan)#no shutdown
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M CLI :

WLC#configure terminal

WLC(config)#wireless profile policy DACL-8021X
WLC(config-wireless-policy)#aaa-override
WLC(config-wireless-policy)#vlan VLAN_1413
WLC(config-wireless-policy)#no shutdown
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M CLI :

WLC#configure terminal

WLC(config)#wireless tag policy default-policy-tag
WLC(config-policy-tag)#description "default policy-tag"
WLC(config-policy-tag)#wlan DACL_DOT1X_SSID policy DACL-8021X

ARFHNERERM. 7 FTHACLETISEMWLCZHAYRADIUSI i A Y M 45 E 8 1%
(VSAMfEE, BEE{TXLECLIGT , AILEWLC LR ANX LR MR XRE.

M CLI :



WLC#configure terminal
WLC(config)#radius-server vsa send authentication

5.BEBRIANRNIIR. YFEMAJIACLE , HJUBTRADIUSIEREM L RN , WLCH BER N E BH
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dACLEEE FaaaB@NME 5%, & A LAEAdrFaaa authorization network default group
radiusfE A ER 1A Hradius:

M GUI :

1 ENERBE>RZE> AAA , RBEMNAATEIIR>RIUIRZCES T —MNRESBERLNRNS

] AAA Method List

M CLI :

WLC#configure terminal
WLC(config)#aaa authorization network default group radius

MRFBELRESE , WBTEL BB E. EXTBERT , L9 AISELMERAAAR
FEFER , ENWLCTE T EACL:



EWLCLE :

<{froot>

WLC(config)# aaa authorization network

aut hZl i st

group authz-server-group

FISEL | HltEMEJACL— KX : cisco-av-pair = Method-List=authZlist

v Advanced Attributes Settings

Cisco:cisco-av-pair ~ | Method-ListsauthZlist e

v Attributes Details
Access Type = ACCESS_ACCEPT
DACL = TestDACLs

cisco-av-pair = Method-List=authzZlist
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= Cisco ISE Administration - ldentity Management A licensewarning Q. (D L@ &
Identities Groups External ldentity Sources Identity Source Sequences | Settings
Al 5
I User Custorn Attributes I °
User Authentication Settings Mandat..  Attribute Name ~  DataType

Endpoint Purge

Endpoint Custom Atiribuies Firstname String
REST ID Store Settings P — String
Name String
Password (CredentialPassword) String

~ User Custom Attributes

Attribute Name Description Data Type Parameters Default Value Mandatory

AGL String String Max length + Ow 4

Save Reset

JEETRKE , £ESave,

4. B EdJACL, S#iZE|Policy > Policy Elements > Results > Authorization > Downloadable ACLs}A
BEEFEMENISELMNJACL, FHAddIRA LA B2 HT 1% 4.,
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Dictiomaries Conditions Results

Autheniicaiion b
- Downloadable ACLs
I Buthorization ~ I l Selected 0 Tatal 7 | e
Autharlzatlan Profiles ) )
g7 Edit ] Duplicate fl Detete
I Downloadabdée ACLS I
1 Name Description
Frofiling ] ACL_USERY ACL assigned to USERT
Froro O DENY_ALL_IPV4_TRAFFIC Deny all ipvd traffic
O DEMY_ALL_IPVE_TRAFFIC Deny all ipv iraffic
Client Provisioning v
O PERMIT_ALL_IFV4_TRAFFIC Allow all ipvd Traffic
;_| PERMIT_ALL_iPVE_TRACFIC Allonw all ipvE Traffic
t-dac

o o
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Authantication 3 Downloadable ACLS

Selected 0 Tarls [ &

Authorization Profiles

=+ Add Al TS
Downloadabie ACLS

O Name Description
Frofiling ? O ACL_USERT ACL assigned to USER1
Posture 3 O ACL_USERZ ACL assigned 1o USERZ

O DENY_ALL_IPV4_TRAFFIC Deny all ipvd traffic
Client Provisioning

O DENY_ALL_IPVE_TRAFFIC

O PERMIT_ALL_IPV4_TRAFFIC Allow all ipvd Traffic
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show run wlan

show run aaa

show aaa servers

show ap config general
show ap name

HF O OH W R

config general
# show ap tag summary
# show ap name

tag detail
# show wlan { summary | id | nme | all }
# show wireless tag policy detailed

# show wireless profile policy detailed

# show access-1lists { acl-name }

EARRBH , ERTERROINNMHWLCEBENSZEMEXES

aaa new-model
!
!
aaa group server radius authz-server-group
server name DACL-RADIUS
!
aaa authentication login default Tocal
aaa authentication dotlx default group radius
aaa authentication dotlx DOT1X group radius
aaa authorization exec default Tocal
aaa authorization network default group radius
!
!
aaa server radius dynamic-author
client



!

aaa session-id common

!

[...]

vlan 1413

name VLAN_1413

|

[...]

radius server DACL-RADIUS
address ipv4

auth-port 1812 acct-port 1813

key 6 aHaOSX[QbbEHURGW cXiGAUE]JCR]JAPVANTcbROb
|

!

[...]
wireless profile policy DACL-8021X
aaa-override

vlan VLAN_1413

no shutdown

[...]
wireless tag policy default-policy-tag
description "default policy-tag"

wlan DACL_DOT1X_SSID policy DACL-8021X
[...]
wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
security dotlx authentication-Tist DOT1X
no shutdown

£ RRADIUSHRS 2R ELE , i21Tshow running-config allin 5 :

WLC#show running-config all | s radius-server
radius-server attribute 77 include-in-acct-req
radius-server attribute 77 include-in-access-req
radius-server attribute 11 default direction out
radius-server attribute nas-port format a
radius-server attribute wireless authentication call-station-id ap-macaddress-ssid
radius-server dead-criteria time 10 tries 10
radius-server cache expiry 24 enforce hours
radius-server transaction max-tries 8
radius-server retransmit 3

radius-server timeout 5

radius-server ipc-limit in 10

radius-server ipc-limit done 10

radius-server vsa send accounting

radius-server vsa send authentication




HUEHEER

B iE

- WREFum A LAEFEEEIR E/802.1X SSID,
« H{RRADIUS access-request/accept@ & 3& X E HEXT (AVP).
- WREF R EWEEWLAN/R B ELE ST

WLC— 35 = &

EREJIACLEREBEBSEISELLE I , Al LLE1Tshow wireless client mac-address <H.H.H>
detailin o MHAAIUKE—ERNHEIRER , B : ERIRAFR. RS, RBEEXH.
WLAN , REEm 214 , BIACS-ACL,

<tfroot>

WL Ct#show wireless client mac-address 08be.ac14.137d detail

Client MAC Address: 08be.ac14.137d

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address: 10.14.13.240

Cient Usernane : USERL

AP MAC Address : f4db.e65e.7bcO
AP Name: AP4800-E

Client State : Associated Policy Profile : DACL-8021X
Wireless LAN Id: 2
WLAN Profile Name: DACL_DOT1X SSID Wrel ess LAN Network Name (SSID): DACL_DOT1X SSI D

BSSID : f4db.e65e.7bc0
Association Id : 1
Authentication Algorithm : Open System
Client Active State : In-Active
[...]
Client Join Time:
Join Time Of Client : 03/28/2024 10:04:30 UTC

Client ACLs : None Policy Manager State: Run



Last Policy Manager State : IP Learn Complete
Client Entry Create Time : 35 seconds

Policy Type : WPA2

Encryption Cipher : CCMP (AES)

Authentication Key Management : 802.1x

EAP Type : PEAP

VLAN Override after Webauth : No

VLAN : VLAN_ 1413

[...]
Session Manager:
Point of Attachment : capwap_90000012

IIF ID : 0x90000012
Authorized : TRUE
Session timeout : 28800

Common Session ID: 8227300A0000000C8484A22F
Acct Session ID : 0x00000000
Last Tried Aaa Server Details:
Server IP : 10.48.39.134
Auth Method Status List
Method : Dotlx

SM State : AUTHENTI CATED

SM Bend State : IDLE
Local Policies:

Service Tenplate : w an_svc_DACL-8021X | ocal (priority 254) VLAN : VLAN 1413 Absolute-Tinmer : 28800

Server Policies:

ACS ACL : xACSACLx- | P- ACL_USER1- 65e89aab

Resultant Policies:

ACS ACL : xACSACLx- | P-ACL_USER1-65e89aab VLAN Name : VLAN 1413 VLAN : 1413 Absolute-Timer : 28800

WLC Show#r$

E&EFE T Catalyst 9800 WLCELEHFTBEACL , &R LUz 1Tshow access-listsii & o L w5 H A
i E X FTEACLEFHWLC FEFVdACL, WLCMISE T E R {E{JdACLEBEXACSACLX-IP-
<ACL_NAME>-<ACL_HASH> format.

AR MREFEFIRERBRAETLEMIREPEM T THACL , A FTRACLRHREEEEH



o HAJACLHERE—1MNEFinE T EMIRES , FMEEF B ERJACL,

WLC#show access-Tlists
Extended IP access 1list IP-Adm-V4-Int-ACL-global
[...]
Extended IP access 1ist IP-Adm-V4-LOGOUT-ACL
[...]
Extended IP access Tist implicit_deny
[...]
Extended IP access Tist implicit_permit
[...]
Extended IP access Tist meraki-fqdn-dns
[...]
Extended IP access Tist preauth-ise
[...]
Extended IP access Tist preauth_v4
[...]
Extended IP access 1ist xACSACLx-IP-ACL_USER1-65e89%aab
1 deny 1ip any host 10.48.39.13
2 deny ip any host 10.48.39.15
3 deny ip any host 10.48.39.186
4 permit ip any any (56 matches)
IPv6 access list implicit_deny_v6

[...]

IPv6 access 1list implicit_permit_v6
[...]

IPv6 access 1list preauth_v6

[...]

S EAHAMN T L BT RER

EX BB T HEEERREY , B UKREE DB E NJACLNE Fin S HERT, U TR - LREHE
TBEE , EhEREFiR08be.ac14.137dH X BRIS 2 K EB 23 MU IR ¢

<tfroot>

24/ 03/ 28 10:43:04. 321315612 {wncd_x_RO-0}{1}: [client-orch-sn] [19620]: (note): MAC. 08be.acl4.137d Assc

2024/03/28 10:43:04.321414308 {wncd_x_R0-0}{1}: [client-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

2024/ 03/ 28 10:43: 04. 321464486 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC:. 08be.acl4. 137c


https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

10:

10:

10:

10:

10:

10:

10:
10:

10:

10:

10:

10:

10:

10:
10:
10:
10:
10:
10:
10:

43:

43:

43:

43:

43:

43:

43:

43

43:

43:

43:

43:

43:

43:

43

43:
43:

43

43:
43:

04.

04.

04.

04.

04.

04.

04.
:04.

04.

04.

04.

04.

04.

04.
:04.
04.
04.
:04.
.381466839 {wncd_x_R0-0}{1}:
04.

04

322185953 {wncd_x_RO- 0}{1}:

322199665 {wncd_x_RO- 0}{1}:

322860054 {wncd_x_RO- 0}{1}:

322881795 {wncd_x_RO- 0}{1}:

323379781 {wncd_x_RO- 0}{1}:

330181613 {wncd_x_RO- 0}{1}:

353413199
353414496

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

353438621 {wncd_x_RO- 0}{1}:

353443674 {wncd_x_RO- 0}{1}:

381397739 {wncd_x_RO- 0}{1}:

381411901 {wncd_x_RO-0}{1}:

381425481 {wncd_x_RO-0}{1}:

381430559 {wncd_x_R0-0}{1}:
381433583 {wncd_x_R0-0}{1}:
381437476 {wncd_x_RO-0}{1}:
381440925 {wncd_x_RO-0}{1}:
381452676 {wncd_x_RO-0}{1}:

381482891 {wncd_x_R0-0}{1}:

[dot 11] [19620]: (note): MAC: 08be.acl4.137d Associ ati or

[dot 11] [19620]: (info): MAC: 08be.acl4.137d DOT11l state

[client-orch-sn] [19620]: (debug): MAC: 08be.acl4.137d ¢

[client-orch-state] [19620]: (note): MAC. 08be.acl4. 137¢

[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cier

[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cier

[auth-mgr-feat_wireless] [19620]: (info):
[auth-mgr-feat_wireless] [19620]: (info):

[08be.ac14.13
[08be.ac14.13

[client-auth] [19620]: (note): MAC. 08be.acl4.137d L2 AL
[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cier
[radius] [19620]: (info): RADIUS: Send Access-Request tc¢
[radius] [19620]: (info): RADIUS: authenticator e9 8b e
[radius] [19620]: (info): RADIUS: User-Name [1] 7 "USERI
[radius] [19620]: (info): RADIUS: Service-Type [6] 6 Fr
[radius] [19620]: (info): RADIUS: Vendor, Cisco [26] 27
[radius] [19620]: (info): RADIUS: Cisco AVpair [1] 21 "
[radius] [19620]: (info): RADIUS: Framed-MTU [12] 6 148
[radius] [19620]: (info): RADIUS: EAP-Message [79] 12 .
[radius] [19620]: (info): RADIUS: Message-Authenticator
[radius] [19620]: (info): RADIUS: EAP-Key-Name [102] 2



2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

10:
10:
10:

10:

10:
10:
10:

10:

10:

10:
10:
10:

10:

10:

10:

10:
10:
10:
10:

10:

10:
10:
10:
10:

10:

10:
10:
10:
10:
10:
10:

10:

43:
43:
43:

43:

43:
43:
43:

43:

43:

43:
43:
43:

43:

43:

43:

43:
43:
43:
43:

43:

43:
43:
43:
43:

43:

43:
43:
43:
43:
43:
43:

43:

04.
04.
04.

04.

04.
04.
04.

04.

04.

04.
04.
04.

04.

04.

04.

04.
04.
04.
04.

04.

04.
04.
04.
04.

04.

04.
04.
04.
04.
04.
04.

04.

381486879
381489488
381491463

381494016

381495896
381498320
381500186

381502409

381506029

381509052
381511493
381513163

381515481

381517373

381519675

381522158
381524583
381532045
381534716

381537215

381539951
381542233
381544465
381619890

392544173

392557998
392564273
392615218
392628179
392738554
726798622

726801212

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]

[ radi us]

[ radi us]

[radius]
[radius]
[radius]

[ radi us]

[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]
[radius]

[19620]:
[19620]:
[19620]:

[19620] :

[19620]:
[19620]:
[19620]:

[19620] :

[19620] :

[19620]:
[19620]:
[19620]:

[19620] :

[19620]:

[19620] :

[19620]:
[19620]:
[19620]:
[19620]:

[19620] :

[19620]:
[19620]:
[19620]:
[19620]:

[19620] :

[19620]:
[19620]:
[19620]:
[19620]:
[19620]:

[dotlx] [19620]:

[ dot 1x]

[19620] :

(info):
(info):
(info):

(info):

(info):
(info):
(info):

(info):

(info):

(info):
(info):
(info):

(info):

(info):

(info):

(info):
(info):
(info):
(info):

(info):

(info):
(info):
(info):
(info):

(info):

(info):
(info):
(info):
(info):
(info):
(info):

(info):

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

Vendor, Cisco [26] 49
Cisco AVpair [1] 43 ™
Vendor, Cisco [26] 20

Cisco AVpair [1] 14 "r

Vendor, Cisco [26] 32
Cisco AVpair [1] 26 "
Vendor, Cisco [26] 20

Cisco Avpair [1] 14 "\

NAS- | P- Address [4] 6 !

NAS-Port-Type [61] 6
NAS-Port [5] 6 3913
Vendor, Cisco [26] 39

Cisco Avpair [1] 33 "¢

Vendor, Cisco [26] 41

Cisco AVpair [1] 35 "\

Called-Station-Id [30
Calling-Station-Id [3
Vendor, Airespace [26
Airespace-WLAN-ID [1]

Nas-ldentifier [32] 17

wlan-group-cipher [18
wlan-pairwise-cipher[
wlan-akm-suite [188]

Started 5 sec timeout

Received fromid 1812/

authenticator 08 6d f
State [24] 71 ...

EAP-Message [79] 8 ..
Message-Authenticator

Valid Response Packet, Free t

[08be.acl4.137d:capwap_9000001

[ 08be. ac14. 137d: capwap_9000001-



2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
M$®vTI [Bo«

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

10:

10:

10:

10:

10:
10:

10:

10
10
10
10

43:

43:

43:

43:

143:
143:
143:
143:

43:

43:
43:

04.

04.

04.

04.

04.
04.

04.

04.
04.
04.
04.

726896276 {wncd_x_RO-0}{1}:

726905248

727138915

727148212

727164223
727169069

727223736

727233018
727234046
727234996
727236141

%y03@<™CNbWi6\E&\q

10: 43: 04. 727246409

10:

10:

10:
10:

10:

10:
10:
10:

10:

10:

43:

43:

43:

43:

43:
43:

43:
43:
43:

43:

04.

04.

04.
04.

04.

04.
04.
04.

04.

04.

727509267

727513133

727607738
728003638

728144450

728161361
728177773
728184975

728218783

729005675

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

-1U+QB-2@7#[INv"

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

[dotlx] [19620]: (info): [08be.acl4.137d:capwap_9000001

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_9000001-

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_9000001-

[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(

[auth-mgr] [19620]: (info):
[auth-mgr] [19620]: (info):

[08be.acl4.137d:capwap_9000
[08be.acl4.137d:capwap_9000

[aaa-attr-inf] [19620]: (info): Applying Attribute : use
[aaa-attr-inf] [19620]: (info): Applying Attribute : cl
[aaa-attr-inf] [19620]: (info): Applying Attribute : EA
[aaa-attr-inf] [19620]: (info): Applying Attribute : Me
[aaa-attr-inf] [19620]: (info): Applying Attribute : EA
[aaa-attr-inf] [19620]: (info): Applying Attribute : G s
[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(
[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(

[svm] [19620]:
[svm] [19620]:

(info): SVM_INFO: SVM Apply user profile
(info): SVM_INFO: Activating EPM feature

[epm misc] [19620]: (info): [08be.acl4.137d: capwap_9000C

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epmacl] [19620]: (info): [08be.acl4.137d: capwap_90000C(
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
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2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:
10:

10:

10:

10:

10:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:
43:

43:

43:

43:

43:

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.
04.

04.

04.

04.

04.
04.

04.

04.

04.

04.

729019215

729422929

729428175

729432771

729435487

729437912

729440782

729442854

729445280

729447530
729529806

731972466

731979444

731983966

731986470
732032438

732048785

732051657

732053782

732056351

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

[svm] [19620]:

[radius] [19620]:

[radius] [19620]:
[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[19620]:
[19620]:

[radius]
[radius]

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[19620]:
[19620]:

[radius]
[radius]

[radius] [19620]:

[radius] [19620]:

[ radi us]

[19620] :

[radius] [19620]:

(info):

(info):

(info):

(info):

(info):

(info):

(info):

(info):

(info):
(info):

(info):

(info):

(info):

(info):
(info):

(info):

(info):

(info):

(info):

RADI US:

RADIUS:

RADI US:

RADI US:

RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADI US:

RADI US:

RADI US:

(info): SVM_INFO: Response of epm is ASY

Send Access- Request tc

authenticator 20 06 3

NAS- | P- Address [4] 6 !

User-Nane [1] 32 "#ACS

Vendor, Cisco [26] 32

Cisco Avpair [1] 26 "

Vendor, Cisco [26] 30

Cisco AVpair [1] 24 "¢

Message-Authenticator
Started 5 sec timeout

Received fromid 1812/

authenticator 2a 24 8

User-Nane [1] 32 "#ACS

Class [25] 75 ...

Message-Authenticator

Vendor ,

Cisco [26] 47

Cisco Avpair [1] 41 "

Vendor ,

Cisco [26] 47

Cisco Avpair [1] 41 "
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[...]

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
M$®vT9 [Bo«
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

10:

10:

10:

10:

10:

10:

10:
10:
10:
10:
10:
10:

10:

10:
10:
%y0a@<™CNbWi6\E&\q-
10:43:

10:

10:

10:

10:

10:
10:

43:

43:

43:

43:

43:

43:

43

43:
43:

43

43:
43:

43:

43
43

43:

43:

43:

43:

43

43:

04.

04.

04.

04.

04.

04.

:04.
04.
04.
:04.
04.
04.

04.

04
04

04.

04.

04.

04.

04.

:04.
04.

732058379 {wncd_x_RO- 0}{1}:

732060673 {wncd_x_RO- 0}{1}:

732062574 {wncd_x_RO-0}{1}:

732064854 {wncd_x_RO- 0}{1}:

732114294 {wncd_x_RO-0}{1}:

733046258

733058380
733064555
733065483
733066816
733068704
733069947

733070971

733079208
733080328

733091441

733092470

733396045

733486604

734665244

734894043
734904452

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

1U+QB-2®7# [INv"

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[radius] [19620]: (info): RADIUS: Vendor, Cisco [26] 48
[radius] [19620]: (info): RADIUS: Ci sco AVpair [1] 42 "
[radius] [19620]: (info): RADIUS: Vendor, Cisco [26] 36
[radius] [19620]: (info): RADIUS: Cisco Avpair [1] 30 "
[radius] [19620]: (info): Valid Response Packet, Free t
[svn] [19620]: (info): [08be.acl4.137d] Applied User Prc
[aaa-attr-inf] [19620]: (info): Applied User Profile: M
[aaa-attr-inf] [19620]: (info): Applied User Profile: M
[aaa-attr-inf] [19620]: (info): Applied User Profile: e
[aaa-attr-inf] [19620]: (info): Applied User Profile: m
[aaa-attr-inf] [19620]: (info): Applied User Profile: c
[aaa-attr-inf] [19620]: (info): Applied User Profile: i
[aaa-attr-inf] [19620]: (info): Applied User Profile: us
[aaa-attr-inf] [19620]: (info): Applied User Profile: c
[aaa-attr-inf] [19620]: (info): Applied User Profile: E
[aaa-attr-inf] [19620]: (info): Applied User Profile: e
[aaa-attr-inf] [19620]: (info): Applied User Profile: G s
[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(

[client-auth] [19620]: (note): MAC: 08be.acl4.137d L2 A

[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cier

[client-keymgmt] [19620]:
[client-keymgmt] [19620]:

(info): MAC: 08be.acl4.137d E
(info): MAC: 08be.acl4.137d C



2024/ 03/ 28 10: 43: 04. 734915743 {wncd_x_R0-0}{1}: [dot1x] [19620]: (info): [08be.acl4.137d: capwap_9000001:

2024/ 03/ 28 10: 43: 04. 740499944 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04.742238941 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_I NFO ogacl_configured: /

2024/ 03/ 28 10:43: 04. 744387633 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e:user= ¢

2024/ 03/ 28 10: 43: 04. 745245318 {i osrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/03/28 10:43:04.745294050 {iosrp_R0O-0}{1}: [buginf] [26311]: (debug): AUTH-FEAT-IAL-EVENT: Allocate

2024/ 03/ 28 10:43: 04. 745326416 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10: 43: 04. 751291844 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10: 43: 04. 751943577 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_|INFO ogacl_configured: /

2024/ 03/ 28 10: 43: 04. 752686055 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.ac14.137d di er

2024/ 03/ 28 10: 43: 04. 755505991 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/03/28 10:43:04.756746153 {wncd_x_RO-0}{1}: [mm-transition] [19620]: (info): MAC: 08be.acl4.137d MM

2024/03/28 10:43:04.757801556 {wncd_x_R0O-0}{1}: [client-auth] [19620]: (note): MAC: 08be.acl4.137d ADD

2024/ 03/ 28 10:43: 04. 758843625 {wncd_x_RO-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 759064834 {wncd_x_R0-0}{1}: [client-iplearn] [19620]: (info): MAC. 08be.acl4.137d IF



2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

761186727 {iosrp_RO-0}{1}:

761241972 {iosrp_RO-0}{1}:

763131516 {wncd_x_RO- 0}{1}:

764575895

764755847

769965195

770727027

772314586

772362837

773070456

773661861

775537766

777154567

[client-auth]

osrp_RO-0}{1}: [parser_cnd]

osrp_RO-0}{1}:

osrp_RO-0}{1}: [parser_cnd]

osrp_RO-0}{1}: [parser_cnd]

osrp_RO-0}{1}:

osrp_RO-0}{1}:

osrp_RO-0}{1}: [parser_cnd]

osrp_RO-0}{1}:

osrp_RO-0}{1}: [parser_cnd]

osrp_RO-0}{1}: [parser_cnd]

(debug): AUTH FEAT-| AL- EVENT: epm acl |

(debug): AUTH- FEAT- | AL- EVENT: | ndex in

[19620]: (info): MAC. 08be.acl4.137d dier

(note): id= consol e@onsol e: user =

OG_PI _ACL_I NFG ogacl _configured: /

(note): id= consol e@onsol e: user =

(note): id= consol e@onsol e: user =

(debug): AUTH FEAT-| AL- EVENT: epm acl |

(debug): AUTH FEAT- | AL- EVENT: | ndex in

(note): id= consol e@onsol e: user =

OG_PI _ACL_I NFG ogacl _configured: /

(note): id= consol e@onsol e: user =

(note): id= consol e@onsol e: user =



2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

10:

10:

10:

10:

10:

10:

10:
10:
10:
10:
10:
10:
10:
10:
10:

10:

10:

10:

10:

10:

10:

43:

43:

43:

43:

43:

43:

43:
43:
43:
43:
43:
43:
43:
43:
43:

43:

43:

43:

43:

43:

43:

04.

04.

04.

04.

04.

04.

04.
04.
04.
04.
04.
04.
04.
04.
04.

04.

04.

04.

04.

04.

04.

778756670

778807076

778856100

779401863

779879864

780510740

786433419
786523172
787787313
788160929
788491833
788576063
788741337
788761575
788877999

789333126

789410101 {wncd_x_RO-0}{1}:

789622587

789632684

789642576 {wncd_x_RO- 0}{1}:

789651931 {wncd_x_RO- 0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

[ bugi nf] [26311]: (debug): AUTH FEAT-1AL-EVENT: epm acl

[ bugi nf] [26311]: (debug): AUTH FEAT-1AL-EVENT: Index in

[mpls_ldp] [26311]: (info): LDP LLAF: Registry notificat

[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=

[og] [26311]: (info): OG PI_ACL_I NFO ogacl _configured: /

[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=

[sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): RX: DHCPv4 from 1interfac
[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac

[cTient-iplearn] [19620]: (note): MAC: 08be.acl4.137d C
[auth-mgr] [19620]: (info): [08be.acl4.137d:capwap_9000
[webauth-sess] [19620]: (info): Change address update, !
[auth-mgr-feat_acct] [19620]: (info): [08be.acl4.137d:c
[epm] [19620]: (info): [0000.0000.0000:unknown] HDL = O

[client-iplearn] [19620]: (info): MAC. 08be.acl4.137d IF

[client-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

[aaa-attr-inf] [19620]: (info): [ Applied attribute : us
[aaa-attr-inf] [19620]: (info): [ Applied attribute : c
[aaa-attr-inf] [19620]: (info): [ Applied attribute :Ci s
[aaa-attr-inf] [19620]: (info): [ Applied attribute :bsr



2024/03/28 10:43:04.789653490 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): [ Applied attribute : t
2024/03/28 10:43:04.789735556 {wncd_x_R0-0}{1}: [ewlc-qos-client] [19620]: (info): MAC: 08be.acl4.137d
2024/03/28 10:43:04.789800998 {wncd_x_R0O-0}{1}: [rog-proxy-capwap] [19620]: (debug): Managed client RUN

2024/ 03/ 28 10:43: 04. 789886011 {wncd_x_RO-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c

iR

S—NMEDTNHTEREFHRKREKNVRADIUSTRIVHIEZHIR. A FHACLEKB TRADIUS , FXE
PEAETEEF iR , EERAWLCT &, EXJACLE B THEH R , KAEREFRATE
RADIUSHER%EEE’JEDL#@?{&@EEO AR R T a7 Catalyst 9800 L Ei BB R A Y EK
FEamiR , XEMREATREARX S IR,

RADIUSE F i & 13 1 iE

R E] LLE B MWLCERADIUSHR S 88 & 3% % P i RADIUS 15 i8] 1% R X DACL_DOT1X_SSID
SSID(AVP NAS-Identifier) £ #JUSER1(AVP User-Name)3# 1T &4 K.

ry— rr— s s

- 489 617 39 19 QE 39 '.I.ZB 5 Al:te..\ Henuest ld—‘J‘ Duplicate Request

Frame 4B@35: 617 bytes on wire (4936 bits), 617 bytes captured (4936 bits)

Ethernet II, Src: Cisco_b2:fe:ff (@9:le: 2:fe:iff), Dst: VMware 8d:@l:ec (80:50:56:8d:01:ec)
802.10 Virtual LAN, PRI: @, DEI: @, I

Internet Protocol Version 4, Src: 18.48.39.138, Dst: 18.48.39.134

User Datagram Protocol, Src Port: 63772, Dst Port: 1812

RADIUS Pmtor.ol

nnhnnrudrnr 3642d8733b9fb2ac19BdB0e0fATRFITL

Allribule Value Pairs
N 7 t
[

73) 1=48 Last chm:nt[i]
cdcT61262dcd Te98de31bbB699dag359

coSystems

2 (2.0%) - lgporest § [B%]

SHRIUEK G , RADIUSERS SR FREZ#HTEE, XFAFUSER1(AVP User-Name)Fl Rz
BAAAAR AT , A4 EAVP ACS:CiscoSecure-Defined-ACLA#ACSACL#-IP-ACL_USER1-


https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109

65e89aab,

4B0. 394 39 19.48.39.134 19.48.39.138 Access-Accept id=92

394 bytes captured (3152 bits)
1 I @l:ec), Dst: Cisco_b2:fe:ff (80:le:f6:b2:fe:ff)
irtual LAN, PRI: @, DEI: @, ID: 39

Internet Protocol Version 4, Src: 10.48.39.134, Dst: 18.48.39.139
User Datagram Protocol, Src Port: 1812, Dst Port: 63772
RADIUS Protocol

Co

Pa

Lengt

Authenticator: 643ableaba94787735F7367

9994988 second
USER1

227 66 chBEGFid

Length: 66
Vendar I0: ciscaSvstems (9]

~ WSA: t=Cisco-AVPair(l) 1=6@ val=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-E5eE%aab

CL#-IP-ACL_USER1-65e8%aab

O] - et 1 [BEK]

DACLT#k

MRJIACLERWLCEEN —2 , I&FHESEARAF , #BERADIUSLEL R, &M , WLCH
TEACL , MARFERARADIUS, At , WLCKIZERADIUSTHREIER |, XXEAAVPAF ZBHJACLA
FR#ACSACL#-IP-ACL_USER1-65e89aab)., WLCEXIRADIUS RS 851tk 15 [R1 32 32 fi F Cisco AVXY
aaa:event=acl-download B Z1ACL T £,




Length |I0 Source indo
BR37 184 39 10.48.39.130 Access-Request iplicate Request

Frame B037: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits)
Ethernet II, Src: Cisco_b2:fe:ff (B@:le:f6:b2:fe:ff), Dst: VMware_Bd:@l:ec (88:58:56:8d:81:ec)
862.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 18.48.39.138, Dst: 18.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812
~ RADIUS Protocol
Code: Access-Request (1)
Packet identifier: 8x51 (81)
Length: 138
Authenticator: b216948576¢Bad46a51899e72d48709454

Attribute Value Pairs
AVP; t=NAS-IP-Addressi4) 1=6 val=18,48.39.138
AVP: tslser-Name(l) =32 val=#ACSACL#-IP-ACL_USER1-65e89%aab
Type: 1
Length: 32
User-Name: #ACSACL#-IP-ACL_USER1-65eE89aab
AVP: t=Vendor-Specific(26) 1=32 wnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=38 wnd=ciscoSystems(9)
Type: 26
Length: 38
Vendor ID: ciscoSystems (9)
V5A: t=Cisco-AVPair(l) 1=24 val=aaa:event=acl-download
Type: 1
Length: 24
Cisco-AVPair; aaa;event=acl-download
AVP: t=Message-Authenticator(8@) 1=18 val=41da2311592464b31B562868dbf TRETFE

R EIZFHIZEFHRADIUS access-accept@ & ERHJACL , MIRB BRI T, BMNACLHNFETE
ip:inacl#<X>=<ACL_RULE>(E IR [ECisco AVPH , <X>EMN&ES

3 ength | I Source Desitination
8837 184 39 198.48.39.132 10.48.39,134 quest id=81
B038 369 39 10.48.39.134 18.48.39. 138 Access-Accept id=81

Frame 8838: 369 bytes on wire (2952 bits), 369 bytes captured (2952 bits)
Ethernet II, Src: VMware_8d:@l:ec (@0:58:56:8d:81:ec), Dst: Cisco b2:fe:ff (88:le:f6:b2:fe:ff)
882.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.134, Dst: 18.48.39.13@
User Datagram Protocol, Src Port: 1812, Dst Port: 63772
RADIUS Protocel
Code: Access-Accept (2)
Packet identifier: @8x51 (B1)
Length: 323
Authenticator: 61342164ce39be@beedB2B8b3ce566efs

[Time from request: @8.8@7995808 seconds]
Attribute Value Pairs

AVP: t=User-Name(1) 1=32 val=SACSACL#-IP-ACL_USER1-E5e89aab
AVP: t=Class(25) 1=75 val=4341435332308613330323738366462425172394452596734477651436554692148737050..
AVP: t=Message-Authenticator(8@) 1=18 val=a3cdb2@cdle64785d908232511cdab72
AVP: t=Vendor-Specific(26) =47 vnd=ciscaSystems(9)

Type: 26

Length: 47

Vendor ID: ciscoSystems (9)

VSA: t=Cisco-AVPair(1l) 1=41 val=ip:inacl#l=deny ip any host 18.48.39.13
AVP: tsVendor-Specific(26) 1=47 vnd=ciscoSystems(9)

Type: 26

Length: 4T

Vendor ID: ciscoSystems (9)

VSA: t=Cisco-AVPair(1) 1=41 val=ip:inacl#2=deny ip any host 10.48.39.15
AVP: Vendor=Specific(26) 1=48 vnd=ciscoSystems(9)

Type: 26

Length: 48

Vendor ID: ciscoSystems (9)

VSA: t=Cisco-AVPair(l) 1=42 val=ip:inacl#3=deny ip any host 18.48.39.186
AVP: t=Vendor-Specific(26) 1=36 vnd=ciscoSystems(9)

Type: 26

Length: 36

Vendor ID: ciscoSystems (9)

VSA: t=Cisco-AVPair(1l) 1=3@0 val=ip:inacl#d4=permit ip any any

® B RADWS Frotocol jeadin], 121 bytes

Packety: 83177 - Dinplayed: T [1.0%]

AR MRACLHABREWLCETHEHIESR , NERAFEFHRHTHORIE (HFA




WLCERN AP #ITRADIUSH M HIE ) , (LACLIWE T 2 RBRHER, ACLEFHIHSIER
DELRIRTACLIVE L, WACLT RS ELER/E , EEMLATE , HFEACLTER
WLCEEW —&2. ER , EACLERZAHTENRIEN T IRMEFER L —NF ik
B3 e BT H ORI,

ISER/ER &

RADIUSZE F i & 17 1 iE

BEREETRAFPUSER1IN SRR , HPNA T A FEMACL ACL_USER1, #IEHERRAY N

BED ULIBEE T,

Cisco ISE
Steps
Overview Ll
. 11001 Received RADIUS Access-Roguest
Everit 2 n s
11017 RADIUS created a new session
i LiSeR1 15049 Evaluating Palicy Group
Endpoint Id 0B:BE-AC:1&:13:70 & Evaluating Service Selection Palicy
11507 ¥; -| i
Erdpoi Unknawn 507 Extracted EAP-Response/ldentity

Authantication Pokey
Authorization Policy

Autharization Resul

Dafault 3> Dol X
Default > 802, 1x User 1 dACL

9B00-DOT1X-USERT

Authentication Details

Source Timestamp

Received Timestamg

2074-03-28 05:11:11.036

2024-03-28 05:11:11.035

12500

12675
11006
110m
18

Bropared EAP-Roquest proposing EAR-TLS with
challenge

Valid EAP-Key-Name attribute recened
Fetumed RADIUS Access-Challenge
Received RADIUS Access-Request

BADIUS t5 ro-using an gxisting sossion

Extracied EAP-Response/MAK requesting 1o use PEAP
irestirad

Prepared EAP-Request proposing PEAP with challenge

Valid EAP-Key-Name asitrbute received

i Fetumod RADIUS Access- Challengn

11001 Feceived RADILS Access-Reguest
Policy Server i

11018 RADIUS is re-using an existing session
Event ! o 1230; E¥iracied EAP-Responso containing PEAP chalengn-

- resgonse and accepting PEAP as negotisted

Usarame USERT

12318 Successfully nogotiated PEAR version O
User Type User 12800 Extracted first TLS recand: TLS handshake started
Endpoint id 08:BEAC:14:13:70 12805 Extracted TLS ClieatHollo message

Calling Stakion Id
Erdpaint Brodils

Authentic-ation kdentity
Store

08-be-ac-14-13-7d

Unkritwn

Internal Users

12806
12807
12804
12810
12305

Prepared TLS ServerHella message

Propared TLS Gestificate message

Propored TLS SorverKevExchange message
Prepared TLS ServerDone message

Prapared EAP-Raquest with anathar PEAP challonge

Kentity Groug Unkrrown 11006 Retumod RADIUS Access- Challengn
11001 Received RADIUS Access-Request
Audit Sassion ld B227300A0DI00I0DE4BABEIF
11018 RADIUS is ro-using an oxistng sossion
I Autheniication Method detix 1330 Eviracied EAP-Fesponse containing PEAP challenge-
 reponse
Authentication Protocol FEAP (EAP-MSCHARVZ)
12305 Propared EAP-Request with another PEAP challonge
Service Type Framed 11006 Retumed RADILS Aceess-Chalienge
HNetwork Device gefland- 3800 1001 Recoid RADIUS Access-Roguost
11018 RADIUS is re-using an existing session
Deéwice Typé All Dévice Types
1gape E¥inacied EAR-Response containing PEAR chalenge
Lescation Al Leeations response
12305 Prapared EAP-Request with anather PEAP challenge
5 Py Addross 10.46.39.130
11006 Returrod RADIUS Accass- Challengn
NAS Port Type Wirgloss - IEEE 802,11 11001 Receied RADILS Access-Request
I Authorization Profile 9800-DOTHH-UEERY 11018 RADIUS is re-using an existing seasion
- " 12304 E¥Iracied EAP-Responso containing PEAP chalengn-
Response Time 368 millisecands M ponss
12318 Successfully nogotisted PEA® version §



Other Attributes
ConfigVarsionid
DestinationPort
Pratacel

NAS-Port

Framed-MTU

State

undefined- 186
undefined- 167
undefined- 168
NetworkDoviceProfileid
15ThirdPartyDenicoFlow

AcsSessionlD

SelectedAuthenticationkden...

SelectedAuthendicationkden..

SolectedAutharticationiden

AuthenticationStatus

1812
Radius
3913
1485

ITCPMSessioniD « 8227 200A0000000DBA8ABEIF; 265 ession]
D=isa/499610885/35;

00:0f:8e:04

00:0:ac:04

00:0fac:01
bOEHIG05-3150-4215-0800-5753d4 50060
false

ise/499610885/35

Iriternal Users

AB_AD_ Join_Points

Guast Usars.

AutherticationPassed

IdentityPolicyMatchedRule

AuthorizationPolicyMatched.

DotiX

BO02.1x User 1 daCL

EndPoimMACAddress

ISEPalicySelNams

IdentitySeiectionhMatchad Rule

TotalAuthenLatency
ClientLatency
TLECipher
TLEVarsion
DTLSSupgon
HastidentityGroup

Network Devico Profile

OB-BE-AC-14-13-7D

Dafault

DottX

515

147
ECDHE-RSA-AES256-GCM-SHAIRS
TLSV1LZ

Unknown

Endpoint Identity Groups:Uninown

Clsco

Location LocationitAll Locations

Dewice Type Device Typedifll Device Types
IPSEC IPSECHIs IPSEC DaviceNo
Name USERT

EnableFlag Enabied

RADIUE Usemams USERT

NAS-Idantifier DACL_DOTIX 5510

Davice IP Address 10.48.36.930

CPMSessioniD B227300A00000000848ABEIF

Called-Station-10

CiscolVPair

10-b3-ch-22-99-c0:DACL_DOT1X_SSID

service-typesFramed,

audit- session-id=822 7 J00A000000DEABABEDF,
mathed sdetx,

chignt-iif-id=2113931001,

vian-kd= 1413,
iseo-wian-said=DACL_DOT1X_SSID,
wian-profile-name=DACL_DOT1X_S8ID,
AuthenticatinidentitySioresimarnal Users,
FQSubjectName=927 3{e30-Bc01- 1 1e6-996c-
52540004652 Viluser 1,
UriiqueSubject|D=94b3604f504 9088 cc fafe 2f3a86cB0d1 9790
Scdd

Result

Class

EAP=Ky=Nams

clsco-av-pair

M5-MPEE-Sond-Kny
MS-MPPE-Recw-Key

LicenseTypes

Session Events

CACS-B227300A00000000848ABEIF Ise/459610885/35

B-IP-ACL_USER1-

.

Essential license consumed.

I 2024-03-28 05:11:11.035

duthentication succeeded

12810
12812
12803
12804
12800
12802
12816
12310
12208
11006
106
11018

12304

12313
158
12306
11006
110m
11018

12304
sz
11806

12306
11006
o
11018

12304

11808

15041
15048
22072
15013
24210
14312
22037
1824
12306
11006
1100
11018

12304

11810
11814
19519
134
12305
11006
1001
1nMs

12304

24715
15036
24208

24
15048

Propared TLS ServerDone message
Extracied TLS ClienlEeyExchange message
Extracied TLS ChangeCipherSpec message
Extracted TLS Finished message

Prepared TLS ChangeCipherSpec message
Praparnd TLS Finished message

TLS handshaie succeeded

PEAP full handshake finshed succosshully
Prepared EAP-Request with anather PEAP chalienge:
Retumred RADIUS Access- Challenge
Fecaived RADIUS Access-Requesi

RADIUS is ro-using an existing session

Exiracied EAP-Response contsning PEAP chalenge -
response

PEAP inner methad started

Propared EAP-Request/idontity for ineor EAP mothed
Prepared EAP-Roquest with anather PEAP challenge
Rt RADILS Access- Challengn

Recoived RADIUS Access-Request

RADIUS is re-using an existing session

Extracied EAF-Response contaning PEAP chalengo-
respense

Exiracied EAP-Responsafldantity for innar EAP method

Prepared EAP-Request for inner method proposing EAP-
MSCHAP with challenge

Prepared EAP-Request with anather PEAP challenge
Fetumed RADIUS Access- Challenge

Recoivid RADIUS Access-Rogunst

RADIUS is ro-using an existing session

Exiracted EAP-Response contsining PEAR challenge-
56

Exirazied EAP-Response conlsining EAP-MSCHAP
challenge-response for imner mothod and accepting EAR-
MSCHAP a3 negotiated

Evaluating Identity Policy

Queried PIP - Normalised Redius RediusFlowTyoe
Selociod idoniity source sequence - Al User_ID_Siores
Selocted Identity Source - Intemal Users

Looking up User in Internal Users IDStore - USERT
Found User in Internal Users IDS1one

dfuthentication Passed

EAP-MSCHAP authentication attempl passed
Prepared EAP-Request with another PEAP challenge:
Rtudrvid RADIUS Azcess- Challenge

Recaived RADIUS Accoss-Roguist

RADIUS is re-using an existing session

Extracied EAP-Response contaning PEAR chalenge-
FESRCNEE

Extracted EAP-Ry for inner method
MSCHAP challenge -response

Inngr EAP-MSCHAP authentication succesded
Prepared EAP-Success for inner EAP methed

PEAP innar method finished successiully

Prepared EAP-Request with anather PEAP challenge
Retumed RADIUS Access-Challenge

Recered RANUS Access-Request

RADIUS is re-using an existing session
Extractod EAP-R PEAP cl
respanse

15E has not confirmad logally pravicws successiul maching
authentication for user in Active Direebary

Evaluating Authorizstion Pokey

LLoaking up Endpaint in internal Endpaints IDStore -
USERT

Found Endpoint in Internal Endpcints IDStore
Dueried PIF - Network Access.UserName
Cuaried PIP - Internallisor. Name

Selected Authosization Profile - 9800-DOTIX-USERT
Added the dACL specified in the Authorization Profile

1oz

Max sossions policy passed

New accounting session crosted in Session eache
PEAR authontication succesdied

Prepared EAP-Success

Returned RADIUS Access-Accent




DACLT#k

BREEEERACL ACL_USERT &M T, MEHEBRIKIET D AT BE R,

Cisco |SE
Overview Haps
Evant 5232 DACL Download Succoeded 1001 [ Aeaid FANN ACCRSE-RatME
11017 RADIUS crontad B nw 503300

Usnenama RACSACLA-IP-ACL_USER! - 65e80aab 1117 Ganersted & nrw sassion D
Endpaoint id 11002 Returned RADIUS Access-Accapt
Endirsint Prafily
Authorization Rosult
Authentication Detalls

2024-03+28 05:43:04,755
Received Timestamp 024-03-78 05:43:04. 785
Policy Sarver is0
Evont 5232 DACL Download Succeeded
Usaenama RACSACLA-IP-ACL_USER! - 65a80aab
Network Device gdefland- 38040
Diviti Ty Al Dirvasd Typos
Locasion Al Locations
AT IPed Addrass 10.48.39.130
Response Time 1 milisecands
Othor Attributes
ConligVersionld 73 1
DestinationPort 1892
Prataced Aadus
HetworkDeviceProfileld bO&U9S06-3160-4215-aB0e-6753d450f56c
IsThird Party DivieaF law tolgs
AcsSessionlD ise/450E10855/ 88
TotslythonL atarey 1
ClientLatoncy a
DTLSSupport Unlkneran
Network Device Profie Cisco
Locasion LocationitAll Locatioes
Device Type Device Typettdil Device Types
IPSEG IPSECHIS IPSEC DindcatiNg

I RADIUS Usemame HACSACLE-IP-ACL_USERT -65e8%ab I
Divvicn IP Addrass T048.30.130
CPSastioniD 2:1“‘“ piidsg, Az HEQW akd guiE Tup 3
CiscoAVPair SRACRRVEEE i SEMESN,
aaacevoni spcl-downioad

Rozult
Clidi CACS:0a3027850W4 VEOW 2oz Ekd puk E Dl e

FhcseMise/499610885/48
gisoo-an-pair iprinacit 1 =dary i any host 10.48.39.13
SO0 pair ipinacliZedery ip any host 10.48.30.15
Cino0=an-pair ipinacinisdeny ip any host 10.48.39. 186
CSE0- - P i INACId = L @ BNy By
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