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AXEPHERETUTREFEHIRA

« BRIFTL£9800-LIEHIEE®17.9.4
« Cisco Catalyst 9130AXIR F#E A =
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AN A FBBE T MRTE9800 Lk 12 %88 £ /8 ATN802.11r, 802.11vHI802.11kETHIX B, EiEfiF
BTEREFRENEF IR E,

802.11r, 802.11v#1802.11k& £802.11 R FIFT LM EZH i P FEFRERIEER,

« 802.11r2EEARSENRETE , E5IAT NS BEZEFFIRERIBFREA
K2ul , DEHRAPHITIRIEF. ©RIEATTRMEREZEXREENINE , SINEIPES
RENRNARFPEEUNBIFEREENER. BT EENS02.11rML |, Z AL
EEARZEER , MA2ENEKXMEEZP I PITHER.

. 802.11k:4R /&% & N %# Bh 8 F¥(Radio Resource Measurement) Rl T4 B R R EEIhAE R E
TEMENBEAMEN TR, EMILTITANTEBRR , #HEAQKENLZEXEELL
BIMENERE. XEFERTEFEEARR. EEREMTIHKE. RE , BEFRWmREAUE
AEeXRBEEFHENRER K BEEZIBNINAPMNMERNEFNHETE. B TMHA RSN
BME,
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FTEDRSELERE. BSERR, AROENMNXHEETE, XEHEERTEFRMNERIN
IR,

CREATEARIMEF RIRFEF , MARFHFRZI ML BIFRK,

802 MMIETELEARZENTEILE , M802.11vIU EEEBMEZEEIIEE. 802.11kEEMIL
TEBRFENAR , NTRREEEM AT 5EM.
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EERANNEZE 8

EEAB2 1M RREEHRITMNER EASSIDEEL2ES RN LS |, ¥BXENE RS
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7802.11 WLANFREL ML FAMRENLZEHER

« WPA/WPA2/WPA3M A : PSKH F 3% F ikt 17 5 5 181
« WPA/WPA2/WPA3 KR : T4 B & B WE L (EAP) S 802 1x B F I L& B F i 47
SR , BESAAARSSHBIEAFELE (AFRBNEL ). EBHTHE,

AR R H | WPA24 I WLANTI LA EEAP-PEAPEL & H , LAE RIEEEWMY ( 802.11r,

802.11k#802.11v ) EFEA LMW ER , URCIMAFMTL =R .

3 AR E M AYSSID ( 802.11r, 802.11kF1802.11v )

BMIAWLANE ERRIAE AN, EXRF , TEEFREHEIS0OMEARZ BRI,

BT ZHEBEWLANKBRINEE ( BR802.11vH1802.11k5\ , BB A THRE B ) , R EHETLLEE
o

LTRRATERENZROTARIRRA

No. Timo Source Dostination Protocal  Channel | Length info

5929  2023-89-19 21:55:55.315721 : B Broadcast 882,11 36 168 QoS Data, SN=2929, FN=R, Flags=.p....FTC

5931  2023-89-19 21:55:55.315741 5 Co 62:bezald: 8b:87:c5 882.11 6 a4z Reassociation Response, SN=1, FN=8, Flags=........ £

5933  2023-99-19 21:55:55.315749 : q Broadcast 502.11 1 a8 Data, SH=8, FN=@, Flags=.

5534 2023-09-19 21:55:55.318767 i g Cisco_49:dazcf 802,11 36 158 Actien, SN=1457, FN=, FL

5936 2023-09-19 21:55:55,319861 62: b 80:07:¢ Cisco_49:da:cf 02,11 36 92 Gos Kull function (No datal,

5938 2023-89-19 21:55:55.319868 :be:aizab:ar: Cisco_49:da:cf 802.11 36 24 Action, SNel459, FN=B, Flagse........ €, SSID="Roaming-Enabled”

5348  2023-89-19 21:55:55.313674 sco_49: :1d:20:49:d. 62:be:a3:8b:87:c5 (62:beca. B82.11 36 61 VHT/HE/EHT /RANGING NDF Announcement, ceenl
5541 2022-99-19 21:55:55.319877 8 73 Cisco_49:dazcf 892.11 36 697 Action Mo Ack, SN=58, SRLECEETE <

5842  2023-89-19 21:55:55.319888 ise 2 62:be:ad: Bb:07:c5 B02.11 36 144 QoS Data, SH=0, FN=@ «F.

5944 2023-89-19 21:55:55. 319886 4 62:beza3:8b:107:c5 802,11 6 144 QoS Data, SMel, FNs®, Flagss.p....F. [

5845  2023-89-19 21:55:55.319891 is€0_e6:4a: 62:be1a3: 8b:071E5 B802.11 6 144 QoS Data, Sh=1, FN=0, BecRFLC

LT B8 S FRRARER |

2023/09/19 21:54:25.912523930 {wncd_x_R0-0}{1}: [client-orch-sm] [15403]: (note): MAC: 62be.a38b.07c5 R
!--- Reassociation Request is received from the client.

2023/09/19 21:54:25.912882280 {wncd_x_R0-0}{1}: [dotll-validate] [15403]: (info): MAC: 62be.a38b.07c5 D
I--- Since 802.11r is enabled, WLC/AP were able to validate/use the PMKID



BER802.11rf5 , BMEERE A ImBFE BEMEARZE , H2EMNAPHITHKRETF. BN
PRIE T

NBEF AR iRANEA LR HRIT R BB ((PTK)ITE,

EEFHENEMRKERIBNSH BFAPHRIRE , REPTKEARNATEFRABEAR

Na. Tima Source Destination Protocol Channel  Length Info

5928 2023-09-19 21:55:55.306599 Cisco_48:da:cf G2:be:a3:iBb:0T:cS 882,11 36 217 Authentication, SN=0, FN=@, Flags=........C

Frame 5928: 217 bytes on wire (1736 bits), 217 bytes captured (1736 bits)
Radiotap Header w8, Length 36
802.11 radio information
I1EEE 882.11 Authentication, Flags: ........C
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Tagoed parameters (147 bytes)
Tag: RSN Information
Tag Nuember: RSN Information (48)
Tag length: 42
RSN Version: 1
Group Cipher Suite: @@:0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List @@:@f:ac (Ieee 882.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 2
Auth Key Management (AKM) List @@:0f:ac (Teee 802.11) WPA @@:0f:ac (Teee 882.11) FT over IEEE 882.1X

mSM Capabilities: @x@@28
PMKID Count: 1
PMKID List
Tag: Mobility Domain
Tag: Fast BSS Transition
Tag Number: Fast BSS Transition (55)
Tag length: 96
MIC Control: @x@o0d
MIC: @doddd
Adomce: 976115T24B6018c37 1 Tcdc3abZBdT1ZbT@31209c872165963baellaoTI125411
SMonce: 66d9b4@cE6461074b6147020ebebdcl90b24b5e27439badRcaT74b32012e471d

Subelement: PMK-R1 key holder identifier (RIKH-ID)
Subelement: PHEK-RD key holder identifier (R@KH-ID)

2023/09/19 21:54:25.913247615 {wncd_x_RO-0}{1}: [dotll] [15403]: (note): MAC: 62be.a38b.07c5 Associatio
!--- Reassociation Response is sent to the client.

2023/09/19 21:53:59.692212232 {wncd_x_RO-0}{1}: [client-orch-state] [15403]: (note): MAC: 62be.a38b.07c
I--- Client took an IP address and moved to run state.

= HROERE L AISSID ( 802.11r, 802.11k#F1802.11v )

ElZ RS, AEMHIES2.1x SSID LHWER, EXMERT , BAELEFREZEARZE
;_v.Ib‘?H'J‘ %F‘ RHREATEEHRIE , TRERZHAXRN RS, BZRHF , EUUEIES
Ui 7o R B EAPAT R

Rt , BTAREREMREBESE , BERET T2 EMSFHRIE



5305  2023-99-15 21:44:56.7I0298
; S|2 2023-99-19 21: 44:56. 738535

Lisco_49:da:ce
a2:en:0d:e1:87:c

a2:ca:9d:el:87:c8
Cisee_49:duice

Request, Identity
Respanse, Identity

L5321 2023-99-19 21:44:36.768162
| ORI 2023-09-19 21:44:56. 770964

a2:card:el:87:c9
Ciseo_40:da: ee

Cisco_49:dance ad Response, Legacy Mak [Response Only)
B2ieai9dieliBTzed a2 Request, Protected EAP (EAP-PEAP)

| 5349 2023-89-19 21:44:36.813624
L5344 2023-09-19 21:44:56.619333
| OSME  2023-89-19 20:44:36.822226
| 5383 2023-89-19 21:44:56. 825007

Cisco_49:datce

a2:co:90:e1:87:c9 idmi e
Cisco_d49:dazce a2icaiddiel:87:c0
AZzca:9dieliBTicd Cisco_49:da:ce az

1888  Request, Protected EAF (EAP-FEAF)
a2 Respanse, Protected EAP {EAP-PEAP)
pLLE Request, Protected EAP (EAP-PEAF]
Response, Protected EAP (EAP-PEAP)

. 539 2023-09-19 21:44:56. 866624 al:ca:fd:el:87:c9 Cisco_49:da:ce a2 Response, Protected EAP (EAP-PEAP)

Response, Protected EAP (EAP-PEAP)
Success

Key (Message 1 of 4)

Key (Message 2 of 4)

Key (Message 3 of 4)

Key (Message 4 of 4)

5418
5414
5416
5420

2023-83-19 21:
I023-09-19 21:

8 sco_49: <]
2023-83-19 21:44:56. 319863 a2scoiddiel:87:icd

BERTL NI

BT RULEIHFEHHZEFSRRARRNHE

2023/09/19 21:44:47.425575500 {wncd_x_R0O-0}{1}: [cTlient-orch-sm] [15403]:
!--- Reasscoiation Request is received from the client.

(note): MAC: a2ca.9del.87c9 R

2023/09/19 21:44:47.425980179 {wncd_x_R0O-0}{1}: [dotll-validate] [15403]: (ERR): MAC: a2ca.9del.87c9 Fa
!--- Since none of the roam methods are enabled, WLC/AP could not find any PMKID available.
2023/09/19 21:44:47.426252733 {wncd_x_R0O-0}{1}:

[dot11l] [15403]: (note): MAC: a2ca.9del.87c9 Associatio

!--- Reasscoiation Response is sent to the client.

2023/09/19 21:44:47.444466744 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444469338 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444481064 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471913767 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471916029 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.475646582 {wncd_x_R0-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.627108647 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.627110791 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.631319121 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.657492378 {wncd_x_R0-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.657840708 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
!I-—- Full Reauthentication EAP exchange packets.

2023/09/19 21:44:47.658787303 {wncd_x_R0-0}{1}: [client-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E
2023/09/19 21:44:47.662831295 {wncd_x_R0-0}{1}: [cTient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M
2023/09/19 21:44:47.662931971 {wncd_x_R0-0}{1}: [client-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E
2023/09/19 21:44:47.665864464 {wncd_x_R0-0}{1}: [client-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M

!--- 4-way handshake in order to compute the PTK/GTK keys.
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802 11kiREAEFIRERBERE  HPEBSAXESERSEFHTEBFNAPHER . X
, BEFREREBH I HMBARLZAE , BAILUB R W HEZRFEARH,

C9800 N 11K BRI AV TN RE |, ZIREW BIE H [802.11kFF P im R L L VR B FI %R,
802. 11k EFIRZFLER , X TFARAP LA N FEFHALARE , RAWLCEZREHIEMN
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TERIREFiREEAKIKEKG802.11kRENE ~HI :



H

802.11
IEEE 8
IEEE 8

radio information
82.11 Action, Flags: ........C
82.11 Wireless Management

C
A
D

Fixed parameters

Tagged parameters (9@ bytes)
Tag: Neighbor Report

ategory code: Radio Measurement (5)
ction code: Neighbor Report Response (5)
ialog token: 42

Tag Number: Meighbor Report (52)

Tag length: 13

BSSID: Cisco_7f:a2:2f (14:16:9d:7f:a2:27)
BSSID Information: @x000002f7

Operating Class: 115

Channel Number: 36 (iterative measurements on that Channel Number)
PHY Type: @x@7

Tag: Neighbor Report

Tag Number: Meighbor Report (52)

Tag length: 13

BSSID: Cisco_b9:35:ee (d4:78:9b:b9:35:ee)
BSSID Information: @x000002T7

Operating Class: 121

Channel Number: 148 (iterative measurements on that Channel Number)
PHY Type: 0x@7

Tag: Neighbor Report

Tag Number: Neighbor Report (52)

Tag length: 13

BSSID: Cisco_la:10:ce (d4:eB:80:1a:1@:ce)
BSSID Information: @x000002f7

Operating Class: 121

Channel Number: 128 {iteratiue measurements on that Channel NI.IITIhEP‘]
PHY Type: 0x@7

Tag: Neighbor Report

Tag Number: Meighbor Report (52)

Tag length: 13

BSSID: Cisco_2b:a5:@e (@0:16:63:2b:a5:0e)
BSSID Information: @x000002T7

Operating Class: 125

Channel Number: 161 (iterative measurements on that Channel Number)
PHY Type: 0x@7

Tag: Meighbor Report

Tag Number: Meighbor Report (52)

Tag length: 13

BSSID: Cisco_c9:be:2e (a@:23:9f:c9:be:2e)
BSSID Information: @x@eBeez2f7

Operating Class: 118

Channel Number: 64 (iterative measurements on that Channel Mumber)
PHY Type: @x@7

Tag: Neighbor Report

hBERE

Tag Number: Meighbor Report (52)

Tag length: 13

BSSID: Cisco_99:2b:@e (40:81:7a:99:2b:0e)
BSSID Information: @x808002f17

Operating Class: 118

Channel Number: 52 (iterative measurements on that Channel Number)
PHY Type: 0x07
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802 1MVIRET , TEMEEEN M EREENETIEME MBI B BINGE , ZEUKRAZRF
WA iR ERE , ZZRBMRTES T AER LR EAHEMNIER T RFKEEKXH
et A, BB R BN EUE BRI B B Kt & K22 R B RV B A

MRBFARE -ENEERARBEIRETLEFRAN , EBRELE RSB MEHFEUERE

o

BSS Max idle period 2APTLH BT[N ( B/ un Al AMRIGIRER , NI &8 ) BIAIRERE i
KEXHY AT R &,

R ABE S 5k Bk M) 2 307 5 ok W) RS2 LR 325 B To 4 3 7 i

TEETRREBEASWERXBKENFHE , HHBSSHEAZRARUNELUEE. BREUE
T1.024ZWHT :

Frame 6321: 251 bytes on wire (2808 bits), 251 bytes captured (2008 bits)
Radiotap Header wv@®, Length 36
802.11 radio information
IEEE 802.11 Reassociation Response, Flags: ....R...C
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Tagged parameters (181 bytes)
Tag: Supported Rates 12(B), 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (802.11n D1.1@)
Tag: HT Information (8@2.11n D1.18@)
Tag: Extended Capabilities (10 octets)
Tag: VHT Capabilities
Tag: VHT Operation
Tag: BSS Max Idle Period
Tag Number: BSS Max Idle Period (9@)
Tag length: 3
Max Idle Period (1@@@& TUs): 97
Idle Options: @x@@
....... @ = Protected Keep-Alive Required: @
0088 B00d. = Reserved: OxB8
Ext Tag: HE Capabilities
Ext Tag: HE Operation

2 BSSAHIE

M EHBB R ELT L EMIRERGBNE M mEFTEEIIEAR. XAFFRRERT TER—
RIS E(ESS)FEHNEARTIR,



802.11v BSSIEEEMEU T =N Eh#H TR

1ERBEREQAFEARLEZH , FFIRAEY RK)E802.11v BSSTEEEEN , SUKHERHKE
MEARNEFIED , UREFIRADEZENSFIAP , FIINBSSIEEEEER , ZBERREZENR
M RIZEARTIR.

2 ARERWARFEFER | WA FAPER —2HI3 ENEARZEAXFEF iR TREGE , %
BRAPE R, SFFIRITHEIAPHEEERNHRSEHHEN , AAZHEAPKERIHE M mH<
BIEE |, HETRRBS N7 (APIC ) BHXBEIBR, BE  RIELNEFRSZHXKEIE -2
HIAP , BIEE FimlBIREBIEL RN , BINRSSIEEMS , MRAPRHSEED, Fln

, RIR—PAPHSWERERS  E2F401MHF, £/H802.11v BSSEEEEER , TAEI#H
WAL AR EHE | ERAPFHRIENAPSI R ZIXE) 8 Mt

JARZBEBRNMALBHER | TEEFIHRMNABRFABHEIESHSNAP, BR , BLEEFIKER
HFETR , ElEEESHXENAPL | BMEBEAPRMBIRESHtBRML, XM AHBMEER
FumEIE, AT ERRIFIE , 98002 HISR IS NMLLBIFRIZHEE , HPMEEF iRRESMN
RSSIFMBIEER |, HEHEUEKRBKRE Fim. 802.11v BSSIHEEEFEREE TRILANEN , ©F
EPimERBUEXER , A RHEBREIINAPIIR,

~
AR BETACEZR , LB FATERTAENSE, BREAJICANEBEZEGE | £
LORERETMMR , BN, MRS ALEE TR HIAES R,

HAPXIEEI & Fi%A802.11v BSSTEEEBERAR —MNEN. B TEFRRNERFE
9800k B FIBRIRM T — N E N EFEUHXBWEBIET , MREFREEXNNBEEORNRS
B—MNAPEFREK , WERLGRSIE P WEUE X, BREMNCLIBI S EWLANE B X4 TH
bss-transition disassociation-imming@ 5 # {TEL & o

HXESR

- 802.11r BSSHRFEI &

« 802.11k4B/EFI R M B2
- 802.11v BSS

- BRBARXENTE



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_802_11v_ewlc.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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