HERRWLC 9800FISERYCWALFE

E— 1 RADIUSH BRI R B ?
WLCE AW R EEEURLFACL?

WLCR A A FDHCPHIDNSHRE ?
DHCP =8 DHCPRIUAER ?

B IREE R AEATISEENE ?
NAALEBREHLLFM ?
BEBEXREBLK?
COAR®E ?

AT AY A B A XS s A To ek R 43 R 422 461 85 (WL.C) 9800 #1 & 14 BR 5 5| 2 (ISE) K EE FF Web B A I E
(CWA)HE1TEFEHEBR

BRER

BANMNBRRHERLTLTFTRANNEZEERABEERFEACWANTEAMNE, RXHEINE
CWARHER , BB TER RNENHELSR. SREREPHNELRZ, MAWKESCWANMX
WHEHE, MADXERER , AR IAFEWLC LK E# A R EIE BHIR(Embedded Packet
Capture , EPC)AIN R E

CWARLNRIZRERMRE , AFAFEANMNARFERII LTS , BN BHIRF(BYOD), It
EERHEHTTTACES eI EHITHHELRLS R



LT RCWABRER

Client AP WLC DHCP Server DNS Server ISE

. 8

CWABIE SR
FHRE
BORKEXFRADIUS B4 11 -

DHCP Server DNS Server ISE
Client




BHIRKEXFIRADIUS & 1756 1iF

DHCP, DNSTIEERKE :

DHCP Server DNS Server ISE

Client . %

DHCP, DNSFIE#ERKE

EENEREFIRIRZFRERS(OS) TN K RMEABBIME RN TR

RERERGEMRE , LNBEFMITHTTP GET:

« FR= captive.apple.com
» Android = connectivitycheck.gstatic.com
* Windows = msftconnectest.com

MR EFT TR ESRTHREE !

« Chrome = clients3.google.com
 Firefox = detectportal.firefox.com

REEBNEEM :



DHCP Server DNS Server ISE

. B

Client

REBEEBNEED

BEFRERISEHERERIIFT

ISE

B

DHCP Server DNS Server

Client AP WLC .

TP SYN, SYNACK, ACKwih SE va ITPS (on 8463)
TP GETISE Guestporl (Reciect URLL___

BB FISETERERITF

&P imE R MCoA:



DHCP Server DNS Server ISE

= . s A B R
I | I

F P imEFRNCoA

R HEBR

AP REEEEZFNENELER

UERMNNRENE -2 T8

b

BIXKEBAFRADIUS & 1 iF
£ —/RADIUSE M RIER BRI ?

KEMACEIE S HRIELER



= Cisco
Live Logs
Ci

Misconfigured Suppicants Misconfigured Neterork Devices

Endpoint ID

S RMACIEIE & I8 iF 45 R HYISESLAT B &

WMREAFAF , TEHARSHRIENSSEDIRE N Continue:

Def
Stan Policy Set Name Dascript Condit Allowed Protocols | Server Sequance  Hits
o
I Authentication Policy (2 ]
Stat Rule N Conditi Use Hits  Actions

L

BAEA S RET

WLCREKRHEE[EURLMACL?

FEMonitoring TR EISEXRR A EMWLCEFinRLFEE , RIFISEEFREZF R EEE[MURLA
ACL , #EWLC2WKEIZERE , HEEFHIFAGEPNENATE,



Clipnt

vihsies T vl Asos AP Nama

Result

Fissuinant Policies

EEM[ACLFURL

EEMACLREBIER?

KEACLEMF REFEEMMAER, BRESISERENT 2R

Seqmece T Source
* Action ¥ Souce® T Wikcan ] Wikacar Proweal T Pent Per

Y Oesraion T Destraion T Source T Destieation T
1 OSCP T Leg T

O0OO0OO0O

EEMACLEIE

L

EFin 2B %3 EWeb-Auth Pending?

B EWeb Auth PendingRSHEFIHEFEMAEE. MRERLETFZRES , NRIIEBERBE B X4
F 2B TAAAZZFRADIUS NAC:



toring = > Wirgless* > Cliants Edit Policy Profile
Clients i IPvé DHCP Required o
= DHCP Server IP Address
(5

AAA Policy

Allow AAA Overide 1

NAC State

NAGC Type RADIUS -
- -

EPREFEMAELR. aaaBE=FMRADIUS NAC

MRRBBHAEE , BEHHER :

]
#
N———DSBuemioncogen st

DHCP, DNSHIZEZERE

WLCRE /L FDHCPHIDNSHR & ?

RIUFWLCHHEEMBMACLAR :

n ';'I's"':ln" Cisco Catalyst 9800-CL Wireless Controller wewomescou? | % % A B O MO O Q «

A Aasociste Inerfaces

Wislk Me Through »

dp o domain




EERWLCHHACLAR

EEMACLE X BEREWpermitFAEBMNEER , WL REWERdenyBIEBMEEM,

EARHIF , RFDNSFIRE/MRBISE IP#b it FIDNSHIRE |, HH B 8w 080(WWW) LAY ES
TCPRE.

DHCPARSS 22 R B UWDHCP R I/AER ?

WMRALEDHCPR R , IE5EPCHIN, EPCRILLENEITIERR ( MIDHCPIMU A/ AR i8R
MAC ) —i2fEA , B U EEPEAETFIRIREMACH I , AEEPCHREBHAETFIHIRE
MAC b 1iE &35 3 & 35 B & P 4w iR & MACH#: it K DHCP# R 2.

EARBIH | FHESEVLAN 3 EERNTBRIEHNDHCPRIMMIES

. o ~
: ) » s
n "':'I'S'E;' Cisco Catatyst 9800-CL Wireless Controller " # T AR OC MO | oo
. @ ' I
T nner filters
» Pucket Copture Edit Packet C=- %
= T
Coprrnbame T Ininrfoce T MorkrCowolPane T Buer Ske

(m GgabsEthermat 1 Yo

), 362 bybes cagtered [H134 BLES]
(F2:04: 00 72 00100) , DL WromdERat (AMIATIRAzidLfe

YL 289,285,098 288 €
o Bt fortn &2 |

Sent as

‘ broadcast on
3 thes daoat e e e VLAN 3
e —

AFHRUEDHCPHWLC EPC

AR RS EL B S T Y B P uwVLAN:



g Cisco Catatyst 9800-CL Wireless Controller

o000

R EE S AIVLAN

Swtus T Policy Profis Nama

L]
L]
L

CWA-1

W # T ARG TTOC Q =
Edit Policy Profile -
Access Policies
[m] WLAN ACL
]
]
WLAN Local Profiling URL Filtars

VLAN

BIEWLC VLAN, switchport TrunkBZ & F#IDHCPF M :

HLC1#show vlan

VLAN Name

1 default
2 employee
3 Euest

11 mgmt

WLC1#show ip int br
Interface
GigabitEthernetl
5igabitEthernat2

GigabitEthernet3
Vianl

Viand

Vlan3

Vianll

IP-Address
unassigned
unassigned
unassigned
unassigned
198.15.2.2
198.19.1.2
198.19.11.

WLC1#show run int vian 3

Building configuration...

Current configuration : 189 bytes

i@

interface Vlan3
description guest

ip address 198.19.1.2

N0 BWOp endDied
no mop sysid
end

VLAN, RO FDHCPTM

=]
1 up

Protocol
up

down
down
down

up

up

up

_ T- SERVERS
I82 Dashboard ! Al servers | 1tota

§  Local Server

: fe)
Wi Al Servers
i ADDSs Server Narf 1Pt Wpnageabiity
1§ pHCP AD-2016 198181331 O line - Performa
& DNS

If DHCP server is on different subnet

VLAN 3FETWLCH , #BXEBVLAN W RRYLELEO(SVI). A , ERIUEDHCPRRS 88
IPHbate , ENTARNFM;E L , SVIEEZEip helper-address.,

REXEAEEBLEMRBPEEFT K FMASVI, NT#REWLC LEEIXLSVI,

EEAERT | ip helper-address@ifip helper-address& 4R MEISVI , ML EREBEMAL,

F—MAERERKLEE XM EEDHCPIRSGFIPHLE :



WLC1#show run int vlan 3
Building configuration...

Current configuration :
!

interface Vlan3
description guest

5

i

141 bytes

address 198.19.1.2 255.255.255.0

ip helper-address 198.18.133.1 ]

no mop sysid
end

A

SVI can be at the WLC itself or in

the Wired network

P Qos M

WLAN Timeout o
Soszon Tumeout (Soc 1800 o

o Tt (32 200 co delwut-mans-sae_ v
e J 0 o

HOpoL Sdvise N
Clent Exchusion Temoout [sec) &0 Uar Deined (Privass) Metwork
Guest LAN Session Timeowt 0 G o
.5 Drop Uricast o
196.18.133.1

SVIR KB Bl B XAV IP helper-address

het Confgurad v

ARG, WU LAEREPCRIEDHCPR A KT , AKRDHCPARSK 2R R AR HDNSRS 25IP:

Ml renigosp - o x
Fle Edit View Go Coptwe Anolyue Statistcs Tekphony Wirekss Took Help

Amge I RRBEReETsEEaaen

LI By -+
o, Time: Source Destnaton Protocel  Lengd Info 5 Frame §: 35S byted o wire [BS8b bits), 355 Bytes cagtured (B4 bits)

3 EIRE-2D 377N, N4NEE 95,355,255, 055 PP 439 [P BAEGOVES -
-01-13 17 4396 85, 355.265. 155 DCP 531 DHCP Ddscover -
P43, A5 A98.00. 0.2 P 343 [P BdsCovEr o
49, 015993 199.39.1.3 ecF 343 DHCP Ddscover -
| 49, MITIST 199.20.000.0 P 55 [P offer
P4 AITIE 199.06.030.0 =P W55 [P Gffer
7 020-01-13 17:17:49. 008994 199.19.1.2 DecP 55 pecP offer
. 199.19.3.12 (4 4 peP offer
55,355,255, 055 P 449 pCP Rrguest
155, 355255, 155 DeCP B DHCP Meguet
198.12.303.1 DeCP 53 DeCP Ruguett
B98,35,303.3 P ¥53 DHCP Reguest
1 198.15.2.3 P 55 [HCP ADC
1 199.1%.2.3 DecF FE5 [MCP ADC
15 F@I-0R-13 37 IFEITE 391 29E,37.3.38 P FEF pCP ALK
16 323-01-13 17:27:49, 156975 199.19.1.3 199.1.3.18 (S A1 DHCP ADE

Tranaction D ExRCHITE
Transaction ID @x3caddTe
Transaction I Gx3cHIITC
Trangaction ID Gx3ceITc

- Trasthetion ID exicaanne
= Traniaction IR SRICHITC
- Trastaction ID exiceaITe
- Trantaetion ID guacaIre
= Traniactien IR GRICHITE
- Traisctisn ID GxIcaNITe
- TramtaeRisn ID gxicaITe
= TEARRBGCTIGN IR BEICHITE
- TraRisetisn ID ExIcHITE
= Traniaction ID GxICHITC
- TERRERCTISN ID ERICHITE
- TeaRiBERisn ID GxICHITE

Full DHCP exchange and DHCP
server offering IP and DNS servers

g
» ERhArneT II, SrC: VeRare_fTDRI0O (00D INITTIDOCNE), DST: Clico @cessfi (09:le:feoneie

» BRL.AQ ViFtvel LiN, PRI 9, D41 8, 3 2

» Tatervet Protocel Wersied 4, See: 198.18.133.1, Dat: 188.15.1.3

3 uaer Detagrem Protocol, Src Pert: &7, Dit Port: &7
|| eyeamic wert cenfigeration Prétedal (effer)
Weiibge troe: Bost mmply (1)
Hardware type: Ethernet [Wnil)
Hacdupre AOS0eE LeogiRG 6
gz 0
Trangactisn 10; RIcAITE
seconds elapied: @
3 Boots flag: 0xp0o0
Cliest TP addreds:
¥ewr (chient) 1P
Nt Gerwie IP ASSreSR: 19.10.000.1
Reliy Bpest IF aSared LI
cliest mag address: froms;
Clieet Rarduare sdress
Servar ROST name not glvan

268 (F2:05:00:57:04:68)

Bost file Aeme ASt given

Magic cookle: DWCP
woptise: (53] OGP MaTIADE Typt (oFfer)

LeRgth: L

s offer (3
optise: (1) Subeet Mask (295.295.355.9)
vetisa: (43) Rénkesd Tisk valeh
opticn: (53) Rebinding Time value
pptisn: (53] Jr address wesie Tise

optis: (1) mouter

oeticn: (6] posain nane Server
ength: B
Domalin has Server: 8.8.0.0
Demain name Server: 199 18.100.1

Optise: (18] Domain Kame
optisn: (356) Gnd

DNSARE 25ipFIDHCPIR L AE R

RABREBHEEM?

FRAWLC EPCRIFEDNSIREZ £ 2 S H N E i



1@ SRB ] &« aQeen
B
T Serce Protecal Frame 311 170 bytes 0a wire (1388 Bits), 171 byves captured (1368 bits)
T TR T T P n T —  EUhErnet T1, Sre: WheIre_f7:00:0d (BOIBCIIIIFTIDOIBA), DSL: CHSCO_O4:06IFF (00:16:7¢:04:0
33 3023-81-13 17:36:34,004506 156.15.1.31 £ cesnectivitycheck. gitatic, con #0219 Virtusl LN, PRL: @, OEL: 9, I0: 11
33 20238013 17:36:34, 004505 198.15.1.11 s i google.con Tnternet Protocsl Verslod 4, Sre: 2.83.67.57, Dit: 198.15.11.19
34 2023-81-13 17134134, 004505 198.19.1.11 [ query Bx73ab A wes, poogle.con Uzer Datsgram Protocol, Src Port: SMEE, Dat Port: 537
i 45 30FI-BI-13 17: B4 B4.8848ES & & ond query resposse Guddias A commectivitychesk.gstatic.com A 142,381,263 .3¢ | 7 Contral snd Frovisioning of "'1"1"“ Access Polnts - Data
A 20200010 17:36: 34, 004509 £.0.0.8 s QUEFY PESEORTE QBB A CORMRCEIVETYERMCE.ESTITIE, com & 142.251.260,94 | 7 TOIE #8231 ot Data, Flags:
46 20200113 17:36i M. 056343 §.8.8.8 198.19.1.11 s query response BxTieb A W, peGEle.CoM A 172,250.60.147 A 172.750.63.99 Ladleal-Link coatral ) i
47 20238013 17:36:34,056503 F.B.5.8 198,139,111 oo QUECY response SXTIeb A wew.OOG1e.con A 172.353.63.147 A 172.253.63.99 Internet Frotocol version 4, Srci 196.19.1.01, 0st: 3.5.8.3

DNSZ i) F0d 5

MREEQRRBEHEER
WMREEQMEERER , WA REFEDNSHEAT RE,

mREBPHARERE

MERFAEREFIG ?

WAUEE w2

BHERFEDR

BRTCP SYNKIE

el

ustr Dategrem Prtocol, Src Porti 3T4ed, Dst Port: 53
> Bomain kame Systes [gueryh

B K e H =R AP, 4/2010.0.0.1,

A80FHWLCEETE

|«

Am
LI

@

s 156 Standaed guery exilse
] TH Stesderd gty EniSE
o 171 Standard query eusfcy Fitatic.con
s ) Stadard gutey GxMFCh A Commectivitycheck. LITAtIE. £om
] 170 Stasdard Zwbry SeBEY A BILET.IamSAEvELiaclied. co
NEN ] 92 Stenderd Quiry EXBESY A BISET.samsungvisioneloud. con
198.19.1.21 o 174 Standerd guery response Eoidie A wew. google.com A 371.580.40.008 A 172,380,460 004
299.19.1.11 ons.
398.19.3.31 s 307 Standard guery response Y A CONMECTIVATYCRECK.EIENTIC.COM A 3AZ.353.363.04
198.39.1.11 ot 175 Standard guery resposte Buafcd A commectivitycheck. gitatic.com A 3433116084
199.19.1.11 oo =
198.09.1.10 L] 365 STeNGINd Guiry rEsponEe MONESY A BISAT.ETAnEYEsioncioud. con R dladeiuc otk
I =3 158 Standerd wtali. google.con
=23 B Stasdard malk, poogle. con
s 164 Standard Tondrodd.pol . org
ons B Standard Foandeoid. posl et ong
18.19.1.11 o 125 Stasdard guery Fesposte GOITEA A mtalk.peogle.com Cuvel medle-pial. 1 m:r o
o

56 STandend Quiry GXMID A MITT-mind.faCeSOoK. com
101 Standard guery Feipoete IR A mgtt.aled, facebosk, com Cumal mgt
197 SEARAMTY Swiry FEISOALE BXIBEE A RERE-alal. facebock.toe DR AILE.al

ko Eoogin. com Ol motdle-gt
sy PR

184 45888 = 00 [S7N] S0de@ WitekS5)S Lbfed MISedTHE SALX

Prame ia:
Ethereet 11,
B93.13 Virtead Law, PU
IEteract Protecsl wn:a-\ 4, s 2.
vter Cotagran Protscsl, Sre port
ontrel and Provisionl

Legle

186 Eytes on wire (1348 Bits), 184 o;:u coptured (1248 bits)
Sre: weare_f7:0eed | £ 10d), DEte Clnco e

B e,

. A% 190.89.01.38

. At peet: §347

of wlraless Access Pelets -
: T

82,11 Q28 Bats

~Lisk Coetrol

gereat Protecsl versioe 4, £re: 1M
58 L !

1.83, Bet: 342.283.160.94
L e 4

So many retransmissions
to port 80 without
interception from WLC?7




TCPEMEH ik M80

EARBFIHR , BFhimEw 80K IETCP SYNBIEE , BERRBRIMEMNEHMITTCPEMEH,

BRESLBEEFREAIip hitp server I, ES KRS £ B EE F EBwebauth-http-enable:

uu:n WLC1#show run | i http HLC1®show run | b parameter-map type webauth global
L4 redirect for-login hrtp://portal thewifilab.org/login.htal paramster-map type webauth glebal
Enter Mipntim commands, one per line. End with CNTL/Z. enrollment url http://198.19.11.18:80 type webauth
I-'ECI-{:DM!I}I!-B http server virtual-ip ipwé 192.8.2.1 virtual-host vip.thewifilab.org
L lab.org.pfx

umr:m run | i http ip http secure=server

redirect for-login http://portal.thewifilab.org/login.htal ip http secure-trustpoint _.thewifilab.org. pfx
http:/198.19.11.18:88 dp http timecut-policy idle 600 life 86400 requests 25
dp http session-ldle-timecut 1209
WIration local destination transport-method http

dp http secure-server HLc“lﬂ
ip http secure-trustpoint _.thewlfilab.org.pfx

ip nttp timeout-policy idle 689 life B6409 requests 25
ip hrtp sessica-idle-timesut 1200

destination transport-method w

httpE2 B @+

BRZWRE , WCAEBTCPREH & BHRIPHNAMEEFIKHEEM,

17.piop

AR 29  mREBEQesSTLE I Eaaean

| (W episesm ea3

Ha. Time Source

9 2030-02-10 19:10: 44, éB0PR6 194, 09.0.11
“ 10 19: 251 R

hw Lengd info 3 frase 601 144 bytes on wire (1192 BAts), 144 bytes coptured (1182 bits)

156 46136 + B0 (5] Soqud WineEETE Loned MEE-IZE0 EASK_PURN TivaledOORIANTI0 Toecrd | © FLPOCRME 1D, SrCC CLSCO_MIRG:TT (80:10:f6:04:06:1), DSL: Wiamare_f7:00:00 (00:0C:29:17:08
m- mn-mmu)mmm Uil MES=1060 vovalaasanyy | ¢ IStereet Frotocol verslen 4, S IM.ER00.08, D% 303.67.87
]
>

SACE_PERM =
o 148 46106 =+ B0 [ACK] Seqel ACkel Wife$5S5)6 Lened TSvlaDOORIANETS THECr=253NE06T90 usr patagres Patecel, BN FarLI K37, DRC et RI
Centrol Asd Frovisicelng of wireless Atcess Polnts - Data

o 230-93-10 ] HTTR 175 GET /penerate 304 WTTR/1.0

71 20200113 1 o 136 50 + 46036 [ADE] Sedel Atks2If WERSE4S1D Linsd TSvals26100368%4 TSetralo9aiagns || I0CE 92,10 QoF Cate, Flags: ......f.

72 200400.13 -1 HTTF 1008 KTTF/L.D 200 O (text/htal) Type/Subtype: Qof Dute (Sxbil)

70 2020-00-10 199.19.1.00 o 136 80+ 46106 [FIN, ACK] $04-07) ACKe238 WIneE4513 Lired TSvaleISINIIGNIS Therapeeq | 7 fFOMe Control Fleld: exid(Swapped)

% 20204113 142, 154, 26184 ™o 4B 6106 + B [ALK] Sege228 AckeBT) WiReETERS Lefed TEvaladMIAISAE Tecrs261010609 P00 DONG 9900 SO = Durdtlon: @ Aicroseconds

B0 2020-02-13 “ 142, 250, 160. 94 o 4B S6136 + B0 [FIN, ACK] Seqelil AckeET4 WineiTSEA Lemed TIvalslOEI3MT TSecrs2833 Mrcelver pddresii f2iadibliEriBddl (F2aadibhibTiBdnel)
B1 30200010 1950044, 002950 40251, 160 1ML 19,0.00 T 136 80 + 46106 [ACK] Sege074 ACKe2T0 WIRe$4512 LN Sddrasst Clzos_slidan "‘ Lt mmmum:

cestination sddressi fiies

Sl
» vegloal-Link Control
3 Interest rotocal versise 4, Srer 18239118384, Dit: 184,
»

WLCHITCP##&

MRFEBMREFE , FRERTRE

e

B IHRBEFISELERERITS



EFIRBEREATISEEHA ?

RITEEMURLREEAFERIPH TN , UREFIHEEHERISEENE :

ISEE A BT

HEEM[URLEEBISEENE , BFFIRIRELEFZENBBENNISE IPHULR , SHIA-NEL
R, MREAENS , FEERETALUELDNSHTHEMN.

BERNREMARME ?

MREFFIHREDXISEREIRS T S (PSN) , i5#FFAWLC EPCHISE TCPdump# TRIE, 7
WLCHISE LB E H S HIK :




WLC EPCAHIISE TCPDump

ERBEBNzE , WERBREEHXERE. EARGF , BITISEEXNA REHEMIKO8443 LHNE
FPiRSISEZ EKBIE :

dm @ “RE g ST Eaaan

DAk 30204100 19110 TRAL 0001

WLCHISERZ

RNALEBSHLZEEMN ?

1. MREISELERABLFIES , MFFREZRERISENFFERTEHNTMBSHEEZ2ESE,

EFWLC EPCEISE TCPdump L , A ARRIFISEIE B 2B ZEE,

EA&BIH connection NE Fimx A , HE RAlert(FK 5l : Ban , %89 : Certificate Unknown),iX Z Ik
BISEIEBRA(ZEE



im:® RRQesETiIE
N [ == 190 19,113 Pt icmos

bd T4 MBS« BN [EV]
! 188.09.1,11, On

T4 paA) = DB (SN,
BESBE, DIE Port: Be4), fTea: S8,

o DA+ Bea) (A

ThralebSTIMIHAT THO =610

ien: Cert Te Lminonn )

19210554 090028 S4IS4I4] TEECr = JATINEREST

B3 H0:H- 110000

6 RS+ Bad)
% e - )
-3 7D Alert (Level

Sesoription: Certificate unimown (44)

308 IREI-WE-00 BRI RRCES. D IM.10,0.00

LIF TI-AE-1D ERIEACES.ARNLEN 198.18.100.37
14) 3020.80-10 $9IRIE5. AN 18.19.1.10

Thh JRIIREeDD E9IRRES.ATENSD 390.18,100.37
55, 21 1.1.11
95, BEY
55445190
8. 508340
45547
5. 547148

147 3
FT
i
15
185
14
ur

WEROBEE Lemed TIVEL-LISII8T1T THECra1ATINN

ToecrapaTIIMA

=HTIITAIM THeCr-E400E]
=TI TEACraGenN]

% MM s Baa)
o MM+ B |

190.09.0.00
198,191 11

Alert (uevel

MREFFREEDT , MEKERATRAEL:

We can
bypass
arning

T EFISEIEPHEFHEE

MREERBY , BERAY , BRERENZEHS :




B PR EFZIMCoA

TEERRARM?

KEISEREHNEHBRIEANK, BRERER,

Cisco ISk

Overview

Authentication Details

HTRIEHER  TESHRIEAK

BRRERY , EFEFRFLKBIEIRUNIRE ?

KEISEREHNSHRIEFMAESNER

Steps

" Make sure you using correct
\credentials ©




Still getting Redirect-to-Portal 7777
EERFH

EARRGF , ERiHARERIEEEBURLNEEDACLHEREEX . X£SHEE@RE

o

1% Policy set. #&Guest_FlowH NI A KAE EE B H N 2 &8l

Guest_Flow# |

COARBRM ?

FEFEPCHIISE TCPDump , AT AR IFCoATRE., BIFWLCHISEZ [BAICoAlx A (1700)2 B4 FIT



e

dm ;@ BE A+=ET 8 5=
Frame ¥5¥9: 148 bytes on wire biti), 343 bytes captured (1984 Bits)
il (09:RCoTo: 17:00:00), Dot Claco_Mced:ff (90:le:fe ae:e

3132 3023801 : ? 258.19.11.38
195. 19,1118
198 .27

| Eg MBS e
CoARE
S N
AE  EMRA17AXRESRAR |, BREERERADIUSHRS 58T HELE CoARRS B F 4,
B R ANCoAEREFRETH

FEASAEZAMBENEZY (EISELRIAMERHERNSS ) .
EFANER (NRXREHRADIUSIRS SFFIECEMNZ4H ) » ECisco IOS® XE 17.3H

, Web UMR £ F§ 5CoAZ AR H =R,

MIRAS17.6.1FF3%8 | im0 X FRADIUS ( ‘23ECoA ) . MREMFHARADIUSHIRS wO , NEE

L& :

<ffroot>

aaa server radius dynamic-author
client 10.48.39.28

vrf

Myt - i nt f

server-key ciscol23

interface GigabitEthernet0

vr f
f orwar di ng

Myt - i nt f



ip address X.X.X.X X.X.X.X

!if using aaa group server:
aaa group server radius group-name
server name nicolSE

vrf

f orwar di ng

Myt - i nt f

radi us

source

-interface G gabitEthernet0

ME

THERCWAREKZIEX

BRE P iR T ERAVLAN L HIREBIP#E i FIDNS,
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