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VXLANEEENF2EWMEEREEH , SMNEENEHVXLANREZIRREF(VNDIRIR, EEX
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WEEE R :
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+ IPSec., DMVPN
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APIDA TEF -

B R EINFRA_VNHI Catalyst Centerh Bt EAPH, BRIDNATEFFE RN 5T 2 EFEE
BLiE LA B B iR AP,

2. APEBAHER, RREFBSEBELCDPRINT BAP , HNARFRRNIK O 2 B EBH
VLAN ( SiE0#ER ) .

3. APEEDHCPE E&8 HFIREUPH 1,
4. IR FERE D ZOE AP 1P 3t MIMAC(EID) H EE##2 %IF E (CP).

5. APERES T EZIWLCHIP, KIRMEREAPERNARERXAPIIA

6. WLCREETRBXIFRIRIER ( F2RIE1KAP ) o
7T.MRTIREEZFHFAP , WLCRHEHCPL T AP R BEREDIIRIER,

8.12%|FH(CP)&EARLOCEEWLC, XEWREAPEEEEIRMRIER , A HERHNIRERER A

”
o

9. WLCHCPHEAPIITL2 LISPEA ( BIAP B Z2E P imiEM ) o XRATRHEZENTHER
BEMWLCAE % B 3T HRAE I o

10.0a B7 L ACERSEAR |, 2% E(CP)B A IR AE D S H 2B MWLCERM TR ( R TRERAPA
K EAPFMEYIP# I FIFRE ) o

M RRIEEDELBZEER , CRAENAPHOIEZIEEIPHVXLANRRERE O(E{L : KRHME
HEZEEFHMA).
debug/showdn 8] A TR M IEAPIIA T/EFRTE

EHIEmE

debug 1isp control-plane all



show Tisp instance-id <L3 1instance id> ipv4 server

( BAE R HEEAPL S RAEMRIAP IP#iit, )

show Tisp instance-id <L2 instance id> ethernet server

(BB RAPT L BUARIAAKMMACHEIE, APTELEBRWLCEM , AAMMACHIE R IE HAPRIA
G AEM S )
D5

debug access-tunnel all

debug 1isp control-plane all

show access-tunnel summary

show Tisp instance < L2 instance id> ethernet database wlc access-points

( BT B RAPTL BEMACHE S, )

WLC

show fabric ap summary

WLC LISPis

set platform software trace wncd chassis active rO lisp-agent-api debug



set

set

set

set

set

set

set

set

set

platform

platform

platform

platform

platform

platform

platform

platform

platform

R

software

software

software

software

software

software

software

software

software

show ip tunnel fabric

Lol

WEE iR

trace

trace

trace

trace

trace

trace

trace

trace

trace

wncd

wncd

wncd

wncd

wncd

wncd

wncd

wncd

wncd

chassis

chassis

chassis

chassis

chassis

chassis

chassis

chassis

chassis

active

active

active

active

active

active

active

active

active

ro

ro

ro

ro

ro

ro

ro

ro

ro

Tisp-agent-db debug

Tisp-agent-fsm debug

1isp-agent-internal debug

Tisp-agent-1ib debug

Tisp-agent-1ispmsg debug

Tisp-agent-shim debug

Tisp-agent-transport debug

1isp-agent-ha debug

ewlc-infra-evq debug



Client Join

Fabric WLC
[ Client SGT/VNID and RLOC

P imiRE TERE

B imiRE TERRE

P imiRE TR

1.5 P XA WLANS 1T 5038 IF, WLCMISEZREISGT , EHE B EFixKL2VNIDHY
APFISGTLAKRRLOC IP, WLCM A EPEIEFE HEAPHIRLOC,

2. WLCREZECPHIEMBFFIKL2[ER ; XBLISPIEHRAVERE , BTREEMESR , W ik
SGT,

3.RMAEMFUEBEECPIREIEA , FFL2FHNFEFIRMACHMEIREEK , AEREFEFSIWSGTM
ISEFREN R B o

4. % P in R EDHCPiER,

5. APEAL2 VNHE B HEHFEEVXLANAH,

6. 35 B AERED 5 IFL2 VNIDBRSTEIVLANEE [ 372 B B it £ DHCP ( 5784 B & i
) o

7.8 P i ADHCP#UWIPH# 3t .

8. DHCPYEHT ( M/ EESARP ) AR R AE R0 4 B CPEM & FIKEID.

debug/showdn & 7] i FRIEFMBIEE F wRE THERE.

EHIEmE

debug lisp control-plane all



B 5 SHRA

debug lisp control-plane all

debug ip dhcp snooping packet/event

WLC

NTFLISPEE , Wi 5APIMAMEE,

SDA Fabric

Fabric WLC

& w2 TERE

&P imigi TERE

B TERRE

1.5 FimAEFE2 L8R RIAP2 ( SR ALEENF ) - WLCETAPKEIEAL,

2. WLCERAZEFImER(SGT. RLOC)EHAP LM K&K,

3. WLCE A #THRLOCK R 4B 1L 42 E #TCPH AV E2EMACSK B .

4. CPRREEA :

« RMIBEFBEFE2 (BFEIIRA ) FEF ImMACH NS @ VXLANBRERY # K o
« RIFEFBEFE (BERMI ) , ATBRELLE K.



5. XM EEREREREMCPHIEFHHLIZE (IP).

6.8 RE2E , AARMREFLEZ2EFHBERNVLANED ( EHEGW ).

[

P 4%

Fabric Mode APs
DMA Center

Client Fabric
Fabric Edge Mode a200 WLC

R
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S AWLC

ST SMBZRMWLCHILE, R BUMINERVER/AER
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BIEIEE

BIEHHEE

FR2ARNME, BEUULEAERI HERK.

Add Floor X |

Floor Name*®
Floor 1

Parent

Lisbon

Type (RF Model) Floor Number*
Cubes And Walled ... 3

L

Floor Type* Thickness (m)*
Medium Floor (15dB... 2

| Floor Image

Drag floor plan here '
or

(Supported formats DXF, DWG, JPG, GIF, PNG, PDF)

© width (m) (O Length(m) Height (m)
30 30 3

e

AN IR

AYIIESTEE I

834 . SMEIProvision > Inventory , /G FAdd DeviceimRMWLC, [Cisco DNARA T AR
WLCHIWLCHR A - B /Z B

F£Add DeviceXiFHER , HAWLCEEZIP#it M Cisco Catalyst Center ] T & F 12 #2858 CLIZILE



Inventory Plug and Play Inventory Insights

) Two (2) Warning Alerts on this page. Expand to see detail.
C'\ Search Hierarchy

~ & Global

) Unassigned Devices FOCUS: Inventory v
> & — . . o n
Filter | @ Add Device Tag Actions v (O | Take a Tour
> &
C] Device Name = IP Address Device Family

> &
g &
ARIgE

$4% - EWLC GUIL |, BRBIBEE>EE> SNMP >#HXZFE | ARITEENF/FH, FECisco
DNAARZRIIWLCHES |, ARINEBWASNMPHX FA/FE |, HIEBHRTEI800 WLC L3 FAnetconf-yang. 1=
{78 show netconf-yang status. &&/jg , #d7Add:

Administration - » Management~- > SNMP

SNMP Mode enasLeD )
General SNMP Views Community Strings V3 User Groups V3 Users Hosts Wireless Traps

+ Add

Community Name Y Access Mode Y
private Re:ad/Write
public Read Only

1 10 «»

SNMPE&L &

SNMPEL &
58  ARHIIWLC IPt#bit, CLIEIE ( ERIDNAATERIIWLCHEL , AXLEEIEXNEFHEF

B BRDNAZEEWLC EEE ) . SNMPERF& |, KU R A iwm 1830 LA E TNETCONFi®
Aa:



Add Device

Deviee Controllability is Enabled. Configuration changes will be made on netwark deviees during discovery/imventany of when device s associsted fo 8 site. Firepower Management Centar devices are not SUpported. Learn

Credentials

s CLI cradentials, if you are using Cisco ISE as your A,

© Seleet glabal credential () Add devies specific cradentia

e eWLE devices. Majority of dana collectien

AIWLC

whnwLC

WLCERANA , BHERDNANAFRELZIZES :

4 Managed

O NA 10.48.39.186 @ Reachable Not Available e NIA NA Assign

B #HERHWLC

EH#EFHIWLC

ERESUES , LAUEIWLCER. Pibut (MBAPE ) . SERRERE

.



M- RP- HA, dns-ams, cisco. com 10,48,39,186  Wirgless Controllee @ Reachable Nat Available @ Managed NfA Mo Health
WLCERZ

WLCERE

FREFWLCH BRI R, HIRESIFKF , £ hAssignHikFEsite:

Assign Device to Site

Serial Number Devices

9 9800-17-9-RMI-RP-HA.dns-ams.cisco &] Choose a site

FRESBEIWR

FRBEDEEER

BRAIREINEH UGS EUER ¢

Assign Device to Site

© Now () Later
() Generate configuration preview

Creates preview which can be later used to deploy on selected devices. View status in Work Items
Task Mame*

Assign 1 Device(s) to Site

VAR EERRE D BRI

VA EERRE D IR

AAINEAR

B1L  AMATRWLCE , SMEIBE>FEF>2R>RD7ERE , ARRMAZIWLCHAP:



v @ Global

2 Unassigned Devices

v &

MDA R

ANIEEA R

acus: Inventory .

Filser @ Add Device
B Device Name =
O
a
]
]
O
]
DO_NOT_MOVE
<
Q
O
]

Aetions W Take @ Tou

1P Address Davice Family Reschability (1)

10.14.19.173  Unified AP @ Reachable

10.14,19.190  Unifisd AP ® Reschable
Unified AP @ Reachable
Unified AP & Reachabie
Unified AP © Unreachable
unified AP @ Reachable
Unified AP @ Reachable
Unified AP @ Feachable

10.14.19.78 Unified AP @ Reachable
Unified AP @ Reachable
Unifiad AP @ Reschable

Wirgless Conircller @) Feachable

EaX Status (1)

i

i

'

a

i

i

Mot Scanned

Mot Scanned

Mot Scanned

Mot Scanned

Mot Scanned

Mot Scanned

Mot Scanned

Mot Scanned

Mot Scanned

Mot Scanned

Mot Scanned

Mot Scanned

[ g

Managaability (D) Camplisace (1)
@ Managed NA
@ Managed LIES
@ Managed NiA
B Mansged NiA
d Managed HifA
O Managed N
@ Managed KR
O Managed NiA
@ Managed NIA
@ Managed NiA
@ Manage MIA
B no

S B hAssign, ERBIRIER. EFPApply to AIEERELLF D EMASZMER

Assign Device to Site

Serial Number

F

AP B EIUE R

AP BRI R

SMEER

Devices

3800E-1

DO_MNOT_MOVE.Static_AP1

APOC75

, B LB D BAEENTEIRE — WLCHIAP:

Haalth Scors

NA

B

NA

No Health

& Choose a floor

@ Apply to All (D)

% Choose a floor

ﬂlﬂ Choose a floor



] Lisbar sho Flaor 1

-
[ Device Name - 1P Addross Daovice Family Reachability EoX Status Manageability Compliance Hoalth Score Fite Image Version
O ] Mot Scan L]
L ot Scar ® "
[] ] Not ; @
O ] £ ot Scan L

DELERIIRE

DEAEWRNIRE

f% SSID

$ 1.5 M F|Design > Network Settings > Wireless > Global 3 77 i1SSID:

812 SSID

B2 SSID

& 7] LA 822 Enterprise SSIDE Guest SSID, EAERS |, #IE1HFSSID:

e Add

Enterprise

Guest

=i ESSID

=K IFESSID

STW2IEFREWSSIDIRE, EXFBERT , 2BNE—NFHKXSSID, K5 AEBRSHN %
SSID:



= Cisco DNA Center

Basic Settings

Fill the information like name, wireless options, state and network to complete the basic setup of SSID

Wireless Network Name (SSI1D)*

Demo

Wireless Option @

© Multi band operation (2.4GHz, 5GHz, 6GHz) (O Multi band operation with Band Select () 5GHzonly () 2.4GHz only () 6GHz Only

Primary Traffic Type

Best Effort (Silver) v (@D

SSID STATE

Admin Status

D Broadcast 551D

SSIDERRE

SSIDEFZE

Security Settings

Configure the security level and authentication, authorization, & accounting for SSID

SSID Name: Demo (Guest)

Level of Security

L2 SECURITY

O

Least Secure

rprise (O Personal (O Open Secured ) Open

L3 SECURITY

(O web Policy € Open

Authentication, Authorization, and Accounting Configuration

A Please associate one or more AAA servers using Configure AAA link to ensure right configuration is pushed for the selected security setting.

9, Co

Mac Filtering

(0 Fast Lane (G

(0 Deny RCM Clients



SSIDZ&RE

SSIDZ&£RE

BE  FEXICHSSIDEEMRERAAARRS 2R, MRKREBAAAIRS 2R , MRS ERIA S &
LIE

B8 Fnexth] |, AL BEMNSSIDSRIRE :

Advanced Settings

SS5ID Name: Demo (Guest
O Oisot o |
Neighteor Lisi
5 T 1 800 el E 180
BS3 B
Chent User idie Timeout 300 Dirgetod Multicast Soneee

SSIDERRE

SSIDERKE

SEIBIESSIDE , EENEEEREXHXE, BHAdd Profile:



Associate SSID to Profile

Select a Profile on the left or Add Profile and click 'Associate’ to associate the S5I1D to Profile.

SSID Name: Demo (Guest)

o Add Profile A\ 0 profile(s) associated.

AN DN B 34

AN DD B 34

Fa4%  NEEBEXHHE , &FFabric , ARG = dFAssociate Profile:

=

‘h%;ﬁﬁsucntu Profile Cancel

Profile Name
DemoProfile

Fabric

0O Yes

RERELE X

KEREE X

RENE RGO ZAISSIDME B XHHNBE :



Summary

Review all changes

v Basic Settings  Edit

SSID Mame

Primary Traffic Type

Admin Status

Broadcast S5I1D

Security Settings
L2 Security

L3 Security

AAA Servers

Mac Filtering

Fast Lane

Deny RCM Clients
Enable Posture

ACL Name

Advanced Settings
Fast Transition (802.11r)
Over the DS

MFP Client Protection
Session Timeout

Client Exclusion

Radius Client Profiling

MNAS-1D

Network Profile Settings

DemoProfile

Demo

Best Effort (Silver) ()

Yes

Yes

open

open

Yes
MNo
Mo

Mo

Disable
Mo
Optional
1800
180

Mo

Edit

Fabric (Associated)



SSIDHE

SSIDRHE

HIR5. B B AT Y MR S B 44

Done!! Wireless settings saved successfully.

@ SSID Saved Successfully

© Profiles updated Successfully.

What's Next?

Please navigate to Network profile page for Assigning Sites, other Wireless profile configuration.

Configure Network Profile

€] Wireless Home

Be B M 45 B B S

B B M & EC B S

EREBHNNEREEXFMARNEFFHSSID , HSMENZIT>MEE E X |, &R NEEXHF>T
£



o Add Profile

Assurance

Firewall

Routing

Switching
Telemetry Appliance

Wireless
DN TT Lk PR 45 BE 1B S A
ANINTC 4% M 48 B B 34

HR6.QIEMEEEN . HEEERMRHREKSSID:

Add a Network Profile

Following tasks must be completed before creating a Wireless Network Profile.
1. Define SSIDs & RF Profiles under Network Settings & Wireless Wireless (7

2. Define Templates in Template Editor (optional) Template Editor &
3. Define Model Configs (Optional) Model Config &

Profile Name*

DemoNProfile

Site:  Assign
Profile Type: wlan

SSI10s AP Zones Model Configs Templates

SSID

Demao A

Fabric

Yes | () No

Advanced Settings

Bl MK B



BIE MK B

WHEWLC

SB1.SEMEENER/IEE, EBEWLCH Actions > Provision > Provision Device:

our
(—] Device Name = nventory > Device Family Reachability (0 EoX Status Manageability (1) Compliance (1) Health Sco
j E-l Software Image > Unified AP @ Reschable Not Scanned @ Managed NiA 1
Provision >
g 1 RMI-RP-HAd Assign Device to Site ble Not Scanned '@ Managed @ Non-Compliant
Telemetry >
Provision Device ble Not Scanned @ Managed N/A
Device Replacement >
AN Automatior " aed
O = ble Not Scanned @ Managed N/A
ther >
itome 1
om >
De
infig
nfigu
1 ED F St

WHEWLC

WHEWLC

SR A PRWLCEEZR TN EATRE . BRENMAPVE !

ST AEPHLRF 2B, RERBFFMER., WHXREMSSID, MR—YIERE , FEFERE:



EFEWLCIEE

EBFWLCIEEL

HFRARZFE ATV EIBFREEHE. &/a , EFApply:

Provision Device

© Now
(O Later

O Generate configuration preview
Creates preview which can be later used to deploy on selected devices. If Site assignment 15 invoked
during configuration preview, Device controllability configuration will be pushed to corresponding
device(s). View status in Work ltems

Task Name*

Provision Device

=

RAERAFIREWLC

MAERAFIEBEWLC



WLCEHLE 2B,

5854 : EWLCH , SMEIE E>T 4> AER /5 A TIAEFFIRE:

Configuration~ > Wireless~ > Fabric

General Control Plane Profiles

Fabric Status [ENABLED .]

B R S SERRIRAS

B A RSERE RS

SIR6.SMBIE BE>ToL> KRB >R 6 P H H 4w iE RS FH. APt MPSK, #HUpdate &
Apply to Device:

Configuration ~ > Edit Control Plane x

General Control | Control Plane Description default control plane na
-+ Add
Control Plane I IP Address Y ‘
” IP Address
default-contras 0 10 » 10, X04.200XK
1
Password
Type
Unencrypted v
Pre Shared
Key
[TTITT YT YTy

+ Save ) Cancel

D Cancel

ANINE S E

AN DR H



S]7. (k) RIEFHRFEE X4, SMEIDesign > Network Settings > Wireless > Global 75

HnsR 8 RFEC & 34

AN DIRFELE S

AR INRFES & 34

HPR8. (A ) ARFEEEXHEERN , ARRERENRE, ENETRYF , BETMIANRE, £

#Save:
e 8
NINEARFHEE U
NINEARRFE & XX 4
RAEEAR

SEB1.SEMIENER/IEE, EBAPsHIActions > Provision > Provision Device:



Filter

HEAP

BEAP

us: Inventory «

@ Add Device

Device Name = Invantory

Softwa

2 Image

9800 17-9-RMI-RP-HA

Telemetry

APOCTS Davice Replacemen

DO_NOT_MOVE.S:

AP1 Others

Complia

Take a Tour
) Device Family Reachability (1)
2 '3 unified AP @ Reochable
» .
Assign Device to Site bie

>

5 bie
LAN Automation

> ble
LAN Automation Status

>

Manage LED Flash Status

SE2BIEDTENERIRE EBHEENAT £

= Cisco DNA Center

~ =
o Assign Site O Configuration O Summary

R D BEBEAP

APOCTS

DO_NOT_MOVE.Static_AP1

EeX Status (1)

& Mot Scanned

A Not Scanned

4 Mot Scanned

A Not Scanned

SB3 M T H5I 5K P i1%RERF Profile ¥ iFSSIDES IEH :

Manageability (7)

Compliance (1) Health Score

@ Managed MNIA 10

@ Mansged N/A

@ Managed MNIA

. Managed NIA 10

MNetwork Devices / Inven

i) GlobaliLisbon/List

@ Apply to All (D)

é[i:p Global

il GlobaliLisbon/List

Site

.« LisboniFlgor 1

ILisbon/Floor 1

+fLisboniFigor 1

./LisboniFloor 1




v I Provision De

@ Assign Site e Configuration @ Summary

A Zones and S$5IDs are listed from Provisioned Wireless profile(s) for each Access point. For newly added Zones and SSIDs, Please provision Controller prior to Access point provision.

9130AXE Access points with 17.6 version and higher, suppon advanced configurations to configure Radio Antenna profiles on Antenna slot

Advanced Configuration

Device Ma RF Profile 5510s

Sarial Mu;

e 3B00E=1 ¢ ile W I DemoRFProfile I i I Demo I

Not Appl

Apply to All 0]

K APOCTS Mot Applicable o DemoRFProfile v Demo
lot Applicable » RFProfil b
K DO_NOT_MOVE.Static_AP1 PpREacs : DemoRFProme Demo

EFERFEE XX

EERFEE X

SRARKRBAPEWIRE, WR—YIEER , FAFEHF:

DO_HOT MOV Static_AP1

RF Prisfde Name. Do Protie

et Tre v o e
et Pratin Wk LW CUBTOM

] Ensters fraties traties

DCA Channsls La 36, 40, 44, 48, 52, 36 40, 64 17, 4N, 45, 43, 53,57, 81, 65
Bgnarvs GCA Chasnshy WA 18R153,132,181 1AR153137,181

Erant Width 6 s 30 0am -

Supeoned Des Bates (n Mps| [TRCETETRLEN £9,12,18,24,36, 48,54 8 28,36,08 54
aredasary Dt Rates (n Mvs) "

T o Lavel (in i} 10030 100

TPC Prwee Thesahold (in i) e 0 e

i 508 it o wi

Mo Cliprn oo o 00

HELLEALFE

HELLEAQFE

S| RZPE AT LEEE , LAREHE. &5, ERApply:



Provision Device

O Now
Later

() Generate configuration preview

P

Creates praview which can be later used to deploy on selected d

evices, It 'f“}l'.'..' Assignment 1S invoked

during configuration preview, Device controllability configuration will be pushed to corresponding

device(s). View status in Work Hems

Task Mame®

Provision Device

MEHLFIFEAP

MEFFREAP

A

Cancel l Apply l

B  HARTEEARN (ERTHEERFEEXHEENER ) FHtTLENERS

o

AP EBEL.

SB6.FEWLCH , SHiZEIConfiguration > Wireless > Access Points, RIFAPFRE 2 M ERIDNAMHE

ER



Configuration = >

% All Access Points

Total APs:3 %

tion

AP EHIPRIE

AP EHIFRIE

F745 - SMBIEB >R E STE> WLAN |, HEIF 27 2 MCisco DNAH#EZ T SSID:

Country Code
Misconfigured

No

No

No

LSC Fallback
Misconfigured

No

No

No

Wireless - > Access Points

Misconfigured APs

Tag:0 Country Code :

Policy Tag
PT_Lisbo_Lisbo_Flo
orl_45ce?
PT_Lisbo_Lisbo_Flo
orl_45ce7

PT_Lisbo_Lisbo_Flo
orl1_45ce7

Site Tag
ST_Lisbo_Lisbon_3
e5f5_0
ST_Lisbo_Lisbon_3
e5sf5_0

ST_Lisbo_Lisbon_3
e5f5_0

LSC Fallback : Select an Action -
(4] 0
RF Tag Location Country @
DemoRFProfile default location PT
DemoRFProfile default location PT
DemoRFProfile default location PT

Configuration ~ > Tags & Profiles~ > WLANs

-+ Add

Selected WLANs : 0

Slaltl

()

WLAN

WLAN

Name

Demo_Global_NF_986e8d08

1 10 »

BIEIRAEFFIER

ID

17

Y SSb

SR SMEFE>TIRERFIE R, IEIRERFIER:

Y Security

WLAN Wizard

[open] MAC Filtering



— Cisco DNA Center
Virtual Networks Fabric Sites Transits

Q, Search Table

¥} Create Fabric Sites and Fabric Zones

BRI R

BB IRIERE TR

B2 EBREM U RNERER



Fabric Site Location

A Fabric Site begins at the selected level of hierarchy. All levels below the selected level are included as part of the Fabric Site.

Q Search K74

Search Help
~ & Global
> O &
> O &
> OB
> O &
> O &
> O &
> O &
> O &
> O &
> O &
> OB
> O &

W & Lisbon

~ @ Lisbon

© == Floor 1

R RIRAEREIE R

IR TIRIERE TR

SERIGEEFGHRITER, EAETRHP , ENANone:



Authentication Template

Select a Template for the Fabric Site. The Template will apply a port-based network access
control configuration to all access ports on Edge Nodes and Extended Nodes.

(O Closed Authentication ®

(O Open Authentication 0)

O Low Impact ©

© None ®

B R RUFER

AN L

ST B ARRN AR AR IRERRERF XS

Fabric Zones

Fabric Zones are optional. They reside within a Fabric Site and can only contain Edge Nodes and Extended
Modes. If Fabric Zones are used, only select Virtual Networks and Anycast Gateways (IP address pools) are
provisioned to the Edge Nodes in each Fabric Zone.

If Fabric Zones are not used, all Virtual Networks and Anycast Gateways are provisioned to all Edge Nodes
in the Fabric Site.

Setup Fabric Zones Later O Setup Fabric Zones Now o
All |P address pools and Virtual Networks are Specific IP address pools and Virtual Networks
provisioned to all fabric Edge Nodes. can be assigned to fabric Edge Nodes in one or

more Fabric Zones.

Select one or more areas, buildings, or floors to enable as a fabric zone
A Fabric Zone begins at the selected level of hierarchy. All levels below the selected level are included as part of the Fabric Zone.

LEGEND ¥ Fabric Site

Q) Search Hierarchy

Search Help

2 Floor 1



RE IR AERE XI5

WRIE R AERF X I

FRARRBTIRERFXHNIRE, WR-VIER , BIEEEE

Summary

EDE IRAEFF I R

B TIRAEFEFIE R

BEREIRIBRFIER

Success! You created a Fabric Site.

Your Fabric Site, Global/Lisbon/Lisbon/Floor_1, was created successfully. @@

RIRAE R UE R B2

RIRGEREFUE R B2

FFWLCH I B 3R 56

SEMEEE>RRERFLS , AREBRENRRERFL S, REWLCHTRES , AESMEIFabricit1n
+. BHfabricEIWLC , ARF%EAI:



FFWLCH IR R 5B R

FWLCH I EI 3 HRAEFF

APIOA

S 1. 5 EIDesign > Network Settings > IP Address Pools, 1% IP it jth.

=1
£
=

IP Address Pool

IP Address Pool
F25 . SMEBBAE>RREMIER , AREREHKIRERE R SREIEVEM>ELIMNLE,

5| AINFRA_VNTA R MR EAP, AP TFRIIEFEESEH |, EINFRAVNIF R FHEER, RE
AP BT R LUE FINFRA_VN, BaIERE2ET BHBHAE2ELISPRRS

E#FEINFRA_VN > Add:
=, =

Y B R 0L P £%

REBEM S



HER3 RS E HAPH IPh 11kt 7

REELIMEST-INFRA

SREBERLIMEST-INFRA

SRARKE2RYT BRREER A,

R E ML

BRI

LHithK A= APHE2ERT BZEONHAT , Cisco DNAEZFIWLCH 1 E2Z MEIEVN_IDHIAPF M fF
RIRAEFFEE QIR E N VN_IDBRET

5854 : EWLC GUI , S EIBLE>TL>RIRERF>FEM. AMHFHEF iwMAP VN_ID:



Edit Add Client and AP VNID x

Configuration~ > Wireles
9 Name*

General Control Plane

L2 VNID*

Control Plane Name

Fabric Status

L3 VNID
Fabric VNID Mappir  |p address
Netmask
Name
S2-INFRA
il
'O Cancel

0 Configure Multicast and IC

AN E P im MAP VN_ID

A INETE P IimFAP VN_ID

S2-INFRA

8188

default=control=pl ...

4097

172.16.0.0

255.2565.255.0

1 Update & Apply to Device

SER6.SGMBIBME>TL>BAR. MNIIKRFPEEFE—IAP, KifFabric StatusEnabled, &M

BY1Pth 31k 42 I F E A 5

Edit AP x

Configuration -

AP Mode
W All Acce Operation Status
Fabric Status
Total APs : 3
CleanAir NSI Key
AP Name RLOC IP
APOC75-BDEB. . "
~ontrol Plane
Name
3800E-I

WAFAP S FFIRAS

KIEAPIRAE MR IR

WREE I

Local

Registered

Enabled

10. X600 KK

default-control
plane

Primary Software Version

Predownloaded Status

Predownloaded Version

MNext Retry Time

Boot Version

105 Version

Mini |OS Version

17.9.3.50

N/A

N/A

NfA

1.1.2.4

17.9.3.50

0.0.0.0

SRRAFFRMBELING | ARIUEF2RT RIVRNON , LIS AFFimih/ 7™ ERL2 LISPHISE




2B FMH B, 1ECisco DNA 1.3.xH , BREEAHE,

s DNIP i 31k 5t

s INIP b 1k 5t

SR2RBE2RT BNELMRECE M.

REBEM

R E M

% 3% : EWLC GUMN , $fnZIConfiguration > Wireless > Fabric > General, I EF iwMAP
VN_ID,

Rt EAEMMETE , X RAYVNIDERSS STHAE 15 O R HEE B4R HI8R . X LA ZEL2 VNID,



Configuration~ > Wireless~ > Fabric

General Control Plane Profiles

Fabric Status ENABLED .| B Apply

Fabric VNID Mapping

-+ Add

Name Y L2VNID Y L3VNID Y IP Address Y Netmask T
S2-INFRA 8188 4097 172.16.0.0 2565.255.255.0
10_1_0_0-52_CORP_VN 8189 0 0.0.0.0 0.0.0.0

1 10 »

AN E FImAAP VN_ID

A INETE P IimFAP VN_ID

HPR4 FFSSIDERS F & B RE LI E AR AYD

Floor 1

3510Ds
Wireless SSID
=Q
SSID Name Type Security ::';:‘ Address Pool Scalable Group
Demo € iz Volce + 10_1_0_0-52_CORP_VN : Assign SGT
Persona Data

i 54 SSIDARFTSSID

5854  FHEBL2 VNIDAY IR FERE B B AR INRIFTE M | R SR B G B SCAHBR &Y B RSB R L B
X, ARRER S AREE X,

EWLC GUI |, S§fnZElConfiguration > Wireless > Fabric > Profiles.



Edit Fabric Profile

Configuration~ > Wi
A Modifying the profile may result in loss of connectivity

General Control Pl
Profile Name* s2-demo_Global_F_d3r
Description s2-demo_Global_F_d3r
Fabric Profile Nz
s2-demo_Globa. L2 VNID 8189
1
SGT Tag 2-65519

KRB EC B S

R HEREEL B S

HUR6. SR E>PRCME B X AF>K M, WIERRS B RIS E B XAy IR IERFECE M

Configuration = » Tags & Profiles~ » Palicy
Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled” state, will result in loss of connectivity for chents associated with this Policy profile

Admin Y Associated 0 Y

Status Policy Tags Palicy Profile Marm
Q default-policy-profi General Access Policies QOS and ANC Mobility Advanced
o & = Fb. WLAN Timeout Fabric Profile v s2-demo_Global_x v | B
(] » POLICY_PROFILE
Session Timeout (sec) 1800 i) Link-Local Bridging
(v] PP-voice
e mDNS Service default-mdns-ser.. » | B
1 10 v Idle Timeout (sec) 300 Palicy icar
Idle Threshold (bytes) o Hotspot Server .

FE SR HE _E B IS B 3R A B B B AR 1 SR B L G I Y SR B R B I X
F

5 UF

I IFWLCHICisco DNA LRI AT sE P TR B



EWLC CLI L :

WLC1# show tech

WLC1# show tech wireless

EHIFHEE

P& EHESLISP

Ef AR RAMIAME

EBREWLC

172.16.201.202

exit-locator-set

map-server session passive-open WLC

site_uci

description map-server configured from Cisco DNA Center

authentication-key 7 <Key>

CB1-S1#show lisp session

VRFBRRIANSBEEE : 9, BEEY : 5

XS FAARSFT T /5< P ¥ A/

172.16.201.202:4342 E #3d07h 14/14

WLC BLE:



wireless fabric control-plane default-control-plane

ip address 172.16.2.2 key 0 47aa5a

WLC1# show fabric map-server summary

MS-IPEEIRES

172.16.1.280 &

WLC1# show wireless fabric summary

RPREFRES B

Control-plane:

BFNPH IR

default-control-plane 172.16.2.2 47aa5a Up

EWLC GUI L |, &fiFIConfiguration > Wireless > Fabric , ¥ ifFabric Status2%& JEnabled,

EMIEES>TL>BAR. MIIRDPEE—MAP, RifFabric Status ( IR ) BRENR
Enabled (BF ) o

1£Cisco DNA L |, &finFIProvision > Fabric Sites HRIUF R R B E AR R, EIZXHRERF L
RE  SMBIRGEFEEMIZE>KHRERE , HRIFWLCRBEENRBRERES A,

B HERR



&= P ium AR IREUP e 1t

SB1RWSSIDRE N R, EWLC GUIL , $fiE|Configuration > Tags & Profiles >
Policy, IERREHASMEER. RIEREBREA T IREKEEXH.

FR2REREFHeREREIP learnR3S. EWLC GUIL |, S#iZEIMonitoring > Wireless >
Clients. #¥ % P imikAS.

SRI KRB KRB REFEEDHCP,

SRAMBREEAP — UETRZBEAMEZHR , FREFFREENAPEE (B RRER ). 1
IERBEHRDHCPRI, MEXBDHCPRMHENE , MBS K EHIT RE, MRRER
DHCP , MAP L1 A&,

HFIEEALEL LT Riw 0 LIWEEPC , LEBDHCPRIIHIEE. MRAFFDHCPRIAKES
, MRIBHEAP £,

AKJ#ESSID
S RAPT L B EE X,

2 REWLANZRBA T FFRSURREREA T #&SSID,

SR MRAPE BRI , BFRIIAPEE., SMHuEConfiguration > Wireless > Access
Points , &#—MAP , £ Generali#Iil & £ |, &7 LLFE B|Fabric Status EnabledfIRLOCE &,

SRASMBIE BE>TL>TIREMR>LH T H, RIERERE 7EGFE (FRIPBIL )

SRS SMBEE-IRCMEEX >R, ERRBASNISH. RIREEATXREKFEE
Xt

$B6. S ZEICisco DNA , A EHMTAIESSIDMBEWLC ERF B, Cisco DNAKT B R G
SSID#EIXZEIWLC,

EESEYS


https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



