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RADIUS T\
000000,
A
‘ 9800 WLC
=]
(000000
Web Server QOQOC0
o/
v
B EWebS iR E

SEB1ISGMEBE>ZSE> Web Auth , AR ERLBSHMS ., RIIREBEE T ELIPv4bHEFIE
2, UREEENEERIIEE, NRENMEFFHTIPV6 , BBALEELIPVoibi th 2 HEH
o MBREERIP , ARt LEHRTEER , HAERWREATZEHNH RN KX,

N s RAERT  NEEERHTTPM S EEAHE  NRESHTTPSEEM | M4
1%EHWeb Auth intercept HTTPs{E 2 , AR EALEE , RAESEMCPUFERAR,



Configuration= * Security= > Web Auth Edit Web Auth Parameter x

-~

General Advanced
Parametar-map name global
Parameter Map Name
global Banner Type @® Mone O Banner Text O Banner Title O File Name
Local-Web Maximum HTTP connections 100
1 0 v Init-State Timeout(secs) 120
Type webauth v
| Virtual IPvd Address 192.0.2.1 ‘
Trustpoint CISCO_IDEVID_SU... »
Virtual IPvd Hostname m
Virtual IPvE Address ‘i
Wb Auth intercept HTTPs ;
‘Watch List Enable
‘Watch List Expiry Timeout(secs) 600
v
Cancel .
CLIBE& :
<#root>
9800#

configure term na

9800(config)#

paraneter-map type webauth gl oba
9800(config-params-parameter-map)#
virtual -ip ipvd 192.0.2.1
9800(config-params-parameter-map)#

trust poi nt Cl SCO_| DEVI D_SUDI

9800(config-params-parameter-map)#

secur e- webaut h- di sabl e

9800(config-params-parameter-map)#

webaut h- htt p- enabl e

SR2IEF+RNABBEAABRSFNHSBMRENBR. HE , REFIHHRERZAIN&EA
HTTP & 3 I01E k BOR B AT 7 i 7] SURIFWeb & B PRSI BtE ( AR R ) o



Create Web Auth Parameter

Parameter-map name* EWA-Guest

Maximurn HTTP
connections

Init-State Timeout(secs)

Type

. Close J + Apply to Device

&=

i 2AG2BJEGN|

SRIEEI O ENSHERG |, EGeneraliBT+H , MType THFIREE S HRIFRE,

Edit Web Auth Parameter x

General Advanced £
Parameter-map name - EWA-Guest
Banner Type @ None O Banner Text O Banner Titte O File Name
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type consent ¥
Tum-on Consent with Email |
) y : Y
Type | webauth v |

Captive Bypass Portal
v e webauth

authbypass

=

Disable Success Window |

Disable Logout Window . P 3
%

Disable Cisco Logo &
b=l

Sleeping Client Status

Sleeping Client Timeout (minutes) 720

W

¥ Cancel ol Update & Apply

+ Parameter-map name =% Bt 44 WebAuthS B BR &1 9 & 75
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General Advanced

Redirect to external server

Redirect for log-in

http://172.16.80.8/w

Redirect On-Success

Redirect On-Failure

Redirect Append for AP MAC Address ap_mac

Redirect Append for Client MAC Address client_mac
Redirect Append for WLAN SSID ssid

Portal IPV4 Address 172.16.80.8

Portal IPV6 Address XIXIXIKIIX

Express WiFi Key Type --- Select --- x

Customized page

Login Failed Page

——

* Cancel J

L.

Edit Web Auth Parameter x

~

diaH aanoelai

|
v

ol Update & Apply ‘

HR2, 3M4MCLIEE :

<#froot>

9800(config)#

paraneter-nmap type webaut h EWA- Guest
9800(config-params-parameter-map)#
type consent

9800(config-params-parameter-map)#

redirect for-login http://172.16. 80. 8/ webaut h/ |1 ogi n. ht m

9800(config-params-parameter-map)#

redirect portal ipv4 172.16.80.8

S5 (ME)WLCHUBIEWFRAEREHMS I, XBERMFEIB0SE=AAIBITFREPTL
EM, “NAP MACHHL EFIERBE", “HEFIHMACH: 1 B HEBE I F“HWLAN SSIDEFHE
HEINFEATFERABEEN RN EMS M MBI ZEEGACL, ERFUIENS KRS H SRE

Advanceditll+ , i EFTESHNE . THSHTE -



- AP MACHtiiit ( X Faa:bb:cc.dd:ee:ffi&= )
- BEFWMACHEHE ( K Faa:bb:cc:dd:ee:ffiE= )

« SSIDEM
Edit Web Auth Parameter x
General Advanced

Redirect to external server

Redirect for log-in | htm:H'I?:HS_BD_S!we‘

Redirect On-Success | ‘

Redirect On-Failure | ‘

Redirect Append for AP MAC Address | ap_mac ‘
Redirect Append for Client MAC Address | client_mac ‘
Redirect Append for WLAN SSID | ssid ‘
Portal IPV4 Address | 172.16.80.8 ‘
Portal IPVE Address | KIXIKIXIX ‘
Express WiFi Key Type | --- Select --- v |

Customized page

oy

Login Failed Page ‘

O
Login Page ‘ |3‘ -
o
o
Logout Page ‘ |? =
u e
(]
=

oy

Login Successful Page ‘ |

CLI BLE :

<tfroot>

9800 (config)#

paraneter-map type webauth EWA- Guest

9800(config-params-parameter-map)#



redi rect append ap-mac tag ap_nac

9800(config-params-parameter-map)#

redi rect append wW an-ssid tag ssid

9800(config-params-parameter-map)#

redirect append client-nmac tag client_nac

EARBIH  REBFFHRNEERBURLE S :

http://172.16.80.8/webauth/consent.htm1?switch_url=http://192.0.2.1/Togin.html&ap_mac=&ssid=&cTient_ma

N AR MITAIPVALILE EETAATRNAEMNELE S BIABWeb S AR T RS
ERRHTTPHMIHTTPSREMNACL , At BT LEEFAEMANTS HGRIUACLNNREZRE A TS
NP URL , ME—WIETI 2B BURLYIEES , AEEHTEMRIEZ B A FEAIPTE 4
EURL, BRIEFAURLITIEES , BN L EBSRMZ/N T, IPHL,

N rE 4 BEMIE S — T LUE Y ERIPARIIPV . Webauth2EBHTTP. &I %55k
IR, IR S R 5 R i A ST

CLIBEEERE

A Web R S5 25

parameter-map type webauth <web-parameter-map-name>
type { webauth | authbypass | consent | webconsent }
timeout init-state sec 300

banner text ACbanner loginAC

ShEBWeb AR 55 25

parameter-map type webauth <web-parameter-map-name>
type webauth

timeout init-state sec 300

redirect for-login <URL-for-webauth>

redirect portal ipv4 <external-server's-IP
max-http-conns 10



BLEAAARE
LB & 280 {UE A T I webauthZiwebconsent & 17 36 1E 25 BB B 1Y S BRI &Y

F 1. S M E Configuration > Security > AAA |, RFIEIFAAA Method List, ELEFTKI A ESIK |, &
B+ AddHEEINRFHAFEE ; BRTypelRE N login” , IEFTTR.

Configuration = > Security = > AAA |§han(‘ How »

Servers | Groups AAA Method List Adg Advanced

Authentication

+ Add
Authorization
Group
Accounting Mame v Type «  Type Group1 ~  Group2 ~ Group3 ~ Groupd
default dotlx graup radius NiA MIA NfA
alzlab-rad-auth dotlx group aldab-rad NIA MNiA NIA
1 10«
4
Quick Setup: AAA Authentication x
Method List Name* local-auth
Type* login v | [D
Group Type local v D
Available Server Groups Assigned Server Groups
| radius A A =
[»] ~
Idap
tacacs+ < k)
alzlab-rad (] ~
fgalvezm-group — —
| «] v
W — W —
= -
O Cancel = Apply to Device

$£24 ; ik¥EAuthorization , AFEFRE+ AddARIEFHEIR. MEMR , FAMNEREGEGS
FEBRIAE,

~
AR EWLANZEIRZ2EEE , #HE2BEIEER - EffLocal Login Method

ListiE®E T4E , i§#{R18 & £ 1F &£ “aaa authorization network default local’Bt B, X =&
WIE X B IR default I RN G EFIR T BEEREERBWeb B R RIE, AT A | BE

LA E RN IT AR



Configuration= > Security~ > AAA Show Me How >

+ AAA Wizard

Servers [ Groups AAA Method List Adl Advanced

Authentication
Name ~  Type ~ Group Type ~  Groupl ~  Group2 ~  Group3 ~  Groupd ~
Accounting
alzlab-rad-authz network group alzlab-rad N/A A MIA
wem_loc_serv_cert  credential-download  local /A N/A NJA NiA
1 - 10
Quick Setup: AAA Authorization x
Method List Name* default |
Type* network v | O
Group Type local v | ®
Authenticated
Available Server Groups Assigned Server Groups
radius Al : Al =
" B B
ap _ .
tacacs+ B :5]
alzlab-rad [»] (v)
fgalvezm-group ¥ —
" (<] y ()

FBRIM2MCLIEE

<ffroot>
9800(config)#

aaa new nodel

9800(config)#

aaa authentication |login |ocal-auth |ocal

9800(config)#

aaa aut horization network default |ocal



N B MEEEHHRADIUSE ABIE , iEFiE L T 59800 WLC L ®WIRADIUS RS 258t B 4R
RHYER : 9800 WLC EIAAARLE . TR H B RIE S ESIFRF login"iR & Ntype T2
d0t1Xo

SEHIGMEBE>ZTL>HERAF. &+ AddAREHEFEAFKFIFAER,

General Lifetime
User Name* guestuser Years* 1 A
Password* sssssese Months* 0

Generate password
Days* 1]

Confirm seoeenee
Password*® Hours* 0

Description* WebAuth user Mins* 0
AAA Attribute list v

No. of 0

Simultaneous —
User Logins* Enter 0 for unlimited users

[ 'O Cancel | = Apply to Device

CLI BLE :

<tfroot>

9800(config)#

user - name guestuser

9800(config-user-name)#

description "WebAuth user”

9800(config-user-name)#

password 0

9800(config-user-name)#

type network-user description "WbAuth user" guest-user lifetime year 1


https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7

If permanent users are needed then use this command:
9800(config)#

user nane guestuserpermprivilege 0 secret 0

R4 (WE ) RESHRFAENL , B IES M EEHFIRACL), XEACLATELHLERE
iR EEMEWebRFEE , MEREATEL, NREFEREER ( HlHNZMWebfRSRIPHbIET
URLZESR ) , W —ErﬂﬁﬂJConflguratlon > Security > ACL select + AddHE XA ERNHN ; AFED
HQEE;EF] ﬁﬁ?EqéﬁgfjiEﬁiumsa JUIR

B3 0 ZAIACLAN T

<ffroot>
alz-9800#

show i p access-1i st

Extended IP access 1list WA-sec-172.16.80.8
10 permit tcp any host 172.16.80.8 eq www
20 permit tcp any host 172.16.80.8 eq 443
30 permit tcp host 172.16.80.8 eq www any
40 permit tcp host 172.16.80.8 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any (1288 matches)

Extended IP access 1list WA-v4-int-172.16.80.8
10 deny tcp any host 172.16.80.8 eq www

20 deny tcp any host 172.16.80.8 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

5 R MFRIC

%1% . S E|Configuration > Tags & Profiles > WLANs , i%£##+ AddA B2 EWLAN, £
Generali& Il + A & X L & M A4 M SSID B FREA IR



Add WLAN x

General Security Advanced
Profile Name™ | EWA-Guest ‘ Radio Policy | All v |
S5ID* | EWA-Guest ‘ Broadcast SSID
WLAN ID* | 4 ‘
Status

FSRR2.1EFSecurityik T+ , MEARFEFEMZHMEYF , NRfLayer 2 authenticationi® & F
None, fELayer JIEWFH , EEFWeb PolicyfE , NTHRXEREFESHME K RAENTHXEH
ERFHRIESR, HE , MRZEENLTBHEXACL , EiEEShow Advanced Settings , REM
TR &S hEFEEEMACL,




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Lobby Admin Access 0
Layer 2 Security Mode MNone v

Fast Transition | Disabled v |
MAC Filtering O

Over the DS 0

OWE Transition Mode o
Reassociation Timeout

O

diaH 2RI

N | Update & Apply to Device




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Show Advanced Settings >>>
Web Policy =)
Web Auth Parameter Map ‘ EWA-Guest v ‘
Authentication List ‘ local-auth v ‘ @

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization netwaork default local”
exists on the device

O

diaH 2RI

S | Update & Apply to Device

CLIELE :

<tfroot>

9800(config)#

w an EWA- Guest 4 EWA- Guest

9800(config-wlan)#

no security ft adaptive

9800(config-wlan)#

no security wpa

9800(config-wlan)#



no security wpa wpa2

9800(config-wlan)#

no security wpa wpa2 ci phers aes

9800(config-wlan)#

no security wpa akm dot 1x

9800(config-wlan)#

security web-auth

9800(config-wlan)#

security web-auth authentication-list |ocal-auth

9800(config-wlan)#

security web-auth paraneter-map EWA- Guest

9800(config-wlan)#

no shut down

B3L EMEERE>FFCMEEXH4>FKEE , RABFEEFE+ Add. EIRBEE MRS ; BARWLAN
Switching Policy ( WLANR #2588 ) THICentral settings ( P RIZE ) E WA MENAPS A, EiH
ESEBSET R | MVLAN/VLANG FHI S8 kiR EHAVLAN | AT R,



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Narme™ ‘ Guest-Policy ‘ WLAN Switching Policy

Description ‘ Policy for guest access| ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association
CTS Policy Flex NAT/PAT
Inline Tagging o

SGACL Enforcement o

Default SGT 2-65519




Add Policy Profile X

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
. 0
HTTP TLV Caching IPvd ACL | v ‘
DHCP TLV Caching o
IPvE ACL | v ‘

WLAN Local Profiling

URL Filters
Global State of Device @
Classification Pre Auth | v ‘
Local Subscriber Palicy Mame | v

Post Auth | v
VLAN
VLAN/VLAN Group | VLANZE21 - ‘
Multicast VLAN | Enter Multicast VLAN ‘

CLIEE :

<#root>
9800(config)#

wireless profile policy Guest-Policy

9800(config-wireless-policy)#

description "Policy for guest access

9800(config-wireless-policy)#

vl an VLAN2621

9800(config-wireless-policy)#

no shut down

4% : S ZE Configuration > Tags & Profiles > Tags , TEPolicyi £ I+ HiE#E+ Add, EXIRIEA
i, RIETEWLAN-POLICY Maps T iki%+ AddFH 7 12 Bi 6122 B9 WLAN F 5 6 B B 3 44,



Add Policy Tag x

Marme® | EWA-Tag |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile ~  Policy Profile ~
0 | L ¢ | tems per page Mo items to display

Map WLAN and Policy

WLAN Profile* | EWA-Guest v Policy Profile” Guest-Policy v

RLAN-POLICY Maps: 0

CLI BLE :

<#root>
9800(config)#

wireless tag policy EWA-Tag

9800(config-policy-tag)#

w an EWA- Guest policy Guest-Policy

H 5. S| Configuration > Wireless > Access Points , SA/GEFR A T #& Lt SSIDRIAP, MEdit
AP &2 h | MPolicy TR & ik FEH IR,



Edit AP x

AP Name™ ‘ C9117AXI-lobby ‘ Primary Software Version 17.3.3.26
Lacation™ ‘ default location ‘ Predownloaded Status NA
) Predownloaded Version /A
Base Radio MAC Qcd0.f897 . aeB0
Next Retry Time NA
Ethernat MAC 0cd0.f894.5c34
. Boot Version 1.1.2.4
Admin Status
103 Version 17.3.3.26
AP Mode | Local v |
Mini 105 Version 0.0.0.0
Operation Status Registered
) . IP Config
Fabric Status Disabled
LED State CAPWAP Preferred Mode  IPvd
LED Brightness | g v | DHCPR IPvd Address 172.16.10.133
Level
Static IP (IPv4/IPvE) o
Tags

Time Statistics

A Changing Tags will cause the AP to momentarily O
lose association with the Controller. Writing Tag Config Up Time Odays 0 hrs 19 =
to AP is not allowed while changing Tags. mins 13 secs oy
g
=
Controller Association Latency 2mins 7 secs ;
. . s
Policy ‘ EWA-Tag v ‘
Site ‘ default-site-tag - ‘
e [ Araribe bt [l M

: =] Update & Apply to Device

MRFZRFFIEZNAP , NAEFRA A AL

ETA, ML SMBIRE>TLRE>BR , ERVAEHNERRER LR, EEFEIFICAPEL
HSIRER  X2E R TINARSHFABEAPHIIR  RELENAP , RF1EFE+ TagAP , \T
PSR B R R O 2R R AR T,




Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles

WLAN Policy Site Policy Radio Policy
(Mandatory) (Cptional) (Optional)
WLAN Profile AP Join Profile RF Profile
Folicy Profile Flex Profile RF Tag F
Policy Tag ¥ Site Tag F
DEPLOY PHASE
Apply to APs
I{Mant!amry}
Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS
Tag
= Go to List View
WLAMN Policy, Policy Profile
Site Policy - AR Profile, Site Profile

| Create New
Radio Policy - Radio Characteristics

[ Start Now ]




RF -

Changing AP Tag(s) will cause associated AP(s) 1o reconnect

"D Cancel I

EIB. S ERE>RCMEEXA>IRIc. RERBFAPETIF, fEFilter (TIERR ) EIMFH | &
£+ Add. EXMMUEBFR, APEFiregex ( LLiIRERIFEBIZRENIFICHAP ) . RER ( RIEHF
ERESHMER ) MAENIRC,

Associate Tags to AP X

Rule Mame* | Guest-APs ‘ Palicy Tag Name | EWA-Tag x| v |
AP name regex* | co17-+ ‘ Site Tag Name | | " |
Active YES [ RF Tag Name | ' v |
Priority™ | 1 ‘

D Cancel El Apply to Device

5 UF

SRAHIRBNEERBERET:

<tfroot>
9800#

show runni ng-config w an



9800#

show runni ng-confi g aaa

9800#

show aaa servers

9800#

show ap tag summary

9800#

show ap nane

confi g general

9800#

show ap nane

tag detail
9800#
show wlan [summary | id | name | all]
9800#

show wirel ess tag policy detail ed

9800#

show wirel ess profile policy detail ed

f Fshow ip http server statusi&iEhttp iR S5 83 IRZS F 7] A%



<ffroot>
9800#

show i p http server status

HTTP server status: Enabl ed

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: Tocal

HTTP server auth-retry 0 time-window 0

HTTP server digest algorithm: md5

HTTP server access class: 0

HTTP server |Pv4 access cl ass: None

HTTP server |Pv6 access cl ass: None

[...]
HTTP server active session modules: ALL
HTTP secure server capability: Present

HTTP secure server status: Enabl ed

HTTP secure server port: 443

HTTP secure server ciphersuite: rsa-aes-cbc-sha2 rsa-aes-gcm-sha?2
dhe-aes-cbc-sha2 dhe-aes-gcm-sha2 ecdhe-rsa-aes-cbc-sha?2
ecdhe-rsa-aes-gcm-sha2 ecdhe-ecdsa-aes-gcm-sha?2

HTTP secure server TLS version: TLSv1l.2 TLSvl.1l

HTTP secure server client authentication: Disabled

HTTP secure server PIV authentication: Disabled

HTTP secure server PIV authorization only: Disabled

HTTP secure server trustpoint: Cl SCO_ | DEVI D_SUD

HTTP secure server peer validation trustpoint:
HTTP secure server ECDHE curve: secp256rl
HTTP secure server active session modules: ALL

EANATHTRBACLEE IEEIE T IRRTE

<#root>
9800#

show pl atform software wirel ess-client chassis active RO mac-address



ID : 0xa0000002

MAC address : aaaa.bbbb.cccc
Type : Normal

Global WLAN ID : 4

SSI D : EWA- Guest

Client index : 0
Mobility state : Local

Aut hentication state : L3 Authentication

VLAN ID : 2621
[...]
Disable IPv6 traffic : No

Dynani c policy tenplate : Ox7b O0x73 OxOb Oxle O0x46 Ox2a Oxd7 Ox8f 0x23 Oxf3 Oxfe O0x9e Ox5c 0xbO Oxeb Oxf

9800#

show pl atform sof tware cgacl chassis active FO

Template ID

Group | ndex

Lookup ID Number of clients

0x7B 0x73 0x0B Ox1E 0x46 Ox2A OxD7 Ox8F 0x23 OxF3 OxFE Ox9E O0x5C 0xBO OxEB OxF8 0x0000000a

0x0000001a 1

9800#

show pl atform sof tware cgacl chassis active FO group-idx

acl

Acl ID Acl Name CGACL Type Protocol Direction Sequence

16 IP-Adm-V6-Int-ACL-global Punt IPv6 IN 1

25 WA-sec-172.16.80.8 Security IPv4 IN 2



26 WA-v4-int-172.16.80.8 Punt IPv4 IN 1

19 implicit_deny Security IPv4 IN 3
21 implicit_deny_v6 Security IPv6 IN 3
18 preauth_v6 Security IPv6 IN 2

R BEBEBR
TKIE £ 4k BR BR

WLC 980012 A TTIRIMTER ERZhEE. X ATARIGEZICRKATBE R ik

HE , AELT U ERESHRHEERREERTHBET,

N B BELRGAEE | ETUMLNNEBEE SR,

EEMXER, BENEANLRD

N TEEFI800 WLCERIAER FTUEMNIRER | B LUBIE SSH/TelnetiE#E19800 WLCH BRI T

SR (BREFAFIERIINEXH) .

SRR ERFIBRZBIAT ) |, DB T SUE B UL £ 2 BT AV B (R BRBR B &

<ffroot>
9800#

show cl ock

%ﬁ

ZETWRMER (WMREE ),

<{froot>
9800#

show | oggi ng

B34 RIERKFEEABERASEM.

<#root>
9800+#
show debuggi ng

IOSXE Conditional Debug Configs:
Conditional Debug Global State: Stop

P2 BBEREERENETR , NEHSEFXFARREATRERSE AT, XHTUREE

X



IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ [——mmmmmmmm

N orE MBEERNETEARME  NERSEEEARME (macibit, IPHIE ) WATAHE

MBREISIARIERAL, XAMMASE. Bit BUEFTHERIERFARE.
5184 BN A maci it kA RAEFIE SEIHR, W S Emacih it 4 14 A 75 4B AR IR ER .
<f#froot>

9800#

show | ogging profile wireless filter [mac | ip] [

] to-file al ways-on-

BANERREAS , WA URXHEFIFIAE TFTP RSSER.

<ffroot>
9800#

nore bootfl ash: al ways- on-

or
9800#

copy boot fl ash: al ways- on-



tftp://

[ al ways- on-

KM EAHAN T BT RER

MR KIEEL (always-on)RETEN CRUZBHELSRBEMABAEQEMNAR LS  MAEA%K
BRI H BRI EEN(RARE , ZREANSEERN ( AFFRAEFIHBMACHNE ) REMWFTEH
ERERBHERIRE. EEAXMRE  BRRATESER,

15 BRKRKBABEHSM

<tfroot>

9800#

clear platformcondition al

E2%5 . NERENTLEF R MAC bt /5 B 54

XLEGmSATAREREFIRERN MAC itk |, 548 30 280 (1800 # ) » BRI LUEIREE K W5 28T 8]
, RZ U518 2085978494 B,

<tfroot>

9800#



debug wirel ess mac

{rmonitor-tine

~ AR E-RUEBRZAEFE , BX S S maciibi={Tdebug wireless macii o
N B RREREBEIYTAS RELRATE L , AAFIE BEEENTEF , UEREES.

£33 BEURRENEBERITN,
F4%: MRERUNSEENEZNBELER2E , BEBXENR , BELEFE,

<ttroot>

9800#

no debug wirel ess nac

BENEERFITXEMEZRIAEFLSE , 9800 WLC 4K — N4 , HEMR .
ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

S5 W Emact i SESI B S, B A LU ra trace logE B BINZBARS ST , T A EZERELE
R

BE RA RERXHH B M.
<#root>
9800#

dir bootflash: | inc ra_trace



X HEHBIANIBRS S
<#root>

9800#

copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX _ti mezone_DayWek _Month_Day_year.log tftp://

/ ra- FI LENAME. t xt

ERHA :
<{froot>

9800#

nore bootflash:ra_trace_MAC aaaabbbbcccc HHWMMES. XXX _ti nezone_DayWek_Mont h_Day_year. | og

F£6d: MREABAFRRAMATHE , FREABEE , FRENFANBIRLD BE. BLXFBR
FRAEFR , RS RECSHEHFATFFEBAEL X

<{froot>
9800#

show | ogging profile wireless internal filter [mac | ip] [

] to-file ra-internal -

Ltxt



~ AE S THESREMEHESSERICEAINRIEES , ABEIEERE K, BHKR
Cisco TACLA%SE Bh 70 #73iX LE BR BR o

<#froot>

9800#

copy bootflash:ra-internal -

Stxt tftp://

/ra-internal -

Ltxt

ERHZA :

<{froot>

9800#

nore bootflash:ra-internal -



L txt

B 7 BEREEAZRMN.

N B BRABAEREERAEENBRAREY,

RAXBEIHIR
98002 IR AT U EARRBIER | XHTUERMbBREE , G FTERESLE AN

o

FBR1ENL —MACLUUEIER MBI RE, Xt TWebH BRI , B A RBEWeb RS ZRATRE N
KRB MREF S REZENLAPRRE,

<#root>
9800(config)#

ip access-list extended EWA-pcap

9800(config-ext-nacl)#

permt ip any host

9800(config-ext-nacl)#

permt ip host

any

9800(config-ext-nacl)#

permt ip any host



9800(config-ext-nacl)#

permt ip host

any

SR ENGERBHRSYH. BANGE ARG FERE , BOREEFSRNYE L1T8K

<tfroot>
9800#

nmoni tor capture EWA buffer size

9800#

nmoni tor capture EWA access-list EWA-pcap

9800#

nmoni tor capture EWA control -pl ane both interface

bot h

<tfroot>
9800#

show nonitor capture EWA

Status Information for Capture EWA
Target Type:
Interface: Control Plane, Direction: BOTH

Interface: TenG gabitEthernet0/1/0, Direction: BOTH



Status : Inactive
Filter Details:

Access-list: EWA-pcap
Inner Filter Details:

Buffer Details:
Buffer Type: LINEAR (default)

Buffer Size (in MB): 100

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)
Packet Size to capture: 0 (no Timit)
Packet sampling rate: 0 (no sampling)

HIR3IT IR S M BR IR BT R,

<#froot>
9800#

nonitor capture EWA start

Started capture point : EWA

HRRA 5 IR BRHIRPRES H,

<ttroot>
9800#

nmoni tor capture EWA stop

Stopped capture point : EWA
9800#monitor capture EWA export tftp://<a.b.c.d>/EWA.pcap

gE , WABMGUITHEIER , SMEREHR-BIBEEHR  AERENHRLERSH, NTH
KB ikfEdesktop ( RE ) , FHHIRELHTTP T EHEIFrFEH XAFRK A,



= » Packet Capture b Need help on what logs to collect for various scenarios?

Export Capture - EWA x

& P im R R bR

Web& I IEWLANKE T2 imiTH , HHER E , ERHRTHARNEERRBEWeb S B RIE
HIRTHNBRERRRBXE,

HARXI %8 23 ¥ FE HEBR

Y Z IR KBS ( MMozilla Firefox M Google Chrome ) #iZft##| &FF & A R T ERiFi%Web R F
BFRXE, HARXHREFH — RESBRENIER , BHATTPR AN ERUKRBERMNEHNER
(k. RBERKRB, 2HF),

ALUMNEFPIHENEERS HHARX S  ARERENN KRR/ LESAZXHUHTH -0, AR
LA 2n4a MMozilla Firefox 4t EEHAR S 4,

ST MLACH + Shift + 1T HAWebF XATE , ELGRETNEB[/AR , REEEInspect,



C Q search with Google or enter address

&2 Identity Services Engine 2% Cisco Prime Infrastruc... @) 2504-fgalvezm @) 3504-jesuherr u Software Download - ...

| o You must log in to this network before you can access the Internet. Open network login page

Fi
s
& - C g G Search wit e or enter add
Save Page As...
Select All
View Page Source
Inspect Accessibility Properties
Inspect (Q)
Amazon eBay 8.8.8.8 172.16.15.18

Sponsored Sponsored

2% . EMEINetwork , BRERAINARRAMEERER, EFNLERHBERPersist Logs35il
Bk, BUNREMAEHENR , MRBRATER.
[® {3 inspector [) Conscle [ Debugger {]. Style Editor () Perdormance 0 Memory [ Storage ¢ Accessibility  §8 Application ] = %

B W 1 Q sw._ €SS JS XHR Fonts Images Media WS Other [ Disable Cache Mo Throtting$  F
=
. - - . ~ Per
+ Perform a request or  Reload the page to see detailed information about network activity.

Import HAR File

+Clickonthe (& button to start performance analysis. (®

O  Norequests ‘

SEWIEDNAE , BRIULF[ERAEER, —BREBREN , FIEMEZEATIER , REEEFEE
REPRFHiEESave All As HAR.

w0 inspector Console [ Debugger T Metwork ) StyleEditor () Performance  F Memory [B) Storage ¢ Accessibiity  §§ Application 01 [0 = X
) Il @, & Al HIML CS5 )5 XHR Fonts lmages Media WS Other [ | Disable Cache Mo Throttling $ -%
Status Method Domain File Initiator Type Transfemed Size ~ Persist Logs
[ 20a] GET B 17246802 i dogument hmi 756 B 503 B |
GE . Impart HAR File
[Zc0] GET B 17216808 consent Rtrilswitch_url=hitps192.0.2.1 login hirlBps,_mac=0cd0:15:9448:¢ document hirl 278 KB Save All As HAR
[ 200] B 17216808 aup.html 1 KB Copy Al As HAR
204] FREFAL: f Favieealoaderjsm:191 [mg KB
| [260] POST B 192021 leginhtmi consenthimi37 (document)  html 233KB 218 KB (FIT s
@ 18requests  565.21 KB/ 28589 KB transferred  Finish: 19,185 | DOMCententloaded: 3825 load: 4.97 5

&P im B iE S iR



£ AWindowsHMacOSFRIEREMTLE i A URRE T L M FEE R LWREEZ. BATRE
TEHRRESHRNEREERTE  BEMUUABT BEANWebH HRIERE.

DNSi&EK :

11068 J6X1.85:28 $6:44:07_ 364308 172.16.21.153 172.16.31.7 s 102 53 Standard query BxBSE6 & pred detectpertal prod.clouseps mezgep. net
11069 J0T1.0%.36 06:44:07.373372  172.16.21.7 172.16.21.15) o 195 57857 Standard geary response GueSlc A dutectportal, firefox. com CNAME detectportal prod.sozews.met CRAHE prod detectportal, prod.cloudops.sozgcp.net A 34,107, 231.8
11870 2021-0%-20 96: 4407, 410773 172 16.22.7 172.36,21.35 s 138 53738 sStandard geery respense GxEHG A prod.detectportal.prod.clousops. soTgep.net A 34.107.221.82

ATEERMNAHBTCPEFMHTTP GET:

444 2021-@9-27 21:53:46... 172.16.21.153  52.185.211.133 TCP 66 54623 » 443 [SYN] Seq=0 Win=64240 Len=0 M55=146@ WS=256 SACK_PERM=1
445 2021-@9-27 21:53:46... 172.16.21.153  96.7.93.42 HTTP 205 GET ffiles/vpn_ssid_notif.txt HTTP/1.1

446 2021-@9-27 21:53:46... 96.7.93.42 172.16.21.153  HTTP 866 HTTP/1.1 286 0K (text/html)

447 2021-89-27 21:53:46... 172.16.21.153  96.7.93.42 Tcp 54 65421 + 808 [ACK] Seq=303 Ack=1625 Win=131072 Len=@

BN ERRS RN TCPETF

1.153

1551450 WSa256 SALE_PERMe]
92 Lenel MES=1390 WEe294 SACK PERMe]

HETE 563 £1 h_r -2 8.2.1/login. hralkap_saceic
Tob v 1

r:an:68Bcliont_mac-34:13:87:4c26b: F7Rasid=EMA- Gunstdredirect=htep: /fumm.

e 1304 0 [TCP tepgment of
TR 1304 1359 [TCP segment
TP 4 Wine131872 Lensd

HITP 643 tml}

TeR 51 18 Azk=1095 WLR=13055 Len-8

3 173.16.21.253 e %
152.0.2.1 e o PERM=] WS=128

12303 2020-95-20 06144350, 49166 16.21.153 ™R 54

12334 2021-09-28 06144150, 667759 . HTT a9

2 TP 58
Tep 1014 of a resssesbled POU]
e 0 reagpenbled FOU)
bl 4
MTTR 544
®P 54

13342 2030 172.16.21.153 Tep 5a

13353 20700928 06:44:50. 749048 172.16.21.153 e 56

B = iR Y 7R B

XRMELENRIRAERTHANEREZRNAE  EALKSERBEEETEIEWebF HK
UESSIDHY & P in kY & P iR R TEH B

802.11 F 3 I UE M < BK

<tfroot>

2021/09/28 12:59:51.781967 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (note): MAC: 3423.874c.6bf7 Asso
2021/09/28 12:59:51.782009 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Recei ved Dot 11 associ ati on request.
Processing started,

SSID: EWA-Guest, Policy profile: CGuest-Policy

, AP Name: C9117AXI-1obby, Ap Mac Address: 0cd0.f897.ae60 BSSID MAC0000.0000.0000 wlan ID: 4RSSI: -39,

2021/09/28 12:59:51.782152 {wncd_x_R0-03}{1}: [client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.782357 {wncd_x_R0-03}{1}: [dotll-validate] [26328]: (info): MAC: 3423.874c.6bf7 WiFi
2021/09/28 12:59:51.782480 {wncd_x_R0-0}{1}: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 dotll send a

Sendi ng associ ation response with resp_status_code: 0



2021/09/28 12:59:51.782483 {wncd_x_R0-0}{1}: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 Dotll Capabi
2021/09/28 12:59:51.782509 {wncd_x_R0-03}{1}: [dotll-frame] [26328]: (info): MAC: 3423.874c.6bf7 WiFi di
2021/09/28 12:59:51.782519 {wncd_x_R0-03}{1}: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 dotll send as
2021/09/28 12:59:51.782611 {wncd_x_R0-0}{1}: [dotll] [26328]: (note): MAC: 3423.874c.6bf7

Associ ation success. AID 1

, Roaming = False, WGB = False, 1llr = False, 1llw = False
2021/09/28 12:59:51.782626 {wncd_x_R0O-03}{1}: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 DOT1ll state t
2021/09/28 12:59:51.782676 {wncd_x_R0-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Station Dot 11 association is successful.

BT E2R S HRRIE :
<#root>

2021/09/28 12:59:51.782727 {wncd_x_R0-0}{1}: [cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7 Sta
2021/09/28 12:59:51.782745 {wncd_x_R0-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.782785 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L2 Authentication initiated. method WEBAUTH

, Policy VLAN 2621,AAA override = 0

2021/09/28 12:59:51.782803 {wncd_x_R0-0}{1}: [sanet-shim-translate] [26328]: (ERR): 3423.874c.6bf7 wlan
[...]

2021/09/28 12:59:51.787912 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.787953 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.787966 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

L2 Authentication of station is successful., L3 Authentication : 1

ACL plumb:

<tfroot>

2021/09/28 12:59:51.785227 {wncd_x_R0-0}{1}: [webauth-sm] [26328]: (info): [ 0.0.0.0]Starting Webauth, |
2021/09/28 12:59:51.785307 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
2021/09/28 12:59:51.785378 {wncd_x_R0-0}{1}: [webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6

Applying I Pv4d intercept ACL via SVM nane: WA-v4-int-172.16.80.8

, priority: 50, IIF-ID: O
2021/09/28 12:59:51.785738 {wncd_x_R0-0}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redirect-ACL = WA-v4-int-172.16.80.8

2021/09/28 12:59:51.786324 {wncd_x_R0-0}{1}: [webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6
Applying I Pv6 intercept ACL via SVM nane: |P-Adm V6-Int-ACL-global, priority: 52

, IIF-ID: O
2021/09/28 12:59:51.786598 {wncd_x_R0-0}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redi rect-ACL = | P- Adm V6- | nt - ACL- gl obal



2021/09/28 12:59:51.787904 {wncd_x_RO-0}{1}:

<{froot>

2021/09/28 12:59:51.799515
2021/09/28 12:59:51.799716

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

|P-learn state transition:

2021/09/28 12:59:51.802213
2021/09/28 12:59:51.916777
[...]

2021/09/28 12:59:52.810136

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:

Client |P learn successful

2021/09/28 12:59:52.810185
2021/09/28 12:59:52.810404
2021/09/28 12:59:52.810794
2021/09/28 12:59:52.810863

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

|P-learn state transition:

EIRFOHRIAENEEOIRE :

<{froot>
2021/09/28 12:59:52.811141 {wncd_x_R0-0}{1}:

L3 Authentication initiated. LWA

2021/09/28 12:59:52.811154 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324550 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324565 {wncd_x_R0O-0}{1}:

HTTP GET request

2021/09/28 12:59:55.324588 {wncd_x_R0O-0}{1}:
[...]
2021/09/28 13:01:29.859434 {wncd_x_R0O-0}{1}:

POST rcvd when in LOG@ N state

2021/09/28 13:01:29.859636 {wncd_x_R0O-0}{1}:
2021/09/28 13:01:29.860335 {wncd_x_R0O-0}{1}:
2021/09/28 13:01:29.861092 {wncd_x_R0O-0}{1}:

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client

[client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S IPLEARNLINIT -> S_| PLEARN_| N_PROGRESS

[cTient-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[sisf-packet] [26328]: (debug): RX: ARP from interface cap

[cTient-iplearn] [26328]: (note): MAC: 3423.874c.6bf7

Met hod: ARP I P: 172.16.21. 153

[epm] [26328]: (info): [0000.0000.0000:unknown] HDL = Ox0
[auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000
[auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

[client-auth] [26328]: (note): MAC: 3423.874c.6bf7

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6
[webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6
[auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000

Aut hc success from WebAut h, Auth event success



2021/09/28 13:01:29.861151 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [26328]: (note): Authentication Success.
2021/09/28 13:01:29.862867 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L3 Aut hentication Successful.

ACL:[]
2021/09/28 13:01:29.862871 {wncd_x_R0-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7

Client auth-interface state transition: S _AUTH F_WEBAUTH PENDI NG -> S AUTH F_WEBAUTH_DONE

HIRBZITIRE

<tfroot>

2021/09/28 13:01:29.863176 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7 ADD MOB
2021/09/28 13:01:29.863272 {wncd_x_R0-0}{1}: [errmsg] [26328]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_

Usernane entry (3423.874C. 6BF7) joined with ssid (EWA-Guest) for device with MAC. 3423.874c. 6bf7

2021/09/28 13:01:29.863334 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute :bsn-v
2021/09/28 13:01:29.863336 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : time
2021/09/28 13:01:29.863343 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : url-
2021/09/28 13:01:29.863387 {wncd_x_R0-0}{1}: [ewlc-qos-client] [26328]: (info): MAC: 3423.874c.6bf7 Cli
2021/09/28 13:01:29.863409 {wncd_x_R0-0}{1}: [rog-proxy-capwap] [26328]: (debug):

Managed client RUN state notification

1 3423.874c.6bf7
2021/09/28 13:01:29.863451 {wncd_x_R0O-0}{1}: [client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7

Client state transition: S CO L3 _AUTH IN PROGRESS -> S CO RUN



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



