ERI800TTLk M M2 Hlze LA E P im0 A
B =%

MACH#: 31t OUI 53 #T
7 it B 58 (Y MAC it 3iE [5] B

HTTPZ 4T
RADIUS &4
DHCP RADIUS % 4
HTTP RADIUS% 4T
129800 WLC FALE 54T
#h5 B

RADIUS 5 &
L\ == I

f&gaT

AR B’ E 2 N 2 H7 WA Cisco Catalyst 9800k LANIR &8 EiE1T,

TR



=R

RNHEHZBEMRENER,

ERREHSF

AXEPNERETUTRARE

s BE1T17.2. 1848 /99800 CL WLC
+ 18151 EA R

« Windows 10 Proc4& & F i

» Cisco ISE 2.7

AXHEPNEEHRRETREXRENEFNREFEN, AXEFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FERRETHEAERSRBERE,

-

TIEE

IR T IR % 9 K M5 #r WM 7E Cisco Catalyst 98004k LANIRHIBS LiE1T , IR T EEMNME
FARH, BERGURFEREERENSR,

RESHR -G, ATERBARENMATLKEMRENTLEF inHNEABER
WATIRZE DM IE , B SAE A © SR AL A AN [E) 89 245 3 5% e 5 P Bc 45 ERADIUS BR S5 28 AL U
Cisco 9800 WLCHESB 1T = (3) MR ELRVIRBE 54T -

- MACH#z3EOUI
- DHCP
. HTTP

MAC 1t 31t OUI 45 #r

MACH#iiit BBk ( B4 ) MEEOWH —RRE, TREFEUTA#HHEN
MM:MM:MM:SS:SS:SSE T K48 =,

HI244v ( S3MZHEBI My ) FNALRHE—PRIRFF(OUI) , BAIME—FRRAE N AR HIEE.



CAIHIEEEMEMO B, —REN B HIER T AMEEZ 40U,

T~

<{froot>

00: OD: 4B

- owned by Roku, LLC

90: 78: B2

- owned by Xiaomi Communications Co Ltd

TEEFPHEEARLXEKE , WLCRHITOUIER A E HIEE.,

#EFlexconnectAS b XIREBFH , APIFHEXEFIWERFHEIWLC ( HIZIDHCPHESNE S
wMACHEHE ) o

RETOUINZHMEBR , AILRHRBEDRANBERE , BT EX D EICABMNEEF.

7 1t & B Y MAC b 31k (7] B

HTRARER , FSHEETHBEMNRIRE P KEmackEHLLIhEE.

iy EEAIMACHE I R FEN AR |, FF Hitb it 58 — N \UENE AN FEERLIREN 1.

WA REY—MrE , AT EMmacit it 35FR £ 2 —NBEAL 4 AT ik,

it EEAIMACHE uE B A AT BEAVAE X ( x AT AR+ HIE ) -

X2-XX
X6-XX
XA-XX
XE-xx

XX
XX
XX
XX

=XX=XX=XX
=XX=XX=XX
=XX=XX=XX
=XX=XX=XX

BINBER T , Android 1018 & £ B XE BT A SSID M 4% B 68 A RE AL 4 A RY A< it B IEMACH# 31k



B TR HI2R IR 5 b uk REEHLAY , FETRMITEMAER , LT 2BA T ETOUIRIRE

VAN S
J3Xo

DHCP%
DHCP# # IWLCE T i &= T4 & F i & tH # DHCPEUIE & R 1T -

MRFEHADHCPO iR ZHITH3E , show wireless client mac-address [MAC_ADDR] detailed s
THRESE

<#froot>

Device Type : Microsoft-Workstation
Device Name

MSFT 5.0

Protocol Map : 0x000009 (OUI, DHCP)
Protocol :

DHCP

WLCREEZLFFin R IEN KRB P Z P DHCPIETFE

13812 — EHH

HEMRREFinENE , IEDHCPAIMDHCPERKIEFEZHHKE :

e Sroimcl  Langih el

B AT THOME 0.0.0.0 85, 299, 294, 58 -] M3 P Dlstower - Trassaction 10 BwlefSoers
[ IE, Srgi DélmaxTe 067618 (Pzdec]8 P TaT0), Dety Brosdcapt (TaffpiffTair)
Intw 4, Sroi G008, Dvts IRE. IS FR.INS
Uuar ¢ Port: &8, Dut Port: 67
Dymam 1 (D ncoeer)
Ha
e
& [endcat)

pilon




23860 — BN R B PRIRRF

LRIt EDHCP R MM FE B M B RBFE T H K E,

EALLET |, &P im AT LABDHCPIRSFBRMR B & |, RE A U RS 8RB0 E N X E N E B R EH A
IR AIPRIRRF RV P IR

ST EATIRAMEFNEAR , HENERIEDA35T A S E R,
BN RARRRF R

- SEATFEWindows 2000%& Fif ( RESMA ) FIMSFT 5.0
« FERATAEWindows 98FIMeZE FiBHIMSFT 98
« MSFT , & T FrEWindows 98, MeF12000%&: /= ii%

ZINER T , Apple MacBooki& & T4 & IXIET60,

MWindows 10%& F iniEIREIE 2B R B -

Option: (6@) Vendor class identifier
Length: 8
Vendor class identifier: MSFT 5.8

3.J&I55 — SEERFIX

DHCP Parameter Request Listit ‘@ &DHCP&E F ik 0 DHCPIRS 25 B SR ELE S B ( 1T/
) o ERLESARICERENFERS (HIMN1,1543)

EAR—NZEENBERATRE , AN CTERNBEBRRTHED , FETUBLSHRZREHITE
#lo

flan , BRIAERT , Windows 10 B HRLBERIFES TSR, Apple iPhoneMiPadfE AR S
£, UEXESHE EHITHE,

MWindows 10& F imiHIRAY 7RG -



Option: (55) Parameter Request List
Length: 14
Parameter Request List Item: (1) Subnet Mazk
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Name Server
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (31) Perform Routeér Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Parameter Request List Item: (44) MetBIOS over TCP/IP Mame Server
Parameter Request List Item: (46) MetBIOS over TCP/IP Mode Type
Parameter Request List Item: (47) MetBIOS over TCP/IP Scope
Parameter Request List Item: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) Private/Clazzless Static Route [Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery

4377 — AP

User classRBRINBER TRECANLEI  EEFHEEZFFiw. 0, aLfEwindowsitEHl £
BAUTaSE E L& :

ipconfig /setclassid “ADAPTER_NAME” “USER_CLASS_STRING”

ERRBHR U ERSERPHWEMEZ RO HIRE

' Metwork Connections
4 # 5 Contrel Panel » Metwork and Internet 5 MNetwork Connections

Crrjnm:’f -

l_-. Ethemmet ;- Wh-Fi
%'f‘ .. . rect Secure Mabalit d“ﬂ .' |

£CMDH IWindows 10& FimBit EDHCP:L66 ( EEEE AR )



H FiEIM66HIWindows3EHE , wireshark o £ SRS LI I | ET66 2 FHIB A BIEEZE RARIAFTE
7:: M

v Optlem: (77) User Class Information
Length: 15
“ Instance of User Class: [@]

User Class Length: 116

b

b [Eupcrt Info (Error/Malforsed): Malforsed Packet (Exception ﬂc{ur"td}:
[Halformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malforsed]

HTTPZ 4

HTTPZ# 2 2#9800 WLCXENGEERFE , eRETHRFANREZES R, N TERTHTTPS
MNEFR , EREBLATETREHARITHTTP GETER. WLCAEBZERAEETRIESIH
HTTP#RAHF HUser-Agent7 R, ItFBREEAATXERITORNELEF RN EMER.

BIAMBRT , LFFBHIERmEER T TEAEF RERNTInternet Z R EN IR, KREXEHT
BEEEIFEN. MRIEEWEPRZAE200(0K)BHTTPIE , MR RWLANKEEH
webauth#1THRF . MREH , WWLCRITSAENMITURITHRN S HRIE, LHBHTTP
GETFRE—TTAT I MERHUWLC, WLCAKREZNEEHTTPIER , HEREATEF AN

VAN S
JIZKo

Windows 101& % &£ A i@imsftconnecttest.com# 4T LM iX . Appleik % £ A captive.apple.com ,
Androidi% % J& & £ F connectivitycheck.gstatic.com,

AT B Windows 10BN HESHIRTE FTHEKE, User Agent ( AFRE ) FRERT
Microsoft NCSI , X §EWLC L& F im# 2 #7 3 Microsoft-Workstation:



- Bt Teasifer Prataddd
« SET Fossroen.aan WYL Lris

FHFEIHTTPS B FE % , show wireless client mac-address [MAC_ADDR]#Y i¥ 40 /R 5l H

<#root>

Device Type : Microsoft-Workstation
Device Name : MSFT 5.0

Protocol Map : 0x000029 (OUI, DHCP, HTTP)
Device 0S :

W ndows NT 10.0; Wn64; x64; rv:76.0
Protocol

HTTP

RADIUS 4 #f

LS KA TFIREDEMAER |, LocalMIRADIUS Profiling Z B3 B X 51,

MRER TRADIUSZHT , MIWLCABY — AR EHNEFERNRADIUSE HFEREREER
#¥ X FIRADIUSHRS5 87

DHCP RADIUSZ #

B3 DHCPZ #TIRER Y15 B FFE R R P45 ERIRADIUS AVPair cisco-av-pair & % B ic tk & 5k # #Y
RADIUSHRS5 85 : dhcp-option=<DHCP&Ii>,

£ RDHCPi£I 12, 60HM558AVPairsfiBikiERHEE I ~AI , 2 B MWLCKEFRADIUSHR S 25
( IET55/E Al 8E R Wireshark 253 i 5F ) -



HTTP RADIUSZ #T

BEHTTPS 4 ( SREBHTTP GETERIRkKIUser-AgentFE ) SREVMIE EFHMERN RN EEEN
RADIUS AVPair cisco-av-pair &% Eid ik iF R W EHIRADIUSARSS 85 : hitp-tiv=R P REB=<AF K
>

VIRIEFERBEHTTP GETHEIE £ User-AgentZFERF TR BB AZEL , RBMicrosoft NCSI, gtk
IR AT b a1 2 B 5 XA BIRADIUS RS 25 B R



—BRAPFEN B InternetH 0122 — LA HHTTP GETHER , METRIRBAXREWEHAES, W
RERNENSEE FiwHFUser-Agent{d , MIWLCLBISEXREHMICKIHIEZD,. EARTAEF , IUF
2 & P i Windows 10 641 FFirefox 76:

APAE A, e A, T TR R [FIEY LR L] a1 o oy Ryt
. F [P e

#9800 WLC LELE 7 #7

A 3b 73 AT EC IE

EffLocal Profilingi2fER , R EFE Configuration > Wireless > Wireless Global T~ /g Fi Device
Classification, Itk E R /G AMAC OUI, HTTPFIDHCPZ 47T :



Configuration~ > Wireless~ > Wireless Global

Default Mobility default B
Domain *

RF Group default
MName*

Maximurmn Login 0
Sessions Per
User*

Management Via
Wireless

Device v
Classification

AP LAG Mode

B4, #EPolicy configuration ™ , A B FAAHTTP TLV Caching®IDHCP TLV Caching. BIf#&H&
BEXH , WLCHLMITH .

BREZXEEIE , WL.CREFUE THENLESRES , A lELERREFERNEMBIEZ,

Edit Paolicy Profile

General Access Policies COS and AV Moability Advanced
RADIUS Profiling o
HTTP TLV Caching o
DHCP TLV Cachang o

WLAN Local Profiling

Global State of Device Enabled (i)
Classification

Local Subscriber Policy Name BlockPolicy ¥ v



RADIUS D B &

EFRADIUSTTER , RT2REAREZDEX (WNAXSHEERBI AR ) K EFE !

1. FIECRADIUSIRS 250 B R B EAAA TS LS R>10HK:

A, Wi Limd

2. E7£ Configuration > Tags & Profiles > Policy > [Policy_Name] > Advanced F & l& it 75 3%:

Ediit Policy Profile

Utsir Privastn Bdotwvork

DHCH

[T |
ANA Policy NS Tral -]

WLAN Flex Policy

Abr Tines Falimess Polickes

3.&fa , FEREE (Configuration)>$r12 MEL & X 4 (Tags & Profiles)>X B (Policy) T 41i£RADIUS
Local ProfilingEi1£4E, W& %S AHTTPFIDHCP RADIUSH 4T ( IHEYAiIreOS WLCE2/N £ 34/
SEE) -



Edit Policy Profile

Genera Access Policies QO3 and AVC Maobility Advanced
R

RADIUS Profiling

HTTP TLY Caching vl

DHCP TLV Caching o

WLAN Local Profiling

Global State of Device Enabled (i)
Classihcation

Local Subscriber Policy Mame BlockPolicy ® v

v iRt dEESY

RIEA 3o 53 A7 03 DL I AN 1t SR B

LRI B B E R A QoS HEL B ST 44-BH L YouTube FFacebookif BIM At SREE BB |, ZEEER
FBLi& H Windows-Workstation 1% & o

REHEEEY, BAEIULEE , flin , NNELBFRESEDSCPHRIE,

S ElConfiguration > Services > QoSE|EQoSHELE X #. # HAdd A BT K E -

R —— R——

i



IEERME R DMV, MNATAUP | EEFEREL, SHRICDSCPEC R HIH LAY
il

EARRBIH | YouTubeFIFacebook#iPH Ik, TR T E Ntk QoSHEL & X 4 5 FA QoS E O JEZBAYEA]
R ERELE S

Bk igie [N T T Prpiar o v AVC e
T w = it Deog Defend A
]
= o
datrts Ty o
Arsadabin Prosos Selechsd Prosocod

Avallable [8)

¥
]
]
|
&

IneQias Egrasa

sosooe

AHHIIEHL
i

* & & #

: 8 ooy oowes |

S E|Configuration > Security > Local Policy , #5812 ##JService Template:

| i "+ local Py |

EEEL—SHOENAOQSMIEAQoSEEX . HILFZRPERLUNAHRFIFR, MREH
EWVLAN , FFVLAN IDFEREZ :



Create Service Template =

IS-:._'-r'.'ll_;c- Tamplate Namae® BlockTemplate ]

VLAN ID

Session Timeout (secs)

Access Control List None v
Ingress Q0S5 bilock x ¥
egress OS5 block X w

MDMNS Semace Pobcy w G

E| Apply to Device

R EPolicy MapB M H RN, BEEL—FPAIEService Template , Hi%#F R A L8R
#IDevice Typeo

EARHGIF | £HMicrosoft-Workstation, MIREN T ZNKEE , NFERAE—NTE I,

S—IMELERARFIREEETOUINEESZAH. MRBFEEFAENMRESHEHENTATEN
, EMNEEEF/HARMAC OUl

XA AT A4 EQoS DSCPHRIZEACL:



Creats Polcy Map Configaration

Py Llap: Hama © B i

Wisneh Critiesa L

[
Tyl L Posflimch, s Biavmar{Li gk - daddressiinch
Cresis U B Fbi P2
L]
Adid Masch Criseria
1; 1
= e

R T EWLCEEH IR B YouTubeFFacebookii® , A AT MMEEITFF,

SMERE> RS> MATRME , AWLANK KRB E E X4 B RN

A iy Vel ity

Tinasbien #4990

.
Awndabie (111
[ . - am
@ + 7] |
ar- d
. RS *
. A *
== *
ﬂ-\.-. *

I E1EPolicy Profile THTTP TLV Caching. DHCP TLV Caching, Global device Classification2/3
A , 3 HLocal Subscriber Policy Name1g @1 £ — S BR AR A 22 49 2 it SR RS AR &Y -



Edit Policy Profbe =

Access Polcles

WILAN ALY

L s L Hitors

BERmEEE , TURERETENARM KR | HNiRYouTubeMFacebook 27 SKFR4KPAE Lk,
show wireless client mac-address [MAC_ADDR] detailed#9 i tH 25 :

<#root>

Input Policy Name

bl ock

Input Policy State : Installed
Input Policy Source : Native Profile Policy
Output Policy Name

bl ock

Output Policy State : Installed
Output PoTlicy Source : Native Profile Policy

Local Policies:
Service Template : BlockTemplate (priority 150)
Input QOS :

bl ock
OQutput QOS
bl ock

Service Template : wlan_svc_lloverride_local (priority 254)
VLAN : VLANOO39
Absolute-Timer : 1800

Device Type

M crosoft-Wrkstation

Device Name



MSFT 5.0

Protocol Map : 0x000029 (OUI, DHCP, HTTP)
Protocol :

HTTP

BRUSEF N SR KM ENRADIUS T

ERARADIUSH /G , WLCHR D MEREKEIISE, RE\EHER , TUCIESHFHRIUEFN TN
e

AXFIIEISERE, BXFMEER , S HCisco ISELHIRITIERE,

W IEREEEEEMFFCOA , RALEBRIEIS00 WLC EE At TERTRE.

FlexConnectZf B Y 04T

EFSFHRIE, iR

FEHREF , At MIRADIUS D T RELIRAJLEPFMR TE, MRAPH AMIUEN (APXRES
WLCHIERE ) , BEDITNEFEILETIE  HEEEFNEFREESERE,

i B REIE, Aih iR

MRAPA FEEER (APIMAZIWLC ) |, ZEHE T ( APFEFIRDHCPHIE S RI AN LIE
BWLCLBR T IR )

RESHIAELEE , ERTHOHRIEEAPLAMMNIT , RS MEETEA TEALR G REEES
RADIUS 7 #r A I

B HERR

Ttk BE T IR ER

BRWLC LN EFIREE X HHENRH R ERERARFERE. SMBIBEDR> B RER


https://community.cisco.com/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456
https://community.cisco.com/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456

, AT IRTLEESRMACH I , RFRETTH:

Troubleshooting = » Radioactive Trace

Conditional Debug Global State: Started

=3

MACNP Address Trac s

74¢20. 3816, 7610 debugTrace_T4da3s.76t0a 2 DT

1 20 w

REFMERIME  AEFTRIBITRS. FLEREK , REETHGenerate, HWREAAEBEE
(WETREATAARESRAEAREFE )

Enter time interval ®

Enable Internal Logs |7_|

Generate logs for last @ 10 minutes

O 30 minutas
] 1 howr

O since last boot

O | 0-4294967295 seconds v

| ) Cancel | = Apply to Device

R IR MR BR AT T E R E,

WLCH & F it 2 4 N Microsoft-Workstation:

<tfroot>

2020/06/18 10:46:41.052366 {wncd_x_R0-0}{1}: [auth-mgr] [21168]: (info): [74da.38f6.76f0:capwap_9000000
M crosoft-Wirkstation
and old device-type not classified earlier & evice name for the session is detected as

MSFT 5.0



and old device-name not classified earlier & 01d protocol map 0 and new is 41
2020/06/18 10:46:41.052367 {wncd_x_R0-0}{1}: [auth-mgr] [21168]: (debug): [74da.38f6.76F0:capwap_900000

updati ng device type M crosoft-Wrkstation
, device name

MSFT 5.0

WLCEFIRZE DK :

(debug): [74da.38f6.76T0:unknown] Updating cache for mac [74da.38f6.76f0] device_type: Microsoft-Workst

WLCEZEFHFEKRB DR :

(info): [74da.38f6.76f0:capwap_90000004] Device type found in cache Microsoft-Workstation

WLCRI AE T 5 R At KA

<#froot>

(info): device-type filter: Microsoft-Workstation required, Microsoft-Workstation set -

mat ch for 74da. 38f6. 76f0

/ 0x9700001A
(info): device-type Filter evaluation succeeded
(debug): match device-type eq "

M crosoft-Wrkstation

.success

WLC K= ZEDHCPRIHTTPZ AT /E M ic Ik 2R 2 -

<tfroot>

[caaa-acct] [21168]: (debug): [CAAA:ACCT:c9000021] Accounting session created
[auth-mgr] [21168]: (info): [74da.38f6.76f0:capwap_90000004] Getting active filter 1ist
[auth-mgr] [21168]: (info): [74da.38f6.76f0:capwap_90000004]



Found http

[auth-mgr] [21168]: (info): [74da.38f6.76f0:capwap_90000004]

Found dhcp

[aaa-attr-inf] [21168]: (debug): Filter 1list http-tlv O
[aaa-attr-inf] [21168]: (debug): Filter 1list dhcp-option 0

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-profile-name 0 "

M crosoft-Wrkstation

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-device-name 0 "

MSFT 5.0

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-device-class-tag 0 "

Wor kst ati on: M crosoft-Wrkstation

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-certainty-metric 0 10 (0xa)
[aaa-attr-inf] [21168]: (debug): Get acct attrs

dhcp-option 0 00 Oc 00 Of 44 45 53 4b 54 4f 50 2d 4b 4c 52 45 30 4d 41

[aaa-attr-inf] [21168]: (debug): Get acct attrs

dhcp-option 0 00 3c 00 08 4d 53 46 54 20 35 2e 30

[aaa-attr-inf] [21168]: (debug): Get acct attrs

dhcp-option 0 00 37 00 Oe 01 03 06 Of 1f 21 2b 2c 2e 2f 77 79 f9 fc

### http profiling sent in a separate accounting packet
[aaa-attr-inf] [21168]: (debug): Get acct attrs http-tlv 0 00 01 00 Oe 4d 69 63 72 6f 73 6f 66 74 20 4e

6 IR EIR

HEDZREES , AIUEWLCA S EHRTHIFESHIR, SMBERED RS> BiEEHR , AELE
Fim EEERANESR—MEO LB HERR



FEHEVLANEER/SVIZXEX ENITHIR , SNFEEYRROAR S HHREE

MRIER


https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-management/225459-update-the-device-classifier-in.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-management/225459-update-the-device-classifier-in.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-management/225459-update-the-device-classifier-in.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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