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<{froot>

WLC- 9800- CLI # show tech w rel ess
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show logging profile wireless filter mac <radio-or-ethernet-AP-mac> to-file always-on-<FILENAME. txt>

T B ERER

<#root>

debug wireless mac <MAC> [internal]

'l Repr oduce

no debug wireless mac <MAC> [internal]

I'l Provide ra_trace file generated in bootfl ash:

dir bootflash: | i ra_trace

RAXNBEIHR
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<{froot>

ip access-1list extended CAP-FILTER
permit ip host <AP_IP> any
permit ip any host <AP_IP>

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP access-Tist CAP-FILTER
monitor capture MYCAP start


https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html

Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

BIEE P HBMACT B IR 233K ( #ECisco IOSP XE 17.1.1s2 5T/ )

<tfroot>

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP inner mac <Client_MAC>
monitor capture MYCAP start

Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap
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show monitor capture MYCAP
show monitor capture MYCAP buffer brief/detail/dump
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show ver | i uptime

show redundancy | i Uptime
show proc cpu sorted | i CPU
dir all | i core

BERENER WLC FERBNEMBE :

WER BB/ D B R IRE/AP AR XXM, XATBUBEGUITER. SMEBEHRR > BORKEMR
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» Core Dumg and System Report

Core Dump

Date & Teme = Sizn (Bytes) *  Hame Doweload

17 B 2019 S 14: 10 55781 bootflash-1oorelc 800+ 1_ngins_ 1264

17 De< 2078 0%:14:10 7810 sty bootfathjcoraic 800+ 1_ngl

# more bootflash:system-report*
# copy bootflash:system-report-YYYYMMDD-HHMMSS-Timezone.tar.gz {tftp: | ftp: | https: ..}

OR

# more harddisk:system-report*
# copy harddisk:system-report-YYYYMMDD-HHMMSS-Timezone.tar.gz {tftp: | ftp: | https: ..}
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show proc cpu platform sorted 1min
show proc mem platform accounting

show redundancy switchover history
show redundancy history
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Download to bootflash
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AP TCP MSS Size 1250
Dual-Band Radios Darfnme rmcat an tha AD T h
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show ap uptime
show ap crash-file
dir all | i crash

ERENAX AP HENEAMBE :

<#root>
Al ways- On Traci ng:

show logging profile wireless filter mac <radio-or-ethernet-AP-mac> to-file always-on-<FILENAME.txt>

Radi oActi ve Traci ng:



debug wireless mac <AP_Radio_MAC>

debug wireless ip <AP_IP>

Enbedded Captures filtered by AP | P address ACL

ip access-Tist extended CAP-FILTER
permit ip host <AP_IP> any
permit ip any host <AP_IP>

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP access-1ist CAP-FILTER
monitor capture MYCAP start

'l Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

show wireless stats ap discovery

show wireless stats ap join summary

show wireless stats ap history

show tech-support wireless ap

show tech-support wireless ap name <ap-name>
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show wireless stats client delete reasons | ex 0
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<#froot>



Al ways- On Traci ng:

show logging profile wireless filter mac <Client_MAC> to-file always-on-<FILENAME. txt>

Radi oActive Tracing:

debug wireless mac <Client_MAC>

Enbedded Captures filtered by client MAC

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP inner mac <Client_MAC>
monitor capture MYCAP start

'l Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

show wireless stats client summary | i MAC|<Client_MAC>
show tech-support wireless client
show tech-support wireless client mac-address <Client_MAC>

HEEFN Web HRRIE (CWA) A& Web F B KE (LWA) 87
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BTFREKPIABEERBFEWeb S RWIFHBNHH

REZEFREBMBA webauth IR, EEBNERKE, BERIHNEEHENENENHEIRRSK
BEHE,

show wireless client summary | i Webauth|Number
show wireless stats client detail | i HTTP

EWENER Web 5 RIFRBHEM A

<{froot>



Al ways- On Traci ng:

show logging profile wireless filter mac <rClient_MAC> to-file always-on-<FILENAME.txt>

Radi oActive Tracing:

debug wireless mac <Client_MAC>

Enbedded Captures filtered by client MAC

monitor
monitor
monitor
monitor
monitor
monitor

capture
capture
capture
capture
capture
capture

'l Repr oduce

monitor

capture

MYCAP
MYCAP
MYCAP
MYCAP
MYCAP
MYCAP

MYCAP

clear

interface Pol both
buffer size 100

match any

inner mac <Client_MAC>
start

stop

monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

show wireless stats client summary | i <Client_MAC>

show wireless stats client delete reasons

show tech wireless client mac-address <Client_MAC>

I1Cient WLAN Adapter wireshark captures or Over The Air(OTA) sniffer trace.

show ip http server all
show tcp statistics
show ip traffic
show ip access-1list
show tech-support wireless client

show tech-support wireless client mac-address <Client_MAC>
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show ap dotll [24ghz]|5ghz] summary

sh ap auto-rf dotll [24ghz]|5ghz]
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| i Channel Change Count|Channel Utilization
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<#froot>

set platform software trace wireless chassis active r0 rrm all info

11 Debug t xpower | ogs

set platform software trace wncd

11 Debug channel changes | ogs:

set platform software trace wncd

11 Debug radi o resets

set platform software trace wncd

11 Debug DFS events

set platform software trace wncd

11 Coll ect and decode traces:

chassis

chassis

chassis

chassis

active

active

active

active

show logging profile wireless internal [to-file

11 Change | evel back to notice

r0 radio-history-txpower info

r0 radio-history-channel info

r0 radio-history-reset info

r0 radio-history-dfs info

<file-name>]

set platform software trace wncd chassis active RO all-modules notice
set platform software trace wireless chassis active RO rrm all notice
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show Ticense summary | i Status:|AP



sh ap sum | i Number of APs

EWENBXRFAERBENEMEE

show tech-support Ticense
show logging process ios start last boot to-file bootflash: <file-name>
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RETRNEGNERZTHE , URREFEERATREN

show redundancy | i ptime
sh Tog | i REDUNDANCY

XS ATRAMRERENEMLAEE

<#froot>

show redundancy states

show redundancy counters

show redundancy switchover history
sh Togging onboard uptime

I'ljust for physical WOCs: 9800-40/9800- 80/ 9800-L

show chassis ha-status active

show chassis ha-status standby

sh platform software stack-mgr chassis active RO sdp-counters
sh platform software stack-mgr chassis standby RO sdp-counters
sh platform software stack-mgr chassis active RO peer-timeout
sh platform software stack-mgr chassis standby RO peer-timeout
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https://support.zendesk.com/hc/en-us/articles/4408828867098-Generating-a-HAR-file-for-troubleshooting
https://support.zendesk.com/hc/en-us/articles/4408828867098-Generating-a-HAR-file-for-troubleshooting
https://support.zendesk.com/hc/en-us/articles/4408828867098-Generating-a-HAR-file-for-troubleshooting
https://help.mypurecloud.com/articles/gather-chrome-console-log/
https://help.mypurecloud.com/articles/gather-chrome-console-log/
https://help.mypurecloud.com/articles/gather-chrome-console-log/
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



