£ Catalyst 9800 Io& gz 25| LA E 802.1X
= it AN

B =%

EX

ERANAE
BE

AR

WLC Fiii&
9800 WLC EH) AAA FiliE
X TFAAA Dead-Serveri M #Y ) 5F
WLAN Fil & Y&

i
i

ISEEE
£ ISE EFBH WLC
FEISELBIEFAF
B B
Pl RREE
B 0 1F
ek 30

BEE R

£ WLC L3 {TERFEHERR

ZHRE R MT LB F 3 IRER

1 ISE B ITHIEHER

EM])

RN FWN{ATE Cisco Catalyst 9800 RFITLk Iz FiREE®E 802.1X &M WLAN,

TR

=R



Cisco BB THUTEHE :
« 802.1X
fE AR EH

AXEPNEEETUTHREMBE AR

« Catalyst 9800 Fo&k#2 #8858 % %1 (Catalyst 9800-CL)
« BRIOS® XE 17.12.5
+ Cisco ISE 3.0

AXHEPNEEHRRETREXRENEFNRZEEN, AXEFEANAAERZRNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTRBELE,

[

P 4% B



RADIUS 9800 WLC

ﬂ B
= 000006
(300000,
N

Client

WLC Bt &

9800 WLC LRy AAA ELE

GUI:

%1% . FH RADIUS fR%8. IASME , AEM A RADIUS BRFEE S, configuration > Security

> AAA > Servers/ Groups > RADIUS > Servers> + Add
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+ A48 Wizard
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Quick Setup: AAA Authentication

Method List Name?* list-name
T\‘_.'pe"‘ dotlx v
Group Type group v

Fallback to loca

Available Server Groups
radius “
Idap

tacacs+
|SE-kcg-arp

CLI :

H*

config t
aaa new-model

H*

radius server <radius-server-name>

timeout 300
retransmit 3

key <shared-key>
exit

FH OH W B K K

H*

aaa group server radius <radius-gr
server name <radius-server-name>
exit

FH I

# aaa server radius dynamic-author
# client <radius-server-ip> server-k

0

Assigned Server Groups

ISE-grp-nams

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813

p-name>

ey <shared-key>

[=] Save & Apply to Device

# aaa authentication dotlx <dotlx-Tist-name> group <radius-grp-name>

BR AAA RMBRS RN EZED

L ERADIUSHRS 238G , TUREBEREHM NALIVE:

#show aaa servers | s WNCD
Platform State from WNCD (1)
Platform State from WNCD (2)
Platform State from WNCD (3)

: current UP
: current UP
: current UP



Platform State from WNCD (4) : current UP

BATLATE WLC LBEE UK , LAEREMFEHAZ RADIUS RSS2SR T o dead criteria,deadtime

#radius-server dead-criteria time 5 tries 3
#radius-server deadtime 5
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CLI :

# config t
# wlan <profile-name> <wlan-id> <ssid-name>
# security dotlx authentication-Tist <dotlx-1ist-name>



# no shutdown

REEENHEE

ERBEENXMHF , B LUREREF RS EALBHND VLAN |, HEEHMIZE ( M5 REST] R
[ACL]. BRETRE [QoS]. B, ITHREEE) .

SERLAE A RARBEEC B304 | B o] U2 B & 3244

GUI:

HXEMERE > SMNEE G > RBEEXH , RFEE default-policy-profile Z#T 2 ELE X
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Q Search Menu ltems pD”CV Profile
+ Add
Dashboard -
: s Policy Profile Name ~  Description
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Edit Policy Profile

WLAN Syinching Policy

Casirs Switching
Corrnd AL 0
Caniral CBCP vemm [l
Flax: RATEWT | |

DEEF IR VLAN,

General Access Policies

QOS and AVC

WLAN Local Profiling

HTTF TLV Caching
RADIUS Profiling
DHCP TLV Caching

Local Subscriber Policy Name

VLAN

VLAN/VLAN Group

‘ VLAN2602 v

Multicast VLAN

WMREITRILE ISE 7£ Access-Accept JHEHIREE M ( Hl0 VLAN 2 & )
AAA B : Advanced

‘ Enter Multicast VLAN |

Mobility

Advanced

WLAN ACL
IPva ACL ‘ v
IPv6 ACL ‘ v
URL Filters
Pre Auth ‘ v '
Post Auth ‘ v |
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Edit Policy Profile X

-

General Access Policies QOS-and AVC Mobility Advanced

WLAN Timeout Fabric Profile | v
Session Timeout (sec) | 1800 | Umbrella | Mot Configured v |
| Parameter Map 3 :
Idle Timeout (sec) ‘ 300 | B i | ]
Policy | cauc)
Clear
Idle Threshold (bytes) ‘ 0 |

WLAN Flex Policy

Client Exclusion Timeout (sec) N | 60 |

VLAN Central Switching
DHCP

Split MAC ACL 223 . v

IPv4 DHCP Regquired v
Air Time Faimess Policies

DHCP Server IP Address

2.4 GHz Policy | : =
Show mare >> /
5 GHz Palicy | Search ¢ -
AAA Policy )
Allow AAA Override ~/
NAC State
Palicy Name default-aaa-policy x| v

-

i'j Update & Apply to Device

CLI :

config

wireless profile policy <policy-profile-name>
aaa-override

central switching

description "<description>"

vlan <vlanID-or-VLAN_name>

no shutdown
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REARE A TN SSID EXRMEEXHFRER, B UHERMIRE , WA LUEM default-policy $RE
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GUI:

{K;i%ﬂﬁfz , %Eﬁﬁ%%%bu%ﬁﬂ@ﬁ%o Configugation > Tags & Profiles> Tags > Policy

Q, Search Menu ltems Manage Tags
— Palic Site RF AP
| Dashboard B -
C} Monitoring + Add
Conﬁgu ration Palicy Tag Name ~  Description

central-anchor

Administration

| | default-policy-tag default policy-tag

Troubleshooting 1 10 ¥

FF WLAN B & 35X Bk B AT FR B9 SR BS BB 34

Add Policy Tag X

Name* PolicyTagName |

Description Enter Description |

o

WLAN Profile ~ Policy Profile v

0 f 10 « |items per page No ite ms to display

=] Save & Apply to Device




Add Policy Tag

‘

Name* ‘ PolicyTagName ‘
Description ’ Enter Description \
+ Add
WLAN Profile ~  Policy Profile v
| 0 I [ 10 » J tems per page No items to display

Map WLAN and Paolicy

WLAN Profile* ‘ prof-name - ‘ Policy Profile* default-policy-profile v

=| Save & Apply to Device

Add Policy Tag

Mame* PolicyTaghlame

Description Emter Description

WLAN Profile ~  Palicy Profile ~
|_' prof-name default-policy-profile

{ 4 1 @ : 10 -

| D Cancel

CLI :

# config t
# wireless tag policy <policy-tag-name>
# wlan <profile-name> policy <policy-profile-name>

REREDE



FRERZDEAFTERN AP,
GUI:

gﬁbﬁ‘gﬁgﬂéﬁ_/l\%gfﬁl,@ , iﬁﬁ)ﬁ'%’ﬂﬁfz , ﬁﬁﬂ*ﬁ%%ﬂlﬁﬁ’ﬁ% s %EI‘QECOnfiguraIion > Wireless

> Access Points> AP Name > General Tags, Update & Apply to Device.

Edit AP »

General Interfaces High Availability Inventory Advanced
General Version
AP Mame* AP3802-02-WS Primary Software Version oo IT e
Location* default location Predownloaded Status M/A
) Predownloaded Version MNSA
Base Radio MAC 00:42:68:c6:41:20
) Mext Retry Time MN/A
Ethernet MAC 00:42:68:a0:d0:22
- y Boot Version £
Admin Status Enabled v
. 105 Version 10.eov. ol
AP Mode Local ¥
Mini 10S Version 0.0.0.0
Operation Status Registered
Fabric Status Disabled I Gonng
Tags IP Address 172.16.0.207
T Static IP
Policy default-policy-tag v
Time Statistics
Site default-site-tag v
e [ Up Time Qdays 1 hrs
RF default-rf-tag v 17 mins 24
secs
Controller Associated Time 0 days 3 hrs
26 mins 41
secs
Controller Association Latency 8 days 21 hrs
50 mins 33
secs

D Cancel 51 Update & Apply to Device



AR FER  STEEARJ LNRBIRSEREF AR , BRFKRES 9800 WLC #IXER , AE/LS
R EH KK,

Elﬁ*ﬁ E E"Jﬁmﬁ*ﬁgﬁgﬂgﬁ %/I\%gf?ﬁl)ﬁ , "L%{K;)’Q%ﬂﬁfz Configuration > Wireless Setup > Advanced > Start
Now > Apply.

[ start |
Tags & Profiles
o WLAN Profile = 4
e Folicy Profile E o
o Palicy Tag #F —R
o AP Join Profile —R
Start NOwW =g _
o Flex Profile = <+
(1] Site Tag & —
o BF Profile —R
o RF Tag £ E +

Apply

(1] I Tag APs




EREEMESEARERN AP, RIERTE + TagArs

+ Tag APs

Mumber of APs: 3

&

Selected Number of APs: 3

)

ERERATRE., WRFRFIFRRE , RS R ifisae & Apply to Device:

AP -

Mame

AP3E0Z-
02-Ws3

AP3B02-
01

AP3IBEOZ-
0z

AP -

Model

AlR-
AP3IBEOZI-
A-KS

AlR-
APZE0ZI-
B-K9

AlR-
AP3IBOZI-
B-K9

|1<}

AP MAC e

[\n._)‘n.r\-ﬁ._n. aa.mn

[

AP
Mode

Lacal

Local

Lacal

Admin
Status

Enabled

Enabled

Enabled

e

Operation
Status

Fegistered

Fegistered

Fegistered

Tag APs x

Tags
Policy default-policy-tag v
Site SiteTagl -
RE default-rf-tag| v
"D Cancel [= Save & Apply to Device
CLI :
# config t

# ap <ethernet-mac-addr>
# policy-tag <policy-tag-name>

# end

e

Policy ~
Tag
default-
paolicy-tag
default-
paolicy-tag
default-
policy-tag

Site
Tag

defaul
site-1z

defaul
site-1z

defaul
site-1s
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$1% : 7 ISEBHA  RERRSH

Devices> Add

, ME AR,

= Cisco ISt Administration - Network Resources

Network Devices MNetwork Device Groups MNetwork Device Profiles
—

| Network Devices

Network Devices

Default Device

Device Security Settings

External RADIUS S

IPIMask Profile Name

SEO0-WLG 10.48.38.86/ a5 Csoo ()

£25: BEMFZRZ

ey SEM. R,

B4,

&R B INE ERY L

LA EY IP HbaE 3T N F &% S M IRIFIERA WLC 20O, BRIAMBRT ,

WE , FRIEIRFRE,

EIVEFS

Location

All Locations

Administration > Network Resour ces > Network

Selected & Towl 1 [ I3

Type Description

All Device Types

LB WLC 2B M &R

veEBED , MEMR



= Cisco I5E Administration - Network Resources

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers

I Network Devices t ¥ MNew Network Device

Default Device Network Devices

Device Security Seftings

SBOO-WLC

Description

1P Address tip: 10.48.22 28 I ag Lo

* Device Profile
&% Cisco &

Madel Name

w
Software Vergion
~
* Network Device Group
Location [
All Locations w Set To Default
PSEC

s IPSEC Device w Set To Default

All w Set To Default

~  RADIUS Authentication Settings

Protocol

RADIUS

* Shared Secret

Show

RADIUS Server Sequences

'y Q @ @ &

NAC Managers More

BXMWEMAEE , BSHEUTET : Nework DeviceGroupshh (BRI B MRS EIZEEGIEE | MER

B4) EEMKIRE,

£ ISE LRIB#HAF

1.5 Administration > | dentity Management > | dentities> Users > Add L E 2B PR 7R :

= Cisco ISE Administration « ldentity Management |

Identities Groups External ldentity Sources ldentity Source Sequences Settings
= Network Access Users
Latest Manual Network Scan Res...
&y Import T Export
Status Name ~  Deseription First Name

Last Name

Emall Address

4 Q ® 28 @&
Selected 0 Total0 L7 &3
All

Lv

User ldentity Grou... Ad...


https://www.cisco.com/c/zh_cn/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

B2%: WARFHES. BEAXGF , AFETEN ALL ACCOUNTS W4 , B LIREFER
THE , MEATR

= Cisco Administration - ldentity Management &
Identities Groups
| » M Network Access User
Latest Manual Network Scan Res.

~ User Groups

B2 RANE & A

HEBESENREIN —AHABMEARK. Authorization ProfilelZ XL B X B EZE F in e & B ™G R R E
. MR FIFIR (ACL). VLAN BESEMEMSEH, ROIFETRHNBERREEXHIEFHKL
EHREZEE  HNEFIRESES VLAN 1416,

53%1 SnE Policy > Policy Elements > Results > Authorization > Authorization Profiles ;F)f—(_'\:’lﬁgiAddfﬂo



= Cisco ISt

Dictionaries Conditions Results
—

Authentication

Palicy - Policy Elements

Q@ B @

Ciseo

Standard Authorization Profiles

Authorizati
ok For Policy Export go o Adminisiration = System > Backup & Resior = Poiicy Export Page

| Authorization Profiles Selected 0 Total 10 [ o
= Add b

Downleadable ACLs

Al

] Name Profile -~ Description
Profiling

(| Authz_Profile_iPSK & Cisco (D)
Posture

: | Blagkhole_Wireless_Access &= Cisco (0 Default profile wsed 1o blacklist wisghess dovices. Ensure that you configu
Cliant Provisioning =

O Cisco_IP_Phones & Cisso (D) Default profile wsed for Cisco Phones.

F2%: MABPATHE. EARG, RIOTEIAIRE AAA BEEM |, 10 VLAN, WLC
9800 #EZ A VLAN ID B EEERE Y 64, 65, 81, HEKIEZHEH B, Airspaceinterface

Name
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= Cisco ISE Palicy - Policy Elements Q

Dictionaries Conditions Results

2 PermitAccessviani416

Authentication ¥
Autharization Profile
Authorization “
I Authorization Profiles | " Hame Permithccessvlan 416 ‘
Downloadable ACLs

Description

* Access Type
Profiling ACCESS_ACCEPT ~
Fosthrs 2 Matwork Device Profile &% Cisco v &
Client Provisioning > Sarvice Templata

Track Movement
Agentless Posture

Passive Identity Tracking [

~ Common Tasks

VLAN Tag D 1 Edit Tag DiName 1416 w

~ Advanced Attributes Settings

Select an iem ~ v

~ Attributes Details

Actess Type = ADCESS_ACCEFT

Turnel-Private-Group-1D = 1:1416

Turmel-Type = 1:13
Tunnel-Medium-Type = 16

BIRREEE

EREEL—ASORIEMRNAN, ZoZEXE  FRE  SEFIRPHE-IPREENEE

) REIEE ) pu-FFﬁ'ZI'_\ . Policy > Policy Setslnsert new row above



= Cisco I5E

Policy - Policy Sets

Policy Sets

Raset Policyset Hitcounts
Status  Policy Set Name Description Conditions

Allowed Protocols | Server Sequence
-~

Hits Actions View
b

] Pollcy_Set_IPSK Cisco-cisco-av-pair EQUALS cisco-wlan-

ssid=WLAN_IPSK Default Network Access

] Default C

Dafault policy set

>

. Insert new row abo
Default Network Access TSOIL e r ve >

A RBERER R IRRMS, EAXMP , ZFMAEECTEREF WLC B

EE .
ﬁi.

Radius:NAS-IP-Address EQUALS X.X.X.X // X.X.X.X is the WLC IP address

ﬁﬁ’ﬁ: TiEFR T o Default Network AccessAllowed Protocols/ Server Sequence

= Cisco ISE

Policy - Policy Sets

Q @ L@
Policy Sets Reset

Status  Policy Set Name Description Conditions

Allowed Protocols | Server Sequence Hits  Actions  View

~
o

] Polley_Set_B02.1X

9 Radius NAS-IP-Address EQUALS 10.48.38 .86

Default Netwark Access

B2 & M I UE SR g

ERESFHARIENTNER , RFEEHARTRKERE, [t TENNESST LA AT TR LLIEE
* Policy Set

Policy Sets

Reset

¥y Status Policy Set Name Description Conditions

Allowed Protocols | Server Sequence

[-] Palicy_Set_802.1%

9 Radius-NAS-IP-Addrass EQUALS 10.48.36.86

Default Network Access & 3 {\g}

@

Reset Policyset Hitcounts

Reset Policyset Hitcounts

Hits Actlons \View



BORIEREBATRIIAFNEIRESESR (RIAFNENREER )., £ T, IRFHARIEE
%%ETFET_\J\E?TEEIEO Authenticaton Poncyzwﬂﬂlﬂﬁﬁﬂ’ﬂﬁﬁﬁlﬁ@%#ﬁ .

RADIUS:Called-Station-ID ENDS_WITH

/7

is the SSID of your WLAN

usellb 4\ | i£$F Authentication Policyi €3+ T ¥ Internal Users.

+ Policy_Set_802.1X Reset Reset Policyset Hitcounts

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
(] Policy _Se1_802.1X% 9 Radius-NAS-IP-Address EQUALS 10.48.38.896 Default Network Access
Authentication Policy (1)
Status  Rule Name Gonditions Use Hits  Actions

] Auth_Policy_802.1X 2 Radius-Called-Station-I0 ENDS_WITH Test-802.1X ‘@}
Options

IR RUK B

ER-—NEL , %E AHEXRM, Authorization Policy L R BURBERI SRR -

RADIUS:Called-Station-ID ENDS_WITH

/7



is the SSID of your WLAN

T:T:Jtt%ﬂlﬁﬂ’g ﬁIﬁfT s ii?%i&?ZﬁﬁﬁlJEE’\J o Result > ProfilesAuthorization Profileﬂﬂ%ﬁﬁ)ﬁgéﬁ%ﬁgﬁiﬁ
, X&fF ISE FIEWMNEMAEE WLC,

> Authentication Policy (2)
» Autherization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

Autherization Policy (2)

Results

Status  Rule Name Conditlons Profiles Security Groups Hits Actions
- Rodius-Called-Station-10 ENDS_WITH Test
@ Authz_Policy_802.1X g0z ; | | PermitAccessViani416 Select from list 14 {'(\3"‘_}
Default DenyAccess Select from list {é}}

teEt , WLC M1 ISE MIFT BB B E MK , B AR HERT R,

A% ISE AUHERNEAEE , BEEUTEY | (BNSBBRSIREBRER) FHER
SRRERR  ERE BRI

BEXISE BMENFMAER  FEEUTEY . (ENEOBRSSIZEERAKR) PN EEAFM
NEBER : B0R

oAl

BELER TG TRIESHEE

2

show run wlan // WLAN configuration

show run aaa // AAA configuration (server, server group, methods)

show aaa servers // Configured AAA servers

show ap config general // AP's configurations

show ap name <ap-name> config general // Detailed configuration of specific AP

show ap tag summary // Tag information for AP'S

show wlan { summary | id | name | all } // WLAN details

show wireless tag policy detailed <policy-tag name> // Detailed information on given policy tag

FHoH OH W K K R H K

show wireless profile policy detailed <policy-profile name>// Detailed information on given policy pr


https://www.cisco.com/c/zh_cn/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html#ID37
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html#concept_9B49577E9B314CE79A6361771B5FCF19

B HERR

%
EE  ALAMERANSBAESESR. B2 , B# A calling-station-id RADIUS B4k R 515

BRESNME R LIET. 4B UDP iRk O -F#5KB 9800 Ky RADIUS iR 27 Z X R
o

£ WLC L3 ITHEHERR

WLC 9800 Rt LRI MIRERINBE, X AIRRIFLIEFABE T ImEEMEXNER, BENEANL 5
HE , ARGUUEEHREREREEHIHERINES, SRRTERNBEE , BBEER
LXLEU'L’J\H’:E'JJ'L?EO

BEEEMIANBRT 9800 WLC WEMRIERES. , FEX SSH/Telnet E4#£E] 9800 FMITU T L IR
(BRFFIEFIXAEXMHH ).

£15: KE WLC (HaIaTE , EEMERBER LR EE.

# show clock

E2H: BERSEE , N\WLC EHAXIATREAEPRERGEAE, IETUREREERS
BITRORMER (WE) .

# show Togging

E3%5: RiIERARCEEABERASZM.

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________



EE NRBRELYHEMRE N TFHERXEZSHASRHE (MAC ik, P #its ) WAFE#E
, HRREEARAHRAN BEE#HTIER, XLEMBETE, it , BIEFREFH B REERAE
£

B45: MERNIEA MAC #biit RESE 3 ZHRENFAFIE |, BRERE MAC #biik 49 TR B
HR A BRERME S

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

BABERREAR , WA LU EFIZISNER TFTP BRSS 25 -

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

FHRAMEL B EFRER

MRT R RERARBERHEZBNERKRBEFRAERNENAMELRRE , WA LR RREARABIRT
LEED (RA) BRE , MENEEESRMN ( FFIHAEF K MAC it ) RENAARERHAAHAR
AIRER, BATLUBE GUI 5 CLI #uT LR 1E,

CLI :

ERRAZARE , TRITUATIR,

$£5%: BERRERARARMN.

# clear platform condition all

B 65 NERENTLEFK MAC bt /5 BB &4

UTasHATRIXRM MAC ity isiE | SEERtTRIN 30 240 (1800 ¥ ) » B LLARIEK
YsiEptiE |, 2 2085978494 B,



# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

AR EEMNEEZSNEFE , BXS8 MAC #hib=1T debug wireless MAC <aaaa.bbbb.cccc>

ALA
A0 Mo

FARRFFFEREFEFREINAL , RARMERARSBERNRE T , AEZHEEE.

B7H . BEUNBBRENFEBERITNAN.

£8F: MREERUNIBENEENEELT ZARBEBERHA , TELRR.

# no debug wireless mac <aaaa.bbbb.cccc>

BEe RIS RFTL ML RAFLLS , 9800 WLC ER— DA H , HEMNR ¢

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

FOL . WES MAC it SEENABRBI M. AT ra trace.log EHIEIAZBARS B , LT LAE %
ERBLEETREH,

BE RA RERXHHA :
# dir bootflash: | inc ra_trace

MXHEH BN RS S

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

ERAE :



# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

£10F : MEBRKFRRDTAE , FRERNTEE , ZESRENFANBALIN BS. TEB
RBHAEPE , BB - SHAERERENRN T FEN BB S

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

EE M THHSERRMEHENSSEERINBERER , ABEIFERE K, EENTRIERE
BEatangFEHBY , iR Cisco TAC,

&) LA ra-internal-FILENAME. .txt E#IZIAAZ RS 8 , LT NERERELE REad.

RN HEHBINEBRS S

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

ETRAR :

# more bootflash:ra-internal-<FILENAME>.txt

115 0 BBRAEHARMA

# clear platform condition all

AR BEMEREHRLEEREBRIAEHARMN.

GUI:

F1E . BE | ARBEEHTHEHRNE KA MAC/IP ik, Troubleshooting > Radioactive Trace > +

Add



Troubleshooting = > Radioactive Trace

Conditional Debug Global State: Stopped

MACP Address T Trace file

o 10 -

g2% . REFEH.

% 3 i . Eiﬂlﬁl%ﬂo

B45 QREFLE

FIR5. % TceneraetRl |, IR EIREAEMETRIEIRGE , AAFE T Apply to Device. In thisexample, the logs for the

last 10 minutes are requested.

Enter time interval

Enable Internal Logs O

Generate logs for last

(O 30 minutes
O 1 hour

() since last boot

O 0-4294967295

seconds

| | Apply to Device |

$6%5: NAELKBEIREXAHTHITENL , ARKETHREAHHTRE,




Troubleshooting = » Radioactive Trace

Conditional Debug Global State: Stopped

+ Start
m - / Last Run Result

MAC/IP Address T Trace file + State Successful

O  aaaabbbb.ccee debugTrace_aaaa.bbbb.ccce.txt EI B Sa/Detals
1 0 - MAC/IP Address asaa.bbbb.cece
Start Time 08/24/2022 08:46:49
End Time 08/24/2022 08:47:00 /
Trace file debugTrace_aaaa bbbb.ccce.tat E

£ ISE EHITHEHER

MRBIEFIRSORIEEE , BRI ISE RFSHFLWEE. BE , ARLLEISHRILE
RIIRAKREEAIRIEE, BMERNEREF, operations>RADIUS> LiveLogs R AT < TR K

B, AURMEZFAEE , DB : Detils

= Cisco ISE Operations - RADIUS ! Q @ @@ &
Live Sessions

Miseenfigured Supplicants Misconfigured Network Devices RADIUS Drops

0 0 0 2 0

Client Stepped Respending Repeat Counter

M w  Latest 20 records 150 3 hours -
& Refresh 3 Reset Repeat Counts Ty Export To Filtar
Time Status \ Details Repea.. Identity Endpoint ID Endpoint... Authenti... Authoriz... Authoriz... IP Address Netwo!
x ~ Idantity Endpoint 1D Endpaint Pr Authenticat Authorizatic  Authorizatic IP Address s Natwor
Aug 23, 2022 06:18:42.5... [ EI o user 08:BE:AC:27:85:... Unkrown Policy_Set..  Poliey_Sel.. PermitAce.. 10.14.16.112,...
Aug 23, 2022 00:45:48.1... (-] a user] BC:DO:74:28:6D:.. S800-W



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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