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Q, Search Menu ltems VLAN

sl VLAN VLAN Group

= Dashboard

¢2) Monitoring +Add |
QE\ Configuration VLAN ID v Name
Th ¢ 1 defaL
¢ Administration
100 VLAN
Troubleshooting 210 VLAN
2802 WLAM
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VLAN ID* | 2601 |
Name | ‘
RA Throttle Policy | None . ‘
IGMP Snooping
ARP Broadcast
Part Members Q. Search
Available (2) Associated (0)
Giz2 <>
Gi3 3

Mo Associated Members
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Admin Status | up ﬂ|
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Native Vlan v
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Configure Interface GigabitEthemnet2 3

General Advanced

Interface GigabitEthernet2

Description (1-200 Characters)
4
| Admin Status up

Port Fast dizable -

Enable Layer 3 Address

Switchport Mode trunk v

Allowed Vian 2 4 0 Wianins

Vian 1Ds 210,2602,2685,2601 (e.g., 2,4,6-10)

MNative Vian 1 v

| = Update & Apply to Device
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# vlan <vlan-id>
# exit

# interface <interface-id>
# switchport trunk allowed vlan add <vlan-id>
# end
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Add Wizard x
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SERVER
RADIUS LDAP
RADIUS
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Secret*
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SERVER SERVER GROUP ASSOCIATION

RADIUS

Name* server-group ‘
Group Type RADIUS ‘
MAC-Delimiter none v |
MAC-Filtering mac v|
Dead-Time (mins) 1-1440 ‘

Available Servers Assigned Servers

| sener-name
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Add Wizard x
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General v Authorization Accounting
General | Authentication I

Method List Name* dot1x-method |
Type* dot1x L |
Group Type group v |

Fallback to local

Avallable Server Groups Assigned Server Groups
Idap 1>
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ISE-kcg-grp —

= Save & Apply to Device
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Basic Wireless Setup:

+~ Back
General Wireless Networks AP Provisioning
Location Name* Enter Name
Description Enter Description
Location Type © Local Flex
Client Density ) ® >

Low Typical High
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Description =1 & Y AT 1% 1% B8
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(ot G Ll o Basic Wireless Setup: Location-typical-density

~— Back
[ Dashboard
@ Monitoring General Wireless Networks AP Provisioning

QZ.E:) Configuration + Add

{ Administration

WLANSs on this Location
Troubleshooting
WLAN Name

0 10 «

A LU EDefine newM Sk F I BIZFAIWLAN |, SMWLAN* TR 5| R % F S 2 I AWLAN,

Basic Wireless Setup: Location-typical-density

= Back
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WLANSs on this Location
3 Troubleshooting
WLAN Name VLANNVLAN Group
o
Wireless Network Details Palicy Details
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General Security Advanced
Profile Name* new-ssid Radio Policy | Al v |
55D | new-ssid ‘ Broadcast SSID
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+~ Back
E= Dashboard
Genera Wireless Networks AP Provigioning
AddlSelect APs APs on this Location
e f P d "
Administration N AP MAC Address Associated AP list
Number of selected APs : 0
Troubleshooting
Avallable AP list Q  Searct AR MAC v AP Name v Status
MNumnber of selected APs : 2 0 500 &
A AP MAC ~ AP Name ¥
004268200022 APIB0Z-karlcisn
v 0886.ad9d. 143 AP2B02-01
i 500 «
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Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles

WLAN Policy Site Policy Radio Paolicy
(Mandatory) (Optional) (Optional)
WLAN Profile AP Join Profile I RF Profile
Policy Profile Flex Profile I RF Tag ¥
Policy Tag ¥ Site Tag &

DEPLOY PHASE

Apply to APs

(Mandatory)

| Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag
iI= Go to List View
WLAN Policy, Policy Profile

Site Policy - AP Profile, Site Profile +  Create New

Radio Policy - Radio Characteristics

Start Now




# show run wlan [wlan

# show wlan { id <wlan-id> | name <wlan-name> | all }

TEEARBRE

# show ap summary
# show ap tag summary

# show ap name <ap-name> tag { info | detail }

# show ap name <ap-nha

Policy Tag
RF Tag
Site Tag

PoTlicy tag mapping

-name]

me> tag detail

: AP2802-01
: 0896.ad9d.143e

PT1
default-rf-tag
default-site-tag

Policy Name

psk-pb1-ewlc

Site tag mapping

Flex Profile
AP Profile
Local-site

RF tag mapping

5ghz RF Policy
2.4ghz RF Policy

PRicE B

# show wireless tag {
# show wireless tag {

B EX B E

ctr1-v12602

: default-flex-profile
: default-ap-profile
: Yes

: Global Config
: Global Config

policy | rf | site } summary
policy | rf | site } detailed <tag-name>

VLANO210



# show wireless profile { flex | policy } summary
# show wireless profile { flex | policy } detailed <profile-name>
# show ap profile <AP-join-profile-name> detailed
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