ASR 5000 R S HERRGTPCHIGTPU B #H < B R
P&

B =%

BE

XSS
BREREER N

B iR P PR B Y B A R I AN 15 BR
XA BB FEFH Xidie

BI ST

=

ARIH RS FIFE(EGTPC)/GTPC ( B=REEKHFT B HARME 29.274 ) . GPRSRZE MY
FEE(GTPv1-U)(3GPP TS 29.281) iy & 3 8 i 5 A T4\ FREE MV (EGTPC)/GTPC ( B=K&
YELR BT B BARMSE 29.274 ) 1 T M RFEHERR , LR EXRXHZHEXNIIXEIRE (3GPP TS
23.007)[F1RR |, XLERI B E SR a0 it 3kEs . BB S8k B RN R B B R/, HAPIIEHE
K FHRNBEREPERNASR , ARMEXTEEXHNGE. XHRAR—NETFZSLERND
H. FER , R EFWRFEIRBA SRR —NERET ZHXEBEE |, BARNIR T AR
IHEBINSRITER — BRI ZAWPTERIE ( BIFWEY EE ) RFR. KBRL , KXERINABH
BREFEMR N SMERE , WRIENEFRERE , FLEHTTUES, BARNBREARREN
, BRIt A R/SEMEA BB A UM B F 2,
TOI2HERARBEXZEBTMENR (EER ) IPibiL,

Jb =
H 3=

GTPEEMN S —m(S5(fRF MK (SGW) — BIFEBHEMEM K (PGW)), S11(ZEAEERA
(MME)- SGW), S4(fR%5GPRSHRS T & (SGSN) — MXGPRSARS 7 = (GGSN)z — )4 —NE R
RS, ZITBERITATERTREFB N AN EE L HER , MEXNSE T UXEGE YR
o BR— M RAUNHEARKNENINNEAEAE—NITHSE  BRITBERNAENEHE
FAHEMNITHRE  EASATREFHSIN , MENSANITTHRRETEEE , AEENSEEM LR
REMPETSERFANNGL , RACNTCNABEEEE1, ShKFL , XA SAERMER
MWEHSHITHREE THRAEMENHIE , FLMED , IR EMBENEE , LUBEAKEIN
EFBFITHENTXERNEAEEECEHNTIREGHERN (1)) E
EFBEDITRBEUTNIESEFMEXENEHEEES  MEFEHITHRB SIS EEFEEMNIERHM
M, — BETRERAEERFIUBERE , BIREIZFMNNEANT —HEERBAZSIANE
., BENE , FEBREN , BRATLLUARENARSEEHTHHU—ERitE , REEZFTE]
, EEBRERCEEMNITN.
EFEARNBERNBERT , FEAREEENRARAREES K NRERENERIR (BRERE
MBS ) BRKEIMA , MIANBREXAHXEELMNRE, REAFTEMAEES | XE
FERTNEE  NEFRNAEZTFT—EMHE , BrRINEARTERETRNHNEN/HTREHE
B, EX L, BEcholIRME , RXE NFMBEchoiER — B HR B #EWecho AR T A3


http://www.3gpp.org/DynaReport/29274.htm
http://www.3gpp.org/DynaReport/29281.htm
http://www.3gpp.org/DynaReport/29281.htm
http://www.3gpp.org/DynaReport/29281.htm
http://www.3gpp.org/DynaReport/29281.htm
http://www.3gpp.org/DynaReport/29274.htm
http://www.3gpp.org/DynaReport/23007.htm
http://www.3gpp.org/DynaReport/23007.htm

RLEE — eRENTMNERKIEecholl N , HEEHB T REE KRB E X KEIT. HAR

, BNRTATIR |, A0 RITE T R EE R iER B ARWEI RETIE R , NEFEBHX Z7 KT,
BAEE , BEMERN B LUEEGTP-U ( AFYHE ) EEETEchoT K , EReEEE timeoutE
K, RAGTP-UEERERFTEEERITHE , SaEHITICNGTP-CHWER iHEMH E. GTP-UEA
WEZRTRESEFEEEANKEER , tAETE. MREEE—BE , WGTP-URN ATEESE
MABNE , BAGTP-CRNMNIZEH T,

B2, WTF R TREFWERNE 5 ZE

B BT HEEE N (B3 EHE EReq/RspEEcho )
GTPCE R iE KRBT

GTPUI[E 57 i& 3K i A

BEEREEEN (BERRE )

BN
EREARENRERE , BREATH . UTENSTURS WX FAERNEA,

« show [egtpc-service | gtpu-service]FT G

» show egtpc peers [egtp-service <service>]

» egtpc test echo gtp-version {1 | 2} src-address <service address> peer-address <peer
address>

» show egtpc statistics [[(sgw-address | pgw-address | mme-address)<address>] [demux-only]]
[debug-only] [verbose] | path-failure-reasons]

» show gtpu statistics [peer-address <peer>]

» show gtpc statistics [ggsn-service <service>] [smgr-instance <instance>]

« show demux-mgr statistics <egtpinmgr | egtpegmgr | gtpumgr>Fi B (SGWH A | GGSN/
PGW , /ISGWAA | GTPU)

« EGTPCPathFail[Clear], EGTPUPathFail[Clear] SNMP & B

» show session disconnect-reasons - gtpc-path-failure , gtpu-path-failure , path-failure

ATFIHESGCTPHXNAFRNHEES T :

show sub [summary] ggsn-service <service>

show sub [summary] gtpu-service <service>

show egtpc sessions [egtp-service <service>]

BATFREFMBEGTPRESMRBDME BN EART o= “show egtpc-service”s Ao HHNIZEEE
SEE TN , HFERSNASTARTED, WEEIR M —5 B R “Restart Counter” , EHt{E[IHth 75
#E T E, KX S “show gtpu-service all” E(IE'%EGTPCHEX%H%E’JGTPUEERE’J_IEEEIHO
“show egtpc peers’ERBIFI BN EHNIEEFTA , LIRS, EFSHITHENHa/HZAAF I
o

« AR, K TEEESCGWHISGSNN & |, id E8H — 1A TSGSN/GGSNHY &£ 3d 5

AL
T o

- BTHGSEEMENSAEER B UBESREBHTEXN S4EER ( BMEXEFegtpe-
serviceB Lt RFAGGSNRSZ B F5 ) -

- MERBEEEXNZMEMARL |, MPRA N InactiveMIGTPC Echo disabled, EZIRAT , JF
EGTPC , JEEFENEBEERSITHBOXNESL , MASHALRN0, HXNEHEEHRIE
ASRsKFﬂnFE'J@ha?ﬁ SHIXFER. EFBNITHREET BT ETEGTPCI iy



T ( TEHSHL ) kKBE , BEFZFIRET , iHHB T2 “show egtpc peers” P EH , B
FitHsEe ks, B, ¥FGGSN , XKEHFrEIEEH B3 i,

[Tocal]PGW-GGSN> show egtpc peers egtp-service GGSN1

[111] Service Restart--+ No. of

[111] 1ID Counter | restarts

[1111 | | | Current Max

VVVVWV vV Peer Address \Y% \% sessions sessions
IDNKG 6 203.0.113.69 165 0 0 1
IDNKG 6 203.0.113.70 25 0 0 1
IDNKG 6 203.0.113.71 165 0 0 1
IDNKG 6 203.0.113.72 25 0 0 1
IDNKG 6 203.0.113.73 53 0 0 1
IDNKG 6 203.0.113.74 53 0 0 1
IDNKG 6 192.0.2.9 46 0 0 2
IDNKG 6 192.0.2.10 44 0 0 1
IDNKG 6 192.0.2.11 47 0 0 2
IDNKG 6 192.0.2.12 44 0 0 2
IDNKG 6 192.0.2.13 54 0 0 1
IDNKG 6 192.0.2.14 47 0 0 1
IDNKG 6 209.165.200.225 35 1 0 3
IDNKG 6 209.165.200.226 35 3 0 3
IDNK 6 198.51.100.204 156 0 0 1
IDNK 6 198.51.100.205 158 0 0 1
IDNK 6 198.51.100.211 54 0 0 1
IDNK 6 198.51.100.212 54 0 0 1
IDNK 6 198.51.100.213 56 0 0 1
IDNK 6 198.51.100.214 56 0 0 1
IDNK 6 198.51.100.215 54 0 0 1

FER , TANRIMNSHLEANSFEESS. SEATYE LN TMMER &2 Wil
PGWHY [E] — ¥4 REIE Ik LRV SGW,

[Tocal]PGW> show egtpc peers
Monday March 30 20:10:26 UTC 2015

+----Status: (I) - Inactive (A) - Active

| +---GTPC Echo: (D) - Disabled (E) - Enabled

| | +--Restart Counter Sent: (S) - Sent (N) - Not Sent

| | | +-Peer Restart Counter: (K) - Known (U) - Unknown

[|||+-Type of Node: (S - SGw (P) - PGW

[T M) - MME (G) - SGSN

[T (L) - LGW (E) - ePDG

[T @ - CGW

[111]1 (U) - Unknown

[111] Service Restart-------- + No. of

[111] ID Counter | restarts

[111]1 | | | Current Max
VVVVWVW  V Peer Address vV Vv sessions sessions

IDNUS 5 198.51.100.4 0 O 0 1



IDNKS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNUS
IDNKS
AESKS
IDNKS
AESKS
IDNKS
IDNKS
IDNKS
IDNKS
AESKS
IDNKS
AESKS
IDNKS
IDNKS
IDNKS
IDNKS
AESKS
IDNKS
IDNKS
IDNUS
IDNUS
IDNUS
IDNKS
IDNKS
IDNUS
IDNUS
AESKS
IDNUS
IDNUS
IDNUS
AESKS
IDNUS
IDNUS
IDNUS
IDNUS
AESKS
AESKS
AESKS
AESKS
AESKS
AESKS
AESKS
AESKS

(Sa RN R R, R, R G G G G R G R G R R G G R BV G G B G G G G G G R G G G G R G G G G G G G G BV G R S B RV R G R B G B S R BV B BV B Y, |

198.51.100.33
198.51.100.35
198.51.100.65
198.51.100.67
198.51.100.68
198.51.100.98
198.51.100.100
198.51.100.129
198.51.100.130
198.51.100.161
198.51.100.194
198.51.100.196
198.51.100.225
198.51.100.226
198.51.100.228
198.51.100.3
198.51.100.36
198.51.100.64
198.51.100.66
198.51.100.130
198.51.100.24
198.51.100.56
198.51.100.99
198.51.100.100
198.51.100.131
198.51.100.132
198.51.100.163
198.51.100.164
198.51.100.184
198.51.100.216
203.0.113.24
203.0.113.56
203.0.113.88
203.0.113.120
203.0.113.152
203.0.113.184
203.0.113.216
203.0.113.248
203.0.113.4
203.0.113.33
203.0.113.65
203.0.113.121
203.0.113.153
203.0.113.162
203.0.113.32
203.0.113.35
203.0.113.64
203.0.113.66
203.0.113.97
203.0.113.98
203.0.113.161
203.0.113.193
203.0.113.228
203.0.113.233

192.0.2.4
192.0.2.24
192.0.2.32
192.0.2.33
192.0.2.65
192.0.2.66
192.0.2.97
192.0.2.98
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IDNKS 5 192.0.2.195 8 O 0 7
AESKS 5 192.0.2.3 46 O 3230 5346
AESKS 5 192.0.2.5 12 O 84 202
AESKS 5 192.0.2.7 2 O 31 443
AESKS 5 192.0.2.24 3 O 116 117
AESKS 5 192.0.2.36 15 O 4194 6889
AESKS 5 192.0.2.44 7 O 112 331
AESKS 5 192.0.2.68 34 O 6104 9798
AESKS 5 192.0.2.69 7 O 2259 5027
AESKS 5 192.0.2.88 17 O 3899 8880
AESKS 5 192.0.2.164 16 O 833131 1298070
AESKS 5 192.0.2.184 3 O 1437053 2153317
AESKS 5 192.0.2.193 21 O 11364 26577
AESKS 5 192.0.2.195 5 0 50 162
AESKS 5 192.0.2.226 21 O 1950 3931
AESKS 5 192.0.2.227 6 O 4348 9332

EFEE , ENFEERSTR(ICSRIZFAT R LEITHRTNETINEFEX , EXMBERT , &
SREE , I THHPNES

PGW> show egtpc peers ... 20:51:52 ( 5&3h ) zﬁg:gS(R;?(;w egtpe peers ...
W% |RC |£EHE |BASess|x %4 |RC ol | mcksess

AESKS ([192.0.2.5 31 443||ADSKS ([192.0.2.5 2 31 443
AESKS ([192.0.2.24 117 123||ADNKS |[192.0.2.24 3 117 123
AESKS (1192.0.2.36 15 4223 6889||/ADSKS ([192.0.2.36 15 4223 6889
AESKS ([192.0.2.44 119 331||/ADSKS ||192.0.2.44 7 119 331
AESKS (|192.0.2.68 34 6174 9798||/ADSKS ([192.0.2.68 34 6171 9797
AESKS (1192.0.2.69 7 2311 5027||/ADSKS ([192.0.2.69 7 2311 5027
AESKS ([192.0.2.88 17 3914 8880||ADSKS ||192.0.2.88 17 3913 8874
AESKS ||192.0.2.164 || 16| 833705|| 1298070||/ADSKS |[192.0.2.164 16|| 832037| 1294412
AESKS [|192.0.2.184 3|| 1438418|| 2153317||ADSKS [[192.0.2.184 3|| 1435461| 2147280
AESKS ([192.0.2.193 || 21 11447 26577||ADSKS [[192.0.2.193 21 11443 26568
AESKS [1192.0.2.195 5 48 162||[ADSKS ([192.0.2.195 5 48 162
AESKS |[192.0.2.226 || 21 1962 3931||ADSKS [[192.0.2.226 21 1962 3931
AESKS ([192.0.2.227 6 4465 9332||ADSKS |[192.0.2.227 6 4466 9332

“egtpc test echo’' A TR ERENZEAREAHE , HEASAEE RSN L TXHET,

* Figtphx 21 AT GGSN-SGSNiE#
« EApingI TARERKINR , BMRKT , MRPHFE-ERENEEN,
- REFVETRNEERITEESE (RE) .

. JE{TULER SR8 h“show egtpc statistics” B9 Tx echo request / Rx Echolll B i3k 85

* #ERecovery X BFEMRENFHNEH BT (LT REAIFHN11)
- BE  BARMBREEERATARRE , BEMRENSELHT TNAEE , #RZEFE
HTEARRmER (MRFFEEEEHRETE  WANERN )  WASHFUESRcESL (BIEE




TR —PI THEEERE ) o

[Ingress]PGW> egtpc test echo gtp-version 2 src-address 209.165.201.1 peer-address 198.51.100.35
Monday November 03 15:08:12 UTC 2014
EGTPC test echo

Peer: 198.51.100.35 Tx/Rx: 1/1 RTT(ms): 1 (COMPLETE) Recovery: 11 (0xOB)

“show egtpc statistics” A FEGTPC(v2) , }IREFZEGTPCEEIEE (ER/MIBL, Tx/Rx ) BIAKIh
IRM , BIECIRAE, BRI, BIBRAE. TTHERHKEEN. BREAER, QIBER. EH
AR, BUURE, HEiEE  URXBNMA, ©8%EEcho Request/Response TXRXWFTE R ERE
BIitHEs |, BRI\, ATUTONX LAY ER A0 I8 K |, HETIRTUHAE Kot T HEBRIEE,

LT RAIERMNERA MG MENMNITE, FEE , SGWERBEAS M EAE—X , M
PGWEERBNEB=28KZE—XR (RRTLTEEEHRERMNRE ) , AEE=29KESHEERNH
%(6:16:33, 6:19:33), FidlE , REEARFIH , miHELTFE—NERF , BElFT—EFBR
MEAABEEIMIIEZETT. EFEITREEESFHEIR. EEE , KESGWHIE RENEHE
it EEF 115K B L ERPGWHYMN R B R Y i R E M TR ( iR ESHESHRT RN TR
7, BENHNRE—XNEX ).

Mo, Tirme Source Destination  Restart Counter  Info

] 1 Echo Reguest
2 06:15:33 PGw SGEw 18 Echo Response
3 06:16:33 SGw PEw 11 Echo Reqguest
4 06:16:33 PGw SGEw 18 Echo Response
5 06:16:33 Pow SGEw 18 Echo Request
6 06:16:33 SGw PEw 11 Echo Response
7T O06:17:33 SGw PEw 11 Echo Reqguest
B 06:17:33 PGw SGEw 18 Echo Response
G 06:18:33 SGw PEw 11 Echo Reqguest
10 06:18:33 PGEw SGEw 18 Echo Response
11 06:19:33 SGw PEw 11 Echo Reqguest
12 06:19:33 PGw SGEw 18 Echo Response
13 06:19:33 PGw SGEw 18 Echo Request
14 06:19:33 SGw PEw 11 Echo Response
15 06:20:33  SGw PEw 11 Echo Reqguest
16 06:20:33 PGwW SGEw 18 Echo Response
17 06:21:33 SGw PEw 11 Echo Reqguest
18 06:21:33 PGw SGEw 18 Echo Response

demux-only &I AT IR FT A B R BB T ERES ( echol®ER/MIRL ) LA MK Blixsessmgriy = HI5E S

( BE H Create Session Request/Response ) » 3B EDemux-_EL#IDemux process etpinmgriit
AT B B E R/ R A AT ILEEE RN BAE , AEBEH D ZF5E HMsessmgr ( #
YR REHLAL IR | 455 R EE IS EsessmgrEWIAMLN ) , #KR , sessmgr-onlyi£ X itE H
sessmgribEBREE. , EFBREBRAFRERITHER. TEEEMURERRITEMEBENRIAE.
“show gtpc statistics”2SGSN/GGSNBRS(GTPC v1) ( CPC, E#HPDPHESE ) WELGS
“show gtpu statistics"#R & SEGTPCIRE XBEMNGTP-UREZSA BN AF FEARENSITER. —N
BiBR T EEE £ Error Indication Tx/Rx , HZWT RUSBERAFIERN , §RXZBIRETRTXRX , %
AFRERNZEHESNKIRLHIFMRAF(TEID)MEXE , XTREHTEHERMAE (HERITH
FBHR/ZENGTPU1/ err-ind-tx ) » MRMME/SGWARIREHPGWABEGRAFNEE , M
BEEEEMME/SGW EF B EREN ( EFFULGER ) ST 2 R RIS FE 0 &) &,
EXNBENSHEHTHRERN , Eilstatin TN EBRRFERETZRLEN , XMERBEEFE.



BRI

EGTPCPathFailfaf 2 T R EFHER £ RN X, ZELRIERN—LEXET , E2BREEE
FHWUE, BERTTHRENTERITHBEURBERR, I, RIFEMFFRRE gtpc-path-failure
%38,

EGTPCPathFailClearf& Bt 18 REFH B 31 it Bz AN BB ERFRIN TR, HFTHIStarOS vI7HYIIEE
B2 ABRRE", MARAMERR" (BFRMARXRK ! ) , LUEEREE.

LA 2 M show egtpc stat path-failure-reasonsR £ 19 2§ 2 U B i3k

[Tocal]PGW> show egtpc statistics path-failure-reasons
Reasons for path failure at EGTPC:

Echo Request restart counter change: 3

Echo Response restart counter change: 0 echo-rsp-restart-counter-change

No Echo Response received: 0 no-response-from-peer

Control message restart counter change at demux: 23 Create Session Req Restart Counter changed or
Control message restart counter change at sessmgr: 0 cpc-restart-counter-change or upc-restart-cou
Total path failures detected: 26
AzE

* sessmgrit WYIRHE BB BB ITHER T AR ERENERER ( IR FI HrEESE

g)
- BE , BY T —/NEIEPDPHIEE R MSGSNE th E #1331 it (85 (cpc-restart-counter-
change)

- FEHEBI T —ANEHPDPMEERMSCGSNEXRMEHRBHITER (XFEMNE—1D
SGSN#HI#t ) (upc-restart-counter-change)

Path clear failure reason sessions-addZ — MERUERTE — EF2WE , MK , &
TEHAFHFEURILERE

R PathFailflPathClearf&BF I EF B ah iT B ER M F IV IR S ELIFARBERA |, BT
BRI EIE#TH —F 1A,

EENRETHREGTPC/GTPCHIREZEMEGTPU/GTPU ( B A F FEHERN H IF LT E
) B EBER N WAL , LEEGGSNHPGWE B IIX ESCGSNMSGWZ B iER, BE , RSF
RUBNEPEEMESRE  EXPRERTRERNEATEL, 5—FHEH , £BRXRHA |, EED
GGSNHYEFSGSNHHGTPCHBEARFRRIBE , At , MREETE , HEBBEEHERIM
=31, 4 o
DT EESE A TR EEHENZESANEAE BN It SENEHNE, AN sEaRlT
GGSN, SGW, MMEHMEGTPHARS :

ggsn-service GGSN1

retransmission-timeout 20 | FGTPE#IHE ( SEHEMET )

RREFEREBS T GTPE &I 2 RE B — 7EAR A BX B FER N 2 51 F & M AR
echo-interval 120 208 (1208 ) KE— IR R,

echo — EFtEHBA5 ||XFEchos , IR BEME , NFSHEFHEH —X

path-failure detection- B gtp echo AT LAKS M 2% 42 44 BE (1 A =2 5 HL A 40 I BR R MR PR RY 75 5%
policy gtp echo (BMEREERFE ) ).

associate gtpu-service  |fF@ & GTPURS GGSN1_gtpu5tt GGSNAR S < Bk




GGSN1_gtpu

bind ipv4-address AT REIEERHARFMEEFEHAEIPHUNE B , BAgERSER
209.165.201.2 Ml ARSI P S e AR N FL i

[l ocal ] GGSN> show ggsn-servi ce name GGSN1

Servi ce nane: GGSN1

Cont ext : XGW n

Bi nd: Done

Local |Pv4 Address: 209. 165. 201. 2 Local IP Port: 2123
Retransmi ssi on Ti meout: 20 (secs)

Max Retransm ssi ons: 5

Restart Counter: 41

Echo Interval: 120 (secs)

GIPC Echo Mode : Default
GIPC Echo Retransni ssion Ti neout 5
Quard Interval : 100 (secs)

Path Failure Detection on gtp nsgs: Echo

3=z

SN -

N4y

- BREMRIEREAIFBHETEO (B8 ) , MRELE RN (66X ) BE&BEM@AL , N
BERASKWO+5#+ (5*58))

- ERE AT LiE1THProcess egtpinmgr ( Bv14BREF Agtpemgr ) AR EE R HIES

« “show gtp statistics” , “Path Management Messages” 3B % 1£ BN J5 [6] L B 12 5 3% 2 1Y (B Bz
BRMNBNEITEES

[ 1 ngress] GGSN> show gtpc statistics
Monday Cctober 27 23:02: 07 UTC 2014

Pat h Managenent Messages:
Echo Request RX 169951248 Echo Response TX 169951248
Echo Request TX 40838432 Echo Response RX 40784820

S—HEELNGERERFFEMAREHFE L , XHATEREZRS.

gt pu-servi ce GGSNL_gt pu
no echo-interval
nax-retransm ssi ons 4
echo-retransm ssion-tineout 5
path-failure detection-policy gtp echo
no path-failure clear-trap gtp echo
bi nd i pv4-address 209. 165. 201. 2

exit

N4y
s
ol



* “no echo-interval”£ 1k A f P FE AKX EMIER , FHCLI“path-failure detection-policy gtp
echo” &% BE# %% — NO Path failure detectionfEGTPU_E 525X

- BARGGSNHANERIK BSGSNIYEIRNiERK ,

« "show gtpu stat"F1"show demux-mgr stat gtpumgr"¥i3R i B £ 1115 8

[l ocal ] PGW GGSN> show gtpu statistics
Wednesday COctober 29 23:43:22 UTC 2014
Pat h Managenent Messages:
Echo Request Rx: 84690303 Echo Response Rx: 0
Echo Request Tx: 0 Echo Response Tx: 84690043

[l ocal ] PGW GGSN> show denux-ngr statistics gtpungr
Wednesday COctober 29 23:42:04 UTC 2014

Echo stats:
Echo Req Rcvd: 84690303
Echo Rsp Sent: 84690043

B 22 A PE e B Y - Fb 7 451 R 154 BR

BE  YFEERN  XEERITRENEM . EXMP , PGWHHNRESHEEAS —ITHE

B (F— 1) WRCEBZEMBIITHRES , At T RIESESEEIERN , EREAN

E%ﬁ?iﬁ (E=ANEB) , IANRCEEX. AR , BESBREMESRES (F=1EM) .
XENERITRATHIE iAﬁEE’JBug MRZIE T BT EERNEMITREEE L.

Wed Jan 14 05:22: 07 2015 Internal trap notification 1112 (EGIPCPat hFail) context XGW n, service EGIPL, i
Wed Jan 14 05:22: 07 2015 Internal trap notification 1112 (EGIPCPat hFail) context XGW n, service EGIPL, i

Wed Jan 14 05:22:07 2015 Internal trap notification 1113 (EGIPCPat hFail Cl ear) context XGN n, service EGI

IR BIK B 3 FARSGSNIET 0| EPDPIR E R ERCM66 E N 67HIGGSN:

Mon Oct 27 11:48:54 2014 Internal trap notification 1112 (EGTPCPat hFail) context XGWN n, service GGSNL, i

Mon Oct 27 11:48:54 2014 Internal trap notification 1113 (EGITPCPat hFail Cl ear) context XGAN n, service GX

e RBIK B X FRePDGRET S 2 FH EH R HERCMNEIE K H 70KIPGW:

Fri Jun 12 05:21:54 2015 Internal trap notification 1112 (EGTPCPat hFail) context PGAN n, service EGIP1, i

Fri Jun 12 05:21:55 2015 Internal trap notification 1113 (EGIPCPat hFail Cl ear) context PGAN' n, service EG

EARRG B, EZIE-SCWHENMPCWT S HE R , SGWEH LAY = B mMAFLLES D
PGW LB EGTPCPathFailfaBtMPGWEIL, #ER , BT REEREETICENARIEE




Bit#eR N REBENAMENSAERAMENITHRE, NRZXEWN , NERNFERSFITEH

BRAN9 , BT BESRTRERIFITHNNREE , BAMNMREBAE , EEEXA , RERERE

T BERRFR LR EE L.

Mon Dec 22 09:07:29 2014 Internal trap notification 1112 (EGTPCPat hFail) context PGN n, service EGIP1, i
Mon Dec 22 09:08:54 2014 Internal trap notification 1112 (EGTPCPat hFail) context PGAN n, service EGIP1, i
Mon Dec 22 09:09:00 2014 Internal trap notification 1112 (EGTPCPat hFail) context XGAN n, service EGIP1, i
Mon Dec 22 09:07:42 2014 Internal trap notification 1112 (EGTPCPat hFail) context XGAN n, service EGIP1, i
Mon Dec 22 09:08:06 2014 Internal trap notification 1112 (EGTPCPat hFail) context XGAN n, service EGIP1, i
Mon Dec 22 09:07:34 2014 Internal trap notification 1112 (EGTPCPat hFail) context XGAN n, service EGIP1, i
Mon Dec 22 09:08:20 2014 Internal trap notification 1112 (EGTPCPat hFail) context XGAN n, service EGIP1, i
Mon Dec 22 09:06:37 2014 Internal trap notification 1112 (EGTPCPat hFail) context XGAN n, service EGIP1, i
Mon Dec 22 09:07:29 2014 Internal trap notification 1112 (EGTPCPat hFail) context XGAN n, service EGIP1, i

Mon Dec 22 09:07:01 2014 Internal trap notification 1112 (EGTPCPat hFail) context PGAN n, service EGIP1, i

UTFROER-—NMEERENSH —NREOMEEBNFERSIITHRSR , B¥IHE , ERNEFEE
R BITHEREMIGEMEN6ETEM T —4, BEERRINER | 2 EEAITHEM

<#root>

Wed Jul 22 05:07:08 2015 Internal trap notification 1112 (EGTPCPat hFail) context XGA n, service EGIP1, i
Wed Jul 22 05:38:00 2015 Internal trap notification 1113 (EGIPCPat hFail Cl ear) context XGAN' n, service EG
16

, peer session count 1, clear reason sessions-update

[l ocal ] PGN show egt pc peers
Wednesday July 22 10: 04: 30 UTC 2015

|11l Service Restart-------- + No. of
|11l] 1D Count er | restarts
FEErr I |  Current Max
VVVVV Y Peer Address \Y v sessi ons sessi ons
AESKS 5 198. 51. 100. 162
16

1 1157 2186

[ XGW n] PGN egt pc test echo gtp-version 2 src-address 209. 165. 201. 13 peer-address 198.51. 100. 162
Wednesday July 22 10:52:41 UTC 2015
EGTPC test echo

Peer: 198.51.100. 162 Tx/Rx: 1/1 RITT(ns): 51 (COWLETE) Recovery:
16

(0x10)



HRBIEREATCPCEREMEHGGSN B3 MEFESCGSNN FHHNESRERE, TEHNRHER
£ R — I E4209.165.200.225 , EENHEHRFEIB., EEIZ1Tshow egtpc peers”F“show
gtpc stat sgsn-address’ti &2 E RRE{E., “show gtpc stat’ [ ¥FIA 5 B 57 SR 0 B 4H < B9 EBE& B

R, EXMERT , AEGGSNABER (METE e —# ) .
AR ERZ MBI | AR EHEHRENIET B —1NE1L —

BDIRA.

<tfroot>

show snnp trap history verbose

Mon Jun

132

. peer

22 22:20:51 2015 Internal

session count 3, failure

cpc-restart-counter-change

Mon Jun
Mon Jun

129

,  peer
Mon Jun
Mon Jun

132

,  peer
Mon Jun
Mon Jun

129

,  peer
Mon Jun
Mon Jun

132

,  peer
Mon Jun
Mon Jun

129

,  peer
Mon Jun

[ XGW n] GGSN> show egt pc peers

VVVVV

22 22:20:51 2015 I nternal
22 22:20:55 2015 I nternal

session count 3, failure
22 22:20:55 2015 I nternal
22 22:20:58 2015 I nternal

session count 3, failure
22 22:20:58 2015 Internal
22 22:21:02 2015 I nternal

session count 2, failure
22 22:21:02 2015 I nternal
22 22:21:03 2015 Internal

session count 4, failure
22 22:21:03 2015 I nternal
22 22:21:06 2015 I nternal

session count 2, failure
22 22:21:06 2015 I nternal

grep -E "209. 165. 201. 31| 209. 165. 200. 225| 209. 165. 200. 246"

trap notification 1112 (EGTPCPat hFail) context XGWN n, servi

reason

trap notification 1113 (EGITPCPat hFail C ear) context XGWn,
trap notification 1112 (EGTPCPat hFail) context XGWN n, servi

reason cpc-restart-counter-change
trap notification 1113 (EGITPCPat hFail C ear) context XGWn,
trap notification 1112 (EGTPCPat hFail) context XGWN n, servi

reason cpc-restart-counter-change
trap notification 1113 (EGTPCPat hFail C ear) context XGWn,
trap notification 1112 (EGTPCPat hFail) context XGWN n, servi

reason cpc-restart-counter-change
trap notification 1113 (EGITPCPat hFail C ear) context XGWn,
trap notification 1112 (EGTPCPat hFail) context XGWN n, servi

reason echo-rsp-restart-counter-change
trap notification 1113 (EGTPCPat hFail C ear) context XGWn,
trap notification 1112 (EGTPCPat hFail) context XGWN n, servi

reason cpc-restart-counter-change
trap notification 1113 (EGITPCPat hFail C ear) context XGWn,

grep 209.165. 200. 225

Servi ce Restart No. of
I D Counter restarts
| | | Current Max
\Y Peer Address | | sessi ons sessi ons
I I I
v v %
Monday June 22 23:09:26 UTC 2015
6 209. 165. 200. 225

AESKG

129

XEFERAN-—KZ , BE
RALUARBERHHENHE | AR

ce GGSN1, i

service G&

ce GGSN1, i

service G&
ce GGSN1, i

service G&
ce GGSN1, i

service G&
ce GGSN1, i

service G&
ce GGSN1, i

service G&



86339

2 57

[ XGW n] GGSN> show egt pc peers | grep 209.165. 200. 225
Monday June 22 23:09:28 UTC 2015

AESKG 6 209. 165. 200. 225
129
86341 3 57

[ XGW n] GGSN> show egt pc peers | grep 209.165. 200. 225
Monday June 22 23:09:29 UTC 2015

AESKG 6 209. 165. 200. 225
132
86342 7 57

[ XGW n] GGSN> show egt pc peers | grep 209.165. 200. 225
Monday June 22 23:09: 30 UTC 2015

AESKG 6 209. 165. 200. 225
132
86344 9 57

[ XGW n] GGSN> show egt pc peers | grep 209.165. 200. 225
Monday June 22 23:09: 31 UTC 2015

AESKG 6 209. 165. 200. 225
129
86345 11 57

[ XGW n] GGSN> show egt pc peers | grep 209.165. 200. 225
Monday June 22 23:09: 32 UTC 2015
AESKG 6 209. 165. 200. 225

129

86345

7 57

[ XGW n] GGSN> show gt pc statistics sgsn-address 209. 165. 200. 225
Monday June 22 23:07:36 UTC 2015

SGSN Addr ess: 209. 165. 200. 225 St at us: Active
Total Restarts:

86287
Restart Counter:

129

Session Stats:
Total Current: 2 S6b Assune Positive:



Pat h Managenent Messages:
Echo Request RX: 0 Echo Response TX: 0
Echo Request TX

22919
Echo Response RX

22917

EEFRHNHEMONEE , SMNHREETRRC =132, MHAMBXNEEE120M13220RE (08
IR ), BRRRIXLSGSNXY FRIE H HTHY %/RTT BE2&RIEHIRRIRC:

<#root>

Rest art

Count er
AESKG 6 209. 165. 200. 225 129
85115
8 57 <==
| DNKG 6 209. 165. 200. 226 132 21 0 3
AESKG 6 209. 165. 200. 227 132 60 47 92
AESKG 6 209. 165. 200. 228 132 53 24 59
AESKG 6 209. 165. 200. 229 132 69 92 126
AESKG 6 209. 165. 200. 232 132 66 21 30
AESKG 6 209. 165. 200. 236 132 43 8 21
AESKG 6 209. 165. 200. 238 132 49 18 32
AESKG 6 209. 165. 200. 239 132 39 1 6
AENKG 6 209. 165. 200. 240 132 17 1 5
AESKG 6 209. 165. 200. 241 132 67 6 43
AESKG 6 209. 165. 200. 242 132 56 22 29
AENKG 6 209. 165. 200. 243 132 40 2 9
AENKG 6 209. 165. 200. 246 129
17713
3 24 <==
AESKG 6 209. 165. 200. 247 132 64 29 45
AESKG 6 209. 165. 200. 250 132 62 42 56

BIEWE , @RERFRIEN S —MAERREHMGGSN ( HLTENPGW ) , EEEIREEHL

%Mﬁlﬂ%ﬂE’JSGSNTJ%ﬁSﬁ-EHﬁE’JI'ﬂxﬁ EXRGPENEFERENEZE, ¥ FTGGSN3 , E—

AL‘f'.I' Zwm e, AN EENERERN132, M5 - NMETUNEREFR -—IMNEEN129, ZR
T (HAERERRATEEER ) FERX ‘ER‘I%WE’\JWVFRCZI‘E? WY P B GGSNRE T B Bk #%

[l ocal ] GGSN1> show egtpc peers | grep -E "209. 165. 200. 246| 209. 165. 200. 225"
Tuesday June 23 11:37:23 UTC 2015

AENKG 7 209. 165. 200. 246 129 20147 1 29
AESKG 7 209. 165. 200. 225 129 92853 2 51

[l ocal ] GGSN2> show egtpc peers | grep -E "209. 165. 200. 246| 209. 165. 200. 225"
Tuesday June 23 11:37:23 UTC 2015

AENKG 6 209. 165. 200. 246 129 20450 4 17
AESKG 6 209. 165. 200. 225 129 94021 3 54

[l ocal ] GGSN3> show egtpc peers | grep -E "209. 165. 200. 246| 209. 165. 200. 225"



Tuesday June 23 11:37:26 UTC 2015
AENKG 6 209. 165. 200. 246 132 20211 1 39
AESKG 6 209. 165. 200. 225 132 91996 3 59

[l ocal ] GGSN4> show egtpc peers | grep -E "209. 165. 200. 246| 209. 165. 200. 225"
Tuesday June 23 11:37:25 UTC 2015

AENKG 6 209. 165. 200. 246 129 20309 1 24
AESKG 6 209. 165. 200. 225 132 92694 9 57

[l ocal ] GGSN3> show egtpc peers | grep -E "209. 165. 200. 246] 209. 165. 200. 225"
Tuesday June 23 11:44:35 UTC 2015

AENKG 6 209. 165. 200. 246 129 20242 3 39
AESKG 6 209. 165. 200. 225 132 92224 1 59

BE , EHIARBESGSNEHRC , SGSNX ZFH KA monitor subscriber3 BixINE REHRRC,
CREERN , TERWUEBLETF |, path-failuretE AT RE, HESHRANRESEEE R T
THEA :

<#root>

[ XGW n] GGSN> nmon sub
Monday June 22 23:34:22 UTC 2015

y) By SGSN | P Address

I P Address: [209.165.200.225 ]
| NBOUND>>>>> 23: 35: 32: 688 Eventi d: 47000( 3)
GTPC Rx PDU, from 209.165.200.225:2123 to 209. 165. 202. 129: 2123 (176)
TEI D: 0x00000000, Message type: GIP_CREATE PDP_CONTEXT_REQ MSG (0x10)

Sequence Nunber:: 0x1DB8 (7608)

I MSI: 300420078559902

Recovery: 0x81 (129)

**% CONTROL*** 23:36: 00: 363 Eventid: 10285
Di sconnect Reason: path-failure

I NBOUND>>>>> 23: 36: 48: 414 Eventi d: 47000( 3)

GTPC Rx PDU, from 209.165.200.225:2123 to 209. 165. 202. 129: 2123 (176)
TEI D. 0x00000000, Message type: GIP_CREATE_PDP_CONTEXT _REQ MSG (0x10)
Sequence Nunber:: O0x3E2D (15917)

I MSI: 300420125984926

Recovery: 0x84 (132

I NBOUND>>>>> 23: 37: 28: 337 Eventi d: 47000( 3)
GTPC Rx PDU, from 209.165.200.225:2123 to 209. 165. 202. 129: 2123 (176)
TEI D: 0x00000000, Message type: GIP_CREATE PDP_CONTEXT_REQ MSG (0x10)



Sequence Number::

Recovery: 0x84 (132)

Monday June 22 2015
23:37:40: 559 Eventi d: 47000( 3)

| NBOUND>>>>>
GIPC Rx PDU
TEI D:. 0x00000000, Message type:
Sequence Number::

from 209. 165. 200. 225: 2123 to 209. 165. 202. 129: 2123 (176)
GTP_CREATE_PDP_CONTEXT_REQ MSG (0x10)

Recovery: 0x81 (129)

I MBI :

I MBI :

0x3517 (13591)

0x4E47 (20039)

300420094205377

300420194755472

*** CONTROL*** 23:37:40: 755 Eventid: 10285
Di sconnect Reason:

o,
42
63
=
=)
70
G

157
164
166
167
165
171
155
209
2449
357
358
436
490
445
BEE
759G
772
774
779
555

Tirme
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:
500:

LROIEREEEHE , R EEXER LERES , MARPCGWESGW, Rt , EXTE M HEER

03
03
04
04
04
o8&
11
12
12
12
13
13
14
14
17
18
18
20
22
23
26
27
30
EXE
EXE
32

Source
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM
SGEM

path-failure

Destination

GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM
GGESM

Recovery Info
128 Create
128 Create
128 Create
128 Create
132 Create
128 Create
132 Create
132 Create
128 Create
132 Create
132 Create
132 Create
128 Create
132 Create
128 Create
132 Create
128 Create
128 Create
128 Create
128 Create
132 Create
132 Create
132 Create
132 Create
132 Create
128 Create

FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP
FDP

CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext
CoOntext

, RCREBFE, HEE-AMXNFERPIF | clearRBIUEINIERIE

Thu May 28 20:47:47 2015 Interna

Thu May 28 20:49:36 2015 Interna

trap notification 1112 (EGITPCPat hFail) context PGW n,

trap notification 1113 (EGITPCPat hFail Cl ear) context

request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request

PGW n,

servi ce EGTP1,

servi ce EG



Thu May 28 20:49:06 2015 Interna

Thu May 28 20:50:49 2015 Interna

trap notification 1112 (EGTPCPat hFail) context PGWN n, service EGIPL,

trap notification 1113 (EGIPCPat hFai | Cl ear) context PGAN' n, service EG

HABIERE—HRE  EOEBUHSEENE  UBEHEERN  TAREMNLR. XK

KE—NEE. B, XEAHEI

Fri

Fri

Sat

Sat

Sat

Sat

Mar

27

27

28

28

28

28

03:

03:

02:

02:

17:

17:

13: 36

13: 37

20: 45

20: 47

14: 06

14: 06

2015

2015

2015

2015

2015

2015

I nt er nal

I nt er nal

I nt er nal

I nt er nal

I nt er nal

I nt er nal

trap

trap

trap

trap

trap

trap

notification

notification

notification

notification

notification

notification

=, MREIMFENER , MAZTURRE,

1112 (EGTPCPat hFail) context XGWn, service EGIP1,
1113 (EGTPCPat hFai |l Cl ear) context XGW n, service EG
1112 (EGTPCPat hFail) context XGWn, service EGIP1,
1113 (EGTPCPat hFai |l Cl ear) context XGWN n, service EG
1112 (EGTPCPat hFail) context XGWn, service EGIP1,

1113 (EGTPCPat hFai |l Cl ear) context XGWN n, service EG



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



