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RN BERATEZTCOSBRERGMAPH HHFEHERR T & (Cheetah OS, Click OS, simply Cisco



AP 0S),

TR

=R
AR BEARENER,
ERNAL

AXHERINTACOS AP, 112800, 3800, 1560F14800RFIMAPE = | AR ¥V 11ax AP
Catalyst 91xx,

ARNHEE ST BAIreOS 88 EGRARINIFZIIEE, LAKCisco IOS® XE 16.12.2s R E SR,
EZaRAS | gt aXREEsEn AMAER,

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHBELE,

BRBEQRE (RRERE)

APim O LRy BLPCAP

AT LT AP LA R % O 4 Fpcap. B MECLIEE RENER (NEBELANKEEFEAER
), WA LURERERNAPAEH I EEpcap,

BékpcapIRIAAMIG ( 2FERX/Tx ) EWFABERE , A EAPRN 2B R EERFEIEL 2.

ER , BUHEIRAP CPUERE , XEKRERANRHAPHRE ( AP DHCP, AP capwapiZ#ipz
E...... ) , HEFRE REFwmRE,

FER, KPFEERR (AKDRBEINEMB ) |, Btk o] 8% Bl E TR R U SURIRERXBRR

EZR2AEFFERHIKR Y , FEERAFEB no debug traffic wired ip capture”={ R £ F“undebug



al"kELRERR (B , EFHTFL2HERFEINEAMER ) .
TR
$ 1.8 3 pcap; £ A “debug traffic wired ip capture” it B HEXH .

<#root>
AP70DB.98E1.3DEC#debug traffic wired ip capture
% Writing packets to "/tmp/pcap/

AP70DB. 98E1. 3DEC capt ur e. pcap0"

AP70DB.98E1.3DEC#reading from file /dev/click_wired_log, Tink-type EN1OMB (Ethernet)

SE2 L3 HRELH , RBMERA®S “no debug traffic wired ip capture”= & 8 9 “undebug all’f= 1L 3

AP70DB.98E1.3DEC#no debug traffic wired ip capture

HIR3.F 34 & | Bltftp/scp AR5 25

<{froot>

AP70DB.98E1.3DEC#copy pcap

AP70DB. 98E1. 3DEC _capt ur e. pcap0

tftp 192.168.1.100
HERHRHRR BRI RA AR R R R R R R R
AP70DB.98E1.3DEC#

SRAIMIE B LA Ewireshark P I FFiZ 3. Z X =Rpcap0. BEER Hpcap , ABEEHIE
wireshark><Bx,

I

debug traffic wired@an S B JLNED 7] AH B EHRIEERE



APC4F7.D54C.E77C#debug traffic wired
<0-3> wired debug interface number
filter filter packets with tcpdump filter string

ip Enable wired ip traffic dump
tcp Enable wired tcp traffic dump
udp Enable wired udp traffic dum

B ] LA Edebugin B R EBRMN“verbose” A BB HIEITW +AE B M,. HIEE , MREHNTIEEZMG
TBEE , XRBRREECLISE,

£ A IEBR SR B L4 PCAP

TE RN EtcpdumpE IR T SRS & XY Bl o

L EE =Bl R
"E41192.168.2.5" ’igﬁfﬁﬁi@% AU A SR B A
= "JREH1192.168.2.5" XA EBIE TR |, NREXR B 192.168.2.5H BIE 2o
"dst host 192.168.2.5" X R BIE AR | RIREFX192.168 2 50 BIED.
O 4437 Z;_"Ff HEBEIHIR , NREEIRS B #riwm O R 44309 B 3E
WH lmsn105s" TR B 010550 T .
"B FRim 443" X A LA AR & 1 im O 4430 R E .

UTR—RA, mbEREEHA L, BHEITIRURERCAPWAPEHES !

APC4F7.D54C.E77C#debug traffic wired filter "port 5246"

APC4F7.D54C.E77C#reading from file /dev/click_wired_log, Tink-type EN1OMB (Ethernet)
12:20:50.483125 IP APC4F7-D54C-E77C.Tan.5264 > 192.168.1.15.5246: UDP, length 81
12:20:50.484361 IP 192.168.1.15.5246 > APC4F7-D54C-E77C.1an.5264: UDP, length 97

APC4F7.D54C.E77C#no debug traffic wired filter "port 5246"
APC4F7.D54C.E77C#KiT1ed
APC4F7 .D54C.E77C#



¢ R B

APC4F7.D54C.E77C#debug traffic wired filter "port 5246" capture

% Writing packets to "/tmp/pcap/APC4F7.D54C.E77C_capture.pcap0"

APC4F7.D54C.E77C#reading from file /dev/click_wired_log, Tink-type EN10MB (Ethernet)
APC4F7.D54C.E77C#no debug traffic wired filter "port 5246" capture

APC4F7.D54C.E77C#copy pcap APC4F7.D54C.E77C_capture.pcap0 tftp 192.168.1.100

HHARHHHRH AR AR HRHRH AR AR ARHRH AR AR AR AR ARG AR HRH ARG AR AR HRHRH AR AR A RHRH AR AR AR AR ARG AR ARH R RR AR AR AR RH AR AR HH

APC4F7.D54C.E77C#

EfEwireshark E3ITF#H3R |, BHITUUTERE -

| Ml APCAFT.DSACETTC capture peapd
| File Edit WYiew Go Capture Anahge Statistics Toephony Wrcless Took Help

p- @ RBEres=F i Eaaafg
T : " e -|Epresmon.. + |
No. Delta Source Destraton Length Info Payiosd Type  Differe]
1 9.000089 192.168.1.82 192.168.1.15 &51 Application Data Clas:
2 9.001525 192, 63 1.15 192.168.1.82 123 Application Data Clasy
3 9.601152 192.168.1.4 255.255.255.255 385 CaPWaP-Control - Primary Discovery Reguest[Malformed Packet) £33
4 9.638243 19&..68.1.82 192.168.1.45 87 Application Data Closy
2.001627 192.168.1.1% 152.168.1.82 123 Application Data Clas:

58, 171 Applicaticn Data Cle

Class

123 Application Data
167 Applicaticn Data Clas
115 Application Data Clasy

7 OB.0018OT 192.168.1.1%

5
6 9.019493 192.168.1.82
& ©.089287 192.168.1.82

5 90.000818 192.168.1.15

19 28.34434]1 192.168.1.82 2 133 Application Data Clos:
11 #.801214 192.168.1.15 152.168.1.82 138 Application Data Clasy
12 21.865522 192.168.1.82 192.168.1.15 651 Application Data Clas:
13 9.8@1215 192.168.1.15 192.168.1.82 123 Application Data Cla=y

<

Frame 1: 651 bytes on wire (5288 bits), 651 bytes captured (5208 bits)

Ethernet II, Src: Clsco dc:e?:7c (c4:f7:05:4c:e7:7c), Dst: Cisco lc:ai:ff (09:le:bo:lc:od:ff)
Internet Protocol Wersion 4, Src: 192.168.1.82, Dst: 192.168.1.15

User Datagram Protocol, Src Port: 5264, Dst Port: 5246

Contral And Provisioning of Wireless Atcess Paints - Centrol

Datagras Transport Layer Security

ToLk B3R
AUELL BRI TEH EHREES. ATHERRE , TEBRELBRIEFE LHKE,

XERBEEFWRXER (TN, SHRIUE, KB, eap. arp. dhcpiEE LA KipveiE HIEIES.,
icmpFlndp ) AR , BEEFHEBH B EFRSEEENBIEFTNL,

SRR

TR E P ismacibit, ATEURMNZMmacitbit,. A ANERFREITEZGT , B
FRUUX .

config ap client-trace address add < client-mac> --- Per client debugging. Allows multiple macs.



config ap client-trace all-clients <enable | disable> -- All clients debugging. Not recommended.

S22 I IERRRE N NS RBE D WIATE IFH L

config ap client-trace filter <all|arp|assoc|auth|dhcp|eap|icmp|ipv6|ndp|probe> <enable|disable>

SWIHBEREHE LEREY (RF) -

configure ap client-trace output console-log enable

HIRAFTIR IR BRo

config ap client-trace start

T~ -

<{froot>

APOCDO.F894.46E4#show dotll clients

Total dotll clients: 1
Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB

A8: DB: 03: 08: 4C: 4A

0 1 1 testewlcwlan -41 MCS92SS No

APOCDO.F894.46E4#config ap client-trace address add

A8: DB: 03: 08: 4C: 4A

APOCDO.F894.46E4#config ap client-trace filter
all Trace ALL filters
arp Trace arp Packets
assoc Trace assoc Packets
auth  Trace auth Packets
dhcp  Trace dhcp Packets
eap Trace eap Packets
icmp  Trace icmp Packets
ipv6  Trace IPv6 Packets
ndp Trace ndp Packets
probe Trace probe Packets



APOCDO0.F894.46E4#config ap client-trace filter all enable
APOCDO0.F894.46E4#configure ap client-trace output console-log enable
APOCDO.F894.46E4#configure ap client-trace start
APOCDO.F894.46E4#term mon

EFILWIR , FHRTUTERE

configure ap client-trace stop
configure ap client-trace clear
configure ap client-trace address clear

IS
WUFE P im R ER
<#root>

AP70DB.98E1.3DEC#

show ap client-trace status

Client Trace Status : Started

Client Trace ALL Clients : disable

Client Trace Address : a8:db:03:08:4c:4a
Remote/Dump Client Trace Address : a8:db:03:08:4c:4a
Client Trace Filter : probe

Client Trace Filter : auth

Client Trace Filter : assoc

Client Trace Filter 1 eap

Client Trace Filter : dhcp

Client Trace Filter : dhcpv6

Client Trace Filter T icmp

Client Trace Filter : icmpv6

Client Trace Filter : ndp

Client Trace Filter Toarp

Client Trace Output : eventbuf

Client Trace Output : console-Tog
Client Trace Output : dump

Client Trace Output : remote

Remote trace IP : 192.168.1.100
Remote trace dest port : 5688

NOTE - Only VIP packets are seen on remote if VIP is enabled

Dump packet Tength : 10



Client Trace InTline Monitor
Client Trace Inline Monitor pkt-attach :

FXh B9 B P i 4 R )

Apr & 10:45:21 kernel: [*D4/06/2020 10:45:21.5351] [15B6169921:535095] [APOCDO.FE04.46E4]
Apr 6 10:45:21 kernel: [*04/06/2020 [1586169921:535224] [APOCDO.FE94.4684]
Apr & 10:45:21 kecnel: [*04/06/2020 1566165921+ 53615E] [APOCDO.FI04.46E4]
Apr 6 10:45:21 keenel: [*04/06/2020 [1566165521: 541568 [APOCTIO. PEG4 4EE4]
£ & 10:45:21 kernel: [+04/06/2020 15861659211 544114) [APOCDO.FE54 . 46E4])
r & 10:45:21 kernel: [*04/06/2020 [1586169921:550153) [APOCDO.FS54.46E4])
£ 6 10:45:21 kernel: [404/06/2020 1 [1586169921:57783¢) [APOCDO.FE%4 . 46E4]
r & 10:45:21 kermel: [*04/06/2020 [1586169921:578476) [APOCD) . FEO4.4EB4)
r € 10:45:21 kernel: [+04/06/2020 [1586162921:595552] [APOCDD.FE04 . 4EE4)
Apr & 10:45:21 kernel: [*D4/06/2020 [1586169921:600341) [APOCDD.F894.46E4]
Apr & 10:45:21 kernel: [*04/06/2020 10:45:21.6028] [15B6165921:602617] [APOCDO.FE04.46E4]
Apr & 10:45:21 kecnel: [*04/06/2020 10:45:21.6475] [15B6169921:647518] [APOCDO,Pas4.46E4]
Apr & 10:45:21 keenel: [*04/06/2020 10:45:21.6475] [1566169921:647554] [APOCDO.Fa54.46B4]
Apr € 10:45:21 kernel: [*04/06/2020 10:45:21.8636] [1586165921:B63610) [APOCDO.FE54.46E4])
Apr & 10:45:21 keznel: [*04/06/2020 [APOCDO. FE 4. 46E4)
Apr € 10:45:21 kernel: [*04/06/2020 [APOCDO. P04, 4684)
Apr & 10:45:21 kernel: [%04/06/2020 [APOCDO . FA D4, 46E
Apr 6 10:45:21 kernel: [*04/06/2020
Apr 6 10:45:21 kecnel: [*04/06/2020
Apr & 10:4%:21 keznel: [*04/06/2020 [15&ale5921: $61ﬁ‘1|
r 6 10:45:21 kernel: [404/06/2020 [1586168521:857664)
Apr € 10:45:21 kernel: [*04/06/2020 (1526160821 :8€7705]
r € 10:45:21 kernel: [*04/06/2020 [158616992118677
Apr & l0:45:21 kernel: [*04/06/2020 1586162921164
Apr € 10:45:21 kernel: [*04/06/2020 10:45:21.8685] [1586169921,
Apr &
Apr &
r 6
r &
r &
r &
Apr €
Apr €
Apr &
Apr 6
Apr &
Apr 6
£ 6
r &
Apr €
Apr 6
Apr 6
Apr &
£ & kernel: [+04/06/2020 -15 22,.1611] [1586165922:161177) [APOCDO.PEG4.46B4]
e kernel: [*04/06/2020 22 [1586168922:161213) [APOCDO.FE54 46E4)
r & kernel: [+04/06/2020 [APOCDO. F854 . 46E4)
Apr € 122 kerael: [*04/06/2020 10:45:22.1647] [156616882 [APOCDO . FEE4 . 46E4)
Apr € 10:45:22 kernel: [*04/06/2020 10:45:22.1647] [158616992. ] [AOEDD. P04, 46E4]
Apr & 10:45:22 kernel: [%04/06/2020 10:45:22.1647] [15B6160022:164751] [ABOCDO.PA04.4684]

disable
disable

[aB:db;03:0B:4c:4a]

fE:dcrdn]
10Bz4crda)
10Bzdcrda)

[aB:db:03:0B:4c:4
[aB:db:03:08:

:db:03:0Bzd4c:4a)
aB:db:03:0Bz4cr4a]
[aBrdb:03:10B:4c1 4]

3:08:4c: 48]
3:08:4c:4a]

3:0E:4cida]
03:08:4ci4a)

[a8:db:03:08: 4214a]
[aB:db:03:0B:4e4a)
[aB:db:03:08:4c: 4a)
[a8:db:03:08: 4c: 4]
[af:db:03:08:4c:4a]
[aB:db:03:08: 4c:4a]

|| DOTLL_AUTHENTICATION :
i}l DOT11_AUTHENTICATION

<aprivi> [
o {
COTLL_AUTHENTICATION : |
i-

<oprlvl>
<apelvl>
<apelvl>
caprdvis
caprivis
<apelvis
capelvls
caprlvis

DOTL1_AS30C_WEQUEST : (.}
DOT11_ASSOC_RESFONSE :
EAFOL_KEY.M1 ' DeacType
ERFOL_FEY.MI : DescType
| ERFOL_KEY.M3 : DescType
= t DescType
{1

0x02 ReyInfo
9x02 ReyIndc
002 ReyInfs
0x02 ReyInfo

i}l DOTLL_ACTION : (.}
JiW]| DOTL1_ACTION : (.}
{3

<apelvl> | DOTLLI_ACTION & (.

caprivis DHCF_DISCOVER : Tranald Oxa3Bedldé
<aprlvis OHCP_DISCOVER : Tranald Owalfellds
<aprlvl> DHCE_DISCOVER : Tranald OxalBcdldé
<aprivi> DHCP _DISOOVER : Transld OxadBc0ldé

[U:E] DHCP_DISCOVER : TransId OxadBcOld
1 DHCP_DISCOVER ; Tramsld OxedBcOld
] DHCP OFFER : Tranald OxeldcOlde
<nascapwapls | DHCF OFFER : Tranald Oxa38c01dé
<nagcapwapls [DrC] DHCF_OFFER : Transld Oxal2c01dé
<apriv0> [D:W] DHCP_OFFER 1 TransId Odxad8c0ldé
<nascapwapl> [D:E] DHCF_OFFER : Transld Oxal8clldé
<nsscapwapl> [ 1 DHCP OFFER Tranald Jxa38clldé
<asscapwapl> [D:C] DHCP_OFFER : Transld Oxa38<01d6
<apedvl> [D:W] DHCP_OFFER : Tzanald Oxa3Schidé
<aprivl> [U:W] DHCPF_REQUEST : Tranald Oxalfcdlds
caprlvl> [U:C] DHCP REQUEST : Trarsld Oxadfcdlds
<aprlv0> [U:C] DHCP REQUEST : TransTd Oxal@c0ldé
capelvi> [U:C] DHCP_REQUEST : Transld Oxa3fedlds
<nzscapwapl> [U:E] DHECF_REQUEST : TransId Oxa3dBcOlde
<nagcapwapls> [U:E] DHCE_REQUE: 1 Transid OxaldBcOlde
ansId Dxa3Bcdldé
ansld DxaldBellde
ansld DxadBellde

<nascapwapl>
<nascapwapl>
“nascapwapl>

<asscapwapls> [
<apelvl> [D:W]
<nascapwapls [
¢nascapwapls [
cnmscapwapls [Dr
<aprlvl> [DiW]
<aprivl> [UiK]
<apelvlz [V:C]

: Tranald Oxadfedldé
: TranaId Oxalfcdldé
TransId DxalBcllde
i TransId Oxal3BoQldé

i Sender 192.163,101.13
s Semder 132.169.101.13

£

<apelrls [U:=C] Sender 192.163.101.13 Tae
cnascapuapls [ : Sepder 192.188.101.12
cnaacapwapls [ : Sender 192.188.101.1
<nascapwapl> [ : Sender 192.168.10L.1
<nascapwapl> [ i Sender 152.168.101.1

<apelel> [B:W]

ARP REPLY :

Sender 192.163.101.1 Hwhd:

Ox00ED
Gxalth
Oxlich
Ox030b

6
6

gip 192.168,101.1
Ip 192.168.100.1

gip 192.168,101.1

Targlp 152.166.101.1
BwAddr 54:7c:69:b7:3£:42
Hwaddr $4:7c:69:b7r3£142
Mwaddr 54:7c:€9:b7:3£:42
dr 54:7ci60:07:3£:42

FRERETNFEAUEPETHEMEREML (ERTUAM , WRREL , CRREAPREH

Click#gt )

THR-KNMK, LEIHTXEFIHNE XL

U— EITHEBBES (REFF K )
D — TiTHel R (£ )

W — BRIRFEL IR

E — BRI A EF
C—BRRE

AR MT7124FF 8,

BREBNFE (LEZRTH )

AT —HMFRA  UEBRIERFESREELZEFRIE

[D:W]EB 4% , A Fitaptrace MEB& S kclick B Th %1% B3R 31 72 - B mgmt/data iz &

[D:A]#Z , ATEHESEIE =P R

HL 35 T

RESERRE

LBt itaptrace T f##0  E B/ BIEBE L W RRS



RiE, AER
“all” ) R&EF BE

/)

<#froot>

A
ap

N

APOCDO.F894.46E4#

show ap client-trace events nmac a8:db

*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020
*04/06/2020

[ B s T s Y s Y s I s N sy I s TN s Y s T s Y sy I s N sy Y s N s Y s I s Y s Y s T s Y s TN s Y s Y s Y s I s N s Y s T s Y sy I s B sy I |

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
15:
15:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
19:
19:
19:

54

54

54

54

57

36

24

24

24

24

24

08

.287675]
54.
54.

288144]
289870]

.317341]
54.
54.

3413701
374500]

.377237]
54.
54.

390255]
396855]

.416650]
54.
54.

469089]
469157]

.921877]
57.
36.

921942]
123119]

.127731]
24,
24,

128751]
128870]

.129303]
24,
24,

133026]
136095]

.138732]
24,
24,

257295]
258105]

.278937]
24,
24,

287459]
301344]

.327482]
24,
24,

327517]
430136]

.430202]
08.
08.

075326]
075392]

.075437]

ARl i i e

[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.
[APOCDO.

F894

F894

F894

F894

F894

F894

F894

F894

F894

F894

F894

F894

&R LAFECLIFP ¥ TS SIS XN BES

03: 08: 4c: 4a

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]
F894.
F894.

46E4]
46E4]

.46E4]

[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:
[a8:

db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

4c

4c

4c

4c

4c

4c

4c

4c

4c

4c

:4a]
4c:
4c:
4c:
4c:
4c:

4a]
4a]
4a]
4a]
4a]

:4a]
4c:
4c:

4a]
4a]

:4a]
4c:
4c:

4a]
4a]

:4a]
4c:
4c:

4a]
4a]

:4a]
4c:
4c:

4a]
4a]

:4a]
4c:
4c:

4a]
4a]

:4a]
4c:
4c:

4a]
4a]

:4a]
4c:
4c:
4c:
4c:
4c:

4a]
4a]
4a]
4a]
4a]

:4a]
4c:
4c:

4a]
4a]

:4a]

configure ap client-trace output dump address add xx:XX:XX:XX:XX:XX

configure ap client-trace output dump enable x -> Enter the packet dump length value

<aprlvl>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprlv0>
<aprov0o>
<aprovl>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprov0o>
<aprovl>

[u

[u

[u

[u
[u

[u

[u

[u
[u

[u

[u

[u
[u

[u
[u
[u

[u

W]
[D:
W]
[D:
[D:
W]
[D:
W]
W]
[D:
W]
[D:
W]
[D:
[D:
[D:
W]
W]
[D:
W]
[D:
[D:
W]
[D:
W]
W]
[D:
W]
[D:
W]
[D:
W]
[D:
W]

W]

W]
W]

W]

W]
W]
W]
W]
W]
W]

W]
W]

W]

W]
W]
W]

W]

T show ap client-trace events mac xx:xx:xx:xx:xx:xx:xx:xx” ( HfFfmacE#h

DOT11_AUTHENTICATIO
DOT11_AUTHENTICATIO

DOT11_ASSOC_REQUEST
DOT11_ASSOC_RESPONS
EAPOL_KEY.M1 : Desc
EAPOL_KEY.M2 : Desc
EAPOL_KEY.M3 : Desc
EAPOL_KEY.M4 : Desc
DOT11_ACTION : (.)
DOT11_ACTION : (.)
DOT11_ACTION : (.)
DOT11_ACTION : (.)
DOT11_ACTION : (.)
DOT11_ACTION : (.)
DOT11_ DEAUTHENTICAT
DOT11_DISASSOC : (.
DOT11_AUTHENTICATIO
DOT11_AUTHENTICATIO
DOT11_AUTHENTICATIO

DOT11_ASSOC_REQUEST

DOT11_ASSOC_RESPONS
EAPOL_KEY.M1 : Desc
EAPOL_KEY.M2 : Desc
EAPOL_KEY.M3 : Desc
EAPOL_KEY.M4 : Desc
DOT11_ACTION : (.)
DOT11_ACTION : (.)
DOT11_ACTION : (.)
DOT11_ACTION : (.)
DOT11_ACTION : (.)
DOT11_ACTION )

DOT11_PROBE_ REQUEST
DOT11_PROBE_RESPONS
DOT11_PROBE_REQUEST



AFTODN, 3PEL . IDECECONIigure AP ClieNT-CIAcE ETAET
Warning: Te secover WIC pushed config,
AFTOE, 3HEL ICECRABE 6 L3i38063 Keamed
Apz € 13:28:83 kecnel: [404/08/2020 13:3
CONfiguLe ap ClLeNT-Trase CUTHUT dusp addr

.uu: q“.-au

o
APT0DE.3OEL IDECHARE 6 13:39:02 kemel: [-nuos.r:mto 133 .u aF. ﬂn: MAC alresdy sxiste: imdex O

configure ap clisnt-trace sutpus

Mnln Bemote/latal Gasp Client Mddresses
nanls Trace sutpur for logsl g

AITO0R AL - SOECsctntiuce ob Clleanoacacs Curpris diiby sesble
<6=5000= Enter The paciet dump lenguh valus

SIEL_IDEC#configurs ap clisnt-tzace cutput dusp smable 160

ap clisntecrace cutpar dump smabls 190

06/ 2020 13:28

-MTL DYt iyre
DECHARE

: [T04/04/2020

£Da/ 062020 Tk 20004 San

Besd CAPMAT restart o raload
/OR/A0EE A3I3NIBN.IRAT] syssemd[i]lc STaEEing Lightepd Wetaher ..
Lighs

2o re-apply the

tpd Wazch,

Dhe:TH Bave:l X
02 00 00
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2000 00 ©0 00 04 00 00 00 G0 o8 00 4¢ o0
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Open

Cte=0 {; =H=EoRcHC

Open Recent L |
F

IMerge.
Import from Hex Dumgp... I

Cloge Ctrl+W w
Save Clrl+5

5

ifees  Pata\Lecal\Temp)

= 1234744 HelpDesk
ile »
1ONDO- SRS\ SR 688
Export Specified Packets... 1000 SRs\SR 6381
Export Packet Dissections ¥ 0\1%ax training |
Export Packet Bytes Cirl+Shift+X 1145 training\ |
Export POU: to File... O\ 11ax training'. ]
Export TLS Session Keys... Pota\localiTemd
Export Objects L Infoads\AP_trace.|
Print Ctrl+P [OVOS- Images\A|
Cuuit Crl+
“CoprenTe
using this fiter: | M |Enter a coptuse fiter |
Local Area Connection™ 10
MNpcap Loopback Adapter
Ethemet_yellowCable
Local Area Connection™ 3
Local Area Connection™ 9
Ethernet £
Wi-Fi

ThinkpadEthernetBlue

Local Area Connection® 11
Adapter for loopback traffic captc
Local Area Connection® 2

M Wireshark - Import From Hex Dump ? =

Import From

File: :C:Ns:rsftmt_xmts.f(‘[‘icoj 11ax traimingdump_example. bt

Offsets: (8) Hexadacmal

O Octal
O Mone
Timestamp format: o format wil be anpled)
Direction indication: []
Encapsulation
Encopsuiation Type: | Ethemet v
(®) Mo dummy header
O Ethernet
O pva
O e

Ot
Q sce
O scTe ata) Fo1

Maximum frame length: |

HTRETREEER , ARERIMHRARIEIAIMRE

3 -] expression

IBEF161FE_debugs.captured.peap (13 MB)
A0\ 500 AuthTimeout.peap (13 KB)
1956 Bytes)

= | Alinterfaces shown =

MAREMEMAERAT , KL HEE

BHIREEBRZITHIRNARSF ( Mwireshark ) WEICABEREEE R,

BRZRE#HIKRINEE , LB wiresharkFHiEE K%

IR E

config ap client-trace output remote enable

L a B EREAPRE iR RET ISR HIRN B M R F11T192.168.68.68M E B A B , FE

i% 05000 L £ APEEKREMOTEH % ( ERIRZ|[EXFHAP—H ) .

— 1M REIZ , BRELCEAERSNEEET

RERRNERIE L LR,

EE1TWireshark W E IS AR B X EWBIFMEHRIEZE |

decode asH#1%RPEEKREMOTE , ti FTEFIT :

& T LA A 52 ] tiudp 500096 3k

L THAPR T E—FMA, B ERRASAEN

, RIEIEF



Ml “Ethemet yellowCable = o ®
File Edit View Go Capture Analyze Statictics Telephony Wireless Tools  Help
dn @ BERERe=EF S Eqaan

(W Judpport mm s688- [x] = | Expression
Na. Delta Source Destinabon Lengt Info Payiosd Type
59 ©.000000 SamsungE_B8:4c:én = 251 Probe Request, SWeS77, FNe9, Flagss... €, S5IDstestewlcwlan
€0 00083416 Cisco_36:40:00 Miaek.f ek Packet 1292 Probe Response, SHed10, Fied, Flogss . BI=108, S5IDetestewlewlon
61 0.03B239 Somsungf_08:4c:da Ignene/Unignore Packet 187 Authentication, SNe578, FMed, Flogs=
62 8000081 Cisco_36:4d:a@ Set/Uinset Time Reference 187 Authentication, SMed411, FMeB, Flagss=..
63 8.900000 SamsungE_BB:dc:da : 262 Associstion Request, SN=579, FNs8, Flag ..€, SSIDstestewlcwlan
B4 ©.021832 Cisco_36:4d:ad Tiena Shif... 322 Association Response, SNe#12, FNs@, Flagse........C
65 8.900883 Cisco_36:4d: Packet Comment.. 221 K- S HSDU
66 8.830097 SamsungE_88 342 | Ml Weeshark - Decode As.. ? % N
67 ©.010008 Cisco_36:4d: Edit Resobred Name 391 K/ L3=1)
68 ©.099851 SamsungE_08: T = 199K Fied  Valoe Type Defaukt  Currert sou
) e e P ; 197 2 |UDPport 5000 Integes base 10 TAPA  PEEKREMOTE
72 ©.009817 Semsungt_o8: SR A 55 ) P ER b bra mwpl;ﬁ"‘:wi
73 8.020878 Cisco_36:4d: 99 4 i
74 0000000 i Coloeie Conversation x 207 of peL msou
83 0.300824 0.8.0.0 SCTP v 463 0 PCLI2 (timestamp) HSDU
87 0.020237 Cisco_36:4d:ad » 99 4 PCLIZ0 ftimestamp, case D)
85 ©0.000001 192.168.101.1 426 O a1 HSDU
B9 ©.000000 192.168.101.1 428 0f HS0U
90 ©.000001 Samsungf_08:4c:da 9 A Shil
91 6.000800 0.0.6.9 475 0 . ®sOU
53 0925855 192.168.181.1 ﬂ Hs0U
24 5000801 192.168.101.1 MSDU
97 8.275545 Samsungf_BB:dc:da X i’ 163 W MEDU
98 0.809931 Cizeo_b7:3F:42 SamsungE_0B:4c:da 146 1| MSDU
99 .820095 ShssuncE 0B:dc:da Broadeast 230 Pi
< »
Frame 58: 251 bytes on wire (2898 bits), 251 bytes captured (20088 bits) on interﬂi
Ethernet II, Src: Cisco_el:3d:ec (70:db:98:el:3d:iec), Dst: GoodwayI_b7:bB:af (98:5(
Internet Protocol Version 4, Src: 192.168.1.83, Dst: 192.168.1.100 |
User Datagram Protocol, Src Port: 5808, Dst Port: 5688
AfroPeek/OmniPeek encapsulated IEEE B82.11
802.11 radio information + = @
IEEE 592.11 Probe Request, FIBgS: ........C
IEEE 502.11 wireless LAM |
| i
7 wreshark Ethemet_yelowCable_20200406150701_a 16344 pcapng Packets: 299 - Displayed: 168 (56.2%) Frofie: Default

BRITHEER SRR MIE R I RERY B 5%

Cisco Bug ID CSCvm09020~. & im IR B 1£8.8 L B .E /RDNS

Cisco Bug ID CSCvm09015~ & FimiRERE RZNCMP_other , F%I5 Anull

Cisco Bug ID CSCvm02676=. AP COS client-trace R~ #FkwebauthZkiE =

Cisco Bug ID CSCvm02613 % AP COSZE Fim IR B i i tH R 1E A

Cisco Bug ID CSCvm00855 ©. & iw R ERSEQE F—

M9800 WLCHE HIAPZE F~ i IR IR

BE R ZMAPE BN MIT LT imRERFH M

SR1EEAPREEEXH , EXERRNRE

config term
wireless profile ap trace


https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm02676
https://tools.cisco.com/bugsearch/bug/CSCvm02676
https://tools.cisco.com/bugsearch/bug/CSCvm02613
https://tools.cisco.com/bugsearch/bug/CSCvm00855

filter all
no filter probe
output console-Tog

Step 2. FAPIRERELE XA MNE B FREVAPSE R VAP I ABL & XX .

ap profile < ap join profile name>
trace

T RUILAPIIABL B XX AR A T B FRAPE A BV 35 RARIE

FASHMERBHMFIL

ap trace client start ap

client all/

ap trace client stop ap

client all/

ap trace client start site

client all/

ap trace client stop site



client all/

RiFf 5

show wireless profile ap trace summary

show wireless profile ap trace detailed PROF_NAME detail
sh ap trace client summary

show ap trace unsupported-ap summary

AP LR P i 18 1 H48

MREEERA NS MIER R , FAEFRERBHSEAIRLELKRETLBF R/ FBRER
Zo

SR B ELEIRRAY T 0o

9164#show dotll clients

Total dotll clients: 6
Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_
mld_sta

52:1E:34:C9:D6:F3 1 2 35 MySSID -62 M7 No
80:A9Tg7:2C:DC:6E 1 2 34 MySSID -47 MCS112SS No
E8:D8Tgl:lF:71:F3 0 2 35 MySSID -62 M7 No
6A:E4T86:E7:AB:E1 1 2 33 MySSID -44 MCS112SS No
00:1DT23:70:AC:23 0 2 33 MySSID -56 M7 No

No



68:72:C3:FD:17:F5 0 2 34 MySSID -53 M15 No
No

SR2.BH — MRS ImMACH 1Y 1B

9164#debug client-bundle start debug 80:A9:97:2C:DC:6E
WORD

RINBERT , RELTASITHNERARNSE. &0 LS Aterminal monitor #32i & & IEFE T EIAY E
,BIEEER  XFRRIEERUER, WERSSTFTZTEEL R LITHRER,

SR MLFMEFILRABEY , REF e LHEAE

debug client-bundle start debug 80:A9:97:2C:DC:6E

WA GRE D L BIFTPRSCPARS 8 (12EWLC T L% 4SCPIRESE )

9164#debug client-bundle upload tftp 192.168.129.29 80:a9:97:2c:dc:6e
2024-09-04 11:58:48 Creating client bundle, please wait...

2024-09-04 11:59:01 Client bundle file 9164-_client_bundle.17.15.1.6.20240904.115848.tgz created.
2024-09-04 11:59:01 TFTP uploading...

Successful file transfer:

9164_client_bundle.17.15.1.6.20240904.115848.tgz

9164#

TGZHH B I 24N

« 2ZNBEELLBNE P IHHEXHshowin &
« 1BXERFHNER @R Tterm mon , MEREL iR L)
 IMNEEREEE



IRFRESHE X T HYAP Catalyst 91xx

#ECatalyst 9115, 9117, 91209130 AT ERFBFEX TEE. LTRSS ZBINWAPESRLL

B vl Cisco Catalyst 9800-CL Wireless Controller ' ’ 4 CTEOHO O Q -

"5 Hecess et |

W All Access Points

Varsion
s Lk Number of AP(s): 4
Monitoring
APCAF7.DSAC ETIC Prifmury Softwarn Virs 16.12
Configuration Adrin L i "
4 AP Name AP Maodel v Skts Status Ao pion® default location B0 i
| Administration y ARTRESNCLI0NG. AR -] 32.168.1 Bliiis o kA
n ) FE i =
Troubleshooting S ~ 1 i et A
g7 e —_— s T
= enamen (i)
APCETDSACETIC  co:oon.g 2 ® 16123
:
? i Wi ]
IF Config

5 GHz Radios sbne Status

ED St eanen [l "
2.4 GHz Radios .
E 0 w vib A 2 i
Dual-Band Radios St
ChoanAir HSE Cary
Time Statistics
Country Tags

LSC Provision

= [ o o momer

O b Cisco Catalyst 9800-CL Wireless Controller : # CE O WMo Q o>
1 5 Wireless® 3 Access Points Edit Radios 2.4 GHz Band x
Confgure
—
% All Access Points | EnasLen ., Assionmant Method o = "
Monitorin Fammoor of APYsi: 4 ClaandAir At S1atus | EMABLED .' Tx Power Level Assignment
Configuration Admin P Antenna Paramaters
= AP Name AP Model Siots Status Ardress Current Tx Power Leval 1
Administration € P o A = — - .
¢ Troubleshooting N o : ol
e 3 © . : ntenna B
AF’C“?WC[??IC cat 8 2 a ‘9210818 N
5 = :
A 3 G 10
5 GHz Radios
Sniffer Channel Assignment
' 2.4 GHz Radios ——
Wumber of AP{sk 4
Siot No Base Radio MAG admin 5% | seiter @ 192.168.1.100
C -] P ]
APCAFT DBAC ETIC o 06484221780 B Downtosd 16 oot
1 .




M ~ThinkpadEthemetBlue
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm:ce OBRB 3 =Eaaam
N [udp.port == 5000
Mo Delta Source Destination Lengti Info Channel B55 Color
o 8.832866 SamsungE_08:4c:4a Cisco_97:03:ef 167 Authentication, SH=37, FH=®, Flags=........ c 180
2 e.000001 192.168.1.15 19z2.168.1.189 76 Acknowledgement [Malforsed Packet] p L]
s 2.801720 Cisco_57:03:ef SamsungE_88:4c:4a 187 Authentication, SN=@, FMs@, Flagss........ C 1@
2= 9.900381 192.158.1.15 192.168.1.10@ 76 Acknowledgement[Malformed Packet] 188
- 2.008791 SamsungE_B8:4c:4a Cisco _97:03:¢f 360 Association Request, SN=38, FN=@, Flags=........C, S5ID=testenlcwlan 1@
T 9.080238 192.168.1.15 192.168.1.18@ 76 Acknowledgement[Malformed Packet] 18e
= 8.904269 Cisco_97:03:eF SBmsuUngE_B8:4c:48 398 Association Response, SN=1, FN=8, Flags=........C 108 8xal
ke 9.000750 192.168.1.15 152.168.1.188 76 AcknowledgementMalformed Packet] 1ee
2. B.018966 Cisco_97:03:ef SamsungE B8:4c:da 188
2= @.000001 152.168.1.15 192.166.1. 189 76 Acknowledgement [Malformed Packet] 1@
2 ©.921911 SanmsungE_08:4c:4a Cisco_97:03:ef 342 Key (Message 2 of 4) 18
e 9.0000802 192.158.1.15 192.168.1.18@ 76 Acknowledgement[Malformed Packet] loe
e B.002186 Cisco_57:03:ef SamsungE_88:4c:4a 391 Key (Message 3 of 4) 1ee
2= 8.98@935 192.168.1.15 192.168.1.188 76 Acknowledgement [Malformed Packet] 108
2 @.913825 SamsungE_@8:4c:4a Cisco_97:83:ef 199 Key (Message 4 of 4) 188
2 2.800174 192.1658.1.15 192.168.1.168@ 76 Acknowledgement[Malforned Packet] 1@

Teg: Supported Rates 6(B), 9, 12(6), 18, 24(B), 36, 48, 54, [Mbitssec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Paraseter Elesent
Tag: Vendor Specific: Cisco Systems, Inc.: Alronet Unknown (44)

Tag: HT Capabilities (882.11n D1.198)

» Tag: HT Information (882.11n D1.18)
» Tag: Extended Capabilities (8 octets)

Tag: VHT Capabilities

» Tag: WHT Operation

Tag: Mobility Domain
Tag: Fast BSS Transition
Tag: RM Enabled Copsbilities (5 octets)
Tag: BSS Max Idie Period
Ext Tag: HE Capabilities (IEEE Std 802.11ax/D3.8)

Tag HWumber: Element ID Extension (255)

Ext Tag length: 45

Ext Tag NMumber: HE Capabilities (IEEE 5td 882.11ax/D3.8) (35)

HE MAC Capabilities Information: BxE@Pe9210e8e9

HE Phy Capabilities Information
* Supported HE-MCS and NS5 Set

~ Rx and Tx MCS Maps <= B@ MHz

v Rx HEX-MCS Map <= 8@ MHz: ©xaaaa
ssns sass sess =+10 = MAax HE-MCS for

= Max HE-MCS for
= Max HE-HC5 for
= Max HE-MCS for
= Hax HE-MCS for
= Max HE-HCS for
= Max HE-MCS for
Hax HE-HCS for
: Bxassn

S5: Suppert fer HE-MCS @-11 (ex2)
55: Support for HE-MCS @-11 (@x2)
55: Support for HE-MCS @-11 (@x2)
$5: Support for HE-MCS B-11 (@x2)
55: Support for HE-MCS @-11 (@x2)
S5: Support for HE-MCS @-11 (@x2)
55: Support for HE-MCS ©-11 (@x2)
S5: Support for HE-MCS @-11 (@x2)

R

Tx HEX-MCS Map <= B@
PPE Thresholds

w Ext Tag: HE Operation (IEEE Std 882.11ax/D3.@)

Tag Wumber: Element ID Extension (255)

Ext Tag langth: 9

Ext Tag Mumber: HE Operation (IEEE 5td 862.11ax/03.8) (36)
> HE Operation Parameters: @x@83ff4

BSS Color Information: @x@1

Basic HE-MCS and MSS Set: @xfffc

EE  FIRUAWIFI 63E R R X EIEM , 188 FpeekremotefEWireshark £ T 2 & HFHY
Hit e MEE R~7802.11ax phyKE, & Wireshark 3.2.4% , Wireshark & REZHH
Wific¥) IR R,

JEZ : Cisco APIL Y To3EIRMU-OFDMAM |, 1B 7] LAEIR B £ MU-OFDMAE O Y fif A& il
(IEERBEERRLIE ), BELTUHMMU-OFDMAR L ( FRE ) UREFIRSHBIN L
%,

HUE SRR R

BEMTU

SRBEMTUR I AR IAPHREMTU , BRI UFHESILIRE.



f£Aire0S 8.10.130 WLC E , @3 config ap pmtu disable <ap/all> — NS AAPR E&#S
MTU , ﬁﬁ?‘%ﬁ(ﬂiﬁﬂukf)ﬁﬂﬁu

EHESISHBERABE , FRHITUTRE

& 7] LAE T )X B 31 Bz 1T config boot debug capwapiA /g Ficapwap, DTLSFIDHCPiER , EE T
ERZERIHIERERFZH

#&3& A “config boot debug memory xxxx” B F JLNAEF R o

& UL “show boot'BEE TREF BN REREA T 5I1&F,

AT LUEN 7 R B A fdisable>< 8= ( #l#“config boot debug capwap disable” ) REZEHE{1,
EHEBHLE

AR ZE 1T A T S HEBRSS BB P im kY 19 8 HUE

debug client trace <mac address>

& FimQos

ERXIFREENMAQoSHRE , A LAZ1T“debug capwap client qos”

T ERTLE RN BESNUPE.,

M8.8FF 1 , BEFREEH 1TmacieiE ; #581ERCisco bug IDCSCvm08899 &M,

TabAP#debug capwap client gos

[*08/20/2018 09:43:36.3171] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:8
[*08/20/2018 09:43:45.0051] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:8
[*08/20/2018 09:43:45.5463] chatter: set_qos_up :: SetQosPriority: bridged packet dst: 00:AE:FA:78:36:8
[*08/20/2018 09:43:46.5687] chatter: set_qos_up :: SetQosPriority: bridged packet dst: AC:81:12:C7:CD:3
[*08/20/2018 09:43:47.0982] chatter: set_qos_up :: SetQosPriority: bridged packet dst: AC:81:12:C7:CD:3

&3E v LA EAP L #YQos UP to DSCPF&REAK Qostric, BEEMEFHNBFE I L


https://tools.cisco.com/bugsearch/bug/CSCvm08899

LabAP#show dotll qos
Qos Policy Maps (UPSTREAM)

no policymap
Qos Stats (UPSTREAM)

total packets:
dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

[eNeNololNolNo)

DSCP TO DOT1P (UPSTREAM)

Default dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48
Active dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48

Qos Policy Maps (DOWNSTREAM)

no policymap
Qos Stats (DOWNSTREAM)

total packets:

dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

[eNeNelolNolNo)

DSCP TO DOT1P (DOWNSTREAM)

Default dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
Active dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
LabAP#

FEWLC L E M QosZE I H 7EFlexconnect AP L T &t |, AT LAE A ITIRALF

AP780C-F085-49E6#show policy-map
2 policymaps



Policy Map BWLimitAAAClients type:qos client:default
Class BWLimitAAACTients_AVC_UI_CLASS
drop

Class BWLimitAAACTients_ADV_UI_CLASS
set dscp af4l (34)

Class class-default
police rate 5000000 bps (625000Bytes/s)
conform-action
exceed-action

Policy Map platinum-up type:qos client:default
Class cm-dscp-setl-for-up-4
set dscp af4l (34)

Class cm-dscp-set2-for-up-4
set dscp af4l (34)

Class cm-dscp-for-up-5
set dscp af4l (34)

Class cm-dscp-for-up-6
set dscp ef (46)

Class cm-dscp-for-up-7
set dscp ef (46)

Class class-default
no actions

X FQosiEERH

AP780C-F085-49E6#show rate-1imit client
Config:

mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burs
A8:DB:03:6F:7A:46 2 0 0 0 0 0 0
Statistics:

name up down

Unshaped 0 0

Client RT pass 0 0
Client NRT pass 0 0
Client RT drops 0 0
Client NRT drops 0 38621

9 54922 0



FENaE

EHRBRIFRNHER ( RIFAPRENMANH A ZABNSERE ) BIRAPHEENDHIEESR
A, BERERAFENLDRIER ThEER , MRBRBRMRAM AN , MR RAEENAHLIEER
Ho

debug rrm off-channel defer

debug rrm off-chanel dbg (starting 17.8.1)

debug rrm off-channel schedule

debug rrm off-channel voice (starting 17.8.1)

debug rrm schedule (starting 17.8.1, debug NDP packet tx)
show trace dot_11 channel enable

[*06/11/2020 09:45:38.9530] wcp/rrm_userspace_0/rrm_schedule :: RRMSchedule process_int_duration_timer_
[*06/11/2020 09:45:39.0550] noise measurement channel 5 noise 89

[*06/11/2020 09:45:43.5490] wcp/rrm_userspace_1l/rrm_schedule :: RRMSchedule process_int_duration_timer_
[*06/11/2020 09:45:43.6570] noise measurement channel 140 noise 97

<k
E

B w3
TRERARE N EHRABI HERREARBESHRIENE S :

LabAP#show dotll clients deauth

timestamp mac vap reason_code
Mon Aug 20 09:50:59 2018 AC:BC:32:A4:2C:D3 9 4
Mon Aug 20 09:52:14 2018 00:AE:FA:78:36:89 9 4
Mon Aug 20 10:31:54 2018 00:AE:FA:78:36:89 9 4

EE—hbd , RERBRICESHORIERRNE , M T#ERL

https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-
802-11-deauth-reason-codes/ta-p/3148055

vap 2 EAPK EBWLANHIARIR A (F R FWLCRE BI85 L 9WLAN 111),

IER U E SR G T AR Ay E A SR B , XM I R R R BR & P imAYvap,

& 7] LA A “show controllers Dot11Radio 0/1 wlan”&& VAP ID%I3K,

HEFPWMAKREKEN | B URIMEXHERNFHAES -


https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

LabAP#show dotll clients

Total dotll clients: 1

Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB

00:AE:FA:78:36:89 1

10 1 TestSSID -25 MCS82SS No

BREFPRFENESHARGE , THUET :

LabAP#show client summ

Radio Driver client Summary:

wifio
[*08/20/2018 11:54:59.5340]

[*08/20/2018 11:54:59.5340] Total STA List Count 0

[%08/20/2018 11:54:59.5340] | NO|
[%08/20/2018 11:54:59.5340] --

wifil
[*08/20/2018 11:54:59.5357]

MAC|STATE |

[*08/20/2018 11:54:59.5357] Total STA List Count 1

[%08/20/2018 11:54:59.5357] | NO|
[%08/20/2018 11:54:59.5357] --

[*08/20/2018 11:54:59.5357] |

Radio Driver Client AID List:

wifio
[*08/20/2018 11:54:59.5415]

MAC|STATE |

1| 0:ffffffae: FFFffffa:78:36: FFFFFF8]

[*08/20/2018 11:54:59.5415] Total STA-ID List Count O

[%08/20/2018 11:54:59.5415] | NO|
[%08/20/2018 11:54:59.5415] --

wifil
[*08/20/2018 11:54:59.5431]

MAC|STA-ID|

[*08/20/2018 11:54:59.5431] Total STA-ID List Count 1

[%08/20/2018 11:54:59.5431] | NO|
[%08/20/2018 11:54:59.5432] --

[*08/20/2018 11:54:59.5432] |

WCP client Summary:

mac radio vap aid state

00:AE:FA:78:36:89 1 9

NSS client Summary:

Current Count: 3
| MAC

|[F8:0B:CB:E4:7F:41|00000000 |
|[F8:0B:CB:E4:7F:40|00000000 |
|00:AE:FA:78:36:89|00000003|

Datapath IPv4 client Summary:

id vap port

MAC|STA-ID|

1| 0:ffffffae: FFFffffa:78:36: FFFFFF8]

FWD AES_CCM128 MCS82SS

| OPAQUE |PRI POL|VLAN|BR|TN|QCF|BSS|RADID|MYMAC|

3] o] 1| 11 o] 2] 3| 1|
3] o] 1| 11 o] 2] 3| 1|
1] o] 1| 11 o] 9] 1] 0]

node tunnel mac

encr Maxrate is_wgb_wired

8]

6l

wgb_mac_addr

false 00:00:00:00:00:00

seen_ip hashed_ip sniff_a



00:AE:FA:78:36:89 9 aprlv9 192.0.2.13 - 00:AE:FA:78:36:89 192.168.68.209 10.228.153.45 5.990000

Datapath IPv6 client Summary:

client mac seen_ip6 age scope port
1 00:AE:FA:78:36:89 fe80::2ae:faff:fe78:3689 61 Tink-Tocal aprilv9

Wired client Summary:

mac port state local_client detect_ago associated_ago tx_pkts tx_bytes rx_pkts rx_bytes

S 0] LAE P 58 R M T 4R TE B P U Y R 4

test dotll client deauthenticate

AUMERARTARA BN EFIRREURE TR

LabAP#show cTlient statistics wireless 00:AE:FA:78:36:89
Client MAC address: 00:AE:FA:78:36:89

Tx Packets ;621
Tx Management Packets 1 6

Tx Control Packets : 153

Tx Data Packets 1 462

Tx Data Bytes : 145899
Tx Unicast Data Packets : 600

Rx Packets 1 2910
Rx Management Packets ;13

Rx Control Packets 1 943

Rx Data Packets : 1954
Rx Data Bytes : 145699
LabAP#

ER&BRI L | BRZEEALEshow controllers’ 3k, HMBEFigmactbitit | FERZF
WBIEERE, YaiEEE, PHYIAEAR EiRR B K BUR B

<tfroot>

LabAP#show controllers dotllRadio O client O0:AE:FA:78:36:89

mac radio vap aid state encr Maxrate is_wgb_wired wgb_mac_addr
00:AE:FA:78:36:89 0 9 1 FwD AES_CCM128 M15 false 00:00:00:00:00:00
Configured rates for client 00:AE:FA:78:36:89
Legacy Rates(Mbps): 11
HT Rates(MCS):MO0 M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M1l M12 M13 M14 M15
VHT Rates: 1SS:M0-7 2SS:MO0-7

HT:yes VHT:yes HE:no 40MHz:no 80MHz: no 80+80MHz:no 160MHz:no
11lw:no MFP:no 11lh:no encrypt_polocy: 4
_wmm_enabled:yes gos_capable:yes WME(11le):no WMM_MIXED_MODE: no

short_preamble:yes short_slot_time:no short_hdr:yes SM_dyn:yes



short_GI_20M:yes short_GI_40M:no short_GI_80M:yes LDPC:yes AMSDU:yes
su_mimo_capable:yes mu_mimo_capable:no is_wgb_wired:no is_wgb:no

Additional info for client 00:AE:FA:78:36:89
RSSI: -90

PS : Legacy (Sleeping)

Tx Rate: 0 Kbps

Rx Rate: 117000 Kbps

VHT_TXMAP: 0O

CCX Ver: 4

Statistics for client 00:AE:FA:78:36:89
mac intf TxData TxMgmt TxUC TxBytes

TxFai |

TxDcrd TxCumRetries RxData RxMgmt RxBytes RxErr TxRt

00:AE:FA:78:36:89 aprOv9 8 1 6 1038 1 0 0

Per TID packet statistics for client 00:AE:FA:78:36:89

Priority Rx Pkts Tx Pkts Rx(last 5 s) Tx (last 5 s) QID Tx Drops Tx Cur Qlimit
0 899 460 1 1 144 0 0 1024
1 0 0 0 0 145 0 0 1024
2 0 0 0 0 146 0 0 1024
3 59 0 0 0 147 0 0 1024
4 0 0 0 0 148 0 0 1024
5 0 0 0 0 149 0 0 1024
6 0 0 0 0 150 0 0 1024
7 0 0 0 0 151 0 0 1024

Legacy Rate Statistics:

(Mbps : Rx, Tx, Tx-Retries)

11 Mbps : 2, 0, 0

6 Mbps : 0, 9, 0

HT/VHT Rate Statistics:

(Rate/SS/Width : Rx, Rx-Ampdu, Tx, Tx-Ampdu, Tx-Retries)
0/1/20 : 4, 4, 0, 0, 0
6/2/20 : 4, 4, 0, 0, 0
7/2/20 : 5, 5, 0, 0, 0

webauth done:
false

NTEHERRE P IRBIEBEREN/HERSSHE , B A LLUZE1Tdebug dot11 client rate <mac>" , 1tk

BMIER—IRUTER -

LabAP#debug dotll client rate 00:AE:FA:78:36:89

*08/20/2018 14:17:28.0928] 00:AE:FA:78:36:89
*08/20/2018 14:17:29.0931] 00:AE:FA:78:36:89
*08/20/2018 14:17:30.0934] 00:AE:FA:78:36:89
*08/20/2018 14:17:31.0937] 00:AE:FA:78:36:89
*08/20/2018 14:17:32.0939] 00:AE:FA:78:36:89
*08/20/2018 14:17:33.0942] 00:AE:FA:78:36:89
*08/20/2018 14:17:34.0988] 00:AE:FA:78:36:89

L B s T s Y s B s Y s B sy I |

*08/20/2018 14:17:28.0928] MAC Tx-Pkts Rx-Pkts Tx-Rate

0 0 12
7 18 12
3 18 12
2 20 12
2 20 12
2 21 12
1 4 12

Rx-Rate

a8.
a8.
a8.
a8.
a8.
a8.
a8.

2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s

AMSDU_Tong:no

RxRt idle_counter stats_ago expiration

31 1

RSST
-45
-45
-45
-45
-45
-46
-46

D
Ap

1599

SNR Tx-R
53
53
53
53
53
52
52



*08/20/2018 14:17:35.0990] 00:AE:FA:78:36:89
*08/20/2018 14:17:36.0993] 00:AE:FA:78:36:89
*08/20/2018 14:17:37.0996] 00:AE:FA:78:36:89
*08/20/2018 14:17:38.0999] 00:AE:FA:78:36:89
*08/20/2018 14:17:39.1002] 00:AE:FA:78:36:89
*08/20/2018 14:17:40.1004] 00:AE:FA:78:36:89
*08/20/2018 14:17:41.1007] 00:AE:FA:78:36:89
*08/20/2018 14:17:42.1010] 00:AE:FA:78:36:89
*08/20/2018 14:17:43.1013] 00:AE:FA:78:36:89
*08/20/2018 14:17:44.1015] 00:AE:FA:78:36:89
*08/20/2018 14:17:45.1018] 00:AE:FA:78:36:89
*08/20/2018 14:17:46.1021] 00:AE:FA:78:36:89
*08/20/2018 14:17:47.1024] 00:AE:FA:78:36:89
*08/20/2018 14:17:48.1026] 00:AE:FA:78:36:89
*08/20/2018 14:17:49.1029] 00:AE:FA:78:36:89
*08/20/2018 14:17:50.1032] 00:AE:FA:78:36:89
*08/20/2018 14:17:51.1035] 00:AE:FA:78:36:89
*08/20/2018 14:17:52.1037] 00:AE:FA:78:36:89
*08/20/2018 14:17:53.1040] 00:AE:FA:78:36:89
*08/20/2018 14:17:54.1043] 00:AE:FA:78:36:89
*08/20/2018 14:17:55.1046] 00:AE:FA:78:36:89
*08/20/2018 14:17:56.1048] 00:AE:FA:78:36:89
*08/20/2018 14:17:57.1053] 00:AE:FA:78:36:89
*08/20/2018 14:17:58.1055] 00:AE:FA:78:36:89

[en el e len el el el el e e el e s e
NNEFEFNNRPFPORPROONOOOONOWOVURNNDNWO

=

=

12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12

a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.
a8.

2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s
2-2s

-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-45
-45
-45
-45

52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
53
53
53
53

Hltte , TXMRxBFESITHERR B LTSRN E =M EREFERNEES , ETXERAR
o fBR , RSSI, SNRM#HFEELXR ZHBHN&E - M HEINE (MARZERBHAEHREZN T

HE).

Flexconnects &

BELAESARAUEE ( HIINCWA ) S HRIEEFRPRIELHFINATEFIHAACL:

AP#show client access-1lists pre-auth all f48c.507a.b9ad
Pre-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD

IPv4 ACL: IPv6 ACL:

ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

REDIRECT

rule 0: allow true and 1ip proto 17 and src port 53

rule 1: allow true and 1ip proto 17 and dst port 53

rule 2: allow true and src 10.48.39.161mask 255.255.255.255
rule 3: allow true and dst 10.48.39.161mask 255.255.255.255
rule 4: deny true

No IPv6 ACL found

AP#show client access-1lists post-auth all f48c.507a.b9ad
Post-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD

IPv4 ACL: IPv6 ACL:

ACTION URL-LIST



Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

post-auth

rule 0: deny true and dst 192.0.0.0mask 255.0.0.0
rule 1: deny true and src 192.0.0.0mask 255.0.0.0
rule 2: allow true

No IPv6 ACL found

B33 /5 Fdebug flexconnect access-list counter client <client MAC> , &7 L& EJFlexconnect

ACL EHyan iR itk Es

Ja4EH 1T7show client access-list pre-auth/post-auth all <MAC> R ja h &/NACLE B iR ndy it $has
» X3&EM T BCisco I0S® XE 17. 13T E X B Mflex ACL, ERHIRAF , FHEMENGS , B
RABVLAN ACLE# Han it #kes,

7] LL{E F clear counters access-list client <mac>

APXH RS

COS APF A unixF & L H X HREHNFBE RN R,

&S “show filesystems {2 M 710 X L Z= A FE AR M2 FHFMAER -

2802#show filesystems

FiTesystem Size Used Available Use% Mounted on
/dev/ubivol/storage 57.5M 364.0K 54.1M 1% /storage
2802#

S “show flash’%| i T APIN1FE LB =304, S&IE AT LART hlsyslogsicorex i 7 LA Bl HHIX L 4% 7E S
*,

ap_2802#show flash
Directory of /storage/

total 84

-rw-r--r-- 1 root root 0 May 21 2018 1111

-rw-r--r-- 1 root root 6 Apr 15 11:09 BOOT_COUNT
-rw-r--r-- 1 root root 6 Apr 15 11:09 BOOT_COUNT.reserve
-rw-r--r-- 1 root root 29 Apr 15 11:09 RELOADED_AT_UTC
drwxr-xr-x 2 root root 160 Mar 27 13:53 ap-images

drwxr-xr-x 45 root 2016 Apr 15 11:10 application
-rw-r--r-- 1 root root 6383 Apr 26 09:32 base_capwap_cfg_info
-rw-r--r-- 1 root root 20 Apr 26 10:31 bigacl



-rw-r--r-- 1 root root 1230 Mar 27 13:53 bootloader.log
-rw-r--r-- 1 root root 5 Apr 26 09:29 bootloader_verify.shadow
-rw-r--r-- 1 root root 18 Jun 30 2017 config

-rw-r--r-- 1 root root 8116 Apr 26 09:32 config.flex
-rw-r--r-- 1 root root 21 Apr 26 09:32 config.flex.mgroup
-rw-r--r-- 1 root root 0 Apr 15 11:09 config.local
-rw-r--r-- 1 root root 0 Jul 26 2018 config.mesh.dhcp
-rw-r--r-- 1 root root 180 Apr 15 11:10 config.mobexp
-rw-r--r-- 1 root root 0 Jun 5 2018 config.oeap
-rw-r--r-- 1 root root 2253 Apr 26 09:43 config.wireless
drwxr-xr-x 2 root root 160 Jun 30 2017 cores

drwxr-xr-x 2 root root 320 Jun 30 2017 dropbear
drwxr-xr-x 2 root root 160 Jun 30 2017 dimages

-rw-r--r-- 1 root root 222 Jan 2 2000 last_good_uplink_config
drwxr-xr-x 2 root root 160 Jun 30 2017 1ists

-rw-r--r-- 1 root root 215 Apr 16 11:01 partl_info.ver
-rw-r--r-- 1 root root 215 Apr 26 09:29 part2_info.ver
-rw-r--r-- 1 root root 4096 Apr 26 09:36 random_seed
-rw-r--r-- 1 root root 3 Jun 30 2017 rxtx_mode
-rw-r--r-- 1 root root 64 Apr 15 11:11 sensord_CSPRNGO
-rw-r--r-- 1 root root 64 Apr 15 11:11 sensord_CSPRNG1
drwxr-xr-x 3 support root 224 Jun 30 2017 support

drwxr-xr-x 2 root root 2176 Apr 15 11:10 syslogs

Filesystem Size Used Available Use% Mounted on

flash 57.5M 372.0K 54.1M 1% /storage

FREMARERS BE

syslogX k176 S BI EF B B Wsysloghii . i Hshow logiRERE L XEFMBHENREAE

o

ESNEHBEHEART , REATSLXBEARBENH.

artaki# show flash syslogs
Directory of /storage/syslogs/

total 128

-rw-r--r-- 1 root root 11963 Jul 6 15:23 1

-rw-r--r-- 1 root root 20406 Jan 1 2000 1.0
-rw-r--r-- 1 root root 313 Jul 6 15:23 1.Tlast_write
-rw-r--r-- 1 root root 20364 Jan 1 2000 1l.start
-rw-r--r-- 1 root root 33 Jul 6 15:23 l.watchdog_status
-rw-r--r-- 1 root root 19788 Jul 6 16:46 2

-rw-r--r-- 1 root root 20481 Jul 6 15:23 2.0
-rw-r--r-- 1 root root 313 Jul 6 16:46 2.Tlast_write
-rw-r--r-- 1 root root 20422 Jul 6 15:23 2.start
FiTesystem Size Used Available Use% Mounted on
flash 57.6M 88.0K 54.5M 0% /storage

artaki# show flash cores
Directory of /storage/cores/
total O



Filesystem Size Used Available Use% Mounted on
flash 57.6M 88.0K 54.5M 0% /storage

NEBEHENE-—MRHEHRXMH.0, R1.03K , WLIEXMH1.1, EFNBGE , HeIB -
XH2.0, BALSRH
yu%%tﬁAP‘{Vj‘E%z}b /u\/é %\i%k Uﬁiﬁﬁ%%ﬁ ; E.[LXMWLCE /z\/JLE/L’\E*To

HIAMERT , AP Hsyslog X ARES ML S BX RN Hibit | A ERAFREE
syslogir 5588

MIABERT , APB syslogRiEE2H &% LITENNEMAE.

1£9800#% #2858 £ |, &7 LAfEManagement T B Configuration -> AP JoinEit B 3 4 B X LS B,

Edit AP Join Profile

General Client CAPWAP AP Management Security ICap QoS

Device User Credentials CDP Interface
TFTP Downgrade Telnet/SSH Configuration
IPv4/IPv6 Address 0.0.0.0 Telnet
Image File Name SSH v
System Log AP Core Dump
Facility Value KERN v Enable Core Dump
Host IPv4/IPv6 Address 192.168.1.12
Log Trap Value Information -
Secured (i)

B LAE B Log Trap Value , ME BB syslog®RiE iR, ARG , BAILEAP CLIEEARR , X
637 i 9 1 B T sysloglE B A X BB B Y BRSS 85 o

B FCisco Bug ID CSCvu75017 & , RE L& fFsyslogiZ HEi%iE AKERN ( BRIAE ) 81 , APF LXK


https://tools.cisco.com/bugsearch/bug/CSCvu75017

EsyslogiE B,

MRS EEBEBRAP I BER EM TS (Sl , EWGBLE ) WEE , MRE B ST MEAPKRE LT
BEERIE R RIS HE AT,

Hit , ENFRFERORS AESXNHRARNFRAPASMEAEREEN &R HHNETE %,

APHEH

—LEEFRENSHRENCHEETEE MBI REE , EAUMEALILLE,

T ESERATHNLEES 2

AP show tech

APRE BHE

AP Capwapd X i B &
APEZHFEE A&
AP 1 ST

ERMAPXIFHRSE |, A LU# AAP CLIF 5 A @5 = copy support-bundle tftp:x.x.x.x"o

2ZE , B LK ER NAPE#HM I T support.apversion.date.time.tgzf9 X4 , IITFF7R :

APCAF7.D54C.E77C#copy support-bundle tftp: 192.168.1.188

£Cry
APCAF7.D54C.E77C#copy support-bundlie tftp: 192.168.1.180
Creating support bundle, please wait...ifconfig: wiredl: error fetching interface information: Device not found

Unit systemd-journald.socket could not be found.

tar: ./*.tgz: No such file or directory

tar: srror exit delaved from previous errors

tar: *.tgz: No such file or directory

tar: error exit delayed from previous errors

+=== Support file APC4F7.D54C.E77C_support.17.2.1.11.202804088.145526.tgz created ===+

T L T S naaiaaE: 100.0%

Successful file transfer:
APCAF7.D54C.E77C_support.17.2.1.11. 20200408.145526 . tgz
APC4F7.D54C.E77CH]]

HIEBESR 2R, TEEREN MK



i-images » APCAFT.DSACETTC support17.2.0.01.20000408. 145526

-

O Meme [t updified Type Sine
O] | APCHFTDSSCETIC support.17.2.1,11.20200408, 145526 brain.emarlog.ge GZ File 1KB
| ARCAFTDSICETIC suppert.17.2.1,11.20200408, 145526 brain Jeg.g2 GZ File KR
| APCAFT.DSACETIC suppert.17.2.1,11.20200408, 145526.info INF( File 1KB
| APCAFT.IDSACETTC suppert.17.2.1,11.20200408, 145526 messages. g2 GZ File KB
| APCAFTIDSSCETTC support.17.2.1.11. 20200408, 145526.startlog.gz GZ File KB
| APCAFTDSCETIC suppert. 17.2.1.11,20200408.1455 26 syslogs.gz G File 2KB
| APCAFT.DSACETTC suppert.17.2.1,11.20200408, 145526.tech_support.ge G2 File 34 KB
| APCAFTIDMCETIC suppert.17.2.1,11. 20200408, 145526 wsa_infojren.gz GZ File KB
| APCAFT.DS4C ETTC support.17.2.1,11.20200408, 145526.wsa_status.json.gz G2 File 1KB

IR EAPR D X

ERBNEAPROXY  BERAZSEEXHRMETFNROEME  RAEMNAPLESZFHRGS
, REEE A BItpIRS BT, BRI AtftpARS585192.168.1.100,

AireOS CLI

(c3584-81) »config ap core-dump enable 192.158.1.16@ aplores uncompress 3

<Cisco AP»

Enter the name of the Cisco AP.

all Applies the configuration to all connected APs.

AireOS GUI

alraln

clsco HONITOR  WLA CONTROULER WIRELESS SECURITY MANAGEMENT COMMANDS

FEEDBACK

Saye Configuration  Ping  Loged  Refresh

User:admin{Readwiite) M Home

| Generat | St | i

Feguiatory Domaing

SO0Z.1tbgi-E  BOZ.1lard

Power Gver Ethernet Settings

Country Cade I8 (lerael) . T I
? e
Lol iy Pre-standard 502.3al seitches
AP Greus Hame detmunogros ¥ ot Tnjactor State
» Ftatatics Temer 183 i —
Data Encryption
a Doy # e
b AP Group NTP Ebges Rilactig sl .
P TFTP Seroar 1P 192.168.1.100
s 2 Telnet Global Config ¥
¥ z File Name aplores
iobal Config ¥ | &
RF Profiles = ekl Corfn File Compression ¥ brmble
] g ® | ¥
FlaxConnact Groups. e e S ol
TCP Adjusst MSS [IPvd: 536 = 1363, [Pvée 1220+ 1338) (1350
¥ RexConsect hLs TCP M55 is Globally Enabled PR, I =
FlaxConnect VLAN L6D state Erabie ¥ 4F Retrassmit Ircerval 3
Templates
" - VLAN Tagging
e & Usts LED Brightiovel L] (1-8)
¥ 802.11a/n/ac/ax L% P Rl . li;3E00 mcamis VLAN Tagging Erabied
e Indetmte NTP Server Status
¥ Media Stream Ouatie B
USE Hadule 1D U8 Madule
, Application Vislbikiy mOHS Configuration
G i mONS Snooping Erabied
Lync Server USB Module Status .
VLAN Lt
Country USE Hadule Operatiseal Siate Nk Detected 7
Trustsec
Timers Hypertocation Corfiguration
TrustSes Config
s P o 3 Bastle Hyperiocation Giztal Conig *
EMX Sorvices
; Presect

QoS Hyperocaticn BLE Module

Cisco I0S® CLI

Services Sub-Services OMX Server Ip



<tfroot>

eWLC-9800-01(
config

d#ap profile TiagoOffice
eWLC-9800-01(

confi g-

ap

-profile

D#core-dump tftp-server 192.168.1.100 file apCores uncompress

Cisco 10S® GUI

B il Cisco Catalyst 9800-CL Wireless Controlier # 2 47T Q =

~ 3 AP Join ] l Edit AP Join Profile x
PRV A Management -
AP Join Profile Hame .@

TFTP Downgrade Telnet/35H Configuration

TiagaOfhice

0.000

AP Core Dun
System Log o

192.168.1.100
265,255.295.255

detault

MCisco I0S® XE 17.3.1 , BB — M XIFWHPZET+ , AFUMWLC GUITHAP SB,

T R 2EAP LH1T “copy support-bundle”is & HBEESCPFHE KX FIWLC ( B AWLCH B2
SCPHRS 2% ) -

R, AN REERTE



] O -
7800 AR- e

‘085-49E6  AP2BO2I- 2 ] 81.244.9.50 5021.083¢ i

& A-K9 General Interfaces High Availability Inventory ICap Advanced Support Bundle
1 0 w
Destination © This Device Last Export Status
External Server
i State

5 GHz Radios . P 172.31.46.79
Server e Transfer Mode

2.4 GHz Radios Destination File Path* @ ! Server IP

Fila Path

Usaermame™

Dual-Band Radios Time of Export
Password*

LSC Provision

XEWRE , EAILIE17.3.1 2B RYeWLChR AR F T B I5

MR BEEIAPHTFTPRS 28 , HBEISCPR RS IMAPEHIFeWLC IP,

eWLCEFEBIESSHMAPEE |, EIEX F17.3 2 BIARA KX B — N T HAVERI5,

S PR1.7£9800 v17.2.1. £ 5 FASSH

5 PR2.7£Cisco IOS® XE v17.2.1 L5 FiSCP

Ite 7R3 B A fAT B ESCPRY BR S5 2R um Sh A It RAIGE R At E LY A P B MRS

Device: anable
Device# configure terminal
ice(config)s aaa new-model

-1

onfig)# aaa authentication login default local
# aaa authorization exec default local
= username userl privilege 15 password @ lab
nfi gur and "..".:'.'.-:":.";_'_ properly.
= ip scp server enable

= end

L]

3
T R T
o m  m .\

FEWLC I0S-XE 17.10.12 /5 , APFIWLCZ B K BRIA BB T ICE , FE2Z CSCwb68238 4 H
CSCwnf# 34344 2. 17.15.4,

'|3€\

ROHEN 1 “9120-APHI X IFRAEHI KM, EH : BK : (2)BUsshRWERW : -5, TERM
2"

B i


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
https://tools.cisco.com/bugsearch/bug/CSCwb68238
https://tools.cisco.com/bugsearch/bug/CSCwn34344

Edit AP x

General Interfaces High Availability Inventory Geolocation ICap Advanced Support Bundle
Destination ® This Controller Last Export Status
O External Server
A State Copy Failed
Server IP* ‘ 192.168.1.15 | Failure Reason curl: (2) Failure
establishing ssh session:
Destination File Path* @ ‘ / | -5, Unable to exchange
encryption keys
Username* ‘ admin | Transfer Mode sSCp
Server P 192.168.1.15
Password* ‘ ......... |
File Path /

Start Transfer Time of Export A,

MEZRFZWEE , B At Tip ssh server algorithm mac hmac-sha2-256 hmac-sha2-256-
etm@openssh.com hmac-sha2-512-etm@openssh.com,

Administration * * Command Line Interface

ip &2h sedver algorithm mac hmac-sha2-256 hmar-shaz-zmm@npenssh.cum hmar-snaz—summ@npenssﬂ.cum

Control+X: Clear | Control+M: Swilch Mode | Control+Refurmn() | Execule Command | Control+Y. Cogy | Control+Shift+E: Export | Shift+Up Amoss{ 1 WDown Amow ). Lookup History

# ip ssh server algorithm mac hmac-sha2-256 hmac-sha?-256-atm@openssh.com hmac-sha2-512-etm@openssh.com
Command Executed Successfully

S 3. FEHdn S copy support-bundle , BN EEREEEHESCPRE [ BIEZN BB,

BN BB T RS TURIAZRYNNAS , REEGTFES/MBEZXHE

AP79DB.98EL.3DEC#copy support-bundle scp: admin@192.168.1.15:/

Creating support bundle, please wait...!tar: ./*.tgz: No such file or directory
tar: error exit delayed from previous errors

tar: ®=.tgz: No such file or directory

tar: error exit dalaued foom Gt LS ALaass
+=== Support file] AP78DE.98E1.3DEC_support.17.2.1.11.20200506.118006.5g2
Warning: Permnenm} to the 1ist of Known hos
Password:

Connection closed by 192.168.1.15 port 22

lost connection

AP7@DB.98ELl.3DEC#copy support-bundle zcp: admin@192.168.1.15:/AP7008.98E1.3DEC support.17.2.1.11.282008586.110006.t82

Creating support bundle, please wait...!tar: ./*.tgz: No such Tile or d!r!':tbi'j«"

tar: error exit delayed from previous errors

tar: *.tgz: No such file or directory

tar: error exit delayed from previous errors

+=== Support file AP7@DE.98E1.30EC_support.17.2.1.11.20200506.118400.tgz created ===+

Password:

AP7@DB.98EL.3DEC_support.17.2.1.11.20200586.1184808.tg2 18k SeKB 3.3MB/s ©0:80
Connection to 192.168.1.15 closed by remote host.

Ap7eDe.98E1. 3DEC]]

reated ===+



mailto:hmac-sha2-512-etm@openssh.com

HRRAREH AeWLC GUIFIREUA T X : EE>EE>NHEEER:

atla]i
€isco

YDER W A& 5F

AEAP L AR EGRPCIESEA :

AP# show grpc server log

time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
37:
37:
37:
37:

522"
522"
522"
522"
522"
522"
522"
522"
522"
522"
02z"
02z"
02z"
02z"

Cisco Catalyst 9800-CL Wireless Controller

* » File Manager
s
E E
o P
el dog
E
s P
Coste 150 162

Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info
Tevel=info

I
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg="
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]
msg=""[DNAS]

A LAUE I I E 5 Cisco DNA SpacesiE #8510 -

AP# show cloud connector key access

Token Valid : Yes

Token Stats :

Calling startDNASpacesConn routine

Cisco Catalyst 9800-CL Wireless Controller

lln
€150

Access Points

Admin

Siots Stotss

O P7008.0881 T00C, rappent 172111 20200506.1 1000

spaces conn url 10.22.243.33:8000"

entering stopDNAspacesTmpTokenRoutine"

exiting stopDNAspacesTmpTokenRoutine"

entering startDNAspacesTmpTokenRoutine"

Taunching token request cycle"

exiting startDNAspacesTmpTokenRoutine"

spaces token expiration time 2020-04-02 01:36:52 +00
Receive Success status"

Connection not in ready state sleeping for 10 second
Setup Stream for the gRPC connection"

Connect RPC Succeeded."

RX routine got enabled "

TX routine got enabled "



Number of Attempts : 44

Number of Failures : 27

Last Failure on : 2020-03-28 02:02:15.649556818 +0000 UTC m=+5753.097022576
Last Failure reason : curl: SSL connect error

Last Success on : 2020-04-01 00:48:37.313511596 +0000 UTC m=+346934.760976625
Expiration time : 2020-04-02 00:48:37 +0000 UTC

Connection Retry Interval : 30

AP# show cloud connector connection detail

Connection State : READY

Connection Url : 10.22.243.33:8000
Certificate Available :  true

Controller Ip 0 10.22.243.31
Stream Setup Interval : 30

Keepalive Interval : 30

Last Keepalive Rcvd On : 2020-04-01 00:32:47.891433113 +0000 UTC m=+345985.338898246
Number of Dials 2

Number of Tx Pkts ;2788175

Number of Rx Pkts ¢ 11341

Number of Dropped Pkts : 0

Number of Rx Keepalive ¢ 11341

Number of Tx Keepalive ¢ 11341

Number of Rx Cfg Request : 0

Number of Tx AP Cfg Resp : 0

Number of Tx APP Cfg Resp : 0

Number of Tx APP state pkts i 5

Number of Tx APP data pkts 1 2776829

EEEAPHHRIBLES FEEE :

AP# show controllers ioTRadio ble 0 broadcast

BLE Profile Config

Active profile : v-iBeacon
Profile 0 (iBeacon)

uuib : 00001000000000000000000000000000
Interval (ms) : 100

Power (dBm) =21

Advertised Power (dBm) : -65

Minor : 0

Major : 0

TxPower byte

! bfbfbfbfbfbfbfbfbfbfbfbfbf

Profile 1 (Eddystone UID)
Namespace (hex) : 0000000000005446089c
Instance-ID (hex) : 7f0000001f00

Profile 2 (Eddystone URL)

URL

: http://www.



EEFHMER , BHITUTRE

AP# show controllers ioTRadio ble 0 scan brief

Profile MAC RSSI(-dBm) RSSI@lmeter(-dBm) Last-heard
Unknown 3C:1D:AF:62:EC:EC 88 0 0000D:00H:00M:01S
iBeacon 18:04:ED:04:1C:5F 86 65 0000D:00H:00M:01S
Unknown 18:04:ED:04:1C:5F 78 65 0000D:00H:00M:01S
Unknown 04:45:E5:28:8E:E7 85 65 0000D:00H:00M:01S
Unknown 2D:97:FA:0F:92:9A 91 65 0000D:00H:00M:01S
iBeacon EQ0:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown EO:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
iBeacon 04:EE:03:53:74:22 45 256 0000D:00H:00M:01S
Unknown 04:EE:03:53:74:22 45 256 0000D:00H:00M:01S
04:EE:03:53:6A:3A 72 N/A 0000D:00H:00M:01S

Unknown 04:EE:03:53:6A:3A 72 65 0000D:00H:00M:01S
iBeacon EQ0:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown EO:7D:EA:16:35:35 67 65 0000D:00H:00M:01S
iBeacon 04:EE:03:53:74:22 60 256 0000D:00H:00M:01S
Unknown 04:EE:03:53:74:22 60 256 0000D:00H:00M:01S
Eddystone URL 04:EE:03:53:6A:3A 72 N/A 0000D:00H:00M:01S

HAPHEEREN AN S RBLEMKXER T TR , A AERKEIoXR A RIRE

AP#show iox applications
Total Number of Apps : 1

App Name : cisco_dnas_ble_iox_app
App Ip : 192.168.11.2
App State : RUNNING
App Token : 02fb3e98-ac02-4356-95ba-c43e8al1f4217
App Protocol : ble
App Grpc Connection : Up
Rx Pkts From App : 3878345
Tx Pkts To App : 6460
Tx Pkts To Wlc : 0

Tx Data Pkts To DNASpaces : 3866864

Tx Cfg Resp To DNASpaces : 1

Rx KeepAlive from App : 11480

Dropped Pkts : 0

App keepAlive Received On : Mar 24 05:56:49

BRMERAN T TEEIIOXKA , AREXREEREENHKZEAE

AP#connect iox application

/ #

/# tail -F /tmp/dnas_ble.Tlog

Tue Mar 24 06:55:21 2020 [INFO]: Starting DNA Spaces BLE IOx Application

Tue Mar 24 06:55:21 2020 [INFO]: Auth token file contents: db26a8ab-e800-4fe9-al128-80683eal7bl?2
Tue Mar 24 06:55:21 2020 [INFO]: Setting gRPC endpoint to: 1.1.7.101:57777

Tue Mar 24 06:55:21 2020 [INFO]: Auth with token: db26a8ab-e800-4fe9-al28-80683eal7bl?2



Tue
Tue
Tue
Tue
Tue

g1t

24
24
24
24
24
24

06:
06:
06:
06:
06:
06:

55:
55:
55:
55:
55:
55:

21
21
21
21
21
21

2020
2020
2020
2020
2020
2020

[INFO] :
[INFO] :
[INFO] :
[INFO] :
[INFO] :
[INFO] :

Attempt to connect to DNAS Channel
Starting to run metrics

Starting to run Channel Keepalive
Initialize DNAS Reader Channel
Start listener for messages
Running BLE scan thread

BT ZHREHRTETUHEBRMNFERECOS APHEKXATFRIE,

AXHEIIHTRERANXE , AEREH.
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