15 & U

=

)
SRR
£
R HAL
an
i
EAP
MAC % iF
WPA
EE/HTTP HAKUE
HXES

F)
THBEUFZANERASHRIE. KFELNSHRIERERTRRENFEXN AT RS HRIE
MY (EAP). Hfth & HIIIRE TFE MAC it & HRITMER S HRIE, XN ENEREHM
BRELEORIENAL. FELLKRRYEEN  XEFHENERFFER.

AR ANEFSRIEDBN OB ETHEENER , MEEXEZI, SNEENERHAER
, MARBHEEAZE, BERBEINTRHINBEATE , FEZTmNRRZFARKR,

FORFAF
=R

Cisco BB THUTER :
- BRRIE, RNeELEMEMERK

- 2R 10S® MM 1THRE (CLI)

‘%I.u

5

« RADIUS RS &REE

ERREHF
AXEPNEEETUTRENESRE
« ET Cisco 10S 1. EAESMRANTL ™ m

» Hilgraeve HyperTerminal



AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(BN ) BE, MREEANREIME  FRAREKELTHRMEG THRBERN,

AN
BX AN AL , HSH Cisco BARETANL
IR s

MRTEFBRNDMARAEE , WEEETAL. BRUBENZH RS EZRERE Telnet HEE
R REFHRNENFFHIRINEE.

LU /R4 B8 2nfaT 5 A Hilgraeve HyperTerminal M AfEF IR B H. K Z ¥ Microsoft Windows 1#
ERGEEE HyperTerminal , ERET LU SN A FEMNLARKGBENARERF. BXZNARRF
NEZEEER |, EZSH Hilgraeve o

SERATEER , LUF HyperTerminal BLE N S#EA R (AP) SFF#H1THE(E -
1. EFTF HyperTerminal , \E%&FRF B> F">RE T E">EE">“HyperTerminal’,
1 — HyperTerminal B3h
2. HyperTerminal 7 /5 , TRATEER -
a. WMAEENER,
b. EFE R,
c. Click OK.
3. W Telnet EHE , THRUTLRR :
a. M“Connect Using” F I8 | 1E£$F TCP/IP,
b. M AZEHPETEHNREZR P bt
c. Click OK.
2 - Telnet ¥E#
4. WNTREEEE  TEATIR
a. M“Connect Using" F I 2 | IR EEEEF S B4 COM ixH,
b. Click OK.
HEREENEMER,

c. REGZH i O HERENEE,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.hilgraeve.com/hyperterminal.html
http://www.hilgraeve.com/hyperterminal.html
http://www.hilgraeve.com/hyperterminal.html

d. EMERIAIRORE , 5 & Restore Defaults,
AR RZSBERFmBRXARUNKARE,
BiAmOiRER
* Bits per second — 9600
+ Data bits — 8
- FERE-T
o {FLEf—1
* Flow control — None
3-COM1 B
LeEt , HEY Telnet Sii2d AR |, FARTEM AR BNED,
JEE : Cisco Aironeti® & 7 BLERIAA F B MZE B Cisco ( Ko KNE ) ,
5. B TR, BREUATER :
a. X enable i LA A4S IUE,
b. I AEAEWB,
AE FIEE, AironetiR BRI EBRINZE ZCisco ( KA KNE ) o

AR EEFTelnet&iEN AR MY |, & Hterminal monitorsiterm monip & T FF 4 &
BEMES.

4 — EEM Telnet 21iF
6. B EREE A TRATSIRUBERFHIR
a. M“Transfer’3 8 1 i%$% Capture Texto
5 - RIFREFHIR
b. 2R E I A X BN EREFT I, A NHA,
7. BT SRUZER RRERIT
AR ZRRESHR , T ER MR IEREER,
a. M HyperTerminal X8/ | i%£3% File,
b. EEE M.
c. BEEZEEMRL , £ Settings T+,



d. B3 ASCII Setup,

e. BUHIE # Wrap lines that exceed terminal width,

f. EXH“ASCII Settings” , &£ & OK,

g. EXHEEEMR , FEE OK.

6 — ASCII Settings

MAE AU EARER HHERN XA STHRREBRTHENARAR, AXEETROE DT
SRHREADEERENRE,
EAP

LT REEXF EAP A RIFFEEFHED
« debug radius authentication — It 81z B9 % HH A T EAYRIFF 3K : raDIUS.

« debug dot11 aaa authenticator process — It &1, B %1 i LA T T B9 STARFF Sk

: dotll_auth_dotlx_o

« debug dot11 aaa authenticator state-machine — It i1z &9 % H LA T B9 STASFF 3k
: dotll_auth_dotlx_run_rfsme

XERHER
- EHHRIEXEAER RADIUS S5 BRREHARE
o« HEIZSHRUEX EAE 8B REAY R E
« SHRIENFEEEEPRRN SRS

LT RAIERRINEEE EAP (LEAP) S RIE :

FZhEY EAP & 1350 UE 7R 6

<f#froot>

Apr 8 17:45:48.208: dotll_auth_dotlx_start: in the dotll_auth_dotlx_start
Apr 8 17:45:48.208: dotll_auth_dotlx_send_id_req_to_client:
sending identity request for 0002.8aa6.304f
Apr 8 17:45:48.208: dotll_auth_dotlx_send_id_req_to_client:
Started timer client_timeout 30 seconds
Apr 8 17:45:48.210: dotll_auth_parse_client_pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 17:45:48.210: dotll_auth_dotlx_run_rfsm:
Executing Action(

CLI ENT_WAI T, EAP_START

) for 0002.8aa6.304f
Apr 8 17:45:48.210: dotll_auth_dotlx_send_id_req_to_client:




Apr
Apr
Apr
Apr

Apr

sending identity request for 0002.8aa6.304f

8 17:45:48.210: dotll auth_dotlx_send_id_req_to_client:
Started timer client_timeout 30 seconds

8 17:45:48.212: dotll _auth_parse_client_pak:

Received EAPOL packet from 0002.8aa6.304f

8 17:45:48.212: dotll _auth_parse_client_pak:

id is not matching req-id:1lresp-id:2, waiting for response
8 17:45:48.213: dotll _auth_parse_client_pak:

Received EAPOL packet from 0002.8aa6.304f

8 17:45:48.213: dotll_auth_dotlx_run_rfsm:

Executing Action(

CLI ENT_WAI T, CLI ENT_REPLY

) for 0002.8aa6.304f
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Apr
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Apr
Apr
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Apr
Apr
Apr

Apr

Apr
Apr
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Apr
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Apr
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Apr
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Apr
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8 17:45:48.214: dotll _auth_dotlx_send_response_to_server:
Sending client 0002.8aa6.304f data to server

8 17:45:48.214: dotll _auth_dotlx_send_response_to_server:
tarted timer server_timeout 60 seconds

8 17:45:48.214: RADIUS: AAA Unsupported [248] 14
8 17:45:48.214: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[Tabap1200ipl]
8 17:45:48.215: RADIUS: AAA Unsupported [150] 2
8 17:45:48.215: RADIUS(0000001C): Storing nasport 17 1in rad_db
8 17:45:48.215: RADIUS(0000001C): Config NAS IP: 10.0.0.102
8 17:45:48.215: RADIUS/ENCODE(0000001C): acct_session_id: 28
8 17:45:48.216: RADIUS(0000001C): Config NAS IP: 10.0.0.102
8 17:45:48.216: RADIUS(0000001C): sending
8 17:45:48.216: RADIUS(0000001C): Send Access-Request
to 10.0.0.3:1645 id 21645/93, Ten 139
8 17:45:48.216: RADIUS: authenticator 92 26 A8 31 ED 60 6A 88
- 84 8C 80 B2 B8 26 4C 04
8 17:45:48.216: RADIUS: User-Name [1] 9 "aironet"
8 17:45:48.216: RADIUS: Framed-MTU [12] 6 1400
8 17:45:48.217: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
8 17:45:48.217: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
8 17:45:48.217: RADIUS: Service-Type [6] 6 Login [1]
8 17:45:48.217: RADIUS: Message-Authenticato[80] 18 =
8 17:45:48.217: RADIUS: EAP-Message [79] 14

8 17:45:48.218: RADIUS: 02 02 00 OC 01 61 69 72 6F 6E 65 74

8 17:45:48.218: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]
8 17:45:48.218: RADIUS: NAS-Port [5] 6 17
8 17:45:48.218: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
8 17:45:48.218: RADIUS: Nas-Identifier [32] 16 "labapl200ip102"

8 17:45:48.224: RADIUS: Received from id 21645/93 10.0.0.3:1645,
Access-Challenge, len 69

8 17:45:48.224: RADIUS: authenticator C8 6D 9B B3 67 60 44 29
- CC AB 39 DE 00 A9 A8 CA

8 17:45:48.224: RADIUS: EAP-Message [79] 25

8 17:45:48.224: RADIUS: 01 43 00 17 11 01 00 08 63 BB E7 8C OF AC EB 9A
[?C?77272°?2?2c???7?7??7]

8 17:45:48.225: RADIUS: 61 69 72 6F 6E 65 74

[aironet]

8 17:45:48.225: RADIUS: Session-Timeout [27] © 20

8 17:45:48.225: RADIUS: Message-Authenticato[80] 18 =
8 17:45:48.226: RADIUS(0000001C): Received from id 21645/93
8 17:45:48.226: RADIUS/DECODE: EAP-Message fragments, 23, total 23 bytes
8 17:45:48.226: dotll _auth_dotlx_parse_aaa_resp:
Received server response: GET_CHALLENGE_RESPONSE
8 17:45:48.226: dotll_auth_dotlx_parse_aaa_resp: found eap pak 1in




Apr

Apr

server response

8 17:45:48.226: dotll_auth_dotlx_parse_aaa_resp: found session timeout

20 sec
8 17:45:48.227: dotll_auth_dotlx_run_rfsm:
Executing Action(

SERVER_WAI T, SERVER_REPLY

) for

Apr
Apr
Apr

Apr

0002 .8aa6.304f

8 17:45:48.227: dotll _auth_dotlx_send_response_to_client:
Forwarding server message to client 0002.8aa6.304f

8 17:45:48.227: dotll _auth_dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

8 17:45:48.232: dotll _auth_parse_client_pak:

Received EAPOL packet from 0002.8aa6.304f

8 17:45:48.232: dotll_auth_dotlx_run_rfsm: Executing Action
(

CLI ENT_WAI'T, CLI ENT_REPLY

) for 0002.8aa6.304f

Apr
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Apr
Apr

Apr
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Apr
Apr
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Apr

Apr
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Apr
Apr

Apr
Apr
Apr
Apr

Apr
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8 17:45:48.232: dotll _auth_dotlx_send_response_to_server:
Sending client 0002.8aa6.304f data to server

8 17:45:48.232: dotll _auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds

8 17:45:48.233: RADIUS: AAA Unsupported [248] 14
8 17:45:48.234: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[Tabap1200ipl]
8 17:45:48.234: RADIUS: AAA Unsupported [150] 2
8 17:45:48.234: RADIUS(0000001C): Using existing nas_port 17
8 17:45:48.234: RADIUS(0000001C): Config NAS IP: 10.0.0.102
8 17:45:48.234: RADIUS/ENCODE(0000001C): acct_session_id: 28
8 17:45:48.234: RADIUS(0000001C): Config NAS IP: 10.0.0.102
8 17:45:48.234: RADIUS(0000001C): sending
8 17:45:48.234: RADIUS(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/94, len 166
8 17:45:48.235: RADIUS: authenticator 93 B5 CC B6 41 97 A0 85
- 1B 4D 13 OF 6A EE D4 11
8 17:45:48.235: RADIUS: User-Name [1] 9 "aironet"
8 17:45:48.235: RADIUS: Framed-MTU [12] 6 1400
8 17:45:48.236: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
8 17:45:48.236: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
8 17:45:48.236: RADIUS: Service-Type [6] 6 Login
8 17:45:48.236: RADIUS: Message-Authenticato[80] 18 =
8 17:45:48.236: RADIUS: EAP-Message [79] 41

8 17:45:48.236: RADIUS: 02 43 00 27 11 01 00 18 30 9F 55 AF 05 03 71 7D

[?7C?'?727707U777q}]

8 17:45:48.236: RADIUS: 25 41 1B BO F4 A9 7C EE F5 51 24 9A FC 6D 51 6D

[?A??77]77Q$77mQm]

8 17:45:48.237: RADIUS: 61 69 72 6F 6E 65 74 [aironet]
8 17:45:48.237: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]
8 17:45:48.237: RADIUS: NAS-Port [5] 6 17
8 17:45:48.238: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
8 17:45:48.238: RADIUS: Nas-Identifier [32] 16 "labapl200ip102"

8 17:45:48.242: RADIUS: Received from id 21645/94 10.0.0.3:1645,
Access-Challenge, len 50

8 17:45:48.243: RADIUS: authenticator 59 2D EE 24 CF B2 87 AF
- 86 DO C9 00 79 BE 6E 1E

8 17:45:48.243: RADIUS: EAP-Message [79] ©

8 17:45:48.243: RADIUS: 03 43 00 04

[?C?7]




Apr 8 17:45:48.244: RADIUS: Session-Timeout [27] © 20
Apr 8 17:45:48.244: RADIUS: Message-Authenticato[80] 18 =
Apr 8 17:45:48.244: RADIUS(0000001C): Received from id 21645/94
Apr 8 17:45:48.244: RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes
Apr 8 17:45:48.244: dotll_auth_dotlx_parse_aaa_resp:

Received server response: GET_CHALLENGE_RESPONSE
Apr 8 17:45:48.245: dotll _auth_dotlx_parse_aaa_resp:

found eap pak in server response
Apr 8 17:45:48.245: dotll_auth_dotlx_parse_aaa_resp:

found session timeout 20 sec
Apr 8 17:45:48.245: dotll_auth_dotlx_run_rfsm:

Executing Action(

SERVER_WAI T, SERVER_REPLY

)

for 0002.8aa6.304f

Apr 8 17:45:48.245: dotll_auth_dotlx_send_response_to_client:
Forwarding server message to client 0002.8aa6.304f

Apr 8 17:45:48.246: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

Apr 8 17:45:48.249: dotll_auth_parse_client_pak:
Received EAPOL packet from 0002.8aa6.304f

Apr 8 17:45:48.250: dotll_auth_dotlx_run_rfsm:
Executing Action(

CLI ENT_WAI'T, CLI ENT_REPLY

) for 0002.8aa6.304f

Apr 8 17:45:48.250: dotll_auth_dotlx_send_response_to_server:
Sending client 0002.8aa6.304f data to server

Apr 8 17:45:48.250: dotll_auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds

Apr 8 17:45:48.250: RADIUS: AAA Unsupported [248] 14
Apr 8 17:45:48.251: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[Tabap1200ipl]
Apr 8 17:45:48.251: RADIUS: AAA Unsupported [150] 2
Apr 8 17:45:48.251: RADIUS(0000001C): Using existing nas_port 17
Apr 8 17:45:48.252: RADIUS(0000001C): Config NAS IP: 10.0.0.102
Apr 8 17:45:48.252: RADIUS/ENCODE(0000001C): acct_session_id: 28
Apr 8 17:45:48.252: RADIUS(0000001C): Config NAS IP: 10.0.0.102
Apr 8 17:45:48.252: RADIUS(0000001C): sending
Apr 8 17:45:48.252: RADIUS(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/95, len 150
Apr 8 17:45:48.252: RADIUS: authenticator 39 1C A5 EF 86 9E BA D1
- 50 FD 58 80 A8 8A BC 2A
Apr 8 17:45:48.253: RADIUS: User-Name [1] 9 "aironet"
Apr 8 17:45:48.253: RADIUS: Framed-MTU [12] 6 1400
Apr 8 17:45:48.253: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
Apr 8 17:45:48.253: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
Apr 8 17:45:48.254: RADIUS: Service-Type [6] 6 Login [1]
Apr 8 17:45:48.254: RADIUS: Message-Authenticato[80] 18 =
Apr 8 17:45:48.254: RADIUS: EAP-Message [79]1 25

Apr 8 17:45:48.254: RADIUS: 01 43 00 17 11 01 00 08 50 9A 67 2E 7D 26 75 AA

Apr 8 17:45:48.254: RADIUS: 61 69 72 6F 6E 65 74

[aironet]
Apr 8 17:45:48.254: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]
Apr 8 17:45:48.254: RADIUS: NAS-Port [5] 6 17
Apr 8 17:45:48.255: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
Apr 8 17:45:48.255: RADIUS: Nas-Identifier [32] 16 "labapl200ip102"

Apr 8 17:45:48.260: RADIUS: Received from id 21645/95 10.0.0.3:1645,
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Access-Accept, len 206

8 17:45:48.260:

RADIUS: authenticator 39 13 3C ED FC 02 68 63

- 24 13 1B 46 CF 93 B8 E3

8 17:45:48.260:
8 17:45:48.261:
8 17:45:48.261:

8 17:45:48.262:

RADIUS: Framed-IP-Address [8] 6 255.255.255.255
RADIUS: EAP-Message [79] 41
RADIUS: 02 00 00 27 11 01 00 18 FA 53 DO 29 6C 9D 66 8E

RADIUS: C4 A3 CD 54 08 8C 35 7C 74 0C 6A EF D4 6D 30 A4

[??2?2T??5]t?j?7m07?]

8 17:45:48.262:
8 17:45:48.262:
8 17:45:48.262:

8 17:45:48.262:

RADIUS: 61 69 72 6F 6E 65 74 [aironet]

RADIUS: Vendor, Cisco [26] 59

RADIUS: Cisco AVpair [1] 53
"leap:session-key=G:3asil;mwerAEIJNYH-JIxI,"

RADIUS: Vendor, Cisco [26] 31

RADIUS: Cisco AVpair [1] 25

8 17:45:48.262:

"auth-algo-type=eap-Teap"

8 17:45:48.262:
8 17:45:48.263:

RADIUS: C(Class [25] 31
RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 31 64 36

[CISCOACS:00001d6]

8 17:45:48.263:

[3/0a000066/17]

8 17:45:48.263:
8 17:45:48.264:
8 17:45:48.264:
8 17:45:48.264:
8 17:45:48.265:

Received server

8 17:45:48.265:

RADIUS: 33 2F 30 61 30 30 30 30 36 36 2F 31 37

RADIUS: Message-Authenticato[80] 18 =

RADIUS (0000001C): Received from id 21645/95
RADIUS/DECODE: EAP-Message fragments, 39, total 39 bytes
found leap session key

dotll_auth_dotlx_parse_aaa_resp:

response: PASS

dotll_auth_dotlx_parse_aaa_resp:

found eap pak in server response

8 17:45:48.265:

dotll_auth_dotlx_parse_aaa_resp:

found Teap session key in server response

8 17:45:48.265:

dotll_auth_dotlx_parse_aaa_resp:

leap session key length 16

8 17:45:48.266:

dotll_auth_dotlx_run_rfsm:

Executing Action(

) for 0002.8aa6.304f
8 17:45:48.266:

SERVER WAl T, SERVER PASS

dotll_auth_dotlx_send_response_to_client:

Forwarding server message to client 0002.8aa6.304f

8 17:45:48.266:

dotll_auth_dotlx_send_response_to_client:

Started timer client_timeout 20 seconds

8 17:45:48.266:

%D0T11-6-ASSOC: Interface DotllRadioO,

Station RKIBBE-W2K4 0002.8aa6.304f Associated KEY_MGMT[NONE]

& state-machine i PAVRESHR. REREJLFHIRES 2 BIZEAL :

. EAP_START

. CLIENT_WAIT

. CLIENT_REPLY

. SERVER_WAIT

. SERVER_REPLY




EE  YFANMIEE , ATLABEZ AN CLIENT_WATTHRICLIENT_REPLYRYIEFR |, LA B2 SERVER_WATTH]

SERVER_REPLYo

6. SERVER_PASS

process AR E REMREPHEN TR, radius BiXE R E D RIERS 2] MEF i 2 B B EERIT
. A EAP iR BE RS EZ2IZRAIEEESHMRS 2B,

R —ERBRKXMET |, state-machine BIRE REEFLNREE, EERETUTREABESR

« CLIENT TIMEOUT — LIRS RAFF IR A ELNR B ERANMEMEN, ATfERTUATERERMHI
ToSE M R Y IER

- B IR R

EAP & P imEHE ( £ Advanced Security” FHI“EAP Authentication” Fi&Tl+H ) 233
H,

— 8 EAP ( #3122 R EAP (PEAP) ) R S AR EERN 30 WvetE, HFibitet
ERBEHNRBMME (90 M 120 HZE ) .

TER CLIENT TIMEOUT #:ginn 6

CLI ENT TI MEQUT 45l

<f#froot>

Apr 12 17:51:09.373: dotll_auth_dotlx_start: in the dotll_auth_dotlx_start
Apr 12 17:51:09.373: dotll_auth_dotlx_send_id_req_to_client:
sending identity request for 0040.96a0.3758
Apr 12 17:51:09.374: dotll_auth_dotlx_send_id_req_to_client:
Started timer client_timeout 30 seconds
Apr 12 17:51:39.358: dotll_auth_dotlx_run_rfsm:
Executing Action(

CLI ENT_WAI' T, TI MEQUT

) for 0040.96a0.3758

Apr 12 17:51:39.358: dotll_auth_dotlx_send_client_fail:
Authentication failed for 0040.96a0.3758

Apr 12 17:51:39.358: %DOT11-7-AUTH_FAILED:
Station 0040.96a0.3758 Authentication failed

AR EREBUTHERLUNEARSGHERER

%D0T11-4-MAXRETRIES: Packet to client xXxx.XxXX.XXxx reached
max retries, removing the client



FE . WERBREEVERRFEESN(RF) B,

N4y

+ SFEPIE AP 7 RADIUS M2 82 MR — L T RBIAEH , RADIUS % 8T 5
KB AP B HBREIEER, AP 9k4%i[m RADIUS fRGEAIZTER , B2 RADIUS IREEIEL
-lﬁsk .jj ?—T'-E\%HZ;EEEO

ERREEE  FEAKE AP LN A ERAS5HE RADIUS RSP EANIER
&,

/

HEEM

HERAE AP M RADIUS BRS5 85 2 A UL

Jun 2 15:58:13.553: %RADIUS-4-RADIUS_DEAD:
RADIUS server 10.10.1.172:1645, 1646 is not responding.

Jun 2 15:58:13.553: %RADIUS-4-RADIUS_ALIVE: RADIUS server
10.10.1.172:1645,1646 has returned.

Jun 2 15:58:23.664: %DOT11-7-AUTH_FAILED: Station 0040.96a0.3758
Authentication failed

* server_timeout — WIRSKRBEHREIERZEZAREELWRERRNMMEMEN, BAFRSEFEFEE
BEmMERTERNAER. RIIRERFZUATER :

- AP EEE5OBRIERS RN IP E,

AEE BT LA Apingtn B REIEE R,

AR5 2R & AU T ik O S EH,

EE AN RS ESEE RS (Server Manager) it FR &Eix A5,
BORIERSEEETHATUEREREER.

= . P s = .
TER server_timeout & i) :

server _timeout =fl

<{froot>

Apr 8 20:02:55.469: dotll_auth_dotlx_start:
in the dotll auth_dotlx_start

Apr 8 20:02:55.469: dotll_auth_dotlx_send_id_req_to_client:
sending identity request for 0002.8aab6.304f

Apr 8 20:02:55.469: dotll_auth_dotlx_send_id_req_to_client:
Started timer client_timeout 30 seconds

Apr 8 20:02:55.470: dotll_auth_parse_client_pak:
Received EAPOL packet from 0002.8aa6.304f

Apr 8 20:02:55.470: dotll_auth_dotlx_run_rfsm:
Executing Action(

CLI ENT_WAI T, EAP_START




) for 0002.8aa6.304f

Apr
Apr
Apr
Apr
Apr

Apr

8 20:02:55.470: dotll _auth_dotlx_send_id_req_to_client:
sending identity request for 0002.8aa6.304f

8 20:02:55.470: dotll _auth_dotlx_send_id_req_to_client:
Started timer client_timeout 30 seconds

8 20:02:55.471: dotll _auth_parse_client_pak:

Received EAPOL packet from 0002.8aa6.304f

8 20:02:55.472: dotll _auth_parse_client_pak:

id is not matching req-id:1lresp-id:2, waiting for response
8 20:02:55.474: dotll _auth_parse_client_pak:

Received EAPOL packet from 0002.8aa6.304f

8 20:02:55.474: dotll_auth_dotlx_run_rfsm:

Executing Action(

CLI ENT_WAI T, CLI ENT_REPLY

) for 0002.8aa6.304f

Apr
Apr

Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr

8 20:02:55.474: dotll _auth_dotlx_send_response_to_server:
Sending client 0002.8aa6.304f data to server

8 20:02:55.475: dotll auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds

8 20:02:55.476: RADIUS: AAA Unsupported [248] 14

8 20:02:55.476: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[Tabap1200ipl]

8 20:02:55.476: RADIUS: AAA Unsupported [150] 2
20:02:55.476: RADIUS(00000031): Storing nasport 32 in rad_db
20:02:55.476: RADIUS(00000031): Config NAS IP: 10.0.0.102
20:02:55.476: RADIUS/ENCODE(00000031): acct_session_id: 49
20:02:55.477: RADIUS(00000031): Config NAS IP: 10.0.0.102
20:02:55.477: RADIUS(00000031): sending
20:02:55.477: RADIUS(00000031): Send Access-Request
to 10.0.0.3:1234 id 21645/145, Ten 139

Co0 00 00 00 OO0 0o

8 20:02:55.478: RADIUS: authenticator B6 F7 BB 41 OE 9F 44 D1

- 9A F8 E2 D7 5D 70 F2 76
8 20:02:55.478: RADIUS: User-Name [1] 9 "aironet"
8 20:02:55.478: RADIUS: Framed-MTU [12] 6 1400
8 20:02:55.478: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
8 20:02:55.478: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
8 20:02:55.478: RADIUS: Service-Type [6] 6 Login [1]
8 20:02:55.478: RADIUS: Message-Authenticato[80] 18 =
8 20:02:55.478: RADIUS: EAP-Message [79] 14

8 20:02:55.479: RADIUS: 02 02 00 OC 01 61 69 72 6F 6E 65 74

8 20:02:55.479: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]
8 20:02:55.479: RADIUS: NAS-Port [5] 6 32
8 20:02:55.479: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
8 20:02:55.480: RADIUS: Nas-Identifier [32] 16 "labapl200ip102"
8 20:03:00.478: RADIUS:

Retransmit to (10.0.0.3:1234,1234) for id 21645/145
8 20:03:05.475: RADIUS:

Retransmit to (10.0.0.3:1234,1234) for id 21645/145
8 20:03:10.473: RADIUS:

Retransmit to (10.0.0.3:1234,1234) for id 21645/145
8 20:03:15.470: RADIUS:

No response from (10.0.0.3:1234,1234) for id 21645/145
8 20:03:15.470: RADIUS/DECODE:

parse response no app start; FAIL

8 20:03:15.470: RADIUS/DECODE:

parse response; FAIL




Apr 8 20:03:15.470: dotll _auth_dotlx_parse_aaa_resp:
Received server response: FAIL

Apr 8 20:03:15.470: dotll _auth_dotlx_parse_aaa_resp:
found eap pak in server response

Apr 8 20:03:15.470: dotll _auth_dotlx_parse_aaa_resp:
detailed aaa_status 1

Apr 8 20:03:15.471: dotll_auth_dotlx_run_rfsm:
Executing Action(

SERVER_WAI T, SERVER_FAI L

) for 0002.8aa6.304f

Apr 8 20:03:15.471: dotll_auth_dotlx_send_cTlient_fail:
Authentication failed for 0002.8aa6.304f

Apr 8 20:03:15.471: %DOT11-7-AUTH_FAILED: Station 0002.8aa6.304f
Authentication failed

« SERVER FAIL — RS RABRZB[ETAFPERMHE T TRV EHRRIEMA, tSEe N
RADIUS AR E REME S HRIERFZEFNAFG. BRRESHRIERSSFPH Failed
Attempts"BE , L THBEXRFSH[IELE P imiARINEMFAEE.,

TE R SERVER_FAIL # i#inm o]

SERVER FAI L R4l
<#froot>
Apr 8 17:46:13.604: dotll_auth_dotlx_send_response_to_server:
Sending client 0002.8aa6.304f data to server
Apr 8 17:46:13.604: dotll_auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds
Apr 8 17:46:13.605: RADIUS: AAA Unsupported [248] 14
Apr 8 17:46:13.605: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[Tabap1200ipl]
Apr 8 17:46:13.606: RADIUS: AAA Unsupported [150] 2
Apr 8 17:46:13.606: RADIUS(0000001D): Using existing nas_port 18
Apr 8 17:46:13.606: RADIUS(0000001D): Config NAS IP: 10.0.0.102
Apr 8 17:46:13.606: RADIUS/ENCODE(0000001D): acct_session_id: 29
Apr 8 17:46:13.606: RADIUS(0000001D): Config NAS IP: 10.0.0.102
Apr 8 17:46:13.606: RADIUS(0000001D): sending
Apr 8 17:46:13.607: RADIUS(0000001D): Send Access-Request
to 10.0.0.3:1645 1id 21645/97, len 176
Apr 8 17:46:13.607: RADIUS: authenticator 88 82 8C BB DC 78 67 76
- 36 88 1D 89 2B DC (C9 99
Apr 8 17:46:13.607: RADIUS: User-Name [1] 14 "unknown_user"
Apr 8 17:46:13.607: RADIUS: Framed-MTU [12] 6 1400
Apr 8 17:46:13.608: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
Apr 8 17:46:13.608: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
Apr 8 17:46:13.608: RADIUS: Service-Type [6] 6 Login [1]
Apr 8 17:46:13.608: RADIUS: Message-Authenticato[80] 18 *
Apr 8 17:46:13.608: RADIUS: EAP-Message [79] 46
Apr 8 17:46:13.608: RADIUS: 02 44 00 2C 11 01 00 18 02
69 C3 F1 B5 90 52 F7 [?D?,?7?7?7?27i7?7?27?7R?]
Apr 8 17:46:13.609: RADIUS:
B2 57 FF FO 74 8A 80 59 31 6D C7 30 D3 DO AF 65




[?W??7t??Y1m?077?7e]

10, total 10 bytes

8 17:46:13.624: dotll _auth_dotlx_parse_aaa_resp:
Received server response: FAIL

8 17:46:13.625: dotll _auth_dotlx_parse_aaa_resp:
found eap pak in server response

8 17:46:13.625: dotll_auth_dotlx_run_rfsm:
xecuting Action(

Apr
Apr

Apr

SERVER_WAI T, SERVER_FAI L

) for 0002.8aa6.304f
Apr 8 17:46:13.625: dotll _auth_dotlx_send_response_to_client:
Forwarding server message to client 0002.8aa6.304f

8 17:46:13.626: dotll auth_dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

8 17:46:13.626: dotll_auth_dotlx_send_client_fail:
Authentication failed for 0002.8aa6.304f

8 17:46:13.626: %DOT11-6-DISASSOC: Interface DotllRadioO,
Deauthenticating Station 0002.8aa6.304f

8 17:46:13.626: %DOT11-7-AUTH_FAILED: Station 0002.8aa6.304f
Authentication failed

Apr
Apr
Apr

Apr

Apr 8 17:46:13.609: RADIUS: 75 6E 6B 6E 6F 77 6E 5F 75 73 65 72
[unknown_user]

Apr 8 17:46:13.609: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]

Apr 8 17:46:13.609: RADIUS: NAS-Port [5] 6 18

Apr 8 17:46:13.610: RADIUS: NAS-IP-Address [4] 6 10.0.0.102

Apr 8 17:46:13.610: RADIUS: Nas-Identifier [32] 16
"Tabapl200ipl02"

Apr 8 17:46:13.622: RADIUS: Received from id 21645/97
10.0.0.3:1645,

Access- Rej ect

, len 56

Apr 8 17:46:13.622: RADIUS: authenticator 55 EO 51 EF DA CE F7 78
- 92 72 3D 97 8F (C7 97 (3

Apr 8 17:46:13.622: RADIUS: EAP-Message [79] ©

Apr 8 17:46:13.623: RADIUS: 04 44 00 04 [?D?7?]

Apr 8 17:46:13.623: RADIUS: Reply-Message [18] 12

Apr 8 17:46:13.623: RADIUS: 52 65 6A 65 63 74 65 64 OA OD [Rejected??]

Apr 8 17:46:13.623: RADIUS: Message-Authenticato[80] 18 =

Apr 8 17:46:13.624: RADIUS(0000001D): Received from id 21645/97

Apr 8 17:46:13.624: RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

Apr 8 17:46:13.624: RADIUS/DECODE: Reply-Message fragments,

SREXRBEFEFHOME — £ REIF | RADIUS BREE5M AP XiXET
ZEBITHE ) , RARTEFFPiREXEK. &L,
HXEE AP BUEN EX B HRIL,

—_
~

T

R KB & i A9 a2

<{#froot>

HE (AP #& %

BEFmAN AP B, Fit , BBHEAE



Sep
Sep
Sep
Sep

Sep

max

Sep

, removing the client

Deaut henticating Station

0040.96a0.3758

22 08:42:04: dotll_auth_dotlx_run_rfsm:

Executing Action(SERVER_WAIT,SERVER_PASS) for 0040.96a0.3758

22 08:42:04: dotll _auth_dotlx_send_response_to_client:
Forwarding server message to client 0040.96a0.3758

22 08:42:04: dotll_auth_dotlx_send_response_to_client:

Started timer client_timeout 30 seconds

22 08:42:04: %DOT11-6-ASSOC: Interface DotllRadioO,

Station arlitladlhd6j91 0040.96a0.3758 Associated KEY_MGMT[NONE]

22 10:35:10: %DOT11-4-MAXRETRIES: Packet to client
0040.96a0.3758 reached
retries

22 10:35:10: %DOT11-6-DISASSOC: Interface DotllRadioO,

Reason: Previous authentication no longer valid

AP RGN RADIUS R BB S ik, BFRARMANBXETHK

B EAP KW H B AP BUEXN & Fimi & BRIk,

R A KB & P iR A9 E K

Sep
Sep
Sep
Sep
Sep

Sep

max

<{#froot>

22 10:43:02: dotll_auth_dotlx_parse_aaa_resp:

Received server response: GET_CHALLENGE_RESPONSE

22 10:43:02: dotll_auth_dotlx_parse_aaa_resp:

found eap pak in server response

22 10:43:02: dotll_auth_dotlx_run_rfsm:

Executing Action(SERVER_WAIT,SERVER_REPLY) for 0040.96a0.3758
22 10:43:02: dotll _auth_dotlx_send_response_to_client:
Forwarding server message to client 0040.96a0.3758

22 10:43:02: dotll _auth_dotlx_send_response_to_client:
Started timer client_timeout 30 seconds

22 10:43:05: %DOT11-4-MAXRETRIES: Packet to client 0040.96a0.3758
reached

retries

, removing the client
Sep 22 10:43:05: Client 0040.96a0.3758 failed: reached maximum retries

RADIUS [ AP KZXBITHE , AP MBITHERRAT PR , BREFIRAMEEN, BT
BRAZHRYE AP BUBNENSHRIE, FFRmREZIRAMG AP REHFMER , ER AP
L EER , RARFREBRFRAZHRE.

B R BB A9 E R




<{froot>

Sep 22 10:57:08: dotll_auth_dotlx_run_rfsm:
Executing Action(SERVER_WAIT,SERVER_PASS) for 0040.96a0.3758
Sep 22 10:57:08: dotll_auth_dotlx_send_response_to_client:
Forwarding server message to client 0040.96a0.3758
Sep 22 10:57:08: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 30 seconds
Sep 22 10:57:08: %DOT11-6-ASSOC: Interface DotllRadioO,
Station arlitladlhd6j91 0040.96a0.3758 Reassociated KEY_MGMT[NONE]
Sep 22 10:57:10: %DOT11-4-MAXRETRIES: Packet to client
0040.96a0.3758 reached max retries, removing the client
Sep 22 10:57:10: %DOT11-6-DISASSOC: Interface DotllRadioO,
Deauthenticating Station0040.96a0.3758 Reason:
Previous authentication no longer valid
Sep 22 10:57:15: AAA/BIND(00001954): Bind i/f
Sep 22 10:57:15: dotll_auth_dotlx_start: in the dotll_auth_dotlx_start
Sep 22 10:57:15: dotll_auth_dotlx_send_id_req_to_client:
Sending identity request to 0040.96a0.3758
Sep 22 10:57:15: dotll_auth_dotlx_send_id_req_to_client:
Client 0040.96a0.3758 timer started for 30 seconds
Sep 22 10:57:15: %DOT11-4-MAXRETRIES: Packet to client
0040.96a0.3758 reached

max retries

, removing the client
Sep 22 10:57:15: Client 0040.96a0.3758 failed: reached maximum retries

ZEERASYEE BT EMprocess M/r adi us X E RHENFEMEE,
BRUMEE EAP WiFHAEER |, BSHEER RADIUS BRF 1T EAP B8 1F,

MAC % iE

BT REEXF MAC SHRRIEEEEHE
« debug radius authentication — EFAEB & P RIUEARST 2R , LA A 5 H A T ERVEFF L

. RADIUS.

« debug dot11 aaa authenticator mac-authen — Jtt 81z #9 %1 HH B4 T T B9 SCARTF &

. dotll_auth_dotlx_o

. EESMRIUFFEEN RADIUS o HERENANE
o HATEM MAC il 5 B 41 FrKIER MAC Hiiik 2 [B1 A L3R

A E RADIUS BRS883# 1T MAC Hbit B9 IER , RADIUS WitsE . WEENEREREH
WiF RSB EZE i 2 B HSEFEX E.
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MAC it 5| REN AP BN EZBHIEEEAR M HEIRZN |, /X mac-authen BIRE R, BE
a R AECER |, FERXERH T,

AR BRAEMACH U FRAEFAFZRFR (NE ).
U R BB R IBE A b 245 B TR BCZIRY MAC SR IRIE -

FIE MAC 5 133 7R 6

Apr 8 19:02:00.109: dotll_auth_mac_start: method_list: mac_methods

Apr 8 19:02:00.109: dotll_auth_mac_start: method_index: 0x4500000B, req: OxA7626C

Apr 8 19:02:00.109: dotll_auth_mac_start: client->unique_id: 0x28

Apr 8 19:02:00.110: dotll_mac_process_reply: AAA reply for 0002.8aa6.304f PASSED

Apr 8 19:02:00.145: %DOT11-6-ASSOC: Interface DotllRadioO, Station RKIBBE-W2K4
0002.8aa6.304f Associated KEY_MGMT[NONE]

LU R BB R B A b B dE EE #E T Y K IMEY MAC S 3 I0IE -

KWH MAC & 3K R Bl

Apr 8 19:01:22.336: dotll_auth_mac_start: method_list: mac_methods
Apr 8 19:01:22.336: dotll_auth_mac_start: method_index: 0x45000008B,
req: 0xA7626C
Apr 8 19:01:22.336: dotll_auth_mac_start: client->unique_id: 0x27
Apr 8 19:01:22.337: dotll_mac_process_reply:
AAA reply for 0002.8aa6.304f FAILED
Apr 8 19:01:22.337: %DOT11-7-AUTH_FAILED:
Station 0002.8aa6.304f Authentication failed

MAC it B4 I0F L MET | FREE MAC it AN Z/FAEBM, BERIUVDER A MAC ib
W FFE R ZE5,

BXRUMEE MAC BHRITNFMAEER , BSREESHERUFET ( T Cisco Aironet A S AY
Cisco 10S #4F 12.2(13)JA BLEIER )

WPA

R%& Wi-Fi Protected Access (WPA) T2 &M KIEEE | B 2HEHN.
« WPA 7 AP M&E Fim+ Z B #1THE,
- WPA BB BEESHRIERSBERDRIER ik 2 B HTIHE,
- WPA FZEIREF F IR R IS 4R (PTK) FRA K Z48 (GTK).
EE B TWPAEREWMEAPHK T , BEMFEAWPAZBIRIEE Fikee S K AIZEAPH T 5 AR
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iFo
L TiER3 F WPA thisdEE S #EE) -
« debug dot11 aaa authenticator process — It 181, B % i LA T~ T B9 STARFF sk

: dotll_auth_dotlx_o

- debug dot11 aaa authenticator state-machine — It i1z &9 % H LA T T B9 STASFF 3k

> dotll_auth_dotlx_run_rfsmo

X F AP EM S BRI , WPA BB EEMoNIEEEE, NMiZRE PTK HEHF BKE
BEHMEIS, #ETR, NiZKE GTK HEH BT S —&E M E R,

WMRAREPTKH GTKHE , M AP ENEEH KRB ATeESHAFAIE, MRRKFKEES
mEY PTK X GTK W5 , BREZF R WPA ERG ENEES KGR,

RIE WPA 1 =45l

<#root>
Tabap1200ipl02#

Apr 7 16:29:57.908: dot11l_dot 1x_buil d_pt k_handshake:
bui l ding PTK nsg 1 for 0030.6527.f74a

Apr 7 16:29:59.190: dot1ll dot1x_verify_ptk_handshake:
verifying PTK msg 2 from 0030. 6527.f 74a

Apr 7 16:29:59.191: dotll_dotlx_verify_eapol_header: Warning:
Invalid key info (exp=0x381, act=0x109

Apr 7 16:29:59.191: dotll_dotlx_verify_eapol_header: Warning:
Invalid key len (exp=0x20, act=0x0)

Apr 7 16:29:59.192: dot1ll1l _dot 1x_buil d_pt k_handshake:
buil ding PTK nsg 3 for 0030.6527.f74a

Apr 7 16:29:59.783: dotl1ll_dot1x_verify_ptk_handshake:
verifying PTK msg 4 from 0030. 6527.f 74a

Apr 7 16:29:59.783: dotll_dotlx_verify_eapol_header: Warning:
Invalid key info (exp=0x381, act=0x109

Apr 7 16:29:59.783: dotll_dotlx_verify_eapol_header: Warning:
Invalid key len (exp=0x20, act=0x0)

Apr 7 16:29:59.788: dotl1ll_dot1x_buil d_gtk_handshake:
buil ding GTK nsg 1 for 0030.6527.f74a

Apr 7 16:29:59.788: dotll_dotlx_build_gtk_handshake:
dotll_dotlx_get_multicast_key len 32 index 1

Apr 7 16:29:59.788: dotll_dotlx_hex_dump: GTK:
27 CA 88 7D 03 D9 C4 61 FD 4B BE 71 EC F7 43 B5 82 93 57 83

Apr 7 16:30:01.633: dot1ll_dot1x_verify_gtk_handshake:
verifying GTK msg 2 from 0030. 6527.f 74a

Apr 7 16:30:01.633: dotll_dotlx_verify_eapol_header:
Warning: Invalid key info (exp=0x391, act=0x301

Apr 7 16:30:01.633: dotll_dotlx_verify_eapol_header: Warning:
Invalid key len (exp=0x20, act=0x0)




Apr 7 16:30:01.633: %OT11-6-ASSCC: Interface Dot 11Radi 00
Station 0030. 6527. f 74a Associ ated KEY_MGMVI| WPA]

Tabap1200ip102#

BRUMEE WPA NiEHAEE |, B35 WPA Bl ESLR,

EE/HTTP B4

AURFIRBERAFBMNBBHREFPIENRAFRENLES BRIERSH[ATUANRZHITE
Ei5Al, RADIUS Ml TACACS+ #iZFEE I,

LTRRYTERSHRIEFERHE

« debug radius authentication 3 debug tacacs authentication — L iR A% H A T EM R 2 —
FF3k : RADIUS # TACACSo

« debug aaa authentication — 1t 181zl B9 % B SA T ERY SXARTF 2K AAA/AUTHEN,
« debug aaa authorization — Ltz B % HH SA T BRI SCASTF K AAA/AUTHOR.

. EESMRIUEIEEMN RADIUS 5 TACACS o HIEREN NS
- REEBHRILIRSES 2 8 KRR B 47 3101 MU

W\Tﬂ'_\@u&ﬂ'_\ Service-Type RADIUS % {4k % * Administrative HTIE’JEJZIJJ%‘-.‘IE%@E&E :

B Service-Type BN R EE & 4 K ik =451

<{froot>

Apr 13 19:43:08.030: AAA: parse name=tty2 idb type=-1 tty=-1
Apr 13 19:43:08.030: AAA: name=tty2 flags=0x1ll type=5 shelf=0 slot=0
adapter=0 port=2 channel=0
Apr 13 19:43:08.031: AAA/MEMORY: create_user (0xA1BB6C) user="NULL' ruser="NULL'
ds0=0 port="tty2' rem_addr='10.0.0.25" authen_type=ASCII service=LOGINN
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540): port="tty2'
Tist=""' action=LOGIN service=LOGIN
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540): using "default" 1ist
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540):
Method=tac_admin (tacacs+)
Apr 13 19:43:08.032: TAC+: send AUTHEN/START packet ver=192 id=3200017540
Apr 13 19:43:08.032: AAA/AUTHEN(3200017540): Status=ERROR
Apr 13 19:43:08.032: AAA/AUTHEN/START (3200017540):
Method=rad_admin (radius)
Apr 13 19:43:08.032: AAA/AUTHEN(3200017540): Status=GETUSER
Apr 13 19:43:08.032: AAA/AUTHEN/CONT (3200017540):
continue_login (user='(undef)')
Apr 13 19:43:08.032: AAA/AUTHEN(3200017540): Status=GETUSER
Apr 13 19:43:08.032: AAA/AUTHEN(3200017540): Method=rad_admin (radius)
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Apr 13
Apr 13
Apr 13
Apr 13
Apr 13
Apr 13
Apr 13

Apr 13
Apr 13
Apr 13
Apr 13
Apr 13
Apr 13
Apr 13
Apr 13
Apr 13
Apr 13

19:

19

19:
19:

19

19:
19:

19:
19:

19

19:
19:

19

19:
19:

19

19:

Apr 13 19:43:08.
Apr 13 19:43:08.
cfg_addr=10.
Apr 13 19:43:08.
Apr 13 19:43:08.
Apr 13 19:43:08.
id 21646/48, len
Apr 13 19:43:08.034:
- E7 E4 57 DF 20
43:
143:
43:
43:
143:
43:
43:
Access-Accept, Ten 62
Apr 13 19:43:08.042: RADIUS:
- 6B 90 71 EE ED 2C 2B 2B
Apr 13 19:43:08.042:

08.
08.
08.
08.
08.
08.
08.

Apr 13 19:43:08

Port="tty2'
43:
43:
143:
43:
43:
143:
43:
43:
143:
43:

08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

RADI US:  Servi ce- Type
Adm nistrative

.044:
.044:
.044:
Tist=""
044:
044:
044:
045:
045:
045:
045:
045:
046:
046:

Method=rad_admin (radius)
Apr 13 19:43:08.046: AAA/AUTHOR (1763745147):

Post authorization status = PASS_ADD
Apr 13 19:43:08.443: AAA/MEMORY: free_user (0OxA1BB6C) user='aironet'

ruser="NULL' port="tty2'

033:
033:

Apr 13 19:43:08.032: AAA/AUTHEN(3200017540): Status=GETPASS

Apr 13 19:43:08.033: AAA/AUTHEN/CONT (3200017540):
continue_login (user='aironet')

Apr 13 19:43:08.

AAA/AUTHEN(3200017540) : Status=GETPASS
AAA/AUTHEN(3200017540) : Method=rad_admin (radius)

Apr 13 19:43:08.042: RADIUS:

Apr 13 19:43:08.042: RADIUS:

Apr 13 19:43:08.043: RADIUS:
[CISCOACS:0000366]

Apr 13 19:43:08.043:
[9/0a000066/2]

Apr 13 19:43:08

Apr 13 19:43:08

RADIUS:

RADIUS:

033: RADIUS: Pick NAS IP for u=0xA1BB6C tableid=0
0.0.102 best_addr=0.0.0.0
033: RADIUS: ustruct sharecount=1
034: Radius: radius_port_info() success=1 radius_nas_port=1
034: RADIUS(00000000): Send Access-Request to 10.0.0.3:1645
76
RADIUS: authenticator 91 A0 98 87 C1 FC F2 E7
DO 82 27
034: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
034: RADIUS: NAS-Port [5] 6 2
035: RADIUS: NAS-Port-Type [61] © Virtual [5]
035: RADIUS: User-Name [1] 9 "aironet"
035: RADIUS: Calling-Station-Id [31] 11 "10.0.0.25"
035: RADIUS: User-Password [2] 18 =
042: RADIUS: Received from id 21646/48 10.0.0.3:1645,

authenticator C9 32 E7 8F 97 5F E6 4C

[6] 6
[ 6]

Framed-IP-Address [8] 6 255.255.255.255
Class [25] 30

43 49 53 43 4F 41 43 53 3A 30 30 30 30 33 36 36
39 2F 30 61 30 30 30 30 36 36 2F 32

saved authorization data for user A1BB6C at B0C260

AAA/AUTHEN(3200017540) : Status=PASS
tty2 AAA/AUTHOR/HTTP(1763745147):

service=EXEC

AAA/AUTHOR/HTTP: tty2(1763745147) user='aironet'

tty2 AAA/AUTHOR/HTTP(1763745147): send AV service=shell

tty2 AAA/AUTHOR/HTTP(1763745147): send AV cmd*

tty2 AAA/AUTHOR/HTTP(1763745147): found 1ist "default"

tty2 AAA/AUTHOR/HTTP(1763745147): Method=tac_admin (tacacs+)
AAA/AUTHOR/TAC+: (1763745147): user=aironet

AAA/AUTHOR/TAC+: (1763745147): send AV service=shell
AAA/AUTHOR/TAC+: (1763745147): send AV cmd*

AAA/AUTHOR (1763745147): Post authorization status = ERROR
tty2 AAA/AUTHOR/HTTP(1763745147):

rem_addr="10.0.0.25" authen_type=ASCII service=LOGIN

LU R B S RERYSE T H N BRI E MR & priv-level 1 BT H B I E B & HIRIE
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<f#froot>

Apr
Apr

Apr

Apr
Apr

Apr

Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr
Apr

Apr
Apr
Apr

Apr
Apr
Apr

Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr

Apr
Apr

Apr
Apr
Apr
Apr

Apr

Apr

13 19:38:04.699: RADIUS: cisco AVPair ""shell:priv-1vl=15""

not applied for shell

13 19:38:04.699: AAA/AUTHOR (380584213): Post authorization status

= PASS_ADD

13 19:38:04.802: AAA/MEMORY: free_user (OxAAOE38) user='aironet'
ruser="NULL' port="tty3' rem_addr='10.0.0.25"' authen_type=ASCII
service=LOGIN

13 19:38:04.901: AAA: parse name=tty3 idb type=-1 tty=-1

13 19:38:04.901: AAA: name=tty3 flags=0x1ll type=5 shelf=0 slot=0
adapter=0 port=3 channel=0

13 19:38:04.902: AAA/MEMORY: create_user (0xAA23BC) user="NULL'
ruser="NULL' ds0=0 port='tty3' rem_addr='10.0.0.25"

authen_type=ASCII service=LOGIN

13 19:38:04.902: AAA/AUTHEN/START (1346300140): port="tty3' Tlist="'
action=LOGIN service=LOGIN

13 19:38:04.902: AAA/AUTHEN/START (1346300140): using "default" Tist

13 19:38:04.902: AAA/AUTHEN/START (1346300140): Method=tac_admin (tacacs+)
13 19:38:04.902: TAC+: send AUTHEN/START packet ver=192 id=1346300140

13 19:38:04.902: AAA/AUTHEN(1346300140): Status=ERROR

13 19:38:04.902: AAA/AUTHEN/START (1346300140): Method=rad_admin (radius)
13 19:38:04.902: AAA/AUTHEN(1346300140): Status=GETUSER

13 19:38:04.903: AAA/AUTHEN/CONT (1346300140): continue_Tlogin
(user="(undef) ")

13 19:38:04.903: AAA/AUTHEN(1346300140): Status=GETUSER

13 19:38:04.903: AAA/AUTHEN(1346300140): Method=rad_admin (radius)

13 19:38:04.904: AAA/AUTHEN(1346300140): Status=GETPASS

13 19:38:04.904: AAA/AUTHEN/CONT (1346300140): continue_login
(user="aironet')

13 19:38:04.904: AAA/AUTHEN(1346300140): Status=GETPASS

13 19:38:04.904: AAA/AUTHEN(1346300140): Method=rad_admin (radius)

13 19:38:04.904: RADIUS: Pick NAS IP for u=0xAA23BC tableid=0
cfg_addr=10.0.0.102 best_addr=0.0.0.0

13 19:38:04.904: RADIUS: ustruct sharecount=1

13 19:38:04.904: Radius: radius_port_info() success=1 radius_nas_port=1
13 19:38:04.925: RADIUS(C00000000): Send Access-Request to

10.0.0.3:1645 1id 21646/3, len 76

13 19:38:04.926: RADIUS: authenticator 0C DD 2B B7 CA 5E 7C B9

- 46 90 FD 7A FD 56 3F 07

13 19:38:04.926: RADIUS: NAS-IP-Address [4]
13 19:38:04.926: RADIUS: NAS-Port [5]
13 19:38:04.926: RADIUS: NAS-Port-Type [61]
13 19:38:04.926: RADIUS: User-Name [1] "aironet"
13 19:38:04.926: RADIUS: Calling-Station-Id [31] 1 "10.0.0.25"
13 19:38:04.926: RADIUS: User-Password [2] 18 =

13 19:38:04.932: RADIUS: Received from id 21646/3 10.0.0.3:1645,
Access-Accept, len 89

13 19:38:04.933: RADIUS: authenticator FA A4 31 49 51 87 9D CA

- 9D F7 B3 9B EF C2 8B 7E

13 19:38:04.933: RADIUS: Vendor, Cisco [26] 27

13 19:38:04.933: RADIUS:

10.0.0.102
3
Virtual [5]

= O o oo

Cisco AVpair [1] 21 ""shell:priv-1lvl=15""

13 19:38:04.934: RADIUS: Service-Type [6] 6 Login [1]

13 19:38:04.934: RADIUS: Framed-IP-Address [8] 6 255.255.255.255

13 19:38:04.934: RADIUS: C(lass [25] 30

13 19:38:04.934: RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 33 36 33
[CISCOACS:0000363]

13 19:38:04.934: RADIUS: 61 2F 30 61 30 30 30 30 36 36 2F 33
[a/0a000066/3]

13 19:38:05.634: AAA/AUTHOR (3854191802): Post authorization




status = PASS_ADD

Apr 13 19:38:05.917: AAA/MEMORY: free_user (0xA9D054) user='aironet'
ruser="NULL"' port="tty2' rem_addr="'10.0.0.25"' authen_type=ASCII
service=LOGIN priv=0
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<{froot>

Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): Port='tty3'
Tist=""

servi ce=EXEC

Apr 13 20:02:59.516: AAA/AUTHOR/HTTP: tty3(2007927065) user='aironet'
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): send AV service=shell
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): send AV cmd*
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): found 1ist "default"
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): Method=tac_admin (tacacs+)
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): user=aironet
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): send AV service=shell
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): send AV cmd*
Apr 13 20:02:59.516: AAA/AUTHOR (2007927065): Post authorization status = ERROR
Apr 13 20:02:59.517: tty3 AAA/AUTHOR/HTTP(2007927065): Method=rad_admin (radius)
Apr 13 20:02:59.517: AAA/AUTHOR (2007927065): Post authorization status = PASS_ADD
Apr 13 20:02:59.561: AAA/MEMORY: free_user (0OxA756E8) user='aironet'

ruser="NULL' port="tty2' rem_addr='10.0.0.25"' authen_type=ASCII

service=LOGIN priv=0 vrf= (id=0)
Apr 13 20:02:59.620: AAA/MEMORY: free_user (0Ox9E5B04) user='aironet'

ruser="NULL' port="tty3' rem_addr='10.0.0.25" authen_type=ASCII

service=sLOG N

priv=0 vrf= (id=0)

Apr 13 20:03:04.501: AAA: parse name=tty2 idb type=-1 tty=-1

Apr 13 20:03:04.501: AAA: name=tty2 flags=0x1ll type=5 shelf=0 sTot=0 adapter=0
port=2 channel=0

Apr 13 20:03:04.502: AAA/MEMORY: create_user (0xA9C7A4) user="NULL'
ruser="NULL' ds0=0 port='tty2' rem_addr='10.0.0.25" authen_type=ASCII
service=LOGIN priv=0

Apr 13 20:03:04.502: AAA/AUTHEN/START (377202642): port="tty2' list=""
action=LOGIN service=LOGIN

Apr 13 20:03:04.502: AAA/AUTHEN/START (377202642): using "default" Tist

Apr 13 20:03:04.503: AAA/AUTHEN/START (377202642): Method=tac_admin (tacacs+)

Apr 13 20:03:04.503: TAC+: send AUTHEN/START packet ver=192 id=377202642

Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Status=ERROR

Apr 13 20:03:04.503: AAA/AUTHEN/START (377202642): Method=rad_admin (radius)

Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Status=GETUSER

Apr 13 20:03:04.503: AAA/AUTHEN/CONT (377202642): continue_login (user='(undef)")

Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Status=GETUSER

Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Method=rad_admin (radius)

Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Status=GETPASS

Apr 13 20:03:04.504: AAA/AUTHEN/CONT (377202642): continue_login (user='aironet')

Apr 13 20:03:04.504: AAA/AUTHEN(377202642): Status=GETPASS




Apr 13 20:03:04.504: AAA/AUTHEN(377202642): Method=rad_admin (radius)

Apr 13 20:03:04.504: RADIUS: Pick NAS IP for u=0xA9C7A4 tableid=0
cfg_addr=10.0.0.102 best_addr=0.0.0.0

Apr 13 20:03:04.505: RADIUS: ustruct sharecount=1

Apr 13 20:03:04.505: Radius: radius_port_info() success=1 radius_nas_port=1

Apr 13 20:03:04.505: RADIUS(00000000): Send Access-Request to 10.0.0.3:1645
id 21646/59, len 76

Apr 13 20:03:04.505: RADIUS: authenticator OF BD 81 17 8F C5 1C B4
- 84 1C 66 4D CF D4 96 03

Apr 13 20:03:04.505: RADIUS: NAS-IP-Address [4] 6 10.0.0.102

Apr 13 20:03:04.506: RADIUS: NAS-Port [5] 6 2

Apr 13 20:03:04.506: RADIUS: NAS-Port-Type [61] © Virtual [5]
Apr 13 20:03:04.506: RADIUS: User-Name [1] 9 "aironet"

Apr 13 20:03:04.506: RADIUS: Calling-Station-Id [31] 11 "10.0.0.25"

Apr 13 20:03:04.507: RADIUS: User-Password [2] 18 =

Apr 13 20:03:04.513: RADIUS: Received from id 21646/59 10.0.0.3:1645,

Access- Accept

, len 56

Apr 13 20:03:04.513: RADIUS: authenticator BB FO 18 78 33 DO DE D3
- 8B E9 EO EE 2A 33 92 B5S

Apr 13 20:03:04.513: RADIUS: Framed-IP-Address [8] 6  255.255.255.255

Apr 13 20:03:04.513: RADIUS: C(lass [25] 30

Apr 13 20:03:04.514: RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 33 36 38
[CISCOACS:0000368]

Apr 13 20:03:04.514: RADIUS: 33 2F 30 61 30 30 30 30 36 36 2F 32
[3/0a000066/2]

Apr 13 20:03:04.515: RADIUS: saved authorization data for user A9C7A4 at A9C99C

Apr 13 20:03:04.515: AAA/AUTHEN(377202642): Status=PASS

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138): Port="tty2' list="'
service=EXEC

Apr 13 20:03:04.515: AAA/AUTHOR/HTTP: tty2(2202245138) user='aironet'

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138): send AV service=shell

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138): send AV cmd*

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138): found Tist "default"

Apr 13 20:03:04.516: tty2 AAA/AUTHOR/HTTP(2202245138): Method=tac_admin (tacacs+)

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): user=aironet

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): send AV service=shell

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): send AV cmd*

Apr 13 20:03:04.517:

AAA AUTHOR

(2202245138):

Post aut horization status = ERROR

Apr 13 20:03:04.517: tty2 AAA/AUTHOR/HTTP(2202245138): Method=rad_admin (radius)

Apr 13 20:03:04.517: AAA/AUTHOR (2202245138): Post authorization status
= PASS_ADD

Apr 13 20:03:04.619: AAA/MEMORY: free_user (0xA9C7A4) user='aironet'
ruser="NULL"' port="tty2' rem_addr="'10.0.0.25"' authen_type=ASCII
service=LOGIN priv=0 vrf=
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