£ RADIUS fR$E51t1T EAP B UE

=

ErblN

FREH

ER

R A Y

o

BE

& EAP SEH EAP BT i B 2 184
EN BRI RS ES

ENE i S8 5 &

R PE HEBR

= DA
S A

HXER
T\\'.Hﬁ
A HERHU TEEERT Cisco I0S® MEAKKIRA| , LERTE RADIUS RS 2515 B AV BIREX T
LRAFBHTUT B ORI (EAP) HHKIE,

HTEASE EAP R RENHIER ((BRELABESNEFHREZEIZELRZE S HRIERSENE
SBES, IREMRE ) , LEEXRLETATAE EAP i, EFEIE (BEFRT

) LEAP, ZARI'#) EAP (PEAP)-MS-RifIEF & 3 RIEIH (CHAP) MxZ 2, PEAP-BRTHEF
(GTC)., EAP-ETLZ£BBEMN R ESHDWIFE (FAST). EAP-EHEZR S (TLS) M EAP-B&&E TLS
(TTLS), AFETFER EAP FAEYEE F HRIERSES.

AXHEE T B EE AR (AP) 1 RADIUS fRSS88 , A ELE RO RADIUS IRFZE5H
Cisco Secure ACS,

FRSAF
ER
FHBATHEE 2R , FRRBEATER :

‘%I.u

5

S

« Z4Z& Cisco I0S GUI & CLlI,

- ABBX EAP HHRIENEE,



EARVAH
AXEFWEEETUTRERMBEHRAE
- JZ1T Cisco I0S 9 Cisco Aironet AP 7=,
« RIREMEHNE—NELL LAN (VLAN),
- BIIEREIA P BIEERN RADIUS SHKIEARS 2R™ M.
- LU Cisco LEAP #l EAP-FAST X #H 5B RIERS SR
- Cisco £ 15 E]#ZFIfRS 88 (ACS)
- Cisco Access Registrar (CAR)
- Funk Steel Belted RADIUS
- Interlink Merit
- BUR 4 Microsoft PEAP-MS-CHAP k7 2 #l PEAP-GTC X## 5 B RIEIRS 25
- Microsoft Internet & 31 1F RS (IAS)
- Cisco Secure ACS
- Funk Steel Belted RADIUS
- Interlink Merit
- Microsoft AJ#X 8 B AT & 13K Uk RS 87

AR GTCH—RMBBFEFNNRS , XERSFEET T mANRS [ iR ER N
RV AR SRS RER

- BEERAFFwENER , THREREA EAP-TLS, EAP-TTLS MEAM EAP FiEet , Him
&0 & B RIERS R,

ANHEHPHEEHRETREXRRENEFHREZEEN, FAXEFEANARRZRAERAR
h(BMIA) BRE. MREEANREXING , BTHARLEL T HAMAGSHEERE,

W
BX AN FAES | HSH Cisco HARTAML
[

HWERENETAEET I0S W AP LEE EAP BHRKIE, AXRPHRENT LEAP ER S
RADIUS fr$5E5— 2 FE R EAP B KIE S %,
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AR EREMBOFAAGTHNESER , AKADTERTE (NREIMRES )

EXRZHETOTHESORIEEE—# | Cisco LEAP REZZRFHKI T, IAFTHRHEBRE
B W& Cisco LEAP #TiwiE. tl2BOTRBERREFHARTRBNZER AN, ZAXE
EREOTUROTERRY,. AXRFHRGARMMEERBEHHFHAEE , 55 R Cisco
LEAP By BT,

AAEHH GUI M CLI BERUTEE
« AP B IP #b3ik3y 10.0.0.106,

« RADIUS BR%85 (ACS) #9 IP #b3iky 10.0.0.3,
WM& EAP =X A EAP BT R B 4 18 iE

EEFAET EAP/802.1x BN E R IIEFER |, BAIBEAX ML EAP FIK A EAP M HR & 1 1iE
ZERXBFESRER, ALAESREBNXRBFES RPN FHRIIELFRINE, KZ
BEEEFmEEEFLFRNERERN O (FRXEHRIE) K ARLAESHFEEREH R
21T EAP B RIE, Cisco W ZEMREBTR ( MNSME EAP FRERIRERFFEAT ) o

MRMEEEU TR

- Cisco & im - EAM L EAP,

- BEFEFE (2S5 CCX REN™m ) - XA EAP NIT X & BRI,

« Cisco HEFImEE=FEFFIRMNAS - FIIERME EAP MR EAP T RA & BRI,
E X H R RIEARSS 25
EAP BEEME —FPRENFNRIERSFER  ARLSZRSH/NKR,

1. ¥ A R Server Manager i3+ ( Security > Server Manager 32R2IM T ) EERUATEE

a. 7t Server ZEAm A B RIERSESH IP i,
b. $§ & Shared Secret Mix O,
c. B Apply , ABIBENX HIER TR XK,

d. £ Default Server Priorities & , ¥& EAP Authentication & # Priority 1 FERIEE N %
BRS5ES IP bt

e. B Apply.
WA CLI FAEU TGS :

<#froot>
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AP#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.

AP(config)#

aaa group server radius rad_eap

AP(config-sg-radius)#

server 10.0.0.3 auth-port 1645 acct-port 1646

AP(config-sg-radius)#

exit

AP(config)#

aaa new node

AP(config)#

aaa authentication |ogin eap_nethods group rad_eap

AP(config)#

radi us-server host 10.0.0.3 auth-port 1645
acct-port 1646 key | abap1200i p102

AP(config)#

end

AP#

wite menory

 BRESDRIERSSRFREARBEN AAA FF iR,

f5l4n | #£ Cisco Secure ACS & , A]7E Network Configuration T R ST LHIR/E | ZRFAIE
VEASEZWN, P, HEZ4AMEF MU % ( RADIUS Cisco Aironet 3 RADIUS
Cisco IOS/PIX ) . BxHMIE ACS BN RIFRZEMNER | FS &G rEIE AR TRy,

BRRCHNEESMRIERSE , SUITERN EAP BHRIESZE, flin , ¥ TFEHRT
LEAP # Cisco Secure ACS , i51E System Configuration - Global Authentication Setup 7T £
BLiE LEAP BpRif, % System Configuration , A/ % & Global Authentication Setup,
BxHAMIE ACS B RIERS [N EM EAP FENER |, BS RIS RN TR,

BB E R TS PEAP, EAP-FAST., EAP-TLS. LEAP 1 EAP-MD5 #1T 7 #E R Ed & /Y
Cisco Secure ACS,
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EXEFin &R RIE TR
LEARMERREFHSORIEFROERu 2, BHEARREE N EZIRSRRITS A

o

EE  XEHBERATETWEPHZE, X% WPA ( FHK2Z Cipher A2 WEP ) W{ER |, &
25 WPA it B85t

1. £ A KM Encryption Manager £+ ( Security > Encryption Manager 32T ) E5ERK
UTEER -

a. EEEME A WEP Encryption,
b. ¥§%E WEP 1 Mandatory,
c. BMAREBEMEHRAKRNMREN 128 fi,
d. B Applyo
WA CLI AT @S

<tfroot>
AP#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.

AP(config)#

interface dotliradio O

AP(config-if)#

encrypti on node wep nandatory

AP(config-if)#

end

AP#

wite nenory

2. fE# A 2B SSID Manager &3+ ( Security > SSID Manager £E2I T ) EERUATEER :
a. EFEMER SSID,
b. ZE“Authentication Methods Accepted” T , £ #RiE2H Open HWEIRAE , HERA THIIK
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% With EAP,

c. IR AE Cisco B , iHEFHRIEH Network-EAP HEIZIE, BFS ML EAP 5
XA EAP T = B AR UF £ 9 P AV 1S,

d. £ Apply.
M CLI A HU TGS :

<tfroot>
AP#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.

AP(config)#

interface dotllradio O

AP(config-if)#

ssid | abap1200

AP(config-if-ssid)#

aut henti cati on open eap eap_net hods

AP(config-if-ssid)#

aut henti cati on network-eap eap_net hods

AP(config-if-ssid)#

end

AP#

wite nmenory

WIATEREAP BEENEAYRE G , AERERMNEMIENZAEE., £EMNEZ LD ER
MEZEZThEE , A ARLHEEHERR S IR,

% E

FESRENEETHDEBACHNEERETEEET.

BEHHEREFIE ((MEEMAF ) XEFELE show s FHAK T EAUEENT show e
Eﬂl iHI‘J/E\E_F[o

i
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« show radius server-group all - &/~ AP LFFEEE B/ RADIUS RE AN FIXR,

B HEER
B RSBR

TERATER , NEEH#THELERR.

1. EZEFRSARFREMT , FRAEARSAUSHEEMNEEXHIERE , IBRER K
YL B R R ERA,

2. AT HBRSMIE AT H DRI RF B |, BREGA TR RS RIGH A S BRI

« £ CLI # , £/ no authentication open eap eap_methods, no authentication network-
eap eap_methods 1 authentication open f5

- £ GUI # , 7£ SSID Manager 71 EEUEEH Network-EAP, #%&H Open H3¥ T H%l&
®E[E No Addition,

MREFFIwAIIRE , W RF EXEREBETLK.
3. MUARAERAOSEREARNENRIERSE2EELS, BN , KRN THIRER

Invalid message authenticator in EAP request

o £ CLI A , % radius-server host x.x.x.x auth-port x acct-port x key

<shared_secret> ‘ﬁ'o

« £ GUI # , 7£ Server Manager T £#5129“Shared Secret”#VAE # Z # i AN N AR S5 25
WHER4A,

RADIUS BES & LEARNAZEAZBELNEEE LRMBENAZERHAOT,

4. M\ RADIUS R SEMBRAAERFA, B8t , RADIUS RESEENHWAFEMEMBANAR,
HezElekEHzR, ©E RADIUS RSB AXRPIEZMNAMEZ AN XAMNIER,

B RS

HOHHAREFTIE (XEXMAS ) TEFEL show s . FHE T EALEEX show &iH
5 B D AT .

1 & 45 30 UF PRt T B X AR E MR X T EAP B debug STt KB HMER

EE . AR Hdebugin B 2El , SR AEXDebugis THEEEE.

« debug dot11 aaa authenticator state-machine — & REFiHH F P RIE RSS2 HHEHNE
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BEHX (FTIRE ) o ATHARDHITH DRI

<{froot>

*Mar 1 02:37:46.846: dotll_auth_dotlx_send_id_req_to_client: Sending
identity request to 0040.96ac.dd05

*Mar 1 02:37:46.846: dotll_auth_dotlx_send_id_req_to_client:
0040.96ac.dd05 timer started for 30 seconds

*Mar 1 02:37:46.930: dotll_auth_dotlx_run_rfsm: Executing
Action(CLIENT_WAIT,EAP_START) for 0040.96ac.dd05

*Mar 1 02:37:46.931: dotll_auth_dotlx_send_id_req_to_client:

Sending identity request to 0040.96ac. dd05 (client)

*Mar 1 02:37:46.931: dotll_auth_dotlx_send_id_req_to_client: Client
0040.96ac.dd05 timer started for 30 seconds

*Mar 1 02:37:46.938: dotll_auth_dotlx_run_rfsm: Executing
Action(CLIENT_WAIT,CLIENT_REPLY) for 0040.96ac.dd05

*Mar 1 02:37:46.938: dotll_auth_dotlx_send_response_to_server:

Sendi ng client 0040.96ac.dd05 data (User Nane) to server

*Mar 1 02:37:46.938: dotll_auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds

*Mar 1 02:37:47.017: dotll_auth_dotlx_run_rfsm: Executing
Action(SERVER_WAIT,SERVER_REPLY) for 0040.96ac.dd05

*Mar 1 02:37:47.017: dotll_auth_dotlx_send_response_to_client:

Forwar di ng server nessage(Challenge) to client 0040. 96ac. dd05

*Mar 1 02:37:47.018: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

*Mar 1 02:37:47.025: dotll_auth_dotlx_run_rfsm: Executing
Action(CLIENT_WAIT,CL IENT_REPLY) for 0040.96ac.dd05

*Mar 1 02:37:47.025: dotll_auth_dotlx_send_response_to_server:

Sendi ng client 0040.96ac.dd05 data(User Credentials) to server

——————————————————— Lines Omitted for simplicity---------—-—---------

*Mar 1 02:37:47.030: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

*Mar 1 02:37:47.041: dotll_auth_dotlx_run_rfsm: Executing Action
(SERVER_WAIT,

SE RVER_PASS)

for 0040.96ac.dd05
*Mar 1 02:37:47.041: dotll_auth_dotlx_send_response_to_client:

Forwar di ng server nessage(Pass Message) to client
0040. 96ac. dd05

*Mar 1 02:37:47.042: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 30 seconds
*Mar 1 02:37:47.043: %DOT11-6-ASSOC:

I nterface Dot 11Radi o0
Stati on TACWEB 0040 .96ac. dd05 Associ ated KEY_MAMIT NONE] (Cient stays



associated to the access point)

EE  E12.2(15)JAZ BIICisco IOSEHRRAH |, thdebugis S HITE £ Hdebug dot11 aaa
dot1x state-machine,

debug dot11 aaa authenticator process — & 7% /= i 1 & 43 36 Uk AR 55 85 2 6] 7 P R B2 N XY 1
%8,

AE  7E12.2(15)JAZBIRICisco IOSEHMRAH |, thdebugis S HITE £ debug dot11 aaa
dot1x process.,

debug radius authentication - & RIRFERME Fim (398 AP #7# ) ZBIK RADIUS 5,
LUTRERRIERBANEE :

<#root>

*Mar 1 02:34:55.086: RADIUS/ENCODE(00000031):0rig. component type = DOT11l
*Mar 1 02:34:55.086: RADIUS: AAA Unsupported Attr: ssid [264] 5

*Mar 1 02:34:55.086: RADIUS: 73 73 69 [ssi]

*Mar 1 02:34:55.086: RADIUS: AAA Unsupported Attr: interface [157] 3

*Mar 1 02:34:55.087: RADIUS: 32 [2]

*Mar 1 02:34:55.087: RADIUS(00000031): Config

NAS | P: 10.0.0. 106

*Mar 1 02:34:55.087: RADIUS/ENCODE(00000031): acct_session_id: 47
*Mar 1 02:34:55.087: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.087: RADIUS(00000031): sending

*Mar 1 02:34:55.087: RADIUS(00000031):

Send Access- Request
to 10.0.0.3 :164 5 id 1645/61, len 130

*Mar 1 02:34:55.088: RADIUS: authenticator OF 6D B9 57 4B A3 F2 OE -
56 77 A4 7E D3 C2 26 EB
*Mar 1 02:34:55.088: RADIUS:

User-Nane [1] 8 "wirel s"

*Mar 1 02:34:55.088: RADIUS: Framed-MTU [12] 6 1400
*Mar 1 02:34:55.088: RADIUS: Called-Station-Id [30] 16 "0019.a956.55c0"
*Mar 1 02:34:55.088: RADIUS:

Calling-Station-1d [31] 16 "0040.96ac. dd05"
*Mar 1 02:34:55.088: RADIUS:
Service-Type [6] 6 Login [1

]

*Mar 1 02:34:55.088: RADIUS: Message-Authenticato[80] 18

*Mar 1 02:34:55.089: RADIUS: 73 8C 59 C4 98 51 53 9F 58 4D 1D EB A5
4A AB 88 [s?Y??QS?XM?7?77]177]

*Mar 1 02:34:55.089: RADIUS: EAP-Message [79] 13

*Mar 1 02:34:55.089: RADIUS: NAS-Port-Id [87] 5 "299"

*Mar 1 02:34:55.090: RADIUS: NAS-IP-Address [4] 6 10.0.0.106
*Mar 1 02:34:55.090: RADIUS: Nas-Identifier [32] 4 "ap"

*Mar 1 02:34:55.093: RADIUS:



Received fromid 1645/61
10.0.0.3 :1645, Access-Challenge, len 79

*Mar 1 02:34:55.093: RADIUS: authenticator 72 FD C6 9F Al 53 8F D2 -
84 87 49 9B B4 77 B8 973

*Mar 1 02:34:55.117: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.118: RADIUS/ENCODE(00000031): acct_session_id: 47
*Mar 1 02:34:55.118: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.118: RADIUS(00000031): sending

*Mar 1 02:34:55.118: RADIUS(00000031):

Send Access-Request to
10.0.0.3 :164 5 id 1645/62, len 168

*Mar 1 02:34:55.118: RADIUS: authenticator 49 AE 42 83 CO E9 9A A7 -
07 OF 4E 7C F4 C7 1F 24

*Mar 1 02:34:55.118: RADIUS: User-Name [1] 8 "wirels"

*Mar 1 02:34:55.119: RADIUS: Framed-MTU [12] 6 1400

—————————————————————————————————— Lines Omitted-----—---———-—-———————————

*Mar 1 02:34:55.124: RADIUS:

Received fromid 1645/62
10.0.0.3 :1645, Access-Reject, len 56

*Mar 1 02:34:55.124: RADIUS: authenticator A6 13 99 32 2A 9D A6 25 -
AD 01 26 11 9A F6 01 37

*Mar 1 02:34:55.125: RADIUS: EAP-Message [79] 6

*Mar 1 02:34:55.125: RADIUS: 04 15 00 04 [???7?]

*Mar 1 02:34:55.125: RADIUS:

Repl y- Message [ 18] 12

*Mar 1 02:34:55.125: RADIUS: 52 65 6A 65 63 74 65 64 OA OD

[ Rej ect ed??]

*Mar 1 02:34:55.125: RADIUS: Message-Authenticato[80] 18

*Mar 1 02:34:55.126: RADIUS(00000031): Received from id 1645/62

*Mar 1 02:34:55.126: RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes
*Mar 1 02:34:55.126: RADIUS/DECODE: Reply-Message fragments, 10, total 10 bytes
*Mar 1 02:34:55.127: %DOT11-7-AUTH_FAILED:

Station
0040. 96ac. dd05 Aut hentication failed

debug aaa authentication - & RE P Imik & M 5 BRI RS 25 < B3 5 HRIEH AAA HE

o

EESES)

iz B 179 36 iF

AL B {7 ir e F

7t RADIUS fRS528 EH LEAP {330 F

Bii& RADIUS #l TACACS+ fR% 28

% Cisco Secure ACS for Windows v3.2 fiti&@ PEAP-MS-CHAPv2 #1288 5 258 iF
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%t Cisco Secure ACS for Windows v3.2 it & EAP-TLS #1858 5 2% if
1£ Microsoft IAS & PEAP/EAP

F¥EAN RADIUS PR 8589 Microsoft IAS 3 17 #BE HE Br

Microsoft 802.1X & {33 iF & F i

BFARZHFM Y - Cisco Systems
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