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BARICE , NIDNSIH R R ( FEK ) HXEEF i,

3. NREFHZIH | 55— MEATEIPHE U & & B capwapAE FHIWLC, WLCHE A MAPIRELHY 7
WP LT LA T 53R N E T ST BIFQDNIE 5 R AIACL: EATHY 1P b4 B R 11k 78 40
BB ST BIFQDNIZ B RVACLIIEZMAN . ACLNELZANMATFEZRIEL K2R, RS
ACLERMAZIEFim, EX : FALNSE , BN EFEHFIRMHFBICWAEEGCACL , B
REEEGACLANNSHNEERAAY , XEKERENEEMEIISE, Hit , FQDNIE
B) 2% 57 Aok 5 S R B 2B 0 P A 3 Y “permiit ip any any” ACL, EEBR A |, RIENEEERCHE
5l Z= F & A cisco.com urlBE & T FQDNIZE 5K |, HFiZE 51 RS F L TACL:

ip access-list extended FQDN_ACL
pernmit ip any any

M= P iRiERcisco.comBt , APJHE & cisco.comfEAT N IP#3E72.163.4.161 H[F H & 3% F 3= 41
22 ACLHEM AN TAIRANATEF I :

ip access-list extended FQDN_ACL
deny ip any host 72.163.4.161
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ip access-list extended REDI RECT_ACL
deny udp any eq boot ps any

deny udp any any eq boot pc

deny udp any eq boot pc any

deny udp any any eq domain

deny udp any eq domai n any

deny ip any host 10.48. 39.228

deny ip host 10.48.39.228 any

permit tcp any any eq Www

permit tcp any any eq 443

ELILIH A 5172 10.48.39.228 0 2 ISE R K 28 1P 41t .

2. BLEFQDNESIZ& : I RIEFFIHEREFICWAS BRI Z B A UG RAYEE .
passt hru-domai n-1ist URLS LI ST
mat ch pl ay. google.*.*
mat ch ci sco. com

3. ®EBIHEFSIER , FHpermitip any any anySURLS_LISTAS :
WACLEEMS EIFQDNE YR , BN BN L IFEERPHRIFIZNAREF iR ( TATEMN
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ip access-list extended FQDN_ACL
permt ip any any

4. FFURLS_LISTHE 5 &R AR5 EIFQDN_ACL:

access-sessi on passthru-access-group FQDN_ACL passthru-domain-list URLS LIST

5. Biti& B X ACWA SSID:
WSSIDFAFEFFHmF LWeb B B RIEMEF K AR , FQRDN_ACLFIREDIRECT_ACL¥FH
ISE Rz A Bt SSID

w an byod 2 byod
aaa-override
accounting-list rad-acct
client vlan VLANO200
mac-filtering MACFI LTER
nac
no security wpa
no security wpa akm dot 1x
no security wpa wpa2
no security wpa wpa2 ci phers aes
no shut down

EMSSIDEER , MACFILTER %R 2 MISE radiusA Ry 5% %13k |, rad-acct2 s [0l [E —
ISE radiustE By 12tk 5 3E 5K,

RRBIRERANGEFIREERE !

aaa group server radius | SEG oup
server nane | SE1

aaa aut horization network MACFILTER group | SEG oup
aaa accounting network rad-acct start-stop group | SEG oup

radi us server |SE1
address ipv4 10.48.39.228 auth-port 1812 acct-port 1813
key 7 112A1016141D5A5E57

aaa server radius dynam c-aut hor
client 10.48.39.228 server-key 7 123A0C0411045D5679
aut h-type any
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ci sco-av-pair f gdn- acl - nane=FQDN_ACL

ci sco-av-pair url -redirect-acl =REDI RECT_ACL
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Web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth *  ACL |REDIRECT_ACL | Value [ Sponsored Guest Portal (defau |

Display Certificates Renewal Message
Static IPfHost name

* Advanced Attributes Settings

| Cisco:cisco-av-pair | = |fadn-aci-name=FQDN_ACL j

g

ERIFFODNESIREEENAIE K , BEAUTHS

show access-session mac <client_mac> details

ERAFHEN G TH LR

5760- 2#show access-sessi on nmac 60f 4. 45b2. 407d details
Interface: Capwap7
I1F-1D: 0x41BD400000002D
Wan SSID: byod
AP MAC Address: fO7f.0610.2e10
MAC Address: 60f 4. 45b2. 407d
| Pv6 Address: Unknown
| Pv4 Address: 192.168.200.151
Status: Authorized
Domai n: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: NA
Common Session ID: 0a30275b58610bdf 0000004b
Acct Session ID:  0x00000005
Handl e:  0x42000013
Current Policy: (No Policy)
Session Fl ags: Session Pushed

Server Policies:

FQDN ACL: FQDN_ACL
Domain Names: cisco.com play.google.*.*

URL Redirect: https://bru-
i se. W aaan. com 8443/ port al / gat eway?sessi onl d=0a30275b58610bdf 0000004b&port al =27963f b0- e96e- 11e4-

a30a- 005056bf 01c9&act i on=cwa&t oken=f cc0772269e75991be7f 1ca238cbb035
URL Redirect ACL: REDH RECT_ACL

Met hod status list: enpty
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//www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
//www.cisco.com/c/zh_cn/td/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/BYOD_Design_Guide/BYOD_Wireless.html
/content/en/us/support/docs/security/identity-services-engine-21/200552-Configure-ISE-2-1-for-Chromebook-Onboard.html
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