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‘ i A0 " Spec fn 0, Devices -J| o 20 Device Finder
Devices: Currently Active, Al Channels
Signal | Duty
Strength | Cyde Channels
Dravice ' f| (dBm) [{%)"T| Discovery Time On Time | Affected Mebwork 1D Device ID
[= Wi-Fi APs {In-Metwork) [70]
(0000 ED: 27 :DF:40) (Ch 8) -70.0 Tue Nov 13 115,  00:00:30 2all 00:00:ED:97:DF:AD  D0:0D:ED:97:DF:AD
{00:13:5F:0E:CB:20) (Ch 11) -81.0 Tuwe Nov 12 10:...  00:14:30 8..13 00:13:5F:0E:CB:20  00:13:5F:0E: CE:20
(00:16:9C:48:0C:21) (Ch 6) =70.0 T Now 13 10:... 00:08:15 39 00:16:9C48:0C:21 | 00:16: % 48:CC:21
(00:16:5C:48:0C:22) (Cha) -69.0 Tus Mow 13115, 00:03:45 3.9 00:16: 90460022 00:16: 9 480022
(00:16:2C:48:DNEN (Ch 11) -85.0 Tue Mov 13 115, 00:03:45 9..13  00:16:9C:48:0nED  00:16:9C:48:09:E0
(00:16:9C:4&:DNEL)(Ch 11) -89.0 Twe Moy 13 115, 00:01:45 10..12  00:16:9C:48:09E1 | 00:16:9C:48:D9:El
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cisco MNetwork Control System

f Home  Monitor v ¥ices ¥  Reports ¥ Administration

Genaral hant Security Mash Claandir Content Aware

Security Index b4
Score:19.92%

106 Ton ¢ ity lessues \iaw Al Deryices

WLAM interface is set Lo “management” interface (10)

tone of the strong encryption method is configured for WLAN (8)
“MFP Client Protection™ is set to “Disabled” for WLAN (6)

55H is enabled on the AP (5)

"MFP Client Protection™ is set to "Optional” for WLAN (4)

| .
Footnotas:

Secunty index s calculsted as part of ‘Configuration Sync' background task

Last execution tine: 2012-Aug-13, 04:00:05 UTC
Malicious Rogue APS

Malicious Rogue APs Last Hour 24 Hours Total Active
MNorme detected

Unclassified Rogue APs

Unclassified Rogue APs Last Hour 24 Hours Total Active
Alert 678 678 678

Friendly Rogue APs

Frienclhy Fogue &Ps Last Hour 24 Hours Total Active
dlart 3 3 3
Internal 1 1 1

£ AWLCHEERS M = &5 Bh#t 17 8 = 114

NTHELMAPEZERBRUXBEFm LZTHEA , WLCRE T — MNP RFNERUEHTE

o

MAKEAPES

S| HEFIREAPKEE , NSE IR LB AIMACH 31k &R wLc > Monitor > Clientse &/ 13
415 B B 157 Ro


https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/technotes/8-6/Enterprise_Best_Practices_for_iOS_devices_and_Mac_computers_on_Cisco_Wireless_LAN.pdf#wp76665
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BEBIRZ—RERE S N-67 dBm RSSIFE TAP , ARIRBEFAREN-92 dBm , SNRHF25 dB,

£2.4 GHz L ITE RN RS , BENEZEARBHHERR, XEEN-67 dBm RSSIBEBEE—
(1)MbpsE I EE T 12 Mbps K15 %,

XREESHRRITNERER, BEN24 CHZNEEESFENAR, BREGEMNAEXNESR
MITERHEBRBRENBIEEER,

TR BIERE
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25’ @6Mbps
300' @ SMbps
275' @ 12Mbps
250' @ 18Mbps
225' @ 24Mbps
200' @ 36Mbps

150' @ 48Mbps __

MREIEE , WaUEHBREEHENRYN , ¥ ABRZEE, £2.4 GHzZHBEFR ( UAREERR

MIRZEMNS GHZEE ) , A THARFE T XU EENARSERELW,

S—7HE , MRHFNMUE , WeFEFTFNMEARDEREETIN , AR MERESER AR,
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Basic CCI - AP's on the same Channel interfere with one another

FEREVEXLERT , UERFERFENAPEEMZF in/ N A ERREREMERE,

flgn , MREERBEHEEERS , WRUEZEESNIE , XAZARBNEERRIUES
PEBE ( 792xHYEN B HREF 12 Mbps )
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H BB 6 FAARFEC B XX AHE58 T BTN MR 2 , R ERESNMAPARBRIERR,
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B

802. MEEMUKENLTE (EF ) BIERERRIE, WABENEFEXIKIREIRRE.
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ETE (FR) o

2R 12 Mbps R RKAYEEHIRR | NEFRMX & F E(5)MBIEEE,
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