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Profile Configuration
Configure = wIPS Profiles = wips-elm = Profile Configuration

Back Ment Sawe Cancel

Select Policy

Available only in
""" Dos: Block ACK flood @. Monitor Mode

----- Do%: De-Auth broadcast flood
----- # Doz De-auth flood

----- # Do Dis-Assoc broadcast flood
----- DoS: Dis-Assoc flood

----- DoS: EAPOL-Logoff attack

----- DoS: FATA-lack toal

----- Do=: Premature EAP-Failure

: e |E| Co%s: Premature EAP-Success
'—--EI wIPS - Security Penetration

& ASLEAP tool detected
""" Airsnart attack @

EER11P , BEBERBWCSHWIPSHE B X4 |
BHRRRXEAPLTFMMARFL2RMEIKE , MEELMEUNRER MR,

HEBRELME &



KELLTmMA :
- HWREE TNTP,
HARMSERT EIRERAUTC,
MRRFEATREM , BHEBEEXMHSSIDEAny—EER. EFBFHAP,

BREEEYFT ( HFELM APEFKAMF i )

MRWIPSEEXHEXRE THE , FERELMSERFIZR, BREEXHEWLCLELTES
R

« {FAMSE CLIFAfZRWLCEMSEHN —%B4% :
1. I SSHEktelnetiF 1 Z| EHIMSE,

2. $i1T/opt/imse/wips/bin/wips_cli - it ZE A TATHENATRT , AREBXBEN
WIPSRSIREHE R

3. show wic all -fEwWIPS#EHIE A X H. it ATRIESMSE EHWWIPSIRS EE1EEHN
BEIEE. BSHEA 12,

12 -EFIMSE wIPSERSF K BWLC R BAL TIEFIRA

<#root>
wIPS>

show wi ¢ al

WLC MAC Profile Profile
Status IP
Onx Status Status

00:21:55:06:F2:80 WCS-Default Policy
active on controller 172.20.226.197
Active

 B{RFEAMSE CLIEEMSE L4 E &R,

- show alarm list -FEWIPS#EHI AN A H, L SHATIHWPSREHEEFHTEZTEN
iR, RHRFBRRIEABEEBRNE—BERA, KB ZHERERNET, B13H
PR RE RERIDMHEBPHIIER

B 13 - MSE CLI show alarm listdp &

<{froot>



wIPS>

show alarm | i st

Key Type Src MAC

LastTime Active First Time
89 89 00:00:00:00:00:00 2008/09/04
18:19:26 2008/09/07 02:16:58 1

65631 95 00:00:00:00:00:00 2008/09/04
17:18:31 2008/09/04 17:18:31 O

1989183 99 00:1A:1E:80:5C:40 2008/09/04

18:19:44 2008/09/04 18:19:44 O

First Time#MLast TimeF &R RN F ERAV AT RIS ; XLt EBAUTCH B f7f. 40
RYUFRNEER , B FRARHEE TR,

° 5§%MSE§&EE§O

- MRBERTMSEHRFEEFECRIANIER , REXEHMHREHRG EZTULE , NEHF
BRBIEEAEHITSE.

B14 - MSElRE 5

1. /etc/init.d/msed stop

2. Remove the database using the command 'rm
/opt/mse/Tocserver/db/Tinux/server-eng.db'
3. /etc/init.d/msed start
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