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« DHCP REEK
- DHCP #rigE

DHCPHE&E X FEDHCPA B ZhEE , AEFEDHCPARSS BR Mok & /- i 2 (B SRIN E 4T AV R & M MR
DHCPES 2K, DHCPHHERNRMH T EE ISR ABEDHCPES PN TLEF in T £ EH L
o

DHCP REBFMFFEZER LI

IR & i © o DHCP #7#
DHCP DHCP REER s

{&k giaddr  |Yes y
&k siaddr  |Yes %

£S
{;:E&@JE@W Yes %
“=
j:?s'ﬂiﬁ%lj\] Yes %
VN
£ 82 XFF |Yes 7
IIBRERE  |Yes %
BOOTP X |%& BR%5 28

REMFPURENB ST TEEE, #HEFH DHCP FriEER | X
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TRERFC | sewoma RFC Hik. %

DHCP IE#E

DHCP REH T ER TAREMEINEG, B2 EWHAPYAFTEDHCPES |, LURAA BI T RE H iR
HEL 2w,

IR ERIPH I ERE AEF RN ATADHCPESRIRIPH A, Rt , T2 RFESKH DHCP AR
5587 IP Hbsib, MCEEHN IP FE42HI2R LHY DHCP 5589 debug AP E R, BR , ERAELIPHELE
ARSSHELERBENEFwEI A,

N FRNHMIEXN BN, DHCPREEXRERISHENITH

LR EINEDHCPRS RN Z M EALEY , DHCPREBEQREREE —MEHRAEEF I BIEE
RERSBHBNIPHIL, FKt , TAREESHBETIE —DHCPRSBHRETT , EFSEFEERRAN
o XA , RIBRF N T umi ¥ Eth DHCP ARS525,

MIAER T2ER DHCP R, FrE#ITERENEHRHLMNEFHENDHCPREIRE.

N E . MREA DHCP RE | LUE DHCP &I 82 &6 IE 2iE 17,



REHFESR

Maobike OHCP
Host Controllar Sarver

1) DHCP Discowver

-

2) DHCP Discover

3) DHCP Offer
-

4} DHCP Offar

5) DHCP Reguest
6) DHCP Request

T DHCP ACK

8) DHCP ACK,

-

REHFEIHR

L2 HIER FOHCPREE XK , ETX & FDHCPHIE ST E [ EIDHCPRS 28 , B2 SERRIEFH
DHCPHE @ ¥ X ZEIDHCPARS 88 & inDHCPHIE P FHEMNFTEDHCPETIE & &I F#2FI8R

Handling of Packets for Local Clients

1) Client sends DHCP discover as all-subnets broadcast
2) Controller unicasts DHCFP discover to DHCP servers
configured on WLAN with WLAN IP address as source
3) DHCP server sends DHCP offer to controller (only
first offer received by controller is processed. All others
are dropped by proxy)

4) Controller unicasts DHCP offer to client with option 54
and source address sel as controller's virtual IP (clients
now believes controller is DHCF server)

5) Client sends DHCP request 1o virtual IP address

6) Controller unicasts DHCP request from WLAN IP
address to DHCP server which returned the first offer 1o
the client

T) DHCP server send ACK to controller

8) Controller unicasts ACK from the virtual IP to the
client

DHCPHEEH ., ETRNWREESEERHIERT DHCP BRHFEENIX —IE,

ERRARE

HREBEEMNEFRAERRNEBIEZEER, EERT DHCP X3 , DHCP 124, DHCP i&3k

# DHCP ACK., R4 R HE RDHCPi&ERbootp , ARF MM HFHMEES. , EH ERDHCPIEL,



Rwifake DHCP proxy_clepd, poap - Wireshark
Bhe Ed dew G0 {aotue Sndbie Jetstes Jooks  Help
Sddas EAXAE R++a T2 BE AcanD a8k 3

Fiter: [BOER ~  Eipeesson.. Oea Mgl
B, - T Soare [ stradn Pratoasl Il
L 0. 000000 0.0.0. 0 255.255. 255, 255 BHER GhlE biscover - Transaction 36 OwBO0Sed2aT
& 0981 0.0.0. ¢ 285,255, 295, 259 CHCP OHCF Difoiver - Transaduion IO OxBO&Eed 2a?
3 3023298 1.1.1.1 50,000, 2.4 CHEP oHCP offer - Transaction D0 OxBOSS4Z47
DHCP DHCF B O Bs T o 10 TEFY,
| . 2.4 (= [ - Trandaction I0 CwHD

w® Frame 4 (358 Bpyted on wire, BIG Bptes Captured)

# ETharnet I, Srcr Duffalo_7Ti:02:0b (00:16:01:75:02:000, Dit: Drowdcast (FPIFForrifrifeorr)
#® InTerner Protocol, Sro: 0.0.0.0 (0.0.0.0), ost: 255255295255 C295.259.395.255)

# Uier Datagram Protocol, Src POrT: bBodmps (68), 0ST Port: bodtps (67)

MESSA0E TYPR! BOOT AequesT (1)
HaFrdwars Type: ETharnet

Hardwars addrass lengrh: &

Hops: O

Transaction I0: OxBlEed2a7

feconds elapsed: 3 {1ttle endian bug™)
Bootp flags: 0wd000 (Unfcast)

=

CMent IF address: 0.0.000 0,000,000

vour {clent)h IP address: O.0.0.0 00.0,0.00

rbxt server TP pddress; 000.0.0 {000.0,0)

REliy agent IP pddréss: 000.0.0 {000.0,0)

ClMent HAS sddreds: BufPalo_T3:02:00 (0018007302 :0b)

Sérver hodt nané not glvén

maat File e mot given

mygie cookied (ou)

optien: (e=ik,T=l) pHCP MEggage Ty = DMCP SeguLEst
option: (r=6i,1=F) Cllent idartifier

Gption: (=50, T=4) Apquisted 1P addragss = §0.101,7.4
Sptign: (g=54,0=4) Sprver Ddantifier = 1.1.1.1
Gption: (=12, 1=10) WO Mams = “LEWOWO-TEL"

Gption: (=81, 1=14) Cliant Fully Gualified oomain wamg
dption: (rebd, 1=8) vendor class 1dencifier = “MET 5.07
dption: (r=55, 1=i1) Paramever Esguest List

Erd Sption

T AR R RE

Ho) Dosctatra Protocol (Ecoinl, 06 bytes Paschty: &7 Deplaywsd: § Markack: © Frofie; el

RSBwRAE

IREEEEMNRSRNAERRNBEIER. XUT—RH , EE7RT DHCP X , DHCP
EHt. DHCP i#3k#M DHCP ACK, BER , XEHIEERIZFIZRENDHCPRIEN MR, E#F
, DHCPER 2R & TRoootp , IPVFMERKBIT , HPERDHCPAT, HEE , BlIEEF W

HDHCPERBIFEEBHFHMEE, FiEEE , WCREBLHPURBIETH RE & mRBEI i,



Buffalo_DHCP prozxcy_portelinror, prap - Wireshark
fle [ Yew G0 Cecbre frafoe Retitcd Jook el
Sddee EEXPE A++»aTL HE QA0 D8 % B

Fier: [BRaTp = Expression... Ceaxr Apply
M. - Tirs Thigdh Dniritiradion P odsated Inla
1082 27498751 S0, 100 0211 11.0.0.11 OHCP OHCP D scdver Trafsaction ID Owdd 86332
I-Wﬁ 7. 1W 11.0.0.11 50, 101.90.11 oHCP IH’I:F offar Tl'l“iiﬁ"ﬂ"l i Wﬂ‘-mﬂ?
¥, 11 [P T ~] T

'l'll"lﬂﬂn 1 I:I'H 1o WI-HH?

1067 27463644 11.0.0.11 50,101,018 T ——

¥

Frame 1086 (362 byTes on wire, 367 ByTes Caprurad)
Ethernet II, Sr<i CIE00_TLIi75:07 (O0O0:1%:aa:T1:75:07), Dat: Clsco _bZ:ibdi4l (00:1%9:aF b2 Fdi48)
Internet Protocol, Src: 50.100.0.11 (50.204.0.11), Det: 11.0.0.11 €11.0.0.11)
rser Datagram Protocol, Src Port: bootps (67), Dst Port: beotps (&7)
Bootstrap Protocol

HEssage Type: BoOT AeQuest (1)

Hardwara Type: CThernet

Hardware address lengrh: &

Hops! 1

Trandaction ID: QwdddBdiiz

Seconds elapsed: O
W Bootp flags: Ox00D0 (Undcast)

EEERE

ElMent 1P address: 0.0.0.0 (0.0.0.0)

vour (client) 1P address: O.000.0 C0.0.0.030

MEsST sEFver IP acdress: 0.0.0.0 (0.0,0.00

eelay agert IP acdress: 50.201.0.14 (50.1401.9.11)
clienty mac address: o Falo_TR02:0b (001600 :TRi0R:0b)

server host name not gliven

soot File name not glven

Haglc cookie: fokd

csprion: r=%3, T-l) OHOP HESsage TYpE = DHOP ERQUEST
opriom: (=1, 1=7) £11ant fdantifier

oprion: (TS0, 1=4) Aegeeited IP address « 50.104.2.4
option: (T=%4,7=4) server Idemtifier = 11.0,0.11
option: (t=l2,1=10) Host Hame = “LENOYO-THL™

option: (t=1,71=142 Clienmt Fully cualified Domain Mame
gprion: t=bl;1=8) vendor class fdentifier = “MoFT 5.0°
gprion: Cr=55,1-11) Parameter Reguest List

end dprion

pacdlmg

[ P Aoty anc Sattingebuicry My Documenty i s alsbora (ORGP DooumentiBuffal DHCP. | Packabic 1224 Drplivect 4 Marked: 0 Praofie: Dofadt

EEEEREEREE

REEIE A

B 5|25 FEDHCPRIE | M1 2428 L S ADHCPREIEE, BINBR TaBALtkThee, E
S FDHCPRE | AfLAEALLCLITE S, DHCPE £ A Controller T H EHGUIRtB L ERMERNA

<

o

<#root>
(Cisco Controller) >

config dhcp proxy enable

(Cisco Controller) >

show dhcp proxy

DHCP Proxy Behavior: enabled

EFDHCPREEE I , XM EFTEDHCPRSH BN EHIESEO LB EEDHCPRRS .
DHCPARG SR I AEEEE N, ap-manageriZAMZI[EO LEE., AMUFEAXECLIGTAEN
EOEEDHCPRS S,

<tfroot>



(Cisco

config

(Cisco

config

(Cisco

config

Controller) >

i nterface dhcp ap-manager prinmary

Controller) >

i nterface dhcp nmanagenent prinmary

Controller) >

interface dhcp dynam c-interface

primary

DHCP #fZRER —M £ FRE , Rt &EMiEHIS[AMFATE DHCP £%,

HUEHEER

X2

ORI, debug dhep packet enablel@ iR & R T —MEHIZE | ZIEFHIBHERSKR BEMACHLIE T

00:40:96:b4:8c:e 1K) & F iz FIDHCPER , MIDHCPARS 88 K IXDHCPiER , MDHCP RS 851 Uk B

%, AEEFIwmAIEDHCPRE M,

<tfroot>

(Cisco Controller) >

debug dhcp nessage enabl e

Thu Jun 25
(len 312,

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

25
25
25
25
25
25
25
25
25
25

21:48:55
port 29,

21:

21

21:
21:

21

21:
21:

21

21:
21:

48:
:48:
48:
48:
:48:
48:
48:
:48:
48:
48:

55
55
55
55
55
55
55
55
55
55

2009

encap

2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:

. 00: 40: 96:
0Oxec03)

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
dhcpServer:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

96:
96:
96:
96:
96:
96:
96:
96:
96:

96

b4:

b4 :

b4

b4:
b4:

b4

b4:
b4:

b4

b4:
:b4:

0

8c:

8c:
:8c:
8c:
8c:
:8c:
8c:
8c:
:8c:
8c:
8c:
.0.0.0, dhcpNetmask: 0.0.0.0,

el

el
el
el
el
el
el
el
el
el
el

DHCP

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

recei ved op BOOTREQUEST (1)

option len (including the magic cookie) 76

option:
option:
option:
option:
option:
option:
option:
options

message type = DHCP REQUEST

61 (len 7) - skipping

requested ip = 192.168.4.13

12 (len 7) - skipping

81 (len 11) - skipping

vendor class id = MSFT 5.0 (Ten 8)
55 (len 11) - skipping

end, len 76, actual 68

selecting relay 1 - control block settings:

dhcpGateway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN: O



Thu Jun 25 21:48:55 2009: 00:40: 96: b4: 8c: el DHCP selected relay 1 - 192.168.3.1
(l ocal address 192.168.4.2, gateway 192.168.4.1, VLAN 101, port 29)
Thu Jun 25 21:48:55 2009: 00: 40: 96: b4: 8c: el DHCP transnitting DHCP REQUEST (3)

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP  op: BOOTREQUEST, htype: Ethernet,
hlen: 6, hops: 1

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP  xid: 0xfc3c9979 (4231829881), secs: O,
flags: 0O

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP chaddr: 00:40:96:b4:8c:el

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP  siaddr: 0.0.0.0, giaddr: 192.168.4.1

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP requested ip: 192.168.4.13

Thu Jun 25 21:48:55 2009: 00: 40: 96: b4: 8c: el DHCP Forwardi ng DHCP packet (332 octets)
-- packet received on direct-connect port requires forwarding to external DHCP
server. Next-hop is 192.168.4.1

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP sending REQUEST to 192.168.4.1
(len 350, port 29, vlan 101)
Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP selecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 192.168.4.1 VLAN: 101
Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP selected relay 2 - NONE

Thu Jun 25 21:48:55 2009: 00: 40: 96: b4: 8c: el DHCP received op BOOTREPLY (2) (len 316, port 29
encap Oxec00)

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option len (including the magic cookie) 80

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: message type = DHCP ACK

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: 58 (len 4) - skipping

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: 59 (len 4) - skipping

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: Tease time = 691200 seconds

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: server id = 192.168.3.1

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: netmask = 255.255.0.0

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: 15 (len 14) - skipping

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: gateway = 192.168.4.1

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: DNS server, cnt = 1, first = 192.168.3.1

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP option: WINS server, cnt = 1, first = 192.168.3.1

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP options end, len 80, actual 72

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP setting server from ACK (server 192.168.3.1,
yiaddr 192.168.4.13)

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el Assigning Address 192.168.4.13 to mobile

Thu Jun 25 21:48:55 2009: 00: 40: 96: b4: 8c: el DHCP sending REPLY to STA (len 424, port 29,
vl an 20)
Thu Jun 25 21:48:55 2009: 00: 40: 96: b4: 8c: el DHCP transnitting DHCP ACK (5)

Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP  op: BOOTREPLY, htype: Ethernet, hlen: 6,
hops: 0
Thu Jun 25 21:48:55 2009: 00:40:96:b4:8c:el DHCP  xid: 0xfc3c9979 (4231829881), secs: O,
flags: 0O
Thu Jun 25 21:48:59 2009: 00:40:96:b4:8c:el DHCP chaddr: 00:40:96:b4:8c:el
Thu Jun 25 21:48:59 2009: 00:40:96:b4:8c:el DHCP ciaddr: 0.0.0.0, vyiaddr: 192.168.4.13
Thu Jun 25 21:48:59 2009: 00:40:96:b4:8c:el DHCP  siaddr: 0.0.0.0, giaddr: 0.0.0.0
Thu Jun 25 21:48:59 2009: 00:40:96:b4:8c:el DHCP  server 1id: 192.0.2.10 rcvd server id: 192.168.3.1

EEE

- 5 FIDHCPREM #2425 5 B8t 75 2 by X3 MIDHCPAR S 2RV 1R & Z 8] Al REfF R B 1R AF 1 R R
o BERRT , XBRURERHTRENM AIBAMENH R ETTEGNREE RSN, LhHE

N2



BHEERG ERER R EAIDHCPRE,

- HEFIRERFIEZR LA TDHCP REQIRSH |, 2HI3R 2 EFDHCPEMHKREE. B mER
FRBEFFIRWDHCPRAIMME R 2H , TEEFR LHEARUNRS ( XRFFKEEBRE
FRAFEH ) o HDHCPREWEMRT , 2FI3R 2K KDHCPBHAEHIESZ,

- HEBENmMERHRLMEFHERNDHCPRERE,

DHCP HriZtE =

DHCP#F#Ih8E B EFEDHCPESH B H S AN E iRt £iEH, BR802.11ZILLAMIIA Fiksi

, REFFIHHNBEIRLZIESINBREREA MU (LWAPP)BEEFZZIE F % VLAN(EL3E FER
TME?PMM#MEmm@L) B# , BRT UAKMIIEIS02. 11 Rz |, RIZBIEFImiEEE
BARZIERMNEFIHKVLAN ( K38 KR+ HEIPBRE ) FrEZERILWAPPRRE., IR FER
MEREEREYIRO , AREFHNITEASHNDHCPES

DHCP #HZIR/E - FFEBEaIR

Bobils pHCP
H4 Controlkar Sarver

3]
e

1) DHCP Discower
Handling of Packels for Local Clients
1) Client sends DHCP discover as all-subnels broadcast
£) DHLE Ofter which is bridged by the controller.
2) DHCP server sands DHCP offer to client in a unicast
packet.
3) Client sends DHCP request as all-subnets broadcast
3) DHCP Request which is bridged by the controller.
4) DHCP server send ACK to client in a unicast packet.
4) DHCP ACK

TR R - AE




Bl [ Ve p Cabee Babee Daiwies g
Edae pEx0E BeveF s EF acacar a0 X B

e | * Eoresion.. Jea oy

LA e eraton Proed  fo
?aam 000 0 I5E805.045 0 DWP oeR ptscove - Tramsaction ID G9Baeels
108 imH  TOIRI0L | RSN P Gee AR - Tramaction 1o ouskaeecs

w Frame § (M2 bytes on wire, M2 bytes captored)

s Ethernat I, Sro: Clsco 32:7ac40 (00:laced:32:7ac40), Csv: Olbz?FozdveEsde (00:lba7TIidcwEcEa)
® IRERCREE Pratacs], Sres 197 2€8.10.1 (193 364.10.1), o4T! 10Q.16E.AGC1D0 (100,168, 10,1200

u User Batagram Protoce], Src Port: bootps (A7), Dst Port: bootpc (88)

Message typei Bogt Reply ()

Hardearg Type: Crheregt

Wirgslrn aodrers lengnhl &

Hops: 0

Trarseion 100 JudfEapsls

secondd elapseds ©

Bootp flags: o000l (uricast)

Cliee 1P address: 0.0.0.0 (0.0.0.00

vour (c1ient) DP pddress: 152.185.10.150 [152.1A8.00.13200
W serar 18 addeessz 00000 (0.0.0.40

REliy ageat TP addeesss 0,0,0.0 00.0.0.43

CHent MAC address: 00z1lb:77:23:96:8a (00z1b:77:23:96:82)
serer hodt nase mat given

Bogt £ile nume rat given

Magie cookie: {ox)

woptien: (TedF, 1al) DHOP MEdShpe TyEd = DHCP Offer

@ dotlon: (Tt led) Server Tdertifler = 152.188.10.1
& prion: (U5l lek) 1P Adgress Leage Tioe = 1 day
wOption: [te98,1=L) Rénewal Time Walue = 12 hours

W oprion: (TS, 1sd) eabinging Tee walue = 7L hours
w optien: (el l=i]) Subnet mask = 235,295, 295.0
woptlon: (T=3,1=4) Aouter = 1%2.148.10.1

3 e 3 b 8 e )

EEFHBESRREFEET , AEEX THEF HmHR BN EEX 5] Z2DHCPRS 251 KER

IP , #EOfferfMAckBIE &+ B FIW T R IZHIRRE L PHE 1o
FrEBEIHR - RSHAE



i DHCPwiredCaptured_2_peap - Wireshark

Be P& few G0 Cephae Snatvos  Ralbtics  Hep

Bddeoe EEXSE ++9T2 BE acan d0" % H

Fiter: Bookn *  Eepresson.,. (ear fppdy

Na. - Tima Source [stirugtion Protocol ]
30 6.134724 D0 0.0 255.255.255.255 e DHEP Reguest - Transaction I0 Ox5FEZeslB

0.0 0.0 & CHCE HOP Eegquest = Transaction IO OxyrE aelb

41 5,130886 192,166.10.1 192,168, 10,. 104 DHCP DHCR &CK - Tramsaction ID Ox5TEZeelB
42 B, 147306 192.168.10.1 162 188, 10,104 CHCP DHOP ALK = Transaction Ip OxiFE2eels
66 0, 04TIZR 192,166,100, 104 102,.168.10.1 DHCE DHCP Reguest - Transaction I0 OxGRalfbZc
BT 9.051910 192.168.10.104 162.168.10.1 CHCP DHOP Request = Transaction ID Oxééalfble
68 0,052548 192,16E.10.1 192,168, 10.104 DHCP LHIE &K - Transaction ID OxEGalfbIc
B9 9, 057076 192.168.10.1 152,168, 10.104 CHCP DHCP ALK = Transaction Ip OxéGalfble

CEI O S S

Frame 40 (356 bytes on wire, 356 byres caprured)
Eth&érnget II,
Internet Protocol,
user Datagram Frotocol,
BOGTEErap Protocal
Hessage type: Boot Request (1)
Hardware Type: EThernet
Hardware address length: &
Hops: O
Transaction I0: Ox5faZesls
seconds elapsed: O

Src POPTE

Src: Afronet_bo:44:51 (00:40:98:b6:44:517, Dst:
gre: 0.0.0.0 (0.0.0.0), pst: 25%.255.255.255 (255.255.255.255)
bootpc (68), OsT PorT:

bootps (673

@ Bootp Flags: dx000b (unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
vour (<lient) IP address: O.0.0.0 (0.0.0.0)
H&xE férver IP addreds: O 0.0.0 (0.0.0.00
ralay agent IP address: 0.0.0.0 (0,.0,0.0)
C1ient Mas address: aironet_be:dd 5l (00:40:96:b6:44151)

server host name not given

goot file name not given

Haglc cookie: (OK)

oprion: (T=53,1=1) DHCP MESSigEe Type = DHCP REqGUEST
option: (t=61,1=F) Client identifier

Broadcast (FF:FF-FF:ff:

option:
OpTion:
opt fon:
opt fon;

o S S T A

(=50, 1=4) Bequested IP Address = 192.165,10.104
{T=12,1=12"% HosT Mase = “cisco-1bm-ap”
{t=81,1=16) C1ient Fully qualified pomain Name
{t=f0, 1=8) vendor <lass 1dentifier = "MSFT 5.0"

L)

gprion: (T=55,1=11) Parameter Request List
End oprion

EESBEIHRERERTD , S UERIBIESZI0ZEMNNHAE Fi500:40:96:06:44:51 B B Lk M 4%

ElgﬁEDHCP-\lﬁ sjzr_ﬁo
HriEE & R A

ExEHIE8 £ S ADHCPHTEThAE | SAUEIEHI2R LR ADHCPRIE AL,

WHRZTR :

<#root>

(Cisco Controller) >
config dhcp proxy disable
(Cisco Controller) >
show dhcp proxy

DHCP Proxy Behaviour: disabled

MEDHCPRGS#HREEFIRAER —HE2E(L2)MEH |

A -

xXH

ML HIDHCPRRS B8 AT RILEERN — Rl

~B

BEFECLIFERAT

W A7 A IPES B R PP B R BB P i



<tfroot>
Switch#

conf t

Switch(config)#

interface vl an

Switch(config-if)#

i p hel per-address

DHCP ##hseR

R BERR

-2 R/RE , D& EEIZINNFTE DHCP £, SMEALEM RS
FiE4Ies ERFT A X EVLANGRINIPE B A,

b4 HEY debug BEEEFIZR CLI LEA |, H BBSX A REN 7 % H# DHCP #45

<tfroot>

(Cisco Controller)

>

debug client 00:40: 96: b6: 44: 51

(Cisco Controller)

>

debug dhcp nessage enabl e

00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51

00: 40: 96: b6: 44: 51

00:40:96:b6:44:51
00:40:96:b6:44:51
00:40:96:b6:44:51

00: 40: 96: b6: 44: 51

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

DHCP

DHCP
DHCP
DHCP

receive
option

option:
option:
option:
option:
option:
option:
options
process

d op BOOTREQUEST (1) (len 308, port 1, encap Oxec03)
len (including the magic cookie) 72

message type = DHCP DISCOVER

116 (len 1) - skipping

61 (len 7) - skipping

12 (len 12) - skipping

vendor class id = MSFT 5.0 (Ten 8)

55 (len 11) - skipping

end, len 72, actual 64
ing DHCP DISCOVER (1)

op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 0

xid:

chadd
ciadd
siadd

0x224dfab6 (575535798), secs: 0, flags: O
r: 00:40:96:b6:44:51

r: 0.0.0.0, vyiaddr: 0.0.0.0

r: 0.0.0.0, giaddr: 0.0.0.0

successfully bridged packet to DS

receive
option
option:

option:

d op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
len (including the magic cookie) 72
message type = DHCP OFFER

server id = 192.168.10.1



00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:

00:
00:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

40:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

40:

40:
40:

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

96:

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

96

96:
96:
96:
96:

96:

96:
96:

b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:

b6:

b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
:b6:
b6:
b6:
b6:
b6:

b6:

b6:
b6:

44
44
44
44
44
44
44
44
44
44
44
44
44

44.

44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44
44

44.

44
44

51
51
51
51
51
51
51
51
51
51
51
51
51

51

51
51
51
51
51
51
51
51
51
51
51
51
51
51
51
51
51
51
51

51

51
51

DHCP option: lease time = 84263 seconds

DHCP option: 58 (len 4) - skipping

DHCP option: 59 (len 4) - skipping

DHCP option: netmask = 255.255.255.0

DHCP option: gateway = 192.168.10.1

DHCP options end, len 72, actual 64

DHCP processing DHCP OFFER (2)

DHCP  op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
DHCP xid: 0x224dfab6 (575535798), secs: 0, flags: O
DHCP chaddr: 00:40:96:b6:44:51

DHCP  ciaddr: 0.0.0.0, yiaddr: 192.168.10.104

DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0

DHCP server id: 192.168.10.1 rcvd server id: 192.168.10.1

DHCP successfully bridged packet to STA

DHCP received op BOOTREQUEST (1) (len 328, port 1, encap Oxec03)
DHCP option len (including the magic cookie) 92

DHCP option: message type = DHCP REQUEST

DHCP option: 61 (len 7) - skipping

DHCP option: requested ip = 192.168.10.104

DHCP option: server id = 192.168.10.1

DHCP option: 12 (len 12) - skipping

DHCP option: 81 (len 16) - skipping

DHCP option: vendor class id = MSFT 5.0 (len 8)

DHCP option: 55 (len 11) - skipping

DHCP options end, len 92, actual 84

DHCP processing DHCP REQUEST (3)

DHCP  op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 0

DHCP xid: 0x224dfab6 (575535798), secs: 0, flags: O

DHCP chaddr: 00:40:96:b6:44:51
DHCP ciaddr: 0.0.0.0, yiaddr: O
DHCP siaddr: 0.0.0.0, giaddr: O
DHCP requested ip: 192.168.10.104

DHCP server id: 192.168.10.1 rcvd server id: 192.168.10.1

.0.0.0
.0.0.0

DHCP successful ly bridged packet to DS

DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
DHCP option len (including the magic

cookie) 72 00:40:96:b6:44:51 DHCP option: message type = DHCP ACK

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

40:
40:
40:

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

96:
96:
96:

b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:
b6:

b6:
b6:
b6:

44

44.
44.
44.

:51
44
44
44
44
44
44
44
44
44
44
44
44
44

51
51
51
51
51
51
51
51
51
51
51
51
51

51
51
51

DHCP option: server id = 192.168.10.1

DHCP option: lease time = 86400 seconds

DHCP option: 58 (len 4) - skipping

DHCP option: 59 (len 4) - skipping

DHCP option: netmask = 255.255.255.0

DHCP option: gateway = 192.168.10.1

DHCP options end, len 72, actual 64

DHCP processing DHCP ACK (5)

DHCP  op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
DHCP xid: 0x224dfab6 (575535798), secs: 0, flags: O
DHCP chaddr: 00:40:96:b6:44:51

DHCP  ciaddr: 0.0.0.0, yiaddr: 192.168.10.104

DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0

DHCP server id: 192.168.10.1 rcvd server id: 192.168.10.1

Assi gni ng Address 192.168.10.104 to nobile
DHCP successful ly bridged packet to STA
192. 168. 10. 104 Added NPU entry of type 1

it DHCP debug fith e , F — £ RIFIRFIZR[IEEA DHCP FHENEREF !



- DHCPRINEHIESHEZEIDS — XEREREEZF RN RAEDHCPHETHEITESR , REXK
B9 WHRZK(DS), DS NELEREN,

« DHCPR I IR EHZZISTA — IEERADHCPHIE S EFFZEAREHRFI W X(STA),
STARERDHCPH & %,

A, BELFR AR P S HASKFRIRS S5 IPH# 4L , B1192.168.10.1, MR IEEEADHCPRIEM
T RDHCPHFE , WA LAE 2100 ARSS 28 1P 3k 51 Hh A9 2 I BR RE A IP b 41k

EEE
- BIAMERT , DHCPREE R,
- MEBEWAEERHRAREEHRNDHCPRERE,
- Ef£ DHCP £ 82 T , %JUR A DHCP RE,

N DHCP ARS5 =%

N #&F DHCP RSS2 #l BN T A EMSNEE DHCP BRS8N 2 XM EI AN, ©EREXE/NETL
&, B—FRHREARKAP) DT 4. ASRSHREOERZOD LNELEF K, BEE AP, ®
N AP R IP bt , BARM AP %K/ DHCP &R, EFRRANBADHCPRS |, BXX
BFARNNEE K EAREBEFLTET R

M &R DHCP M#F#EE X LR

EIEE EMF M EE DHCP #3X ) DHCP R¥E= DHCP #7#%, EADHCPHHER | B HIREBRE
A BJAAPKHIDHCPEIf:, DHCPHIE BN 55 2IVLANK RS £ RAF(SSID) W & /= i < Bt
AAP, RJ5 , DHCP BB aEFiZ VLAN, MR ZVLANKEIE (L)< EE X T IPRIBIEF
, MBIE SN EN E 6 £ %% & 1 ZDHCPIRS 85, A/ , DHCPIRFZ S EEE £ # X 1ZDHCPEIE
BWL3EN, FADHCPRELERMNIEE B ABEEERF S LR , MARVLANK
L3#E0, i , DHCP#E RN FE P imdt AWLAN |, SREWLANEAVLANE QO EE X MDHCPRS 85
*BH*EFAWLANKDHCPE E 1AL , LAMENEEDHCPEIE 2 X ZIDHCPRE 3 , DHCPEIEE
GIADDRZEREEERNVLANEZE O M IPHbiL,

R & DHCP fRSS 28 - BEER



2) DHCP Discover

-

4) DHCP Offer

5) DHCP Reguest

&) DHCP Raquest

7) DHGP ACK

8) DHCP ACK
-4

N&B DHCP A3 2RBL & Rl

MIRIEFRHIZE £ /S AADHCPE | UENEDHCPARS SRIER T4, W LAUBIE LT GUI /5 A DHCP

RE -

Handling of Packets for | Clien

1) Client sends DHCP discover as all-subnets broadcast
2) Controller forwards the DHCP discover via the DHCP
proxy service of the conlroller to the intermal DHCP
sarver (Mote: the configured DHCP server IP addrass
must be the management |P address of the controller),
3) Internal DHCP server sends DHCP offer back to the
DHCP proxy agent on the controller.

4} Controller unicasts DHCP offer to clienl with option 54
and source address sel as controller's management |F
addrass.

5) Client sends DHCP request o the management IP
addrass.

6) Controller unicasls DHCP request from WLAN IP
address to DHCP praxy service which then forwards the
requast 1o the intermal DHCP server,

7) Internal DHCP server sends ACK to the DHCP proxy
sSenvice.

8) Cantraller unicasts ACK to the client.

N i - BTREEEFARAREYGUIEBDHCPAE,

Controller->Advanced->DHCP

DHCP Parameters

Enable DHCP Proxy

DHCP Option 82 Remote Id field format

AP-MAC -

e AT@I CLI /5 A DHCP X :

Config dhcp proxy enable
Save config




EREANEDHCPRRS8F , BT THER .
1.7 XA F 1R EUP b 11t #9538 Bl (Controller > Internal DHCP Server > DHCP Scope)o ST o New

DHCP Scope > Edit
Scope Mame User Scope
Poal Start Address 192.168.100.100
Pool End Address 192.168.100.200
Metwaork 192.168.100.0
Metmask 255.255.255.0
Leaze Time (seconds) 86400
Default Routers 152.168.100.1 0.0.0.0 0.0.0.0
DNS Domain Name wic2106.local
DNS Servers 0.0.0.0 0.0.0.0 0.0.0.0
Metbios Name Servers 0.0.0.0 0.0.0.0 0.0.0.0
Status Enabled -

2 f¥DHCPEZE M HR M EEEOIPHL,

WLANs > Edit < Back |

| General | Security | QoS | Advanced

Allow Al Override "] Enabled DHCP
Coverage Hole Detection [V Enabled OHCP Sarver ¥ overide
Enable Session Timeout @ 1800

© " Session Timeout (secs) 1592.168,100.254
Aironet 1E [ Enabled DHCP Server [P Addr
Diagnestic Channel [Flenabied DHCP Addr. Assignment [ | Required
IFvE Enable A HManagement Frame Protection (MFP)

Override Interface ACL Mone -
Infrastructure MFP (7]

F2F Blocking Action Disabled - Probection
Client Exclusion 4 Fenabled MFP Client Protection e
Timeout Value (secs) 4 ERE

VelP Snooping and A DTIM Period (in beacon intervals)
Reporting o

HREAP 802.11a/n (1-255) 1
H-REAF Local Switching2 [ Enabled 802.11b/g/n (1 - 255) 1
Learn Cliant 1P Address & Enabled HAC

State [T Enabled




3.WRDHCPREE S A,

DHCP Parameters

Enable DHCP Proxy [+

DHCP Option 82 Remote Id field format AP-MAC -

B HEER
MEBDHCPRRS B2 BIR B R BEE RERBPHI B MBNE i, BLFVETXLERR,

debug client <MAC ADDRESS OF CLIENT>

debug client2 —1%& , CRFRREFELMAN T RMACHHE £ |, HAHEERAXLERER,

debug dhcp packet enable

debug dotll mobile enable
debug dotll state enable

debug dotlx events enable
debug pem events enable

debug pem state enable

debug cckm client debug enable

i RDHCP 8] B HY 3 E /5 3% debug dhep packet enable® , 1% A8 S 2 B 31 I8 F debug dientii o

<{froot>

00: 1b: 77: 2b: cf: 75 dhcpd: recei ved DI SCOVER

00: 1b: 77: 2b: cf: 75 dhcpd: Sendi ng DHCP packet (giaddr:192.168.100.254)to 127.0.0. 1: 67
from127.0.0.1: 1067

00:1b:77:2b:cf:75 sendto (548 bytes) returned 548
00:1b:77:2b:cf:75 DHCP option Ten (including the magic cookie) 312

00: 1b: 77: 2b: cf: 75 DHCP opti on: message type = DHCP OFFER



00:1b:77:2b:cf:75 DHCP option: server id = 192.168.100.254
00:1b:77:2b:cf:75 DHCP option: Tease time = 86400 seconds
00:1b:77:2b:cf:75 DHCP option: gateway = 192.168.100.1
00:1b:77:2b:cf:75 DHCP option: 15 (len 13) - skipping
00:1b:77:2b:cf:75 DHCP option: netmask = 255.255.255.0
00:1b:77:2b:cf:75 DHCP options end, len 312, actual 64
00:1b:77:2b:cf:75 DHCP option Ten (including the magic cookie) 81

00: 1b: 77: 2b: cf: 75 DHCP option: nmessage type = DHCP REQUEST

00:1b:77:2b:cf:75 DHCP option: 61 (len 7) - skipping

00:1b:77:2b:cf:75 DHCP option: requested ip = 192.168.100.100

00:1b:77:2b:cf:75 DHCP option: server id = 192.0.2.10

00:1b:77:2b:cf:75 DHCP option: 12 (len 14) - skipping

00:1b:77:2b:cf:75 DHCP option: vendor class id = MSFT 5.0 (len 8)

00:1b:77:2b:cf:75 DHCP option: 55 (len 11) - skipping

00:1b:77:2b:cf:75 DHCP option: 43 (len 3) - skipping

00:1b:77:2b:cf:75 DHCP options end, len 81, actual 73

00:1b:77:2b:cf:75 DHCP Forwarding packet locally (340 octets) from 192.168.100.254 to
192.168.100.254

dhcpd: Received 340 byte dhcp packet from Oxfe64a8c0 192.168.100.254:68

00: 1b: 77: 2b: cf: 75 dhcpd: packet 192.168. 100.254 -> 192. 168. 100. 254 usi ng scope "User Scope"
00: 1b: 77: 2b: cf: 75 dhcpd: recei ved REQUEST

00:1b:77:2b:cf:75 Checking node 192.168.100.100 Allocated 1246985143, Expires 1247071543
(now: 1246985143)

00:1b:77:2b:cf:75 dhcpd: server_id = c0a864fe

00:1b:77:2b:cf:75 dhcpd: server_id = c0a864fe adding option 0x35 adding option 0x36
adding option 0x33 adding option 0x03 adding option 0xO0f adding option 0x01

00: 1b: 77: 2b: cf: 75 dhcpd: Sendi ng DHCP packet (giaddr:192.168. 100. 254)to 127.0.0. 1: 67
from127.0.0. 1: 1067

00:1b:77:2b:cf:75 sendto (548 bytes) returned 548
00:1b:77:2b:cf:75 DHCP option Ten (including the magic cookie) 312

00: 1b: 77: 2b: cf: 75 DHCP option: message type = DHCP ACK

00:1b:77:2b:cf:75 DHCP option: server id = 192.168.100.254
00:1b:77:2b:cf:75 DHCP option: Tease time = 86400 seconds
00:1b:77:2b:cf:75 DHCP option: gateway = 192.168.100.1
00:1b:77:2b:cf:75 DHCP option: 15 (len 13) - skipping
00:1b:77:2b:cf:75 DHCP option: netmask = 255.255.255.0
00:1b:77:2b:cf:75 DHCP options end, Ten 312, actual 64

EBRWLC A #DHCPAR S5 858 L RIDHCPHE A

WA L& B L T a5 LUBBRWLCH A EFDHCPER S 88 EWDHCPFEA

<#root>

config dhcp clear-1ease



fHlan -

<{froot>

config dhcp cl ear-1|ease all

- TS FADHCPRIE , NEDHCPARSS ST REIEE T1E
- EASCPUACLEMMAZDHCPARS 286 , X% O 1067EHADHCP

. WEDHCPARSE8ET127.0.0.1 UDPix O67 TR &I25 3R @42 O

RARAF#EO

. Za npconflg dhcp proxy disable™ B K& F FADHCP#HiEIIEE, X2 —1MN2RWwS ( TRET WLAN
EIJ ap 'I'J ) [

- BINERT , DHCPRERKEE AR

- Zf DHCP REERT , A#h WLAN RTEFEA NI DHCP fRE 8. FHiERIEFETHHES
EE[R ARSI ENIRE, FIEXSER EEWRENE |, (B802.11ZI LA M F£RER I
DHCP# IR AR Z1EHENMLWAPPR2E %1% B &F FIRVLAN ( R 2R ) -

- BRI, 417E WLAN B30 £ ( RiE#EE WLAN #F ) BliE DHCP fRSE: , MER A
WLAN, ZARKRER , FTFEERERSS , RANT2EAXERSSE.

- AFPZiA/E A DHCP RER , MEANIPFEMATE WLAN ( XEBi#ED ) 9EEE DHCP AR
SR, AN , BRARESEXMK,

FTEER DHCP

WLANSREES —MNET , ERAFE#EARUNRS ( B HAUTLLES B HSARRENRS

) ZBIENDHCP, BLETIEREZEFHINITEANREAN DHCP EFR, BHENEFRERNEER
A RDHCPERFMMDHCPRRFZEFIREINACK, REXFIHIITXES R B mmM B DHCPRT
FLHB|HAH ARUNIRES



WLAN= = Edit _<Back | Apply |

General | Security | QoS | Advanced

Allow Al Onoarrde Enabled DHCP
Coverage Hole Detection || Enabled DHOP Sardsr Override
Enable Sesswion Timeout 7 LE0D
Session Timeout (secs) DHCP Addr. Assignment IFil Required

A of

onee T& Enabled Management Frame Protection (MFP)
hagnastic Channal Enabled
IPvE Enable Infrastructure MFP o

Protecton
Overnde Interface ACL NOME -
| MFF Chent Protecton "

P2P Blocking Adton Disabled - 3 Optanal -
Chent Exclusion 3 ¥ Enabled &0 DTIM Period (in beacon intervals)

Timeousdt Walise (sacs)

L2 A L3 &}

L2i@h — MREFEFmEFAMMDHCPEA , AER—L2ME LHF AN TERHIER 2 FNITL2E
i, NEFIREFEENEBEDHCP , #BEFiRm%k B LA T2 NRIREFISR B T FIERER. RS
, MIREFinHEEBWNITDHCP , NI H a1 #lsR EWDHCPH A E#H B 2 BIE R SRR
o

L8 — ELIBHEART , FFRRETELINEFHR NN ERFR 2 BB, EXHERT

, B PR E B R R R BB HF ERRINEZ RSB T M imRPIIH. EHRZRF , SBFRK
RSN SRR HIZE M RIRHIZR 2 B RV EoIPRRE N TRRER AT |, B RIEFIBR AL EE iR
DHCP,

HXER

- 328 Cisco Aironet # A SFER DHCP OPTION 43 R4l
o RBARFTEFIAY - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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