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B
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B 3IMicrosoft CA ( INBEHE )
E# AWindows 2003 Advanced ServerfTFFMicrosoft CA , BRI FEHER
1. 8%, RENS, GEFLHIEAR>HH0/M EREF> Windows4 #> R 2 Fr iR 55 3%
2. RjE , RECA, EFEZHER>5 MM ERREFF> Windows B #4>IEF RS .
a. IEFE L WRCA,
b. ACAREE—MNEM , FiE T ZEM,
FEACSH ZRIRSS2RIUET
BEHEACSHZRERSFHF|IULED , ETHUTSR,
1. EACSIRF B LIZ1TRIRI BEBRH , X BT EICA:http://ip.of. CA.server/certsrv
a. BRIEB>BRER>CIEH G U CARKER.
b. EBM(CN)FEH , AELRNA. BT E.
c. £ Type of Certificate Needed TR 8 H | 1% Server Authentication Certificate,
d. £Key Options T , i&#* :
- CSP - Microsoft Base N & =2 #t#2 Fv1.0
- BEAKRNDN—1024
- EHIRCEPN TS H,
- 1% Store cert in the local computer cert store,
e. REFMBHEMANBNIINE , RFEEHSubmit,

f. BNZ2FEcertificate PendingRAIRE , HEFE R et s 4e er - PREIBRB) A
, 55 RMS KB 323172 , S AJgE 2 FESActive XBI HALA A,

2.7 , BECAL , #ACAEEIHEFRHERTH>EE T E>IFHMANE,
a. =EM , BFFCARFR , #&EFHPending Requests T

b. ZAMN , A A ETRBEACSHIER , REEFEAI Tasks > Issue, MIEIZiER M iZHIN
TElssued Certificates T

3. IREIACSHRS 88 , BN ¥ Elnttp://ip.of.CA.server/certsrvo
a. B HView the status of a pending certificate request,

b. B & Server Authentication Certificateo



c. B35 Install this certificates

TEACS L Z%&ECAIEH

FEACSHRF B LIZ1THIREERH , X/ BT EICA:http://ip.of CA.server/certsrv
a. B Download a CA certificate, certificate chain, or CRL.,
b. # £ Encoding method:Base 64.
c. ¥ Download CA certificate,
d. T .cerXft , RARELERFIUEH,
e. BUEBSABSEH , BET—F , RAREEFHMBELEPRANT76#
f. % £ Show physical stores J53R.
g. BT ZEENBIEBREIL , EE Rt &Y, HEEHEE
h. BESARSENT -5, TRMEE.

REACSEAE A BR S5 2RIE

RRIX LB IR -

dit

1. £ ACS R% 88 L , 1%#8 System Configuration,
2. % ACS Certificate Setup.
3. 1%£#% Install ACS Certificate.
4. NEEERERS ORI,
5. BACNEM , EE—SHhEANBFER,
6. B & submit,
7. EACSHRSE 22+ , & & System configuration.
8. 1% ACS Certificate Setup.
9. % #% Edit Certificate Trust Listo
10. % CA Ei%4E,

11. B submit,

SHACSHE B it WGBEEAP-TLSH# 1T B 95 iF

, R 2
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ERATHTRUBBACSAFEWGBEACSH# 1T H B RIE :

1. fFWLCRINAINAS ( AAAE i ) ,
a. EACS GUIF , & AZM A Network Configuration.
b. £AAA Clients T , ##Add Entry,
c. FEAAA Client Hostname T 4l A B #o
d. Z£AAA Client IP Address T AWLCHY EE# O IP#th ik,
e. f£Shared Secret ( £ E=%4A ) TH ARADIUSEHAHIERTE.
f. #£Authenticate Using TR 3E 8 | %&£ FERADIUS(Cisco Airespace).
g. & Submit+Apply.

2. EACSH /3 FHEAP-TLS,
a. 1% System Configuration > Global Authentication Setup.

b. f£EAP-TLST ( 0 , TRREAP-TLS ) , FEEAP-FASTZE ( TR 2PEAP FHEAP-
TLS) , i&Allow EAP-TLS.

c. RERA = MEFHRIEED,
d. EERR+EMED,
3. MWGBHMHNACS,

a. fEUser Setup® , #EUserERF#H AWGBH B #r , AF 2 HAJI/Edit, 1t RHIEH
“WGB”,

b. M AMELUF N ARG, XZ2MER , BEEAP-TLSHRFEH,
c. B submit,

Bl EWLCHIWLANLABACS#H 1T B 17181

R IX e 250

1. X EEIWLCHGUI,

HI}

2. JFACSHINBIRADIUSARS 885K -
a. %&$ESecurity > AAA > RADIUS > Authentication , /5% HNew,
b. #E£Server IP AddressE#x F % AACS P31t

c. A E—HRADIUSHERA,



d. & Applyo
3. NEAP-TLSZ = i s ANWLAN:
a. EWLANsT , #EHNew,
b. il ASSID/ENEL B XX 4+ & FAMWLAN SSID.
c. EGeneraliET<H , £ EnabledE%4EMBroadcast SSID ( REFE ) .
d. fESecurity £ T :

a. fELayer 21T , FELayer 2 Security T H 3 8 HEFEWPA+WPA2 |, £ AWPA
Policy with TKIP encryption , BUEEFWPA2 policy with AES encryption , Af5i%
$%802.1X for Auth Key Mgmt.

b. Z£AAA Servers T~ , INACS |, BRIEACSZE £ R EBIARADIUSHRE 25
e. £ Applyo
Bl EWGBUEH

AE WA EFERERTIEN AL, BXUAFERTFTPRISCEPH EWIFMEER |, S HCisco
3200R F| T EMICE Bl E 15/ P BV £ A 10 28 pki CLIFREUF 4,

dit

1. BIBEEREWGBH =N B, BB MeTE,
a. THBMAEEACSHTFREMANBAFBTE , e ER:

<#root>
ap#
configure term na

ap(config)#
host name WGEB

WGB(config)#

b. BYRIANIEH , IAUEF BEIEE T4E ( BY#hiREexec CLISELEsntpARSS &R ) o

2. BEECANGEER :

<tfroot>

WGB#


//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html
//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html
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config term
WGB(config)#

crypto pki trustpoint CUT-PASTE

WGB(config)#

enrol | nent term nal

WGB(config)#

subj ect - nane CN=WGB

AR . i z#N=<ClientName>J A EI, MEEERUEH , Microsoft CAR T EMAIES , A
ot 4 £ 45 2 5e sk i < - 08009400141 H o

<#root>

WGB(config)#

revocati on-check none

EE . AfE Arevocation-check nonets 13K & Cisco Bug ID CSCsl07349 ( {XBREMZ
F) FERNFRE, WCBEREBUEXK/EFNXEK , EMEEFTERKIE,

<#root>

WGB(config)#

rsakeypai r manual - keys 1024

3. EWGB LR &CAIEH :

a. IREXCAIE BRI -
a. X ¥ B CA:http://ip.of.CA.server/certsrv
b. # & Download a CA certificate, certificate chain, or CRL,
c. ###FEncoding method:Base 64.
d. fiiDownload CA certificate,
e. R7F.cerX #,

b. Z&RCAIEH :

<#froot>


https://tools.cisco.com/bugsearch/bug/CSCsl07349

WGB(config)#
crypto pki authenticate CUT- PASTE

Enter the base 64 encoded CA certificate.

End with a blank T1ine or the word "quit" on a line by itself

D , B E—DPTERN . cerS R,

quit

Certificate has the following attributes:
Fingerprint: 45EC6866 A66B4D8F 2E05960F BC5C1B76
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

4. EWGBLEBERHZEEZFIRIES :
a. EWGB L £ KiFHiEs

<#root>
WGB(config)#
crypto pki enroll CUT-PASTE

% Start certificate enrollment ..

% The subject name in the certificate will include: CN=WGB

% Include the router serial number in the subject name? [yes/no]: no
% Include an IP address in the subject name? [no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

MIIBjzCB+QIBADAVMQwwCgYDVQQDEWNXROIxHzAdBgkghkiGOwOBCQIWEFdHQi 57
Y211d2TmaS5jb20wgZ8wDQY JKoZIhvcNAQEBBQADgYOAMIGIA0GBAMuUyZ0Y/xI30
6Pwch3gA/JoBobYcvKH1c0BOqvgPgCmZgNb8nsFDV8ZFQKb3ySdIx1q0Gtrn/Yoh
2LHzRK1+AWQHFGAB2vkFDOSID8A6+YD/GgEdXGoo/e0eql7LgFqOwpUQoY1PxsPn
QUcK9ZDwd8EZNYdxU/jBtLGIMLX4gta9AgMBAAGYGITATBgkghkiGOwOBCQ4XEFAQ
MA4GA1UdDwEB/wQEAWIFoDANBgkghkiG9wOBAQQFAAOBgQAsCItCKRtul6ImG4rz
cDR0O01QdmNYDuwk swHRgSHDMjVvBmogA2bKeNsTj+svuX5S/Q2cGbzC60LN/ftQ7
fw+RcKKm8+SpaEnU3eYGs3HhY7WIL4MY4IkY8I89ah15/V82SoIA0fCIDy5BvBP6
hk7GAPbMYkW9wJaNruVEvkYoLQ==



---End - This Tine not part of the certificate request---

Redisplay enrollment request? [yes/no]: no
WGB(config)#

b. £/ Z BT U EERY 5l H BICATE R E P im/ A IEB. R EBCATRNRIPCHEMILLT
EERA IS :

a. X %2 ECA:http://ip.of . CA.server/certsrv
b. % “Request a certificate” £,
c. EF ' SRULPFR"EW,

d. & #“Submit a certificate request by using a base-64-encoded CMC or PKCS #10
files or submit a renewal request by using a base-64-encoded PKCS #7 file” &I

o

e. Mz BIfE A “crypto pki enroll’as T AEKIIOSH ML E[EBERFP , REERER

o

f. &5 , FEIEP RN “Base 64 encoded’s

AE  BEEBRIEPLENWGEBERRERK , TBELWGB” ( ERIWGBIR A A
F& ) #EHNCN,

c. EWGBLZERFIEH :

<#root>
WGB (config)#
crypto pki inmport CUT-PASTE certificate

Enter the base 64 encoded certificate.
End with a blank Tine or the word "quit" on a line by itself

DI , B E—DPTERN . cer AR,

% Router Certificate successfully imported

5. A\WGB CLIBIETAIE :



<{froot>
WGB#

show crypto pki certificates

Certificate
Status: Available
Certificate Serial Number: 1379B07200000000000C
Certificate Usage: General Purpose
Issuer:
cn=AARONLAB
Subject:
Name: WGB
cn=WGB
CRL Distribution Points:
http://wcswin/CertEnrol1/AARONLAB.crl
Validity Date:
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009
Associated Trustpoints: COPY-PASTE

CA Certificate
Status: Available
Certificate Serial Number: 612683248DBA539B44B039BD51CD1D48
Certificate Usage: Signature
Issuer:
cn=AARONLAB
Subject:
cn=AARONLAB
CRL Distribution Points:
http://wcswin/CertEnrol1/AARONLAB.crl
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associated Trustpoints: COPY-PASTE

RIFEEBEBEWGB SSID, BERAFMITLE
SERIXLES LR -

1. BLESSID, XNiZEE—SHFHEWLC LA ERSSIDIEE:

dotll ssid EAPTLS
authentication network-eap eap_methods
authentication key-management wpa version 1
dotlx credentials EAPTLS
dotlx eap profile EAPTLS
infrastructure-ssid

2. BLEEAP-TLSEXR B, AP BA4MEEERK ERCNMACSHI AP & 5% B ILh,



eap profile EAPTLS

method tls
|

dotlx credentials EAPTLS
username WGB
pki-trustpoint CUT-PASTE

. REFERELLBEN, EATRHF , £H2.4 GHzFL & (Dot11Radio0),

interface DotllRadio0
encryption mode ciphers aes-ccm tkip

ssid EAPTLS
!

packet retries 128 drop-packet
station-role workgroup-bridge

AE  Flxpe e 3y , REALL  WGBRMAREFESHBAPHXE , At , X2
EATABIWGBHEE., X TYESFHNWGB , AJLURE B RXHREFINFER L TE
= :

packet retries 128

packet retries 128
mobile station period 5 threshold 82
(tune the mobile station command as needed for a specialized application)

BEERIEFEFIRNEE (NALE)

MB—ANHZMNEHEFHRNVNTWGCBZ/E , flin , EE#HAIPHI B R SFEARARRZIERN
IPHIENELIRE , WEEXTUSH LS B UFERWGBHCUWNAT K RX LEEF F i, ARG
E P IPH ¥ 10.0.47.66, MACHE i 5 0040.96b4.7e8f

EFEAKEE, BERATSER
1. EWGBEAEFimE EFASMFTRE

<ffroot>



B(config)#

bridge 1 address 0040. 96b4. 7e8f
forward fastethernetO

2. EWLC LE E#ASMACE! Pt it YRR ST

a. EEWLANLL S AAMACEIE. AAABENTEEDHCP:

<#root>
(Cisco Controller) >

show wl an summary

I--- Make a note of the WLAN ID for the SSID used for EAP-TLS.

(Cisco Controller) >
config w an disable 6
(Cisco Controller) >
config wan mac-filtering enable 6
(Cisco Controller) >
config w an aaa-override enable 6
(Cisco Controller) >

config w an dhcp_server 6 0.0.0.0

!I--- Do not have DHCP required checked.

b. NENEFmAMIIMACIEIERR ( MACEIIPRRST ) -

<#root>
(Cisco Controller) >

config macfilter add
0040. 96b4. 7e8f 6 managenent "client1" 10.0.47.66

MR AEFHS02.11a(5 GHz) , NEHFE=

HTF802.11aXX K58 % FT802.11b/g(2.4 GHz) , Rt HEWGCBH AT B A AEE TR EE KK



BfEl, Eitk , HEES GHzRBE , RERAPHIVERERBG , FH A se &L, 1ttt ,
REMADFSEE , FEAMNFIEERKNNE , HEAJRKEDFSERRNEHAZERERELRH
W

Hit , BIEIMRERS02.11a , B RFEADFSEE (it , EFCCHEAH ) |, HXEAUNII-1H]
UNII-3JE B & RIFWGBHIDot11Radio 1 ORENXIAEEEXEF EEFERANEE, Hln .

<#root>
WGB(config-if)#

nmobi |l e station scan
36 40 44 48 149 153 157

BLE

AR 2AP12429WGBEL & "l , Z & H Cisco IOSE R A12.4(10b)JA2, EAWPA1-
TKIP, 2.4 GHzHJEAP-TLS BRI,

AR BTZRERS , WEENELETEBEE T,

version 12.4

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

I

hostname WGB

!

Togging buffered 200000 debugging

enable secret 5 $1$xPtX$hjxzdwWVRIgadykoxLYba9l

!

no aaa new-model

clock timezone MST -7

!

!

!

dotll ssid EAPTLS
authentication network-eap eap_methods
authentication key-management wpa version 1
dotlx credentials EAPTLS
dotlx eap profile EAPTLS
infrastructure-ssid

!

power inline negotiation prestandard source

eap profile EAPTLS

method tls

!

!

crypto pki trustpoint COPY-PASTE

enrollment terminal

subject-name CN=WGB




revocation-check none
rsakeypair manual-keys 1024
|
!
crypto pki certificate chain COPY-PASTE
certificate 1379B07200000000000C
[...]
quit
certificate ca 612683248DBA539B44B039BD51CD1D48
[...]
quit
dotlx credentials EAPTLS
username WGB
pki-trustpoint COPY-PASTE
|

username Cisco password 0 Cisco
!
bridge 1irb
!
!
interface DotllRadio0
no ip address
no ip route-cache
!
encryption mode ciphers tkip
!
ssid EAPTLS
!
packet retries 128 drop-packet
station-role workgroup-bridge
no dotll gos mode
bridge-group 1
bridge-group 1 spanning-disabled
!
interface DotllRadiol
no ip address
no ip route-cache
shutdown
!
station-role root
bridge-group 1
bridge-group 1 subscriber-Tloop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled
!
interface FastEthernet0
no ip address
no ip route-cache
duplex auto
speed auto
bridge-group 1
bridge-group 1 spanning-disabled
!
interface BVI1
ip address dhcp client-id FastEthernetO
no ip route-cache
!
ip http server
no ip http secure-server
ip http help-path




bridge 1 route ip

!

!

!

Tine con 0

Tine vty 0 4

login Tlocal

!

sntp server 10.0.47.1
end

[ 25 Cisco I0STE 3R 75 HY B 4 3 1% H 8 [ SR F EINVRAM(GE A T £ A Cisco |IOSE R
A12.4(21a)JYRI R £%)

BRIEKBUX SR |, BNCisco IOSRBE(HBERFEENNENEGERERTETIERN S HRIE
, Z18 % T XN Supplicant) AT RE TS SEE B B M 4%

NARBRAEEHNHEEEEZIIME 2o B RN ARTE , UERIERSI|/OIES , B4
MEL B 1E R A MNTPARSS B3R EXET (8] , FHIFatE BEAENVRAM, XR2IE1TCisco IOSH MR
12.4(21a)JYWWE ARG E R,

SERIXESER

1. BEEXRS , FENESSHMRFHNTPERS SR (IBRATRHTRNE ) AL , FRHENEEF
& B ENVRAMA,

R (EEBSNTPEREEHABANREL ) -

<#root>
Supp(config)#
sntp server 10.0.47.1
Supp(config)#
clock save interval 8
Supp(config)#
end
Supp#

wite nmenory

w12, (EEENTPHEHBANREL) -

<tfroot>



Supp(config)#

ntp server 10.0.47.1 iburst
Supp(config)#

nt p updat e- cal endar
Supp(config)#

end
Supp#

wite menory

 BRERASENTPRSBEENEEE  FACES EHAtHE,

w21

<#root>
Supp#
show sntp

SNTP server Stratum Version
10.0.47.1 3 1

2.2

<#root>
Supp#
show ntp status

Clock is synchronized, stratum 4,

[ ... 1]

BREEBENNBEREFEIERANE4ABFTH (WRENE ) , REREFZINVRAM ( IREF

BHE) .
RIS ERBEABANRS L

E#H MEF Supplicant®EF i |
RATAR |, BRI R KBUET :

<tfroot>

Supp#

Last Receive

00:00:09 Synced

reference is 10.95.42.129

DR e EREZINVRAM, EFMNEE , BMEENTPRS S



show cl ock det ai

*08:24:30.103 -0700 Thu Apr 15 2010
No time source

T2 EEERHBATINRE L -
MY EBEMNRIBEAEHRT :

<#root>
Supp#

cl ock updat e- cal endar

RIERFRELER :

<#root>
Supp#

show cal endar

56 UF
EARSHS THARBRESEREST.
A

T HERERF ({XREM
HE 24

) (OIT) F#E L show S5 H. A OIT JEEFEXT show an 5

KIEWGBEH,

EWLC L , WGBHTEL& EBEMACHE 31t N & 7R R BR BT Fim. 20

<#root>
(Cisco Controller) >

show client summary

Number of Clients.....uiiiiiiiii it ierennennrnns 5

MAC Address AP Name Status WLAN/ Auth Protocol Port Wired
Guest-Lan

00:00:39:dd:4d:24 AP0019.e802.3034 Associated 6 Yes N/A 4 No

00:0e:9b:cb:d3:9c AP0019.e802.3034 Associated 1 No 802.11b 4 No


//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
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//tools.cisco.com/RPF/register/register.do

00:16:6f:50:el1:25 AP0019.e802.3034 Probing N/A  No 802.11b 4 No

00: 19: 56: b0: 7e: b6 AP0019. e802. 3034 Associ ated 6 Yes 802.11b 4 No

00:40:96:b4:7e:8f AP0019.e802.3034 Associated 6 Yes N/A 4 No
Use "show client detail <MAC>" to see more information on the WGB:
(Cisco Controller) >

show client detail 00:19:56:b0: 7e: b6

Client MAC Address. .....uiiiiiiiiinienennnnnnnnns 00:19:56:b0:7e:b6
Client Username ........cuieiiennennennennnennenns WGB

AP MAC AddressS. ... iiiiiiii ittt ettt annennns 00:19:a9:42:e4:10
(O =Y o o= < Associated
Workgroup Bridge........ ... ... . ... 2 client(s)
Wireless LAN Id......iiiiiiiiiiin it tieeanennnnns 6

BSSTD . s it ittt e it e e e e 00:19:a9:42:e4:15
Channel ... it it it ittt e e sananennn 1

TP AdAresSS. v ittt ittt ittt an st san s 10.0.47.23

EWGB_L | &8 LAfFE show dot11 associationsFlshow dot11 associations all-clientsis S &EEH
RAPKBNEZEMER, FMAping w.x.y.ze 5 Rping WGBH BRIAM X,

KEWGBHE P iniE .

EWGBL , A LAfE Fshow bridge 1 fastethernetOdn 2 & @i FastEthernet03# O SREXAY bt

<ttroot>
WGB.Cisco.COM#

show bridge 1 fastethernetO

Total of 300 station blocks, 292 free
Codes: P - permanent, S - self

Bridge Group 1:

Address Action Interface Age RX count TX count
0000. 39dd. 4d24 f orward Fast Et hernet O 1 328 71
0040.96b4.7e8f  forward FastEthernet0 P 0 352

On the WLC, the WGB's wired clients will show up as associated clients with
protocol "N/A":
(Cisco Controller) >

show client sumary

Number of Clients. .. vttt it i eanennrans 5

MAC Address AP Name Status WLAN/ Auth Protocol Port Wired
Guest-Lan

00: 00: 39: dd: 4d: 24 AP0019. e802. 3034 Associ ated Yes N A 4 No



00:0e:9b:cb:d3:9c AP0019.e802.3034 Associated 1 No 802.11b 4 No
00:16:6f:50:e1:25 AP0019.e802.3034 Probing N/A  No 802.11b 4 No
00:19:56:b0:7e:b6 AP0019.e802.3034 Associated 6 Yes 802.11b 4 No
00:40:96:b4:7e:8f AP0019.e802.3034 Associated 6 Yes N/A 4 No
(Cisco Controller) >show client detail 00:00:39:dd:4d:24

Client MAC Address. ....vviiiiiiiiiinninnnnnnens 00:00:39:dd:4d:24

Client Username .........ccuiiiimnnnnnnnnnnennnnn N/A

AP MAC AddressS. .. .ciiiiiiiiiii it sansnnrannennss 00:19:a9:42:e4:10

Client State. ...ttt it ittt ansanenannnanens Associated

Workgroup Bridge Cient......................... WGEB: 00: 19: 56: b0: 7e: b6
Wireless LAN Id......iiiiiiiiiiii i ienrennennss 6

BSSTD . s ittt i i e et e et 00:19:a9:42:e4:15

Channel ...ttt i it sttt st s n s s 1

HUEHEER
AHSREHELTHTFNRERLTHESR,
HE BRI &

mOHHERER ([XEEEMAS ) (OIT) XEFEL show @5 S. A OIT AIEEX show R
HE 2o

FE A debug i mZHl , FSHAEX Debug i THEEE R

<
/.

LEERN
- WGBIH R
- WLCH 7Rl
WGB! R4

EWGBL |, W RHIBRE2.4 GHZ, I RFEAS5 GHz , &8 EDot11RadiolM I EDot11Radio00

<tfroot>
WGB#

no debug dotl1l dotllradi o0 print printf

!--- This runs the radio debugs through !--- the standard Cisco I0S logger.

WGB#

debug dot 11 dotllradioO trace print ngnt uplink

!--- radio driver debugs: 802.11 management frames !--- and uplink events
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WGB#

debug dot 11 supp-sm dot 1x

!I--- interface to the 802.1X supplicant

LT RHESAEEPAERNERE XK RA

2

WGBi 7= f

Mar
Mar
Mar
Mar

[

Mar

Mar
Mar

Mar
Mar

Mar

Mar
Mar

4 23:22:39.427:
4 23:22:39.427:
4 23:22:39.427:
4 23:22:39.430:

WGB scans the 2.4 GHz channels,

4 23:22:39.470:

4 23:22:39.470:
4 23:22:39.471:

4 23:22:39.471:
4 23:22:39.479:

algorithm
sequence 1
status O

4 23:22:39.480:

algorithm
sequence 2
status O

108DDOBF-0 UpTink:
108DDOD0-0 UpTink:
108DDODE-0 UpTink:
108DDF83-0 UpTink:

Enabling active scan

Not busy, scan all channels
Scanning

Rcvd response from 0019.a942.e415
channel 1 3237

I--- found an AP on channel 1.

108E7B31-0 Uplink: dotll_uplink_scan_done: ssnie_accept
returns 0x0 key_mgmt Ox50F201 encrypt_type 0x20

108E7B67-0 Uplink: ssid EAPTLS auth Tleap

108E7B77-0 Uplink: try 0019.a942.e415, enc 20 key 1,
priv 1, eap 11

108E7B93-0 Uplink: Authenticating

108E9C71 t 1 0 - BOOO 13A 42E415 BO7EB6 42E415 D9EO

auth 1 6
128

108EA160 r 1 73/ 26- BO00 13A BO7EB6 42E415 42E415 5E70
auth 1 37

128

221 - 0409 C1A2279951A7C181 00CA40000 74 52 EA

31 F4 9E

4 23:22:39.480:
4 23:22:39.481:

89 5A

!I--- WGB completes 802.11 authentication.

108EA1EB-0 Uplink: Associating
108EA951 t 1 0 - 0000 13A 42E415 BO7EB6 42E415 DI9FO
assreq 1 119

cap 431 infra privacy shorthdr
Tisten interval 200

ssid EAPTLS
rates 82 84

8B C 12 96 18 24

extrates 30 48 60 6C
aironet WGB.Cisco.COM Toad 0 clients O hops 0O device 7C-2700
refresh 15 CW 0-0 flags O distance 0

ccxver 5

221 - 0 40 96 14 O
IP 10.0.47.23 1




wpal mcst tkip ucst tkip keymgmt wpa cap 2800
221 - 0 40 96 6 2
Mar 4 23:22:39.484: 108EB2C6 r 1 80/77 19- 1000 13A BO7EB6 42E415 42E415
5E80 assrsp 1 101
cap 31 infra privacy shorthdr
status 0
aid C003
rates 82 4 B 16
aironet AP0019.e802.303 load O clients O hops 0 device 8F-2700
refresh 15 CW 31-1023 flags 40 distance 0
IP 10.0.47.6 0
cexver 5
221 - 040 96 14 0
221 - 04096 C1 A227E951A7C181 00CB40000FB4CF3 7DD
29 71 E2

I-—-- WGB completes 802.11 association.

Mar 4 23:22:39.486: Uplink address set to 0019.a942.e415

Mar 4 23:22:39.486: Initialising common IOS structures for dotlx
Mar 4 23:22:39.486: Done.

Mar 4 23:22:39.486: DOT1X_SHIM: Start supplicant on DotllRadioO

(credentials EAPTLS)
Mar 4 23:22:39.486: DOT1X_SHIM: Starting dotlx_mgr_auth (auth type 128)
Mar 4 23:22:39.486: DOT1X_SHIM: Initialising WPA [or WPA-PSK or CCKM]
key management module

I--- Starting the EAP-TLS supplicant

Mar 4 23:22:39.488: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415

Mar 4 23:22:39.489: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)

Mar 4 23:22:39.489: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415

Mar 4 23:22:39.490: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)

I--- The "No AAA client found" message appears !--- to be a bogon and can be ignored.

Mar 4 23:22:39.491: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415
Mar 4 23:22:39.491: 108EB9B4-0 UpTlink: EAP authenticating
Mar 4 23:22:39.491: 108EBD22 r 11 73/ 4 - 0802 13A BO7EB6 42E415 42E415
5E90 164
0100 0034 0101 0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53 2C6E
6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C 706F 7274 6964 3D34 0000
Mar 4 23:22:39.492: 108EC770 t 11 0 - 0801 13A 42E415 BO7EB6 42E415

DAOO 168
EAPOL2 EAPOL start
Mar 4 23:22:39.492: 108ECA4D r 11 74/ 18- 0802 13A BO7EB6 42E415 42E415
SEAO 164

0100 0034 0102 0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53 2C6E
6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C 706F 7274 6964 3D34 0000
Mar 4 23:22:39.492: 108ECDE2 t 11 0 - 0801 13A 42E415 BO7EB6 42E415
DA10 168
EAPOL2 EAP 1id 1 resp ident "WGB"




Mar 4 23:22:39.493: 108EDO00 t 11 0 - 0801 13A 42E415 BO7EB6 42E415

DA20 168
EAPOL2 EAP 1id 2 resp ident "WGB"
Mar 4 23:22:39.524: 108F50C4 r 11 74/ 18- 080A 13A BO7EB6 42E415 42E415
5ECO 131
0100 0013 O1AF 0013 1101 0008 E23F 829E AE45 57EB 5747 4200 0000 0000
0000 00
!I-—-- The WGB sends an EAPOL START, !--- the WLC authenticator sends an EAP ID Request, !--- and the WG

Mar 4 23:22:39.525: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)

Mar 4 23:22:39.525: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415

Mar 4 23:22:39.526: 108F57D0 t 11 0 - 0801 13A 42E415 BO7EB6 42E415

DA30 168
EAPOL2 EAP 1id 175 resp nak 0D
Mar 4 23:22:39.547: 108FA89C r 11 86/77 19- 080A 13A BO7EB6 42E415 42E415
5EDO 118

0100 0006 01BO 0006 0D20 0000 0000 0000 0000
Mar 4 23:22:39.547: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)
Mar 4 23:22:39.561: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415
Mar 4 23:22:39.561: 108FE059 t 11 0 - 0801 13A 42E415 BO7EB6 42E415
DA40 186
EAPOL2 EAP id 176 resp tls 8000 0000 3216 0301 002D 0100 0029 0301 47CD
D9BF CE1B 71B1 A815 CB99 8C80 8876 39F2 57A3 OF02 F382 147E 9DOC 657E 3AA7
Mar 4 23:22:39.572: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)
Mar 4 23:22:39.573: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415
Mar 4 23:22:39.573: 10900868 r 11 86/77 20- 0802 13A BO7EB6 42E415 42E415
SEF0 11024
0100 03F4 01B1 03F4 ODCO 0000 079D 1603 0100 4A02 0000 4603 0147 CDD9
B413 0683 9734 4D26 136F EC8F ECD3 5D3B 77C7 4D20 7DA1 9B17 D7D3 E4A6 1720
Mar 4 23:22:39.574: 109012E6 t 11 1 - 0809 13A 42E415 BO7EB6 42E415
DA50 168
EAPOL2 EAP 1id 177 resp tls 00
Mar 4 23:22:39.582: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)
Mar 4 23:22:39.734: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415
Mar 4 23:22:39.735: 1090317E r 11 /78 19- 0802 13A BO7EB6 42E415 42E415
5F00 1965
0100 03B9 01B2 03B9 ODOO C687 1DB6 065B 2467 2609 EE5F 9C64 F3A9 (C199
493E 2B79 F157 1765 6C2F C409 4D54 7DA4 6791 4859 ECAA 685B OF66 C5E9 22A6
Mar 4 23:22:39.736: 10928A31 t 11 0 - 0801 13A 42E415 BO7EB6 42E415
DA60 11239
EAPOL2 EAP id 178 resp tls 8000 0004 B316 0301 036D 0BOO 0369 0003 6600
0363 3082 035F 3082 0247 A003 0201 0202 0A13 79B0O 7200 0000 0000 0C30 ODO6
Mar 4 23:22:39.755: 1092D464 r 11 /78 18- 0802 13A BO7EB6 42E415
42E415 5F40 165
0100 0035 01B3 0035 OD80 0000 002B 1403 0100 0101 1603 0100 20B8 EBFA
2DDB 2E1A BF84 37A8 892C 84(C5 50B2 B1A5 6F3E B2B5 981A 2899 1DE2 B470 6800
Mar 4 23:22:39.755: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)
Mar 4 23:22:39.760: DOT1X_SHIM: Dotlx pkt sent (uplink)
with dest 0019.a942.e415
Mar 4 23:22:39.760: 1092E92C t 11 0 - 0801 13A 42E415 BO7EB6 42E415




DA70 168

EAPOL2 EAP 1id 179 resp tls 00

Mar 4 23:22:39.770: 10930F50 r 11 75/80 19- 0802 13A BO7EB6 42E415 42E415
5F60 116

0100 0004 03B3 0004 0000 0000 0000 0000

Mar 4 23:22:39.770: DOT1X_SHIM: No AAA client found for 0019.a942.e415
(on DotllRadio0)
Mar 4 23:22:39.774: DOT1X_SHIM: Received Dotlx success - Authenticated
with EAP-TLS

!I-—-—- EAP-TLS authentication is successful, !--- now come the keys.

Mar 4 23:22:39.774: DOT1X_SHIM: treat key material as wpa-vl v2 pmk

Mar 4 23:22:39.774: DOT1X_SHIM: WPA PMK key size truncated from 64 to 32

Mar 4 23:22:39.777: DOT1X_SHIM: Got Eapol key packet from dotlx manager

Mar 4 23:22:39.777: DOT1X_SHIM: Passing key packet to KM module

Mar 4 23:22:39.777: supp_km_processKey: descriptor type = 254

Mar 4 23:22:39.777: supp_km_processKey: key length = 137

Mar 4 23:22:39.778: 109319B7 r 11 /77 16- 080A 13A BO7EB6 42E415 42E415
5F70 1107

0103 OO5F FEOO 8900 2000 0000 0000 0000 OO6E 64D0 C659 1C91 11D2 6040
C251 0592 E6B6 3799 OEDE B1BD B3A6 87B7 8C9B OD5E DFOO 0000 0000 0000 0000
Mar 4 23:22:39.779: 109332C2 t 11 1 - 0809 13A 42E415 BO7EB6 42E415
DA8O 1133
EAPOL key desc FE info 109 Ten 20 replay 0000000000000000
nonce 11AADA303F5F9B2357A932B3093483905E69F8408D019FB2EF56F7AD706F0759
iv 00000000000000000000000000000000 rsc 0000000000000000
id 0000000000000000 mic DBDO6C383B83E3478F802844095E9444
datalen 1A key DD18 0050 F201 0100 0050 F202 0100 0050 F202 0100
0050 F201
2800
Mar 4 23:22:39.780: 109336C1 r 11 83/78 18- 0802 13A BO7EB6 42E415 42E415
5F80 1133
0103 0079 FEO1 C900 2000 0000 0000 0000 O1l6E 64D0 C659 1C91 11D2 6040
C251 0592 E6B6 3799 OEDE B1BD B3A6 87B7 8C9B OD5SE DF6E 64D0 C659 1C91 11D2
Mar 4 23:22:39.781: DOT1X_SHIM: Got Eapol key packet from dotlx manager

Mar 4 23:22:39.781: DOT1X_SHIM: Passing key packet to KM module

Mar 4 23:22:39.781: supp_km_processKey: descriptor type = 254

Mar 4 23:22:39.781: supp_km_processKey: key length = 457

Mar 4 23:22:39.781: dotlx_pakio_plumb_keys: trying to plumb PTK key
Mar 4 23:22:39.782: 10933E1l t 11 0 - 0801 13A 42E415 BO7EB6 42E415

DA90 1107
EAPOL key desc FE info 109 Ten 20 replay 0000000000000001
nonce 0000000000000000000000000000000000000000000000000000000000000000
iv 00000000000000000000000000000000 rsc 0000000000000000
id 0000000000000000 mic 3A59680D1130EC24BO0F7246F9D0738F
datalen 0 key
Mar 4 23:22:39.785: 10934749 r 11 88/77 17- 0842 13A BO7EB6 42E415 42E415
5F90 1155
IV 0103007F-FE039100 2000 0000 0000 0000 026E 64D0 C659 1C91 11D2 6040
C251 0592 E6B6 3799 OEDE B1BD B3A6 87B7 8C9B OD5SE D76E 64D0 C659 1C91 11D2
Mar 4 23:22:39.785: DOT1X_SHIM: Got Eapol key packet from dotlx manager

Mar 4 23:22:39.785: DOT1X_SHIM: Passing key packet to KM module
Mar 4 23:22:39.785: supp_km_processKey: descriptor type = 254
Mar 4 23:22:39.785: supp_km_processKey: key length = 913

Mar 4 23:22:39.786: dotlx_pakio_plumb_keys: trying to plumb vlan

key - length: 32
Mar 4 23:22:39.787: %DOT11-4-UPLINK_ESTABLISHED: Interface DotllRadioO,
Associated To AP AP0019.e802.303 0019.a942.e415 [EAP-TLS WPA]
Mar 4 23:22:39.787: %LINK-3-UPDOWN: Interface DotllRadio0, changed state to up




Mar 4 23:22:39.789: 10934D63-0 Uplink: Done

Mar 4 23:22:39.789: 10934D94-0 Interface up

Mar 4 23:22:39.790: 10934ED7 t 11 0 - 0841 13A 42E415 BO7EB6 42E415

DAAO 1115
EAPOL key desc FE info 311 Tlen 0 replay 0000000000000002

nonce 0000000000000000000000000000000000000000000000000000000000000000
iv 00000000000000000000000000000000 rsc 0000000000000000
id 0000000000000000 mic DA60CCDAE27E7362B9B720B52715E081
datalen 0 key

!I--- The keys are all distributed, !--- and the Dotl1lRadio0 interface is fully up.

WLCUw i1

<ttroot>
(Cisco Controller) >

debug mac addr
00: 19: 56: b0: 7e: b6

!--- Filter debugs on the radio !--- MAC address of the WGB.

(Cisco Controller) >

debug dot 11 state enable

(Cisco Controller) >

debug dot 1x events enabl e

(Cisco Controller) >

debug dot 1x states enabl e

(Cisco Controller) >

debug pem events enabl e

(Cisco Controller) >

debug pem state enabl e

(Cisco Controller) >

debug aaa packet enable




(Cisco Controller) >

debuug aaa events enable

(Cisco Controller) >

debug aaa events enable

Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 Processing WPA IE type 221,
Tength 24 for mobile 00:19:56:b0:7e:b6
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 RUN (20)
Change state to START (0) last state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 START (0)
Initializing policy
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 START (0)
Change state to AUTHCHECK (2) Tast state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 AUTHCHECK (2)
Change state to 8021X_REQD (3) Tast state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 8021X_REQD (3)
PTumbed mobile LWAPP rule on AP 00:19:a9:42:e4:10
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 apfPemAddUser2 (apf_policy.c:209)
Changing state for mobile 00:19:56:b0:7e:b6 on
AP 00:19:a9:42:e4:10 from Associated to Associated
Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 apfProcessAssocReq (apf_80211.c:4149)
Changing state for mobile 00:19:56:b0:7e:b6 on
AP 00:19:a9:42:e4:10 from Associated to Associated

I--- WGB 1is associated in 802.11. !--- Note in this case that the WGB associated !--- when it was alre

Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 dotlx - moving
mobile 00:19:56:b0:7e:b6 into Connecting state

Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 Sending EAP-Request/Identity to
mobile 00:19:56:b0:7e:b6 (EAP Id 1)

Tue Mar 4 16:45:56 2008: 00:19:56:b0:7e:b6 10.0.47.23 Removed NPU entry.

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received EAPOL START from
mobile 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 dotlx - moving
mobile 00:19:56:b0:7e:b6 into Connecting state

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Sending EAP-Request/Identity to
mobile 00:19:56:b0:7e:b6 (EAP Id 2)

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received EAP Response packet with
mismatching id (currentid=2, eapid=1) from mobile

00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received Identity Response (count=2) from
mobile 00:19:56:b0:7e:b6

!--- WGB sends EAPOL START while !--- WLC sends its EAP ID-request, !--- which confuses the state mach

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 EAP State update from Connecting to
Authenticating for mobile 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 dotlx - moving mobile
00:19:56:b0:7e:b6 into Authenticating state

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Entering Backend Auth Response




state for mobile 00:19:56:b0:7e:b6
Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Successful transmission of

Authentication Packet (id 17) to 10.0.47.42:1812,

proxy state 00:19:56:b0:7e:b6-00:00

Tue Mar 4 16:45:59 2008: 00000000: 01 11 00 9c 85 82 35 15

62 0f 50 bd 32 60 Oc e6 ...... 5.b.P.2"..
Tue Mar 4 16:45:59 2008: 00000010: de 94 b2 40 01 05 57 47

42 1f 13 30 30 2d 31 39 ...@..wWGB..00-19
Tue Mar 4 16:45:59 2008: 00000020: 2d 35 36 2d 42 30 2d 37

45 2d 42 36 1le 1la 30 30 -56-B0-7E-B6..00
Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d 41 39 2d 34

32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10:
Tue Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06

00 00 00 04 04 06 0a 00 EAPTLS..........
Tue Mar 4 16:45:59 2008: 00000050: 2f 06 20 10 74 75 63 73

6f 6e 2d 77 6¢c 63 32 30 /...tucson-wlc20
Tue Mar 4 16:45:59 2008: 00000060: 30 36 1la Oc 00 00 37 63

01 06 00 00 00 06 06 06 O06....7C........
Tue Mar 4 16:45:59 2008: 00000070: 00 00 00 02 Oc 06 00 00

05 14 3d 06 00 00 00 13 ..........=.....
Tue Mar 4 16:45:59 2008: 00000080: 4f 0a 02 02 00 08 01 57

47 42 50 12 c5 f3 f5 9¢c O...... WGBP.....
Tue Mar 4 16:45:59 2008: 00000090: cO 81 Oe 3e 23 cO a7 1b

03 f7 af 5b R [
Tue Mar 4 16:45:59 2008: 00000000: Ob 11 00 47 54 d3 b6 45

75 eb 83 b7 97 7c 80 1b ...GT..Eu....|..
Tue Mar 4 16:45:59 2008: 00000010: 13 03 71 1d 4f 15 01 bO

00 13 11 01 00 08 3d 17 ..q.0.........=.
Tue Mar 4 16:45:59 2008: 00000020: 4a 94 eb c7 3b 3e 57 47

42 18 0c 53 56 43 3d 30 J...;>WGB..SVC=0
Tue Mar 4 16:45:59 2008: 00000030: 2e 36 34 37 3b 50 12 67

50 d3 ad 88 7d 16 8b 5b .647;P.gP...}..[

Tue Mar 4 16:45:59 2008: 00000040: d1 25 57 56 b2 ec 76.%WV..v

Tue Mar 4 16:45:59 2008: ****Enter processIncomingMessages: response code=11
Tue Mar 4 16:45:59 2008: ****Enter processRadiusResponse: response code=11
Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Access-Challenge received from

RADIUS server 10.0.47.42 for mobile 00:19:56:b0:7e:b6
receiveld = 7
Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Processing Access-Challenge for
mobile 00:19:56:b0:7e:b6

!--- The WLC forwards the ID-request info, !--- that it had received !--- in 802.1X from the WGB suppl

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Entering Backend Auth Req state
(id=176) for mobile 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 WARNING: updated
EAP-Identifer 2 ===> 176 for STA 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Sending EAP Request from AAA to
mobile 00:19:56:b0:7e:b6 (EAP Id 176)

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Received EAP Response from
mobile 00:19:56:b0:7e:b6 (EAP Id 176, EAP Type 3)

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Entering Backend Auth Response
state for mobile 00:19:56:b0:7e:b6

Tue Mar 4 16:45:59 2008: 00:19:56:b0:7e:b6 Successful transmission of
Authentication Packet (id 18) to 10.0.47.42:1812,

proxy state 00:19:56:b0:7e:b6-00:00

Tue Mar 4 16:45:59 2008: 00000000: 01 12 00 a6 d5 64 56 8a

e8 27 fa de ca 69 c4 2a ..... dav..'...i.*
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****Enter processIncomingMessages: response code=11
*Enter processRadiusResponse: response code=11

00:19:56:b0:7e:b6 Access-Challenge received from

RADIUS server 10.0.47.42 for mobile 00:19:56:b0:7e

00:19:56:b0:7e:b6 Processing Access-Challenge for
mobile 00:19:56:b0:7e:b6

00:19:56:b0:7e:b6 Entering Backend Auth Req state
(id=177) for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Sending EAP Request from AAA to
mobile 00:19:56:b0:7e:b6 (EAP Id 177)
00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6

00:19:56:b0:7e:b6 Received EAP Response from
mobile 00:19:56:b0:7e:b6 (EAP Id 177, EAP Type 13)
00:19:56:b0:7e:b6 Entering Backend Auth Response
state for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Successful transmission of
Authentication Packet (id 19) to 10.0.47.42:1812,

state 00:19:56:b0:7e:b6-00:00
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****Enter processIncomingMessages: response code=11
*Enter processRadiusResponse: response code=11

00:19:56:b0:7e:b6 Access-Challenge received from
RADIUS server 10.0.47.42 for mobile 00:19:56:b0:
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00:19:56:b0:7e:b6 Processing Access-Challenge for
mobile 00:19:56:b0:7e:b6

00:19:56:b0:7e:b6 Entering Backend Auth Req state
(id=178) for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Sending EAP Request from AAA to
mobile 00:19:56:b0:7e:b6 (EAP Id 178)
00:19:56:b0:7e:b6 Received EAPOL EAPPKT from
mobile 00:19:56:b0:7e:b6

00:19:56:b0:7e:b6 Received EAP Response from
mobile 00:19:56:b0:7e:b6 (EAP Id 178, EAP Type 13)
00:19:56:b0:7e:b6 Entering Backend Auth Response
state for mobile 00:19:56:b0:7e:b6
00:19:56:b0:7e:b6 Successful transmission of
Authentication Packet (id 20) to 10.0.47.42:1812,

state 00:19:56:b0:7e:b6-00:00
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