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« HENAPHWLCHEATRNVLAN/FMEt , ABBEEBLRILTEN , AFH T 1T
CAPWAP4 B #EEMWLCE K FIAP,
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<tfroot>

config network broadcast enable

HEFEAGUIBSATE :



||Il|l|l| Saye Configuration ~ Ping  Logout Refresl

cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK i Homg
Controller General
General ] Name wifi-cisco-main-ct8510-prim
Ic 802,3x Flow Control Mode Disabled ~
KSRy, LAG Mode on next reboot Enabled (LAG Mode Is currently enat
Interfaces

Broadcast Forwarding
Interface Groups

) AP Multicast Mode £ Unicast
Multicast

AP [Pv6 Multicast Mode 4 Unicast  ~
¥ Network Routes
AP Fallback Emabled -~
» Fabric Configuration
CAPWAPR Preferred Mode [
¥ Redundancy
Fast SSID change Disabled ~
¥ Mobility Managemant
Link Local Bridging Disabled ~
Ports
Default Mobility Doemain Hame wifi-cisco-main
b NTP
RF Group Name wifi-cisco-main

JTHBERAWLC LELE R multicast mode , BIFAEZ BT, XERRNELZEIZE IP hutRER |, BR
JEE GUI FSAAE, Rt , MRABEXZLEA BEHF , UIXE BEANER (7BR
EEWLCLEFIHRBEENAP ), MRABERN RENFEAAFEUARE , N BGEALE
X (BN BRESEIHEBALIEIAP) .

N B ERATSZE , BTFCAPWAPAEMIE QSN 12204, MIRAT 624 AT
CAPWAPH % OB E X 5247,

TERFMZFIZRRA 4.2 NESHMAZIFES AAA BENARE, S48 REEIER LR IGMP
BT, NTEAEES AAA BEDRE T4,

WLC LB IGMP & Ifr

WLCX FEEMAER NN (GMP)EYT , EF b ERARBED. BRALLIER  BHENES
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T2 E WLAN BARBEER. IP BIESLE T MGID ¥K , i MGID X TH A VLAN M B4
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BEONGE , MGIDFHEHE,
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PEBAFEERIZEIE —ZFHEE, Hit , FE-NEHEETUNANEF iRt BABAEE., £=
MEHIESFIGMPIRE XX B F P iR FTEABANM S, WSBEE T RABRIETLE
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« Cisco Flex 7500 R FIWLCHR ZFHEER,
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- MREFPFRITLEFiHMFlexConnect AP EEEIPV6HF , NI MHA S AABEIE,
REELRABEERN , TEMNEABEXFRXNABEEER K XERETXE
IGMPE{MLDY¥ U,

- FlexConnect AP 540 14 < Bk,

- FlexConnect APF X #IGMPEMLDYE T, IGMPFIMLDYE WX o F A T4 FA#E —
BEAHN A ERXAP,

- BT VideoStreamEZEIGMPHMLDE T , EHik , MRBSA T AHE — ABEXFERT
, MVideoStreamZh 88X E A X AP LI1Z1T,

« Cisco Mobility Express#Z #lg8 F X FAPHIEE X,

« CisCOBWAEMNEMASONMNALELZIBARNRHIRFEECR BEBENEABELEBEL,

o HBERAARMAFlexConnect APEET , BHB[ABLIFRFAEMmMR
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. BEEBRESS
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https://www.cisco.com/c/zh_cn/support/docs/wireless/5500-series-wireless-controllers/113344-cuwn-ppm.html#anc8
https://www.cisco.com/c/zh_cn/support/docs/wireless/5500-series-wireless-controllers/113344-cuwn-ppm.html#anc8
https://www.cisco.com/c/zh_cn/support/docs/wireless/5500-series-wireless-controllers/113344-cuwn-ppm.html#anc8

« TR , ERCEEFSRLEZREES , Rit5EHR LREENABEXNTX

N % FlexConnect AP R TE B £ SHWLANE 3 1A CAPWAPA 4 , [XEAA
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o IRZA<8.2.100.0%E /5 , AT ULARAR B 5| AABMIPHU I | TEMNEHR THELREYN
BB, TRIETHNERABNARBERINNTEAEXE,
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Platform 2 RHEE ZBE ZTXHE
gﬁisco 5520, 8510F18540%%#l = P %
BH A 1% Yes

#* AXEBARE (T
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2 J3E FPRIFAEE (XE

BE )

B RIFlex 7510228

TEBRAERAEE, NZEEEER,
AL, AP-MulticastiE =\ T REE R
Multicast-Multicast.

BRl250412 4128 N IFABER,

BERlvwLC ATXEHARE  NEEEEEX,

Cisco 350412 &85 FCisco

5508124158 =R i ves
BH 4R 1% Yes

=M B % Yes

=/ A 1% ¥

W K18 B

FIRRZFMREWNEFRR

REFEHNER P ERHRTEE , HEMEHEALRE, Bit , A8 NE%iRREHBRIE

RAETLmER , R2TFR.
AR LR IP# 3k A FWLC,

APMTLE i

WLC Management Interface IP address: 10.63.84.48/23

LAP IP address: 172.16.16.0/23
Wireless Client C1 IP address:

192.168.47.17/24

Wired Client W1l IP address: 192.168.48.11/24

CAPWAP multicast IP address
Stream multicast address : 239

1 239.2.2.2
.100.100.100
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HTEBRRENEE  EERTUTERE
. BEAENTENE
. BEAENEENE

BB A BT ML

HEWLCLEEARE A , BAEBEWLCHITERREFFAPEMIIWLC, AXHEHRIREEE WLC
HITEARERE , HFESE WLC FEM LAP, MRERZIHIREWLCIHE-EFALAPRITEARRIER
¥AF , B2 HAEEAPLAP)EM BT LI ANFEH|ZF(WLC).

£ WLC H3EM LAP 2f5 , BRI TES |, MEERBLIRER LAP 1 WLC :
1. EEE P iwA) WLAN
2. BN GUI BAUAMABZER

BLERE M imH WLAN

B ROUUBTLE iR BUEESIM & ZRM ST RBWLAN, TR THZERUE WLC L6l
# WLAN :

1. EHIE WLAN , EMEHIEF GUI &35 WLANS,
2. EFIEHH WLAN , iFE 3 New,

FEARRBIF , WLANGE B FMulticastusers WLAN IDF 1:

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs
v WLANs e Nene [Change Filter] [Clear Filter]
m Current Filter: | Create New | Go

b Advanced
D WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

3. B, Apply
4. | WLAN > Edit Window E X 4% E FWLANK S 1,

5. 3 FWLAN , BEMNFER LR E 2 #9$i nterface Name o


https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/81671-multicast-wlc-lap.html#config-wireless
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/81671-multicast-wlc-lap.html#config-wired
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It R B MulticastUsers(192.168.47.0/24) 1 O BET E|WLAN,

6. RERITEREREMSH.

EATROIS  BALEATE2RSWWLAN (FHRWLAN ) o —

.;:llsl::o“ MONITOR  WLANG  CONTROULLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEECRACK
WLANs WLANs > Edit "MulticastUsers’ < Back
'“fllf_'f‘ Genersl | Security | QoS | Policy-Mapping | Advanced |
b Advanced Layer2 | Layer3 | AAA Servers

Laver 3 Securey § [None

7. B&, Apply

EFHACLIFEWLCEEEWLAN , EAHUTHS :

1. & i config wlan create

WO LRI EFHHWLAN, X Fwlan-id , FHA1Z1689ID, ¥ Fwlan-name , T AZRZ314HD
FRHRFFRPSSID,

2. & Hconfigwlan enable
e LU AWLAN,

X TF AR RG], SEA

<#root>
config wan create 1 MilticastUsers

config w an enable 1

B GUIE A BIERN



T—REEHEN WLC, ERXLLSER
1. SfinZEcontroller >Multicast H o IXfFFTF“AIE" TN H,
2. 1% $F B Enable Global Multicast ModelEELABL EWLCHR X A BHIEZ. RIAEREA

3. MBREFAIGMPYEYT , BB B RIGMPY R EIEE, MEEERIGMPEY , BECHIE DI
Ei%ME, ERIAE Fdisabled:

NRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDRACK

b Network Reutes

» Fabwic Configuration

v Redundancy

b Internal DHCP Server

v Mobillty Management
ports

» NP

4. S EController > General, X F TR X EARWAPABER | EEMulticast H BB HIEIPib
i, ARG | £/H239.2.2.2:

alialie Sagn Configurstion.  Bng  Logeut  Sefeesh
CISco MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP PEEDBACK A Homa

¥ Fabric Configmration
b Redusdancy
b Internsl DHCP Server

¥ Hobility Managemant
- N WTRELESS
Ports

b NTP

EamaTRELEE

5. 8, Apply
B CLIEEHBEEN

KT GUEES CLI /B AL

1. M\ B 1712 1T config network multicast global enable@i %o
5 1713 1T config network multicast mode multicast <multicast-group-ip-address> @i %o

T AR RG], SHA

config network multicast global enable config network multicast mode multicast 239.2.2.2

HEERGAAE (RMABRTEAAEEN ) ARECAPWAPABAE , MNABEZZIUTA
Az—I:



HABARM T AL LAN B :

BH—NMNABHEECAPWAPAES ., APAHIGMPIER M A R &IZSCAPWAPLEIEE, XLfilk
BRAENIREESE (N TRESBMAP 2E ) FHAEBRANERRE, ABARNRIPHI 2154
BREEROIPHIL,

HiRFI2RESE — B HEE LBk B EAE S RVLANN A ERFE I , ©2BE KIEQoSHAIHY
EEEONBEIERMECAPWAPAREL ., CAPWAPAHBEHIE TR QoSHL1E RIER 53 1THE4RED
, AR EER.

RIFEEN MR CAPWAPA B HIE 4L IE R EMACAPWAPARBANENAP, XIFARBAYR 4
EARERPOENARNEREFDRNBIEE , UEABBEIIEFRBAP, XEELTFIES
2R & H A BHES,

AP REB W HMAEHES , BENAERECNLSMANZFISNAERES, EMFmaaIR
HEeBEE, MREZ/MNWLAN SSIDEXIERIBEBHIESHNVLANKE | NAPLESEE/MNWLAN
SSIDEREBEIER ( AR CAPWAPTRLFHIWLANME ) o tb5h , 208 i% WLAN SSID 2 FH
NTCLEINER (1 802.11g 1 802.11a ) , EEEFIREHXE , BAWNTLLIMRIG S EH WLAN
SSID FHABEHIEE , IEXEEFiIn&EEREBRER.

HEABANRRTLET P imE |, ABBIEIMNAPERE ( CAPWAPHE ) BliRHIER , KUTIET
LEFPImRE,

EHRRSERMOEBREIRER, —MEIFARERSHIEAWLAN SSIDKERAIVLAN, X&F
A% LAN ERyEIER | ERARBIERNEHERN T RN ABARGE . ZEAINE-/I IR
KACAPWAPI % |, H KIXZICAPWAPAHIEA , ELLE F ik o] SUEWAER.

BELBNELME
ENMHREREELME , ERERELIZR ORI FITEARK B A S AAERER,

FrIEEBHIEIATATELMSE ., AXHEA PIM-DM fERABHIN. BXAEELAMEXFATA
BNTREMUNFMESR , FSMCisco I0S IPARBEEREM.

BORAEE

ip multicast-routing

l--- Enables IP Multicasting on the network.
interface Vlanlé

description AP Management VLAN

ip address 172.16.16.1 255.255.254.0

ip helper-address 10.63.84.5

ip pim dense-mode

l--- Enables PIM-Dense Mode Multicast Protocol on the interface.
interface Vlan47

description Wireless Client

ip address 192.168.47.1 255.255.255.0

ip helper-address 10.63.84.5

ip pim dense-mode




l-—-- Enables PIM-Dense Mode Multicast Protocol on the interface.

I
interface V1an48

description Wired Client

ip address 192.168.48.1 255.255.255.0
ip helper-address 10.63.84.5

ip pim dense-mode

l--- Enables PIM-Dense Mode Multicast Protocol on the interface.
interface Vlan84

description Wireless Management VLAN

ip address 10.63.84.1 255.255.254.0

ip pim dense-mode

I
end

HTFERRKHEIN EEIASHAIGMPYE , Rt EEEL2BAR BN EHTEE,

UE S FEHERR

ERAAE D IR E B1To

RATRIERE , LEENEWIRZABRE  HRSAERBRARLEEMEXIGERNER
HRER(C1)o

WATHES LN HEHNEFREEEBEE IP 2,

{ F 55 'show ip mrouteFlshow ip igmp membershipf & /O RV MIGMP K 7 E & LAY A B
B, LHIMHEN TR

<tfroot>
CORE1-R1#

show i p nroute

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
L - Local, P - Pruned, R - RP-bit set, F - Register flag,

T - SPT-bit set, J - Join SPT, M - MSDP created entry,

X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,

U - URD, I - Received Source Specific Host Report, Z - Multicast Tunnel

Y - Joined MDT-data group, y - Sending to MDT-data group

Outgoing interface flags: H - Hardware switched, A - Assert winner

Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode

(*, 239.255.255.250), 21:19:09/00:02:55, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:



V1an48, Forward/Dense, 00:04:48/00:00:00
V1an84, Forward/Sparse-Dense, 21:19:09/00:00:00

(*, 239.100.100. 100)

, 00:01:58/stopped, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:

Vl1an47, Forward/Dense, 00:01:29/00:00:00

(192.168. 48.11, 239.100. 100. 100)

, 00:01:58/00:02:58, flags: T

Incoming interface: V1an48, RPF nbr 0.0.0.0, RPF-MFD
Outgoing interface Tist:

Vlan47, Forward/Dense, 00:01:29/00:00:00, H

(*, 224.0.1.40), 1d21h/00:02:54, RP 0.
Incoming interface: Null, RPF nbr 0.0.
Outgoing interface Tist:

V1an84, Forward/Sparse-Dense, 1d01h/00:00:00

(*, 239.2.2.2)

, 01:21:13/stopped, RP 0.0.0.0, flags: DC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:

Vlanl6, Forward/Dense, 00:33:10/00:00:00

(10. 63. 84. 48, 239.2.2.2)

, 00:33:46/00:02:51, flags: T

Incoming interface: Vl1an84, RPF nbr 0.0.0.0, RPF-MFD
Outgoing interface Tist:

Vlanl6, Forward/Dense, 00:33:10/00:00:00, H

<ttroot>
CORE1-R1#

show i p ignmp menbership

Flags: A - aggregate, T - tracked

L - Local, S - static, V - virtual, R - Reported through v3
I - v3lite, U - Urd, M - SSM (S,G) channel

1,2,3 - The version of IGMP, the group is in

hannel/Group-Flags:

/ - Filtering entry (Exclude mode (S5,G), Include mode (G))

Reporter:

<mac-or-ip-address> - Tlast reporter if group is not explicitly tracked
<n>/<m> - <n> reporter in include mode, <m> reporter in exclude

Channel/Group Reporter Uptime Exp. Flags Interface

239.2.2.2 172.16. 16. 17



00:33:25 02:48 2A V116 !'--- AP membership to CAPWAP multicast address.
*,224.0.1.40 10.63.84.1 1d01h 02:38 2LA V184

*
’

239.100. 100. 100 192.168.47.10

00:01:45 02:56 2A V147 !--- Wireless Client Cl to Stream multicast address .
*.,239.255.255.250 192.168.48.11 00:05:03 02:58 2A V148
*,239.255.255.250 10.63.85.163 21:19:25 02:40 2A V184

85 B LUAE A 85 show ip mroute count AR A IBRR AR IEE THE -

<#froot>
CORE1-R1#

show i p nroute count

IP Multicast Statistics

10 routes using 5448 bytes of memory

6 groups, 0.66 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)

Group: 239.255.255.250, Source count: 0, Packets forwarded: 0, Packets received: 0

Group:

239.100. 100. 100

Source count: 1, Packets forwarded: 1351, Packets received: 1491

Source:

192. 168. 48. 11/ 32

, Forwarding: 1351/14/1338/151, Other: 1491/0/140
Group: 224.0.1.40, Source count: 0, Packets forwarded: 0, Packets received: 0

Group:
239.2.2.2

Source count: 1, Packets forwarded: 3714, Packets received: 3726

Source:

10. 63. 84. 48/ 32

, Forwarding: 3714/28/551/163, Other: 3726/0/12
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/Enterprise-Mobility-8-5-Design-Guide/Enterprise_Mobility_8-5_Deployment_Guide.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-vlan/68100-wlan-controllers-vlans.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-vlan/68100-wlan-controllers-vlans.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-vlan/68100-wlan-controllers-vlans.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html?referring_site=bodynav
https://www.cisco.com/c/en/us/products/ios-nx-os-software/ip-multicast/white-paper-listing.html?referring_site=bodynav
https://www.cisco.com/c/en/us/products/ios-nx-os-software/ip-multicast/white-paper-listing.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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