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<#root>

*apfMsConnTask_0: Jun 21 18:55:14.221: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:f0:68:d0

l--- This is the Association Request fromthe wireless client
to the selected AP

*apfMsConnTask_0: Jun 21 18:55:14.222: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d0


https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-sniffer-capture-analysis/ta-p/3117027

(status 0) ApVapId 1 Slot O

l--- This is the Association Response fromthe AP to the client
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<tfroot>

*apfMsConnTask_2: Jun 21 19:02:19.709: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID 84:78:ac:f0:2a:90

1--- This is the Reassociation Request fromthe wireless client
to the selected AP

*apfMsConnTask_2: Jun 21 19:02:19.710: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:90
(status 0) ApVapId 1 Slot O

l--- This is the Reassociati on Response fromthe AP to the client
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<ffroot>

*apfMsConnTask_0: Jun 21 19:30:05.172: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:f0:68:d1

*apfMsConnTask_0: Jun 21 19:30:05.173: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d1
(status 0) ApVapId 2 Slot O

I--- The Associ ati on handshake is finished

*dotlxMsgTask: Jun 21 19:30:05.178: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state INITPMK (message 1), replay counter
00.00.00.00.00.00.00.00

1--- Message-1 of the WPA/ WPA2 4-\Way handshake is sent
fromthe W.C AP to the client.

*Dotlx_NW_MsgTask_4: Jun 21 19:30:05.289: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c
*Dotlx_NW_MsgTask_4: Jun 21 19:30:05.289: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2)
from mobile 00:40:96:b7:ab:5c

l--- Message-2 of the WPA/ WPA2 4-Way handshake is successfully
received fromthe client.

*Dot1x_NW_MsgTask_4: Jun 21 19:30:05.290: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

1--- Message-3 of the WPA/ WPA2 4-\Way handshake is sent
fromthe W.C AP to the client.

*Dotlx_NW_MsgTask_4: Jun 21 19:30:05.309: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 19:30:05.310: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c



1--- Message-4 (final message) of the WPA/WPA2 4-\Way handshake
is successfully received fromthe client, which confirns
the installation of the derived keys. They can now be used in
order to encrypt data frames with current AP.
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<tfroot>

*apfMsConnTask_0: Jun 21 23:41:19.092: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:f0:68:d8

*apfMsConnTask_0: Jun 21 23:41:19.094: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d8
(status 0) ApVapId 9 Slot O

1--- The Associ ati on handshake i s finished.

*dotlxMsgTask: Jun 21 23:41:19.098: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 1)

1--- The EAP Identity Request is sent to the client once it is
associated in order to begin the higher-level authentication
process. This informs the client that an identity to start
this type of 802.1X/ EAP aut hentication nust be provi ded

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.226: 00:40:96:b7:ab:5c
Received EAPOL START from mobile 00:40:96:b7:ab:5c

l1--- The wireless client decides to start the EAP authentication



process, and infornms the AP with an EAPOL START data frane.

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.227: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 2)

1--- WLC AP sends another EAP ldentity Request to the client.

*Dotl1x_NW_MsgTask_4: Jun 21 23:41:19.235: 00:40:96:b7:ab:5c

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c
*Dotl1x_NW_MsgTask_4: Jun 21 23:41:19.235: 00:40:96:b7:ab:5c

Received Identity Response (count=2) from mobile 00:40:96:b7:ab:5c

1--- The client responds with an EAP |ldentity Response on an EAPOL
frame.

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.301: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c
*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.301: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP Id 3)

l--- Once the W.CJ AP sends the client response to the Authentication
Server on a RADIUS Access- Request packet, the server responds
with a RADI US Access-Challenge in order to officially start the
EAP negoti ati on, handshake, and authentication with the client
(sonetines with nmutual authentication, dependent upon the EAP
met hod). This response received by the W.C/AP is sent to the client.

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.344: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c
*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.344: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 3, EAP Type 25)

l--- The client responds with an EAP Response on an EAPOL frame, which
is sent to the Authentication Server on a RADIUS Access- Request
packet. The server responds with another RADI US Access- Chall enge.
Thi s process continues, dependent upon the EAP nethod (the exchange
of certificates when used, the building of TLS tunnels, validation
of client credentials, client validation of server identity when
applicable). Hence, the next few nessages are basically the same on
the W.C/ AP side, as this acts as a "proxy" between the client and
the Authentication Server exchanges

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.347: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.347: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 4)

*Dot1x_NW_MsgTask_4: Jun 21 23:41:19.375: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c



*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.375: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 4, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.377: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.377: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 5)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.403: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.403: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 5, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.404: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.404: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 6)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.414: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.414: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 6, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.421: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.421: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 7)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.425: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.425: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 7, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.427: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.427: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 8)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.434: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.434: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 8, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.436: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c



*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.436: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 9)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.440: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.440: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 9, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.442: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.442: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 10)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.449: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.449: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 10, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.452: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.452: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 11)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.457: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.457: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 11, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.459: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.459: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 13)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.469: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.469: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 13, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.472: 00:40:96:b7:ab:5c
Processing Access-Accept for mobile 00:40:96:b7:ab:5c

1--- The authentication finishes and is successful for this client,
so the RADI US Server sends a RADI US Access-Accept to the W.C AP
Thi s RADI US Access-Accept cones with the special attributes
that are assigned to this client (if any are configured on the
Aut hentication Server for this client). This Access-Accept al so
comes with the MSK derived with the client in the EAP



aut hentication process, so the WC AP installs it in order to
initiate the WPA/WPA2 4-\Way handshake with the wireless client.

*Dotlx_NW_MsgTask_4: Jun 21 23:41:19.473: 00:40:96:b7:ab:5c
Sending EAP-Success to mobile 00:40:96:b7:ab:5c
(EAP Id 13)

l--- The accept/pass of the authentication is sent to the client as
an EAP- Success nessage.

*Dot1x_NW_MsgTask_4: Jun 21 23:41:19.473: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state INITPMK (message 1), replay counter
00.00.00.00.00.00.00.00

l--- Message-1 of the WPA/WPA2 4-\Way handshake is sent fromthe
W.C/ AP to the client.

*Dot1x_NW_MsgTask_4: Jun 21 23:41:19.481: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c
*Dot1x_NW_MsgTask_4: Jun 21 23:41:19.481: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2)
from mobile 00:40:96:b7:ab:5c

1--- Message-2 of the WPA/ WPA-2 4-Way handshake is successfully
received fromthe client.

*Dot1x_NW_MsgTask_4: Jun 21 23:41:19.481: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

1--- Message-3 of the WPA/ WPA2 4-\Way handshake is sent fromthe
W.C/ AP to the client.

*Dot1x_NW_MsgTask_4: Jun 21 23:41:19.487: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dot1x_NW_MsgTask_4: Jun 21 23:41:19.487: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c

1--- Message-4 (final message) of the WPA/WPA2 4-\Way handshake
is successfully received fromthe client, which confirms the
installation of the derived keys. They can now be used in
order to encrypt data frames with the current AP
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*apfMsConnTask_2: Jun 21 23:47:54.872: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID 84:78:ac:f0:2a:98

*apfMsConnTask_2: Jun 21 23:47:54.874: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:98
(status 0) ApVapId 9 Slot O

*dotlxMsgTask: Jun 21 23:47:54.879: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 1)

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.895: 00:40:96:b7:ab:5c
Received EAPOL START from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.895: 00:40:96:b7:ab:5c
dotlx - moving mobile 00:40:96:b7:ab:5c into Connecting state

*Dot1x_NW_MsgTask_4: Jun 21 23:47:54.895: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 2)

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.922: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.922: 00:40:96:b7:ab:5c
Received Identity Response (count=2) from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.929: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dot1x_NW_MsgTask_4: Jun 21 23:47:54.929: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 3)



*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.941: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.941: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 3, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.943: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.943: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 4)

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.954: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.954: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 4, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.956: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.957: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 7)

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.976: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.976: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 7, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.978: 00:40:96:b7:ab:5c
Processing Access-Accept for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.978: 00:40:96:b7:ab:5c
Sending EAP-Success to mobile 00:40:96:b7:ab:5c
(EAP Id 7)

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.978: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state INITPMK (message 1), replay counter
00.00.00.00.00.00.00.00

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.995: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.995: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2)
from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 23:47:54.995: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

*Dotlx_NW_MsgTask_4: Jun 21 23:47:55.005: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c



*Dotlx_NW_MsgTask_4: Jun 21 23:47:55.005: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c
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Protacel  Channel Freguency
2462 authentication, SW=351E Fr=0,

: ac:To:65:43 2452 Request, Identity
[ u 032754 A‘lrl:I'IEI:J.‘!?:EIHSE cisco_fo: :78:ac:fo:68:d3 EaAPOL 2462 start

0042974 adronet_b?iabiSc Cisco_fO:44; |:|3 B4:T8;ac:fO:68:d3 EAP 2462 Response, Identity

B 0.046B655 aironet_b7rab:5c cisca_fo:68:d3 Ba:r7arac:fores:d3 Eap 2462 pesponse, ldentity

G 0.054287 Cinco_Ffl:68:d3 airomet_b7:ab:5¢c B4:7R:ac:FO:68:d43 EaAP 2462 Request, Protected AP [(EAR-PEAR)

|10 0.090265 Adronst_bY:ab:5c Cisco f0:68:d3  84:78:ac:fl:G68:d3 TLSW1 = M62Cldent Hello

11 0107247 cisco_fo:6E:d3 afromer_b7iab:5¢c B4:78:ac:fo:68:d3 Eap 2462 Request, Protected EAR [EARP-PEAR)
12 0. 124080 aironet_b?:ab;5c Cisco_fl:68:d3 B4:78 ac:fo:68:d3 EaP 2462 Response, Protected EAP (EAP-PEAP)
13 0.140385 Cisco_fo:66:d3 airomet_b7:ab:5c B4:78:ac:f0:68:d3 Ear 2462 pequest, Protected BAR [EAR-PEAR)
14 0154005 aironet_b7:ab:5c cisco_fO:68:d3 B4:7R:ac:T0:68:d3 EAP 2462 Resporse, Protected EAP (EAP-FEAF)
15 ©.158391 Cisco f0i6E:d3  Airomet_b7iab:sc B4:78iac:foieg:d3 EaP 262 Request, Protected EAP [EAP-PEAR)

[ 16 0.17€ME adronet_b7:ab:5c clisco f0:68:d3  B4:Fa@rac:fO:8:dY TLsvd 0 2462 certificate, client wey Exchange, cl
17 0.186458 Cisco_fi:68:d3 airomet_b7:ab:Sc S4:78:ac:fl:68:d43 Eap F462 Request, Protected FAF [(EAR-PEAF)
16 0.195391 Adronet_h7:ab:5c Cisco fo:68:d3 B4:78:ac:fo:65:d3 EaP 2462 pesponse, Protected EAP [EAP-PEAR]
18 0. 201648 cisco_fo:6E:-d3 afromer_bT:ab:5¢ B4:78:ac:f0:68:d3 EapP 2462 Request, Protected EAF (EAR-PEAF)

22 0215574 Cisco_f:6E-d3 Atronet_b7:ab:hc B4:7R:ac:fl:6E:d3  TaAP 262 Requaest | Protected FAR [FARP-PEAR)

[ 23 0.318255 adronet b7 rabiSc Cisco fOi68id3  B4:78iacifOrG8idd TLSW1 2462 Application Data, application Data |
24 0. 324589 cisco_fo:66:d3 afromer_b7:ab:5¢ B4:78:ac:fTo0:68:d3 EaP 2462 Request, Protected EAF (EAR-PEAF)
25 0. 332059 Cisco_fO056E:d3 Airomet_b?iab:ic B8 ac:fO68:d3  EAP 2462 Request, Protected EAR [EAR-PEAR)
26 0.3359778 Cisco_foi6E:d3 afromer_b7iab:5c B4:78:ac:fo:6s! d3 AP 2462 Success

LTRANEENHEE (MERTELEAPRLUEDHE ) -

<{froot>

*apfMsConnTask_0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c
Association received from mobile on BSSID 84:78:ac:f0:68:d3

l--- This is the Association Request fromthe client.

*apfMsConnTask_0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c
Processing WPA IE type 221, length 22 for mobile
00:40:96:b7:ab:5c

*apfMsConnTask_0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c
CCKM: Mobile 1is using CCKM

l--- The W.C/ AP finds an Information El enment that clainms CCKM
support on the Association request that is sent fromthe client.

*apfMsConnTask_0: Jun 25 15:41:41.507: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 8

l--- This is the key cache index for this client, which is set tenporally.

*apfMsConnTask_0: Jun 25 15:41:41.508: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d3
(status 0) ApVapId 4 Slot O

I--- The Association Response is sent to the client.

*dotlxMsgTask: Jun 25 15:41:41.513: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c



(EAP Id 1)

1--- An EAP ldentity Request is sent to the client once it is
associated in order to begin the higher-level authentication
process. This infornms the client that an identity to start
this type of 802.1X/ EAP authentication nust be provided.

Furt her EAP messages are not described, as they are basically
the sane as the ones previously-explai ned.

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.536: 00:40:96:b7:ab:5c
Received EAPOL START from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.536: 00:40:96:b7:ab:5c
Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c
(EAP Id 2)

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.546: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.546: 00:40:96:b7:ab:5c
Received EAP Response packet with mismatching 1id
(currentid=2, eapid=1) from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.550: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.550: 00:40:96:b7:ab:5c
Received Identity Response (count=2) from mobile
00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.555: 00:40:96:b7:ab:5c
Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.555: 00:40:96:b7:ab:5c
Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c
(EAP Id 3)

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.594: 00:40:96:b7:ab:5c
Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.594: 00:40:96:b7:ab:5c
Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 3, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.840: 00:40:96:b7:ab:5c
Processing Access-Accept for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Creating a PKC PMKID Cache entry for station 00:40:96:b7:ab:5c
(RSN 0)<br/ >

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c

Setting active key cache index 8 ---> 8
*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 0

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
CCKM: Create a global PMK cache entry

l1--- WLC creates a global PMK cache entry for this client,
which is for CCKMin this case



*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Sending EAP-Success to mobile 00:40:96:b7:ab:5c
(EAP Id 13)

l--- The client is inforned of the successful EAP authentication

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.841: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
INITPMK(message 1),replay counter 00.00.00.00.00.00.00.00

1--- Message-1 of the initial 4-Way handshake is sent fromthe
W.C/ AP to the client.

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2) from mobile
00:40:96:b7:ab:5c

1--- Message-2 of the initial 4-Wy handshake is received
successfully fromthe client.

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
CCKM: Sending cache add

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.858: CCKM: Sending CCKM PMK
(Version_1) information to mobility group

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.858: CCKM: Sending CCKM PMK
(Version_2) information to mobility group

1--- The CCKM PWK cache entry for this client is shared with
the W.Cs on the nobility group

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.858: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

1--- Message-3 of the initial 4-Way handshake is sent fromthe
W.C/ AP to the client.

*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.866: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c
*Dotlx_NW_MsgTask_4: Jun 25 15:41:41.866: 00:40:96:b7:ab:5c Received
EAPOL-key in PTKINITNEGOTIATING state (message 4) from mobile
00:40:96:b7:ab:5c

1--- Message-4 (final message) of this initial 4-Way handshake
is received successfully fromthe client, which confirns the
installation of the derived keys. They can now be used in order
to encrypt data franes with the current AP
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<tfroot>

*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c
CCKM: Received REASSOC REQ IE

*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID
84:78:ac:f0:2a:93

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
Processing WPA IE type 221, length 22 for mobile
00:40:96:b7:ab:5c

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
CCKM: Mobile 1is using CCKM

1--- The Reassociati on Request is received fromthe client,
whi ch provides the CCKM informati on needed in order to
derive the new keys with a fast-secure roam

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
Setting active key cache index 0 ---> 8

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
CCKM: Processing REASSOC REQ IE

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
CCKM: using HMAC MD5 to compute MIC

1--- WLC conputes the M C used for this CCKM fast-roam ng
exchange.

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c
CCKM: Received a valid REASSOC REQ IE



*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
CCKM: Initializing PMK cache entry with a new PTK

l--- The new PTK i s derived

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 8

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 8

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Setting active key cache index 8 ---> 0

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Creating a PKC PMKID Cache entry for station
00:40:96:b7:ab:5c (RSN 0) on BSSID 84:78:ac:f0:2a:93

1--- The new PWKID cache entry is created for this new
AP-to-client association.

*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
CCKM: using HMAC MD5 to compute MIC
*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Including CCKM Response IE (length 62) in Assoc Resp to mobile
*apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:93
(status 0) ApVapId 4 Slot O

1--- The Reassociati on Response is sent fromthe W.C AP to
the client, which includes the CCKMinformation required
in order to confirmthe new fast-roam and key derivation.

*dotlxMsgTask: Jun 25 15:43:33.757: 00:40:96:b7:ab:5c
Skipping EAP-Success to mobile 00:40:96:b7:ab:5c

l--- EAP is skipped due to the fast roam ng, and CCKM does not
require further key handshakes. The client is now ready to
pass encrypted data frames on the new AP
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Ma.  Time Source Destiration E=51d Protocal  Cheanel frequen Infa
0 Aapple_15 Cinco_| Fl'l ] Bd :7B:ac: 5 2462 Authentication, SN=Z, FHN=0, Flagss=......
2 0. IZlL‘lDE.'.L-II- Cisco_fl:6E: d? (78 ac:Fl:a8: 2 2462 Aauthentication, SH=d032, FH=D, Flagss. ..
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9 0.093349 Cisco_fO:68:d2 Apple_15:39:32 84 :78:ac:Td:68:d2 EaF 2482 Request, Protected EAP [EAP-FEAPR)
10 0.093916 Apple_13:39:3F Cizco_f0:68:d2 84 :78:ac:Fd:68:d2 EaP 2462 Responze, Protected EAP (EAF-FEAF]
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<tfroot>

*apfMsConnTask_0: Jun 22 00:23:15.097: ec:85:2f:15:39:32
Association received from mobile on BSSID 84:78:ac:f0:68:d2

l--- This is the Association Request fromthe client.

*apfMsConnTask_0: Jun 22 00:23:15.098: ec:85:2f:15:39:32
Processing RSN IE type 48, Tength 20 for mobile ec:85:2f:15:39:32

l--- The W.C/AP finds an Informati on El enment that clainms PWKID
Cachi ng support on the Association request that is sent
fromthe client

*apfMsConnTask_0: Jun 22 00:23:15.098: ec:85:2f:15:39:32
Received RSN IE with O PMKIDs from mobile ec:85:2f:15:39:32

l--- Since this is an initial association, the Association
Request cones without any PMKID.



*apfMsConnTask_0: Jun 22 00:23:15.098: ec:85:2f:15:39:32
Setting active key cache index 8 ---> 8

*apfMsConnTask_0: Jun 22 00:23:15.099: ec:85:2f:15:39:32
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d2
(status 0) ApVapId 3 Slot O

1--- The Association Response is sent to the client.

*dotlxMsgTask: Jun 22 00:23:15.103: ec:85:2f:15:39:32
Sending EAP-Request/Identity to mobile ec:85:2f:15:39:32
(EAP Id 1)

*Dot1x_NW_MsgTask_2: Jun 22 00:23:15.118: ec:85:2f:15:39:32
Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dot1x_NW_MsgTask_2: Jun 22 00:23:15.118: ec:85:2f:15:39:32
Received Identity Response (count=1) from mobile ec:85:2f:15:39:32

*Dot1x_NW_MsgTask_2: Jun 22 00:23:15.126: ec:85:2f:15:39:32
Processing Access-Challenge for mobile ec:85:2f:15:39:32

*Dot1x_NW_MsgTask_2: Jun 22 00:23:15.126: ec:85:2f:15:39:32
Sending EAP Request from AAA to mobile ec:85:2f:15:39:32
(EAP Id 2)

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.146: ec:85:2f:15:39:32
Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.146: ec:85:2f:15:39:32
Received EAP Response from mobile ec:85:2f:15:39:32
(EAP Id 2, EAP Type 25)

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32
Processing Access-Accept for mobile ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32
Creating a PKC PMKID Cache entry for station ec:85:2f:15:39:32
(RSN 2)

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32

Setting active key cache index 8 ---> 8
*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32
Setting active key cache index 8 ---> 0

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32
Adding BSSID 84:78:ac:f0:68:d2 to PMKID cache at index 0
for station ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.274:

New PMKID: (16)

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.274:

[0000] c9 4d 0d 97 03 aa a9 Of 1b c8 33 73 01 f1 18 f5

1--- WLC creates a PMK cache entry for this client, which is
used for SKCin this case, so the PWID is conputed with
the AP MAC address (BSSID 84:78:ac:f0:68:d2).

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.274: ec:85:2f:15:39:32
Sending EAP-Success to mobile ec:85:2f:15:39:32
(EAP Id 12)



*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.275:
Including PMKID in M1 (16)

1--- The hashed PMKID is included on the Message-1 of the
WPA/ WPA2 4-\Way handshake.

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.275:
[0000] c9 4d 0d 97 03 aa a9 Of 1b c8 33 73 01 f1 18 f5

l1--- This is the hashed PMID.

*Dot1x_NW_MsgTask_2: Jun 22 00:23:15.275: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32
state INITPMK (message 1), replay counter
00.00.00.00.00.00.00.00

1--- Message-1 of the WPA/ WPA2 4-Way handshake is sent from
the WLC/ AP to the client

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.284: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.284: ec:85:2f:15:39:32
Received EAPOL-key in PTK_START state (message 2) from mobile
ec:85:2f:15:39:32

1--- Message-2 of the WPA/ WPA-2 4-\Way handshake is successfully
received fromthe client.

*Dotlx_NW_MsgTask_2: Jun 22 00:23:15.284: ec:85:2f:15:39:32
PMK: Sending cache add

*Dot1x_NW_MsgTask_2: Jun 22 00:23:15.285: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32
state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

1--- Message-3 of the WPA/ WPA2 4-Way handshake is sent from
the WLC/ AP to the client

*Dot1x_NW_MsgTask_2: Jun 22 00:23:15.291: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dot1x_NW_MsgTask_2: Jun 22 00:23:15.291: ec:85:2f:15:39:32
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile ec:85:2f:15:39:32

1--- Message-4 (final nessage) of this initial WPA WPA2 4-\ay
handshake is successfully received fromthe client, which
confirns the installation of the derived keys. They can
now be used in order to encrypt data frames with the current AP
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<#root>

*apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:15:39:32
Reassociation received from mobile on BSSID
84:78:ac:f0:68:d2

l--- This is the Reassociation Request fromthe client.

*apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:15:39:32
Processing RSN IE type 48, Tength 38 for mobile
ec:85:2f:15:39:32

l--- The W.C AP finds an Information El enent that clains PWID



Caching support on the Association request that is sent
fromthe client.

*apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:15:39:32
Received RSN IE with 1 PMKIDs from mobile
ec:85:2f:15:39:32

--- The Reassoci ation Request fromthe client cones with
one PMKI D.

*apfMsConnTask_0: Jun 22 00:26:40.787:
Received PMKID: (16)
*apfMsConnTask_0: Jun 22 00:26:40.788:
[0000] c9 4d 0d 97 03 aa a9 Of 1b c8 33 73 01 f1 18 f5

--- This is the PWKID that is received

*apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2f:15:39:32
Searching for PMKID in MSCB PMKID cache for mobile
ec:85:2f:15:39:32

l--- WLC searches for a matching PMKID on the database

*apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2f:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in
PMKID cache at index 0 of station ec:85:2f:15:39:32

*apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2f:15:39:32
Found a valid PMKID in the MSCB PMKID cache for mobile
ec:85:2f:15:39:32

--- The WLC validates the PWID provided by the client,
and confirms that it has a valid PW cache for this
client-and-AP pair.

*apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2f:15:39:32
Setting active key cache index 1 ---> 0

*apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2f:15:39:32
Sending Assoc Response to station on BSSID
84:78:ac:f0:68:d2(status 0) ApVapId 3 Slot O

--- The Reassoci ation Response is sent to the client, which
validates the fast-roamw th SKC

*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2f:15:39:32
Initiating RSN with existing PMK to mobile
ec:85:2f:15:39:32

l--- W.Cinitiates a Robust Secure Network association with
this client-and-AP pair based on the cached PW found.
Hence, EAP is avoided as per the next nessage.



*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2f:15:39:32
Skipping EAP-Success to mobile ec:85:2f:15:39:32

*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2f:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in
PMKID cache at index 0 of station ec:85:2f:15:39:32

*dotlxMsgTask: Jun 22 00:26:40.795: Including PMKID in M1(16)

1--- The hashed PMKID is included on the Message-1 of the
WPA/ WPA2 4-\Way handshake.

*dotlxMsgTask: Jun 22 00:26:40.795:
[0000] c9 4d 0d 97 03 aa a9 Of 1b c8 33 73 01 f1 18 f5

1--- The PMKID i s hashed. The next nessages are the same
WPA/ WPA2 4-\Way handshake nessages described thus far
that are used in order to finish the encryption keys
generation/installation.

*dotlxMsgTask: Jun 22 00:26:40.795: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32 state
INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

*Dotlx_NW_MsgTask_2: Jun 22 00:26:40.811: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 22 00:26:40.812: ec:85:2f:15:39:32
Received EAPOL-key in PTK_START state (message 2) from mobile
ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 22 00:26:40.812: ec:85:2f:15:39:32
PMK: Sending cache add

*Dotlx_NW_MsgTask_2: Jun 22 00:26:40.812: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32 state
PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

*Dotlx_NW_MsgTask_2: Jun 22 00:26:40.820: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 22 00:26:40.820: ec:85:2f:15:39:32
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile ec:85:2f:15:39:32
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ko, Time Source Destination B35 [d Prota
rabihc CAscn_f o & EDZ. 1] 246 Aauthentication, 5
F 0N IR Cisco T BE 42 Adronet_bi:ab: % BE4:7E: :EHE A} BODF. 2462 Authentication, S

cal Chanrel frequercy  Info

5 0.107300 Cisco_fO:BE:d?  Adronet_bi:ab:%c B4:FEiac:fO:pE:d? S4B Request, Tdentity
6 0.1X17%% Cisco_fD:6E:d?  Adronet_b¥:ab:5c Ed:FE:ac:fD:6E:dr Eap 2462 Request, Protected FAP (FAP-FEAR)

8 0.1F87M0) Cisco_fD:6E:d?  Adronet_b¥:ab:5c Ed:FE:ac:fD:6E:d? Eap 2462 Request, Protected CAP (FAP-RFEAR)

g 0.1920%9 Aironet_b?:ab:5c Cisco_fi:66:d2 Bd:FE:ac:FO:BE:d2 2462 Response, Protected FAP (CAP-PEAR)
10 0. 207860 Cisco_fFO:BE:d?  Adronet_b?:ab:5%c Ed:FE:ac:FfO:G6E:d2 2462 Request, Protected CAP (CAP-RFEAR)
11 0. 277 Adronet_b?:ab:5c Cisco_fO:66:d2 Bd:FE:ac:FO:bE:d2 2462 Response, Protected CAFP ([CAF-PEAR)
12 0.231517 Cisco_fO:BE:d2  Adronet_b?:ab:5c Ed4:FE:ac:FfO:6E:d2 2462 Request, Protected EAP (EAP-FEAR)

14 0. 25185% Cisco FO:BE:d2  Adronet_b?:ab:3c Ed:7E:ac:fO:6E:d? EAP 2462 Request, Protected EAP [EAP-FEAR)
15 0. ¥54304 Adronet_b?:ab:S%c Cisco_fO:68:d2 Bd:FE:ac:FO:EE:d? EAF 2482 Responze, Protected EAFP (EAF-PEAR)
16 0. 238722 Cisco FO:BE:d2  Adronet_b7:ab:5c Ed4:7E:ac:FO:6E:d2 EAP 2482 Reguest, Protected EAP [EAP-FPEAR)

18 0. 269769 Cisco FO:BE:d2 Afronet_bfrab:Sc E4:7E:ac:FO:BE:d2 EaAP 2482 Requesl, Protecled EAP [EAP-PEAR)

20 0, 276927 Cisco FO:GE:d2 Afronet_b7iab:5c B4:7E:ac:l0:6E:d2 EAP 2482 Reguesl, Prolacled EAP [EAP-FEAR)

22 0, 287232 Clisco FO:BE:d2 Afronet_bfrab:Sc S4:78:ac:lD:EE:d2 EAP 2482 Requesl, Prolacled EAP [EAP-PEAR)

24 0. 302861 Clisco FO:GE:d2 Afronet_bfrab:3c S4:7E:ac:l0:8E:d2 EaAP 2482 Requesl, Prolacled EAP [EAP-FPEAR)

26 0, 337874
27 0.339642

Cisco_f0:68:d2  afroner_b7:ab:5c &4:78:ac:f0:68:d2 EaP 2462 Success
Cisco_f0:68:d2 Afroner_b7:ab:5C &4:7E:ac [ H 2462

. 3533971 alfroner_b7tab:5c Ccisco TD:6E:d2

cisco_f0:68:d2  afroner_b7:ab:5c

. 37E360 Afroner_b7iab:5c Ccisco TD:6B: d2
462588 afroner_b7:ab:5c Broadcast B4:7E:ac:t0:66: 02 &0Z.11 24E2 Qo5 pata, SM=2437, FH=0, Flags—.p..... TC
LA73985% Cisco_fO:GE: dD Afronet_b7:ab:5c S4:75:ac:fO:6E:c2 B02.11 2462 005 Data, SH=3L, FH=0, Flags-.p....F.C
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<tfroot>

*apfMsConnTask_0: Jun 21 21:46:06.515: 00:40:96:b7:ab:5c
Association received from mobile on BSSID
84:78:ac:f0:68:d2

1--- This is the Association Request fromthe client.

*apfMsConnTask_0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Processing RSN IE type 48, length 20 for mobile
00:40:96:b7:ab:5c

1--- The W.OJ AP finds an Information El enent that clains
PMKI D Cachi ng support on the Associ ation request that
is sent fromthe client.

*apfMsConnTask_0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Received RSN IE with O PMKIDs from mobile
00:40:96:b7:ab:5c

l--- Since this is an initial association, the Association
Request cones without any PMKID.

*apfMsConnTask_0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Setting active key cache index 0 ---> 8

*apfMsConnTask_0: Jun 21 21:46:06.516: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID



84:78:ac:f0:68:d2 (status 0) ApVapId 3 Slot

1--- The Association Response is sent to the client.

*dotlxMsgTask: Jun 21 21:46:06.522: 00:40:96:b7:ab:5

Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c

(EAP Id 1)

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.614: 00:40:96:b7:ab:

Received EAPOL START from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.614: 00:40:96:b7:ab:

5¢

5¢

Sending EAP-Request/Identity to mobile 00:40:96:b7:ab:5c

(EAP Id 2)

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.623: 00:40:96:b7:ab:

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.623: 00:40:96:b7:ab:

Received Identity Response (count=2) from mobile
00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.630: 00:40:96:b7:ab:

5¢

5¢

5¢

Processing Access-Challenge for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.630: 00:40:96:b7:ab:

5¢

Sending EAP Request from AAA to mobile 00:40:96:b7:ab:5c

(EAP 1Id 3)

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.673: 00:40:96:b7:ab:

Received EAPOL EAPPKT from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.673: 00:40:96:b7:ab:

Received EAP Response from mobile 00:40:96:b7:ab:5c
(EAP Id 3, EAP Type 25)

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.843: 00:40:96:b7:ab:

Processing Access-Accept for mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:

Creating a PKC PMKID Cache entry for station
00:40:96:b7:ab:5c (RSN 2)

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:

Setting active key cache index 8 ---> 8

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:

Setting active key cache index 8 ---> 0

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:

Adding BSSID 84:78:ac:f0:68:d2 to PMKID cache at index
for station 00:40:96:b7:ab:5

*Dot1x_NW_MsgTask_4: Jun 21 21:46:06.844: New PMKID: (16)

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.844:
[0000] 4e al 7f 5a 75 48 9c f9 96 e3 a8 71 25 6f 11 dO

5¢

5¢

5¢

5¢

5¢

5¢

1--- WLC creates a PMK cache entry for this client, which is

used for OKC in this case, so the PWID is conputed
with the AP MAC address (BSSID 84: 78: ac: f0: 68: d2).

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:

PMK sent to mobility group

5¢



l--- The PW cache entry for this client is shared with the
W.Cs on the nobility group

*Dot1x_NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Sending EAP-Success to mobile 00:40:96:b7:ab:5c (EAP Id 13)

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in PMKID
cache at index 0 of station 00:40:96:b7:ab:5

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.844: Including PMKID
in M1 (16)

1--- The hashed PMKID is included on the Message-1 of the
WPA/ WPA2 4- WAy handshake.

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.844:
[0000] 4e al 7f 5a 75 48 9c f9 96 e3 a8 71 25 6f 11 dO

l--- This is the hashed PWID. The next nessages are the sane
WPA/ WPA2 4-Way handshake nessages described thus far that
are used in order to finish the encryption keys
generation/installation.

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.844: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dot1x_NW_MsgTask_4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2)
from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c
PMK: Sending cache add

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.865: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

*Dotlx_NW_MsgTask_4: Jun 21 21:46:06.889: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dot1x_NW_MsgTask_4: Jun 21 21:46:06.890: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c
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T Frame 3: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits)
w Ramm:ap Header w0, LrP_l'gT.h 1E
= LEe: 802,11 measzociarion repuest, FI3G5: (..o
Tyne subryre: Reassariation Baquest {l.'l'r:n?j
@ Frame Control Field: OxXO0o
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HaN version: 1
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<{froot>

*apfMsConnTask_2: Jun 21 21:48:50.562: 00:40:96:b7:ab:5c
Reassociation received from mobile on BSSID
84:78:ac:f0:2a:92

l--- This is the Reassociation Request fromthe client.

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c



Processing RSN IE type 48, length 38 for mobile
00:40:96:b7:ab:5c

l1--- The W.UJ AP finds and Information El enent that clains
PMKI D Cachi ng support on the Association request that
is sent fromthe client.

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Received RSN IE with 1 PMKIDs from mobile
00:40:96:b7:ab:5c

1--- The Reassociati on Request fromthe client conmes with
one PMKI D.

*apfMsConnTask_2: Jun 21 21:48:50.563:
Received PMKID: (16)

*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Searching for PMKID in MSCB PMKID cache for mobile
00:40:96:b7:ab:5c

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
No valid PMKID found in the MSCB PMKID cache for mobile
00:40:96:b7:ab:5

l--- As the client has never authenticated with this new AP
the WLC cannot find a valid PMKID to natch the one provided
by the client. However, since the client perforns OKC
and not SKC (as per the follow ng nessages), the W.C conputes
a new PWKI D based on the informati on gathered (the cached PMK
the client MAC address, and the new AP MAC address).

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Trying to compute a PMKID from MSCB PMK cache for mobile
00:40:96:b7:ab:5c

*apfMsConnTask_2: Jun 21 21:48:50.563:
CCKM: Find PMK in cache: BSSID = (6)
*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac fO 2a 90
*apfMsConnTask_2: Jun 21 21:48:50.563:
CCKM: Find PMK 1in cache: realAA = (6)
*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0 2a 92
*apfMsConnTask_2: Jun 21 21:48:50.563:
CCKM: Find PMK in cache: PMKID = (16)
*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apfMsConnTask_2: Jun 21 21:48:50.563:
CCKM: AA (6)
*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0 2a 92
*apfMsConnTask_2: Jun 21 21:48:50.563:
CCKM: SPA (6)
*apfMsConnTask_2: Jun 21 21:48:50.563:
[0000] 00 40 96 b7 ab 5c



*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Adding BSSID 84:78:ac:f0:2a:92 to PMKID cache at
index 0 for station 00:40:96:b7:ab:5c
*apfMsConnTask_2: Jun 21 21:48:50.563:
New PMKID: (16)
*apfMsConnTask_2: Jun 21 21:48:50.563:

[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Computed a valid PMKID from MSCB PMK cache for mobile

00:40:96:b7:ab:5c

1--- The new PMKID i s conputed and validated to match the
one provided by the client, which is also conputed with
the same information. Hence, the fast-secure roamis
possi bl e.

*apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b7:ab:5c
Setting active key cache index 0 ---> 0

*apfMsConnTask_2: Jun 21 21:48:50.564: 00:40:96:b7:ab:5c
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:92
(status 0) ApVapId 3 Slot

1--- The Reassociation response is sent to the client, which
val idates the fast-roamw th OKC

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Initiating RSN with existing PMK to mobile
00:40:96:b7:ab:5c

l--- W.Cinitiates a Robust Secure Network association with
this client-and AP pair with the cached PW found.
Hence, EAP is avoided, as per the the next nessage.

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Skipping EAP-Success to mobile 00:40:96:b7:ab:5c

*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Found an cache entry for BSSID 84:78:ac:f0:2a:92 in
PMKID cache at index 0 of station 00:40:96:b7:ab:5c

*dotlxMsgTask: Jun 21 21:48:50.570:
Including PMKID in M1 (16)

1--- The hashed PMKID is included on the Message-1 of the
WPA/ WPA2 4-\Way handshake.

*dotlxMsgTask: Jun 21 21:48:50.570:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9

1--- The PMKID i s hashed. The next nessages are the same
WPA/ WPA2 4-\Way handshake nessages described thus far,
which are used in order to finish the encryption keys
generation/installation.



*dotlxMsgTask: Jun 21 21:48:50.570: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

*Dotlx_NW_MsgTask_4: Jun 21 21:48:50.589: 00:40:96:b7:ab:5
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 21:48:50.589: 00:40:96:b7:ab:5c
Received EAPOL-key in PTK_START state (message 2) from mobile
00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 21:48:50.589: 00:40:96:b7:ab:5c
PMK: Sending cache add

*Dotlx_NW_MsgTask_4: Jun 21 21:48:50.590: 00:40:96:b7:ab:5c
Sending EAPOL-Key Message to mobile 00:40:96:b7:ab:5c state
PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

*Dotlx_NW_MsgTask_4: Jun 21 21:48:50.610: 00:40:96:b7:ab:5c
Received EAPOL-Key from mobile 00:40:96:b7:ab:5c

*Dotlx_NW_MsgTask_4: Jun 21 21:48:50.610: 00:40:96:b7:ab:5c
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile 00:40:96:b7:ab:5c
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23932 H: [ i bEiab 2462 Authenticatian, SN=5%7, FH=0, 3
168 dE _15:38:32 s7Ezac:TO:6E:d6 '. 2462 authencication, sN=278&, Fn=0, Fla
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= Tag: BSN Irtormation
Tag Mumber:; RS Information {48}
rag length: 20
RSK Wersion: 1
# Group Cipher suite: 00-0f-ac {LeeeB021) ass (Com}
Pairwise Cipher Swite Count: 1
+ palrwise Clpher Suite List 00-0f-ac (leeeB0ZLl) aes (CCW)
auth Key Management (ak®) suite Count: 1
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FEXHWTF :

- FHRIIZAERDEHEEAWPAWPAEEE TR , At Y5 XIHFFTRIWLANER R & &
REET , 2FA—EHAEERMITHNE, WMBMTR , EFREFFIHAXEKERM , HR
HE RRNSEETREMAKMEFER |, IKRALLE FinHEHIT802.1X/EAP LIFT,

s RERTBHEEETE (FTH—58% ) , HFFT Capability and Policy ¥ {18 RTERIE & iF
H‘I’E’%LBSS?@T&EEﬂOver-the-AlrE;EOver-the DSTER ( £ LR & 15 ROver-the-Air ) .

s XERMB—NMERTE (PRIEBSSIHESFT IE , ANEEHHTIHREE ) UEFTEEIHR
IFTEHRIEFIIPTENER.

- BAERRZARRGEEMS , Bt , BMEFTH@EF &FERECTWPA/WPA2M @ F

, HNBARBR LBETE,

IR ERERSWLANG % & HRIER Eib 7 2 HENWEAP S A IRIEMR ( MEFATR ) | B
TEWLCEANZAERFERAMEXN —Lhk ; At , WREHRHEET , LEXETHAXER :

<#root>

*apfMsConnTask_0: Jun 27 19:25:23.426: ec:85:2f:15:39:32
Association received from mobile on BSSID
84:78:ac:f0:68:d6

l--- This is the Association request fromthe client.



*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2f:15:39:32
Marking this mobile as TGr capable.

l--- WLC recogni zes that the client is 802.11r-capable.

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2f:15:39:32
Processing RSN IE type 48, length 20 for mobile
ec:85:2f:15:39:32

1--- The W.C/AP finds an Informati on El ement that clains FT
support on the Association request that is sent fromthe client.

*apfMsConnTask_0: Jun 27 19:25:23.427:
Sending assoc-resp station:ec:85:2f:15:39:32
AP:84:78:ac:f0:68:d0-00 thread:144be808

*apfMsConnTask_0: Jun 27 19:25:23.427:
Adding MDIE, ID is:0OxaafO

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2f:15:39:32
Including FT Mobility Domain IE (length 5) in Initial
assoc Resp to mobile

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2f:15:39:32
Sending ROKH-ID as:-84.30.6.-3

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2f:15:39:32
Sending R1KH-ID as 3c:ce:73:d8:02:00

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2f:15:39:32
Including FT IE (length 98) 1in Initial Assoc Resp to mobile

*apfMsConnTask_0: Jun 27 19:25:23.427: ec:85:2f:15:39:32
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d6
(status 0) ApVapId 7 Slot O

1--- The Association Response is sent to the client once the
FT information is conputed (as per the previous nessages),
so this is included in the response.

*dotlxMsgTask: Jun 27 19:25:23.432: ec:85:2f:15:39:32
Sending EAP-Request/Identity to mobile ec:85:2f:15:39:32
(EAP Id 1)

1--- EAP begins, and follows the sanme exchange expl ai ned so far.

*apfMsConnTask_0: Jun 27 19:25:23.436: ec:85:2f:15:39:32
Got action frame from this client.

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.449: ec:85:2f:15:39:32
Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.449: ec:85:2f:15:39:32
Received Identity Response (count=1) from mobile
ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.456: ec:85:2f:15:39:32
Processing Access-Challenge for mobile ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.456: ec:85:2f:15:39:32
Sending EAP Request from AAA to mobile ec:85:2f:15:39:32
(EAP Id 2)



*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.479: ec:85:2f:15:39:32
Received EAPOL EAPPKT from mobile ec:85:2f:15:39:32

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.479: ec:85:2f:15:39:32
Received EAP Response from mobile ec:85:2f:15:39:32
(EAP Id 2, EAP Type 25)

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.627: ec:85:2f:15:39:32
Processing Access-Accept for mobile ec:85:2f:15:39:32

1--- The client is validated/authenticated by the RADI US Server

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.627: ec:85:2f:15:39:32
Creating a PKC PMKID Cache entry for station
ec:85:2f:15:39:32 (RSN 2)

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.627: ec:85:2f:15:39:32
Resetting MSCB PMK Cache Entry 0 for station
ec:85:2f:15:39:32

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.627: ec:85:2f:15:39:32

Setting active key cache index 8 ---> 8
*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.628: ec:85:2f:15:39:32
Setting active key cache index 8 ---> 0

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.628: ec:85:2f:15:39:32
Adding BSSID 84:78:ac:f0:68:d6 to PMKID cache at index 0
for station ec:85:2f:15:39:32
*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.628: New PMKID: (16)
*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.628:
[0000] 52 b8 8f cf 50 a7 90 98 2b ba d6 20 79 e4 cd f9
*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.629: ec:85:2f:15:39:32
Created PMK Cache Entry for TGr AKM:802.1x ec:85:2f:15:39:32

1--- WLC creates a PMK cache entry for this client, which is
used for FT with 802.1X in this case, so the PWID is
conputed with the AP MAC address (BSSID 84:78: ac: f0: 68: d6).

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.629:
ec:85:2f:15:39:32 ROKH-ID:172.30.6.253
R1KH-ID:3c:ce:73:d8:02:00 MSK Len:48 pmkValidTime:1807

l1--- The ROKH-ID and R1IKH I D are defined, as well as the PW
cache validity period

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.630: ec:85:2f:15:39:32
PMK sent to mobility group

1--- The FT PMK cache entry for this client is shared with the
W.Cs on the nobility group

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.630: ec:85:2f:15:39:32
Sending EAP-Success to mobile ec:85:2f:15:39:32 (EAP Id 12)

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.630: ec:85:2f:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d6 in PMKID
cache at index 0 of station ec:85:2f:15:39:32



*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.630: Including PMKID in
M1 (16)

1--- The hashed PMKID is included on the Message-1 of the
initial FT 4-Way handshake.

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.630:
[0000] 52 b8 8f cf 50 a7 90 98 2b ba d6 20 79 e4 cd f9

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.630: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32 state
INITPMK (message 1), replay counter 00.00.00.00.00.00.00.0

1--- Message-1 of the FT 4-Way handshake is sent fromthe
W.C/ AP to the client.

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.639: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.639: ec:85:2f:15:39:32
Received EAPOL-key in PTK_START state (message 2) from
mobile ec:85:2f:15:39:32

1--- Message-2 of the FT 4-Way handshake is received
successfully fromthe client.

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.639: ec:85:2f:15:39:32
Calculating PMKROName

1--- The PMKRONane is cal cul ated

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.639: ec:85:2f:15:39:32
DOT11R: Sending cache add

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.639: Adding MDIE,
ID is:0xaaf0

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.639: ec:85:2f:15:39:32
Adding TIE for reassociation deadtime:20000 milliseconds

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.639: ec:85:2f:15:39:32
Adding TIE for ROKey-Data valid time :1807

*Dotlx_NW_MsgTask_2: Jun 27 19:25:23.640: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32 state
PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

l1--- After the MDIE, TIE for reassociation deadtinme, and TIE
for ROKey-Data valid time are cal cul ated, the Message-3
of this FT 4-Way handshake is sent fromthe W.C/ AP to the
client with this information.

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.651: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dot1x_NW_MsgTask_2: Jun 27 19:25:23.651: ec:85:2f:15:39:32
Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile ec:85:2f:15:39:32



1--- Message-4 (final message) of this initial FT 4-Way handshake
is received successfully fromthe client, which confirnms the
installation of the derived keys. They can now be used in order
to encrypt data franes with the current AP

N EE N TR I A R AS02.1 1/ TH Y | SSREE /S A M A0i8iR M debug

cllent , Bldebug ft events enable,

LT RYEBERAWPA2-PSK ( MARE802.1X/EAPH % ) HUATFTET , SWLANAY 34 5< B 49 AR 45 A1
B, HPLRBAPH XBIB N ML S RREBSSHRERTE (RHER ). MITFT4XEF
FIEN—EXEBEEHLERNT :

Me.  Time Source Diestination B55 d Protocol Charnel frequency  Info

B4 2462 Authentication, SH-Z, FuW-0, Flags=...
B 2462 authentication, SH=2G68, FHN=0, Fla

4 0. 050 Cisco_FO-68:dd apple_15:-34G:32 Ed:7R:ac:FO:68:dd 802.11 MG Amsociation Response, Skhel60, Fi=0, F

Lk B4 78 3
6 0,024919 i [ZH
HEE : Ba:7E:ac:
g 0, 035810 A;.lp]e 15:39:32 ci 0 Ba:7E:ac:TO:68:d4 2 Key (MeEssage y
90, 047700 AppTe_15:39;32 TPvimecast _FF:15%: 30 8a - FRac Fhaldd 202,11 MiG? QoS Data, SH=!, FH=0, Flags=,p..... TC

El I

H Frame 4: 249 bytes on wire (1392 bits), 249 bytes captured {1992 hits)
+ Radiotap weader w0, Length L8
@ IEEE ED2.11 associarion Resporse, Flags: (. .....C
B TEEE BD2.11 wireless LAN management frame

= Fized parameters (6§ bytes)

+ capabilities rnformacion: 0x043L
Sratus code: successful (Ox0000)
o000 OO0 G000 ] = Asmociation TH: Oe0007

= Ta.gged parameters (147 bytas)
+ Tag: sSupported rRates L{B}, 2{B), 5. 5{(8), LL{8), &, 9, 12, 13, [Mbit sec]
Tag: Extended supported rates 24, 36, 48, 54, [Mbit/sec)
Tayg: HT capabilities (802.11n pl. 103
Tag: HT Information (802,11n 00,103
Tag: wvendor Specific: Microsof: wd WME:D Parameter Element
Tag: Mobility pomalin

Tag HNumber: Mability Domain (343

Tag lemgth: 3

Hobility Domain Identifier: Dxfoaa

ET Lapabﬂ'lty amd Poldcy: 000

- .0 = Fast 255 Transition ower DS: OxOD
= Resource Request Protocol Capakbd Tity: (udid

1ol el

Tag NUmMZer: FAst 855 Iransition
Tag length: 96

MIC Cormbrol: 0000

LO0o G0 ..., ... = Element Court: 0

MIC: QOgo0000a0dnnn000a3c0000acR00

anonce: D000000302000000000000000322000000023200000032000, . .
SHonce @ 00000033300 0000020000000330 0000003200 0000033000. . .
Subelement To: PRE-RD key holder ddentifier {ROKH-TD) (3}
Length: 4

FME-RD key holder fdentifier (ROEm-L0Y: 254%036%0064373
Subslement ID: PRe-RL key holder fdencitier {RlkH-ID} (1)
Length: &

FrE-RL key holder didentifier (RLIER-ID): 3cces3ds02oo

*apfMsConnTask_0: Jun 27 19:29:09.136: ec:85:2f:15:39:32
Association received from mobile on BSSID
84:78:ac:f0:68:d4

*apfMsConnTask_0: Jun 27 19:29:09.137: ec:85:2f:15:39:32



Marking this mobile as TGr capable.

*apfMsConnTask_0: Jun 27 19:29:09.137: ec:85:2f:15:39:32
Processing RSN IE type 48, length 20 for mobile
ec:85:2f:15:39:32

*apfMsConnTask_0: Jun 27 19:29:09.137: Sending assoc-resp
station:ec:85:2f:15:39:32 AP:84:78:ac:f0:68:d0-00
thread:144be808

*apfMsConnTask_0: Jun 27 19:29:09.137: Adding MDIE,
ID is:0xaaf0

*apfMsConnTask_0: Jun 27 19:29:09.137: ec:85:2f:15:39:32
Including FT Mobility Domain IE (length 5) in Initial
assoc Resp to mobiTle

*apfMsConnTask_0: Jun 27 19:29:09.137: ec:85:2f:15:39:32
Sending ROKH-ID as:-84.30.6.-3

*apfMsConnTask_0: Jun 27 19:29:09.137: ec:85:2f:15:39:32
Sending R1KH-ID as 3c:ce:73:d8:02:00

*apfMsConnTask_0: Jun 27 19:29:09.137: ec:85:2f:15:39:32
Including FT IE (length 98) in Initial Assoc Resp to mobile

*apfMsConnTask_0: Jun 27 19:29:09.138: ec:85:2f:15:39:32
Sending Assoc Response to station on BSSID 84:78:ac:f0:68:d4
(status 0) ApVapId 5 Slot O

*dotlxMsgTask: Jun 27 19:29:09.141: ec:85:2f:15:39:32
Creating a PKC PMKID Cache entry for station
ec:85:2f:15:39:32 (RSN 2)

*dotlxMsgTask: Jun 27 19:29:09.141: ec:85:2f:15:39:32
Resetting MSCB PMK Cache Entry 0 for station
ec:85:2f:15:39:32

*dotlxMsgTask: Jun 27 19:29:09.141: ec:85:2f:15:39:32
Setting active key cache index 8 ---> 8

*dotlxMsgTask: Jun 27 19:29:09.141: ec:85:2f:15:39:32
Setting active key cache index 8 ---> 0

*dotlxMsgTask: Jun 27 19:29:09.141: ec:85:2f:15:39:32
Adding BSSID 84:78:ac:f0:68:d4 to PMKID cache at
index 0 for station ec:85:2f:15:39:32

*dotlxMsgTask: Jun 27 19:29:09.142: New PMKID: (16)

*dotlxMsgTask: Jun 27 19:29:09.142:
[0000] 17 4b 17 5c ed 5f c7 1d 66 39 e9 5d 3a 63 69 e7

*dotlxMsgTask: Jun 27 19:29:09.142: ec:85:2f:15:39:32
Creating global PMK cache for this TGr client

*dotlxMsgTask: Jun 27 19:29:09.142: ec:85:2f:15:39:32
Created PMK Cache Entry for TGr AKM:PSK
ec:85:2f:15:39:32

*dotlxMsgTask: Jun 27 19:29:09.142: ec:85:2f:15:39:32
ROKH-ID:172.30.6.253 R1KH-ID:3c:ce:73:d8:02:00



MSK Len:48 pmkValidTime:1813

*dotlxMsgTask: Jun 27 19:29:09.142: ec:85:2f:15:39:32
Initiating RSN PSK to mobile ec:85:2f:15:39:32

*dotlxMsgTask: Jun 27 19:29:09.142: ec:85:2f:15:39:32
Found an cache entry for BSSID 84:78:ac:f0:68:d4 in
PMKID cache at index 0 of station ec:85:2f:15:39:32

*dotlxMsgTask: Jun 27 19:29:09.142: Including PMKID
in M1 (16)

*dotlxMsgTask: Jun 27 19:29:09.142:
[0000] 17 4b 17 5c ed 5f c7 1d 66 39 e9 5d 3a 63 69 e7

*dotlxMsgTask: Jun 27 19:29:09.143: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32
state INITPMK (message 1), replay counter
00.00.00.00.00.00.00.00

*apfMsConnTask_0: Jun 27 19:29:09.144: ec:85:2f:15:39:32
Got action frame from this client.

*Dot1x_NW_MsgTask_2: Jun 27 19:29:09.152: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dot1x_NW_MsgTask_2: Jun 27 19:29:09.153: ec:85:2f:15:39:32
Received EAPOL-key in PTK_START state (message 2) from
mobile ec:85:2f:15:39:32

*Dot1x_NW_MsgTask_2: Jun 27 19:29:09.153: ec:85:2f:15:39:32
Calculating PMKROName

*Dotlx_NW_MsgTask_2: Jun 27 19:29:09.153: Adding MDIE,
ID is:0xaaf0

*Dot1x_NW_MsgTask_2: Jun 27 19:29:09.153: ec:85:2f:15:39:32
Adding TIE for reassociation deadtime:20000 milliseconds

*Dot1x_NW_MsgTask_2: Jun 27 19:29:09.153: ec:85:2f:15:39:32
Adding TIE for ROKey-Data valid time :1813

*Dotlx_NW_MsgTask_2: Jun 27 19:29:09.154: ec:85:2f:15:39:32
Sending EAPOL-Key Message to mobile ec:85:2f:15:39:32 state
PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

*Dot1x_NW_MsgTask_2: Jun 27 19:29:09.163: ec:85:2f:15:39:32
Received EAPOL-Key from mobile ec:85:2f:15:39:32

*Dot1x_NW_MsgTask_2: Jun 27 19:29:09.163: ec:85:2f:15:39:32

Received EAPOL-key in PTKINITNEGOTIATING state (message 4)
from mobile ec:85:2f:15:39:32

5802.11r—# , SWLANW#I I XK RREUL R R EANESRHNER | HMORER 28K 5E
Rt

FEXHNETFEFIRFFEER  FTMMUEFERARN 2 %£802.1X/EAP , MAXRELARMITESHHN



Bk E , FHHHR802. 11T KRGS BRIEMEMN KB M ( FAPZHEZFNBLAEAF EFEXLE
'P)ﬁ)é#ﬁ_ﬂ% LERFTEEHAITEMODSMBRARACBIIEF

TEETRYHITEES02.1X/EAPZ £ RIEBSSZE A # i At IR T, EBNEF iR BIAPHFF X
ARGEFHRIUEM , AEEFFBRFTERADEMENFTHUEE TR, kv TATERAMAP (&
FPMK-R1) Eﬁk%ﬁPTKo REETREREORIEEENFR , AEREEFRTHITRE RN
RESHRIE , MRMITREBSSHik

Mo, Time Spurce Destination B55 1d Frotowol  Chennel Frequency  [nfo
1. l'.'IGCII:II:II:I Apple_13:3%:32 EI;LI:\_rﬂ' 2.1 a6 Bd:78:ac:-fl:2a:86 EBOZ.11 24!.- authentication, S'\I—‘.LI:ISH =i, F'I.u.ga-

0. :}15.1|-|| r15|_._| T ELE ) — 78!
5 2.9497122 apple_13:3%9:32 IFvEmcasL_O0:00: l."l:Sd-.?F!..l.l. 'I:I

# Frame 1: 198 bytes om wire (1584 bits), 198 bytes captured (1584 bits)
@ Radiotap Header w0, Length 18
= IEEE BDZ,11 sethentication, F1ags: ....-...LC
H LEEE BDZ.1l wireless Lad management frame
= Flxed paramerers (& bytes)
suthentication Algorithm: Fast BESS Transition (2]

suthentication SEQ; DEOHHT
sratus code:r Successtul (0wDDon)
= Tagped parameters (146 byTes)
= Tag: RSN Tnformalion
Ta Wumber: RSN Tnformation (483
Tag length: 38
RSH wersion: 1

F Group Cipher Suite: 00-07-ac (TeesE02L1) AES [CCM)
Pairwise Cipher Suite Cownt: 1
k Pairwise Cipher Swite List 00-0f-ac (I2eeBOZL) AES [OCMD
auth ey management [ake) suite Count: 1
® auth Key Management [AKW) List O0-0f -ac (TeeeS021) FT over IEEE 802.1x
E RSH Capabilities: O=0(00c
PMKID Count: 1
El PMELD L15T
PMEID: 33a9cE20703259bcbat 08 300334647
= Tag: Mobility Domain
Tag Number: Mobility Domain [543
raq length: 3
mobi ity Domain Tdentifier: Oxfoaa
FT Capability and Policy: Ox00
LoD = Fast BSS Transitiom over D5; Ox00
.0, = Resource peguest Protoco] capabildTy: w00
= Tag: Fast B55 Transition
Tag Number: Fast BSS Transition (5%)

Tag Tength: &4
WMIC Control: Ox0000
oooo0 0000 ..., .... = Element counc: 0

MIC: mnnnnnnm&nnnnnmnnnunaﬂmnnn

Alonce o DOODOH D00 D00 DO D OO DD00OCEO0000E, | .
SHonce: BFLETO0C0BE0LE013Fecd09a0E66f 5907 9FBECICIecPefldZ, ..
subelement Ip: FME-rO key holder fdentifier (RORm-1D) (3}
Length: 2

PrK-Ri} key holder ddantifier (ROKH-TIDG: 254503400004 575

LT 2Y802.1X/EAPK 4 L FTi8 B4 fWLCH B it H

<{froot>

*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2f:15:39:32
Doing preauth for this client over the Air

l--- WLC begins FT fast-secure roamng over-the-Air with
this client and perforns a type of preauthentication,
because the client asks for this with FT on the Authentication
frame that is sent to the new AP over-the-Air
(before the Reassoci ati on Request).

*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2f:15:39:32
Doing Tlocal roaming for destination address



84:78:ac:f0:2a:96

l--- WLC perforns the local roaming event with the new AP to
whi ch the client roans.

*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2f:15:39:32
Got 1 AKMs in RSNIE

*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2f:15:39:32
RSNIE AKM matches with PMK cache entry :0x3

1--- WLC receives one PMK fromthis client (known as AKM here),
whi ch mat ches the PWK cache entry hold for this client.

*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2f:15:39:32
Created a new preauth entry for AP:84:78:ac:f0:2a:96
*apfMsConnTask_2: Jun 27 19:25:48.751: Adding MDIE,
ID is:0xaaf0

l--- WLC creates a new preauth entry for this AP-and-Cient pair,
and adds the MDIE information.

*apfMsConnTask_2: Jun 27 19:25:48.763: Processing assoc-req
station:ec:85:2f:15:39:32 AP:84:78:ac:f0:2a:90-00
thread:144bef38

*apfMsConnTask_2: Jun 27 19:25:48.763: ec:85:2f:15:39:32
Reassociation received from mobile on BSSID
84:78:ac:f0:2a:96

l--- Once the client receives the Authentication frame reply fromthe
WLC/ AP, the Reassociation request is sent, which is received at
the new AP to which the client roans.

*apfMsConnTask_2: Jun 27 19:25:48.764: ec:85:2f:15:39:32
Marking this mobile as TGr capable.

*apfMsConnTask_2: Jun 27 19:25:48.764: ec:85:2f:15:39:32
Processing RSN IE type 48, length 38 for mobile
ec:85:2f:15:39:32

*apfMsConnTask_2: Jun 27 19:25:48.765: ec:85:2f:15:39:32
Roaming succeed for this client.

l--- WLC confirnms that the FT fast-secure roamng is successful
for this client.

*apfMsConnTask_2: Jun 27 19:25:48.765: Sending assoc-resp
station:ec:85:2f:15:39:32 AP:84:78:ac:f0:2a:90-00
thread:144bef38

*apfMsConnTask_2: Jun 27 19:25:48.766: Adding MDIE,

ID is:0xaaf0

*apfMsConnTask_2: Jun 27 19:25:48.766: ec:85:2f:15:39:32
Including FT Mobility Domain IE (length 5) in
reassociation assoc Resp to mobile

*apfMsConnTask_2: Jun 27 19:25:48.766: ec:85:2f:15:39:32
Sending Assoc Response to station on BSSID 84:78:ac:f0:2a:96



(status 0) ApVapId 7 Slot O

1--- The Reassociation response is sent to the client, which
includes the FT Mobility Domain | E

*dotlxMsgTask: Jun 27 19:25:48.769: ec:85:2f:15:39:32
Finishing FT roaming for mobile ec:85:2f:15:39:32

l--- FT roanming finishes and EAP i s skipped (as well as any
ot her key mamnagenent handshake), so the client is ready
to pass encrypted data franes with the current AP

*dotlxMsgTask: Jun 27 19:25:48.769: ec:85:2f:15:39:32
Skipping EAP-Success to mobile ec:85:2f:15:39:32

TEETRT EBWPA2-PSKZ £ M HIFast BSS Transition Over-the-Air , EF %R T MAPRIE i
#) B&x £ Reassociation Responsell , AR RILFTRRNEZFHEE. -



Mo.  Time Source Destination B35 Id Protocol Channel frequency  Info

Apple_15:39:32

Cisco_r0:2a:94

4 0.016183 C15cu_fn 2a:94 Apple_15:39:32 B4:78:ac:f0:2a: 94 802.11

'] m

2437 Reasst

= IEEE 802.11 wireless LAN manaéement frame
® Fixed parameters (6 bytes)
= Tagged parameters (274 bytes)
Tag: Supported Rates 1(8), 2(B), 5.5(B), 11(B), &, 9, 12, 18, [Mbit/sec]
Tag: Extended Supported Rates 24, 36, 48, 54, [Mbit/sec]
Tag: HT capabilities (802.11n D1.10)
Tag: HT Information (802.11n D1.10)
Tag: vendor Specific: microsof: wMM/WME: Parameter Element
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 38
RSN Version: 1
# Group Cipher suite: 00-0f-ac (IeeeB021) AES (CCM)
Pairwise Cipher Suite Count: 1
@ Pairwise Cipher Suite List 00-0f-ac (IeeeB021) AES (CCM)
auth Key Management (AKM) Suite Count: 1
# auth Key Management (AKM) List 00-0f-ac (Ieee8021) FT using PSK
@ RSN Capabilities: Ox0028
PMKID Count: 1
= PMKID List
PMKID: 7e370d965e054df50819b135Febc3424
= Tag: mMobility Domain
Tag Number: Mobility Domain (54)
Tag length: 3
Mobility Domain Identifier: Oxfoaa
FT Capability and Policy: 0x00
reas =..0 = FAast BSS Transition over DS: 0x00

DEEE®BEH

. ..0. = Resource Request Protocol Capability: 0x00
= Tag Fast BSS Transition
Tag Number: Fast B55 Transition (55)
Tag length: 133
MIC Control: Ox0300
o000 0011 .. .. . = Element Count: 3
MIC: ldebabdhEddEEBEEiEQngEEQDbIEEEb
ANonce: b6eddf22092867178d96aeeEfadbey3f21bc2258e5c95Fd7r. ..
SNonce: 776c4c9a365e%al65e940b5fb5Feadl7017a0bd342cbd343. ..
subelement ID: PMK-R1 key holder didentifier (RLIKH-ID) (1)
Length: &
PMK-R1 key holder identifier (RLKH-ID): 3ccer3ds0z200
subelement ID: PMK-RO key holder [ddentifier (ROKH-ID) (32)
Length: 4
PMK-RO key holder didentifier (ROKH-ID): %254%036%006%375
subelement ID: GTK subelement (2)
Length: 35
Key Info: 0x0002
i vs seve «o10 = Key ID: 2
Key Length* ux1u
RSC: 0000000000000000
GTK: 64B7bB55Fc7dcl6749e3b73c487cbl130d0fcif234albessl

AT RERAPSKREMFTEHFEEMAIINERME , REUTEA802.1X/EAPETRY B i :

*apfMsConnTask_2: Jun 27 19:29:29.854: ec:85:2f:15:39:32
Doing preauth for this client over the Air

*apfMsConnTask_2: Jun 27 19:29:29.854: ec:85:2f:15:39:32



Doing local roaming for destination address
84:78:ac:f0:2a:94

*apfMsConnTask_2: Jun 27 19:29:29.854: ec:85:2f:15:39:32
Got 1 AKMs in RSNIE

*apfMsConnTask_2: Jun 27 19:29:29.854: ec:85:2f:15:39:32
RSNIE AKM matches with PMK cache entry :0x4

*apfMsConnTask_2: Jun 27 19:29:29.854: ec:85:2f:15:39:32
Created a new preauth entry for AP:84:78:ac:f0:2a:94

*apfMsConnTask_2: Jun 27 19:29:29.854: Adding MDIE,
ID is:0xaaf0

*apfMsConnTask_2: Jun 27 19:29:29.867: Processing assoc-req
station:ec:85:2f:15:39:32 AP:84:78:ac:f0:2a:90-00
thread:144bef38

*apfMsConnTask_2: Jun 27 19:29:29.867: ec:85:2f:15:39:32
Reassociation received from mobile on BSSID
84:78:ac:f0:2a:94

*apfMsConnTask_2: Jun 27 19:29:29.868: ec:85:2f:15:39:32
Marking this mobile as TGr capable.

*apfMsConnTask_2: Jun 27 19:29:29.868: ec:85:2f:15:39:32
Processing RSN IE type 48, length 38 for mobile
ec:85:2f:15:39:32

*apfMsConnTask_2: Jun 27 19:29:29.869: ec:85:2f:15:39:32
Roaming succeed for this client.

*apfMsConnTask_2: Jun 27 19:29:29.869: Sending assoc-resp
station:ec:85:2f:15:39:32 AP:84:78:ac:f0:2a:90-00
thread:144bef38

*apfMsConnTask_2: Jun 27 19:29:29.869: Adding MDIE,
ID is:0xaaf0

*apfMsConnTask_2: Jun 27 19:29:29.869: ec:85:2f:15:39:32
Including FT Mobility Domain IE (length 5) in
reassociation assoc Resp to mobile

*apfMsConnTask_2: Jun 27 19:29:29.870: ec:85:2f:15:39:32
Sending Assoc Response to station on BSSID
84:78:ac:f0:2a:94 (status 0) ApVapId 5 Slot O

*dotlxMsgTask: Jun 27 19:29:29.874: ec:85:2f:15:39:32
Finishing FT roaming for mobile ec:85:2f:15:39:32

WEFTR , HEWLANRDA R BB H R IRIEBSSHRfE |, @i EAMFEEZ A ( KRB F i
MIARRESHRIE, REAPHTRRESHRIUE, EFMXKBERMEFTRBKMAL ) BEAR i AE
FTEETF , LERFHPTK ( £B/MBERH ) MGTK ( BB/ HBMEESR ) -

XAB TR EMEBEERENAREF |, FEATIREMB02.1X/EAPERPSKIENRE T E | X
L EFTRARMZANEESEE. NEATR , AKMZREETEX? , ATHRIAEFHREEER
PSK=E802.1X#1TFT, Hit , BTEEMNR , FEMUBEEXBIURATEADENLZ2ESR |, B
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BEXE  —BEFRREATLVERIEFNAP B IEMART HEEENRRAPLAFTRER
K, REHTEE. BEFRERCEFTEEN B IRAPHBSSID ( MACHEHE ) » RIBAPE 24
RE (BERELEMIZR ) NUFTREE R X2 B AP , B #rAPHE A FTIR/ENE B e 5 2
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FT@s ; B mE BFFAPAEEFHXEKIER ( XXBILXEFR ) , HMNFTAPEE U E #7o< B I 5
, RIS RN RAZRFARE

B2, BONWA TIHERIEBSSERME RN INZR L |, BT RRE S HRIEMELRSR
FTEREF RN |, XEWHEN 25 RESHFAPTIRE BFFAP, L5 EXI802.1X/EAPH]
PSKE2HEHWEM , AIAXLE S E#Z Ciscol&L LANIZRHBE X1 . BR , B TWIFifT LB K2k
T& B P ImA X FMEHE L Over-the-DS# %k ( FEMRB AN B A m HEARMEE ) , HHAXEF
RERA, Mk, LB &A T ERFast BSS Transition Over-the-DS:

Current ‘ Farget
STA AP AP

Successful (secure) session & Data transmissin:un>

STA determines it must transition to the Target AP

FT Request (STA. TamgetAP, HSNIE[PMHF‘.ﬂNama]%IE_ FTIE[SMonce, HDHH-IE&-
|

FT Response (STA, TargetAP, RSMIE
FTIE[ANonce, SNonce, R1KH-I0), ROKH-ID])
* :' ...............

Time batween FT Request and Reassoc|ation Regues! mus! not excesd
Reassoclation Deadling Time

Reassociation Raquasi {HSNIE[PMIJH 1Nama], MDIE
FTIE[MIC, AMonoe, SNonce, R1EH-ID, ROKH-1D], RIC-Reguest)

KROName), MDIE

-
Reassociation Response(RSNIE[PMKR1Mama]. MDIE.
FTIE[MIC, ANonce, SNonce, R1KH-I0, HUHH-ID.GTH[NH R -Response)

202 1X Confrolled Port Unblocked, Successul (Secure) Session & Data Trar‘smissiﬁ

X F802.11r89FlexConnect

s IFEFHHRIE, XTEABMPREIERE, APXIUE TR —FlexConnectdl,
o RYEARM B BB,
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