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Netwark Device Enrallment Service allows you 1o obiain cerlificates for routers or other network devices
sing the Simple Certieate Enrollmant Prodocol (SCER).

This URL is used by network devices fo submil cerificale requests

To chtain an Eflrl:ﬂn'l!.‘ll-:hﬂ"&l‘-gr pass-wund 9o o the: admin LIRL E:r' default, the admin URL &
It - Wi 121G e Sovim R_admin
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ZEHSCEPEMmiAZEBEK

BRIABER T , Windows ServerfEsE it ElMicrosoft SCEP(MSCEP) 2 8 £ A 31 AR 10 B 18 X1 & P i Al
KIHBEBRB|ITHEORIE. XFTEEEAKSXEEWeb GUI , ABMERERIRZER ( BBYLM
SEEBERYD ), BHETREGHEBITEERESRSHNERS, EMERILTIEE , FEBX

NDESHRSs 8 £ A EAM R :



SRS EMREERR |, £ K2 PR Regedit’s
HBR2.SMETTEH> HKEY_LOCAL_MACHINE >¥#> Microsoft > %> MSCEP >3 #l 215

S BR3 fFEnforcePasswordEE N0, MERELR N0 , NRFBFEE,

1 Registry Editor — o [

File Edit View Favorites Help

MSCEP “~ || Name Type Data

k. CAType ab) (Default) REG S7 (value not set)

- CertsinMYStore #8|EnforcePassword | REG_DWORD 0x00000000 (0) ‘
- . EnforcePassword

. PasswordVDir

] UseSinglePassword
QD

Protect

Providers

Services
Userinterface

CTF
DataAccess
DevDiv
Device Association Framework %
Dfrg

DFS

DHCPMibAgent

DirectDraw

Directlnput

DirectPlay8

DirectPlayNATHelp W
< [} > £ i >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword
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ERREXBRZANESNMNISPER , ATHCARSSENHWRARBRELNTRBE W, NMAKE
FHEE UL B Extended Key Usage(EKU)FERH ., RIEFRDNEFER , URIEEFHEENHEA
FHRBEN, ERFRTEBONARBEXIWLCHAPIES | BB ERNIIPERTHMREE




NDES Atk :

SESMBFH>EE T ESUEBHRRN,

SR2.BITCARS B XX HRY , AREGEPER MR , REEREEHE,

SRI. AR EHUsersiEBER , REE LT XX EHEEDuplicate Template,

SRAEMNEENGRIF , REFZEEIERBHNEREY , REMEHCATRILEE,

AN\ B EyENEN | ERRE NIRRT S AR RS AR,

SubjectName |  Server |  lssuance Requirements
Superseded Templates |  Edensions | Securty
Compatibilty | General | Request Handing | Cryptography | Key Attestation

Template display name:

|eo0-Lsc |

Template name:

[eerrsc 1]

Validity period: Renewal period:

BEE— [__6fjweeks ]

(] Publish cedficate in Active Directory

| Do not automatically reenroll § 2 duplicate cedfficate exists in Active
Directory




SRS EMEETFENINE , BREEFFERPHHE . REFER-PREED , ERALT
FETEAMENTREIERLER , HREFEOK,

Compatibiity | General | Request Handing | Cryptography | Key Attestation

Superseded Templates |  Bdensions |  Secury
Subject Name Server | tssuance Requirements 1
| ® Supply in the request |

|Ise subject information from existing cedificates for autoennoliment
— renewal requests (7)

(_) Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify cerificate administration.

oL SMEY RIEWF , AREFRNARFRE LD , ARERRE..... K, BRF
Application Policies& 0 1 #JClient Authentication; B , EEFAdIHFNE

Properties of New Template |i,

Compatiity | General | Request Handing | Cryptography | Key Attestation
Superseded Templates | Bxensions | Secunty

To modify an extension, select it, and then click Edit.

s template:

[ ] Application Policies
Algefptahmpoicvdeﬁﬁhnwawﬁﬁcahembe

Application polices:

Secure Email

B7E . SMEBIZ 2 (Security) iR T F , BRIEWindows Server® /5 FISCEP RS (Enable SCEP
Services)W 6L FE N WSk EEERNTLBEFINR , AF%EEF A (Apply) M1OK,



Compatibiity | General | Request Handing | Cryptography | Key Attestation
SubjectName |  Server | lssuance Requirements
Superseded Templates | Extensions ] Security

Group or user names:

82 A ghenticated Lisacs

[omnistator
"B, Domain Agrmins [CHUU-DOMATN Domain Agmirns)
2, Domain Users (CHUU-DOMAIN'\Domain Users)

53, Enterprise Admins (CHUU-DOMAIN'\Enterprise Admins)

| Add.. || Remove |

For special pamissions or advanced settings. click 'Iﬂmnr.':d
Advanced.

[ ok J[ conce J[ oot || oo

SREIBEERMEANMEED , ARBTUERER IR , RFIEFEHE>BHRBIEBER,

HRROIEFR LRI IR AVIEBER ( EAHIFH9800-LSC ) , RFEFRHE.

N % BTEERFARSBEHFRMIBER Y TAEBERKNETHES RS
ERapE 5 o



Select one Centificate Tempiate to enable on this Cenification Authorty.

Mote: F a cedificate template that was recently created doss not appear on this kst, you may need to wait until
infonmation about this temolate has been replicated (o all domain controliers.

Al of the cenificate tempiates in the arganization may not be avalables to your CA

For more information, see Certificate Template Concepts,

amea _lntendad Pyumnas

5 sa00-Ls5e Client Authentication, Secure Emal, Encrypting File System

5l Code Signing Code Sigring

T Cross Cerfication Authorty  <Al>

5] Ervoliment Agert Certficate Request Agent
5] Ervoliment Agent [Computer) Cestficate Request Agent
5 Exchange Signature Only ~ Secure Emal

5 Exchange User Secure Email

5l 1PSec IP security IKE intermediate

Eﬁqﬂa&mﬂy.ﬂgﬁi Key Racovery Agent
T NCSP Rasnenas Sioning  (OCSP Sianina

File Action View Help
% 7 a= B

a1 Certification Authority (Local)
4 g CHUU-WINIZ-CA [g B00-L5C Chent Authentication, Securne Email, En...

1 Revoked Cestificates = Authenticated Sesmion Cloent Authentication

2 mtued Cortificates & Exchange Ensollment Agent (Offline r... Cestificate Request Agent

_T'| Pending Fequests 3 IPSec (Dffline request) IP seurity IKE intermediate

] Failed Requests 3 CEP Encryption Certificate Request Agent

i) Cortificate Templates| || 3 o yory Emil Replication Dieectory Service Email Replication
Euum::mmn.mmﬂ Clhent Authientication, Server Suthentic...
ﬂtabtrbs.ﬂuﬂmi-:uinn Cleent Authentication, Server Authentic...
) EFS Recovery Agent File Recovery

= Basic EFS Encrypting File Systern

= Damas Controller Client Authentication, Server Authertic...
= Wb Server Server Authentication

= Comguter Client Authentication, Server Authentic...
= user Encrypting File System, Secure Email, C1..,
3 subardinate Certification Authority  <All>

3 Administrator Microsoft Trust List Signing, Encrypting...

$ % 10.1R EIRegistry EditorEd A , §#iZComputer > HKEY_LOCAL_MACHINE > SOFTWARE >
Microsoft > Cryptography > MSCEP,

H 11 .4 EncryptionTemplate, GeneralPurposeTemplate#ISignatureTemplatejEfiftk , fEE S



6 %7 B 2 AYIE H AR

File Edit View Favorites Help

- ). CertificateTemplateCa ~ || Name Type Data
b ¥ Defaults at (Default) REG SZ (value not set)
4( ). MSCEP a0 EncryptionTempl.. REG_SZ 9800-LSC
ﬂf]ﬁenE{aIPurpnseT... REG_SZ 9800-L5C
— [l SignatureTempla.. REG_SZ 9800-15C

). CAType
). CertslnMYStare
| EnforcePassword
| PasswordvDir |=
| UseSinglePasswore—
(o]]n]

. Protect
Providers

. Services

. Userinterface

Device Association Frame
. Difrg
. DFS
. DHCPMibAgent
. DirectDraw

Directinput W
< [ i b <[ i
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography MSCEP
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HPR12.EFSINDESERS 27 , WEREIEBMAANMED | EFERFS[EN , REREREFEL
MR,

! Revoked Centificates
 bssued Certificates
" Pending Requests
! Failed Requests

| Cestificate Ternplates

Bl E9800RZEFER

BEHRFTEEN—MER , AEERBEAPEXNHERITEHRIE, FERSHEIB0RZIEPUKE
ME—CABRSS 28 ( ARHIF AMicrosoft CA ) FREXKICARIES, XN TERREFSERPRILES



, EXMEETBEMUEUAREHXKN —NRSARH, BEBIWebAER G HITHIT,

1Y SMIABRE>Z 2> PKIEE , R/FIEIERSA Keypair GenerationiEI+, 1E£3F+ AddiZH,

HER2.E L EBAXNKRBKNIREL |, FRiLFExportable ZiE4E

Configuration = » Security = »  PKl Management

CA Server RSA Keypair Generation Trustpoint

TP-galf-gsignad-1097 188793 sener  No

CIECO_IDEVID_SUDI_LEGACY Mo
CISCO_IDEVID_SUDI ]
SLA=KeyPair Yes
SLA-KeyPair2 s

1 10 =

Koy Labal « Koy Exportable ~  Forokse RSA Koy 1
TP-silf-Signadd - 1 097 188703 L]
AP-KEY ¥Yas
chairgi, pix No

Koy Labwel® AP-LSC
Modulus Sipe* 2048
Koy Exportable® o

Some

BITME2LWCLIEE , FUEBRHIF , EARZAP-LSCHEHA/N204846 £ BN -

<{froot>

9800-L (config)#

crypto key generate rsa exportabl e general - keys nodul us

| abel

The name for the keys will be: AP-LSC



% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keys will be exportable...
[OK] (eTapsed time was 1 seconds)

SBRIER—FHoH , EEBETrustpointit I+ |, RFIEF+AddIZH,

SRAFEARZEREERERFMAFEE , REIEFApply to Device:

- LabelFBRREEERLXEKNEN

« XFEMURL , EEAEWindows Serverghs # /8 FASCEPRS I 5875 F & LY EAURL

o & Authenticate 8 1%E4E LA T # CAIEF

« Domain NameF B ME R IUEHERN 2 ABEMH

« EHKey GeneratedZ1E4E , LLEPRE R — N TR XS | EEBFE2F5 P AN ZHAX

« EHEnroll TrustpointS £ , MERFNEBFE ; BEAEE, XATHIERRASRERIL
P HCAILE P&

A BE  HF175X28HWIRA | 98001 EF X IHLSCLEN SRS R | HIBCARMA
BAEK SR AAPHIE S B R CA.

Add Trustpoint x

Label* 2800-L5C Enroliment URL wersrvimscep/mscep.dil

Authenticate b

Subject Name

Country Code WX State COMX

Lacation Juarez Organisation Wireless TAC
Domain Mame chuu-domain.local Email Address jesuherr@cisco.com
Key Generated W

Available RSA AP-LSC +

Keypairs

Enroll Trustpoint .

Password [TTTTITT]

Re-Enter Password [TTITYTY

9 Cancel {=1 Apply to Device




CLIBLER T R3IML BR4:

BL  TEEMEETSXIRALDAPEERR(L , BNERFIBTLETE,

<{froot>

9800-L(config)#

crypto pki trustpoint

9800-L(ca-trustpoint)#

enrol Il nment url http://

[ certsrv/ mscep/ nscep. dl

9800-L(ca-trustpoint)#

subj ect - name C=

, ST=

/ emai | Addr ess=



9800-L(ca-trustpoint)#

rsakeypair

9800-L(ca-trustpoint)#

revocati on-check none

9800-L(ca-trustpoint)#

exit

9800-L(config)#

crypto pki authenticate

Certificate has the following attributes:
Fingerprint MD5: E630EAE6 FB824658 690EBOF5 638D7224
Fingerprint SHA1l: 97070ACD CADO3D5D 0C1A6085 19992EOD 6B8C4D8B

% Do you accept this certificate? [yes/no]:

yes

Trustpoint CA certificate accepted.

9800-L(config)#crypto pki enroll <trustpoint name>

%

% Start certificate enrollment ..

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of 1it.

Password:
Re-enter password:



% The subject name in the certificate will include: C=MX, ST=CDMX, L=Juarez, O=Wireless TAC, CN=9800-L.
% The subject name in the certificate will include: 9800-L.alzavala.local
% Include the router serial number in the subject name? [yes/no]:

no

% Include an IP address in the subject name? [no]:

no

Request certificate from CA? [yes/no]:
yes

% Certificate request sent to Certificate Authority
% The 'show crypto pki certificate verbose AP-LSC' commandwill show the fingerprint.

EMAPEMSHHEHREREER

APEMER ZBIE LN EEREAEENRBERFRFIEBERERINRSH/EFASS . BTE
HERRAFLEEMOAE , eRBEAELEFERPEENETESH. KEBIWebAEHIBTITH
7o

SER1IGMIEE>TLE> AR , ARRITLSCHE R,

S22 FEREAPIEBIERPERKE HIE I Subject Name Parameters , R EEZFEApply.



Subject Name
Parameters

Country
State

City
Organisation
Department

Email Address

CLIEEER THR—MLR2:

<tfroot>

9800-L(config)#

MX

CDMX

Juarez

Cisco TAC

Wireless TAC

jesuherr@cisco.com

ap | sc-provision subject-nane-paraneter country

city

domai n

org

enuai | - addr ess

Apply |



N oxE. DA™ ¥ B SF Subject-name-parameters R B2 F£F ( iMES/H XA ) , E399800
WLCTH A RIEX L E 1.
BXREFMER , S Cisco Bug ID CSCv072999 2 RS #E,

B35 HKEA—XEH , NTRIIRFERLNELNEER , EEAPMAZ R ( XEXLER
EAMICZBIRVMAZIRRE ) , ARBIUEBFEHKRD. RF , £ Applys

Status Disabied v Subject Name B Appiy
Parameters
T oot Namee 22222200 | A =5 =
Comiry X
Join Agter 1
COMX
Key S 048 -
Juarez
Add APs to LSC Provision
List Iranisataon Cisco TAC

E=FHCLIEE :

<#froot>

9800-L(config)#

ap | sc-provision join-attenpt

9800-L(config)#

ap | sc-provision trustpoint


https://tools.cisco.com/bugsearch/bug/CSCvo72999

9800-L(config)#

ap | sc-provision key-size

S|4 (( Wk ) AL AR EIBSHNFTEAPEMACHE L IR P E XIS EAPALRAP LSCiFfL, £
Bl —3K&Erh | 1EARFER A A XXX XXX XXXXAE N BWAPLARMACHEHIE | ARfF#EH+, HE , £
&' EAP maciti it BcsvIHF | EBZ U | REERETE E4£ XU

N orE . BHER T csv TR ETEME A BAPFIE RIR I B Amacitit.

Add APs to LSC Provision

List
= Select File
AP MAC Address Q, Enter MAC/Sear | e
APs in Provision List - 1
286f.7fcf.53ac &
{ >

CLIEEERTEMY :
<#root>

9800-L(config)#

ap | sc-provision nac-address



% 5% : MStatus FrEELH T H K& F ik Enabled S Provision List , AAFE HApply LAt &
AP LSC®&1ig,

N B APHRIIBER. FTEANRE. IBELRER  APSEHES  FEAFIBED
AR,

52 25 MBEAP LSCARBEFA=RHRER , #ASARNE—2EH , WERITHLE
 REMBAPERE. MEBEHITHEAE  FEAPEEIMCHMAR —FASRSE  NEE
HISCitE#H,

' LSC Provision

Subgect Mame

Paraimaters

CLEEBRTSERY :

<tfroot>

9800-L(config)#

ap | sc-provision

In Non-WLANCC mode APs will be provisioning with RSA certificates with specified key-size configuration
Are you sure you want to continue? (y/n): vy

If specific AP 1ist provisioning is preferred then use:

9800-L(config)#

ap | sc-provision provision-Ilist

$ 6.5 M E|Configuration > Interface > Wireless, AR EEEN, EETREZRH , NTHE
BHERFNEER , ARRGEHRHNATER,

.& 24 ELSCEREHA , 189800 WLCHEERSIAMICEHSSC , MAP&ZIHSLSCIMA BB
ERNMAZHIE,. —BRIFRSEHXHES , APFEREIMICHBERMA , EBBETEA
TLSCHE , AP ERFHLSC, XLEHHE , HACARSHRIFENMEBEAPERIES ,
BAPE#1Ejoin-request-reboot R g 5,



N % EEEEAEHFNEALSCISE , FTAVAPT EBEMICINAEHIZR . HBIAZEIT
FHEEN. NREFBLZEHMNAP , Wz EBENHFEHEEEERTNE—CAZRM
LSC.,

Edit Management Interface x

Interface WVian2622 v
Trustpoint AP-LSC % w
MAT Status . DISABLED
D Cancel 51 Update & Apply to Device
FOLMCLIEE :
<#root>

9800-L(config)#

wi rel ess nmanagenent trustpoint



oAl

Wi HRREPRER

ERIF9800 WLCEERFREFELSCER |, iHAH S show crypto pki certificates verbose
<trustpoint name> , B MERFREKEIFLSCREN IMLUBNEER. EARSF , GEKEN
J9“microsoft-ca” ( RERMEXHEE ) :

<#froot>

9800-L#

show crypto pki certificates verbose nmicrosoft-ca

Certificate

Status: Avail abl e

Version: 3
Certificate Usage: General Purpose
Issuer:
cn=CHUU-WIN12-CA
dc=chuu-domain
dc=1local
Subject:
Name: 9800-L.alzavala.local

cn=9800- L. chuu- domai n. | ocal / enmi | Addr ess=j esuherr @i sco. com

o=Wireless TAC

1=Juarez

st=CDMX

c=MX

hostname=9800-L.alzavala.local
CRL Distribution Points:

Tdap:///CN=CHUU-WIN12-CA,CN=Chuu-Win12,CN=CDP,CN=Publ1ic%20Key%20Services,CN=Services,CN=Coint
Validity Date:

start date: 04:25:59 Central May 11 2020

end date: 04:25:59 Central May 11 2022
Subject Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)
Signature Algorithm: SHA256 with RSA Encryption
[...]



Authority Info Access:
CA ISSUERS: Tdap:///CN=CHUU-WIN12-CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,(N=Configura
[...]

CA Certificate
St atus: Avail abl e

Version: 3

Certificate Serial Number (hex): 37268ED56080CB974EF3806CCACC77EC
Certificate Usage: Signature

Issuer:

cn=CHUU- W N12- CA

dc=chuu-domain
dc=1local
Subject:
cn=CHUU-WIN12-CA
dc=chuu-domain
dc=1local
Validity Date:
start date: 05:58:01 Central May 10 2019
end date: 06:08:01 Central May 10 2024
Subject Key Info:
PubTlic Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm: SHA256 with RSA Encryption

¥E9800 WLC LSCHL &

ERTAEXRELERGEER/NFEMEES , iBETshow wireless management trustpointis % , R
FRAEENEER ( RXRFHPEELSCEHEMAEEMNFEES , BIAP-LSC) , HFEMRIZHTH :

<ttroot>

9800-L#

show wi rel ess managenent trustpoint

Trustpoint Name : AP-LSC

Certificate Info : Available

Certificate Type : LSC



Certificate Hash : 9e5623adba5307facf778e6ea2f5082877eadbeb
Private key Info : Available

ERIEAXRAP LSCRERENIFARFEURFMMNE REFIFRANAPSIEK , iHiE1Tshow ap Isc-
provision summaryir . FREREFHBEIRE

<tfroot>

9800-L#

show ap | sc-provision sunmmary

AP LSC-provisioning : Enabled for all APs

Trust poi nt used for LSC provisioning : AP-LSC

LSC Revert Count in AP reboots : 10

AP LSC Paraneters

Country : MX

State : CDMX

City : Juarez

Orgn : Cisco TAC

Dept : Wireless TAC

Email : josuvill@cisco.com
Key Size : 2048

EC Key Size : 384 bit

AP LSC-provision List :
Total number of APs in provision Tlist: 2
Mac Addresses :

XXXX o XXXX o XXXX
XXXX o XXXX o XXXX

RIFEARUEPRR

ERIFAPHRZEMIES , EMAP CLIIZ{Tshow cryptodi ¥ , RCARIEP IR Z I PEHEE (A
HARE RAEXESE ) -



<tfroot>

AP3802#

show crypto

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
73:00:00:00:0b:9e:c4:2e:6c:e1:54:84:96:00:00:00:00:00:0b
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=Tlocal, DC=chuu-domain, CN=CHUU-WIN12-CA
Validity
Not Before: May 13 01:22:13 2020 GMT
Not After : May 13 01:22:13 2022 GMT

Subj ect: C=MX, ST=CDMX, L=Juarez, O=Ci sco TAC, CN=ap3g3-286F7FCF53AC/ enuni | Address=j osuvil|l @i sco.com

Subject Public Key Info:
PubTlic Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
32:61:fb:93:a8:0a:4a:97:42:5b:5e:32:28:29:0d:32
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=Tlocal, DC=chuu-domain, CN=CHUU-WIN12-CA
Validity
Not Before: May 10 05:58:01 2019 GMT
Not After : May 10 05:58:01 2024 GMT

Subj ect: DC=l ocal , DC=chuu-domai n, CN=CHUU- W N12- CA

Subject Public Key Info:
PubTlic Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

MRS AR O dotIx B RIUEAILSC , A LAMAPRIFw A B HRIEREE R A,



<ffroot>

AP3802#

show ap aut hentication status

AP dotlx feature is disabled.

N B EBNAPEABONX , EEEAPRE A RAPEE & & A EEE Y APYH

dot1xZE i,

HUEHEER

& L A &

1. MRBERERS BEMERPREBRSY , RERSHFERWGRE , N 2EL£9800 WLCHL
APEYIEFHER,

2. MRISFRINE RHERA , NSCEPRS tLFHWER , Rt AGREEKFEXLRURL , #8
9800 WLCA 2 KIAEAIERHFER.

3. MRS HN800 WLCZ B AT ARE , MA TrHEARMMEREXRK , FRREIEH,

DebugHlLogis &

fE A LT ap S BERRO800TR IR IE T X Atk %

<{froot>

9800-L#

debug crypto pki transactions

9800-L#

debug crypto pki validation



9800-L#

debug crypto pk

EXNAPEMHATHES RN G | FEAUTHRS

<#froot>

AP3802#

scep

debug capwap client payl oad

AP3802#

debug capwap client events

PN

EAPT

E8 :

[..
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
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kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

*03/19/2020 19:39:13.3429] AP has joined controller 9800-L
03/19/2020 19:39:13.3500] SELinux: initialized (dev mtd_inodefs, type mtd_inode

*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
*03/19/2020
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5982]
5989]
4179]
2952]
2955]
5421]
5421]
5421]
5421]
5421]
5421]
5421]
5427]
5427]

Generating a RSA private key

cen_validate_1lsc: Verification failed for certificat

countryName = MX
stateOrProvinceName = CDMX

TlocalityName = Juarez
organizationName = cisco-tac
commonName = ap393-
emailAddress = jesuherr@cisco.com

LSC certificates/key failed validation!
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CARIEHF A F|9800 WLC:

[...]

Certificate has the following attributes:
Fingerprint MD5: E630EAE6 FB824658 690EBOF5 638D7224
Fingerprint SHA1l: 97070ACD CADO3D5D 0C1A6085 19992EOD 6B8C4D8B

% Do you accept this certificate? [yes/no]: yes

CRYPTO_PKI_SCEP: Client sending GetCACert request

CRYPTO_PKI: Sending CA Certificate Request:

GET /certsrv/mscep/mscep.d11/pkiclient.exe?operation=GetCACert&message=AP-LSC HTTP/1.0
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)

Host: 172.16.80.8

CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1
CRYPTO_PKI: http connection opened

CRYPTO_PKI: Sending HTTP message

CRYPTO_PKI: Reply HTTP header:

HTTP/1.0

User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)

Host: 172.16.80.8

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0O

CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1

CRYPTO_PKI: Header length received: 192

CRYPTO_PKI: parse content-Tength header. return code: (0) and content-Tlength : (3638)
CRYPTO_PKI: Complete data arrived

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0O

CRYPTO_PKI: Reply HTTP header:

HTTP/1.1 200 OK

Content-Type: application/x-x509-ca-ra-cert
Server: Microsoft-IIS/8.5

X-Powered-By: ASP.NET

Date: Tue,
Connection

19 May 2020 21:47:34 GMT
: close

Content-Length: 3638
Content-Type indicates we have received CA and RA certificates.

CRYPTO_PKI_SCEP: Client received CA and RA certificate

CRYPTO_PKI

:crypto_process_ca_ra_cert(trustpoint=AP-LSC)

The PKCS #7 message contains 3 certificates.

CRYPTO_PKI

CRYPTO_PKT:
CRYPTO_PKT:
CRYPTO_PKT:
CRYPTO_PKT:
CRYPTO_PKT:
CRYPTO_PKT:
CRYPTO_PKT:

Trustpoint

:crypto_pkcs7_extract_ca_cert found cert

Bypassing SCEP capabilities request 0
transaction CRYPTO_REQ_CA_CERT completed
CA certificate received.
CA certificate received.
crypto_pki_get_cert_record_by_cert()
crypto_pki_authenticate_tp_cert()
trustpoint AP-LSC authentication status = 0

CA certificate accepted.

9800 WLCIR & E#? :



[...]

CRYPTO_PKI: using private key AP-LSC for enrollment

CRYPTO_PKI_SCEP: Client sending GetCACert request

CRYPTO_PKI: Sending CA Certificate Request:

GET /certsrv/mscep/mscep.d11/pkiclient.exe?operation=GetCACert&message=AP-LSC HTTP/1.0
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)

Host: 172.16.80.8

CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1
CRYPTO_PKI: http connection opened

CRYPTO_PKI: Sending HTTP message

CRYPTO_PKI: Reply HTTP header:

HTTP/1.0

User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)
Host: 172.16.80.8

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0O
CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1

CRYPTO_PKI: Header length received: 192

CRYPTO_PKI: parse content-Tength header. return code: (0) and content-length : (3638)
CRYPTO_PKI: Complete data arrived

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0O
CRYPTO_PKI: Reply HTTP header:

HTTP/1.1 200 OK

Content-Type: application/x-x509-ca-ra-cert

Server: Microsoft-IIS/8.5

X-Powered-By: ASP.NET

Date: Tue, 19 May 2020 21:48:33 GMT

Connection: close

Content-Length: 3638

Content-Type indicates we have received CA and RA certificates.

CRYPTO_PKI_SCEP: Client received CA and RA certificate
CRYPTO_PKI:crypto_process_ca_ra_cert(trustpoint=AP-LSC)
The PKCS #7 message contains 3 certificates.

CRYPTO_PKI:crypto_pkcs7_insert_ra_certs found RA certs
CRYPTO_PKI:crypto_pkcs7_insert_ra_certs found RA certs

CRYPTO_PKI_SCEP: Client Sending GetCACaps request with msg = GET /certsrv/mscep/mscep.d11/pkiclient.exe
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)
Host: 172.16.80.8

CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1
CRYPTO_PKI: http connection opened

CRYPTO_PKI: Sending HTTP message

CRYPTO_PKI: Reply HTTP header:

HTTP/1.0

User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)
Host: 172.16.80.8

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0O
CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1
CRYPTO_PKI: Header length received: 171

CRYPTO_PKI: parse content-length header. return code: (0) and content-length : (34)
CRYPTO_PKI: Complete data arrived

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0O
CRYPTO_PKI: Reply HTTP header:

HTTP/1.1 200 OK

Content-Type: text/plain

Server: Microsoft-IIS/8.5

X-Powered-By: ASP.NET



Date: Tue, 19 May 2020 21:48:33 GMT
Connection: close
Content-Length: 34

CRYPTO_PKI: HTTP header content length is 34 bytes
CRYPTO_PKI_SCEP: Server returned capabilities: 92
CA_CAP_RENEWAL CA_CAP_S
a1z_9800(config)#HA_1 CA_CAP_SHA_256 CA_CAP_SHA_512
CRYPTO_PKI: transaction CRYPTO_REQ_CERT completed
CRYPTO_PKI: status:
%PKI-6-CSR_FINGERPRINT:
CSR Fingerprint MD5 : 9BFBA438303487562E888087168F05D4
CSR Fingerprint SHALl: 58DC7DB84C632A7307631A97A6ABCF65A3DEFEEF
CRYPTO_PKI: Certificate Request Fingerprint MD5: 9BFBA438 30348756 2E888087 168F05D4
CRYPTO_PKI: Certificate Request Fingerprint SHAl: 58DC7DB8 4C632A73 07631A97 A6ABCF65 A3DEFEEF
PKI:PKCS7 to issuer cn=CHUU-WIN12-CA,dc=chuu-domain,dc=local serial
18 00 00 00 38 DB 68 64 CO 52 CO OF OE 00 00 00
00 00 38

CRYPTO_PKI: Deleting cached key having key id 65

CRYPTO_PKI: Attempting to insert the peer's public key into cache
CRYPTO_PKI:Peer's public inserted successfully with key id 66
CRYPTO_PKI: Expiring peer's cached key with key id 66

PKI: Trustpoint AP-LSC has no router cert

PKI: Signing pkcs7 with AP-LSC trustpoint temp self-signed cert
CRYPTO_PKI_SCEP: Client sending PKCSReq

CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1

CRYPTO_PKI: http connection opened

CRYPTO_PKI: Sending HTTP message

CRYPTO_PKI: Reply HTTP header:

HTTP/1.0

Host: 172.16.80.8

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0
CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 1
CRYPTO_PKI: locked trustpoint AP-LSC, refcount is 2
CRYPTO_PKI: Header length received: 188

CRYPTO_PKI: parse content-Tength header. return code: (0) and content-length : (2807)
CRYPTO_PKI: Complete data arrived

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 1
CRYPTO_PKI: received msg of 2995 bytes

CRYPTO_PKI: Reply HTTP header:

HTTP/1.1 200 OK

Content-Type: application/x-pki-message

Server: Microsoft-IIS/8.5

X-Powered-By: ASP.NET

Date: Tue, 19 May 2020 21:48:33 GMT

Connection: close

Content-Length: 2807

CRYPTO_PKI: Prepare global revocation service providers

CRYPTO_PKI: Deleting cached key having key id 66

CRYPTO_PKI: Attempting to insert the peer's public key into cache

CRYPTO_PKI:Peer's public inserted successfully with key id 67

CRYPTO_PKI: Expiring peer's cached key with key id 67

CRYPTO_PKI: Remove global revocation service providers

The PKCS #7 message has 1 verified signers.

signing cert: issuer cn=CHUU-WIN12-CA,dc=chuu-domain,dc=1ocal serial 1800037A239DF5180C0672C0000037
Signed Attributes:

CRYPTO_PKI_SCEP: Client received CertRep - GRANTED (AF58BA9313638026C5DC151AF474723F)
CRYPTO_PKI: status = 100: certificate is granted



The PKCS #7 message contains 1 certs and 0 cris.
Newly-issued Router Cert: 1issuer=cn=CHUU-WIN12-CA,dc=chuu-domain,dc=Tocal serial=1800043245DC93E1D943CA
start date: 21:38:34 Central May 19 2020
end date: 21:38:34 Central May 19 2022
Router date: 21:48:35 Central May 19 2020
%PKI-6-CERT_INSTALL: An ID certificate has been installed under
Trustpoint : AP-LSC
Issuer-name : cn=CHUU-WIN12-CA,dc=chuu-domain,dc=Tocal
Subject-name : cn=9800-L.chuu-domain.Tlocal/emailAddress=jesuherr@cisco.com,o=Wire
Serial-number: 1800000043245DC93E1D943CA7000000000043
End-date : 2022-05-19T21:38:34Z
Received router cert from CA
CRYPTO_PKI: Not adding alz_9800.alzavala.local to subject-alt-name field because : Character allowed 1in
Calling pkiSendCertInstallTrap to send alert
CRYPTO_PKI: A1l enrollment requests completed for trustpoint AP-LSC

APEM B B2 2SRRI ML |, X T INAZI9800 WLCHIEMNAP , WHHEE SR :

[...]

CRYPTO_PKI: (A6964) Session started - identity selected (AP-LSC)

CRYPTO_PKI: Doing re-auth to fetch RA certificate.

CRYPTO_PKI_SCEP: Client sending GetCACert request

CRYPTO_PKI: Sending CA Certificate Request:

GET /certsrv/mscep/mscep.dl1/pkiclient.exe?operation=GetCACert&message=AP-LSC HTTP/1.0
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)

Host: 172.16.80.8

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
HTTP/1.0
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)
Host: 172.16.80.8

Tocked trustpoint AP-LSC, refcount is 2
http connection opened

Sending HTTP message

Reply HTTP header:

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 1

CRYPTO_PKI: Tlocked trustpoint AP-LSC, refcount 1is 2

CRYPTO_PKI: Header length received: 192

CRYPTO_PKI: parse content-length header. return code: (0) and content-length : (3638)
CRYPTO_PKI: Complete data arrived

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 1

CRYPTO_PKI: Reply HTTP header:

HTTP/1.1 200 OK

Content-Type: application/x-x509-ca-ra-cert
Server: Microsoft-IIS/8.5

X-Powered-By: ASP.NET

Date: Tue, 19 May 2020 21:51:03 GMT

Connection:

close

Content-Length: 3638

Content-Type indicates we have received CA and RA certificates.

CRYPTO_PKI_SCEP: Client received CA and RA certificate
CRYPTO_PKI:crypto_process_ca_ra_cert(trustpoint=AP-LSC)



The PKCS #7 message contains 3 certificates.
CRYPTO_PKI:crypto_pkcs7_insert_ra_certs found RA certs
CRYPTO_PKI:crypto_pkcs7_insert_ra_certs found RA certs
CRYPTO_PKI: Capabilites already obtained CA_CAP_RENEWAL CA_CAP_SHA_1 CA_CAP_SHA_256 CA_CAP_SHA_512
PKCS10 request is compulsory

CRYPTO_PKI: byte 2 in key usage in PKCS#10 1is 0x5
May 19 21:
a1z_9800(config)#51:04.985: CRYPTO_PKI: all usage
CRYPTO_PKI: key_usage is 4
CRYPTO_PKI: creating trustpoint clone Proxy-AP-LSC8
CRYPTO_PKI: Creating proxy trustpoint Proxy-AP-LSC8
CRYPTO_PKI: Proxy enrollment request trans id = 7CBB299A2D9BC77DBB1A8716E6474C0OC
CRYPTO_PKI: Proxy forwading an enrollment request
CRYPTO_PKI: using private key AP-LSC for enrollment
CRYPTO_PKI: Proxy send CA enrollment request with trans id: 7CBB299A2D9BC77DBB1A8716E6474C0C
CRYPTO_PKI: No need to re-auth as we have RA in place
CRYPTO_PKI: Capabilites already obtained CA_CAP_RENEWAL CA_CAP_SHA_1 CA_CAP_SHA_256 CA_CAP_SHA_512
CRYPTO_PKI: transaction CRYPTO_REQ_CERT completed
CRYPTO_PKI: status:
PKI:PKCS7 to issuer cn=CHUU-WIN12-CA,dc=chuu-domain,dc=local serial

18 00 00 00 38 DB 68 64 CO 52 CO OF OE 00 00 00

00 00 38

CRYPTO_PKI: Deleting cached key having key id 67

CRYPTO_PKI: Attempting to insert the peer's public key into cache
CRYPTO_PKI:Peer's public inserted successfully with key id 68
CRYPTO_PKI: Expiring peer's cached key with key id 68

PKI: Trustpoint Proxy-AP-LSC8 has no router cert and Tloaded

PKI: Signing pkcs7 with Proxy-AP-LSC8 trustpoint temp self-signed cert
CRYPTO_PKI_SCEP: Client sending PKCSReq

CRYPTO_PKI: locked trustpoint Proxy-AP-LSC8, refcount 1is 2
CRYPTO_PKI: http connection opened

CRYPTO_PKI: Sending HTTP message

CRYPTO_PKI: Reply HTTP header:

HTTP/1.0

Host: 172.16.80.8

CRYPTO_PKI: unlocked trustpoint Proxy-AP-LSC8, refcount is 1
CRYPTO_PKI: locked trustpoint Proxy-AP-LSC8, refcount 1is 2
CRYPTO_PKI: locked trustpoint Proxy-AP-LSC8, refcount is 3
CRYPTO_PKI: Header length received: 188

CRYPTO_PKI: parse content-length header. return code: (0) and content-length : (2727)
CRYPTO_PKI: Complete data arrived

CRYPTO_PKI: unlocked trustpoint Proxy-AP-LSC8, refcount 1is 2
CRYPTO_PKI: received msg of 2915 bytes

CRYPTO_PKI: Reply HTTP header:

HTTP/1.1 200 OK

Content-Type: application/x-pki-message

Server: Microsoft-IIS/8.5

X-Powered-By: ASP.NET

Date: Tue, 19 May 2020 21:51:03 GMT

Connection: close

Content-Length: 2727

CRYPTO_PKI: Prepare global revocation service providers
CRYPTO_PKI: Deleting cached key having key id 68

CRYPTO_PKI: Attempting to insert the peer's public key into cache
CRYPTO_PKI:Peer's public inserted successfully with key id 69
CRYPTO_PKI: Expiring peer's cached key with key id 69

CRYPTO_PKI: Remove global revocation service providers

The PKCS #7 message has 1

a1z_9800(config)# verified signers.



signing cert: issuer cn=CHUU-WIN12-CA,dc=chuu-domain,dc=1ocal serial 1800037A239DF5180C0672C0000037

Signed Attributes:

CRYPTO_PKI_SCEP: Client received CertRep - GRANTED (7CBB299A2D9BC77DBB1A8716E6474C0C)
CRYPTO_PKI: status = 100: certificate is granted

The PKCS #7 message contains 1 certs and 0 crls.

Received router cert from CA

CRYPTO_PKI: Enrollment poroxy callback status: CERT_REQ_GRANTED

CRYPTO_PKI: Proxy received router cert from CA

CRYPTO_PKI: Rcvd request to end PKI session A6964.

CRYPTO_PKI: PKI session A6964 has ended. Freeing all resources.

CRYPTO_PKI: unlocked trustpoint AP-LSC, refcount is 0

CRYPTO_PKI: Cleaning RA certificate for TP : AP-LSC

CRYPTO_PKI: A1l enrollment requests completed for trustpoint Proxy-AP-LSC8.
CRYPTO_PKI: A1l enrollment requests completed for trustpoint Proxy-AP-LSC8.
CRYPTO_PKI: unlocked trustpoint Proxy-AP-LSC8, refcount is 1

CRYPTO_PKI: A1l enrollment requests completed for trustpoint Proxy-AP-LSC8.
CRYPTO_CS: removing trustpoint clone Proxy-AP-LSC8

X BEAPEMAPEMF R @ :

[DEC] CAPWAP_CONFIGURATION_UPDATE_REQUEST(7) seq 40 Ten 407
..Vendor Type: SPAM_VENDOR_ID_PAYLOAD(104) vendId 409600

...Vendor SubType: CERTIFICATE_PARAMETER_PAYLOAD(63) vendId 409600
LSC set retry number from WLC: 1

Generating a RSA private key

[ENC] CAPWAP_WTP_EVENT_REQUEST(9)

...Vendor SubType: LSC_CERTIFICATE_PAYLOAD(64) Len 1135 Total 1135
[ENC] CAPWAP_CONFIGURATION_UPDATE_RESPONSE(8)

.Msg Elem Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8

[DEC] CAPWAP_CONFIGURATION_UPDATE_REQUEST(7) seq 41 Ten 20
..Vendor Type: SPAM_VENDOR_ID_PAYLOAD(104) vendId 409600

...Vendor SubType: LSC_CERTIFICATE_PAYLOAD(64) vendId 409600
LSC_CERT_ENROLL_PENDING from WLC

[ENC] CAPWAP_CONFIGURATION_UPDATE_RESPONSE(8)

.Msg Elem Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8
Received Capwap watchdog update msg.

[DEC] CAPWAP_CONFIGURATION_UPDATE_REQUEST(7) seq 42 Tlen 1277
..Vendor Type: SPAM_VENDOR_ID_PAYLOAD(104) vendId 409600
...Vendor SubType: LSC_CERTIFICATE_PAYLOAD(64) vendId 409600
LSC_ENABLE: saving ROOT_CERT

[ENC] CAPWAP_CONFIGURATION_UPDATE_RESPONSE(8)

.Msg Elem Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8
[DEC] CAPWAP_CONFIGURATION_UPDATE_REQUEST(7) seq 43 Ten 2233
..Vendor Type: SPAM_VENDOR_ID_PAYLOAD(104) vendId 409600
...Vendor SubType: LSC_CERTIFICATE_PAYLOAD(64) vendId 409600
LSC_ENABLE: saving DEVICE_CERT

SC private key written to hardware TAM

root: 2: LSC enabled
AP Rebooting: Reset Reason - LSC enabled
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