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Wireless

w Access Points
All APs
« Radios
802.11a/n/ac
802.11b/g/n

Dual-Band Radios

Global Configuration

b Advanced
Mesh
b ATF

RF Profiles

FlexConnect Groups

FlexConnect ACLs
FlexConnect VLAN
Templates

NCAD Al c

MONITOR  WIANs CONTROLLER  WIRELESS

SECURITY MANAGEMENT

COMM

All APs > Details for Aks_desk_3502

General | Credentials | Interfaces [ ‘High Availability I Inventory IE

Login Credentials

Over-ride Global credentials

802.1x Supplicant Credentials

Over-ride Global credentials v
Username ritmahaj |
Password i_u.... '

Confirm Password iu.u.

1818 7] LLi@ 33 Global Configuration3 2 3 i AZIWLCH FREAPIRE 2\ F A & M#E18,

MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
DF State " g
- to 3600)
Wireless :
Ethernet Interface# CDP State AP Primed Join Timeout(120 - "
R s 43200 seconds
¥ Access Points o )
All APs & - Back-up Primary Controller IP
» Radios 2 o) Address{Ipv4/Ipve)
e Al ac 3 w Back-up Primary Controller name
802.11b/g/n 4 &
Dualn Badig : Back-up Secondary Controller IP
Global Configuration Radio Slot# CDP state Address(Ipv4/1pvE)
b Advance o 7 Back-up Secondary Controller
1 L4 name
Mesh 2 v
} ATF ] ) TCP MSS
RE Profiles Logim Crecentials Global TCP Adjust MSS (IPv4: 536 -
1363, IPv6: 1220 - 1331)
FlexConnect Groups Username i i
FlexConnect ACLS i AP Retransmit Config
FlexConnect VLAN Parameters
emekates Enable Password AP Retransmit Count 5
OEAP ACLs
AP Retransmit Interval 3

Network Lists
P BO2.11a/n/ac
b 802.11b/g/n
b Media Stream

Application Visibility
And Control

B02.1x Authentication

Username
Pagsword

Confirm Password

802.1x Supplicant Credentials

OEAP Config Parameters

Disable Local Access

NOTE:

Enabling this feature could wiolate s¢
within your organization. Please mal
€ e with all fati befo.

2. MRAPERMAWLC , MATESZFH B ERBILAP , MEREFUEHFEAUTCLISRT

<tfroot>

LAP#

debug capwap consol e cl

LAP#

capwap ap dot 1x username



password

B B 3 4R
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<tfroot>

aaa new node

aaa aut hentication dotlx default group radius

dot 1x system auth-contro

radi us server |SE

address ipv4 10.48.39.161 aut h-port 1645 acct-port 1646

key 7 123A000411045D5679

2.7 |, BEAPRRNIKO,
<{froot>

interface GigabitEthernet0/4



swi tchport access vlan 231

swi tchport node access

aut henti cati on order dot1x

aut hentication port-control auto

dot 1x pae aut henti cator

spanni ng-tree portfast edge
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.::|I.5.;|‘;. Identity Services Engine Home » Operations » Paolicy » Guest Access w Administration » Work Centers

P System P Identity Management =~ ~Network Resources | » Device Portal Management  pxGrid Services P Feed Service P Identity Mapping

= Network Devices  Network Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM » L
e ——
Network Devices List = akshat_sw

Network devices Network Devices

Default Device * Name [‘-'I"‘c’hm-’—""+ J
Description |

* IP Address: | 10.48.39.141 I / | 32

* Device Profile |k Cisco | » &

Software Version :'

* Network Device Group

Location {all Locations © | [ setTo Default |

Device Type [all Device Types & | [ Set To Default |

+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol RADIUS

* Shared Secret [ eesnsene | [ Show




sl

asco ldentity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

b System b Identity Management = = Metwork Resources  # Device Portal Management  pxGrid Services  » Feed Service  # Identity Mapping

v Metwork Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Locati
——————————

(<]

Network devices Network Devices
Default Device

J Edt oeadd  [yDuplicate | @olmpot @eExport v @ Generate PAC | 3€ Delete

Name a IPMask Profile Name Location Type
O GurpwLC1 10.48.39.155/32 &k Cisco 5 All Locations All Device Types
O GurpWwLC2 10.48.39.156/32 %% Cisco &3 All Locations All Device Types
| O akshat_sw 10.48.30.141/32 &k Cisco & Al Locations Al Device Types |

2. KISEL , BEESHRIERBEMRNKE, EXMBEAT , FANERAGHRIEAN , BIF
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asco ldentity Services Engine Home » Operations » Guest Access » Administration » Work

Authentication = Authorization  Profiing  Posture  Client Provisioning » Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity soL
For Palicy Export go to Administration = System = Backup & Restore = Policy Export Page

Policy Type () Simple (®) Rule-Based

: MAB “If  Wired_MAB OR
Wireless_MABAllow Protocols : Default Network Access  and
Default ‘use Internal Endpoints
- Dot1X -If  Wired_802 1X OR
Wireless_802 1XAllow Protocols : Default Network Access  and
Default ‘use All_User |D_Stores
Default Rule (If no match) - Allow Protocols - Default Network Access and use : All_User_ID_Stores

BRE ARV BRIAR G5 B 7 L FEAP-FAST,



il dentity Services Engine Home » Operations

» Guest Access » Administration » Work Centers

Authentication  Authorization  Profiling Posture  Client Provisioning  ~ Policy Elements

Dictionaries  » Conditions  ~Results

o - Allow EAP-FAST
~ Authentication
EAP-FAST Inner Methods

Allowed Pretacols Allow EAP-MS-CHAPv2

\ o
Auscrizatior Allow Password Change Retries [3 | (Valid Range 0'to 3)

¢ Profiling Allow EAP-GTC

S bastre Allow Password Change Retries [3_] (valid Range 010 2)

Allow EAP-TLS
} Client Provisioning
D Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

i

®

Use PACs () Don't Use PACs

Tunnel PAC Time To Live [90 | [Days - |

Proactive PAC update will occur after IE % of PAC Time To Live has expired
Allow Anonymous In-Band PAC Provisioning
Allow Authenticated In-Band PAC Provisioning

Server Retums Access Accept After Authenticated Provisioning

a Accept Client Certificate For Provisioning

3. X F KRS (Port_AuthZ) , 1E5XFMER T , APEIEERMEIBFEAP). ERNEELE M
RAFPBETAAPHERITELdot1x , MHERIARNEE XA FHRE, R , JLURE
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Identity Services Engine Home » Operations b Guest Access + Administration » Work Centers

Authentication =~ Authorization  Profiling  Posture  Client Provisioning  » Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

| First Matched Rule Applies R

w Exceptions (0)
ﬁ‘}ﬂ Create a New Rule
Standard

Status  Rule Name Conditions (identity groups and other conditions) Permissions

Port_AuthZ ! APs 1 Wired_802.1X 121 PermitAccess
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dseo  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System |~ |denlity Management = » Network Resources P Device Portal Management  pxGrid Services b Feed Service ¥ Identity Mapping

} Identities  Groups  External ldentity Sources  Identity Source Sequences  » Settings
—_—

Identity Groups User Identity Groups > APs
[~ o) Identity Group
v Er & * Name | AP
» [ Endpoint Identity Groups Description | Credentials for APs

» [ User identity Groups

Member Users

Users Selected 0 | Total 1 € &5
-:}.'-Add * Y Delete ~ Show | All '| :S
Status Email Username = | First Name Last Name
[0 @ Enabled 9 ritmahaj

Eoan
EAKSHS THARBRESERES.

—BEXBHEAD LA T7802.1x , FR802IXRENNFIEREMLWHEBRT ZivO, WREZE
MEIWLCHLAPREUE X Bk. RBES02.IxHFHRIEKIE , EMURES RFEE, AR LA
F802.1x/a , LAPRINEMEBIWLCREALAPS R RIER T, S AIERXESERBRIELAPRS
Zd 5 BRIk,

1. ERBY L, wAEAP - Nshowin T URiIFw OB E#HITH BRI,
<#root>

akshat_sw#

show dot 1x interface g0/ 4

Dotlx Info for GigabitEthernet0/4
PAE = AUTHENTICATOR

QuietPeriod = 60

ServerTimeout
SuppTimeout =
ReAuthMax = 2
MaxReq = 2
TxPeriod = 30

=0
30

akshat_sw#

show dot 1x interface g0/ 4 details

Dotlx Info for GigabitEthernet0/4

PAE = AUTHENTICATOR
QuietPeriod = 60
ServerTimeout = 0



SuppTimeout = 30
ReAuthMax = 2
MaxReq = 2
TxPeriod = 30

Dotlx Authenticator Client List

EAP Method = FAST

SuppTlicant = 588d.0997.061d

Session ID = 0A30278D000000A088F1F604
Auth SM State = AUTHENTICATED

Auth BEND SM State = IDLE

akshat_sw#

show aut henti cati on sessi ons

Interface MAC Address Method Domain Status Fg Session ID
Gi0/4 588d.0997.061d dotlx DATA Auth 0A30278D000000A088F1F604

2. fEISEH | #%&#Operations > Radius Livelogs , #E & S RIEK I B#IiX T ERNRNEE
X

';‘:;Elq" Identity Services Engine Home ~ Operations » Policy b+ Guest Access ¥ Administration » Work Cenlers . License Waming 4k

RADIUS Livelog TACACS Livelog  Reports P Troubleshoot  » Adaptive Network Control

Misconfigured Supplicants i Misconfigured Metwork Devices RADIUS Drops i Chent Stopped Responding i Repeat Cou
0 o 0 3 0
[i] Show Live Sessions 45 Add or Remove Columins v & Refresh ) Reset Repeat Counts Re(rc—sh@ Every 1 minute v show | Latest 100 records  +| within[ |
Status e i - . i B el . i e i o o i
Time v M o] Detalls Repeat Count ~19E0UEY Endpoint ID . l:!'!?’ﬁ?!”‘. Frofite | Authenitication Palicy | Authorization Policy _ futhorization Profiles 1
2017-03-09 10:32:28.956 a ritmaha Cisco-Device Default > > DotiX >> Default  Default >> Port_AuthZ PermitAccess a

2017-03-09 10:31:29.227 o ritmaha) Cisco-Device Default >> DotlX >> Default  Default >> Port_AuthZ a
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