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Prepend Signature
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Hash Cutput:
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& 5 | EEEEREET hittps /1448, 44 B0:5443 cmplatfarm/certificateEdit.doTcert=/usrflacalfom TR F=RRF" "I + LIl At

alunn Cisco Unified Operating System Administration (YPRPEE Cisco Unified O Administration =
cisco

For Cisco Unified Communications Solutions Administrator Saarch Documsant About Laog

Show = Séflings = Securily » Software Upgradas »  Sarvices w Help -

Certificate Configuration ISP AT Back To Find/list - m

uﬂ)mmmmu g hmﬂndliéﬂwmﬂrﬂﬂ

[ - Status

@ Status: Ready

- Certificate Settings

File Name CallManager.pem

Certificate Name CallManager

Certificate Type ocerts

Certficate Group product=cm

Description Certificata Signed by JASBURNS-AD

- Certificate File Data

I: -

WeErsion: W3

Cenal Mumber: 15584134 30003544631 841081

Signatureslgorithm: SHALwithRSA (1.2.840.113549,1,1.5)

Issuar Mame: CN=]ASBURNS-AD, DC=bbbburns, DC=lab

“Walidity From: Wed Jul 27 10:00:30 EOT 2011

To:  Fridul 27 10:10:30 EDT 2012

Subject Narme: CN=CUCME-Publisher. bbbburns lab, OU=TAC, O=Cisco, L=RTF, ST=North Carolina,
C=Us

Key: RSA (1.2.840,113549.1.1.1)

Key value:

303139023138 100d265Facafd00es S cfdéca26flE9e ]l 74307 Td8009dcc 7 el 2bSed 6 2968b9aa540 2 1ab4 27434
fO377HcaReizedd0aze 269084 24 TO0Ad 36522 aba0as 0053582802 dEb0TLEZL6TeiSead1 91 acs0R0ect a0
292 508c%01549F25d5dd2b 5997 7047345014 2b902b6bE1 2321 b3aa T 951 fEFf0 7053505984091 7ok SedbocSF1dD
203010001

Extensions: 7 prasent

m

Extension: ExtkeyUsageSyntax (010 2.8.29.27)
Critical; false
Usage ows: 1,3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,

Extansion: KeyUsage (OID.2.5.29.15)
Critical: false
| Usages: digitalSignature, keyEncipherment, destaEncipherment,

I—[ Regenerate | | Dawnload | | Generate C5R ] 18

BkCallManager.pemiE $ #5475\ , CUCMBRS 8518 124K IR 44 B B MV ITLIL
show itlis S EE N CUCMBRFZ R ER KCLINZ £ A F(SSH) AR E RLITL 4N TEBRNE,
ATE—SMERRZAEXHY , RENCBeLEFEANTSEZAML,

E—HrREEELE. EEERXZAFNMHEREEEN Y. HAHEREESENEEZAH
CallManager.pemiE < Bk TFTPFA%A,

<#root>
admin:

show itl

Length of ITL file: 5438
The ITL File was last modified on Wed Jul 27 10:16:24 EDT 2011

Parse ITL File



Version: 1.2
HeaderLength: 296 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 110

4 SIGNERNAME 76 CN=CUCM8-Publ1isher.bbbburns.Tab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

5 SERTALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

6 CANAME 15 CN=JASBURNS-AD

*Signature omitted for brevity*

ETRNENDBoEBEEHE —MEHKFunctionSHHWAE, E— DR RSEEHE
o XETFTPAANE S,

ITL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1972

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-PubTisher.bbbburns.1ab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 15 CN=JASBURNS-AD

6 SERTALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

7 PUBLICKEY 140

8 SIGNATURE 256

9 CERTIFICATE 1442 OE 1E 28 OE 5B 5D CC 7A 20 29 61 F5

8A DE 30 40 51 5B C4 89 (SHA1l Hash HEX)
This etoken was used to sign the ITL file.

T—/NZhEERCCM+TFTP, XtBRTFTPA4A , ATRIUEMER TN TFTPE B X+,

ITL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1972

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-Publ1isher.bbbburns.Tab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 CCM+TFTP

5 ISSUERNAME 15 CN=JASBURNS-AD

6 SERIALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

7 PUBLICKEY 140

8 SIGNATURE 256

9 CERTIFICATE 1442 OE 1E 28 OE 5B 5D CC 7A 20 29 61 F5

8A DE 30 40 51 5B C4 89 (SHA1l Hash HEX)



T—ANYEERTVS, BiEEENSNTVSRS RN AABE —IMKE,
X, BERANELFTVSRS RN EZEEEFRE(SSL)21E,

ITL Record #:3

BYTEPOS TAG

1 RECORDLENGTH

2 DNSNAME

3 SUBJECTNAME

4 FUNCTION

5 ISSUERNAME

6 SERTALNUMBER

7 PUBLICKEY

8 SIGNATURE

11 CERTHASH

12 HASH ALGORITHM

LENGTH VALUE

2 743

2

76 CN=CUCM8-Publisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

2 TVS

76 CN=CUCM8-Publisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

8 2E:3E:1A:7B:DA:A6:4D:84

270

256

20 C7 E1 D9 7A CC BO 2B C2 A8 B2 90 FB
AA FE 66 5B EC 41 42 5D

1 SHA-1

ITLX R ITENTRE —NIIBERIEBMA VB IEINEE(CAPF),

LEER R RIERM BICUCMBRS 238 LMCAPFIRS N T £k , LEBREIURENERSHE

FiF$(LSC),

ITL Record #:4

BYTEPOS TAG

1 RECORDLENGTH

2 DNSNAME

3 SUBJECTNAME

4 FUNCTION

5 ISSUERNAME

6 SERTALNUMBER

7 PUBLICKEY

8 SIGNATURE

11 CERTHASH

12 HASH ALGORITHM

LENGTH VALUE

2 455

2

61 CN=CAPF-9c4cba7d;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

2 CAPF

61 CN=CAPF-9c4cba7d;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

8 OA:DC:6E:77:42:91:4A:53

140

128

20 C7 3D EA 77 94 5E 06 14 D2 90 Bl
Al 43 7B 69 84 1D 2D 85 2E

1 SHA-1

The ITL file was verified successfully.

T—Ha N RRERHNRENZEER.
BiE T EITLRMBEE XX



BiE B HIREUPH A MTFTPARSZ Bttt [ |, B B RCTLAITLIX .

WHBESHRE SIHITLXHHBEIFER, MRS IEtftp.opcode ==1 , BLEFXRKBBFENEFN
TFTPIRERE R :

- SR Praoqnie Bt cogn - WWRneEeark = &3 |

Fim Edt Misw o Copture Anshzs Btisics Teleckomy  Tank Help

) —_ e TS ; )
B Bx@E A+»aTFLEEACAD 08 % 3
fitsr Hipaopcode==1 = Dgeesman,, DlEw Spoy

Fuu. Time Soorie Dwalinaliun Frobocol Infu
283 13:20:ZE.B458:14 48.44. 202 14 .4E. 2421 Trir rzad REqaess, File: CTLSEPOOILZLSA1&ES. €W 000,
402 0520025, 03514.48,44, 202 14.4E. 44,80 TFIP Rzad Reqaest, File: ITLSEPOOQLELIALAES, t7-000, -
A% 1Y dUie SIS 14 48 40, 202 1d.dE.4d. 80 TFTF  Read Reguest, File: SEFOLLLZL3E1EE: . cnfoan™. sgni
302 152040, BV 14,48, 43, 202 14.46.44.8] TFTP  Ruad ReEguesi, File: Czupraler, jar.=crm0do, Transl

rrana 383 ?T7 bymas onowira (ELE adts), 77 byTes capturad (&la bits)
Ethe-met IL, &re: cdsco_Sa:la:ed (03:11:221:5aclaczel), DSt wrears_ai:G5:6af (00:50:56:h5:63:670
BOZ.13 wirtual &M, FRI: 3, CFI: O, IO: £44
Inte-nzt Frotoca’l, Sro: 1d.45.44. 202 (14.4B8.44. 2027, Dst: 14.48.44 80 (14.49.44.Ed)
Lser Datagram Protocel, Src Port: 30458 (104537, D=t Pomz: tftp {edd
Trivwial File Trar=far Frazocol
[Sowroe File; CTLSERDOLL AL 0ES, L]
opiode: Reald sequest D10
source Filel CTLSEROOLL 2 SrAnEd, Tl
TEaE!l rTET

ﬁ Frar=w {Trarnua], 77 bndus Fackws IT27 Displagaec: & Sdarkad: 0 Load trese: 00060 B

BT EFRIIMNTFTPERCTLAITL Y , At BiFALEREERHE 4.
AT AN EIEWeb RERIE RIT AN EFRFAEE

* | et 1A AR AL GG s R ene cesbilityTedsprer=dedice akst skicn.conaclelm - [ "‘l T 10O 3ELLON manager Fel

T IIT Console Logs

Cisco Unified IF Phone CP-7270C [ SEFQ0LI21SA1AES )

wice Infarmatn (S cache Teck Mlla g
[Fhieachedngd
Fhieachadng T

Deviee Logs

Cnnz

B, BEBER—ADCTLXH , BIHINT :

837: NOT 09:13:17.561856 SECD: tl1RequestFile: Request CTLSEP0011215A1AE3.tlv
846: NOT 09:13:17.670439 TFTP: [27]:Requesting CTLSEPO011215A1AE3.tlv from
14 . 48 . 44 . 80

847: NOT 09:13:17.685264 TFTP: [27]:Finished --> rcvd 4762 bytes

TR, BEEFER—MTLXH :

868: NOT 09:13:17.860613 TFTP: [28]:Requesting ITLSEP0O011215A1AE3.t1v from
14 . 48 . 44 . 80



869: NOT 09:13:17.875059 TFTP: [28]:Finished --> rcvd 5438 bytes

B, Y5 38 UF I TL A0 & & 3044
TRITLXHE , BTTEB#TRIE, W, BETLF SRS , B SITRENBRERE.

« BFEFRFECTLRITL# , 5% B FPrepare Cluster for Rollback to Pre 8.0% , ITLRZ=,
EXFRET , BEEFEGEETHHN T —ANCTLRITLX 4 , HEUEERALE S,

- BIEEHE—ACTL, BZAITL, EXMRET , REECTLXHFHCCM+TFTPIIEE R Ak
iERt , BEFEEITL,

« BIFEEELE —/CTLHM—NMTLXH, EERST BEFSRIISKRETEHXHREECTL,
ITLRTVSIRF 2P E A ITh,

THE—1MNEER , NERFNARIIEE XHEMHTTPSIES :

i et
J Certificate or
* Filee |
' Downloaded /

A,

e
Z r
A CTL oFITL ™, Mo verification
£ o]
-‘_‘P'-:':.Enl?',f \Meeded Done.

Yes
.!.

werification
Sucoeeded

-~ Signature 0.,
~, CIL? -~

v
Ho
Werlfy 55L Handshake

L~ Signature in" .
w ITL?

'\.I.l"
No Add Entry to
T Tv3 Cache
_lugnature i, Vo 1
~JW3E Cache 7.
- . - o
A
Mo Yes
— ¥ .
Estanlish 550 T
Conneckion to —Cannection Succesded— Yerification

TS Server S guccess

Conneckion Failed
L

A ToreTys ., Tes
— . . —
No ., Servers?

EXMERT , BiEEBRIEITLMCTLXAFHNER, ZRECLZEABCTLMITL , R AFXR
EAIHTRENTRIEBNER,



877: NOT 09:13:17.925249 SECD: validate_file_envelope:
File sign verify SUCCESS; header length <296>

HTEEFEHTCTLMITLXA , AUMNX—Ri2 , ERFERESEBNEE M.
XEAREEERETCILNMITLNEERBETFTPRSHRERE , REEREB XM !

917: NOT 09:13:18.433411 tftpClient: tftp request rcv'd from /usr/tmp/tftp,
srcFile = SEP0011215A1AE3.cnf.xml1, dstFile = /usr/ram/SEP0011215A1AE3.cnf.xml
max size = 550001

918: NOT 09:13:18.457949 tftpClient: auth server - tftpList[0] = ::ffff:

14 . 48 . 44 . 80

919: NOT 09:13:18.458937 tftpClient: Took up server - 0

920: NOT 09:13:18.462479 SECD: TlookupCTL: TFTP SRVR secure

921: NOT 09:13:18.466658 tftpClient: secVal = 0x9 922: NOT 09:13:18.467762
tftpClient: ::ffff:14 . 48 . 44 . 80 is a secure server

923: NOT 09:13:18.468614 tftpClient: retval = SRVR_SECURE

924: NOT 09:13:18.469485 tftpClient: Secure file requested

925: NOT 09:13:18.471217 tftpClient: authenticated file approved - add .sgn
-- SEP0011215A1AE3.cnf.xml.sgn

926: NOT 09:13:18.540562 TFTP: [10]:Requesting SEP0011215A1AE3.cnf.xml.sgn
from 14 . 48 . 44 . 80 with size Timit of 550001

927: NOT 09:13:18.559326 TFTP: [10]:Finished --> rcvd 7652 bytes

THELENEMB MG , BEXTIREBITLRHNCCM+TFTPIIEEN Hi## 1T 5 KB WIE :

937: NOT 09:13:18.656906 SECD: verifyFile: verify SUCCESS
</usr/ram/SEPO011215A1AE3.cnf.xml>

RAEFH R BIFERRATVS

ITLXXHFRBE—ANTVSEE , EFEEECUCMIRSEETCPE 02445 EiZ 1T TVS RS MIEH .

TVSHE#UECallManageriRF W FTE AR5 88 £151T. CUCM TFTPHRSS £ A E Bl E #YCallManagerd
ERFEE XA PRI BFSATARROTVSIRS IR,

HLxW AEA—ACUCMBS B, £2HACUCMERS , — M RERSTUE=ATVSHE
. B EHICUCMA I FNCUCMI B —

WRHIERT R TIPHEFE LM DirectoriesiZHlE 2 X £ AER. BFXKURLEENHTTPS , I
EEWEIk B B ZkRFE M Tomeat WebiE$,

It Tomcat WebiE$ ( BRERSEEE P MNtomcat.pem ) KIMF R EEH , R BESXMSTVSER
FREXIE R HEAT B A RIIE,



BEAXEWHEE  F2RZNTVSERAE., UTEHFZRHEBENAA
B % E B RXURL:

1184: NOT 15:20:55.219275 JVM: Startup Module Loader|cip.dir.TandunDirectories:
? - Directory url https://14 . 48 . 44 . 80:8443/ccmcip/xmldirectory.jsp

XREERIUIENSSLEREZE(TLS)R2HTTPR1E,

1205: NOT 15:20:59.404971 SECD: clpSetupSs1: Trying to connect to IPV4, IP:
14 . 48 . 44 . 80, Port : 8443

1206: NOT 15:20:59.406896 SECD: clpSetupSsT1: TCP connect() waiting,

<14 . 48 . 44 . 80> c:8 s:9 port: 8443

1207: NOT 15:20:59.408136 SECD: clpSetupSsT1: TCP connected,

<14 . 48 . 44 . 80> c:8 s:9

1208: NOT 15:20:59.409393 SECD: clpSetupSs1: start SSL/TLS handshake,

<14 . 48 . 44 . 80> c:8 s:9

1209: NOT 15:20:59.423386 SECD: srvr_cert_vfy: Server Certificate
Validation needs to be done

BiEEH ERIUESSL/TLSIRSHFRRERNIEFRREECTLY, A5, BEEFITLXHPHEE , LLEEF
=R KREICE B,

WEIREEE RHTTPSIEBAECTLE , XEREECTLRITLF R A SIS,

1213: NOT 15:20:59.429176 SECD: findByCertAndRoleInTL: Searching TL from CTL file
1214: NOT 15:20:59.430315 SECD: findByCertAndRoleInTL: Searching TL from ITL file
1215: ERR 15:20:59.431314 SECD: EROR:https_cert_vfy: HTTPS cert not in CTL,

<14 . 48 . 44 . 80>

ERECTLMITLXHRNERERNBTURIES R , BEETRRENETVSEF,
MRBERIEETVSRSRFER THBRIES , WXHEMEN THRDMERE,
MREBFEFEPHRABHTTIPSIES , LA UASTVSIRSGH=AFEIUTCPER,

1220: NOT 15:20:59.444517 SECD: processTvsCIintReq: TVS Certificate
Authentication request

1221: NOT 15:20:59.445507 SECD: TlookupAuthCertTvsCacheEntry: No matching
entry found at cache

1222: NOT 15:20:59.446518 SECD: processTvsCIintReq: No server sock exists,
must be created

1223: NOT 15:20:59.451378 SECD: secReq_initClient: cInt sock fd 11 bound
to </tmp/secClnt_secd>



1224: NOT 15:20:59.457643 SECD: getTvsServerInfo: Phone in IPv4 only mode

1225: NOT 15:20:59.458706 SECD: getTvsServerInfo: Retreiving IPv4 address

1230: NOT 15:20:59.472628 SECD: connectToTvsServer: Successfully started

a TLS connection establishment to the TVS server: IP:14 . 48 . 44 . 80, port:2445
(default); Waiting for it to get connected.

BicfE , ETVSEEMIEERESSL/TLS ( REHTTPHRHTTPS ) , AT FEERECTLAITLEH
TEHRIEMNIES,

MR—AYIERE |, TVSIRFB|UEPRAREITLXHNTVSIHEEF K E. SR EAITLXHHRYITLIEFKH#3,

1244: NOT 15:20:59.529938 SECD: srvr_cert_vfy: Server Certificate Validation
needs to be done

1245: NOT 15:20:59.533412 SECD: findByIssuerAndSerialAndRoleInTL:

Searching TL from CTL file

1246: NOT 15:20:59.534936 SECD: findByIssuerAndSerialAndRoleInTL:

Searching TL from ITL file

1247: NOT 15:20:59.537359 SECD: verifyCertWithHashFromTL: cert hash and

hash in TL MATCH

1248: NOT 15:20:59.538726 SECD: tvs_cert_vfy: TVS cert verified with hash
from TL, <14 . 48 . 44 . 80>

I ! BENESTVSIRFZHEEZEERE, T—FR1\RETVSRS S ‘Hello , Do | trust this
Directories server certificate ?”

HRBIERTIZEBHNER — EROWEA , RRKZ ( THIR) .

1264: NOT 15:20:59.789738 SECD: sendTvsClientReqToSrvr: Authenticate
Certificate : request sent to TVS server - waiting for response

1273: NOT 15:20:59.825648 SECD: processTvsSrvrResponse: Authentication Response
received, status : O

mF TSR , BRI RN RAREREFS.

XERE , REEETRHN86,4008 A B XK Directoriesizll , N A EEBRTVSIRS 88 LA IE
B, BREFGRAMER,

1279: NOT 15:20:59.837086 SECD: saveCertToTvsCache: Saving certificate
in TVS cache with default time-to-live value: 86400 seconds
1287: ERR 15:20:59.859993 SECD: Authenticated the HTTPS conn via TVS

&fE , BRIIEER XRS[VEZRE AL,



1302: ERR 15:21:01.959700 JVM: Startup Module Loader|cip.http.ae:?
- listener.httpSucceed: https://14 . 48 . 44 . 80:8443/ccmcip/
xmldirectoryinput.jsp?name=SEPO011215A1AE3

LR RTVSIZE{THCUCMEESF B L R ERRH A, BUUEARNSE —ERERETIERTMT)RE
TVSAF,

alaln,  Cisco Unified Serviceability

CIS€0  frop Cisco Unified Communications Solutions

Aarm w  Trace » Tools » Snmp »  CalHome = Help =

Trace Configuration
r Status
(i) Status ¢ Ready

—Select Server, Service Group and Service

Servar® 14 48,44 80 + | Go |
Service Group® g g Services - | Go |
service™ Cisco Trust Venfication Service (Achve) > | Go l

Apply to All Hades

Y| Trace on

—Trace Filter Settings

Debug Trace Level Detailed -

| Ciseo Trust Verfication Sarvice Trace Fields
¥ Enabl= &1l Trace

Device Mame Based Trace Manitoring

Selact Devices

Include Mon-device Traces

Trace Dutput Settings
Maximum No. of Files®*  2q

Maxirmum File Size (MB)* 1

[ Save ] Set Default ]

‘I‘*‘ - indicatas required ibam.



"Collact Files [T

" Selec LICH Serviceatipplications |

[7] Selaetal Sendces on all Sersers

Flamrie | Ml Sereers ] purmnE-publisher bbkburns lab
Ciscn COR Rennsmn Manage
Cisen COR1les nn CH sersar
cisen COR fles on Fubliskar Processec
Cisco CTINanager
Cisco CTL Provider
Casco Coallwanager
Ciseo Calleananer Ciseo [P Phone Servicas
izigcn Callwanager SHKE Sendce
Cigeo Carifcale Authoriy Frosy Furclion
igco Change Crederdal Appicaticn
Cleco DHCP Wontor Jenmdce
laco Dialae Mumbar Analkze
Clacn Exended funciong
Clecn Edtenden funthons Rapot
Cisen Frgrsion Moty
Cisen Fegnsinon Mokt Saplicatioe
Cisen IF Managar Assistant
Cisen IF Veice Meda Sreaming dpa
isco Licerise Manage:
Cisco Messacing Inlerfacs
Ciscu TAPE Senice
Zigcn Tip
Cigen Trugt Venficalion Sendce
lgco LKL Weh Sandce
isco Lnifiad Mokile Yol Access Zanice
Clecn Lizer Data Sanices
Clecn WebDlslerWak Jance
SOEP - Dlagaosie Porlal Datahsse Serica

.4

04 . O

= =

CUCM TVSHEE RIESHIFWNSSLIEF , BiFHRBITVSEXTomcatiE$ , RETVSIA I RiEH
ETVSIE B X EEL .

15:21:01.954 | debug 14 . 48 . 44 . 202: tvsSSLHandShake Session ciphers - AES256-SHA
15:21:01.954 | debug TLS HS Done for ph_conn .

15:21:02.010 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ
15:21:02.011 | debug tvsGetIssuerNameFromX509 - <issuerName : CN=CUCM8-
PubTisher.bbbburns.1ab;0U=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US and Length: 75
15:21:02.011 | debug CertificateDBCache::getCertificateInformation -

Certificate compare return =0

15:21:02.011 | debug CertificateDBCache::getCertificateInformation -

Certificate found and equal

15:21:02.011 | debug MsgType : TVS_MSG_CERT_VERIFICATION_RES

TVSIE$HZ % 20S Administration > Certificate Management® T H @ &K FIEIEBH TR,
FHRIUEBFITLREECUCM ITLEE

HEHERR P R B — N E IR R M T MBRITLIC | SRR S50 IE B &,
ENFEEBRITL G , ERBEFRMEXERA T FEEMBRITLI A

BiE EMITLXHHEE 5CM TFTPIRS 88 LI TLXX YA T IUhe.
ITLX N TVSER STVSIREMIEH R IE,

HEFEZE TRITLXHRE EXXHFET , ERBIERW .

A EEIBTFTPFAMANZ D,

LT R ERH NSRRI %



B, B LCNCUCM EEEMWITLXHNREMERENITLXAANREMB#ITHR,

Bl , TEMCUCMA B EEFCUCM EITLXXHHIMD5sum , BrRIEZIZ1TH B Itk Cisco bug ID
CSCto602090 & £ 12 F HI AR AN

ELERE  BERAEERNGUISCLIEFZTHIE ;

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ tftp 14 . 48 . 44 . 80
tftp> get ITLSEPOO11215A1AE3.tlv

Received 5438 bytes in 0.0 seconds

tftp> quit

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ md5sum
ITLSEPO011215A1AE3.t1v

b61910bb01d8d3alc1b36526cc9f2ddc ITLSEPO011215A1AE3.t1v

X RACUCMAITLHHIMD5sumIb61910bb01d8d3a1c1b36526cc9f2ddc,

NE , BALEFRERS , UEEMREEZLFNITLXHRIES : Settings > Security

Configuration > Trust List,

16:57 08/08/11 8011001
i Trust List

2 CTL File
60 91 BA 99 F5 77 D9 B3 68
A3 2D B3 2E OF B3 76

h.p' Select Security Setting

1 .

XREAMDSMTH, XEWKEBIE LMITLXASCUCM ERY XA E |, R FEMIBRZ .

WMREE  BFERET —MRE —BEITLANTVSIEBRESTVSRHEMIERIEE., WERES
MASEEES .

B, EFEEITCPIR 02445 ETVSER G #a MY BiE Y BIR SR,

EWiresharkF AR 2 H I BERPHEALHIES , £HDecode As , AFEESSL, ERWM TR
A ARSSBRIEP -
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14.a8,34.80 e SSEEL = claoo-uvs [Aln] SeoelifiS0edi Ach-S43FHi% wiresis] Le
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L, 48,44 . B8O TR SITEL > chsco-tve [A0E] Saoel PAISFIIOS AckeS041THTER wire®13] s
1448850 TLEL Enerppted Alert
14,4834, 550 TLEw] e Alan

CHFGERT Wl =
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el gradcare i cate

W {2
wiEr| EIEERIEEAE
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o - a T be s b 7
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BF L NMNTLXHFHBENTVSIES., RRELXEFEF5IS572E3E1A7TBDAA64D84HI%E .

<ffroot>
admin:

show itl

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 743

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-Pub1isher.bbbburns.Tab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 TVS

5 ISSUERNAME 76 CN=CUCM8-Pub1isher.bbbburns.Tab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

6 SERIALNUMBER 8 2E:3E:1A:7B:DA:A6:4D:84

FZh , ITLXHHRITVS.pemEME ERHENTVSIEREE., STEMRITL , HFETVSIRMHEEN
o

MBEXHSHRENKY , BRENEORRANERES,
REIFMRE
ENERILER/ERER LB



MAERKEENIEP ECallManager.pemit$, IEBIARATFEEBFRETFTPEREXH , EFERE
ITLX 4,

W R EFH 4 HK CallManager.pem3X# | N &ERAFAHFAERFTHCCM+TFTPIER, ke | ITLXXH
MEFERAXNHBCCM+TFTPR4AHITEE,

EfiE K CallManager.pemAEFH B TVSHTFTPIRS & , BiFETFREXTER,

1. BERRMNTFTPIRS S THITHNCCM+TFTPE S HTITLI 4, et , BiERBIHMNITLXH
, M BRAREBRF LEWITLIIE S,
2. BT BFEIBITLARFTIFHCCM+TFTPE S |, Atk E=idBRTVSRS .

N B XHHREEE., AITLCHGTVSIEBSFNALE, 02N EHER
CallManager.pemMTVS.pem , M EBiETTE T EHEMFI A4 , BRIEMBIE EF IR
ITL,

3. HHFFTVSKRARR , ETTVSHCUCMBRZS R ERERRIERFHXHPEFHHN
CallManager.pemiE 4,

4. TVSERSBRIREI R T , BiFRFFTITLI 4B EINFH,

5. BRI ESE T3 B A F K CallManager.pemZ A X & W EL B X

6. BMBFTMITLUR , iZENEEXHHAFFNITLEIIRIE,

« t120[E 8 EF & K CallManager.pem#TVS.pemiE$.,

. MREBFERTVS.pemsiCallManager.pem , NS REFHBHTVSHMTFTPHEBELIF , FHE
IREVHTEYITLI

« CUCMWRFIBASBEHNNEBREFEE , AEIIPEHNERNEERF,

- MREFESZSANTVSIRS SR ( CallManagerd R FESMNRSER ) |, M EAbARSS 28 AT LA # 49
CallManager.pemif ## 1T & 3 K10,

ERFZABIHBEE
LEFTLRENBEN—NERBH S —NERN , XRERITLATFTPEA.
RUABENETHREFBLASCTL, ITLRHERRBFELNTVSBS FHEE TR,

ZR 341 B AN B AR BT AV SR BRI TL S A B B SO AT F 3% £ H AN TLX R E .
https://supportforums.cisco.com/docs/DOC-15799,

#HMIRE

CallManager.pemif $ MBI KERE RSE(DRS)#H 1TE M. WREBRTFTPEIRSFES , MIATM
RMOPREHRE , UERT RS,

R RS EF L& B CallManager.pem#Lff , FAIBZHANHBNITLEERSEEELANEE X,
MEERTHEHBANZHOHPRE , NS EHECHBIBRIF XETE2EHE, XREANTF



https://supportforums.cisco.com/docs/DOC-15799
https://supportforums.cisco.com/docs/DOC-15799

BEMS , 2ENEANERRTRNES,

BE-1ME2HMREMXNTERRE. WREES FCisco Bug ID CSCtn50405 , NIDRSEZ 4 T2
‘€ CallManager.pemif$,

XSS BN R DR RANEMBRS SR RRAWITLI Y |, B 24 K #THY CallManager.pem,

MERBHMEEZITHTFTPARSS 2R REAE D MIEFRIRE | XATERKEFEENBEPHERAIE
ITLX

ERITEAEEFTHE M CallManager.pemX % |, &% Ashow itlin s , REHWA :

run sgql select c.subjectname, c.serialnumber, c.ipv4address, t.name from
certificate as c, certificatetrustrolemap as r, typetrustrole as t where c.pkid =
r.fkcertificate and t.enum = r.tktrustrole

EITLAES  EERNEEHRREE

This etoken was not used to sign the ITL file.

gl

Verification of the ITL file failed.
Error parsing the ITL file!!

1]||||

LEINER{LERES(SQLENERER " FHRIEMRR A BIEF.

BEESHRIINENAGBHN E— N EEE R A CallManager.pemil $ th XM HIMERIERSK
E&%Mﬁﬂﬁ¢o

MRIBF ZBIRVEFE , N EBFIRMERSE M T A CallManager.pemilf 5 PLHL,
ERENBREA

MREXCUCMBRFIHENENERER , ER VR ZRSSELEFENFABIUD, IEPEHEK
B AR, EFEKTVS.pemHCallManager.pemz — #H“4FE",

FNEBERRMHBERE/LA , MENBEERERSTHEREE/LiP. NI N AFREXLIEE
, R ENEZEEZEMNARETBHBEXTVSHITLARE,

REARITLAET SEH (FEE , LRESTHE , T2BTHESR)


http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCtn50405

- f£FBusiness EditionfRFERHN K HELBE , EEEREN BRI EFHEK
CallManager.pem#TVS.pem,

c MREENTRIEFH LERENE , MAE EFEALLNBHIRollback EnterpriseZ%k , M &
FEITEREYBNTLX 4RI EHOITL 4 HE & 5.

- BELEREREETVS , RATVSIEREFBZEE,

- BEEREXGEEINRBIELABHER  FNEEFRTLEN , ZT2RFURLF LMK,

 MRFTEHEXRBS RPN , H—BRRDERNEEBIE L FHMIBREFRIR

o

EEtEACTLMITLAVET Q&S ( INER P , ERH1BE)

- WITRSB[EGBRER , EMETCTILE iR, XfF#H A CallManager.pemilf H M A BiE
TEMWCTLXHH,

o RFECTLXHFHICCM+TFTPIIEE , AILMEE ST EFITLXAF A EL B X

- BTFEFHCTLXAEFRIZFTETHUSB eTokenFhAZEE , Bttt A EER.

REAITLHNZ T QER (XBERN , BMRIITHIT , AL KAMTT )

- ATZSTREREZATVSHESS , AtE A — A RSH[MAZTL R Bt T H 4K ELIES,
HEFRBILFOTRENSEN , CREREMTVSIRS 251U HY RS 2FIE$
- SPBUHERAMANEERRERD
- MREANEGBEHENZIFERSSE , WHRSHENEFNREEEN , BEBEIEA
UEH 15 EMEAITVS RS 88
- WRBIFEECallManagerdd P RE—NRFER , WEMBTVSRFZSHFFBEREMER.
BZRARTNREFZSUBRLEE , SN H A RSB NE B iECallManagerd.

EetEBCTLMITLN ST RER ( TEKAMIT )
- BIETEWAG , TVSRSAXIFEFH#ITH BRI,

- BIEFETVSERSEREMRERTA , MAFEACTLE P inE #TE A #CallManager.pem
CCM+TFTPiE PRI EBE,

E£HRKTFTP

HHAITLWRFERIN , ERERNAT X | CTLSEP<MAC Address>.tlv, ITLSEP<MAC
Address>.tlvFISEP<MAC Address>.cnf.xml.sgno

MRBFRFBXLEH |, NE2XERITLFile.tivFICTLFile.tlv,CTLFile tiv2EHR X TFTPIRS 2R 1R
1/\4I:| 1%1—.[15 -Jz |} EIJ EE.'LEEIJ [

ERAEFXTFTPE , E—NTFTPERER SN HiFEE,

BY K XEREANZNCUCMER LN BREHAZMARMNDHCPEASE , it 4 E B HEEDHCPIE
150 TFTPARS 28

FRBIPREHIEGHRRTFTPESR , MECIUEMB EaERHF 2 Mk, WHRTFTPRS BREWE
HIEER B XA iE Rt EHZETFTPIRS 250

HTXMRE , FRPXTFTPRERITLEMIEHIZIT,
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FRB RSB/ LIS TCUCM 8. XX EBIRA , T & A BRSS 38 A AUZ 178 .xhR 2 BT AV AR AN

MREPRTFTPEIRS BREAITLFletlv , WBEFEREERBZETFTPRSSFNE[MNY , BRALEET
LT

XEEETFRWBESEF, EREFESH , BiFERITLSEP<MAC>.tlv , ZBEREMNEBHNIZESE
BRI,

EEREEARTSXRMEBETSXMRWEHNREMNER , MMAESXRERF LB A EREFHURRE
8.0kR” , #Cisco bug ID CSCto872627 Fikk,

FEHAHTTPMARHTTPSELE“EL HEIFEURLSE., X NBEXNZAEELMWITLINEE,
B B
FE Al A< FISBDG ?

R BETESBDAITLY 61 T/ERYIE )R T < FAISBD,

{5 F Prepare Cluster for Rollback to pre 8.0" Enterprise Parameterf{EAHTTPF2HTTPSE B
“Secured Phone URL Parameters” 7] #£ 8,i% L 56 2 FHSBD.,

HERERollbackS#H A , BB - N HFRAERHBFENSRITLH,
EITLXHMEES |, AEEFLIN T2 EREITHRERE , TERBERSE
BRALKSHEHTHEARIEFEZAZENMTLNMNAE , BEESIEAREXH , TRALEARE

o

BYUABEFHERZIRS , RIZHRIN=IEE (2L E0RIINEB X, MENEEX
HFHTTPS URL ) R d A,

CallManager.pemZE X/ , BEBMNFTE BIEEWMIBRITLICH ?

BADREMNERZBRENBENRERFABITLN G E, ERML , AXREFNENEFNRXEHM
FELE R

Cisco Bug ID CSCto47052 4 Bl — M REFRAVIEHRIHEE , ©IERULIIEE , B RKHe,

I EHE , 2@ Cisco Bug ID CSCts013197 0 T —BI#TZhEE , iZZhEEAIRE R F BRI R X #
FNTAC)YIRE B Z BT ZEEMITL ( MRS J|FMAA ) o

XNERATERUTERLRBEEEFNRAFHELER , AR ZHINITLEE TE#EERS R
EFHBENMENRZD T,

EERMBUETENMARE BB ERF. F5Cisco TACEKR , LAE 5T A ER B 5 B #Y AT B2 AV 4R
¢ -BUE =S

MRFEEMIT LREF , WARFHIRTEE LNEEERE , UERRITLXS. XRZ2E55TE
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By, ERIIERRZ BEXHNEERZSE , RAATE S GHZER R,
BN 55 A B AR H 3 T BT 2 33 R R (SOAP) XML & |, th Fo & =R MIBRITL,

XERR , et , TVSTHE ( ittt AT RIEE ASOAP XMLIZAZMZEHN KN LZ 2 HHRKIE
URL5 R ) FiE21ERA.

MREFMGBIEURLREENZE , TURERTHIRRITLAREMA | EBRFREALEA,

H A EASORIEURLN ZERBEREMAN S EZTURHF=SRHE , EXENARFTHERH
=it

BERERXS BENEERAERAMERERAS RER FERMT & |, ERtMNEmAZRF5.

SR i% & 17 R A PR 1% i Y Restricted=Disabled , NEBFEBEE N H] KE , RARAFENIAR B
HHREFE,
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AHEEBEITISHINE.,
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