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AR Cisco Unified Communication Manager(CUCM)& Cisco Unity Connection(CUC) iR %585

ZEANZEEENEE, BIENBELR,

TR

=R
CiscoZ I E & CUCMANR,

BEXEFMEE , 3 FCisco Unified Communications ManagerZ £ 5.

N pREERENRAER  THERSERER TR,
25 A Unity Connection 11.5(1)SU3R E & A/ A &
CLI#s“utils cuc encryption <enable/disable>"

ERARAH

AXEPHEEETUTRGFE SR

« CUCM R 10.5.2.11900-3.
« CUC 10.5.2.11900-3hR.


http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/10_0_1/secugd/CUCM_BK_C68276B4_00_cucm-security-guide-100/CUCM_BK_C68276B4_00_cucm-security-guide-100_chapter_0100.html
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/10_0_1/secugd/CUCM_BK_C68276B4_00_cucm-security-guide-100/CUCM_BK_C68276B4_00_cucm-security-guide-100_chapter_0100.html

AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

)

THEFEZEWATRHBECUCMAMCUCZ RN ZEEENTRE

CUEM CUC
' Y
+ = 1t I
¥ E + 1. TLS eannection "E*

{Default TCP 5061/51F or 2443/SCCR)

Y

2. CTL file

TLS setup

3. Certificate verification

- _—

-4, Secure TLS connection established-m=

It

- -
-—e —
200 EK
ACK

Secure signaling

5. [S)RTP stream————=

Audio traffic «——5_ (S)RTP stream

P P G—lp

1. Call ManagerfE F T & sk B9 11 B 3% 0 2443 Skinny Call Control Protocol(SCCP)= & F5061
Session Initiation Protocol(SIP) L2 SCUCHRFZ BN Z LA MEZ £ (TLS)ERE,

2. CUCHRS B MTFTPIRSS 88 TRIEBEEFIR(CTL)XH ( —RMHE#HE ) |, IRE
CallManager.pemiff HE#E,

3. CUCMBR% 851t Callmanager.pemilE$ |, ZiE B IRIE L —FHIRBAICallManager.pemiE P 1T
Kif, A, EERTFECUCMHPFHHNCUCKRIEBRIECUCIES, BEE , RIEBXIHEER L
£ ECUCM,

AMBUEBRUERT , MEVRETLSER, WEERTMRMBENSCCPHSIPER.
5. F UM & 7 BME SKEHE B MU (RTP)RSRTPRE T Xk

N srE . BYTLSEEN , CUCMAICUCKEATLSHE S BRI, BXEAEE  BSH



N RFC5630.
BE — Z£SIPAR4

BLECUC

1.7 NSIPIE$H

SMEICUCEE>BIFEM>Z 2> SIPIEH>RNE

- DM <EAEEVHNEHS
o FBMEM<EMABF , HlaSecureConnection>

N s IEEHAAESSIPRUAERSEE T ARIX500EBEHEE (EATREEN
CUCMEBSBAREE ) .

Mew SIP Certificate

SIP Certificate  Reset  Help

Mew SIP Certificate
Display Name® spegre SIP integration with CUCMy10.5.2

Subject Mame® garureConnection

| Save |

Fislds marked with an asterisk (*) are required,
N EE  EBMCUCRIERERAES.
20 EFBERGEIIEXMINRFERS

SMBBEER>BIERS, EUUEACEFENBERERERTRE,



Phone System Basics (PhoneSystem)

Phome System  Edit  Aefresh  Help

[save | [ Delete | [ previous | [ next |

Status
{1ﬁ The phone system cannol take calls untl a port group is set. Use the Redated Links to add a port group.

Phone System
Phone System Name® PhoneSystem

¥ Default TRAP Phone SyStem

3. INFim O 4

f£Phone System Basics T E fYRelated Links FHI4EA , #%#2Add Port Group}#i£#EGo, EREE
O WMARTER :

. BiFRE:

- BIRIR : Im OB ERBSIP
« SIPZEHENXH : 5061/TLS
« SIPIE$ :

- ZEER: =Yk

- Z% RTP: 2%

o IPvattiit R ENS :

KR iESave,



MNew Port Group

Port Group  Reset  Help

Mew Port Group

Fhone Systemn Secure SIP inteqration =

Create From @ port Group Type SIP -

Port Group _v|

Port Group Description
Display Name* Secure SIP integration-1

suthenticate with SIP Server
Authentication Username

Authentication Password

Contack Ling Narme

SIP Security Profile SO06L/TLE -
SIP Certificate Secure SIP integration with CUCMy10.5.2 -
Security Mode Encrypted -

[+ secure RTP

Primary Server Settings

10 48.47.110

1Pv& Address or Host Name

Port 5060

4. JmiE PR S5 BR

S EBIEdit > Servers , REMCUCMEERITFTPIRSS S , M TEMR.

e

1 o [10.48.47.110 0]

.[Ddﬂesﬂected][ﬂdd]

TFTP Servers

| Delete Selected | | Add |

[T e
| Bl o

i[D&tesdamd]IMd_]

10.48.47.110]




N B SREMTEBROTETPH . CUCHRS BRI BMILTFTP FECTLI 4.
5.EB®OE

IR [EPort Group Basics , BRRAGRREEWO4A , I TNEAAR.

Port Group Basics (Secure SIP integration-1)

Port Group  Edit  Refresh  Halp

| Save | | Delste | | Previous | | Hest |

Gtatus

._EL The phone system cannot take calls if it has no ports. Use the Relsted Links to add ports.
._E Ot o more port groups nead to be reset.

Part Group
Digplay Hame®* Securs 51 intagration:1
Irvbe-gration Mathod opp

Heset Status P — CRasat |

6.7 INiE Z ER 4 iw A

EmOEBEREE M MEXES THES |, EERNKD , AEERED, EEEEOH , WA
LUTEE :

- BRAB&s
- IR ARE:
- BIERS:
- WmO4A:

- RSEE:

« WOAITRH



Port  Resst  Halp

Status

.'.h Because it has no port groups, PhoneSystam i nok histed in the Phane system feld,

Hew Phone System Port

¥ Enabled
Humber of Ports 45

Fhone System  Spcure SIP integration «
Part Group Zacure SIP integrabon-1
Servar oucllpub -

Fort Behavior

[ answer Calls
¥ parform Message Notification

[¥] send Mw1 Requests (may also be disabled by the part group)
¥ aliow TRAP Connections

7. FECUCIRIULF

S % Telephony Integrations > Security > Root Certificate , A SEHURL , FIEBBENER
<filename>.0 ( X BB LA R. OMA=R.htm ) ', RFRILEFRKdsave.

--——-BEGIN CERTIFICATE----- -
= e S g AWIBAGIONSKOH 1K+ QT+ aYdXHOwMArDANBgkghkiGIwWD
Open Link in New Jab TAG
ﬂp.eﬂ Link in New Window Y DOODDCI RN b I VUuaXRSLTUSMz g 2N WEXLTOy Y WLItNDAYN 1
e : ; L T4 =
Open Link in New Private Window iy .0y 0T AePwixNTAyMTloMDUwHlaf wiyMiAyMpAMDUwHla
Bookmark This Link o
Certifica B - MMLONpCZNWSDAHKINTgz0 DY EYTEXNDIhZ SOOMDIDLWIIZAL
Share This Link Fik
Save Link As... JQM(IGI MADGCSqGSIDIDQEBAQUAAIGHNADCEQKBQCRYHLDT
. STLE
Copy Link Lecation GLCRWTA Uk S4rORUTZBZ4GaWHIMSILISqoR 1 RS TYEXBUWYE
Search Google for “Right click”
Tk e v [ TS0+ TRYOdKIRS 33KV EFBROjgNVEDEEILOCPdgGnsiMPrTL =
I Elemant
Private e = qladrCiSnINSDOULYuEMAnhG IS OFOWLE TunyQEfld 7, /g DEC]
{EQ LastPass '
#d LastPass Fill Forms b
Bight click Torsam - F26f25.0 (the file extension must be .0 rather than .htm)
| Generate New |

BLiECUCM

1. A ECUCKH 4B ESIPHF R L L EENXH

S M EICUCM Administration > System > Security > SIP Trunk Security Profile > Add new

BREBEBLUTFR



- BERLZEERA: B in

o X509 EHERF : SecureConnection>
- EZXEI REFER: [=8Vides

- EZRLEBERWBHN: Bikd

- EREBRIRL: [Spvigas

o X.509E F B ¥4 5 Cisco Unity ConnectionfR$585 ( ECUCELEME 1S HEE ) L
SIPiE$ # #ISubject NameFER It .

~SIP Trunk Security Profile Information

Mame* |Secure_sip_trunk_profile_for_cuc B
Description

Device Secunity Mode Encrypred x
Incoming Transport Type ] TLS >
Outgoing Transport Type TLS -

Enable Digest Authentication
Nonce Valdity Time (mins)® 00

X.509 Subject Name SecureConnection
Incoming Port™ 5061
Enable Application level authorization
ACcept presence subscription
| pccept out-of-dialog refer® *
| Accept unsolicited notification
‘f Accept replaces header
Transmit security status

Allow charging header
SIP V.150 Qutbound SDF Offer Filbering * Use Default Filter -

2. BLESIPHE &M

MRFENAEABEIRE , HSMEIDevice > Device Settings > SIP Profile, &N , A LAEFH
FRAESIPEL B XX

3.BIZESIPH 4

# ZEDevice > Trunk > Add new., B2 F SUnity ConnectionZ £ ERKISIPH L | I BT~

Trunk Information
Trunk Type* SIP Trunk v
Device Protocol® sIP z
Trunk Service Type* None(Default) *




ETRUNKEL B By Device InformationZB4 , WAL TEE. :

 BERM:
o IREM:
. RFHISRTP: 2k

N oxE ¥fRCallManagerl ( EigZtwEES ) ZEECUCHE BRI FTE RS 85 (Port group >

Edit > Servers).

Trunk Configuration
i soee

rStatus

@ Status: Ready

~Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type Neone({Default)

Device Name® SecureSIPtoCUC

Diescription Trunk for secure integration with CUC

Device Pool® Default A
Commaon Cevice Configuration < Mone = -
Call Classification™ Use Systemn Default -
Media Resource Group List < Mone > -
Location™® Hub_None -
AAR Group < Mone > -
Tunneled Protocal® Mone -
QSIG Variant™ Ko Changes

ASN.1 ROSE OID Encnding* Mo Changes

Packet Capture Mode™® None bl
Packet Capture Duration 0

[T Media Termination Point Required
¥ Retry Video Call as Audio
Path Replacement Support
" Transmit UTF-8 for Calling Party Name
Transmit UTF-8 Names in QSIG APDU
D unattended Port

VI sRTP allowed - When this flag is checked, Encrypted TLE needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.

Consider Traffic on This Trunk Secure® When using both sRTP and TLS -
Route Class Signaling Enabled® Default -
Use Trusted Relay Point™ Default -
T psTH Aecess

["IRun On &Il Active Unified CM Nodes

ZETRUNKELE K Inbound CallsZf4 , BIALLTEER :

o MENIEZRZEE :
- EEMEBIRLEE — AW . Bk



~Inb d Calls
Significant Digits ® All =
Connected Line 1D Prasentation® Default -
Connected Name Presentation™  Default -
Calling Search Space AliPhones -
AAR Calling Search Space < Mone = =
Prefic DN
4 redirecting Diversion Header Delivery - Inbound

ETRUNKELE K Outbound CallsZf4% , AL TER :

- EEMEBIRKEE — K B

~Duthound Calls

Called Party Transformation C55 < Mong > -

¥ Use Device Pool Called Party Transformation ©55
Calling Party Transformation CES < Mong > -

| Use Device Pool Calling Party Transformation C55

Calling Party Selection® Originatar -
Calling Line 1D Prasentation® Dafault -
Calling Name Presentation® Drafault b
Calling and Connected Party Info Format® Daliver ON only in connected party -

¥ Redirecting Diversion Header Delivery - Outbound
Redirecting Party Transformation C55 = Maone > i

¥ Uze Devics Pool Rediracting Party Transformation CSS

EHABENSIPEERD , MAUTER !

B Rt

SIP T4 &£ ME & X
EMEAFUERZEM
SRS 5| AMEUHE Rz
Sip Bt & X

rSIP Information
Destination
Destination Address is an SRY
Daestination Address Destination Address IPwh Daestination Port
1% 10.48.47.124 S061
MTP Preferred Onigenating Codec® 71 1 uilaw >
BLF Fresence Group* Standard Presence group -
SIP Trunk Secunty Profile® Secure_sip_trunk_profile_for_Cuc =
Rerouting Calling Search Space < Mone > -
Out-0f-Dialog Refer Calling Search Space < Mone > -
SUBSCRIBE Caling Search Space < None = -
SIP Profie® Standard SIP Profie = Wiew Detads
DTMF Signaling Method* No Preference -

BREENERBREAEMIRE,



4.6 BEN

Bl 15 [ 2 B & B 4k#Y B8 F # =X (Call Routing > Route/Hunt > Route Pattern), ERNBHERRS
WMANDNTREEZHEHSIS. MALEER :

- BHEEK:
« FX/BBHRIIE :

Route Fattern Configuration
) 5
= Stalus =

@E.unus: Roeady

~ Pabtern Defindtion
Roaite Pattern ™ ;'.!I:-:ll:l

Roaite Pamition < NOone >
Descripion

Musmbsering Pan

Route Fiter i
MLPP Precedene” Crefaislt

Apply Call Blackng Percentage
Resource Friority Namespace Network Domain < Nong >

Rote Class® Credmuslt 2
Gateway/Route Lis® SecureSEaCuUc » (Edit)
Route Opticn

¥ Route this pattern

Bliock this pattern Mo Error =

5.0 21 Z a5

N E K BIEE ZhB 4 5] 5 (Advanced Features > Voice Mail > Voice Mail Pilot), A TE :

- EEEHLHES
- FFUHERZE IEﬂ BEESRESISHRARAN D X>

~Voice Mail Pilot Information

Woice Mail Pilot Number gooo

Calling Search Space < None >
Description

| Make this the default Voice Mail Pilot for the system

6. 812215 F Hp A EC & XA

BB Z P B B S LU PR A 1R B 45 3827 — #2(Advanced Features > Voice Mail > Voice Mail
Profile)o M ALEE :



- EEHES:
- BEEHEBE

~-Voice Mail Profile Information

Voice Mail Profile Name* [oicemail-profile-8000] B
Description Secure Voicemail
Voice Mail Pilot** 8000/< None > i

Voice Mail Box Mask

|| Make this the default Voice Mail Profile for the System

7 FHEFER B B XA 0 EC 45 DN

FESHMEREEXHIBEIEEEARELENWDN, EUDNRER , TEXIZRE ‘Apply
Config” ( NAEE ) &4 :

S E : FE A (Call Routing)> B F 53 (Directory number) HE K :

- EEMHERENH: ZE_SIP_EK

Directory Number Configuration
Bm xmz %'m &2 ety Contly I:D:.Iﬂ!hlw

rDirectory Humber Settings

Woice Mail Profile Sweeure_SIP_[magration (Chooge <None> to use systarm defaulth
Calling Search Space £ Homg =
BLF Prasence Group® Standard Presence group

Usar Hold MOH Audia Source < Hone >
Network Hold MOH Audio Source < Hone =

Aute Answer® Aute Answer OF

: .F.I.'FECI Anonymous Calls

8. FCUCARILE 5 £ 4% Jy CallManager-trust

S EOS Administration > Security > Certificate Management > Upload Certificate/Certificate
Chain , A5 LA CallManager-trustifc N EBE N SECUCHRFZBH[BENAMET R L £ EZACUCRKRIEH

o



ulmln  Cisco Unified Operating System Administration

CISEQ  Eor Cisco Unified Communications Solutions

Show = Sefirgs = Securly = Sotweelpgrades =  Services —  Help T

(51, wenerste setsigned £y uptond chan [B) DowncsdciL (G Gereratn con

1 Uplosd Certificate/Certificate chain - Magils Firedo = B 8

i & Betpas AT 10 e mplasfarrnie artificataliplond.da l "4" "u‘:

Ll

Wpload Certificate fCertificate chain
3y upiosa [T} ioae

- Gtatus
@ Warring! Uploading a dster-mide certificate will distnibute it to all servers in this custer

rUpload Cortificate /Certificate chain
[ T e Caltanager-trzpt ket

Deseriphoniirendly nama] U st peatahieaie

Uplosd File [ Beowra. | DO0d2edS0

[ upload | [ cless |

@ U i ale g regurad men .

N orE . LEERE , EEEHECisco CallManagerfRSS MBI H £,

FlEZ £ SCCPim O
BLECUC

1. THCUCRIEH

SMEICUCEE>BEER>ZT2>RIEFH. ARRTEURL , FiE+H 578 & H<filename>.0 ( X4
FRELTR, 0T =2 .htm ) WX, AR5 KLESave:



Root Certificate for Cisco Unified Communicalions Hanager Authentication and Encrgplicn

Subject CH=Ciscolinity-Sdad32e booafa-4559-57 81 - SEf 2 ce850d4 8
Issuer Cfi= Ciscolinity-Sdedd2e brcafard 559-57Bf-S6f2 c6a50da L
walid Prem Toe Mar 31 08:39:34 CEST 2015

Walid Until Fri &pr 01 08:59:34 CEST 2022

WErnen 2

Filg Hame 5Ted0es.0

Senal Number FEbefb 31851 440435F1 Be06405 30002

Certificate Text

« GACWILdWh D SHesato RCI g Q7o rwYHU L S 22 TOOwYVAES
TEFIEATE----

Prrvabe Fey HE 2P2p Ve 3 g he LrEv IV pSLAEHZ W WX EL 342 sk 3G GwnZ L IMVhl g/ rEse hZELDM

i gicie lbnm it shin nctifinbin mn o Bl s £ d0a£6.0 (the file extension must be .0 rather than .hem)
| Geners Opstrs Link in Mew Tab
i |

Orpeers Linke in Mew Windos
Dpsem Link in Mew Private Window
Bockenark This Link
Capy Lk Lecgtion
This Frame L]
Irspect Elernent (1)

2 ZBEREME R BNBRIFERLS,

SMEBBEER>BERS, EUUEACEFENBERENERTRE,

Phone System Basics [ PhoneSystem)

Phone System  Edit  Refresh  Help
[ save | | Delete | | Previous | | dext |

Status
’Vi.ﬂ Thie phone SyStem cannal take calls untd & port group 5 Sel. Use the Related Links to sdd a (ot group.

Phone System
Phione System Name® F‘hungsmm

¥ Default TRAP Phone System

3. A MFHSCCPIRm A4

f£Phone System Basics T EfYRelated Links FHI4EAR , #%£#2Add Port Group , RE1%EEGo, £
EEAF , MAUTEER :

- BFERS:

o UHOAKA : SCCP

« REZFBFBEIR* CiscoUM1-VI
« MWIOn%#l :



« MWIKFZH :

N oE . WEBLFASCUCMLENRELE.

Status
r:‘h Tha phone gyitem cannct take calls if it has no ports. Use the Related Links to add ports.
@ Created Port Group{s)

Port Group

Display Name™ Secsre-SOCP-L
Integration Mathod | cocp iSlimng)
Davice Narme Prefic™ CigeauiM vl

Reset Status | Resat Mok Reguirad

Message Waiting Indicatar Settings
[¥ Enable M e Waiting Indi ]

MW On Extensicn SUETR1

MWI Off Extenson F0G0%0

Delay between Reguests 0 millizeconds
Mazimum Concurrent Requeests o

Retries fter Successful Attempt 0

Retry Interval After Successfid Attemnpt g millizeconds

Fieddg marked with an agterisk () are required.

4. JmiB AR S5 25

S ZIEdit > Servers , AIFEMCUCMEERIMTFTPARS 88,

| Delete Selected | | Add |

I Ly
m o

o [10.48.47.110 0]

| Delete Selected | | Add |

TFTP Servers

| Delete Selected | | Add |
o oder
| B8 o

| [ Delete Selected | [ Add |

10.48.47.110]

N B BFEUTEROTETPE . CUCIRSE BRI AMETFTP FRCTLI 4,

5.8 &£ SCCPi%A



EmOABERER T MEXER THES , &BFNREOD , REERED, EEEBEOF , @A
UTEE :

- BH:Biks

- IR AHE:

- BFERS:

- WmO4A:

- RSES

« WOTRH

- Z2EX:  EnFE

Status
’7..11‘. Because it has no port groups, PhoneSystem is not listed in the Phone syatem field.

| save |

New Phone System Port

1¥] Enabled

Number of Ports g

Phone System Secure-SCCP
Port Group Secure-SCCP-1 =

Server cucld

Fort Behavior

[+ Answer Calls
[¥] perform Message Motification
4| Send MWI Requests (may also be disabled by the port group)

[| allow TRAP Connections
Security Mode Encrypted -

L.-%f%

Bt ECUCM

1.8 w0

XS MMZE CUCM Administration > Advanced features > Voice Mail Port Configuration > Add
New,

RMELRESCCPETHMA RO, B—HNXAIETHERAEETHNRELZL2EXAT , EELERE
Encrypted Voice Mail Porti&£ I,



Bm xm Ecaﬂ- %m o Bty Conty %mm

~Snatus
@ Ratus; Ready
~Dewice Information
REgustrabee: Rgspstengd with Crpcd Unihed Communicatong Hanbger 10.45.46.182
1Pvd Address: 1h.48.56.104
B pevies is trusted
Fort Name CiaenliMa- 11
Description VH-3CED- SO0 DOMS
Devics Peal® Default -
[ Dewioe Config o« Mong = -
Cafling Search Space < Mone = =
AAR Calling Search Sopce < None > x
Lecation™ Hisk_Rang -
Device Security Mode® Encrypted ‘aice Mail Por -
Use Trusted Relay Point® Dafaul -
Gealaeaninn < Mone = -
= Directory Humber Infaor
Direchory Murmber® 455001
Paetition % Mone > -
Caling Search Space < Mone > -
AAR Grdup < Mong > -
Internal Caller 10 Display VaicaMai
Internal Caller IC Display (ASCHI format) yaicemail
External Mumber Hask

2. ffCUCHRIEH E4& Hy CallManager-trust

£ OS Administration > Security > Certificate Management > Upload Certificate/Certificate
Chain , ARG CallManager-trustfe X EE B N SCUCHRSJ[EEWAIET R £ £ E£CUCIRIEH

o



Certificate List

CaliManager @ Warning: Uploading & cluster-wede cerificats will distributs it to 88 servers in this chater
CallManager-trust

CaliManager-trust - Uplsad Certificate Certificate chain
CHlIManagEr-traat

= Certificate Purpase™® CaliManager-trust
CallManager-trust Ceseriphien(friendly nama)  CUC roat cant
CallManager-trist Upload File [ Browsa_ | s7ed0e88.0
CallManager-trisst e
CallManager-trust Se—
CAPF-trust @ . indhcates requered em.
CAFF-trust
CAPF-trust
CAPF-trust
CAPF-trust
CAPF-tust

N oE . LAEBE  EEEH A Cisco CallManagerBRE SUETF B £,

3. BEEEEFEEMWHIF/RDH

£ ECUCM Administration > Advanced Features > Voice Mail Port Configuration 3 B¢ & MWIFF
IRDH. MWIgRS LIS CUCELE T,

- Message Waiting Information
Message Waiting NMumber* 999991

Fartition < MNone > EI

Description MWIT on

Message Waiting Indicator* @on T off

Calling Search Space < Mone > -
= ;'_Eave

~Message Waiting Information
Message Walting Number* ggegag
Partition < MNone > =
Description MWI off
Message Waiting Indicator® & 5. @ of
Calling Search Space < None > v

i r Save




4. 0|2 EFERF 5

N ER B IEZHB 4 5| F (Advanced Features > Voice Mail > Voice Mail Pilot)e AL TE :

- EEHAEISE

« FPUHESRZEE BiEaSRESISHRARAN D X>

~Voice Mail Pilot Information
Voice Mail Filot Number gpop
Calling Search Space < Mone > x

Description

Make this the default Voice Mail Pilot for the system

5. 0125 B E M 4

B 2215 0P 4 Bl B SV LU PR B iR B 45 $2 1£ — 2 (Advanced Features > Voice Mail > Voice Mail
Profile)e HALEE :

- EEFHRHES:

- EEEHEBE

- Voice Mail Profile Information

Voice Mail Profile Name* |\iaicemail-profile-8000] @

Description Secure Volicemall
Voice Mail Filot™** 8000/< None > -
Voice Mail Box Mask

Make this the default Voice Mail Profile for the System

6. 18 F i 4+ e B S+ 70 EC 45 DN

FHESMHRENH I BEAITEEAREEMRRDN, EXDNRER , #HApply ConfigiR4

SMEFURE>EXSE , RRERN :

« EEFERHEEN S EEFHRAECE N H-8000



~ Drectony Moamis ings

Voioe Maill Profie Volkemall-profie- BD00
Caling Search Space < None =
BLF Presence Group” Standard Presence group

User Hold MOH Audio Sourcs < Hone >
Metwork Hold MOH Audio Source < Nong >

Reject Anonymous Calls

[Choose <Mone> to use system default)

7. QIEEFER T A

a) AN DR B £ BR 48 (WP AL 3% E > B8 /5 4R >4k B% 4H)

- Line Group Information

Line Group Name™* [vorcemail-ig
RMA Reversion Timeout® 1g

Distribution Algorithm® | angest Idle Time

b) AN N B9 15 F BB 4 5 42 51 R (AU BR FR > B8 B/ 5 4> F 40 B K)

= Hunt List Information

ﬂ Device 5 rusted

Mame* vokcemal-hl
Descriplion

Cisco Unified Communications Manager Group®  Default

| Enable this Hunt List (change effective on Save; no reset required)

| For Voice Mail Usage

C)ANINFT Y F 45 5| S (FFAUBR F>BE B/ F 4> F 451 %)

- Pattern Definition

Hunt Pilot* [z000

Route Partitan < None >
Description

Numbering Flan < None >
Route Fiter < Nong >
MLPP Precedence™ Defalt
Hunk List™* volcemail-hi
Call Pickup Group < Mone »
Alerting Name

ASCII Aderting Name

Route Cplion @ poute this pattern

Biock this pattern Mo Error

oAl



SCCPim O3 iE

S EICUCM Administration > Advance Features > Voice Mail > Voice Mail Ports 3 % iiF i O 5
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EXHHTRERH, BRAKEDE , £ @dDevice > TrunkiSIESIPHF YRS , M TNEA T
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- WRFTEHRXREEBEIEIT. (CUCM - CallManager, TFTP, CUC - Conversation Manager)
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- MBFAAEXLEIER , M4ZKERER,
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http://www.cisco.com/c/en/us/support/docs/voice-unified-communications/unified-communications-
manager-version-50/112040-packet-capture-cucm-00.htmi

W{AIFECUCHRS 27 L /5 AR ER

http://www.cisco.com/c/en/us/td/docs/voice ip _comm/connection/10x/troubleshooting/quide/10xcuctsgx/1
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E1MER  TEBYZREERE ( RHCAEHR )

ME—RSBRESFESHRE , BATLSRE,

1 0. 00000 130,235,200, 241 130,235, 203, 249 TCP insrl_boors > hrrps [SwN] Seqsd win=16388 Lens=0 MSS=1460
2 0. 000 52 130235203, 249 130,235,204, 241 TCR http:s > instl_boots [S¥M, ACK] Sege0 Ack=l Win=3B40 Leén=0 HSS-
30, 00049 L30. 235,200, 241 130.135.103,3249 TCR Anstl_boors > hutps [ACK]) Seqel Ack=l Win=17520 Len=0
4 0, 001074 130,235,201, 241 130,235,203, 249 S5L client Hello
5 0. 01341 130.235.203. 249 130.235.200. 241 TCP https » Instl_boots [ACK] Ség-l Ack=141 win=G832 Len=0
& 0, 005269 L30.235.203. 4% 130.2135.700,.341 TLEvl Server Hallo,
7 0.005838  130.235. 203.249 130, 235. 200, 241 TLEVL certificate, Server Hello Done
8 0, 006480 130.235.200.2 13i].2_35.2|}3 249 TR insrl tmnts > hrrpe K] S5& -1-11 Acks1895 Win=17520 Lénsd
0, 135 - AlRCT L_guc I-';t_g = Unkng
10 0,0 a0, ."J_ 30, 235, A%, 2 F NG |_DOoTS Y5 [RST, ACK] 5 o LB
11 0. D.'-‘HE-E 1.1[).235.20‘.‘[.241 1.3':} 2:5 0%, 2-5'9 TCR oA “boote > h'[ |:-5- [5‘1‘N] seu-{l mn-lﬁlaﬂ Len-{l MES=14 60
12 0.072706 130.235.203.249 130.235.200.241 TCP https > insti_bootc [SyN, ACK] Seqe0 Ackel Win=5840 Lén=( M5Ss
13 Q.072751  130.2135.201.241 130,235,203, 249 TR Amsti_boote » hiops [AcK] Seqel Ack=l Win=17520 Len=0 --
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1)CUCM &= Unknown CA

- BIFHAICUCIRIEPE LA ESCUCRS I BEEHRSES L.
R EH R Y IR SS 85 £ E 8 3h CallManagerfR S -

2)CUC K= R Unknown CA

IiFCUCHRS 88 L #IPort Group > Edit > Serversft EF 2B EHWH A TTFTP IP#iit,
WUF o] AMIEE RS ESF M CUCM TFTPRRS 85
FRCUCM TFTPEWICTLX R HHH ( Mshow ctrfiH SiE B TR , MIRERSE


https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html

BREMR). MRFTZITCTLClient , EEFZ{TCTLClient,
- BB FCUCHRS R , EMRH EFH IR R OHLUMCUCM TFTPE#T FECTLXX#,

£ 2 fiER : TTEMCUCM TFTPTRECTLX 4

LR HPVEX R E AR REF

<{froot>

MiuGeneral,25,FAILED Port group 'PhoneSystem-1' attempt set InService(true), error retrieving server ce
MiuGeneral,25,Error executing tftp command

"tftp://10.48.47.189:69/CTLFile.tlv' res=68 (file not found on server)

MiuGeneral,25,FAILED Port group 'PhoneSystem-1' attempt set InService(true),

error retrieving server certificates.

Arbiter,-1,Created port PhoneSystem-1-001 objectId='7c2e86b8-2d86-4403-840e-16397b3c626b' as ID=1
MiuGeneral,25,Port group object 'blc966e5-27fb-4eba-a362-56a5fe9c2be7' exists
MiuGeneral,25,FAILED SetInService=true parent port group is out of service:

BRRTTER

1.7£Port group > Edit > ServersEl E P F AR ETFTPIRS B[R E £,

2RIUFCUCMERRBATREE,

3.KWCUCM TFTP LR EBFECTLH,

KHI3 - HEWRRINRAE thim A AR IEAM

LSRR A XY R E AR IR R ¢

MiuSkinny,23,Failed to retrieve Certificate for CCM Server <CUCM IP Address>

MiuSkinny,23,Failed to extract any CCM Certificates - Registration cannot proceed. Starting retry timer
MiuGeneral,24,Found Tocal CTL file [/tmp/aaaaaaaa-XxXXX-XXXX-XXXX-XXXXXXXXXXXX.tTv]
MiuGeneral,25,CCMCertificateCache: :RetrieveServerCertificates() failed to find CCM Server '<CUCM IP Add
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1. XBRABERH TFCUCMAMCUC LM CTLXXHMIMdSKRIEFM A ITE , X2HF

. E#M B3I CUCHRSS 88 ARIFTCTL 3L 4+,

iR fa

CSCum48958 - CUCM 10.0 ( IPtbiit EF1EH )

CSCtn87264 -Z 4 SIPik O M TLSE R L K

CSCur10758 -F £ /EBR E A #5YEF Unity Connection

CSCur10534 - Unity Connection 10.5 TLS/PKIE24ETTRCUCM

CSCve47775 -FAFHECUC L EFH ML ECUCMMBICTLFile5 iE/I ThEEE K



https://tools.cisco.com/bugsearch/bug/CSCum48958
https://tools.cisco.com/bugsearch/bug/CSCtn87264
https://tools.cisco.com/bugsearch/bug/CSCur10758
https://tools.cisco.com/bugsearch/bug/CSCur10534
https://tools.cisco.com/bugsearch/bug/CSCve47775
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