%4 LDAP(LDAP)E &CUCM
Hx

Ba
RREH

=%

R %
HEER
BIF ML % DAPSIEH
EEZSIDAPE X
EEZ S DAPSRIIE
RUCIREFESADH L4k

BEPERR
HxES

&g

ARIXEN EFCUCMIEIZNIER L LDAPEZEEMEADE| R £ LDAPSEEMN TR,

TR

=R
Cisco BB THUTEH :

- AD LDAPHRS 2%
- CUCM LDAPELE

- CUCM IM & PresencefR5(IM/P)

ERREHF

AP HREEETFTCUCM 9. xR KR E B RR A,



AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

BRER

Active Directory(AD)E ¥ B AR N BER B FiHEIHI(LDAPS)ELEADRE &4 B F 1 B L
(LDAP), XBEZEFALDAPSIEBERNCAZRIES,

~
AR BRMERELDAPEH URFLDAPEIADEZN HMBERIMENANESR |, FSH

LA 4832 © 2431 Active DirectoryiE #Z2%4FSecure LDAP

36 UE M = FELDAPSIEH
$B1 FILDAPSIES LA FIADIRSBIE , FIdp.exe TRRIFADIS % L 2B E R FALDAPS,
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Connection Browse View Options Utilities Help

LOAP_OPT_PROTOCOL_VERSION, 3);
% Error 0 = idap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap LDAP_OPT_SSL,(void*)&iv});
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P .com.
Retrieving base DSA information...
Getting 1 entries:
configurationNamingContext:

CN=Configuration,DC= ,DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC= NC=com;
dnsHostName: WIN-H2Q74S1U3%P com,
domainControllerFunctionality: 6 = ( WIN2012R. );
domainFunctionality: 6 = { WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-

H2Q7451U39P,CN=Servers,CN=Default-First-Site-

Name, CN=5Sites, CN=Configuration, DC=

m,
forestFunctionality: 6 = ( WIN2012R2 ;
highestCommittedUSN: S00892;
isGlobalCatalogReady: TRUE;

v imahrani=ad: THHIC-

MNimA3269E 8 I , AR :



53 Ldp - disconnected -] X

Eannectinn Browse View Options Utilities Help

UPDATE_STATS ); 1.2.840.113556.1.4.2204 = ( N
TREE_DELETE_EX ); 1.2.840.113556.1.4.2206 = ( |
SEARCH_HINTS ); 1.2.840.113556.1.4.2211 = (
EXPECTED_ENTRY_COUNT ); 1.2.840.113556.1.4.2239 =

( POLICY_HINTS ); 1.2.840.113556.1.4.2255;

3269

supportedSASLMechanisms (4): GSSAPL GSS-SPNEGO;
EXTERNAL; DIGEST-MDS;

0x0 = Idap_unbind(id);

Ready NUM
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d = idap_sslint("WIN-H2Q7451U38P .com”, 636, 1), A
Error 0 = ldap_set_option(hLdap,
LDAP_OPT_PROTOCOL_WVERSION, 3);

Error 0 = ldap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap,LDAP_OPT_SSL, (void*)&lv);
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P - LCom.
Retrieving base DSA information...
Getting 1 entries:
configurationNamingContext:
CN=Configuration,DC=network218 DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC=network218,DC=com;
dnsHostName: WIN-H2Q7431U39P _ - .com;
domainCaontrollerFunctlionality: 6 = ( WIN2012R2 );
domainFunctionalty: 6 = ( WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-
H2Q7451U39P,CN=Servers,CN=Default-First-Site-
Name,CN=Sites, CN=Configuration,DC= ,DC=co
m;
forestFunctionality: 6 = ( WIN2012R2 );
; hichestCommittedlISN° 500892
Ready NUM
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114 v | cent = 0 K
File Home Share View e
&« v oA > LDAPS 3 cert v 0 2 Searchc...
A Name Date modified Type Size
3 Quick access .
e =l CERTCA2012-CA.cer 3/27/2020 8:57 AM Security Certificate 2KB
5| Documents — - - -
E NIN-H2Q7451U39P-CA. «com.cer 3/27/2020 8:55 AM Security Certificate 2KB
¥ Downloads WIN-H2Q7451U39P .com.cer 3/27/2020 8:56 AM Security Certificate 1KB
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cert
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@ Upload Certificate/Certificate chain - Mosilla Firefox 0

© £ https://10.201.218.163/cmplatiorm/certificateUpload.do s se N D ® @

ogin @' Signintoyouraccount [ Current [ Training

Upload Certificate/Certificate chain

G upoas [T ciose — [ Go |

admin Search Documentation About Logout

-Status

@ Wwarning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

-Upload Certificate/Certificate chain ]
Certificate Purpose™® | tomcat-trust &
Description(friendly name) | |
Upload File No file selected.
|
Upload Close @ File Upload
A indicates rege <« v A » This PC » Desktop » LDAPS » cert v | O Search cert
Organize = Mew folder G== =
B Desktop ol Mame Date modified Type Size
< i LDAPS | ~CERTCAZ012-CA.cer 3/27/2020 8:57 AM it b & L 2KB
ToDo =] -VmAHEQNSIUBQP-CA.net... 3/27/2020 8:55 AM Security Certificate 2KB
& Cisco 5] WIN-H2Q7451038P com.cer 372772020 8:56 AM Security Certificate 3KB

fF A 8] £ 4% Jotomcat-trust ( 1B FTR ) FCallManager-trust ( KE TR )

.r O & https://10.201.218.163/cmplatform/certificateUpload.do Li = e ﬁ- mweoms@® =

r
Upload Certificate/Certificate chain "~ login BT Sign into your account [ Current £ Training

5% upoad [T Close [PRPRIONN - o Unified OS Administration + [ Go
admin Search Documentation About Logout
—Status
@ Success: Certificate Uploaded
@ Re i 1 rvi ing th “util i art Cisco Tomcat®,
| 1f | @ File Upload
the
| T » ThisPC » Desktop » LDAPS » cert v O 2 Search cert
| ~Upload
| Certifig  Organize New folder e M @
i Descrip [ Desktop s Name Date modified Type Size
Cplong LDAPS
| = -CERTCA2012-CA.cer 3/27/2020 2:57 AM Security Certificate 2KB
. Topo &= IN-H2Q7451U39P-CA.net...  3/27/2020 &:55 AM Security Certificate 2K8
UDbﬂ r 2NN 856 AN = " o -
& Cisco _ﬁ] WIN-H2Q7451U39P ACOM.CEr 372772020 8:36 AM Security Certificate 3KB
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Services , Wi 2 A BBUEM /B FCisco DirSynclRS ( MEFIR ) , HEBAN TR ELEHES
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alarm * Trace ~ Tools v Gomp v Colome v Help v

ontrol Center - Feature Services PIERIRNCTS Service Activation | Go l

Start () Stop L:J Restart (@ Refresh Page

Status:
DrReady I

Select Server

Server” | cucmpub218 .com--CUCM Voice/Video || Go

Performance and Monitoring Services

Service Name Status: Activation Status Start Time Up Time
(®) Cisco Serviceability Reporter Started Activated Fri Mov & 09:30:34 2019 146 days 00:27:49
Cisco CallManager SNMP Service Started Activabed Fri Mov & 09:30:36 2019 146 days 00:27:47

Directory Services

Service Name Status: Activation Status Start Time Up Time
® Cisco DirSyne Started Activated Wad Mar 25 12:17:13 2020 7 days 22:41:10
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admin Search Documantation Abaut Logit

System = CalRouting = Media Resources ¥  Advanced Feahwes * Device - User T Buk ¥  Help v

() sove I oete [ conr Py PerfomFursynchiow i Acdew

rGroup Information

-

User Rank* [1-Befault User Rank ~]

Access Contred Groups

Add to Access Control Group
Remowve from Access Control Group

Festure Group Template [ < None > v]
warning: If no template is selected, the new line features below will net be active,
Apply mask to synced telephone numbers to create a new line for inserted users
Mask
Assign new line from the pool list if ane was not created based on a synced LDAP telephone number
Crder M Pool Start oM Pool End

Add DN Poal

rLDAP Server Inf

Host Name or IP Address for Server® LDAP Port® UseTLS
[win-raQresiuzse com [2s | E4

SEE  BIAERT , ZELDAPHRS 2= B A B EH110.5(2)SU2F19.1(2)SU3 FQDNAR AR 12
EERLABHTRERS , WRFEANZIPHIEMFRFQDN |, N % H S utils Idap config
ipaddrBA{Z 1EFQDNZEICNL IE FYSEHE o

PSR2 BEXEILDAPSHELEE X , iF &£ HPerform Full Sync Now , Z1EFIR :
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LBAP Configuration Hame® e
LOAP Manager Dutngushed Wame o,
LOAP Password®
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LOAP User Soarch Base® crecnerace

LEAP Costom Fiter e Uters < ere
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aliln  Cisco Unified CM Administration LEVEEY Cisco Unified CM Administration |

CI5€0  £or Cisco Unified Communications Solutions

admin

Search Documentation | About | Logout

System +  Cal Aoating =  Madia Ressurces =  Advancad Features +  Devics = w  User * Buk * Hep ™

:%mm @wu gmru &mw

@ 3 records found

User  (1-30f3) Rows per Pagelso_.|
Find User where | First name w | beging with  ~ Find || ClearFilter || =p| =

O User ID * Maating Humbar Firat Hama Laat Name Dapartmant Dirgctony URE Usar Status Usar Rank

|| gsiagy 2183 Gwen Stacy gstacy @ ~Com Active Enabled LOAP Synchronized User 1

(] hosborn 2182 Harry Gsbarn hasborn@ JGam Active Enabled LDAP Synchronized User 1

[0  eearker 2181 Pater Parker pparkerd: oM Active Enabled LDAP Synchronized User 1

B4 S EccmuserR (https://<cucm pub>/ccmuser) ARIEAF & F2E K,
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Phones Voicemail IM & Availability General Settings Downloads

My Phones

Phone Settings

Company Phones

These are the phones prowded to you by your company. You may set personal preferences for these in Phone Settings

|

Cisco BA65
2183

Call Forwarding
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S FCUCM Administration > System > LDAP Authentication, # ALDAPARS 2515 2 #ILDAPSHR
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LDAP Authentication
(i sove

@ Update suceessful

— LDAP h ation for End Users

Fluse Loap authentication for End Users

LDAP Manager Distinguished Name* [ i .com

LDAF Password " [senessnnsenansansnnsesnes

Canfirm Password* [sanens seenns .
LD@F User Search Base™ |gn =users, de= de=com

rLDAP Server Information

Host Name or [P Address for Server* LDAR Port”  Use TLS
WIN-HZQ7451U35F .cem |[3269 =
Add Ancther Redundant LDAP Server
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Statii
@ Update successful

rUC Service
UC Service Type: Directory
Produst Type® | Directary |
Name™® [Secure Directory |
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Host Mame/IP Address™ [win-H2Q7a51U3%7 .com
Port [s3s
Pratacel [Ts

Save Delete Copy Reset n@ cang Add New
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