B CAPFIEL CAERLE B 30Uk FE M MZR1T
H

‘%I.u

PN
FREM
2R
ERNALE
S=ES
VAl B B!
[
ADAR% iuF
IS i F i & Active DirectoryfR 5%
BAMEEIFPRS

J1CiscoRABIEIF F1E 4R
F 5 48 A AT 457
Active Directory CiscoRAI /= Bl
s o 1iF FSSLLE I B &
NTLM VAl
4 FWeb UE$S
Web SSLE
CUCM EiiE
0 iF
BIFCUCMELE
HEREERE

B

AN BB Cisco Unified Communications Manager(CUCM)BICAPFTELL ThAE B 3 E A FN4E1T

o

FERFMF

=R

Cisco BB THLUTEE :



- BRG-BEEER

« X.509 iE$

 Windows Br%585

* Windows Active Directory(AD)

« Windows InternetfS 2 BR % (11S)

o NT ( #7HEAR ) LANEESR(NTLM) & 4Kt

EEL: PR
AXEPHEEETUTREME AR

« CUCM RxZ 12.5.1.10000-22
* Windows Server 2012 R2
- |PEiECP-8865/E 4 : SIP 12-1-1SR1-4%112-5-1SR2,

AXHEFNEEHBRETREXRERETNREFREN . ANHEPERANAARZERAIERAR
(BN ) BE. MRENMELTEIRS , FHRETHRAERSHIBERRE,

=|

0N

H R

il

RN RZDENEENMERTR , A —FSHRZA,

I8 U fR 55 256 81 1 B HA

BRWindows RESHBEE 7T EEN B, HEMNKX , BAE22HRSE SR IUEP M A A (CA)IE
B R E MK WIER N EMEE,

EH RS RITEIAR

RIMERT , REB[ITENBEARENEZH , HlAIWIN-730K65R6BSK, B FAADERS 2 i EEM
HE—HER K BREZELRN  NRES[ITENBEFTNEFTERZS [N MNBCAMAE R
MIER ; BN , ELRERADRSE , EERTHESTNANTERELRE.,

1. SMEIRH RS 2R  EBEUENBHRUITTFREEM
2. i%&$F Change izl } % A ##Y Computer name,



I PROPLRTILS

T S Aol Tl Tl B T B O P
tompde [arges i wfe eoen b e e e e
[ Spanee Prepabed =
Comgpurss hirms sy | vt | Ramats e —
LARSDC-RITH
l* Pr N e T by 4 i’ 1 sl APy s [y na —
- _u;“;_- S —
e
Mgy
G T Prducion e
e Mt i
A b ey TETLEE [
o o
. ey
3 e T SoeEe o g 1 doman o i r—
T malaieiil
o L

88 Windows Server 2012

3. B R RS BURAEL.
BoE
ADRRSS. H P ANEBIER

J8 FA AN EL & Active Directory R %

1. #£Server Manager® , #%#Add Roles and Features , AfFi%#¥Role-basedHifeature-
basedZ ¥,

2. Ntk iZEserver ( ARSI R B —MRSEEE ) -

3. #%&$FActive DirectoryIH RS -

ot Server h-1.=|:"EE'jIZ=' * Dars b

L Asd Baied o Features Witard =0 X

[ [p——

T e F—— [k il Radet an Features Wizand =T

i
| o
"

4. BEEIEENextIZH |, RF1EE Install,

. BRERTHG , EFCloseizfl,

6. Server Manager > AD DS T HIM —NEHF R F |, #E=RActive Directoryidl RS Fr BRI EL
B, EEmorettiE | ARG kRavailable actionAB I ZEME S,

(9]



ehie Pl Ua Cirlaprslairs el e e by D g e Bl o e b mibma—

7. EREIRERSPHET , ERAENREEMNFFM , FETHRBUEEPDNSE, EXL

DSRM#Z#,
= Active Directory Domain Services Configuration Wizard |= ==

TARGET SERVER
LAE. D - R P gy e

it the deployment opens
o 3 dhamuen cana a
Acld 8 repw doman g
33 a formt
Spevrdy the deeman mib Bpe
et Aloemiban rdem L o
B Artive Directory Domain Services Configuration Wizard [=Talm=T
TARGET SERVER
LAE-G-RTPe o

Talect burcBoral level of the rupe forest ard et domain

Fonet Functional ke Winckown Sarer 2002 B2
Doergen baniaengd bt Wirndhowd Saveps 200 F2
L4 iy Bl Ded
L s 5] v
+
Pt iy Se Mloede [DEFM) pariswied
Sapesed  seeesssss
eofom pasmends sssssssses

8. }§ENetBIOSHE & ( Ak A EFAMICHAMEN1T )
9. TS, RE , RE[REFBIUTHEZE.
10. P REFZRIBEHER. Hltn , MICHAMEN1\Administrator,

Server Manager * AD DS

I-i-l SIRVIRS
B Daskicard A0 werem -
I Lizazad St

B A sercens

B Fibe and Storage Seraces B

LAB-CC-RTP BLALILIEE O - Performase (ossters md aed 20000019 42040 PM

BRMEEIES RS

1. EIRSEBREERD , R MABMINEE.

2. & ##Active Directory Certificate Services 7R INFTEEIHEE ( FIE AT AR RN LR E A
A ERSHIEEN ).

3. NTFABRS , BREIEBMAIEWeb T



= Adid Roles and Features Wizard [ = o (=

Selbect the role senvicrs fo ineiall for Active Denectory Corificate Senaces

Bade servsed Drricripticn

Crtificaion Authority Web
Errodimar? provicie o umple Wk

pewpsatagn et [CRLx] snad el figw

Onliray Rarypondes

£ A Rales and Faatures Wizkid [ = & =

SelPrantaled fiireik
L J- 0o - BT 3 e L0

Drieription

Wl Server pocwiclid duppeadt far

Wieh Server b hoat an mbeeral oo
evternal ek 1itn or o providie an
srwironmant for developen to

crnate Wik-Based spplcatiom

<P | | Nawt s 1 Concal |
4. 7£Server Manager > AD DS T4 H I —NBEFIET~ |, Fr8 2Active Directoryil $ IR 5P
FMNEE ; EFEmorettE , R EFavailable®R 1,

& ==

HAD-CSZERRAEIERFHTAIT LR :

1. & Certification AuthorityFlCertification Authority Web Enroliment,
2. %R Enterprise CAR HIEI :

3.8 CA

4. BIEFHFLHA,

5. EAFAH — SHATHERINIRE

6. ICAiI&ECommon Name ( X MERFZ 2O EN S THE ) -



S TINATICN SRR
CA Mame LAB-DC-ATPmbctamen. ciem
Credentials Specify the name of the CA
Rzip Sario
St Tip Type & commen rame 10 ity Sy certification suthornty (CA). This rame i ackded 5o o
—o wertifcaber mpgnd by the L Dibirguebed rame poffo valor: sne sutomaticaly genarstied bud can
CA Typs s
Frtvart Kby
i Common rueme for ey Cic
Cryptograpy
[ coame
‘Walidity Feriod Drapberagasenbapc rusma paffoc
Carmitaane DaSIm O mmicharmen DC acom
Tk P of destongparthed name
Chm LAl 0C-RTF DG s maghamen, DX s 0om

7. FValidityilR ERSFE (MREFE , A LLIREES ) ,
8. B mSHHRE 5L ENextiR,

) CiscoRAB 22 $ &

1. fTFFMMC, %&EFEWindows start&#r , MZE1T % Ammc.
2.3 TFFMMCE O , ANEEE T (ATEENTRER ) , AREEBHE,

4 Hew ChileM
T Open.. o
4 e Coles |
Save .. 1
1 | Ad/Remere sopein Ctrls M :
Options... .

i €8N Seied? snagar far e corrole from Bae i ailabk ter and configure B stinried set of snapr. Fer
mmnummmmnm
- ?ﬂmmm
S oo N —
- immh—-’:
- |a o s Dirctory Lipers and
LalCertifeamen Autherity (Local]
Certfente Terplaies (LAB-DC e
ammmmm
[aat> ] o
- [z | [
Fous can use the Actve Denectory Domars and Trusts srop-m bo marasge Aciree Dineciony domans snd usts.

3. 1&?¥F|Ie>8ave %Hltt?'““ﬂ’"%lﬁﬁﬁ;"éﬂiﬁu'l% EEHIEE
4 NEBERTH , ERIEBRR

5. Bl S EER(RFRBIEBFRNAAER (WRAA ) ), HIFEE N CiscoRA,

‘immmmmm
e 2 56 B

7 Censcle Root -.Tmrmm Lrherra Wersion
bimmmmtm pErree———r— 1

hmbtmrrlammd(mn T Auhrnts sted Srisen 1




6. AR B LRRAIEREEM,

7. E&FGeneraliETl+ , HHERMIREN20F (MRFE , LAl LURE

B, EREARER, EREHRUAREN, BT,
CiscoRA Properties ?
Subject Hame bsupnce Requinenents

Supersadad Templates | Edensions Seourtty | Sarver |

Wbty peaiond Ranerwal paicd
[ Ej‘!aﬂ v: | 1[:-j:da:(: u:

|| Publish cartficabe i Active Dwectony

ok | [ cocal | v |[ e

8. Ji?#Extensmnsﬁ I+ , 2R .E RApplication Policies , R /GEZFEdit,

(M!’-l}lﬂ [Conpole RoofCemtilicate Templates (LAB-DC-RTR.mi -:!'narn

o Fie  Astion  View Fovorber Window  Meip

CiscoRa Properties L7 [l

L A B
Censcle Rt Termpioie Dirpl] | et Home inarcs fng s
i) Active Divectiony Domainn snd Tty B 0csP Rnp oo | Compatibity |I-\¢c-,¢-_|q:rr,|ng Crmagraty Kr_ ==
=g Directony Upen: and Compuaters B crons Conl Fuperunied Tomplaes Eormin Serty | Serew
i et Lo 3 Ca Enchan Temadily an setiermmon, select , and e cich B
£ Coaficate Templates (LAE-DC-RTRPsc® | T i lipcoren,
b W Irmperat bl osrmatios Sereoet (15] Managtr .“I:":.mln-\.'-: e i s
.:D--.-:w-,i.a b
2 Weeztation Tlamc Conatrarty
7 RS and 163  Cotfeats Tompiate irfornaton
=] N i Feboss
_-_l-c-l.-r-.-.—r_ S o L
B Cioola,
x Lar
."\U'.II‘S-';"-H
= Semantcand [ e

3 Asgtherticad
e
H Bage 175 bl

_: Aajrrenestiiag

7 EF5 Recovn

9. MIBREIME O & RFTE R
10. %&#FESubject Nameik I+ , AR/F%EFESupply in Request# 1E &4
11. & Securityi W< HRBEWA/ AP ZBEEZFNR,

S

AR EARAS , AEREER AR SRT T EENE ,

HifE ) o FEUETF

BEXERLZERE.

FAEFHREF /\ﬁ'ér']ﬁ«agﬁ)\%ﬂ&ﬂﬂﬂlﬁﬂﬁ%F*ﬂﬁﬂﬁ:ﬁ%)\ﬂl&ﬂﬂﬂlﬁo BXRiF

MEE , BESFMicrosoft 34,



CiscoRA Properties [

| General | Compatibity | Request Handing | Crptoprapty | Hey Atbestation |
| Superseded Tesipiates | Etensiors Secuty | Sever |
Group oF USer N
& Administrator
82, Domain Adming MICHAMEN 1'Domain Adiming]
82 Enterpeise Admins (MICHAMENT\Entexprine Admina)

Pemissions for Authericated Lisers Mlow Darey
Ful Contred ] O
Raad "l O
Wite il O
Erral e O
Putoarral ol O

Fi - 5

P:‘m.murmmmmsm | | |

ok | [ coca || ey |

{SEUE 5 AR AT R

1. EMMCE RS T | EFUEP AN , AREIF SXHRH SR B U BEAR" I HK,
2. ZEBEEMW N BRAR NERFHNZ AL R HERGE

3. i ENewFCertificate Template to Issue,

4. & 02 M4 E A CiscoRAER

B File  Action View Favorites Window Help

oo nm XD B

| Console Root Mame Intended Purpase
b @ Acive Dctoy Do s Tt | 18 T
b Active Directory Users snd Coamputers = Directory Email Replication  Dinectory Senvice Empil Bepl
# ) Certification Authority Local) 5 Domain Contraller uthent.. Client Suthentication, Senve
= ﬂ-:-l LAB-DL-RTP Z Kerberos Authentication Client Authentication, Serce

| Revaked c':""“""“ 5 655 Recovery Agent File Recovery
tiouad Carilicatis & Basic EFS Encrypting File System
Pending Requests =
Fadect i = Dorngin Controller Client Authentication, Seree
i -
. C:nuf:::l;ﬂmplatﬁ =1 Web Server Server Authentication
3 Certificate Templates [LAB-DC-RTP.micham|| = Computer Chenk Muhentication, Sere
[N - TR SN, - T —— = User Encrypting File System, Sec:

Active Directory CiscoRAMK /= & &

1. SMEIMMCE B 8 5t |, R/FiEFActive Directory A F Mit&E#l

2. ERREB R PR PEFEUsersSTH XK,

. ETERM. REMEANERINZALERES,

4. EENewHUser,

5. A AR B/ZBBIZECiscoRANK P ( ALK fF Fciscora/Cisco123 ) , HEERETER

Password never expires& % 4E .



JiE@ e Achon  Veew  ravomtes  Window  Help

es 2@ 0/ XEeE BE Ve TER

“| Console Root Mame Type

b gm Active Directory Domains and Trusts | LAB-DC)| &, Administrater Ukser

4 ] Active Directary Users and Computers [LAB-Dv %mw RODC Password... Security Gra
b ) Saved Queries 2, calo-maintenance User
4 F3 michamen.com BR, Cert Publishers Security Gro

» 3 it Woscors e |

p [ Computers B Cleneable Damain Contr... Security Gro

2] Domain Controllers : ;
B,
» B ForsignSecurityPiincipals B2, Denied RODC Password ... Security Gra

b [ Managed Service Accounts 2, DnsAdmins srt{l.ll'.rt)' Grg
B hos B2, DnsUpdateProny Security Gro
» = ("M;:- whime fibbarsi (1 manli %Dnm»aln Adrming S-QCIJI'Itj.' Gra

ISE I MSSLY EBLE
BANTLME 41T

1. SMEIMMCE R # 5t , AA/FEInternet Information Services(lIS)ManagerE B 8 jt T iE R RS
EE=E
2. WRESIRFERET —MH., NEFHRIL,

& Fle  Acton  View Favoibe  Window Help
wn nm B

! Conssle Root ' (93 + LBDCRTP »
b g Aotive Directory Damsing snd Try S
4 otrve Divectory Usevs snd Compi
b ] Seved Queries [ﬁ_‘_m Y @ LAB-DC-RTP Homy

a ] micharencom S
- ::-Lm 25 LAB.DC-RTR PACHAMEN gl b 45
= & rpteanion Foo! 5
! Domain Contrgllers —
: ] rquh:“rinﬁmu b Fhes & i! ﬁ
:,H-hm-;-adi-em-m.ﬁam: ﬂ Authenticat | Cymare
3 Users
b L Certilication Authority [Lecal) . an
i 2B 2
Errar Papes | Faied Hanea
3. %&$EWindows Authentication , A5 MActionstil ( A& ) FiEZEEnable
NE| 53 ¢ LAp-DC-RTP ]
Comnectioms i et
T ﬂ'ﬂ Authentication
a ?; m;ﬁwmmum L I @
B Sgacien Pech Hipee B [m——
- S Ancey TR Rutharts ston [rabiad
RSP W T Letgaptalan sl it Dkl
e, Suthmte shon [ HETR &5 (halenge ||
4. &$EAdvanced Settings 7 & EREnable Kernel-mode authentication &% 4E
143 + LaBOCETP & [
o e
- L |8 eﬂ Aurthantication i e ---::-. Lrar= e 87
Nl St Page - T ._.-;.:; Eoe ]
A e — e Eee—
™ A PR A RO Rrabled
APAET bmgsmnn i e Devstdn
[T — Hrabled HITP 228 Chulerge per——— —

| rsble K rresds gutbortia oo
L
ahard: wed prevent e with

5. % Providers , XNTML# {THERF |, ARF%EENegotiate,



Sehert b providtr froen e bl of el peorvidest. and Chch A
1 bk 0 Tht bl prinaiers

Aoyl ey

4 R WebBR35 258 & A0EH

MR RERWebRFZSHEBFEBIER |, ZIEPHCALE , AN NRWeb RESH[IEBLRBZEN
, CiscORATCEEZEFNZIEH,

1. MISER BT ELHWeb S8 , R MS B S

Comnections L o .
.e’* =TEI | ﬂ LAB-DC-RTP Home
Filter: - ¥ 6o - &
s
él Si 9 5
4 i Default Web Site = &E’I @
b 4| CertEnroll Asp Authentic... Compression

b - B CetSrv !

= N
iy & B
o il

HTTP HTTP ISAPI and
Redirect Respon.. Gl Restri..
Lugt” «Xy
Server Worker

Certificates | Processes

Management

2. BNBRT | B —MES |, BTEERCAILEB, NRERED | ERFCIEBIES. £
B0 $HRAENLIEIR, BROABRETHENTNTERESES(FQDN) , REEET—
&,



o L
............ gt s g 1k s e s, e e s st e e 3 s Ca e R
o S el B bl s .t g Pt
el g ma g [ETS . o Vet B | gy i Gy - -
P — sy — o e
2 il Dl Wk 1 B i S il T
¥ 5 Conloh = r—
¥ Coste e Conitans [ia__|i e b Pt
L]
LComttomgaraiodd Hamt FrimeeTe
gl

Ay ot s s o o i, S pervimcs i ity o b o
o= marwy el By 1w e slsberotees.

Commgs pama T T ——
s

Depiisnd = 3

e iy 1}

e e war]

eay

3. 1&?¥,U\E’J1‘ECAE’JIIE:F31’IE7MTUJI%‘ , REIEET K- -
Create Cenificate [

E'J Online Certification Authority

Specdy the certdic stion bathenty wither your dormaen that wall ign the deftihcate. A mendly name i fbgquaind
B Bl Bt eagy bo femmenber

Specity Omline Certifscation Authority:

[LAB-DC RTF\LAB-DC RTP.michamen.com T s

Examgle: CertifistefiuthontyMName) Serveriame
Friendhy namie

[Web Cert msused by LaG-DC-RTF

Previcus ] ._ Finish Cancel

CAIEH MWebBR35 38 &ML HE 25 H,

& q.l Server Certificates
li‘:.::‘-:Kw AR | T T PO 1 St e e s o B 00wt it kA g e
2 dgghcua Fusk [ . o Yo 1 | Gep b o Doy
ol Ho [y = sl Té T [ J—— Dt
& A Dol Wt s Lk DC-RTF k£ RTR T o
B e :*'*"“ | it v iy LD TR [T v EE T |

WebBR 5583 SSLAFE

1. ERAEPERE-NER (BAUEARANNESEEERAISENR ) , RENRFER
FIEERAE, KIPRERPERESR BT ZEERTUCE, mEMMERMILHGE, EE
Add S T SSLAR E AR I EN 35 <o

|$j @ v LAROCHTP + Sam » DefeckebSan »

RS}
W St Pag
4 93 LAB-DC-RTR pACHAMBHT | T i b A | Genop by &
o g teon Py i ry

9 Default Web Site Horme

o
tem
Ll S

] 2 Y N i =] oy
5 i Dol Wek by "] 'n!i T [-] L CE]
i a1l e F heEnprs . Cosvgeiiians  Deleal DTy [
B W Gty Codumeint  Bromunsg

2. ﬁéﬂiﬁ’ﬂﬁl}\lﬁlﬁyﬂ DSOJZE’JHTTPO XTﬂ:géi ﬁﬁ?¥http80 MSSL Certificate T 1151l 5%
PREFEL-THOENBAZRILED , RFEEHOK,



Site Bindings (2] = |

Type Hedt Hame Pir 1P Addigis Binsding Infarma...
Edit

hittp B

1P add Port
||H.'|p: | [[#1 Unassigned DI

Huost rame:

[ Requie Sorver Hame indication

550 centificate:
Web Cert issued by LAB-DC-RTP || seteer. [ [ vew. |
Mot telected

LAB-DC-RTP 0 o |[ cma |

3. U7 , BMNUR LBAMNSSLYE , R THIR R MK EPIEEBrowse *:443(https)iE B IE %
HBERBEN , AHRIMKIANSHIEAHTTPS,

@ Explore
Edit Permissions...

Edit Site
Bindings...
Basic Settings...

View Applications

View Virtual Directories

Manage Website [~
Restart

Start

Stop

Browse Website
Browse *:80 (http)
Erowse *:443 (https)

Bty

el el

Advanced Settings...
Configure
4. FLBEEEEREENRIIISKS. FRREEETHNERRINIET

CUCM EL &

1. &M FAD CSM T (https://YOUR_SERVER_FQDN/certsrv/) H# T CAIE$,



Microsoll Actre Dureciory Censcme Sensted —~ LABDCRTP

Download a CA Certificate, Certificate Chain, or CRL

To trust coicates issuid from thes cerificabon authorlty, install ihis CA cerlificals
To downigad a CA cartilicale, certficate chan, of CHL, select e certlcale and encoding maethod

ChA cerificale:

Encoding method:

=DER

O Base 64
Install CA cartificale

Dowmnload CA ce'llrlv:,aIE
Dowmioad CA comibcateitham
Download latest base CRL

. MOS AdministrationT1 $fin £/Security > Certificate Management , A/5i%#EUpload
Certificate/Certificate chainiZ £ LA £ 1& B #91% & J3 CAPF-trustf CAIE P,

Upload Certificate/Certificate chain

Eéi Upload E} Close

- Status

@ Warning: Uploading a cluster-wide certificate will distribute it to a

~Upload Certificate/ Certificate chain

Certificate Purpoze® |CAPF-trust |

Description{friendly name) ]
Upload File [Erowse. ]|LAB-DC-RTP_CA.cer

Close

—

Et& ECallManager-trustfiEMCAILER , RAMRLHBEHATZREESNE (MBEHLT

BEEX  WRAsEML ) , WEEZIES,

. BBRESRE S, EserverERFi%EUnified CM PublisherfR5528 , £ Service RER ik

¥ Cisco Certificate Authority Proxy Function,

. ¥ Certificate IssuerfJ{E1& i& 7§ Endpoint to Online CA , 3#i AOnline CA ParametersZE&#Y
B, BREAWebIRSSESFQDN, 2 5812 H9iF $1E MR A B F5(CiscoRA), 1EJMicrosoft

CARYCASRE LUK fiE A 2 B 81 2 Y CiscoRA R P i = BV 1



Service Parameter Configuration
B Save Set to Default

rSelect Server and Service

Server® cucm125pub--CUCM Vioice/Video (Active) v
Service® Cizco Certificate Authority Proxy Function (Active) - |

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

— Cisco Certificate Authority Proxy Function (Active) Parameters on server cucm125pub--CUCM Voice/Video (Active)

Parameter Name Parameter Value
Certificate Issuer to Endpoint * | Online CA w ||
Duration Of Certificate Validity (in days) * [1825 |
Kev Size * 1024
Maximum Allowable Time For Kev Generation * |30 |
Maximum Allowable Atternpts for Kev Generation * |3 |
 Online CA Parameters

Cnline CA Hostname |Iab—dc—ii5.michamen.cum

Online CA Port [443

COnline A Template |CiscuRA

Online CA Type * | Microsoft CA ~

COnline CA Username |nnou

COnline CA Password |uuuu

5. 8B NBALEEEMBNCAPFIRS. BE% , BiECisco Unified Serviceability > Tools >
Service Activationi83& Cisco Certificate Enrollment Service , fEserver= R ix
Publisher , %" Cisco Certificate Enroliment Service Ei&4E , RFiEFESaveirl,

Security Sarvioey
R QLE L LT
B Ciea Cortiests Mitharts Prary Fundee shtiiadad
1= [ e e e et Comtraed |
=5 Cmoa CTL Frowveder dectiaded

5 uF

WKEISTES

1. NIEEZZIRFEWPCHWeb M HEF ( ZRIEFSCUCMEMIRSHBMNTR—ME ) B, SHEE
#9 IR %5 85FQDN(https://YOUR_SERVER_FQDN/certsrv/)o
2. i%iﬁ#’i$§1§&¥?ﬁo wBIAAREULS, BARTESTHANFQDNIE,

Vira I e H it e P T T 1
I‘ L pimatp bkt U el ef b i s el peed il
L

b b e o Ceadams

#4 Your connection is not secun 77 =% SR =

ey ey
Tt ot o Lo, - bk PYCRTa DAY Pl Aol Tt
Eetins) Micben, Fireho Mas ol Comebced b Tt wetrite Tiad Aol . o Wil W i 1 i) s sl i il by Vil
B e L ]

Bty et Wi W 00 Peeds Mo ety il Dl

(3 - 5. PP BT C0T: iled. % vl BT 8T

The Cerbfaie & not nated Devaane The mpey oertil
Tha prwiy Fraght ra B miing thed SpORGErang indy
A sdconal oot perifcate may need B0 be impon Perusd o Vality

Ersor ooade



3. BZHING , EEauthenticate; tbB |, BEE M 2 85I CiscoRAMK F B i& BV EiE .

Authentication Required

@ https:/lab-de-iis.michamen.com is r\tqdﬁring }':uruwrﬂgm:md pagawgrd. .

User Mame= | ciscora

Passward: | PP |

Cancel

lab-dc-iis.michamen.com uses an invalid security certificate,

4. %ﬁBAlIEI‘ 18I RERS B BIAD CS ( Active Directoryif $ RS ) iDL R H,

Ui this: Wiebs Sife 1o requast a certdicale for your Web browsor, o-mal chenl, o other program. By using a certficale, you can v
wilh ot The Wb, Sign and encrypl messages, and, depending wpon The ype of coriScate you regass], peronm ofhar Security ta

Wi £an ako w e Wb 2t 1o download 8 cerbhicalo sulfonty (CA) combcate, combcates chin, of Oirihcale sivecaton il (0
Lo

Fior mong inkemataon about Actry Deociony Condoale Senveces, soa Aty Depciony Codoaly Seneces Documaniabon

Select a tashc
Boeguesl a cortdosie
Vigrw The slatus ol 8 pendng cerddcabe rgguast
Dowriond p A cprifcaty. cartonln chan, of CR

KIFCUCMEL &

WITUATSREHF —PEBIELRELSCIEH,

1. T FF CallManager AdministrationZT , k)X $T FF Device ¥Phone.

2. EFEFindRHA L E REE,

3. ERELRKLSCHBIE,

4. 8 R BB WA A IETHEE(CAPF)E B

5. MCertificate Operation® & #ZInstall/Upgrade,

6. E$FAuthentication Mode, ( By Null String® ] - FAiX B8, )

7. R BN ERE , HEBiFERsave , RFIEFEApply Config.

8. BIEEM B HEMESE , FALSC StatusiTIEERHINE K IHEELSC,

H ks

1. MADRRS 88U% , FTFFMMC3H B I iE 5 50 & H180 B 3 5 o LU R E 9 & BYE B X%
2 BEXBERERENRA , BBEUTHEHAEGE -

« FR ID:ME—FFE

c BREEW : MAEREEER CiscoRAKFHVAF B,

o UEPER:AIE RPTEIE K CiscoRAE AR Y B Fro

- EMEANLARASL  XAERHINEZEMHBEFRS,

o UEBAENHEEMIUEHEIH B



Console Root [ Request ID
4a Active Directory Domains and Tru|| ]2
- Active Directory Users and Compu|| [5]3

I
3
4 L5 Certification Authority (Local) I_’—_n"

Requester Name Binary Certificate Certificate Template Issued Common MName Certificate Effective Date Certificate Expiration Date
L MICHAMENT\Administrator  -----BEGIN CERTL... Web Server (WebSer..  LAB-DC-liS.michamen.... 2/26/2019 9:36 PM 2/23/2021 9:56 PM

MICHAMEMT\LAB-DC-RTPS _ -----BEGIN CERTL... Domain Controller (... LAB-DC-RTP.michame... 2/26/2019 10:20 PM 2/26/2020 10:20 PM

MICHAMENT\ciscora -----BEGIN CERTL.. CiscoRA(1.3.6.1.4.1.3.. CP-8865-SEPTAAD2FCO...  2/26/2019 10:31 PM 2/26/202110:41 Pm

2 g LAB-DC-RTP
| Revoked Certificates
| Issued Cerlificates:
| Pending Requests
7 Failed Requests
7| Certificate Templates
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https://www.cisco.com/c/zh_cn/support/docs/security-vpn/certificate-authority-ca/214396-troubleshooting-capf-online-ca.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/certificate-authority-ca/214396-troubleshooting-capf-online-ca.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/certificate-authority-ca/214396-troubleshooting-capf-online-ca.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/certificate-authority-ca/214396-troubleshooting-capf-online-ca.html
http://www.cisco.com/cisco/web/support/index.html
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