#£CUCM-CUBE/CUBE-SBC 2 B¢ ESIP TLS
B =%

wn
RREH
EXR
ERE
BE
FEE
EESR
HEEHERR

=F!
f&ar

A EERNGE —BEEERCUCM)MENSE -1 R TH(CUBE) 2 AIEESIPEHELZE
(TLS)

FRGZM

BRIBEWT HXLEEM

SIP thHX
Z2UEF

R
« Kim EAY BB R A ITE ( BWERERBHNTPR ) .
« CUCM&FsL TREEN
- BETCPER (EM& My NIE LI HRiwA5061 ) o
- CUBESARER & W AIEMUCKIY Tk,
{5 AR 4R 4

« SIP
- BERIEP

[
R 5 B



ff‘“*:#;_ﬁhhh“xﬁ

] SIP Metwork
lr_.-'

___IH PSTN

siP

CUBE

r

BLE )
BR1: lREERMREFECUBENBERIEH

\é'_—r

crypto pki trustpoint CUBEtest(this can be any name)

enrollment selfsigned

serial-number none

fgdn none

ip-address none

subject-name cn= ISR4451-B.cisco.lab !(this has to match the router’s host name)
revocation-check none

rsakeypair ISR4451-B.cisco.lab !(this has to match the router's host name)

SE2BEEERE , HETH S Crypto pki enroll CUBEtestSAZRER B X B iIE$
crypto pki enroll CUBEtest

% The fully-qualified domain name will not be included in the certificate

Generate Self Signed Router Certificate? [yes/no]: yes
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Router Self Signed Certificate successfully created

SEWIIRMIEBE , FEFHIEH

crypto pki export CUBEtest pem terminal
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% Self-signed CA certificate:

MIIBgDCCASqgAwIBAgIBATANBgkghkiG9wOBAQUFADAeMRwwGgYDVQQDEXNIU1IO
NDUXLUTIuY21zY28ubGFiMB4XDTEIMTIXNTAXNTAXNVoXDTIWMDEWMTAwWMDAWMFow
HjEcMBOGALUEAXMTSVNSNDQIMS1CLmNpc2NvLmxhYjBcMAOGCSqGSIb3DQEBAQUA
AOsAMEgCQQDGtZ974Tfv+pngsl+cCelZ/e0b2zq6CrIj4T1t+NST1G55jMI919/14x
7Fa6DG33LmEYUMINntkLaz+8UNDAYBZrAgMBAAGjUzBRMASGA1UdEWEB /wQFMAMB
Af8wHwYDVROjBBgwFoAU+Yy1lUgKdb+rrINc7tZcrdIRMKPowHQYDVROOBBYEFPmM
tVKinW/q6yDX07WXK3SETCj6MAOGCSqGSIb3DQEBBQUAAOEADQXG2FYZ /MSew]j SH
T88SHXqOEVqcLrgGpScwcpbRImKFPpIhDValfH/FC6jnkGW7JFWcekA5Kp0tzYx4

LDQaxQ==

MIIBgDCCASqgAwIBAgIBATANBgkghkiG9wOBAQUFADAeMRwwGgYDVQQDEXNIU1IO
NDUXLUTIuY21zY28ubGFiMB4XDTEIMTIXNTAXNTAXNVOXDTIWMDEWMTAwWMDAWMFow
HjEcMBOGALUEAXMTSVNSNDQIMS1CLmNpc2NvLmxhYjBcMAOGCSqGSIb3DQEBAQUA
AOSAMEgCQQDGtZ974Tfv+pngsl+cCelZ/e0b2zq6CrIj4T1t+NS1G55jMI919/1x
7Fa6DG33LmEYUMINntkLaz+8UNDAYBZrAgMBAAGjUzBRMASGA1UdEWEB /wQFMAMB

Af8wHwYDVROjBBgwFoAU+Yy1lUgKdb+rrINc7tZcrdIRMKPowHQYDVROOBBYEFPmM



tVKinW/q6yDX07WXK3SETCj6MAOGCSqGSIb3DQEBBQUAAOEADQXG2FYZ/MSew]jSH
T88SHXqOEVqcLrgGpScwcpbRImKFPpIhDValfH/FC6jnkGW7JFWcekA5Kp0tzYx4

LDQaxQ==
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LA 7Rl 85 & FI1SR4451-B.ciscolab.pem

. L LUNERLuRET 4L 7 N . L P
File name: 15R4451-B.ciscolab.pem -
Save as type: | All types (*.%) -
= Hide Folders Save Cancel
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+ CUCM OS Admin > Security > Certificate Management > Upload Certificate/Certificate chain
- iE$ Ai%= CallManager-Trust
o bk, pemX



erti Laie/LE

B  hitps//cucmi0-5.ciscolab/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

E%W [T} Close

~Status

; @ Warning: Uploading a custer-wide certificate will distribute it to all servers in this custer
L

~Upload Certificate/ Certificate chain

Certificate Purpose® CallManager-trust -
Description(friendly name)

Upload File 1SR4451-8.disco.lab.pem

| Upload | | Close |

@ *- indicates required item.
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L NN Certificate Details{Self-signed)
(i hitps:/10.201.196.182/cmplatform/certificateEdit.dofcert=fusr localicmy/, security/CallManager/certs

Certificate Detalls for CUCHM1052, CallManager

[_E'I_Dw [ﬂmm [ilwmm @1 Downiaad DER Fil

= Status

@ Status: Ready

- Certificate Settings
File Name CalManager.pem
Certificate Purpose CaliManager
Certificate Type =t
Certificabe Group produck-cm

Description{friendly name] Seif-signed certificate generated by System

- Coertificate File Data

[

Wergian: V3

Sesipl NurmBer: AATESO3ASAIDZ0ZALTDSABLIFET4BTOFT

Signatursflgarithm: SHALwthASA [1.2.840.113549.1.1.5)

Izsuer Name: Lercdnb, ST=Texas, CN=CUCHM 1052, OU=grme, D=dita, C=US

Wakidity From: Tho Jul 21 13:11:22 COT 2016

To: Tuee Jud 20 13:11:21 CDT 2021
Subject Wame: LarcdnS, ST=Texas, CH=CUCH1062, OU=prime, O=dta, C=US
Key: REA (1.2.840,113549.1.0.1)
ey valwe:

J082010a02B20101006B03ERIM 17 7dcdbB4 3 Lefel6d Midb 1 2 Tds63 709 1d 1 dBe ThS
Bd21i3alGEod2aditeaTafc b4 265857 1bolabel 31 0et I06E02 4a84a JaFdc0 TeS0d Lac
AfbE5 1651 S69d44c IFI3GdSalc2al0ckfieSebe0dedbbl b1 Pea3dl e Foddaeasd L a 752
JeAXIG1 188561972 5cBd1 15a5ab 30076 5ediaS LoddFI336244a7d 214001 T a9 ba
J8d0¥aed L Tdee3 1954028 L GaGb020F 37RO e WG IS5 3daDcabbbalbdSaIcibTF 7202
BIdS0F14b7d8d4ee J0306907291 6451 bal 081584 cae2 21 2 bdbedS524da 596353 o

Regenerate Generate CSR Downloed -FPEM File Download .DER File

Clome

$ 6. ¥ Callmanager.pemiE + £ £ EICUBE

o AN HYmEEER T I Callmanager.pem
- EFIXHENEHAR
- ECUBELETUT@®H

crypto pki trustpoint CUCMHOSTNAME



enrolTlment terminal

revocation-check none

crypto pku authenticate CUCMHOSTNAME

(PASTE THE CUCM CERT HERE AND THEN PRESS ENTER TWICE)

You will then see the following:

Certificate has the following attributes:

Fingerprint MD5: B9CABE35 24B11EE3 C58C9A9F 02DB16BC

Fingerprint SHAl: EC164F6C 96CDC1C9 E7CA0933 8C7518D4 443EQOE84

% Do you accept this certificate? [yes/no]: yes

If everything was correct, you should see the following:

Trustpoint CA certificate accepted.

% Certificate successfully imported

SR7 SIPEENFEACUBEN BZEZILBEER

sip-ua

crypto signaling default trustpoint CUBEtest

SRS ERATLSE BRSX F1&

dial-peer voice 9999 voip



answer-address 35..
destination-pattern 9999

session protocol sipv2

session target dns:cucmlO-5
session transport tcp tls
voice-class sip options-keepalive

srtp

$B9 B BCUCM SIPH 4k % it B 3044

+ CUCM Admin page > System > Security > SIP Trunk Security Profile
- BEREXH , TR

SIP Trunk Security Profile Configuration

- SIP Trunk Security Profile Information

Name* CUBE Secure SIP Trunk Profile

Description Secure SIP Trunk Profile avthenticated by null String
Device Securnty Mode Encrypted L
Incoming Transport Type®* TLS =
Outgoing Transport Type TS -
|| Enable Digest Authentication

Nonce Validity Time (mins)* 600

X.50% Subject Name ISR4451-B. cisco_lab|

Incoming Port® 5061

| Enable Apphcation level authorization
| Accept presence subsenption
¥ pccept out-of-dialog refer®®
+| Accept unsolicited notification
| Accept replaces header
¥| Transmit security status

Allow charging header
SIP V. 150 Outbound SDP Offer Filtering® Use Default Filter -




AR HERKBERIERET , X509FBREZAERENCNENEREEXER

$B10.7£CUCM L B SIPH 4

. BRIEPSRTP allowed &L 4E
- FLEIEFAY B AV uk H RS 050608 #2 )9 ik 05061
- BHREBEBHNSpHEALZLHEXH (CELRIPLE)

SIP Information

r Destination

Desfinalion Address 5 an SRV

Destinaticn Address Destination Address 1Pv Destinalicn Port
1% 10.201.160.12 R 1
MTP Preferred Onginating Codec® 711w \
BLF Presence Group” Sraficard Presence gaoup »
SIP Trunk Security Profile” I5R4451-B Secure SIP Trunk Profie -
REH’.ILIIII'lg I'_'dtllg Search Space < Mone > -
Out-Of- Dialog Refer Caling Search Space < Mone » Ll
SUBSCRIBE Caling Search Space = NoniE > i
SIP Profile Standard SIF Profile- ophons + e Detals
DTHF Signalng Method * o Preference -

. REFHEETH,
56 UF

HTFEECUCMLEE A TIETMPING , ALtSIPHR NI T 2RSS

e & Dsopon :“ﬁ;':_"""' D Fasd k":‘*w*n Parttian ;‘:; Frianky ',‘:: SIF Truri Rt
ISE445]-B Q71 1-Seure o Full Service
Tk

SIPHRYRBE RTLERSF.
BENEFERSERDT :
show dial-peer voice summary
TAG TYPE MIN OPER PREFIX DEST-PATTERN FER THRU SESS-TARGET
9999 voip up up 9999 0 syst dns:cucmlO-5

HEHEER

S5F Trursh Taur gt

Tame: Bn Full Servce: O day O howr 0

e

STAT PORT KEEPALIVE

active
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debug
debug
debug
debug
debug
debug
debug
debug
debug

Webex 3% Hil §5 £ -

crypto
crypto
crypto
crypto

pki
pki
pki
pki

api
callbacks
messages
transactions

ss1 openssl1 errors
ss1 openss]1 msg

ss1 openss1 states
ip tcp transactions
ccsip verbose

https://000.gl/QOS1iT
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