Expressway 15.5.20 % & & xR AN89 A F &5 &
H %

A04AT R EVAE 5

4P Y B BRTHIRE
MBHARRY

RAEMREDLFILAR

TREHERHER

EERTEER

EBHXE G HEK

£ F+ 4% HA 8 =k F+ 4% J5 32 B0 & B

HEHEEZ ZFE;

EETACEHIat SR ERIFTFE
ARE

EEATEE

REEEE

ERE BIFE AR

&g

A STAY AT 4B 20T & Expressway SA A BIX15.5.208X15.5.21, ANR4FIH T EN R FA AR 0
MEEE,

€ ARV A £+

AXHEPNEEHRETREXREREPHRZIEEN . AP EANFTERZFRNDERARE ( BRIA
) BB, MREHMELTEFIRS , FRRETRAIERTHEERE,

S

SEE X155 217 T8, ©E28E2026F 10 APHPIRENISINER , hFiA
PHP2shell(CVE-2026-109618F1CVE-2026-109619,Cisco bug ID CSCwx37062,
X15.5.20@ L2 MERAE , T EWPHPIEIERF, EARXETHHMEEREUFARE
X15.5.205X15.5.21, iXHMNRANKEME . MCisco.comF#HX15.5.21,
Expressway R 5l = Expressway Selectf T AREH TR MRS , R /T =2 Expresswayt O Flid &
, lRAX15.5.21, REBWNAATEFIH15.5210FRE, ZRBEAHE L ENRG TEH
WHE L,



https://tools.cisco.com/bugsearch/bug/CSCwx37062

F A

B B8 I XNEFAEIREREZH

, BABHEHAR. FTLSKRIEREN

Enforcing , HIBIAEHZITEE., FA—IMNEEHER , MTA2IPiit FIFQDNHLAEE

o FMIRS BRI A4

RAESANA AN ZISAN A ZE

ERfECNAREEZT

T RMFQDN, mREEA

OpenSSLEIZECSR , N AJgE2 HIZHISAN, MRKEBXRW , ARFEFEL K MALERIN

BEHREE,
B 3 37 e MEX T REL

1EX8.11.4 20 , BLEXS8. 114001

HEBETEBRS | SE HE o JIX12 PAKIF AT £ 99 X15.x:2 Bi B9
BRI,

LHE ARSI | S s o EEOZARGTESR, WEHMEE

Bt 4 " EETTRLER |\ eme,

SBER  BRERN | o . EARLEEEER, RHARDE

%R A5 i HIEEHIRSBETA,

e < FPermissive E N Enforcing , 18&
TLSWUEERM , 5 | TR BT AT THABNES, EDEEDHELR
BEHGETEE .

T FE
- _ \ _, | EFEFQDN# TR , AT R
Eégimﬁﬁﬁgﬁ xq%%ﬁﬁgﬁémﬂﬁ%ﬁg;ﬁ BURBEOER, BSAULE
- Ul = UEAFQDN, ER3ARIEPIEY
R RNZE FQDN
FER,
RS BEBESANTR oy oo 8, FRFLE  EHRKED, WRSANFE , UT
CNFRASANRZR |7 o) | RBEERIT {BCN, BLBEHRARNULIET
FaER%EFQDN e ™ \2s o
SH it R >
. RSA2048+ZpP-  [HE A ;]15; AV 4'31 E 7‘;
256+, SHA-2ZE(E(T %; FRSTETH , TETTH
o
AR E EATEH |y e N BR&IRS K 4. iX £ ClusterDBHYREERS
BITCP 4371 i ™ H ETRAEEREAR,
EEEEROEHARBIT. X
EEZEEAPIZ i ii%%?ﬁ%; ﬁigﬁﬁpﬂ M FormPutXMLE A#{TCSRFRZE , B
P Toik 2 4H AP,
437 B BERD AR gy g A CookieEF B AALA 3| L E£BHEIE
Mo gsEneR |5 iR, MItEEETER.
WA ERUE B
SRS BT B A E R THE,

- SANFHIFQDN, MRZAiHBHERFESANRFEARSFQDN, XESANT B A ZE

EAf R ECN,



https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=36
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=36
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=36
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=36
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=20
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=20
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-4/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x154/exwy_m_optional-use-fully-qualified-domain.html#task_F1C039D99CF5D51819A50AF1AF2B3C19
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-4/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x154/exwy_m_optional-use-fully-qualified-domain.html#task_F1C039D99CF5D51819A50AF1AF2B3C19
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-4/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x154/exwy_m_optional-use-fully-qualified-domain.html#task_F1C039D99CF5D51819A50AF1AF2B3C19
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=36
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=36
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=36
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=36
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=19

- ZCNEE, WMRSANTFE B RTE , BIECNER  Bifth 2 kW, NENFATENDNSEFRK
FEIEFHSANSER A,

« NULF. @EBAXNULIIES & L,

- HEHj, notBeforeilZ\?ﬁiﬁllacﬁf , notAfterLlZ\?ﬁﬁ'Zﬂ:ﬂiﬂéo

- Z4A.RSAEA20481L , THP-256K FERHECER,

« ¥, SHA-2FK Ik, MX15.2/ , sha1W1'thRSAEncrypt‘ion*ﬂecdsa—with—SHAlZ:gEE%o

« MRE, WREFMMAERER , WEREZEN, NXEERLTEFEE.

H4F B BRI ERITHIRE

- EEOHEI ] , HEHFTLSKIERE NEnforcing , ENBHEE ( HEMNKF RSB
) HBIAEHZITEE. TXBTFTER, ES%PermissivefETJURIFAN | BEF 25T
ClusterDBIE BEEH X E4 & BRI,

o NEEFIRBAMEIHIFQDN, ERFARIEDR , BDERZIER,

- EESMAIBNERIEH. 323K G IREZFES N IBENERBME , FEEFXEH LXAE
FEABHE, XAHEQHIBRERES,

« HPasswordExpiryDays NORY |, AN B 7 BB HREFXRA. BAKE , HIRE£00:00
UTCItE , MR F &K,

« BBEAFICEREERIANN12, BISEEN3ZE24, 2IELTEBERAZRE , MAATLUIEL KL
AN,

- LDAPEE R ACHMAEEFHNEAELE., NIECREEEMNABMRTERTZAC,

- FNRE, i EESETABTHELZEAL BMIABEE, ARFLERITNEERR
B,

- RIREEATLEZEEXRSAML IdPEE.

- TETHESTARTTLSH B FIHT2UANXER KA,

- BTN RE—FTER, X142 T PAKIE IR 4R, PRAHEEXpressway R & St 25004 4
ZRESL1FE Expresswayit ¥ 2 R EH AR,

R ALK KK
REBEHEH, AMNBREMRET2EWINEHERE, FZBEIH EET R RKTREE,

MEMREEFLEAR

HiEP, TLSRIEHNEHFHERKME , REREFEERBH ZoFL. HYTR/BIXNESH
rE,

TREDEREER

BHERREEEFNEZENRE , TREIKSEIXHEEEHEER. AT —REHBAZX. REFEESTR
BNRETHR


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=21
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=36
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=36
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=20
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=21
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=20
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=20
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=20
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=20
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=30
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=9
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=9

EEBRALLEER

FRURBELZEHELTLE, I, EARERABEREBRALESXE, ENATEREREK
Mo

BN F H KW

1T.MNELHTRTHEENRERE. £ REMNtmp B FH T Finstallmage.log.

2. MBEHEERXTHNERGHR , EREIPHU FIFQDNIWAESHENFH IR, FEEMNNEHEL
FRH—ENX  EEEH , BAERETEE , ARERH. B2ERIARIBPERS 0
o

. UMREEEIUNBEX , BEHEHSRAHBHMNFHITLHER : REFQDNARMFSANF | HVE
SANAZRF L FCNH, HEISANT R IFEIEFCN,

4. LIFFHISANRK B BEH MR B EETNFTEDNSBE ML P, ELITEHRARINULBI B,

5. BIAFEBELE. Z{E1E. RSA 2048+5P-256+H FEHASHA-2Z R, TERFAAM MBI
i,

6. MTLSKIFZERN K" , BINEREZTEE , AREFLNTR LERAR,

7. AEETREBTRAEECETHRERIAR, I TRELUREREEN , FOARFR
R

EAFBRER ARG LR HEFER

1. BIANARAEEETK , HAT ST B#RRAX15.5.208X15.5.21 k,

2. BB BEPEREXEFN MEClusterDBF I developer.upgrade’B B , ARfF&E K “Saving
migrated data to CDB”,

3. ERFEBWER. ZIIMREEMMETEEG , ZUERXFER.

4. MRFRFZEY , BN INSEBREEFRS, BRNRR, B EEcookieZ X @BH
EHBIRGIBEAP,

T RE B R Ry & 5 &

« Web U EEMZZBER, ST AYBRIE  FHRESAATE, ELES[IH EEFE—
RGUIEZAET | AR At Z B2 HR | F&HIXAER.
« SSHE RBEXB/PAMAM , HEMNKRITHAFT, HAEIOTHW AR ZRID, KBRFIHEIE

« RESTIRE401, NTFESHNAMEERR , LENAITHE, E4AETUE TAPIGUEHN
77 = =B taa-chkpasswd kM, BEXRZB , ARER,

- MIBBEEL, ENTHERRERF (RIAARFE12D)) , BT KREI LW ERMEAN,

- LDAPEEBREATHHAR, NOEBENASLDAPRENBEIAZHI TR, BoRF
FRHECEABRFZAG, RiEEE R T ERBESAML dPEE.

- MZEHH EEBEEH RIARFRL, BO2ERIDARINER. ARTFTLBERLTTHE
EREB,

A

T

H: W EETRAR —MELR. MEREERIRNEEcookie, BURERFREMA



MEEFF - BNEHRBEESRE P R EERRNMBRD , FREAGEENBS , }
HHREEREIGHIERS. REIRTHAZTEECHNIERAE , A BREFERDZBSE
Mo

ZETACRHInt NIERIETE

1. BN RNREREANAE , UEBN T REEL,

2. METRHNTERSMRE | @¥Etmp/installimage.log.

3. BRE25IE P LA (openssl x509 -text -noout). & B FAEH,

4. EFPIRA., BIRLA K& xConfigurationSEE B TIsVerify & R 1F Al i& X7

5. A% LA K sshdFhttpd & 91 1IE Kk MM X EH A E1T. BEREBFcookie.
6. TiLREAAM, LDAPERSAMLERE R, BHEiF T MEMAPIEZI{L,

FRIa
EE AL

1. RARTEAZBIRA, ZHFAHREXI2026F10 AHPHPIRIEA |, B/ AX15.5.21, X15.5.20F
BIEIEE,

2. TR EHEE i MWeb UIINER ETTi51R,

3. REIREMHAOELS, MERNAER. (EFMNERE , EHBEEBEHRAKFR. )

4. ERERERFRITHNE G,

XEEF

1. BEBRPH S INNEABLTEITRES , HEEHIEE,
2. WERTETCP 4371 M4372 LERAN@TLSHTEE . (RBEEREF IHIEP B E LT K K
o )

3. & TIsVerify IEESKHE o
TZEFARY. BRATFENATR  BEFLESRKIE, REEnforcing HBINERRIFEE,
4. B RIBMARATRBN F M4 ut I TCP 4371,

5.AFER LEENRBIEIRP RS E REFE cookieH 12 M4,

BRERE K REEEANAE

WMRFEA TALFEDN P

o (OUl. SSHAAPHEZMBIE | . e o0 7 .
zgiﬂz B o e e & ) Eﬁup;:uaﬁaﬂeﬂzoo.oo UTC , # B ZBARERLIERE
> FHEERRZYRHTTP 401, °

—

DAPE |BEER{NIELDAPHBZMEN [N B R4 5Expresswayd# TR, TEH KPCE LA
BR B A TS TR R, B F,

:Zﬁm AL R S L 50 1 A B




mRFEA ftAHFEN MR XK
s L >, jﬂ’é’l\%ﬂgiﬂﬁbu%ﬁt%ﬂ% Hﬂ%ﬁo m4¥XConﬁ'guration
IRy |[RimEME E=XN s e
E;g’iiﬁ \15?;?32{3@%?1%?”“%5% Registration Credentia1A11asMap5*§ﬁ?§§2ExaCtﬁE%ﬁ
ﬂﬂ. / ’ ' ' s . EFXig XM credentialAliasBindingtB &R E E Mt

, NTTHISS R 2 RS, FEMIBRH.323% 5,

B AL v A A

MRAZIZ (UCEFIRIEBSANZREEN FiEH., BHEZIEMDNSSHRBRHHITHR, EFM
ZAM |DNSEWH , FTRETHEZH [KSANITEHIES,

BT EBNE,
a4 (i E EFEASTARTTLSE |MIRSTARTTLST AR , MIT AR AMER, 18EH4R
ZiR FH = FEREEHTLS, T EHEHRAXEIE,

ARBBITCD VPR, | o et FICSSM. CSSM* A4 S B B ELAE T
oo FROEBUSRISE2500 0% || W S I A R
BeeiFm] HESAER RED S & F FExpressway. BT EHAR R~ REFSFTTRIR

L PR =g Deregistered, EIME T RIRRT .

Expressway Select,
RESTH, ﬁ;gﬁgggfgﬁzﬁi BIER HAPIS REHES 8, BIB, e B
EERA (e T ke

FAKCSRFRH,



https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=21
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=9
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/X15-5-x/Cisco-Expressway-and-Cisco-Expressway-Select-Release-Note-X15-5-x.pdf#page=9

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



