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BLEBFDRY B VRN H T BB EE AN ESR,

VA

SEB1.EEOMBIN LB EBFDZA] , 44

Al 1

KA 2

SW1l(config)# feature bfd|SW2(config)# feature bfd

S ABFDIIEE,



HI2.EE£/BFD

R 1 R 2

SW1l(config)# bfd interval 500 min_rx 500 multiplier 3|SW2(config)# bfd interval 500 min_rx 500 multiplie

“~
AE  min_txFmsecEE RM50F|999Z ) , BIAE NS0, FRECEEZRM1EI50 , mREE

IMERS,

HIR3.E#EO LB EBFD,

0
AE  BANNED EWATEBFDLEREBFDLESH.

AR BRESABFDRYEN L E A EBRMEFIEEMI(ICMP)EERER, Ei#EA LE

Ano IPEEM@&$ENno IPV6 redirectsii o

KR 1 R 2
SW1l(config)# interface vlan 20 SW2 (config)# interface vlan 20
SW1l(config-if)# bfd interval 500 min_rx 500 multiplier 3|SW2(config-if)# bfd interval 500 min_rx 500 mu’
SW1l(config-if)# no ip redirects SW2 (config-if)# no ip redirects
SW1(config-if)# no ipv6 redirects SW2 (config-if)# no ipv6 redirects

BFDRFZEXRLTHARZZANEF , MRIETIINERZFE, SUUERERELIREY

, —BHF , EfIRSERENHNBFHEHEERERHFES. XEEREF-LEERE , flk
EMEUR —AREMWE S —ARENEE, EE-—MRBEBRE-ARBFTESORARBEEES B
BRI EETREFERE.

BFDEIEZHEERF N IR BIE T RIEBIMBE , AGKEBEUARENE , MAEBRFEISHERFSREE
o ERUERABRENITIHERBDZEHBFESREANABERE LNERER , MA2THBE
, MR MIRE , INRMANBEHEREEIEE , MWAFERNR.
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B TR X R RMNBFDAEZ AN HRBERETEBET , TREERINEHE, BAHREDS
HL At 2] 7

2024 Apr 11 22:07:07 SW2 %BFD-5-SESSION_STATE_DOWN: BFD session 1090519062 to neighbor 172.16.1.1

EIFERERM:EEINEEAW , XRBFDM —HUhAEE , HiZZhaEH L MEER @ 75 HiE g U
EEE, MRXEREIREXDFRIEY , NRAFERBZ.

2024 Apr 11 22:17:45 SW2 %BFD-5-SESSION_STATE_DOWN: BFD session 1090519174 to neighbor 10.10.10.1

BERERHKERARES | BEREFKXEUBFDLEXANGES , BEREANRN I EEE KT
T | &

2024 Apr 11 22:03:48 SW2 %BFD-5-SESSION_STATE_DOWN: BFD session 1090519058 to neighbor 172.16.1.1

CHEHIH N ot iE) B33 H: IR FAO N T et SR EWBIR BB BN TMWAL Z SIFERE |, 2R EXH
B, XRAEEAEFERZ,

2024 Apr 11 22:19:31 SW2 %BFD-5-SESSION_STATE_DOWN: BFD session 1090519061 to neighbor 192.168.2.]

administratively down: 53 R EEXHIBFD2ER N T HF HEXEE

2024 Apr 11 22:13:15 SW2 %BFD-5-SESSION_STATE_DOWN: BFD session 1090519064 to neighbor 10.10.10.1
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2R ¥YBFDEOSPFTE AR , eXFHEHAOSPFHFEEAOBMENEIRS. NMREEE
FXEEHRTHE  BEOaXARRENE. FSRPEIEOD HNBFDEE,

AL A KA 2

SW1l(config)# router ospf 1|SW2(config)# router ospf 1
SW1l(config-router)# bfd SW2 (config-router)# bfd

MIE{TEE , BXEEOSPFE O T /& ABFDip osf bfd

AL 1 KA 2

SW1l(config)# interface vlan 10 |SW2(config)# interface vlan 10
SW1l(config-if)# ip ospf bfd SW2 (config-if)# ip ospf bfd

OSPF - #9BFDL & R4l

SW1# show running-config ospf

!Command: show running-config ospf
'Running configuration Tast done at: Wed Apr 10 21:06:31 2024
ITime: Wed Apr 10 21:09:45 2024

version 10.3(4a) Bios:version 01.07
feature ospf

router ospf 1
bfd

interface Vlanl0
ip router ospf 1 area 0.0.0.0
ip ospf bfd

#ZEIGRP LEEBFD

SW1l(config)# interface vlan 20
SW1l(config-if)# ip eigrp 2 bfd



‘Q B~ . ¥BFDEEIGRPT B AN , EX FAEMREIGRPHFIEZEOBE N ENRES (XL
OXALRERENE )., MEFENXLEEHTHAE  FSRIEIEO LHWBFDEE,

AL 1 AL 2

SW1l(config)# router eigrp 2|SW2(config)# router eigrp 2
SW1l(config-router)# bfd SW2 (config-router)# bfd

LT oH , ©XEEIGRP#E O T /3 FABFDip eigr instance-tag bfd

R 1 R 2

SW1l(config)# interface vlan 20 |SW2(config)# interface vlan 20
SWl(config-if)# ip eigrp 2 bfd |SW2(config-if)# ip eigrp 2 bfd

EIGRP_LBFDRIEL & 7R f

SW1# show running-config eigrp

ICommand: show running-config eigrp
IRunning configuration Tast done at: Wed Apr 10 21:24:29 2024
!Time: Wed Apr 10 21:53:08 2024

version 10.3(4a) Bios:version 01.07
feature eigrp

router eigrp 2
address-family ipv4 unicast
bfd

interface Vlan20
ip router eigrp 2
ip eigrp 2 bfd

ZBGP LE EBFD

0
EE  ESARRYBCGPAFEMN , EFEMA TEMBCPAEEAEEZONE P

fER A, A, ©EBGPEEB MBFDEM N B ik,



EE  EiIRB LEBBFDAER |, #8E ‘multihop”@ “singlehop B ELIERE, MEKIE
HREF , MEWNEREEEERN , 2FEXRBBIA R singlehop”’s MR EAERERE , N
HE B BRIA R “multihop”s

AN 1 A 2
SWil(config)# router bgp 65001 SW2 (config)# router bgp 65002
SW1l(config-router)# address-family 1ipv4 unicast SW2 (config-router)# address-family ipv4 unicast
SW1l(config-router)# neighbor 192.168.3.1 SW2 (config-router)# neighbor 192.168.2.1
SW1(config-router-neighbor)# bfd multihop SW2 (config-router-neighbor)# bfd multihop
SW1(config-router-neighbor)# update-source Toopback30|SW2(config-router-neighbor)# update-source loopba

BGP_LHBFDEL & /=45l

SW1# show running-config bgp

1Command: show running-config bgp
'Running configuration Tast done at: Thu Apr 11 04:47:53 2024
ITime: Thu Apr 11 06:48:43 2024

version 10.3(4a) Bios:version 01.07
feature bgp

router bgp 65001

address-family ipv4 unicast

neighbor 192.168.3.1
bfd multihop
remote-as 65002
update-source loopback30
ebgp-multihop 5
address-family ipv4 unicast

56 E

BLEBFDH HEEMHIL ( HIWOSPF, EIGRPEBGP ) XBkfE ; 4MEZIRFIBFDARE. EHIAIX

—R, FETUATSS :

show bfd neighbors



R L

SW1# show bfd neighbors

OurAddr NeighAddr LD/RD RH/RS
172.16.1.1 172.16.1.2 1090519059/1090519058 Up
10.10.10.1 10.10.10.2 1090519060/1090519059 Up
192.168.2.1 192.168.3.1 1090519062/1090519061 Up
SW1#

ERMmA2 L

SW2# show bfd neighbors

OurAddr NeighAddr LD/RD RH/RS
172.16.1.2 172.16.1.1 1090519058/1090519059 Up
10.10.10.2 10.10.10.1 1090519059/1090519060 Up
192.168.3.1 192.168.2.1 1090519061/1090519062 Up
EWALBERHRSEMAEL  BEITUATHS

SW1# show bfd neighbors interface 1030 details

OurAddr NeighAddr LD/RD RH/RS
192.168.2.1 192.168.3.1 1090519062/1090519061 Up

Session state is Up and not using echo function

Session type: Multihop

Local Diag: 0, Demand mode: 0, Poll bit: 0, Authentication: None
MinTxInt: 250000 us, MinRxInt: 250000 us,

Multiplier: 3

Received MinRxInt: 250000 us, Received Multiplier: 3

Holdown Chits): 750 ms (0), Hello (hits):

250 ms (82590)

Holdown(muTt)
5219(3)
5219(3)
728(3)

Holdown(muTt)
5053(3)
5053(3)
745(3)

HoTldown(mult)
676(3)

Rx Count: 82588, Rx Interval (ms) min/max/avg: 207/1764/219 last: 73 ms ago
Tx Count: 82590, Tx Interval (ms) min/max/avg: 219/219/219 last: 67 ms ago

Registered protocols: bgp

Uptime: 0 days 5 hrs 2 mins 2 secs, Upcount: 1

Last packet: Version: 1 -
State bit: Up -
Poll bit: O -
Multiplier: 3 -
My Discr.: 1090519061 -
Min tx interval: 250000 -
Min Echo interval: 0 -
Hosting LC: 1, Down reason: None, Reason

Diagnostic: 0
Demand bit: 0
Final bit: 0
Length: 24

Your Discr.: 1090519062
Min rx interval: 250000
Authentication bit: 0

not-hosted: None

State
Up
Up
Up

State
Up
Up
Up

State
Up

Int
Vla
Vla
Lo3

Int
Vla
Vla
Lo3

Int
Lo3



SW2# show bfd neighbors interface vlan 20 details

OurAddr NeighAddr LD/RD RH/RS HoTldown(mult)
172.16.1.2 172.16.1.1 1090519058/1090519059 Up 4979(3)

Session state is Up and using echo function with 500 ms interval

Session type: Singlehop

Local Diag: 0, Demand mode: 0, Poll bit: 0, Authentication: None

MinTxInt: 500000 us, MinRxInt: 2000000 us, Multiplier: 3

Received MinRxInt: 2000000 us, Received Multiplier: 3

HoTldown Chits): 6000 ms (0), Hello Chits): 2000 ms (12454)

Rx Count: 12444, Rx Interval (ms) min/max/avg: 109/1919/1908 last: 1020 ms ago
Tx Count: 12454, Tx Interval (ms) min/max/avg: 1906/1906/1906 last: 856 ms ago
Registered protocols: eigrp

Uptime: 0 days 6 hrs 35 mins 10 secs, Upcount: 2

Last packet: Version: 1 - Diagnostic: 0
State bit: Up - Demand bit: 0O
Poll bit: O - Final bit: O
Multiplier: 3 - Length: 24
My Discr.: 1090519059 - Your Discr.: 1090519058
Min tx interval: 500000 - Min rx interval: 2000000

Min Echo interval: 500000 - Authentication bit: 0O
Hosting LC: 1, Down reason: None, Reason not-hosted: None

ERAXEFAEERETRIE

SW1# sh bfd clients
Client : Number of sessions

bgp : 1
ospf : 1
eigrp : 1

SW1# show system internal bfd sess-store interface vlan 10
No of sessions: 1 >>>>> Check Number of sessions

0x4100001b - 0x41000019 Hosting LC: 1 10.10.10.1 -> 10.10.10.2 bsid 0 >>>>> Check IP addresses

BFD_SESS_ST_SESSION_UP for 0 days 0:6:22 594 >>>>> Check uptime
V1anl0 [2 0x901000a:0x43 0:10 0x1000c 0x1000c]
SMAC: 4464.3c81.ddd7 DMAC: 4464.3c81.cdb?
Local TX/RX/ST(ms): 500/500/2000000 Mult: 3 EchoRx: 50000 Ver:1 Flags(0x0):
Echo Auth Interop (Disabled) Auth(0 O 0) Group id 0x0
Active TX/RX/ST(ms): 2000/2000/2000000 Mult: 3 State: 3 Diag: 0x0 Flags: Oxc
0000 Auth(0 0 0)
Spray DIs: 0
Port-Lcs:
Module 1 has 2 Tlinks - ACL not programmed
AppTlications:
(1) ospf [0x1:0x41000119 flags 0x0]
App Data : [c0a80301000]
Description: 10.10.10.2
MTS Dest 0xfe000001:0x140
No-Host reason: Ox0(SUCCESS)
Counters: >>>>>>>> Check the counters below
Retries: LC remove(0), ACL Inst/Rem(0/0), Redisc(0)

State
Up

Int
Vla



No. of ACLs Added(1l)

Flap counters:

Ctr1 Detect timer expired(0), Echo failed(0), Neigh Signaled down(0), Admin d

own(0),

Forwarding plane reset(0), Path down(0), Concat path down(0), Rev Concat path

down (0)

Last ACL added time: 58781 usecs after Thu Apr 11 22:18:19 2024

Last ACL response time: 81830 usecs after Thu Apr 11 22:18:19 2024

Last session install time: 58285 usecs after Thu Apr 11 22:18:19 2024

Last session install response time: 58717 usecs after Thu Apr 11 22:18:19 2024

{88 FH Access-Listi ilF

SW2# show system internal access-Tist vlan 10 input statistics

LBL M = Ox1
Bank 0

IPv4 Class

Policies: BFD()

[Merged]

Netflow profile: 0
Netflow deny profile: 0

Entries:

[Index] Entry [Stats]

[0x0000:0x0003:0x0c0d] permit udp 0.0.0.0/0 0.0.0.0/0 range 3784 3785

encap 0x0 [205340] >>>>> This

SW2# show system internal access-1list sup-redirect-stats | i i bfd

3085
3121
3146
3148
3156
3158
3209
3121
3146
3148
3156
3158
3209

BFDC TCLASS

BFDC v4

BFDC TCLASS V6
BFDC v6

BFDC v6 LL Ucast
BFDC v4 multihop
BFDC TCLASS

BFDC v4

BFDC TCLASS V6
BFDC v6

BFDC v6 LL Ucast
BFDC v4 multihop

BFD
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET

12217 >>>>> This counter need to increase
0
15
0
0
0
383697 >>>>> This counter need to increas
0

O OO oo



{# A Ethanalyzeri#t 1T iF

5—MITERRTHREZRR , E4HNUDPIE 37853 1T IR

SW1# ethanalyzer local interface inband display-filter "udp.port==3785" limit-captured-frames 0

Capturing on 'ps-inb'

5 2024-04-11 05:26:37.294596186

6 2024-04-11 05:26:37.294623155
7 2024-04-11 05:26:37.294635837
8 2024-04-11 ©5:26:37.294653159
4 18 2024-04-11 05:26:37.780441619
19 2024-04-11 ©5:26:37.780461351
20 2024-04-11 ©5:26:37.780467533
21 2024-04-11 ©5:26:37.780481315
30 2024-04-11 05:26:38.266365493
31 2024-04-11 05:26:38.266392766

MBFDE E HIUHERNBIE S H T FEMB RN B ARIPibit , BANXERERFETRAFER

WA,

AE  BEOTEE N0 bfd echo” i BAMERT |, HIRAE N E/RE S ZA# R P ib 11t 7146 4B

10.10.10.1 »

172.16.1.
172.16.1.

10.10.10.

172.16.1.
10.10.10.
172.16.1.
10.10.10.
10.10.10.

1
1

1
1
1
1
1

-

[ A 2 I 2

BiRIP#b It IR , AMEBFDES),

10.10.10.1 » 10.10.10.1

10.10.10.1
172.16.1.1
172.16.1.1

- 10.10.10.1
172.16.1.1 BFD
10.10.10.1 BFD
172.16.1.1 BFD
10.10.10.1 BFD
10.10.10.1 BFD

BFD Echo 7@ Originator specific content
BFD Echo 70 Originator specific content
BFD Echo 70 Originator specific content
BFD Echo 70 Originator specific content

Echo
Echo
Echo
Echo
Echo

70 Originator specific
70 Originator specific
70 Originator specific
70 Originator specific
70 Originator specific

BFD Echo 7@ Originator specific content

content
content
content
content
content

SW2# ethanalyzer local interface inband display-filter "ip.addr==192.168.2.1" limit-captured-frames 0

Capturing on 'ps-inb'

1 2024-04-11 05:38:21.155483591 192.168.2.1 » 192.168.3.1 BFD Control 66 Diag: No Diagnostic, State: U
BFD Control 66 Diag: No Diagnostic, State: Up, F1
BFD Control 66 Diag: No Diagnostic, State: Up, F1
BFD Control 66 Diag: No Diagnostic, State: Up, F1

.1 BFD Control 66 Diag: No Diagnostic, State: Up,
BFD Control 66 Diag: No Diagnostic, State: Up, F1
BFD Control 66 Diag: No Diagnostic, State: Up, Fl

.1 BFD Control 66 Diag: No Diagnostic, State: Up,

2 2024-04-11 0©5:38:21.182606602
11 2024-04-11 ©5:38:21.375187034
12 2024-04-11 ©5:38:21.402295701
4 14 2024-04-11 05:38:21.594612491
15 2024-04-11 ©5:38:21.621742431
20 2024-04-11 ©5:38:21.813971234
8 21 2024-04-11 ©5:38:21.841086554
22 2024-04-11 ©5:38:22.033395440
23 2024-04-11 ©5:38:22.060526055
28 2024-04-11 ©5:38:22.252709432
29 2024-04-11 ©5:38:22.279810427

192.168.3.
192.168.2.
192.168.3.

192.168.
192.168.3.
192.168.2.

192.168.
192.168.2.
192.168.3.
192.168.2.
192.168.3.

1

P R PP WRRNERR

R R R A T 2 2 = e

-

192.168.2.
192.168.3.
192.168.2.
- 192.168.
192.168.2.
192.168.3.
- 192.168.
192.168.3.
192.168.2.
192.168.3.
192.168.2.

1

P R R R NRPRPWERPR

BFD Control 66 Diag:
BFD Control 66 Diag:
BFD Control 66 Diag:
BFD Control 66 Diag:

No Diagnostic, State:
No Diagnostic, State:
No Diagnostic, State:
No Diagnostic, State:

Up, F1
Up, F1
Up, F1
Up, F1
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