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Cisco Nexus 9000 and 3000 ISSU Support Matrix

This foem prowides information for In-Sendcn Softwane Uipgrade (IS5U) support for Cisco NX-05
software on Mexus 9000 Seres and 3000 Series Switches basisd on your cunmant and tangst
rebiage, The upgrade relesses have Daen tested and valdated by Cigco, Cisco partnars, of Both.
Lign this form a5 a reference for supported softwar

For tpedback on this 1ool, gend ermai 1o

NOTE: 155U is ot supponed for softwann downgeades. If you want to downgrade your soffwans,
follows the disruptive downgrade procedure described in the for
your targot release. For ROOS softwane strategy and lifecychs, see the

Currant reloass  adm
Target reloase 1B
Current release: 9.3(11)

Target release: 10.2{5M

Recommended path: Direct path from Current Release. [ |

Cisco Nexus 9000F13000 ISSUX 53k

o
% : Cisco TACRUMAK /A BARUBEN TUF ( MK ) FARLH,

N
AE  BUMRBRERTUE RSAMAKRK,. RTFE—H , MMEELER2E11 , EE|FHACisco
Nexus R 4 &# 8 8 B F/RNX-OSKR A,

S22 ABTEERMICisco NexusRIBHLL I+ , THHEEREFRPTIRAFTAE Cisco NX-OSX 4,

a. BFRRETEH

b. SMEI TEHMALRIS , ABEITHHRE TR,

c. 2 HBrowse all > Cisco IOSHINX-OS Software > NX-OS Software > Switches > Data Center
Switches > Select your Nexus series > Select your linecard > NX-OS System Software >
Select NX-OS version to download,

d. FARBHEXHE EFUERXAHFAER , EHIMDS REMEH FTHENX-OSIH,
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e. BI¥SCP, SFTP, TFTPEUSBRINX-OSX 4 & i EIVPCHHIH A Cisco NexusRR 4l EHY
Bootflash, MMERER TR =Nk 2 — |, HEIEEMHNVRFERRIEZEXN RFEFHIT
pingiR{E, FEARHIG | SFTPARS EEHIIPH1E192.168.9.9 @ BB B X (VRF)EEH
a6

N9K-1(config)# ping 192.168.9.9 vrf management

N9K-1(config)# copy sftp: bootflash:

Enter source filename: nxos64-cs.10.2.5.M.bin

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the sftp server: 192.168.9.9

Enter username: admin

The authenticity of host ‘192.168.9.9 (192.168.9.9)' can't be established.
RSA key fingerprint is SHA256:ABCDEFGHIJK.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added ‘192.168.9.9' (RSA) to the Tist of known hosts.
Inbound-ReKey for 192.168.9.9

User Access Verification

Password: cisco

f. XHEETERE , R SdIrRIENX-OSX 4 2 F i Fbootflash/,
g. A show file bootflash@n 5 MNX-OS 3 #43R EXMD5 K% 7
h. FILESRAETHPEFNERITLER, BNMEXATE , BUNX-OSXHERAFHAREE

o


https://software.cisco.com/download/home

N9K-1(config)# dir | include nxos
1978203648 Mar 31 01:36:06 2023 nxo0s.9.3.11.bin
1943380992 Mar 17 09:54:16 2023 nxos64-cs.10.2.5.M.bin

Usage for bootflash://
20548902912 bytes used
96040308736 bytes free
116589211648 bytes total

N9K-1(config)# show file bootflash:nxos64-cs.10.2.5.M.bin md5sum

2f60a186cb9c2d55c90086302e51F655

SB3 HWESFT N Cisco Nexus X IEVPCHIIREAR,

a. {# Ay $show vpc role,

N9K-1(config)# show vpc role

vPC Role status

vPC role ! primary

Dual Active Detection Status : 0

VvPC system-mac : 00:23:04:ee:be:01
vPC system-priority 1 32667

vPC local system-mac : 44:b6:be:11:17:67
vPC Tocal role-priority 1 32667

vPC local config role-priority : 32667

VvPC peer system-mac : f8:a7:3a:4e:40:07
vPC peer role-priority : 32667

vPC peer config role-priority 1 32667
N9K-2(config)# show vpc role

vPC Role status

VvPC role : secondary

Dual Active Detection Status : 0

vPC system-mac : 00:23:04:ee:be:01
VvPC system-priority : 32667

vPC local system-mac : f8:a7:3a:4e:40:07
vPC Tocal role-priority 1 32667

vPC Tlocal config role-priority : 32667

VvPC peer system-mac : 44:b6:be:11:17:67
VvPC peer role-priority 1 32667

vPC peer config role-priority 1 32667



HIRA FEVPCH I IF N Cisco NexusaZ# 4l _EBICisco NX-OSTFHEZR,

a. i F 85 ©'show incompatibility-all nxos bootflash,

N9K-1(config)# show incompatibility-all nxos bootflash:nxos64-cs.10.2.5.M.bin
Checking incompatible configuration(s) for vdc 'N9K-1':

No incompatible configurations
Checking dynamic incompatibilities:

No incompatible configurations

S5 W VPCHH A Cisco Nexus3Z# #1.33 Cisco NX-OSHY 2201,

a. A dn S show install all impact nxos bootflash, XIFHITHLZ L/ , LARIECisco NX-OShR

ARERBAATREEK,

N9K-1(config)# show install all impact nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform impact only check. Please wait.

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[########AH R ###] 100% -- SUCCESS

Verifying image type.
[########AH R ###] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s64-cs.10.2.5.M.bin.
[#######R R ###] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxo0s64-cs.10.2.5.M.bin.
[#######R R ###] 100% -- SUCCESS

Performing module support checks.
[#######R R ###] 100% -- SUCCESS

Notifying services about system upgrade.
[######## B ###] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:
Module Image Running-Version(pri:alt) New-Version

Upg-Required



1 nxos 9.3(1D) 10.2(5)
1 bios v05.47(04/28/2022):v05.43(11/22/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

Eo6L (W) : MVPCHEIH ACisco NexusR#N S Hiz1TH B Z 12

N9K-1(config)# copy running-config sftp:running-config-backup

Enter vrf (If no input, current vrf 'default' is considered): default
Enter hostname for the sftp server: 192.168.9.9

Enter username: admin

The authenticity of host '192.168.9.9 (192.168.9.9)' can't be established.
RSA key fingerprint is SHA256:ABDCEFGHI.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.9.9' (RSA) to the Tist of known hosts.
Inbound-ReKey for 192.168.9.9:22

User Access Verification

Password:

Connected to 192.168.9.9.

ST|7.EEBVPC Primary A & HINexus IRl £ ZHRNX-0S,

a. fE Ay Sinstall all nxos bootflash,

N9K-1(config)# install all nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[####### R #####H] 100% -- SUCCESS

Verifying image type.
[####a###############] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Performing module support checks.
[########HR#HRHHH###4] 100% -- SUCCESS



Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 nxos 9.3(11D) 10.2(5)
1 bios v05.47(04/28/2022) :v05.43(11/22/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

S

R BUTEBIREEI, 2/5 , Cisco NexusRIHNSGEFH B , TEIRBRAREE)L
P25, BACisco NexusKi#Hl EHIER TREBFITRRE,

B R8.%F 15 Cisco Nexus RN EAVIRESE RN BENIRES,

a. {# A 4% show module,

N9K-1(config)# show module
Mod Ports Module-Type ModeT Status

1 54  24x10/25G/32G + 6x40/100G Ethernet/FC N9K-C93180YC-FX-24 active *

Mod Sw Hw Slot
1 9.3(1D) 1.0 NA
Mod MAC-Address(es) Serial-Num

1 44-b6-aa-aa-aa-aa to 44-b6-be-bb-bb-bb ABCDEFGHIJK



Mod Online Diag Status
1 Pass

o

this terminal session

S

EE EEE , VPCRIBM/EH I SR ITEET L TUPIRS., X2FHEER , B RvPCH
B Cisco Nexus Rt BB R X 1A Cisco NX-OSHI R [E iR A,

SR FEVPCHT Z Cisco Nexus XKl L% Cisco NX-0S,

N9K-2(config)# install all nxos bootflash:nxos64-cs.10.2.5.M.bin

Installer will perform compatibility check first. Please wait.

Installer is forced disruptive

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".

[##t######## AR #HA#H] 100% -- SUCCESS

Verifying image type.
[######## R ###] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s64-cs.10.2.5.M.bin.

[##t######## AR #HA#H] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.

[##t######## AR #A#H] 100% -- SUCCESS

Performing module support checks.
[########H R ###] 100% -- SUCCESS

Notifying services about system upgrade.
[########H R ###] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt)
1 nxos 9.3(11)
1 bios v05.47(04/28/2022) :v05.42(06/14/2020)

Additional info for this installation:

New-Version

v05.47(04/28/2022)

Upg-Required

10.2(5)
no



Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

HPR10.F#FCisco Nexus IR L EVRSZE R TEIH RS

a. {E A @ ©show module,

N9K-2(config)# show module
Mod Ports Module-Type Mode Status

Mod Sw Hw Slot
1 9.3(11D) 1.0 NA
Mod MAC-Address(es) Serial-Num

1 f8-a7-3a-nn-nn-nn to f8-a7-3a-nl-nl-nl 98765432109
Mod Online Diag Status

1 Pass

*

this terminal session

FSE11. 8 K keep-alive, peer-linkFvPCiw O BE 2 &L FUPIKRES,

a. £ A show vpc.

N9K-1(config)# show vpc

Legend:

(*) - local vPC is down, forwarding via vPC peer-Tink
vPC domain id 1
Peer status : peer adjacency formed ok

vPC keep-alive status : peer is alive



Configuration consistency status : success

Per-vlan consistency status . success

Type-2 consistency status . success

vPC role : primary

Number of vPCs configured 12

Peer Gateway : Enabled

Dual-active excluded VLANs T -

Graceful Consistency Check : Enabled

Auto-recovery status : Disabled

Delay-restore status : Timer is off.(timeout = 30s)
Delay-restore SVI status : Timer 1is off.(timeout = 10s)
Operational Layer3 Peer-router : Enabled

Virtual-peerlink mode : Disabled

vPC Peer-Tink status

id Port  Status Active vlans

1 Pol up 1

vPC status

Id Port Status Consistency Reason Active vlans
50 Po50 up success success 1
60 Po60 up success success 1

N9K-2 (config)# show vpc

Legend:
(*) - local vPC is down, forwarding via vPC peer-Tink
vPC domain id i1
Peer status : peer adjacency formed ok
vPC keep-alive status : peer is alive
Configuration consistency status : success
Per-vlan consistency status 1 success
Type-2 consistency status 1 success
vPC role : secondary
Number of vPCs configured 12
Peer Gateway : Enabled
Dual-active excluded VLANs T -
Graceful Consistency Check : Enabled
Auto-recovery status : Disabled
Delay-restore status : Timer 1is off.(timeout = 30s)
Delay-restore SVI status : Timer 1is off.(timeout = 10s)
Operational Layer3 Peer-router : Enabled
Virtual-peerlink mode : Disabled

vPC Peer-1link status

id Port Status Active vlans
1 Pol up 1
vPC status



50 Po50 up success success

60 Po60 up success success
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