ENexus 7000R ¥ R LA EFE 2 EZVvPCEHIEH
IR =R:5S

B =%

i

FRFM

EX

ERANEH
BE=EER

[

FHRPIZES

X L2/L3 PODE Bk
ATFREFMDCIHNZEVPC
Huvbg =
MACSecn#
UF

FHRPRE

H PR ES
MACSechn##

W EEBERR
AEEEI

HXES
&g
SR 4B 3047 5 FR 0 1 S8 (VP C) B B 82/ (L2) S vy LB (D)

TR

BRREAEREN ROIFEANIRE L EEEVPCHNRAZ B BAMBIL(HSRP).

SEE . NERYDCIMVPCHER L& A aE LR 24 (LACP),

RBR : MACSecINZER6.1(N)RZBIMRAEBLANERRSF T , HEEBRETLREF
WFR&l, BXFMEER , S Cisco Nexus 7000& FINX-OSL £ Fi & #5756.xAI Cisco
TrustSecHY £ N 1 BR # Zp 2 o

B3R


//www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x_chapter_01101.html#con_1188947
//www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x_chapter_01101.html#con_1188947
//www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x_chapter_01101.html#con_1188947

Cisco BWE THUTER .
+ vPC
- HSRP
o ERRBI (STP)
- MACSecn® ( Wit )
FERAMEY
AXHFHNEBERETETHHRAG6.2(8b)MICisco Nexus 70003 5l R # 4]l

AXHEPNEEHRETREXRENEFNRZEEN, AXEFEANAAERZRAERAR
(BN ) BE, MREEANRESMEG  FRARKELTHEMEGTHREERN,

b B /=
B R1E /%\

DCINARERY BT BEEHFEFH O ZHEFEVLAN |, JHEERIZAY RS 35 M EEEF#NAS)IRE
RAL24PEEKR R,

VPCIEE T AN R 2 BIRISTPRE B M 4£ S (FEDCI vPC L 3& & M EdE % 7t (BPDU)) , FitkEk
BHRONEMNFHBTLEBITREBIES O , RABBED O ZBNRREITRER,

AR VPCHATERSSHMEEF L. MRFAMNALOBEPOLAEE | EREUEME
AEBERELMELOTV).

DCI vPC EtherchannellB R B ERNFEEZEUTER :

« E-BARMIFHRP)RE : BYEASMEH O T AMXE LIRS, BERURT
FHRPM X &

- STPIRE : MEIANR |, XA BARS IE M — NI P OME R 5 — N ERIE D
o ITERRES RN TEAREMBDBIER O BN BERE,

* MACSectn#® ( Ali& ) : XS MEZRELR LR MRIE 2 B A R,

[

FEAAT RN ESEEL2 DCILAERAVPC,
FE FATPERIER (XEBREMAF ) IRRBEXABOMERATSHIFMAEE,

FHRPIEES

AT AR A LK EFHRPBEE N S X,



ML2/L3 PODE Bk

Wi SEFERANHEINT

EmES | BIFR(LI)MXBEER —MNVPCH L , HFEHDCl, 7 TREHSRP , 4fEDClix A
BiEEEEROFREEFSIFRPACL) , HRBEIDCIBIHVLANZARRELEO SV LW
HSRP TS i it 41k 2 47 1 (ARP)(GARP).

LT REERS :

ip access-1ist DENY_HSRP_IP
10 deny udp any 224.0.0.2/32 eq 1985
20 deny udp any 224.0.0.102/32 eq 1985
30 permit ip any any

interface <DCI-Port-Channel>
ip port access-group DENY_HSRP_IP in

interface Vlan <x>
no ip arp gratuitous hsrp duplicate
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LT REERS

ip access-1ist ALL_IPs
10 permit ip any any
mac access-1ist ALL_MACs
10 permit any any
ip access-1ist HSRP_IP
10 permit udp any 224.0.0.2/32 eq 1985
20 permit udp any 224.0.0.102/32 eq 1985
mac access-1ist HSRP_VMAC
10 permit 0000.0c07.ac00 0000.0000.00ff any
20 permit 0000.0c9f.f000 0000.0000.0fff any
vlan access-map HSRP_Localization 10
match ip address HSRP_IP
match mac address HSRP_VMAC
action drop
statistics per-entry
vlan access-map HSRP_Localization 20



match ip address ALL_IPs
match mac address ALL_MACs
action forward
statistics per-entry
vlan filter HSRP_Localization vlan-1ist <DCI_Extended_VLANs>

feature dhcp

arp access-Tist HSRP_VMAC_ARP
10 deny 1ip any mac 0000.0c07.ac00 ffff.ffff.ff00
20 deny ip any mac 0000.0c9f.f000 ffff.ffff.f000

30 permit ip any mac any

ip arp inspection filter HSRP_VMAC_ARP vlan <DCI_Extended_VLANs>
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LT REERS

interface <DCI-Port-Channel>

switchport trunk allowed vlan <DCI_Extended_VLANs>
spanning-tree port type edge trunk

spanning-tree bpdufilter enable

storm-control broadcast level 1.0
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feature dotlx
feature cts

! MACSec requires 24 additional bytes for encapsulation.
interface <DCI-Port-Channel>



mtu 1524

interface <DCI-Physical-Port>
cts manual
no propagate-sgt
sap pmk <Preshared-Key>
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FECLIF % Ashow hsrp brin s , AR IEHSRP R 5% 72 B N RE 1 O EBAL FIEBNRAS

<ffroot>

IDC-1
N7K-A#

show hsrp br

*:IPv6 group  #:group belongs to a bundle
P indicates configured to preempt.

Interface Grp Prio P State Active addr Standby addr
Vlanl0 10 120 Active Tocal 10.1.1.3
(conf)
1DC-2
N7K-C#

show hsrp br

*:IPv6 group  #:group belongs to a bundle
P indicates configured to preempt.

Interface Grp Prio P State Active addr Standby addr
Vlanl0 10 120 Active Tocal 10.1.1.3
(conf)

ECLIFm AL T oS AR IEARPE JEES :

<tfroot>
N7K-D#

show log log | i DUP_VADDR

Group addr
10.1.1.5

Group addr
10.1.1.5



2015 Apr 10 21:16:45 N7K-A %ARP-3-DUP_VADDR_SRC_IP: arp [7915] Source address of
packet received from 0000.0c9f.f00a on VlanlO(port-channel1102) 1is duplicate of local
virtual ip, 10.1.1.5

MREIMELC Y , WHANEHMNKX ZEINGARP X E EHREE,

HitbhfmeEs

FECLIF % Ashow spanning-tree root@s 5 , ARIESTPR 18 [EDCli% O EE :
<#root>

N7K-A#

show spanni ng-tree root

Root Hello Max Fwd
Vlan Root ID Cost Time Age Dly Root Port

VLANOO10 4106 0023.04ee.be0ll 0 2 20 15 This bridge is root

ECLIFHAUTHTURIIREBE EHEENREZESH

<#root>
N7K-A#

show i nterface

counters stormcontrol

Port UcastSupp % McastSupp % BcastSupp % TotalSuppDiscards
Po103 100.00 100.00 1.00 0
MACSechn#

ECLIFH AU TS UK IEMACSecNZ 2R S EHEE :



<ffroot>
N7K-A#

show cts interface

CTS Information for Interface Ethernet3/41:

SAP Status: CTS_SAP_SUCCESS
Version: 1
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT
Current receive SPI: sci:e4c7220b98dc0000 an:0
Current transmit SPI: sci:e4c7220b98d80000 an:0
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X FMACSecELE , NREERMImADPETALZRE |, I HEBTECLIF A Ashow interface <DCI-
waumbﬁnﬁ MBIRLCTENEHE :

<#root>
N7K-A#

show i nterface

Ethernet3/41 is down (Authorization pending)
admin state is up, Dedicated Interface
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