HEZE Catalyst 9000 782 DHCP H 4% IE BT RY
DHCP [r] &

B =%

Ef2 1. ICMP EXE[E
BRITE
2 . ICMP T
BRER
18 3 . ICMP TTL-Exceeded
BRRITHE

HXEE

F)

RN B UMAHEE Catalyst 9000 #4724 DHCP 4R ERTHY DHCP Hbik % Fi 45 18 5% 18] Br it
KR,

TR
=R

Cisco BB THMUTER :

. THATHLE B (DHCP)FIDHCPHh &K 12
. EBRSHIE S (ICMP)
. IBHEEEM (CoPP)

ERREHF



AXEPHERETUTREFEHIRA

- Catalyst 9000 R %II33#a4
+ Cisco IOS® XERA<16.xF17.x

AXHEPNEEHRETREXRENEFNRZEEN, AXEFEANAAERZRNERAR
(BN ) BE., MREHMELTEIRES , FHRRETHEAARTHBELE,

FER 7

RXHEE AU TR NREREA—RER :

« X FCisco I0S XE 16.x#JCatalyst 3650/3850% ¥I| 33 ¥ 4]l

aib B /=
B 515 /%\

R STRS AT 4B I HEBRVE I DHCP mh 44K FE Ay Catalyst 9000 %R Bl R ##l L BV 18Rz A EHLEL & Wil
(DHCP) 1t 11t 45 B2 25 18] BX t DHCP it 11t 75 B 8 P&

22 %I H R B (CoPP) S RE Al R P CPUR R TN L B RV R B ML RS (DoS) K , NTIRBRFNE
£t ERTUURPEFIRENERRE , FEHFQEHALERBRENREAMEFRE.

BHREEEDN=NTRETE , 8 N FEREEBCHBR

- BEYE , ATERBES.
- 2% E , AT ERRHBE,
- BEEYH, ATEENSE TR,

IERMERCoPPRIT RS HCPURENRE , ABFRBEREN., TEMNRBEIXN. RER
By , 487 LAE B CoPP{RIFCPU% Z DoSK i

CoPPEA#ER{LQoSH T 1T E(MQC)MCPURAFIRSSHX &L B 5. REFERFEFRFHFAEREHN
EHFEREBAESE—E , APBLLCPURSY|, BB REEGTNERARKIFRERIXL
CPUBABI, a0 , SEEBMSRAFECPURSI (REBRE ) WEER[ER |, HETUREABERER
BHYEEERR,

BRRHB[EEMFFTEE , BECoPPALFIMCPUM R BIEFEM M, BT RS T &M
CPUMHIRE#HE , Rt ATLRBICPUNE, XERBESFFRAEHANRESNRSTUTIER



EHAOBEQRER (ZEXRTHAFEE ) .

7]

ERAEOSSVILEEEip helper-address@i B , Catalyst 9000 #2 Wl #{EL & HDHCPH &K E,
BEHBUFIENZEOBER T HEEFIRNBRIANT. AEREYEHEE iR IR MADHCPH
RS , CHTREAMEDHCPRIVER , XERXBENIZWDHCPAIM A G HIEBEHIZEIH
CPUB T, WEHAEDHCPARIE , PHARELNEWDHCPRIMMWIZEOAIE — N £ 35
BIEE , ZBIEEN Bt Nip helper-addressEl B R E X MIPHuE, BIEBEERE K BHLELR
BIEBH XKEFDHCPIRS S , ABLBHESHXEEFHARE , LEEFHHWDHCPIEZE T
PR,

HIMH—NERRBER , PHRRENDHCPESHECHRATZEREICMPLE R ( MICMPEEM
ICMPE#AARER ) WEMMEEFRZ I XAZICPUNRENE M, LLITHITERANETF K
xR BT MDHCP#ZWIPHEN | EE T ESTHRDHCPH B AN, EHLEG SR | REEE—KXPE
ERBIMETH , flNZARTLEHZR A SET/ERE,

mE SO AR |, Catalyst 90000RFIR N EFRE LB BB AR IACOPPEEE, LtCoPPXRE
RERSRE(QoS)K | iZKMMA TR mEmRE O LR RERES , HELXFIRECPU, ER
EREXRBENTRIEENTNELREN REHTEERH, RANERT2EXMEEZERAOFTER
FlBIERBEFERES (BEREDSCP CS6 ) . HIMEFIHIEE(STP BPDU) KR HiE S
(BFD), XEHFEIMMELTMRELE , AN UTFABEXLERIFEBETWELISSBIRENNEIRE,

5 Fshow platform hardware fed switch active qos queue stats internal cpu policeritn S & &
CoPPEERLITER

ICMPEE [ BASY ( BA%I6 ) FIBROADCASTRASI ( BA%I12 ) £ =R HIPIcldx ( 0N EREF R 5

) o XEWRENHRZCPULEBMNEM EBHRE (HIMDHCPAI ) 5t & ZFICMPEE[EIR T
FIEZCPUNRERE, X2SHAERZEINRE , ENICMPEERNYISFERLME
BROADCASTRASIRRHIRZHRE , NS BEZL BEESHEE , NS HDHCPESR KM,

<tfroot>

9300-Switch#

show pl atform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)



0 11 DOT1X Auth Yes 1000 1000 0 0
1 1 L2 Control Yes 2000 2000 0 0
2 14 Forus traffic Yes 4000 4000 0 0
3 0 ICMP GEN Yes 600 600 0 0
4 2 Routing Control Yes 5400 5400 0 0
5 14 Forus Address resolution Yes 4000 4000 0 0
6 0 | CMP Redi rect Yes 600 600 0 0 <-- Policer Index 0
7 16 Inter FED Traffic Yes 2000 2000 0 0
8 4 L2 LVX Cont Pack Yes 1000 1000 0 0
9 19 EWLC Control Yes 13000 13000 0 0
10 16 EWLC Data Yes 2000 2000 0 0
11 13 L2 LVX Data Pack Yes 1000 1000 0 0
12 0 BROADCAST Yes 600 600 0 0 <-- Policer Index 0O
13 10 Openflow Yes 200 200 0 0
14 13 Sw forwarding Yes 1000 1000 0 0
15 8 Topology Control Yes 13000 16000 0 0
16 12 Proto Snooping Yes 2000 2000 0 0
17 6 DHCP Snooping Yes 500 500 0 0
18 13 Transit Traffic Yes 1000 1000 0 0
19 10 RPF Failed Yes 250 250 0 0
20 15 MCAST END STATION Yes 2000 2000 0 0
<snip>

HBIE CoPPREEHEINEMW600IEBERNREBEIRCPUZIIRES ¢

<#froot>

9300-Switch#

show pl atform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId P1cIdx Queue Name EnabTed Rate Rate Drop(Bytes) Drop(Frames)
0 11 DOT1X Auth Yes 1000 1000 0 0
1 1 L2 Control Yes 2000 2000 0 0
2 14 Forus traffic Yes 4000 4000 0 0
3 0 ICMP GEN Yes 600 600 0 0
4 2 Routing Control Yes 5400 5400 0 0
5 14 Forus Address resolution Yes 4000 4000 0 0

6 0 | CMP Redi rect Yes 600 600 3063106173577 3925209161 <-- Dropy



7 16 Inter FED Traffic Yes 2000 2000 0 0
8 4 L2 LVX Cont Pack Yes 1000 1000 0 0
9 19 EWLC Control Yes 13000 13000 0 0
10 16 EWLC Data Yes 2000 2000 0 0
11 13 L2 LVX Data Pack Yes 1000 1000 0 0
12 0 BROADCAST Yes 600 600 1082560387 3133323 <--
13 10 Openflow Yes 200 200 0 0
14 13 Sw forwarding Yes 1000 1000 0 0
15 8 Topology Control Yes 13000 16000 0 0
16 12 Proto Snooping Yes 2000 2000 0 0
17 6 DHCP Snooping Yes 500 500 0 0
18 13 Transit Traffic Yes 1000 1000 0 0
19 10 RPF Failed Yes 250 250 0 0
20 15 MCAST END STATION Yes 2000 2000 0 0
<snip>

BH1:ICMP EEM

ZRE—MI RV

Catalyst 9300

vlan 10 IP: 10.10.10.15/24 Router

L2 Switch 10.10.10.1/24

l-' vian 1o/ Trunk VLAN 10,20,30 Trunk VLAN 10,20,30 g
)\ | ” L

1P:10.10.10.100/24
Gateway: 10.10.10.15 ip route 0.0.0.0 0.0.0.0 10.10.10.1

EHIRFNT

1.10.10.10.100 LKV I P R 2 E1% % 10.100.100 ( I=FEM 4L ) KitelnetiE %,

2. BWIPNFAREN FRSG |, RttBHiEa8 A5 EE AP ERIAM<10.10.10.15,

3.%Catalyst 9300 B L B IE B AR TR AT , ESFZHMBFE IR EEHCPUNERICMPEEME,

ARICMPEEGHERERRZE , MNIS0ORMIMAERE , EiLAEMEEFLBEILED
10.10.10. 14 M BR AR 2 EA M , KN IXRCatalyst 9300y T — 8k , MB BN T AFFIENVLANF

o

BBETENRECPULAE RAANEHFESICMPEER[INE, NREMIZEREAENREZS

Dr opy



ICMPEEMZS , WEZREBFHRHEEZLATIFHCPU , X84 FMBROADCASTRA S
, AR EMNHER —1CoPPHEES,

BIHICMPUEBRICMPEEMRS AR ¢

<ffroot>

9300-Switch#

debug ip icnp <-- enabl es | CMP debugs

ICMP packet debugging is on
9300-Switch#

show | ogging | inc | CW

*Sep 29 12:41:33.217: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE, dscp 0 t
*Sep 29 12:41:33.218: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE, dscp 0 t
*Sep 29 12:41:33.219: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE, dscp 0 t
*Sep 29 12:41:33.219: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE, dscp 0 t
*Sep 29 12:43:08.127: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw 10.10.10.1
*Sep 29 12:50:09.517: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw 10.10.10.1

*Sep 29 12:50:10.017: ICVWP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw 10.10.10.1

*Sep 29 12:50:14.293: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw 10.10.10.1
*Sep 29 12:50:19.053: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw 10.10.10.1
*Sep 29 12:50:23.797: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw 10.10.10.1
*Sep 29 12:50:28.537: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw 10.10.10.1
*Sep 29 12:50:33.284: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw 10.10.10.1

A

BE  HTHAEEX , BEUESAICMPRR A EAEF S B S RMLiREE,

Catalyst 9300 CPU LY AR BB B HIRE RCPU L TelnetiEZRI A TCP SYNSAK 4 B HY
ICMPEE M,

ipaddr==10,10.10.700

Mo, Tirne Delta Source Destination Protocol  Length | Time tolive .~ Arrivald Time Port  Identification Differenti Info
206 0.000000 . 000008 10.18.108.188 19, 100, 180, 188 TCP 64 2155 Sep
207 2.009179 2. 000179 18.19.10.15 19.10.18.108 TCHP T8 258,2

2021 09:24:49. Bx5fdb (2453. @xch 44718 = 23 [5¥N] Seqed Win=d128 Lensd MS5=536
1 09:24:49 ] SABS_ Redirect {Redirect for work ]

ICMPEE B #iE 2R B X F & ik Catalyst 9300 VLAN 10820 , ¥ E2EICMPEERHEST XX
W RBBEIIRK,



v Internet Protocol Version 4, Src: 10.18.18.15, Dst: 18.19.10.18@
@198 .... = Version: 4
«sss @101 = Header Length: 2@ bytes (5)
p Differentiated Services Field: @x@® (DSCP: CS@, ECN: Not-ECT)
Total Length: 56
Identification: @x13c9 (5865)
» Flags: 0x@800
Time to live: 255
Protocol: ICMP (1)
Header checksum: @x7f75 [validation disabled]
[Header checksum status: Unverified]
Source: 19.10.18.15
Destination: 10.10.18.164a
v Internet Control Message Protocol
Type: 5 (Redirect)
Code: @ (Redirect for network)
Checksum: @x2bec [correct]
[Checksum Status: Good]
Gateway address: 18.18.18.1
v Internet Protocol Version 4, Src: 10.10.10.108, Dst: 19.100.100.1080
8188 .... = Version: 4
«exs 0101 = Header Length: 20 bytes (5)
¢ Differentiated Services Field: @xc® (DSCP: CS&, ECN: Not-ECT)
Total Length: 44
Identification: @x5fdb (24539)
» Flags: @x@@oo
Time to live: 255
Protocol: TCP (6)
Header checksum: @xd7fa [validation disabled]
[Header checksum status: Unverified]
Source: 18.19.106.108
Destination: 10.108.106.108
p Transmission Control Protocol, Src Port: 44718, Dst Port: 23

FRRTT B

ELFHRS , AJLUBELEBRCPUEENEES , XUAEFLEICMPEERDHRESTHER. MRBHER
SREAICMPEERER , AR, REMLGEXESEIFMENRRATEEREAMERE
EHCPURIR,

®& , AP ERARMIANX10.10.10.1 , BEARREEATRETEMRRERREMEFE , FETEALX
HNTLSTEE Z A,

REZEFHno ip redirects CLIZBICMPEE[ :

<ffroot>

9300-Switch#



conf t

Enter configuration commands, one per line. End with CNTL/Z.
9300-Switch(config)#

interface vlian 1

0
9300-Switch(config-if)#

no ip redirects <-- disable IP redirects

9300-Switch(config-if)#end

RiFEQN FREZERTICMPEEM :

<#froot>

9300-Switch#

show i p interface vlan 10

V1anl0 1is up, Tine protocol 1is up
Internet address is 10.10.10.15/24
Broadcast address is 255.255.255.255
Address determined by setup command

MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224.0.0.102
Outgoing Common access 1list is not set
Outgoing access 1list 1is not set

Inbound Common access 1list is not set
Inbound access 1ist is BLOCK-TELNET

Proxy ARP is disabled

Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

ICVWP redirects are never sent <-- redirects disabled

ICMP unreachables are never sent
ICMP mask replies are never sent
IP fast switching is enabled

IP Flow switching 1is disabled

IP CEF switching is enabled

IP CEF switching turbo vector
<snip>



BXICMPEE@RHEKEMBEINFMAEES , BRI AT H#EE | A KXICMPEEM

FE 2 : ICMP A1k

BEERLUTH , 4F10.10.10.10009 A F & #2 F/10.100.100M Telnetif £, XX ,
SVIL#E T B L telnetE M A B 5K,

L2 Switch__

Catalyst 9300
Vlan 10 IP: 10.10.10.15,/24

FVLAN 10

Router
10.10.10.1/24

—— —

— r \
u VLAN 10

1P:10.10.10.100/24
Gateway: 10.10.10.15

<tfroot>

9300-Switch#

show runni ng-config interface vlan 10

Building Configuration..

Current Configuration : 491 bytes

!

interface Vlanl0

ip address 10.10.10.15 255.255.255.0
no ip proxy-arp

i p access-group BLOCK- TELNET in

end
9300-Switch#

9300-Switch#

show i p access-list BLOCK- TELNET

Extended IP access 1list BLOCK-TELNET

Trunk VLAN 10,20,30 ‘g) Trunk VLAN 10,20,30

<--

ip route 0.0.0.0 0.0.0.0 10.10.10.1

i nbound ACL


https://www.cisco.com/c/zh_cn/support/docs/ip/routing-information-protocol-rip/13714-43.html
https://www.cisco.com/c/zh_cn/support/docs/ip/routing-information-protocol-rip/13714-43.html
https://www.cisco.com/c/zh_cn/support/docs/ip/routing-information-protocol-rip/13714-43.html

10 deny tcp any any eq tel net <-- bl ock tel net

20 permit ip any any
9300-Swi tch#

SEHIRFIMT

1.42F10.10.10.1008Y A~ R #2 Fi% % 10.100.100  telnetiE .

2. BWIPTAENFMAp |, R BEEFLERAFERIARX,

3. Catalyst 9300 Bt iR AT , 2ARIEAIRACLXY H# 4T Wl A B L 2 BIR 2

4AMTHESHEL  BEOALSATIPAEE , RtHESHBEIETICPU , BERZETUER
ICMP B #5F AlE EHE 2o

BHIHICMPUEBRICMPERELEZIENRERE

<tfroot>

9300-Switch#

debug ip icnp <-- enabl es | CVP debugs
ICMP packet debugging is on
9300-Swi tch#

show | oggi ng | include | CW

<snip>

*Sep 29 14:01:29.041: | CWP: dst (10.100.100.100) adninistratively prohibited unreachable sent to 10. 10. ]

A

BL  HTHAEEX , BEUESAICMPRRA A EAES S B S RMLiRIEE,

Catalyst 9300 CPU L #R A RN EIE TIHIRE RCPU L TelnetIE#ZMWIATCP SYNUA R KA/



ICMP B Wit R A[3A,

ICMP B #93tt R A BE 2R B X E & iR Catalyst 9300 VLAN 10320 , #EEICMPEIEE X%
BN R BE IRk,

» Internet Protocol Version 4, Src: 18.10.18.15, Dst: 18.10.16.1080
v Internet Control Message Protocol
Type: 3 (Destination unreachable)

Code: 13 (Communication administratively filtered)
Checksum: @xfT3T6 [correct]
[Checksum Status: Good]
Unused: 280000880
v Internet Protocol Version 4, Src: 10.10.10.10@, Dst: 10.100.100.100
@128 .... = Version: 4

«vss 0101 = Header Length: 20 bytes (5)

p Differentiated Services Field: @xc® (DSCP: CS6, ECMN: Mot—ECT)
Total Length: 44
Identification: @x52ea (21226)

» Flags: 0x@@00
Time to live: 255
Protocol: TCP (6)
Header checksum: @xedeb [validation disabled]
[Header checksum status: Unverified]
Source: 198.10.16.184a
Destination: 10.100.100.100

» Transmission Control Protocol, Src Port: 28767, Dst Port: 23

FRRTT B

EtpES  ZERBESACLEIEMWAEBIESZERICMPE R AL EENITR,

£ Catalyst 9000 R 5 Al EAVEE O £ | BINE RIPF A AL

<#root>

9300-Switch#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
9300-Switch(config)#

interface vlan 10



9300-Switch(config-if)#

no i p unreachabl es <-- disable I P unreachabl es

RIIRECEREOZREN

<tfroot>

9300-Switch#

show ip interface vlan 10

V1anl0 1is up, Tine protocol 1is up
Internet address is 10.10.10.15/24
Broadcast address is 255.255.255.255
Address determined by setup command

MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224.0.0.102
Outgoing Common access list is not set
Outgoing access Tist is not set

Inbound Common access list is not set
Inbound access 1ist is BLOCK-TELNET

Proxy ARP 1is disabled

Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

ICMP redirects are never sent

| CMP unr eachabl es are never sent <-- | P unreachabl es di sabl ed

ICMP mask replies are never sent
IP fast switching is enabled

IP Flow switching is disabled

IP CEF switching is enabled

IP CEF switching turbo vector
<snip>

1&H 3 : ICMP TTL-Exceeded

EZERBH NS ERNLERIN, XX, 4F10.10.10.1008 A 2t 7@ M & 225 A ER
- EIt , Catalyst 9300 L FBFEATRELMEHNSVIFIVLAN, R , BHASZNAEFIER
Catalyst 9300 VLAN 103 O MBS H , ER LRI T — Bk



B T Catalyst 9300 F BE B ML , At EF 2R RN EEER | MEIS002HBEEMIBAIHELR
HOKES , AEREBSIMINEA , ZIEHEEM10.10.10. 142K BE AR,

YA EIERT192.168.10.0/24 b 1t Z2 Bl R I R TRAT | LEITHEEMEH 5| ARBRE. BiEE
E9300M K HES < B fEER , BRITTLHEA,

Catalyst 9300

vlan 10 IP: 10.10.10.15/24 Router

L2 Switch 10.10.10.1/24

I- -‘ vian 1o/ Trunk VLAN 10,20,30 Trunk VLAN 10,20,30 e =
L

1P: 10.10.10.100/24

Gateway: 10.10.10.15 ip route 0.0.0.0 0.0.0.0 10.10.10.1

1. 8P =R ERE1192.168.10/24 N & £ B R IR

2. W= T HCatalyst 93003 W , HEEBEEHET—8310.10.10. 109 BRIABH , REFTTLER 1.

SEHBRIMBIES , ARERBER , EHRT —BE710.10.10. 15 M ZREEH, ©FHTTLERE
1, FRHIEEHEEE300,

4. Catalyst 930032 ZIEE , FBE/OFEBKEE10.10.10. 13 FTTLER 1,

hEE2EE , EFIP TTLEEE,

HCatalystit ZlIP TTL = 1M EIEIAT , E2FZBIESEZEBICPUHEKICMP TTL-Exceeded’d

/N0

ICMPHHERREN11 , REBNO (TILEELRTEH ) . TEBICLINTEALBIERGRE

FEFESP , DHCPRERBEF HEI , RARENHBEFESLZEICMPEER , RhEfEEKE
NHNEATE. AFAENBRESEIIICMPEEANEIE, EXTERT , DHCPRERES M
JTERFIRER, ENEL  ATEEMNRIIFEENBESHERS , HIRKER,

FEIXE , CoPPEHFELM192.168.10.0/24M 45 & H1000)XpingKE R , iRkpingZ B KB N 0H
o 9300 EHICOPPLITE R MHBER , HF BEEREpingZ BIEZFEFT,

<#root>

9300-Switch#



clear platformhardware fed switch active qos statistics internal cpu policer <-- C

9300-Switch#

show pl atform hardware fed switch active qos queue stats internal cpu policer | i Redirect|Drop <-- Ve

QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
6 0 ICMP Redirect Yes 600 600

0 0 <-- bytes dropped 0

<snip>

RAPRRERETIZEMLE

<#froot>

User#

pi ng 192.168. 10.10 tineout O rep 1000 <-- User sends 1000 pi ngs

Type escape sequence to abort.
Sending 1000, 100-byte ICMP Echos to 192.168.10.10, timeout is O seconds:

Success rate is 0 percent (0/1000)

ICMPREERETHRARBRSBNEEQAMTTILEENREAE

<ttroot>

9300-Switch#

debug ip icnp



ICMP packet deubgging is on
*Sep 29 16:33:22.676: ICMP:

redirect sent to 10.10.10.100 for dest 192.168.10.10, use gw 10.10.10.1 <-- redirect sent

*Sep 29 16:33:22.678: ICMP:

time exceeded (time to live) sent to 10.10.10.100 (dest was 192.168.10.10), topol ogy BASE, dscp 0 topoic

*Sep 29 16:33:22.678: ICMP: time exceeded (time to 1live) sent to 10.10.10.100 (dest was 192.168.10.10),
*Sep 29 16:33:22.678: ICMP: time exceeded (time to 1live) sent to 10.10.10.100 (dest was 192.168.10.10),
<snip>

VAN

BLE  HBTHEEXR , BUESAICMPRA A ZEAES S B S RMLiREE,

I

HTHRFCPURTEEMMNRERA , 2HICoPPEF ( XNERATENEFW ) o

<tfroot>

9300-Switch#

show pl atform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
0 11 DOT1X Auth Yes 1000 1000 0 0

1 1 L2 Control Yes 2000 2000 0 0

2 14 Forus traffic Yes 4000 4000 0 0

3 0 ICMP GEN Yes 600 600 0 0

4 2 Routing Control Yes 5400 5400 0 0

5 14 Forus Address resolution Yes 4000 4000 0 0

6 0 | CVP Redi rect Yes 600 600 15407990 126295 <-- drops inr
7 16 Inter FED Traffic Yes 2000 2000 0 0

8 4 L2 LVX Cont Pack Yes 1000 1000 0 0

<snip>



BRRTT B

I RPNERSRREMICMPEER , 5HR1PHNMAER. RARBEIE—NRE , B2 ME
E, ANfREaetamErxATEER.

HTTLR1E , B &4EIEICMP TTL-ExceededBiE R , BiX LEHIE DA TR HICoPP PolicerE& 5l
, # BT EBROADCASTHERAY , At A2 MDHCPRE,

HEMAno ip redirects CLIZHICMPEE[ :

<tfroot>

9300-Switch#

configure term nal

Enter configuration commands, one per line. End with CNTL/Z.
9300-Switch(config)#

interface vlian 10

9300-Switch(config-if)#

no ip redirects <-- disable IP redirects

9300-Switch(config-if)#

end

EESEYS

- BEERAXBIESHIK
- THEICMPEE[]
o BARZFEFFMIHY - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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