T fECatalyst 9300 R 5 HL LRV T B RIFEF
FH4

B =%

X
BRIV
HihER
EHNAHE
BEEER
Nt AEFEXFSU
BRI
Vg% SR
HEERE
HE R
FTENEE
RA X R
MSMEISMARZ
EE—SMEEMRAR

EAShowdr &
xFSU BE

27130
show xfsu eligibilit AR

show xfsu eligibility ( #4% 3 ¥4l )




AR H4T A Catalyst 9300R FI AL L R AVH R RBHR M F R (XFSU)ZhEE,

TERFAM
=R

RIKFA]

o« 3R AL LAY EE AV AIER B
« HEBRY LAMELBFRTERS.

HpER

o WIMEEREAREERNETHEAZRIN LZXE,

o iR MIEL B RIEE R IL(RSTP) M 2 4 A L (MSTP),

c BETESBRMF  WTFHETSTPEREXARIZENIRE , NHEEISTPYEANE K
RAEWHOABNFHFT 18, FZHFXFSU,

« NSFitEf2Es : #ilfn : Bi&“bgp graceful-restart’st |, ZiFBGPRIEFATEIEE N 10%,

« i&1Tshow version | inc I0S XE , # & & B#Y Catalyst 93003 i #l 3 Bl BI MR AN

o HEEMMRA : 17.12.5/17.154

BHTF17.3, 17.6, 17 REARRALEF WL ILRA , RMNBUFF IBIEEFNMRA , LUBS HD
T REFHFPGARIE,

o WA : 17.6.8/17.9.5/17.12.4/17.15.3/17.18 1 R E S RA
xFSUT# &
*HITCLIgn S show xfsu eligibility AT TE 1R 2 37 i Ek 7+ R A B

RN REFEAIN EFZXRHHFPGA | xFSURERELRK , ERHAE LERUTHIR ¢



“R MR EMIFPGAT X1 EXFSU, BB ERZREARFPGA, ”

Peer1-24U#show xfsu eligibility

T FEXFSU: B — X R IRIZFXFSU,

B ERS

EERaxsS 2

ZEERN Yes

XFHFPGA: & — MRFPGATREA , MRFIH B

MacSec: TFE%H

£ AN

B :

- MRFPGATHZA , FEIEHPLZEHAREH.

MRA8(17.3.2-x, 17.6.1-7, 17.9.1-4, 17.12.1-3, 17.15.1-2)

BEEEMEI AR ITREAFPGARE !

* EEMBIAIEE : MCiscofi R X #HIRENEEMBI A LA IAFPGARY B 1o
BN EEMBI AR H B8 XM ITSMUZER T :

* EEMBI AN E : MCiscofi R X EHFRIMEEMBIAS | LATRIATE HEE TR 84 ISMU,
*BEASMU:ERITXFSUARBIIMITIREARZH , BEARERSHEI EWAMESMUEEEA

B



- MBFPGATHZA , FEIEHPLREHAREH.
16.12.35 E R R4

M16.123HERIRAA KT LB ARFPGA. ERAWTHARIKFRERES , FEFHAR
FPGA:

install add file <image> activate commit <== Move to latest image customer desirable but FPGA
still keep old

upgrade hw-programmable fpga filename flash:switch <sw #> R0

reload ==>ft % BREF

fE AR 1
RXAFEBET U T R B RRA -

« Catalyst 9300, Catalyst 9300LFICatalyst 9300X % 5l X #a #l
« Cisco |OS® XE 17.3.2ak & & A

AR EEBEETHESREFEFNREREN. A YT EANFERERIETAR
% (BN ) BE. MBLNMELTEDRS  BRRETRAESSOEELN,

B =1

il

7N

FRRERGARXFSU)R—IMEM4HEREEE , EERDRAEM MBI ARFEREDREFEN
B, xFSUETFBERYEE (BN ERINSF ) RN, tIEEENEAERRRERE (&
&) FPEHEEIT , A2 FEERFARIBEPERMR. xFSUBNERREASICHRETHE IR
SEHNEHFERE -, AEREEERRASICRREELIRE , M TR,

EEERTEEREMMBMEL , REFVMREESRD,



Traffic Normal reload

Traffic downtime

Traffic Extended Fast Software upgrade (xFSU)

— | | —

r

Traffic downtime
(< 55 after 17.15.2 release,
otherwise < 30s)

xFSUBIATARaH :
install add file <image URL> activate xfsu commit
- &M FCisco 10S XE 17 .8l % E & R A
install add file <image URL> activate reloadfast commit

« sEATCisco I0S XE 17.3F117.6kx 4
o FHREAERRAHOE D E LA E]

reload fast
- EFTMBIERMG , B EYAE,
R AL EFEXFSU

NTFRBEETREF MR FHEAYCatalyst 9300 R HF RS , £ EF IS FA LK HI R Z HLAT B
IRERKBEIIEAT o

« NFEAMSE , XHENNBEXN FwifilEAR, NIEAENEMEEXEE,
- xXFSUBBI TR AREEZFEVNE , BREGER , RNHFEMEREERZ .

N
AE N THEBRS  REFEHEINETANZAREANR AR 2B 28 L TR
, S — B A=A R



RPN
N e T RAKTIHOFEDY , FRENNE RO T E ¥ B MEF R S HE .

- F2EXMH

« HVLANEREHI(PVST)

« FARSTPHMSTPHISTP

- BAROBE (BEXFE)

- UDLD

- HERREREEEIL (LACP)

« BGP ( IPv4FIPv6itt it &5 )

. FHRBERZEMLK(OSPF), OSPFVv280SPFv3
. I1S-IS

- EEBEAHME L (VRF)

« REHINetFlow

- RERE

- |IEEE 802.1XE T i% O & 2 11E
- MAC S RIE4TT

« Web B3 RIE

- HEXMASEEMHIL(IGMP) KT

o HB/MTEFKI(MLD) YT

BR 7

BE  xFSUTRXE4E S EREM—FER. MRRR LFEEEMEERRE , BFRESR
xFSU,

M IRFNHERRE

« WFSTPRIEHE , MREMATFTELRSWIZRRZIHOEZEBISTPHE/AK (EE TSTPEHEREE
EIRIEENIRE )
o REBE T NEEKXKNBFD),

o RZBEE TLISP/VXLAN,

- ®%ZEE T macsec.

« IRBTESDANIEVPNR M AERFEHHELE.,

« RZBE AW MerakitR X HDNAC,

« MRBGPMEMHEBGP OpensBEEFREFRZHFNREFITAES , WSEZIBEWNRFITNEE



HE

=

=

, BExFSUEHFZ#HBGP,

8%

- HEBRZEERF RS,
- HBIZREEBMACsecERMIU(MKA)ZH BRI TrustSec(CTS)
- HBRZEE THE , R#HESE ENPIMEREI,

HeE R

« BATY BFastBRE ARG  NARFRELTEAIENEY . LFEEZERAMEHS ACisco

IOx , RENRAEE , R&. WEHEFRBINA,

- BEMNHmERLN(UDLD)E EBREXFSURARI# 28, xFSUTRK/G , HRSREZIEE

BB

PREMEIE

HRIIE T HATXFSUZRIATENEE , AEE17.15.2RA 2 5XAF RSB RESEVETE , TN
EMNP ER AL B T 308,

S

AR YR TERTAAERE. Eﬂﬁ*ﬂﬁ’r)ﬁxﬁﬁﬂﬂiﬂ#ﬁﬁﬁﬁ%ﬂﬁﬁl‘ﬂﬁ&!@i’l‘i (RS
W) BE , xFSURMPIIINZXR  SULSTRENREER, EWENRABEERE
, R BERLLIhEE,

TRIE Iy |emE B
=
IR IR REREAAEEUNSHE Device(config)# ipv6 nd reachable-time
Pv6 BN TG ERIPGTR |0
Y B i BR /6
ik A
I;,;\I:/éLDE’J = HIPv6 MLDY I Device(config)# ipv6 mld snooping




BIEBHPESWERLEIR |Device(config-router)# ip ospf retransmit-

OSPF R interval 10
BIEBHPESWERLEIR |Device(config-router)# ospfv3 retransmit-
OSPFV3 |, .
R interval 10
Device(config)# snmp ifmib ifindex persist
- 2B B FASNMP
iflndexis & Device(config)# router ospfv3 1
e K SE5)A% B
OSPFv3 2?;; ggvlgi_{ﬂlﬁl_lﬂ Device(config-router)# router-id 192.0.2.5
: EFHSNMP ifindex¥¥ A Device(config-router)#
interface-id snmp-if-index
8=

o =« Eig% LB ANSFRAL Device(config-router)# bgp graceful-restart
v RBGP

BiEBHPESWERLEIR |Device(config-router)# ip ospf retransmit-

OSPF R interval 10

BiEBHESWERLEIR |Device(config-router)# ospfv3 retransmit-

OSPFv3 B interval 10

HBIRE (Fidmsh EHRPNTEIRE EBA |Device(config-router)# bgp graceful-restart
ERBGP |NSFRA, all

Device(config-router)# nsf ietf
IS-1S B FIS-ISHINSFI&1E, NE

Device(config-router)# nsf cisco

ENCE ST

MSMEISMHhR 2

B/E 17.3.x ( IM17.6.X(SM)[17.9.x(SM)|17.12.x(SM)|17.15.x(SM)|17.18 x(SM) |26 X.X(SM)




By )"
gﬁ’;fd\ — v v v v v X
17.6.X(SM) |— — v v v v X
17.9.x(SM) |— — — v v v X
17.12.x(SM) |— — — — v v X
17.15.x(SM) |— — — — — v X
17.18 x(SM) |— — — _ _ _ X
26.x.X(SM) |— — — — — — v
*#£Cisco I0S XE 17.3.xR % £ |, {XM17.3. 2R AFF 18 #EXFSU,
£ & —SMBREMAR 2= A
B/E 17.3.X(EM)"[17.4.X(SM) |17.5.x(SM) |17.6.X(EM) [17.7 x(SM) |17.8.x(SM) |17.9.x(EM)
17.3.x(EM)" |V — — - — _ _
17.4.x(SM)  |— v — — — _ _
17.5.x(SM)  |— — v — — — _
17.6.X(EM) |— — - v _ _ _
17.7.x(SM)  |— — — — v _ _
17.8x(SM)  |— — — — — v _
17.9.x(EM) |— — — _ — _ v




*£Cisco 10S XE 17.3.x& % £ , RM17.3. 2 AFF 28 X #ExFSU,

S
AR BFEURARS ZMRE — MARELTF (SM)M — N B4 (EM)o REIFRRAMN

BRBEFAKRFCSEMAUKER , SEF2NMNANBEXFEN AR, FERIFFRER
HMFCSEMOMTRIERMBFIEZFEGEAY (4818 ) o TXEBMNEERF7XALKE
26 XHIXFSUFH %,

IR
install add file <image URL> activate xfsu commit

S EE : BCLMRECisco I0S XE 17.8MARESRA SR ATAH, NTF17.3717.6:R% , EEA
install add file <image URL> activate reloadfast commit.

o WE T AT AR RAFH B D EHLEE .
« UTREZETCLINBFRITHER.
« RiFadd : NTFTPERS SR THRMREG , EHFMARGRY , AESAXBRI LT REH42

« XFSURE REXFSUMEXRE , BERFIRE,

« install activate/commit : BUEFIER EZEN S,
o BEMALR : MALKMCU, RommonBR &

o RIBEBHNE  RFEEFHMEK IR

<ffroot>

C9300_Switch#

install add file flash:cat9k_i osxe. V178 1A FC2_2.SSA bin activate xfsu comit

install_add_activate_commit: START Tue Apr 19 21:54:03 UTC 2022
STACK_GR: Inside xFSU check if switch stack
Checking STP eligibility: Eligible

[1]: Performing xFSU-pre-check

30040 records 1in

30040 records out

307200 bytes (307 kB, 300 KiB) copied, 0.196216 s, 1.6 MB/s
SUCCESS: xFSU-pre-check finished

[1]: xFSU-pre-check package(s) on switch 1

For all other than the below protocols, the traffic downtime is |onger than 30 seconds

1) Layer 2 Switching, 2) Per VLAN Spanning Tree (PVST), 3) STP with RSTP or MSTP
4) Static Port-channels (Mode on), 5) UDLD, 6) LACP, 7) BGP (IPv4 and IPv6)



Open Shortest Path First (OSPF) or OSPFv2 or OSPFv3, 9) IS-IS,
10) Virtual routing and forwarding (VRF), 11) Flexible NetFlow, 12) QoS
SUCCESS: xFSU requirement pre-check
DownTloading file flash:cat9k_iosxe.V178_1A_FC2_2.SSA.bin
Finished downloading file flash:cat9k_iosxe.V178_1A_FC2_2.SSA.bin to flash:cat9k_iosxe.V178_1A_FC2_2.SS
install_add_activate_commit: Adding PACKAGE
install_add_activate_commit: Checking whether new add is allowed ....

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k_iosxe.V178_1A_FC2_2.SSA.bin to the selected switch(es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

Image added. Version: 17.08.01.0.1516
install_add_activate_commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.V178_1A_FC2_2.SSA.pkg
/flash/cat9k-webui.V178_1A_FC2_2.SSA.pkg
/flash/cat9k-srdriver.V178_1A_FC2_2.SSA.pkg
/flash/cat9k-sipspa.V178_1A_FC2_2.SSA.pkg
/flash/cat9k-sipbase.V178_1A_FC2_2.SSA.pkg
/flash/cat9k-rpboot.V178_1A_FC2_2.SSA.pkg
/flash/cat9k-rpbase.V178_1A_FC2_2.SSA.pkg
/flash/cat9k-1ni.V178_1A_FC2_2.SSA.pkg
/flash/cat9k-guestshell.V178_1A_FC2_2.SSA.pkg
/flash/cat9k-espbase.V178_1A_FC2_2.SSA.pkg
/flash/cat9k-cc_srdriver.V178_1A_FC2_2.SSA.pkg

--- Verifying Platform specific xFSU admission criteria ---
SUCCESS: xFSU image pre-check

This operation requires a fast reload of the system.

Do you want to proceed? [y/n]y <-- answer y to continue

--- Starting Activate ---

Performing Activate on all members

[1] Activate package(s) on switch 1

--- Starting list of software package changes ---
01d files 1ist:

Modified cat9k-cc_srdriver.17.08.01a.SPA.pkg
Modified cat9k-espbase.17.08.01la.SPA.pkg
Modified cat9k-guestshel1.17.08.01la.SPA.pkg
Modified cat9k-1ni.17.08.01a.SPA.pkg

Modified cat9k-rpbase.17.08.01la.SPA.pkg
Modified cat9k-rpboot.17.08.01la.SPA.pkg
Modified cat9k-sipbase.17.08.01la.SPA.pkg
Modified cat9k-sipspa.1l7.08.01la.SPA.pkg
Modified cat9k-srdriver.17.08.01la.SPA.pkg
Modified cat9k-webui.17.08.01a.SPA.pkg
Modified cat9k-wlc.17.08.01a.SPA.pkg

New files Tist:

Added cat9k-cc_srdriver.V178_1A_FC2_2.SSA.pkg
Added cat9k-espbase.V178_1A_FC2_2.SSA.pkg
Added cat9k-guestshell.V178_1A_FC2_2.SSA.pkg



Added cat9k-1ni.V178_1A_FC2_2.SSA.pkg
Added cat9k-rpbase.V178_1A_FC2_2.SSA.pkg
Added cat9k-rpboot.V178_1A_FC2_2.SSA.pkg
Added cat9k-sipbase.V178_1A_FC2_2.SSA.pkg
Added cat9k-sipspa.V178_1A_FC2_2.SSA.pkg
Added cat9k-srdriver.V178_1A_FC2_2.SSA.pkg
Added cat9k-webui.V178_1A_FC2_2.SSA.pkg
Added cat9k-wlc.V178_1A_FC2_2.SSA.pkg
Finished Tist of software package changes
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]

Finished Commit

Send model notification for install_add_activate_commit before reload
Check xFSU support and verification on switch

[1]: xFSU-Verify-Package package(s) on switch 1

Finished preverifying before xFSU

SUCCESS to verify packages

SUCCESS to verify before xFSU

[1]: Finished xFSU-Verify-Package successful on switch 1
(-2) SUCCESS: Finished xFSU-Verify-Package: Success on [1]
[1]: Performing Upgrade_Service

300+0 records 1in

300+0 records out

307200 bytes (307 kB, 300 KiB) copied, 0.196891 s, 1.6 MB/s
SUCCESS: Upgrade_Service finished

PID TTY TIME CMD

Starting GR:#

Waiting for UDLD processing:UDLD processing complete

cat: /: Is a directory

Wait for ifm backup: Ifm backup is completeApr 19 22:05:04.843: %PMAN-5-EXITACTION:

FO/0: pvp: Process |

Apr 19 22:05:08.099: %PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp processes exit with

Initializing Hardware......
ReToad Fast Detected

System Bootstrap, Version 17.9.0.4r, DEVELOPMENT SOFTWARE
Copyright (c) 1994-2022 by cisco Systems, Inc.
Compiled Tue 03/22/2022 10:39:31.69 by mjagatap

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-24T platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl1-C to interrupt] O
boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

#

HARARARRRRRRRR R R R R R R H R A AAA AR AR AR AR AR AR R R R R R R R R R AF A AR



Loading image in Verbose mode: 0

Both 1inks down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (i) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.8.1a, RELEASE SOF
Cisco Technical Support

Copyright (c) 1986-2022 by Cisco Systems, Inc.

Compiled Sat 16-Apr-22 18:59 by mcpre

This software version supports only Smart Licensing as the software 1icensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at Cisco's Offer Descriptions and Supplemental

You hereby acknowledge and agree that certain Software and/or features are
Ticensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled


https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

cisco (C9300-24T (X86) processor with 1310600K/6147K bytes of memory.
Processor board ID FJC2327EOUB

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

Base Ethernet MAC Address : d4:ad:bd:f0:38:80
Motherboard Assembly Number : 73-18270-03
Motherboard Serial Number : FJZ23271DDG

Model Revision Number : EO

Motherboard Revision Number : BO

Model Number : C9300-24T

System Serial Number : FJC2327EOUB

CLEI Code Number :

WARNING: Command has been added to the configuration using a type 7 password. However, recommended to m

Press RETURN to get started!

C9300_Switch#sh log | inc FAST
*Apr 19 22:10:05.943: %FED_IPC_MSG-5-FAST_RELOAD_COMPLETE: Switch 1 FO/0: fed: Fast reload operation co

RIER BT AN

s W DAERMEIABRYE , B EHAE,

« UTRETCLINBZINITHS R,
« xFSUKRE RMEXFSUMBXKEE , BRRBRHLE,
o POREHMNE : RREFH MBI

<{froot>
C9300_Switch#

rel oad fast

Reload fast command is being issued on Active unit, this will reload fast the whole stack
Proceed with reload fast? [confirm]

STACK_GR: Inside xFSU check if switch stack

Checking STP eligibility: Eligible

[1]: Performing xFSU-pre-check

30040 records 1in

30040 records out

307200 bytes (307 kB, 300 KiB) copied, 0.196405 s, 1.6 MB/s
SUCCESS: xFSU-pre-check finished

[1]: xFSU-pre-check package(s) on switch 1

For all other than the bel ow protocols, the traffic downtine will be |onger than 30 seconds.

1) Layer 2 Switching, 2) Per VLAN Spanning Tree (PVST), 3) STP with RSTP or MSTP
4) Static Port-channels (Mode on), 5) UDLD, 6) LACP, 7) BGP (IPv4 and IPv6)



Open Shortest Path First (OSPF) or OSPFv2 or OSPFv3, 9) IS-IS,
10) Virtual routing and forwarding (VRF), 11) Flexible NetFlow, 12) QoS
SUCCESS: xFSU requirement pre-check

--- Verifying Platform specific xFSU admission criteria ---

SUCCESS: xFSU image pre-check

Check xFSU support and verification on switch

[1]: xFSU-Verify-Package package(s) on switch 1

Finished preverifying before xFSU

SUCCESS to verify packages

SUCCESS to verify before xFSU

[1]: Finished xFSU-Verify-Package successful on switch 1

(-2) SUCCESS: Finished xFSU-Verify-Package: Success on [1]

[1]: Performing Upgrade_Service

300+0 records 1in

300+0 records out

307200 bytes (307 kB, 300 KiB) copied, 0.196099 s, 1.6 MB/s

mount: /tmp/microcode_update/boot_pkg: WARNING: source write-protected, mounted read-only.
SUCCESS: Upgrade_Service finished

PID TTY TIME CMD

Starting GR:#

Waiting for UDLD processing:UDLD processing complete

cat: /: Is a directory

Wait for ifm backup: Ifm backup is completeApr 19 21:43:03.283: %PMAN-5-EXITACTION: FO/0: pvp: Process
Apr 19 21:43:05.337: %PMAN-5-EXITACTION: RO/0: pvp: Process ger is exiting: rp processes exit with relo

Initializing Hardware......
ReToad Fast Detected

System Bootstrap, Version 17.9.0.4r, DEVELOPMENT SOFTWARE
Copyright (c) 1994-2022 by cisco Systems, Inc.
Compiled Tue 03/22/2022 10:39:31.69 by mjagatap

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-24T platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl1-C to interrupt] O

boot: attempting to boot from [flash:packages.conf]

boot: reading file packages.conf

#

BAHBABHHR AR H R AR R AR AR HRHH B AR HHR AR B HRARRH R AR R R R H R AR H R AR B R R AR B R R AR R R A R R AR R R H LR R R R H BB R AR

Loading image in Verbose mode: 0

Both 1inks down, not waiting for other switches
Switch number is 1

Restricted Rights Legend



Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (i) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.8.1a, RELEASE SOF
Technical Support: https://www.cisco.com/c/en/us/support/index.html

Copyright (c) 1986-2022 by Cisco Systems, Inc.

Compiled Sat 16-Apr-22 18:59 by mcpre

This software version supports only Smart Licensing as the software 1icensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at Cisco's Offer Descriptions and Supplemental
You hereby acknowledge and agree that certain Software and/or features are
Ticensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

cisco (C9300-24T (X86) processor with 1310600K/6147K bytes of memory.
Processor board ID FJC2327EOUB

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

Base Ethernet MAC Address : d4:ad:bd:f0:38:80
Motherboard Assembly Number : 73-18270-03
Motherboard Serial Number : FJZ23271DDG

Model Revision Number : EO

Motherboard Revision Number : BO

Model Number : C9300-24T

System Serial Number : FJC2327EOUB

CLEI Code Number :


https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

WARNING: Command has been added to the configuration using a type 7 password. However, recommended to m

Press RETURN to get started!

C9300_Switch>

C9300_Switch>en

C9300_Switch#sh log | inc FAST

*Apr 19 21:48:01.667: %FED_IPC_MSG-5-FAST_RELOAD_COMPLETE: Switch 1 F0/0: fed: Fast reload operation co

IS ur
xFSURIIERXEEWRER FRIEN G/ H.
HAShowin &

- show switch detail — A F E R IFHE R

- show version — i T & RRALIRAS

. show version | in reason — FEFT A X #H L £ FiReloadfast= Reload Fastin & 34F R H & 7R J9 AR
BREZE,

- show running-config — A T E RRRHNIZITEE,

- show logging — AT E R"RRX®AEFE BF,

show log | in FAST ( Wt& tkpost xFSU ) — MR i#liZ4I A BEFgrep
FAST_RELOAD_COMPLETE,

xFSU#E>x B &

show graceful-reload — AT & R"xFSUTH M EFH gL A %o

<tfroot>

C9300_Switch#

show graceful -rel oad

Graceful Reload Infra Status: Not running

Minimum required system uptime before fast reload can be supported is 10 seconds
Client OSPFV3 : (0x10203008) Status: Up

Client OSPF : (0x10203007) Status: Up

Client GR_CLIENT_BGP : (0x10203006) Status: Up

Client IS-IS : (0x10203005) Status: Up

Client LACP_xFSU : (0x10203004) Status: Up

Client GR_CLIENT_TOPO : (0x10203003) Status: Up



Client GR_CLIENT_VRF : (0x10203002) Status: Up
Client GR_CLIENT_RIB : (0x10203001) Status: Up
Client GR_CLIENT_FIB : (0x10203000) Status: Up

show xfsu status -& RxFSUIRZ (L CLIXFECisco 10S XE 17.8fR R EERAS AT A, 3F17.3M
17.6HRZA |, i&fE Fshow reloadfast status)

<ffroot>
C9300_Switch#

show xfsu status

Reload Fast PLATFORM Status: Dataplane update done
Graceful Reload Infra Status: Not running

Minimum required system uptime before fast reload can be supported is 10 seconds
Client OSPFV3 : (0x10203008) Status: Up

Client OSPF : (0x10203007) Status: Up

Client GR_CLIENT_BGP : (0x10203006) Status: Up
Client IS-IS : (0x10203005) Status: Up

Client LACP_xFSU : (0x10203004) Status: Up

Client GR_CLIENT_TOPO : (0x10203003) Status: Up
Client GR_CLIENT_VRF : (0x10203002) Status: Up
Client GR_CLIENT_RIB : (0x10203001) Status: Up
Client GR_CLIENT_FIB : (0x10203000) Status: Up

R HEER

xFSUL I HE R B EH o

FPGAhRZ

<{froot>

show pl at form hardware fpga switch

| inc Version

- display FPGA version

TENMIMIFESKU/FRU/ LITHER/ TTHBFHAEFER



<tfroot>

show i nventory
- display switch inventory
show cdp nei ghbor

- display switch CDP neighbor

show et her channel sunmary

- display switch etherchannel summary

show spanni ng-tree
- display switch spanning-tree configuration

show ronvar switch all | in BOARD

- display switch board ID

Btrace Mg RMEXEE

<#froot>

show pl atform software trace nessage fed sw tch

- display switch fed trace configuration

request platformsoftware trace rotate al

- rotate switch trace logs to archive
Copy logs from

crashi nf o-

:/tracel ogs/ fed_FO*

If crash happens during xFSU, copy

crashi nf o-

:systemreport*



If stack SSO not ready or archive trace generated during bootup,

copy crashi nf o-

:*archive*
BEOMEXER
<#root>
show i nterface status | inc connected

- display switch connected interface status.
show ip interface brief | inc up
- display switch those interfaces which stay up.

show i nterface

status -

display interface status for particular interface.

show i nterface

status err-disabl ed

- display interface err-disabled status for particular interface.

XCVR/Phy/ LT M <ER



<tfroot>

show controll ers ethernet-controller

phy detail

- To display switch phy detail for particular ethernet-controller interface.

show control |l ers ethernet-controller

- To display switch mac information for particular ethernet-controller interface.

show control |l ers ethernet-controller

l'i nk-st at us

- To display switch 1ink status for particular ethernet-controller interface.

show control |l ers ethernet-controller

- To display information for particular ethernet-controller interface.

xFSU show tech-support xfsu
<#root>

show t ech-support xfsu

- display xFSU technical support information

S



AR HCLIXFECisco 10S XE 17 8MR AR ESRAF A, X T17.3M17.6M4 , BEMH

show tech-support reloadfast.

xFSUR#

S

EE : show xfsu eligibility — & RxFSUREE L ( LLCLIMXFECisco I0S XE 17.8MiRES
RASREA ) .

show xfsu eligibility ( 3% 3 33341 )

<tfroot>
C9300_Swi tch#

show xfsu eligibility

Reload fast supported: Yes
Reload Fast PLATFORM Status: Not started yet
Stack Configuration: No

Eligibility Check Status
Autoboot Enabled No
Install Mode Yes
Supported FPGA Yes

Check macsec eligibility ETligible

<-- Al the status must be Yes or eligible to continue xFSU

Spanning Tree ETigible

<-- For STP status must be eligible to continue xFSU

show xfsu eligibility ( 4% 334l )

<#root>
Switch#

show xfsu eligibility

Reload fast supported: Yes

Reload Fast PLATFORM Status: Not started yet
Stack Configuration: Yes

ETigibility Check Status



Autoboot EnabTed Yes

Install Mode

Supported FPGA Yes

XFHFPGAR

<{froot>

Network Advantage License Yes
Full ring stack Yes
Check macsec eligibility Eligible

Al the status nust be Yes or eligible to continue xFSU

Spanning Tree

ETligible

<-- For STP status must be eligible to continue xFSU

SSO Mode

<-- |f 'SSO node' status is 'No', please wait until condition is net,

Yes

t hen proceed

Bug ID N 5 00 H9 AR 1& S R A<
Cisco Bug ID
L TSMURHEE TRl LAY
CSCWkA4644/xFSUHEE. 17.12.2 17.12.317.15.1
Cisco Bug ID
/= \ﬁ S N
j;”ﬂkl_i%ﬁm;kﬁ  FPGATF STt 17.12.317.15.2 17.12.4 17.15.3

CSCwr07980

"



https://tools.cisco.com/bugsearch/bug/CSCwk44644
https://tools.cisco.com/bugsearch/bug/CSCwr07980
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https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html#anc6
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-9300-series-switches/216837-extended-fast-software-upgrade-on-cataly.html#anc6
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