HERR 1k ACIHR FE XA F 0467 # =
B =%

LB

db ==

=2

Intersight Connected ACIX 45 BE
ACIHEF046735 5

ZHREVLANEL Einvalid-vian

BEERR : > 5AAEPXERH

BERRA . RO AAEPE|IPGHI X EX

IPGEIAAEP ;

BERRA : BADIPG [mpyige i
mpyiEE3- kb m| il

EPGE|#75 BR R Bk
EPGSAAEPEk
EPGE|iif) 5% Bk
15 AAEPFIVIanth#y % Bk

B3 ORI K B A VL AN
AAEPEI i % Bk
IPGEIAAEPH) % Bk
A BB A G O SR R OB
O 42 28 )42 O SR R4

VianZF B iIF

728

B APICK BEACIZIRIEREVLANT B

B R CLIEEVLANH
BETENCLIKEFETXHIVLANEE
BESVI VLANZEE




i M NXOSH %>
VIANS S8 58
g

F

>

T&Eﬁ

W

AR BN RACIEEF0467H 5425 1R : invalid-vlan, invalid-pathEkencap-already-in-use.

ET=
B

Al

III||I

=|
0N

3

ACIH[EF04672EF AR ZRPHRIC , BERENHENEFREE,
YRR R HIACIHEFO4678t B FMVE -

* invalid-vlan
o TTRERER

* encap-already-in-use

ACIHEF0467HIFr B R H &R AT sE & MM 33 AL F5 =32 0 L MvianZBE,

Intersight Connected ACIZ #4E RF

SRR N EACIES N —H o # T E T =,

MR EHEE IntersighttACIZTIRERE , M2RRELEFKRSER , LUIER%EInsight Connected
ACI3Z RSB R R & DL B PR R SR 41

ACIHfEF046717 =

Fo B VLANEL Einvalid-vlan


https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html

mE

EFAFZEVLAN 4218 E I FHTEPG

P EAEPGH YIS

EPGLVLAN 4218988 OHE

HWPEF0467 — {18 MEPGHYIE £ £t XY A T [P THRIE
WA E B 2 &invalid-vian: vian-x -EpGARSExE , HFZE R 2 B ttvian,

v EPG - lc_EPG
Fault Properties 0

General Troubleshooting History

o *
Fault Code: FO487
Severity: minor
Last Transition: 2023-06-04T14:35:08.407+00:00
Lifecycle: Raised

Affected Object: topology/pod-1/node-103/local/sve-policyelem-id-0/uni/epp/fv-[uni/tn-lc_TN/ap-lc_APP/epg-lc_EPG]/node-
' 103/stpathatt-[eth1/13]/nwissues

Description: Fault delegate: Configuration failed for uni/tn-lc_TN/ap-lc_APP/epg-Ilc_EPG node 103 et
invalid-vian: vlan-421 :Either the EpG is not associated with a domain or the domain doe
Type: Config

1/13 due to Invalid VLAN Cenfiguration, debug message:
not have this vian assigned to it;

Cause: configuration-failed

Change Set: :3nf|gQ_|aI:|n'.faIi:I-x- an, :-:-"nfig‘é.t:i;lllecl to-apply, debugMessage:invalid-vian: vlan-421 :Either the EpG is not
associated with a domain or the domain does not have this vian assigned to it;, temporaryError:no

Created: 2023-06-04T14:33:00.796+00:00
Code: FO467
Mumber of
Occurrences:
Criginal Severity: minor
Previous

& minor
Severity:

Highest Severity: minor

WFE i AR R B “EpGAR gk Bt | BT AR D Edbvian’,

<ttroot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep 1c_EPG
descr : Configuration failed for uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG

node 103 ethl/13
due to Invalid VLAN Configuration, debug message:

i nval i d-vl an:



vl an-421

Either the EpGis not associated with a domain or the domain does not have this vlan assigned to it

dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG]/n

BERE : XEKBWVLANB R I EPTENVLAN

B R EAREBF U5 R F R VLAN 421:

<#froot>

Node-103#

show vl an encap-id

421

ext ended

<<< Empty >>>

REPZEPGKRERAVFFSIA

<tfroot>

APIC#

nmoquery -c | 2RtDoml fConn | grep I c_EPG | grep dn

<<< Empty >>>

Hlc_phys_domFH 5lc_EPG EPGEk:



<ffroot>

APIC#

noquery -c fvRsDomAtt | grep -A 25 Ic_EPG | grep rn

rn : rsdomAtt-[uni/

phys-1 c_phys_dom

HEVLANE RERFHE

<#froot>

APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[

I c_vlan_poo

]-static

Vlanithlc_vlan_pool #9358 B {X &2 #EVLAN 420:

<ffroot>

APIC# moquery -c fvnsEncapBlk | grep

I c_vlan_poo

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an-420
1-to-[

vl an-420



Vlan 42172 Bl RSt | E itk B 48 1R invalid-vlan:vlan-421:EpGR 513 x< Bk , EFH KR S E UL

vlan, "

ERIESI ANAERS |, tEEviant 5| AREER :

Security Domains
————————— = Restricts VLANs, Switches o - - — - - - - - - - - - - - - -
l mm;rm i
““-% i L= hos Concrete Model
& ! Cocy Jomeres (Configuration applied)
i - == et [S— ) ==
i i Leaf Interfaces Logical Model
] 1 Profiles - . :
: | L. (Configuration defined)
| i |
1
i i Interface Selectors
: : Interface IDs
a s 1
: : MaEme ) Leaf Interfaces htaﬂmz:lﬁes
: i VLANz, VXLANS etc Interface type and settings
i i T
i i
lecccccnccc e ce—- s m-m?nm
&1C ane consumed
Pools
List of VLANs, VXLANS etc

1. (8D Mvian 42158 ME4FEviansB Bl .

2. Vlanith 5 £ % # 13 >< BX (Fabric > Access Policies > Pool > VLAN > Ic_vlan_pool):




VLAN Pool - le_vlan_pool (Static Allocation)

Properties

VLAN Hanga Description Allzcation Mode

= Mame

Policy Jperat
e
Fola
External or On the wire encapsulations
External or On the wire encapsulations

A BIIVLAN 4215 H9VLANHSE Bl R :

<tfroot>

APIC#

moquery -c¢ fvnsEncapBl k | grep | c_vlan_pool

dn : uni/infra/vlanns-[1c_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

dn : uni/infra/vlanns-[1c_vlan_pool]-static/from-[
vl an-421
I-to-[

vl an-421

BERR : ERAREEHXEKRAMEVLANRVLAN Y



1
¥
m";:.:‘f',_‘?,,,, i b ea Concrete Model
! _ “‘“";"""‘""’_ (Configuration applied)
1 T | i
I ; Leaf Interfaces Logical Model
| : —.. . (Configuration defined)
I 1
: | I
: i Interface Selectors
: : Interface IDs
i i -
: : Gﬂﬂifgzhww %::;yenu:n '“:222332&3"
- : VLANS, VXLANS etc = e P
l i '|'
; i
: “““““““““““““““ — mwunnnf?;qm
‘etc are consumed
Pools
List of VLANS, VXLANS etc

1.Fabric > Access Policies > Physical and External Domains> Physical Domains > Ic_phys_dom:

Physical Domain - le_phys_dom 0
Policy Faults History

® ) ek S
Properties
Name: le_phys_dom

Associated Attachable = Name
Entity Profiles:
I AAEP

VLAN Poois: | select an option I

Security Domalns: o+

Selact MName Description

[+]E & Vianit Ay B :

<#root>

APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn



<< EMPTY >>

2188 BRERDBIVLANKEX

+ Fabric > Access Policies > Physical and External Domains> Physical Domains >
Ic_phys_dom:

Physical Domain - lc_phys_dom O

o
|

ORI B R B B TR AT R

mE

- BEEEPG

D EAEPGHIE

EEPG_LEJNVLAN 420822 F#Siw A4 E , 7 =103 eth 1/13

WPEF0467 — {18 MEPGHYIE £ £t X S T KB TR
Wi B2 &invalid-path: EpG/L30ut Rk 5igix Bt |, & E AR D E ML EO,

SR BHENNTE R RE AV ERNAERENER THITRR/GO/NVLANFBRER |, S HILHE
FIE, BENLHENER , BRREXRNE -—PTRAERER,

EPG - Ic_EPGEIFH KIS FEXER> Ic_TN > Ic_AP > Ic_EPG >#fE>H&:




v EPG-Ic_EPG

Fault Properties

Fault Code:
Severity:

Last Transition:
Lifecycle:

Affected Object:

Description:

Type:
Cause:

Change Set:

Created:
Code:

Number of
Occurrences:

Original Severity:

Previous
Severity:

Highest Severity:

0o

General Troubleshooting History
()
FO46
minor
2023-06-04T21:39:12.971+00:00

Raised

topology/pod-1/node-103/local/svec-policyelem-id-0/uni/epp/fv-[uni/tn-lc_TN/ap-lc_APP/epg-Ic_EPG]/node-
103/stpathatt-[eth1/13]/nwissues

Fault delegate: Configuration failed for uniftn-lc_TN/ap-lc_APPfepg-lc_EPG node 103 eth1/13 due to Invalid Path Configuration, debug message:

invalid-path: Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assigned to it;
Cenfig
configuration-failed

configQualiinvalid-path, configSt:failed-to-apply, debugMessage:invalid-path: Either the EpG/L30ut is not
associated with a domain or the domain does not have this interface assu]ne:‘ toit;, tem pcr;lr','Err:ur.n:u

2023-06-04T21:36:56.851+00:00

FO467

1

minor

minor

minor

FEMWEPG, XM RUDMEK O SEHRERRMdn :

<#root>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"'

| c_EPG

descr

| grep

Configuration failed for

uni/tn-1c_TN ap-| c_APP/ epg- | c_EPG

node 103 et hl/13

due to Invalid Path Configuration, debug message:

i nval i d- pat h:

Either the
dn

EpG/L30ut is not associated with a domain or the domain does not have this interface assign

topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[

uni/tn-1c_TN ap-| c_APP/ epg-| c_EPG



1/

node-

103

/stpathatt-[

et hl/

13

1/nwissues/fault-F0467

RIEAFREE

BIARBEZBvlan, MEFR , TETXEGTTXRRBELRE
F T EEPGE Fro

EI'LT:O T:EJXH::

T

, lc_EPG=EH

M R £ REBEEncap-vlan:

Node-103# show vlan encap-id 420 extended
<<< Empty >>>

[1] EPGRERREE B SBENZE

APIC# moquery -c I2RtDomlIfConn | grep Ic_EPG | grep dn

<<<ZT>>>

2] 5EPGHY X BX :

<#root>

APIC#

nmoquery -c¢ fvRsDomAtt | grep -A 25 Ic_EPG | grep rn



rn : rsdomAtt-[uni/

phys-1 c_phys_dom

[B1E S ViIanit iy < Bk :

<{froot>

APIC#

moquery -c infraRsManNs | grep -A 15 | c_phys_dom | grep tDn

tDn : uni/infra/vlanns-[

I c_vlan_poo

]-static

[4] VianitSE B K iE :

<{froot>

APIC#

moquery -c¢ fvnsEncapBl k | grep | c_vl an_pool

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420
1-to-[

vl an- 420

(5] S AAEPH) < Bk



<tfroot>

APIC#

noquery -c infraRtDonP | grep | c_phys_dom

dn : uni/phys-l1c_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

[6] AAEPEI#2 O % 4 X Bk (IPG):

<#froot>

rtp-aci08-apicl#

noquery -c infraRt AttEntP | grep | c_AAEP

dn : uni/infra/attentp-1c_AAEP/rtattEntP-[uni/infra/funcprof/accportgrp-

lc_I PG

[7] IPGE# OEFSERE

<#froot>

APIC#

noquery -c infraRsAccBaseGp | grep -B 15 Ic_IPG| grep dn

dn : uni/infra/accportprof-Teadl103_IP/hports-

lc_Interface_Sel ector

-typ-range/rsaccBaseGrp




[8]#% M B & XA 5 R R A B & A RY < EBx

<{froot>

APIC#

moquery -c infraRsAccPortP | grep leaf103_IP | grep dn

dn : uni/infra/nprof-
| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl103_IP]

MRAEBSHEREMRMEMBXNLFHRKE , NSHAERERRER, ZFBTHEER
, DABGAIE 177 (7] SR B

1. RO EAAEPH) K Bx

2. ROAAEPE|IPGHY < Bk

3. RDIPGEE MR RFHXER
4. R

5. R

"/

"/

D MR 5 OB B S KBk
DEOEE X5 YEE Bk

"/

BERRE : SROBAAEPKRERHYE




1 Interfaces, Tenants i
- SR Concrete Model
=l e (Configuration applied)
Leaf Interfaces Logical Model
... . (Configuration defined)

1. Fabric > Access Policies > Policies > Global > AAEP > Ic_AAEP:

Attachable Access Entity Profile - lc_AAEP o
FPolicy Operational Faults History
& ¢ O L %
Properties
Mame: lc_AAER

Description; | optional

Enable Infrastructure VLAN: []
=

Domaing (VMM, Physical o -+
External] Associated to Interfaces:
- name State
Sedact Actions to ore. v item

[+] EPGREXRRE BB ERNZ -

<tfroot>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

<< EMPTY >>




[+[EB 5 AAEPHYREX :

<{froot>

APIC# moquery -c infraRtDomP | grep

| c_phys_dom

<< EMPTY >>

2 185 :Viansth 5 £ 2 F 15 5< Bk (Fabric > Access Policies > Pool > VLAN > Ic_vlan_pool)

» Fabric > Access Policies > Physical and External Domains> Physical Domains >
Ic_phys_dom:

Physical Demain - le_phys_dom

Properties

I VLAN Pools: | iz_vian_poolstatic) il I
Sacurity Domains:

BERRE : ROAAEPE|IPGHY K EX




i' ________ My """"""""“1
¥ :
m'f,:.;':,',,,. i S N Concrete Model
S ' ot e (Configuration applied)
h | — _ ——
E : Leaf Interfaces Logical Model
E i o . (Configuration defined)
E l
E I
E l
I ]
E l
I ]
: : AAEP
: i VLANS, ViLANG otc
1
: 5 [
: ---------------- L wmjﬁmzﬁiﬁu
etc are consumed
Pools
List of VLANS, VXLANS etc
IPGEIAAEPHY < B

1.Fabric > Access Policies > Interfaces > Leaf Interfaces > Policy Groups > Leaf Access Port >
Ic_IPG:

Leaf Access Port Policy Group - lc_IPG Q
Policy Faults History

o L %K.

Properties
Mame: le_IPG

Description: | optional

Alias:

I Attached Entity Profile: | select an option I Link Léwel Palicy: | select a value

CODP Policy: | select 3 valug LLDP Policy: | select a value

[+] EPGREXRRE BB ENT -

<#froot>

APIC# moquery -c 12RtDomIfConn | grep T1c_EPG | grep dn

<< EMPTY >>



[+] IPGEIAAEPHYREX N ZE :

<{froot>

APIC# moquery -c infraRsAttEntP | grep -A 15
Ic_ I PG
| grep tDn

<< EMPTY >>

2188 : ROAAEPEIIPGHY X EX

» Fabric > Access Policies > Interfaces > Leaf Interfaces > Policy Groups > Leaf Access Port >
lc_IPG:

Leaf Access Port Policy Group - le_IPG 0

Properties

[+] IPGSAAEPEE

<#root>

APIC# moquery -c infraRsAttEntP | grep -A 15
lc_I PG

| grep tDn
tDn : uni/infra/attentp-

| c_AAEP




BERE  ROIPGEE OEFEIRAYREX

- - m%m """"""""" r
¥ S 4

T :

S oo i - Concrete Model
e i Tl (Configuration applied)

! Ir Leaflnul;rfacos Logical Model
i E el (Configuration defined)
I ]
I I
I i
I ]
I 1
i :

]
| | AAEP Leaf Interfaces Interface Policies
: - Collectionofslowed > Policy Groups j— Interface settings J
I 1 VLANg, VXLANS eic Interface type and settings
I ]
: : [
y j_. Domains

M::.\f:mvm
Pools
1 O 32 28 B4 O SR MG 4H X Bk

1.Fabric > Access Policies > Interfaces > Leaf Interfaces > Profiles > leaf103_IP >
Ic_Interface_Selector:

Access Port Selector - le_interface _Selector O
Policy Faults Histary
—

o 2 M.
Properties
Mame: Ic_Interface_Selector

Description: | optional

T\rEr," r.'lmiu

I Policy Group: | select an option I

Port Blocks: =+
Interfaces Owverride Policy Group Interface Description

n3

[+] IPGE#EO&FEIHFRE



<tfroot>

APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_ | PG
| grep dn
<< EMPTY >>

2188 MR REE O RIAXRE

Access Port Selector - le_Interface_Selector

Properties

4

Interfaces

M3

Owerride Policy Group

Interface Description

Faults

O

History

%

[+ 5 MIERBFNIPGKEX

<{froot>

APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_I PG

| grep dn
dn : uni/infra/accportprof-Teadl103_IP/hports-

lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

BERR R8O R B O E & SR Bk




¥ +

¥ -

m%_':}.., i L“'ms:""m““'“ Concrete Model
¥ B °°"°"°'_ % (Configuration applied)
1 ]
: i Leaf Interfaces Logical Model
i i O (Configuration defined)
i s 1'
l i Interface Selectors
i i 1
i : PG Leaf Interfaces Interface Policies
: | mmmmme [ oo
: | 1
1 I
: “““““““““““““““ I wufﬁmgﬁiuu
Pools
Lizt of VLANS, VXLANS etc
BEOREXHEZEOEFESEREK

1.Fabric > Access Policies > Interfaces > Leaf Interfaces > Profiles > leaf103_IP:

Leaf Interface Profile - leaf103_IP 0
Paolicy Faults History
o £ %
Properties
Hame: leal103IP
Description: optional
Nlias:
Interface Selectors: +
“ Mame Blocks Policy Group
HEHERR:
<#root>

APIC# moquery -c infraHPortS | grep Teafl03_IP

<< EMPTY >>




288  BEOBMEXHEZEOGERFXRE

Leaf Interface Profile - leaf103_IP 0

Policy Faults History
—

o 2 %

Properties

Intarface Selactors: -t
& Mame Blocks Policy Group

le_Interfa £ 3 le_IPG

<#root>

APIC# moquery -c infraHPortS | grep

|l eaf 103_I P

dn : uni/infra/accportprof-Teafl03_IP/hports-

lc_Interface_Sel ector

-typ-range

BERR  ROEOEE XS RAE B 4] Bk



l' ________ =*  Restricts VLANs, Switches, ____________"____"l
+ Interfaces, Tenants *
T .
m‘i‘:}, E L Concrete Model
' W’“i"“’"‘" (Configuration applied)
I r = ==
| ‘ Leaf Interfaces Logical Model
; o (Configuration defined)
| [
i i Interface Selectors
: : Interface IDs
: i |
H I AAEP Learhterraeas htsrfacePolicies
: : Collection of aliowed — }—
i i VLANs, VXLANS stc mwmm
i l I|'
' }
: ---------------- — uMmggnzﬁixu
etc are consumed
Pools
List of VLANS, VXLANSs etc

OB E XA 5B B & S A< Bk

1. 3B B > 15 [7) SR B> SR AL > A ST R AL > B i 344> 1% M 103_SP

Leaf Profile - leaf103_SP 0
Policy Faults Histery
O 4+ %
Properties

Name: leal103_5P
Deseription: optional

Leaf Selectors: -
4 Hamé Blacks Palicy Group
beaf103_5F 103 leaf103_SPG
Associated Interface -+
Selector Profiles:
Hame Description State
Mo f
<#root>

APIC# moquery -c infraRsAccPortP | grep leafl03_IP | grep dn



<< EMPTY >>

2188 B BB X 5 DA R RE B AKX

Leaf Profile - leaf103_SP

[+]32 OB & XA 5 AL BB A RIS

<ffroot>

APIC# moquery -c infraRsAccPortP | grep
|l eaf 103_I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl103_IP]

HEREHES —1MEPGH R : encap-already-in-use

=

RINERLT , VLANEELRBEE. AEMNVLAN IDREERATFHRH Y LHWENEPG, HEAER
H RN A ZNEPG LEE FE AR —VLANWEA iR # 45 Bencap-already-in-use F467# &



EPGRILA T EBHHEXREL: Tenants > Ic_TN > Ic_AP > Ic_EPG > Faults > Fault:

o EPG-Ic_EPG

Fault Properties 00
General Troubleshooting History
() Az

Fault Code: FO467
Severity: minor
Last Transition: 2023-07-03T715:02:06.354+00:00
Lifecycle: Soaking

Affected Object: topology/pod-1/node-103/local/svc-policyelem-id-0/uni/epp/fv-[uniftn-lc_TN/ap-lc_APP/epg-lc_E PG]/node-
103/stpathatt-[eth1/13)/nwissues (I

Description: Fault delegate: Configuration failed for uni/tn-lc_TN/ap-lc_APP/epg-lc_EPG node 103 eth1/13 due to Encap Already Used in Another EPG, debug
message: encap-already-in-use: Encap (vlan-420) is already in use by Ic_TN_Dup:lc_APP:Ic_EPG;
Type: Config
Cause: configuration-failed

Change Set: configQual:encap-already-in-use, configSt:failed-to-apply, debugMessage:encap-already-in-use: Encap (vian
420) is already in use by lc_TN_Dup:lc_APP:Ic_EPG;, temporaryError:no

Created: 2023-07-03T715:02:06.354+00:00
Code: FO467

Number of
Occurrences:

Qriginal Severity: minor

Previous
o

. minor
Severity:

Highest Severity: minor

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep 1c_EPG

changeSet : configQual:encap-already-in-use, configSt:failed-to-apply, debugMessage:encap-already-in-us
descr : Configuration failed for uni/tn-1c_TN/ap-1c_APP/epg-T1c_EPG node 103 ethl/13 due to Encap Alread
dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG]/n

RIEAFRE

B ABEIACEE M Ic_TN_Dup LR EHE:

Node-103# show vlan extended | egrep "Encap|----|vlan-420"
VLAN Name Encap Ports

3 Tc_TN_Dup:1c_APP:1c_EPG vlan-420 Ethl/13




#M R T

o EIT 1 FEAKRHEVPCH RARERNEMVLANES

o EIN 2 FEREZIRHBBVLANKFAREIHEH HVPCX L HHERAVLAN,

« R 3 : MBREEMNEPG LMERASIK OXRE | XHFE AU THIE,

« BRI 4 EVIIRAZBTHACIHRAS | AEVLANT S RS B & H 32l LB 2 NEPG,
MRE—KH Y EE R —MNEEHEBEVLANEENEPG , NIACI&B| XL HEE,

MV ANRATT G |, S8 7] LATEPer Port VLANEL EfSEHRVAA ERM Rl ( HFEX ) LEBZEBHEE

VLANH &K ZEPG:

=|

0N

H At 15 404

il

RUEESE

B AT AENRRETREEENS SRR,

EPGEIEAIRERER

FF>I1c_TN > Ic_AP > Ic_EPG >#&%im O:

Static Path - Pod-1/Node-103/eth1/13

[+]8 AU O REPGXELKRE -

<{froot>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11

dn : topology/pod-1/node-103/sys/ctx-[vx1an-2195458]/bd-[vx1an-16416666]/vian-[

vl an- 420

1/rtfvDomIfConn-[uni/epp/fv-[uni/tn-Tc_TN/ap-1c_APP/epg-

| c_EPG

1/

node- 103

/stpathatt-[

ethl/ 13

]1/conndef/conn-[vlan-420]-[0.0.0.0]]

EPGSAAEPXEX

1. Fabric > Access Policies > Policies > Global > AAEP > Ic_AAEP:

Attachable Access Entity Profile - lc_AAEP Q

Paolicy Operational Faults Histary
e

o £ K-

Properties

Enable Infrastructure VLAN: []

Physizcal or —
External) Associated to Interfaces:
- name State

Ic_phys_dom (Physical) formed

Application EPGs

&
+

« Application EPGs Encap Primary Encap Mode
lc_TN/lc_APPfic_EPG vian-420 unknown Access (BO2.1P)

Show Usage



<tfroot>

APIC# moquery -c fvIfConn -f 'fv.IfConn.encap=="

vl an- 420

| grep dn
dn : uni/epp/fv-[uni/tn-Tc_TN/ap-1c_APP/epg-1c_EPG]/node-103/attEntitypathatt-[1c_AAEP]/conndef/conn-[

vl an- 420

1-[0.0.0.0]

EPGEIZ#Y K< Bk

FF>Ic_TN > Ic_AP > Ic_EPG >iH:

Domains (VMs and Bare-Metals) O
O E %
~ Domain Type Deployment Resolution Allow Micro-  Primary Port Encap Switching Encap Mode Cos Value Enhanced Custom EPG
Segmentation VLAN Mode Lag Policy MName

[+]8lc_phys_dom B H X EXBIEPG,

<ffroot>

APIC# moquery -c fvRsDomAtt | grep -A 25
| c_EPG

| grep rn
rn : rsdomAtt-[uni/

phys-1 c_phys_dom

B E5AAEPFIVIanith iy < Bk

1. Fabric > Access Policies > Physical and External Domains> Physical Domains > Ic_phys_dom:




Physical Demain - le_phys_dom O

Paolicy Faults History
—

0 2 K.

Properties

Salect Name Dascription

[+ S AAEPHYREX :

<#froot>

APIC# moquery -c infraRtDomP | grep

| c_phys_dom

dn : uni/phys-Tc_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

[+]18 5 Vianstt #9 < Bk

<{froot>

APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[

I c_vl an_poo

]-static




T HRRAE R B VLAN

1. 3R EE B> 177 [B] SR BE> > VLAN > Ic_vlan_pool:

VLAN Pool - lc_vlan_pool (Static Allocation)

Properties

Description Alipcation Mode

Static Allocation

Type

Physical Domain

Policy Operaticnal
—
Role
External or On the wire encapsulat

Faults History

ons

[+] Vlani3E Bl IR iE :

<#root>

APIC# moquery -c fvnsEncapBlk | grep

I c_vlan_poo

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an-420
1-to-[

vl an-420

[+]1E fE FIc_vlan_pool 91T :

<ttroot>

APIC# moquery -c fvnsRtVlanNs | grep



I c_vl an_poo

dn : uni/infra/vlanns-[Tc_pool]-dynamic/rtinfraVlanNs-[uni/

phys-1 c_phys_dom

AAEPEZHY K< Bk

1. Fabric > Access Policies > Policies > Global > AAEP > Ic_AAEP:

Attachable Access Entity Profile - lc_AAEP

Properties

State
ysicall formed

<tfroot>

APIC# moquery -c infraRsDomP | grep

| c_AAEP

dn : uni/infra/attentp-T1c_AAEP/rsdomP-[uni/phys-

| c_phys_dom

IPGEIAAEPHY < Bk

1. Fabric > Access Policies > Interfaces > Leaf Interfaces > Policy Groups > Leaf Access Port >
lc_IPG:




Leaf Access Port Policy Group - lc_IPG 0
Palicy Faults History
O & .
Properties
I Attact 3

[+] IPGEIAAEPH) %5k
<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15
lc_I PG

| grep tDn
tDn : uni/infra/attentp-
| c_AAEP
M E X S1E O F R R E
1.Fabric > Access Policies > Interfaces > Leaf Interfaces > Profiles > leaf103_IP:

Leaf Interface Profile - leaf103_IP 0

Palicy Faults History
IR
Properties
Interface Selectors: +
= Mame Blocks Policy Group

le_Interface_Selector

M3

le_IPG

<#root>

APIC# moquery -c infraHPortS | grep

| eaf 103_I P



dn : uni/infra/accportprof-leafl03_IP/hports-

lc_Interface_Sel ector

-typ-range

B O AR B4 O SR A < Bk

1.Fabric > Access Policies > Interfaces > Leaf Interfaces > Profiles > leaf103_IP >
Ic_Interface_Selector:

Access Port Selector - lc_Interface_Selector

Properties

%)

Interfaces Override Palicy Group Interface Description

[+ 5 OIERHFNIPGKEX

<tfroot>

APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_I PG

| grep dn
dn : uni/infra/accportprof-

| ead103_I P
/hports-
lc_Interface_Sel ector

-typ-range/rsaccBaseGrp




M- OB B N 542 Ok 2 85 M A H ST HRATLEL B S0 R Bk

1. 3B R > 175 [7) SR B > S AR AL > A% i S R AL > g i S 4> M- 103_SP:

Leaf Profile - leaf103_SP

Properties

« Mame Blocks Palicy Group

Nama Description State

[+]8 M 2 O BC B S 5 SR ALED B SR Bk

<#root>

APIC# moquery -c infraRsAccPortP | grep

|l eaf 103_I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP
/rsaccPortP-[uni/infra/accportprof-

|l eaf 103_I P

[+]3IRALEL B S A 5 SR AL SR B A R Bk

<#root>

APIC# moquery -c infraRsAccNodePGrp | grep -A 8



| eaf 103_SP

| grep tDn
tDn : uni/infra/funcprof/accnodepgrp-

| eaf 103_SPG

VianZpE ik

mR

« EAHEVLAN 4205 BHE T =103 - E1/13 L
- ERBFIAEMERX R KBENEPGE B

BHAPICKREACIIREREVLANSEE

A ARIEA X VLAN S i IEXf fvicConnZK M Eif) , A EREFHFBVLANKENEPG/R#R/ZDO

AE

<#root>

APIC#

moquery -c¢ fvlfConn -f

"fv.lfConn. encap=="vl an-420""' | grep dn
dn : uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG]/node
103

/stpathatt-[

et hl/

13



]/conndef/conn-[

vl an-

420

1-[0.0.0.0]

BYXRACLIREVLANIE

EAEEXR#Y LiE1Tshow vlan extendedfi T , AR ERZ A LY BIEFEBAIVLAN , AR VLANFTEE
EMNEPGH#EO,

encap-id xxi3 BB EACIIRA4 2R EGERA LA :

<tfroot>

Node-103#

show vl an encap-id

420

ext ended

VLAN Name Encap Ports

2 Tc_TN:Tc_APP:1c_EPG vlan-420 Eth1l/13

BERMHCLIREF & TTRHVLANEE

ACIZH AT RPN ENVLANER RS B KNI T F & (PHAIVLAN |, ZVLANR BN T QB
At {E,




TR EHEBRS E & F“FD VLANHIPI VLAN |, T R#F3BR 5 2% 59 “BD VLAN"HYPI Vian, £ #4]
EiZ1Tshow system internal epm vian all&s 5 , £ R#EH LB vianF K.

<#froot>

Node-103#

show vl an extended | egrep

"Encap|----|1/13"

VLAN Name Encap Ports

Tc_TN:1c_APP:1c_EPG

vl an-
420
Ethl1l/13 --> FD vlan 2
18
Tc_TN:Tc_BD vxlan-16416666 Ethl/13 --> BD vlan 18

A] LA{# Fshow interface i S IRIEFD vianFIBD vian tolZ O %RE :

<#root>

Node-103#

show interface eth

1/13 trunk | grep -A 2

Al | oned



Eth1l/13

KESVI VLANERE

MRFEABD SVIRUESEIFEVLAN |, NI Amoquery class fvSubnet3REX ¥ M &Y IPib ik

<ttroot>

APIC#

nmoquery -c¢ fvSubnet | grep | c_BD

dn : uni/tn-1c_TN/BD-Tc_BD/subnet-[10.10.10.254/24]

R IR B IR Eshow ip interface brief , FREILEAYIPHb i A IEVLANR T VRF, EARHIH
, WiFk B E—ANCLI% H /R~HIA9“BD VLan 18” :

<tfroot>

Node-103#

show ip interface brief

IP Interface Status for VRF "
lc_TN: I c_VR

F"(16)
Interface Address Interface Status

vl an18

10.10.10.254/24



prot ocol -up/ i nk-up/adm n-up

BAREHAENSREEFT

SR FHLCE T MVLANERZSEREAPIE A 2L T RVLANERZ TS R F R,

/AP|CS ‘\ [ AP| Request for static binding ]
NGINX l
extXMLApi (4)  Jrefreosnennes Accept if format valid with proper auth
-
Policy Distributor (33) ] ---------- Enforce no dups, other logical rules
¥
Policy Manager (6) |v#jsssssssss Validate against Policy. If complete, push
\ Y / to policy defined nodes

Switch(es) '
[ Policy Element

Validate against Hardware. If pass, push
to concrete policy onto node

[ NX;OS Pulls in concrete config to program HW.
VLAN deployed
B R AKX RAER

BHERE R E R BENRR , LERKDERE R T AVLAN,




Security Domains (Y
=== B 5 Reregey
H hm'hu;Tm ‘ L

mjﬁ”ﬁ}m | e e Concrete Model
t ! Mi""‘“"‘“ (Configuration applied)
. ey Jo—— e s e
i | Leaf Interfaces Logical Model
1 1 Profiles . . .
i | B i\ B, (Configuration defined)
: i T
1 |
i I Interface Selectors
: : Interface 105
1
| : T
1 : AAEP Leaf Interfaces Interface Policies
! 1 Collection of allowed Policy Groups R e
: ! |
i ! i
lemccce e e n——— I mmmnv?u.m
&tc are consumed

Pools
List of VLANS, VXLANS ete

AR &% B 177 8] SR BE AU IR SINXOSHh &

XL, BIMNETREITERA T HRRBHEE ; AECIESMM RFHNCLIREEXHFPHE

MR A,
Attachable Interface
; . Interface
Domains Entity Policy .
mtu 9000 \ ssh 10101142

switchport or no switchport speed 10G
channel-group 1 mode active  'nterface Ethemet 1/1
Iidp receive
switchport trunk allowed VLAN 100-200 lidp transmit
cdp enable

spanning-tree bpdufilter enable

HRIWEFO467RS , HIE KT HF R R HBREREER,

VLANK IS8



B THERRR—IZE , ATHRTHT

=R,

AL AL
— N Bo

RNHERE AT XERSRIBRTEG

DD
AP T3

BRY

APIC

moquery -c faultinst -f
'fault.Inst.code=="F0467"

Bl i SR B R H BT TOE SRS AT R F046 78

f=

moquery -c I2RtDomIfConn | grep
<epg_name> | grep dn

L REFEepg BRA B AN/ZN AR

moquery -c fvRsDomAtt | grep -A
25<epg_name> | grep rn

£ REEPGKEXHYIH

moquery -c infraRsVlanNs | grep -A
15 <dom_name> | grep tDn

EREFXBEHvianttE#H. SERENLE—I TS
AR ELAY

moquery -c fvnsEncapBIk | grep
<vlan_pool_name>

EREHEvIantt X B viank S

moquery -c infraRtDomP | grep
<dom_name>

I REEXKHAEP

moquery -c infraRtAttEntP | grep
<AEP_name>

EREERERREOEE A4 (PG)

moquery -c infraRsAccBaseGrp | grep
-B 15 <IPG_name> | grep dn

ETREOREXHA(PG)EEOEFESRFNKE

moquery -c infraRsAccPortP | grep
<Interface_Sector> | grep dn

TR E OB E XA B SR & SR B R BR

moquery -c fvifConn -f
'fv.IfConn.encap=="<encap_vlan>"" |
grep dn

ERERGRAER AR B ER Rvlanty A O




moquery -c fvnsRtVlanNs | grep
<vlan_pool_name>| | grep dn

& REvlanith < B I5

moquery -c fvSubnet | grep
<BD_name>

& REE XKV IP

AL

show vlan encap-id <encap_vlan>
extended

S RPIvianMiEF~, NALEXHFMEPGHE HRIYIE
MER

show vlan extended | egrep "Encap|--
--|<port:example 1/13>"

ERBEERD EvianWFHER.

show int eth <port> trunk | grep -A 272

an

EREEERAOEHEEZNvian, EFEE |, vianks
B ARZvianE S -

show ip int bri vrf <vrf>

ERABEVTERENFIRED

show vpc brief

BRI IRALZVPCX Y —# 20 BFAYvpc AR B

o

EESERY

. HESLFEE  BRKDCN-3900

. HELFEE  BRKACI-2770

« BRILARI Ay A0 BY ELA 1R e S PEBR 58 — R



https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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)



