\

FEACI LEL & R #um F 70 AT as
B =%

LB

A==
2

BEHACIHHISPANZE R

1|0 A T

BE
HEASPAN(ERSPAN)
iRl
E BRG]
## ASPAN (_7ith )
bk |
EERS
17 [F] SPAN — ACLIH;
18/ SPAN(ERSPAN)
iRl
EERA
3B RESPAN(ERSPAN)
IR
E BRG]
SPANRA B #RALR
BEEACI SPANSKH
A\ SPAN(ERSPAN)
#l1
=42
=413
=44
$EASPAN ( AS3hSPAN )
#l1
=62
=613
=64
=415
=pl6
=247
7 SPAN(ERSPAN)
#l1
R 4EBESPAN(ERSPAN)
#l1
=62

=63



SPANZ|CPU
EESR
zﬁﬂf\/ L
EHARS

BLECE
1: EGUI ESPANZEICPU
HR 2 R FHSPANSTE
SR 3 WU g

ERSPAN o Fit]
ERSPANZE#| Broadcom Trident 2
ERSPANZE A& |IEI1I

ERSPAN#k#E TR fl
FH /= SPAN/# A SPAN(ERSPAN)

A STRS AT B AT 72 B R SARL A 8 O B RNR FE(ACH) BB B R #2 iR O 20 4785 (SPAN),

b B /=
S=EER

— %R , SPAND R =ZFhE A, KibSPAN, TFESPAN(RSPAN)HF &I FZESPAN(ERSPAN),
XLESPANZ BN ERFTEREFIHIEEN B MWL, Cisco ACIXIFA#SPANFERSPAN,

S

AR AXHEBRIRIERE —RELABSPAN |, 1K SPANFIERSPANE 7,



BRACIHHISPANZEE

¥ . L= -
N ;_J'
N
o - L]
¢ 00 ¢ 00 ¢ e
== T¥PE == == 5RC == == 05T ==
@ Fabnc SPAN SPANM on Fabnc ports on Spine or Leaf —_— ERSPAN (remote IF)
@ Tenant SPAN SPAN on EPG{=VLAN) on Leaf — ERSPAN (remote IP)

— ERSPANM (remaote IP)

® Access SPAN  SPAN on Access ports on Leaf —_—
= Local SPAN (Local port)

Cisco ACIHH =Fh2& 8 ) SPANFabric SPAN; Tenant SPANF Access SPAN. T NSPANZ B Z R 2 & HIEE
THIFKIR,

BIAR |

o« RIFEFFSPANFEIR M AR M £ T Xl B #Y3E O &2 AR HN B E.
« I RISPANFIR MR M IR M/ EB ik & 2 B Ay 3 O 42 AFE H B E.
17 SPANA THIRACIF M 34l £ H L& im 4 (EPG)E AFIE VBRI

L SPANE #iX¢ & FCisco ACI GUI LW ELE L E.

o RIRFEFESPANTE IRIEME>RIRERE R THLE S
1 AISPANTEFabric > Access Policies TEL &
- #HFSPAN7ETenants > {each tenant} FEL&-

N F/ANSPANK B #R , R B ASPANRER B A XA #thSPANRIERSPAN, HAmNSPAN ( &
BAEREFIFE P ) [N ZHERSPAN,

BER f)  7EE

EFERBNAPICHEH R P HRFIMER, EHEHRTEMNSE>FERASPANTRE TZT



BE

AN EEZNSPANKEWEEMANEE R, EEENSDF , BEXMMEFTEREN
BERBIZEBM,

BRAPICHEHERRIER P th T 48 7 SPANELE : Troubleshooting Tools and methodology > Using
SPAN,

AP REARSSREARE , BEREES EMEE,

# ASPAN(ERSPAN)
R
)

A

Dst EPG 182,168,254.1

Drestination Group

“*}.’ . i g 1 1*\5 e i T il
VMs to be captured ' EPG1 ) EPG2 EPG3 EPG1

192.168.1.0124 192.168.2.0/24

Bi & I



SYSTEM : comee  ADMIN  OPERATIONS
c1sco . TICES

EIE)

PROPERTIES
Bna: SRC_GRPL
Eseription:

i Satw: ) Diablad
 Erubied

DESTINATION GROUPS

Tt Cren

cnccrsppc:

ERPLAMIG CRUECTS 1 107 L

SOURCES

P LN, e LELIOLH, PSR/

Hr

SPAN Destination - D3T i

[ I
[ElE
PROPERTIES
R i
P

Dibruition CFG: wnd i TR g SPAN_AFP g SPAM

SR e Versiom |
Dwstrution B 190166151

Sowes Prak: 1501001104
P 1
L)
W 1318

P Unpaciied

SPAN Version :

ERSPAN Type
ERSPAN dst IP :

SPAN packet will be thrown to this IP. Need to be learned as EP in Dst EPG.
ERSPAN src IP :

192.168.254.254 : every Leaf use this

192.168.254.0/24 : each Leaf use it's own node id { ex. 192.168.254.101)

SPAN Seurce - SRCL i
[ - I
=IES) | s |
PROPERTIES
Pt SRCT
Cmgmn
D Bt
Saumce EPG:
Seawce Pt
er—
P
N—
Direction ©
Both / Incaming / Outgoing
Source EPG :

Option. When you need EPG(VLAN) filter.
Source Paths :
Mormal port, PC, vPC

SfinZE|FABRIC > ACCESS POLICIES > Troubleshoot Policies > SPAN,

« SPANJR4A
- SPANB#RA

SPAN Source Group gﬁ%Deﬂinmionﬁ Sourceso
K

1. BIZSPANJR4A (SRC_GRP1),

2. £SPAN Source Group(SRC_GRP1) T #1Z2SPAN Source(SRC1),

3. ASPANJR(SRC) B BiX LS K,
— B[ —REPG (3£ )
— RERER (TURSMNED)

S



BSRERTHRSNMSEHNEAES.

4. BIEZSPAN B #r4 (DST_EPG),
5. 12 SPANEB #5(DST).
6. ASPANEB #5(DST)EL EX LS
— B¥REPG
-BEHIP
— RIP/AIR(X AT AR EMIP, MRFEATE , WET /LW T UDATARENLHL. Hlan, 5
£ : 1.0.0.0/8 on node-101 =>src IP 1.0.0.101)
— Htt SR E N ERIAE

AR EZHRERTHESNSBNEHAEE.

7. B{RSPAN Destination Group48E Z|48 R #Y SPAN Source Group.
8. F{RAdmiIn State2 /8 Ao

S
SR MEEHEERA L% RDisableds! , SPANELL, MRNEEEEAMEE

B, T TC TR ELABR o

5 iFHEARFERSPANK B #RIPERN 8 E B FREPG TR A IRIRE, £ LRRAIP , BIEBRSTK >R
FBLE S SPAN_APP > EPG SPANT3REN192.168.254.1, ¥ , (IR B RBE2FHMEN , W
BARIPAECE N L EPG TR B S L in,

EASPAN ( A )

I RHI

Dst EPG 182.168.254.1

B & R



atlvanle, o5 FABRIC w LT
ciseo oM TEMAES T NTWORKING  SCRWCES
| ACCESS FOLECHS

SPAN Source Group - SRC_GRPL

ADMIN  OPERATIONS. »

S6

PROPERTIES

SPAN Destination - DST

PROPERTIES
Mamve: DST
Description:

DESTINATION ACCESS PATH
[ Destination Path: Node-101/ath1/33 ]

o Hrp:

Fabric > ACCESS POLICIES > Troubleshoot Policies > SPAN

- SPAN Source Groups

- SPAN Destination Groups

SPAN Source Group éﬁﬁDestination *l] Sources.

-« FR :

1. BIZSPANJR4 (SRC_GRP1)

SPAN Source - SRC1

O3
PROPERTIES
s SRE1
Descrighion:

Dirmticn: | Both
Sounge [PG: | und/0-TH/3p-SPAN_APP)/ep £PGL

2. FESPAN Source Group(SRC_GRP1) T8I SPAN Source(SRC1)

3. 7ASPAN Source(SRC1)&L BiX LS
— A
— JREPG (i&In )
— R (RSN ED)

XESHBER THSNMSENEARESR.

4. BIESPANB#74(DST_Leaf1)

5. BiESPANE ¥(DST)
6. 71SPAN Destination(DST)EL EiX &5
— BFREORNT S,

#

7. B{RSPAN Destination Group43E Z# R AYSPAN Source Groupo

8. #{RAdmIn State2 B A,

% 1%&#EDisabled on this Admin Stateff , SPANZE L, MRLUGEEFAMERE , N LTEN




L BR.

BEREATRERBEORKARTEMNLRE, HRABAACIKRM LHEAOR |, ZhESKEER

o

PR 1)

« X¥TA#SPAN |, HAMFER —HH LEE B frEOMFRZED,

- BWEORELTUPRKRS , RFEEEMNTEPGL.,
- HERUROBEVPC)ZEOEENRKON , T EFEAARHESPAN
BR A E—1MEREE. EF—REHRMILL , ERHVPCRPCH A KN O 7] LAEL
E?ﬂSPAN;‘J?\o £ A LA SPANT A FvPCim O LRV E,
BR , ETESE —AKBKH LT (Cisco Bug ID CSCvc11053), #& , @3 Cisco bug ID
CSCvca46437E2.1(2e), 2.2(2e)F1%E & BRA % N T 1 “VPCAHEPC’ L SPANKI 45, X 4%

, AR AR M-ER ] LARHE R vPC R 5 193 D@ E B B H SPANR, X A FE M E AR AH 3

vPlefﬁ A AR 8 A A SPAN,

- BEEF-ARHLHOBENEMNEORSERBIESN F5& (2B T Cisco Bug ID
CSCvc11053) ,

« PCHIVPCHEERAEARMSPANM BARIHO. M4.1(1)FF s , PCETA/EZAR#tBSPANSY B Bi% O,

B RISPAN — £ HACLIIE SR

SR RSEER L EAACLIE SRR, LINBE R FFSPANSE R 8 3R & 15 A/4& HiSPANIR,
HEESPANREREREN , AP A LUFSPAN AclR A iR,

Rk AERESPANFE 7 SPANIRA /IR A = #5th Zh e

R ERA PRI IR B R AHUVND |, RAE AR HElER TR RAN SN FEMtcam%& B,

I8 2R 4H AT AR BR B
-Spanif : TiEERAE A ?ﬁﬁﬁtSpan)ﬁTmXE’JFﬁﬁ?&DJ:E’Jumzo
-SpaniR4 : TIEERA ( Hlaix ) AFEiE L SpanRAN BN SpanR T EXMFIEREO LHRE,

EMREERRF , SIEBFANA T Spanifdi.


https://tools.cisco.com/bugsearch/bug/CSCvc11053
https://tools.cisco.com/bugsearch/bug/CSCvc44643
https://tools.cisco.com/bugsearch/bug/CSCvc11053

dice  API = Q00000

Q
0 L e
- (7]
Filter Group
associated with SPAN = =
source group
Sonr Pref Sowr Last Source  Des or I P Firs: Destiraton Port Last P Pmoloool
Pert Port Derstination.
Pem
! You can also
— R associate a filter
——— Group with SPAN
saures

WMRBFESpanREL 5T IEERA ( Hlwly ) XBk , WEMZTIERRA () RITIB LIS ESpani® FrE
EO LA

— ERANANTIRRA B NA T ZRE TR,

— RN AN IERASGER T1ZR.

— TRRARRNATRAURIZFERARRER , MNATRATIEB[AM L.

— MIBRER LR ARTIEERE , B3R A RFREA R AR IEIRA.

— MIBRR A TIRARTIEERA , BN el A ZRA R FT AR B BRIZ I R 4E

# P SPAN(ERSPAN)

HhHNRA

# ERSPAN only
# EPG(=VLAN) filter on whole Leaf
3 No Interface filter

['EPG."' C_]

T L _ta_[potei® SPAN SRC :
Dst EPG 192.168.254.1 SPAN SRC - vian-756 :
vlan-751, 752 )

'_"| Source Group

L

vian-752 vian-T53 vian-754 vian-755 vian-756




™ L7
NETWORKING  SERMICES

™ 1 =
Ll SPAN Source Group - SRC_GRP

[IE]

PROPERTIES
Hasme:

SRE_GRP
Cusoipbien:

Aden State: ) Disabled
* Enables
TEMANT DESTINATION GROUPS

Valiewr Coern

ADMIN DPERATIONS F i

ij

- Hep:

/> {tenant name} > EHEBR K BE> SPAN

- SPANJR4A

- SPAN B 74

% SPANJR4H X Destination & Sources.

« AR :

—

. B2 SPANJE4 (SRC_GRP)

SPAMN Destination - DST_A

ol
PROPERTIES
Hiime: BST_A
Dwseripiion:

——3 DESTINATION EPG
Destnation EFG: mnl/tn-TKfap-SPAN_APP/epg-SPAN
Al Verson; Version 1
Destingtion [P 152.468.0H.1
Seurcs BPeefic: 192 160.144.0/24
Flow I 1
TIL: 4
MU 1538

= | Same as Access SPAN
CP: Vmapeciind

SPAN Source - SRC_A

PROPERTIES
Name: SRC_A
—> Description:

Direction: | Bath e
Staitee EPG! | unl/tn-TK/3p-SPAN_APP)/ epg-EPG1

Direction :

Both f Incoming / Qutgoing
Source EPG :

SPAN source EPG,

(appropriate VLAN sources are automatically configured on each Leaf)
(Source Paths cannot be configured)

2. 7£SPAN Source Group(SRC_GRP) T |2 SPANJRE(SRC_A)

. ASPANJR(SRC_A)BL EiX LS8
— 5@
— JREPG
XEBEZHER THRENSHNIFAER.
. BESPAN B #74(DST_GRP)
. BESPAN B $R(DST_A)

w

o O b~

— BHREPG
-BHY IP

. ASPAN Destination(DST_A)E Eix 5

24



— RIP/BT 4%
— HS BRI R B N RIANE
XBESHER THRENSHNIFAER,
7. 4R SPAN Destination Group43 %€ £ #8 B #9 SPAN Source Group.
8. {RAdmin State B /5 Ao
X i%&#¥Disabled on this Admin Statef} , SPANZIE, MRUFESEFERAFFERE , NEES

HMBR.

R EERESPAN(ERSPAN)

kN

Destination Group
Dst EPG 192.168.254.1

Y

[ EPG /=}

B & Al



L La-L7
HETWORKING  SERVICES

sl sygmpm
€0

ADMIN  OPERATIONS

oUCH

AN Source Group - SRC_GRP

] . -
g:"__,__;___-,_ [l

PROPERTIES
T SHC_GRP
Cemrgnen:

Admin Ste: ) Brsabled
# asbled

DESTINATION GROUPS

SPAN Destination - DST_A

Rl
PROPERTIES
Hame: DST_A
Dwcrigtion:

DESTINATION EPG

Source BPrefte: |192,168.254.0/24
Floow 10 3
T 4
HTU: 1518
DSCP: | Unipeifind

SPAM Version (ERSPAN Type) : 2

Others are same as Access SPAN

o Hrp:

X R B B > X 4 S B SR > T PR R BR R B> SPAN

— RRHERE

- SPAN B R4

SPANRA Rt B Fr &R KBk

- AR :

1. BIEZSPANJR4A (SRC_GRP)

SPAN Source - SRC_A

(O]

PROPERTIES
Harse: SRE_A

Dirwctin; | Both
Pesvite Matvesih:

Evidge Domaiec | usd/tn-TH/BO-E01

Both / Incoming / Qutgoing
Private Network / Bridge Domain :
Either of them. Filter packets on Fabric ports with specific VRF/BD

2. TESPAN Source Group(SRC_GRP) T |2 SPAN Source(SRC_A)

3. ASPAN Source(SRC_A)El BiX 53
— M
— THAME (&M )
— BriEE (&)
— R (I URSMNEND)
XEZHRBR THSNSENFEAER.
4. $|ESPAN B #74(DST_GRP)



5. BiESPAN B #7(DST_A)
6. ISPANEB#5(DST_A)E EiX LS
— B#REPG
-BEY IP
— RIP/BI 4%
— HS BT LURE RN BRINE
XESHER THRENSHNIFAER.
7. BRSPAN Destination Group4#8E £I#8 R # SPAN Source Group,
8. {RAdmin State 23 B.
YRR TE L EEIRAS LA (Disabled)rt , SPANREIE, MRLIGESEFEAFTERE , T
T EMIRR

REGHMERSPANMA (K8 ) FHoX 1T TR |, BB LAEERSPANMRAII A F R 46
FESPAN , MRZAIF T3 7 #1ZEASPAN,

GUI3 iE

NETWORKING SENCES

aln ::L'} SISTEM  TENMTS  FABRC e e ADMIN  CPERATIONS

X See Use Case for CLI verification

il M L4-L7 ) ——
Sinea SYSTEM TENANTS ra-c TR GErRE ADMIN  OPERATIONS pel i n

IRVENTORY | PO :'_--.|.-.|-. 55 POLICIES
!l Session - tn_TK_SRC_GRP_DST_GRP_DST_A

[ 100 ]

PROPERTIES

ml OPERATIONAL " HEALTH “ FALLTS " HISTORY ]

I: 23
Adrsinistrative State: Enabled
Source IP: 192.168.254.101/ 24
Destination IP: 192.168.254.1/32
Fow ID: 1
DECP: Unspedilied

Double Click

TTL: 64
Type: Gre encapsulated
Version: Version 1
WHID ID: wxlan-3080192
VEF: TH:VRF1
MTU: 1518
Operatisnal State: Up
Operational State Info: The session is up

—

o IOIFSPANFL &K1

1. Fabric > ACCESS POLICIES > Troubleshoot Policies > SPAN > SPAN Source Groups >
Operationsit I+

2. RIRFERE> IR AE B R B> T PR HEBR R A& > SPAN > SPANIRA >R EE T~

3. Tenants > {tenant name} > Troubleshoot Policies > SPAN > SPAN Source Groups >
Operationali£ 1+



BHAREITRERup.
s B 2B 5 LBIISPANSE

1. MSPANERL & K EE S Fabric > INVENTORY > Node > Span Sessions > { SPAN session name
}

BHRAREITRE R up.
SPANSEBRBYE :
— X EEPRESPAN:fabric_xxxx

— 5 BISPAN:infra_xxxx
— FHFSPAN:tn_xxxx

1EFEACI SPANKH

- o mm mm mm mm mm mm mm mm mm = = = =

( |
E[[ EPG1 ] [ EPG3 ]J[[ EPG2 J[ EPGX ]J,:

Ty

Dst EPG 192.168.254.1

EARZD & | FMAIER T ENACI SPANZER (Access, Tenant, Fabric)f¥ig S, E—ZFHoFNET
BN RWERIEH,

MRET ISR, WAUREENEREREHMACI SPANKE | Hl LIRS EREO
EHHEE , RESTHREBEEPCLNMAHRER , MAZRLAHBREDEFS,

EEBACIH , SPANEE TRANBHE. RATESMNREER |, flMEOREPG, BirHAEI=E
MEE , BlINABSPANRY B #54% O SUESPANRY B #5IP,



BRBEER , B2 WAMIREISPANEE 30 0 LA B IR IR 2.

S
AR BREESMIPUFZERERITREERTNELN. SHZSBREMNXLEREE
R E L BIR B,

2 ASPAN(ERSPAN)

Bl 1

iR‘Leaf1 e1/11 e1/34FLeaf2 e1/11” | Dst "192.168.254.1"

[ ERG

Dst EPG 192.168.254.1

VMs to be captured

Fab2-Loafl§ show monitor ses.

- R4
* Leaf1 e1/11
. KMH1e1/34
o HH2e1/11
- BiRd
+ EPG X_EM192.168.254.1

IR SPANTI AN EANSPANS B ES MNED, TAILBIRMAERHEECEONKIEZ , MAEH
EPGA,



FEANMEOBENRES IR ZRYARARN , BIRALMRERSPAN , A 2Z#HSPAN,

EXRHIF , EAMEPGIFEPG2 LW FIEVME §IEiE S,

CLIRER

- FHRFRIRBD R up(active)
- destination-ip2ERSPANH) B #xIP
« origin-ip £ERSPANKYIRIP

=42

iR“Leaf1 e1/11%Leaf2 e1/11” | Dst "192.168.254.1"

R

[ - X192168.2541 g l
J
Dst EPG 192,168,254.1
Source Group
Destination Group l
vian-756
o

wi J
EPG1

WMs to be captured

Fab2-Leafl§ show monitor session a ‘ FabZ-Leafl§ show monitor sessionm all

- R4
+ Leaf1 e1/11
. FH2e1/11
- BFR4
« EPG XLE#192.168.254.1

EAHIF | Leafl e1/34 M\ Z HiHI Case1 LELE HISPANRLH Al B .



RBINRXEBLE , Access SPANTILUEEREND , MEAILEPGA,

CLRER :

. leaf1 EIRE O M Eth1/11 Eth1/34" B XN “Eth1/11”

=43

iR‘Leaf1 e1/11F1Leaf2 e1/11MEPG1djESR" | Dst "192.168.254.1"

[ EPG il

—

Dst EPG 182.168.254.1

‘_"| Source Group

Destination Group

vian-781 vian-752 vlan-753 vian-754 vian-T55 vian-756

> W L W
WMs to be captured EPG1 EPG2

FEETEE TP EEEEFTEE ====
Fab2-Leafl§ show monitor session all | Fab2-Teaf2§ show monitor session all
1 | a ii

Fab2-Leafl§ show monitor session al

FabZ-Laafl§f show vlian id 35,39 extended

F1581 : Failed to configure SPAN with source SRC_A due to Source Epg not available

F1553 : Failed to eenfigure SPAN with source SRC_A due to missing/invalid EPG
# SPAN on Leafl works

- JR4E
* Leaf1 e1/11
o FH2e1/11
- TIEEREPG1
- BiRd
« EPG XE#192.168.254.1

L RBIE RIFEISPANIE AT LA fE R in O LIS E R EEPG, UZ/MEPGHEEMNED ERNET | tbikm
FEER , ABRREEHRIZED LA TEPGIHRE,

HTEPG1KAEEELeaf2 L , Leal2HISPANK EHE , BENF1553KF 1561, B2 , Leaf1 EHY
SPAN{BSALE & T4k,



A, HFEPG1#ELeaf1 EEA B MNVLAN(VLAN-751, 752) , Bt & B3 Leafl LHISPANSE
AP NVLANT B85,

¥EE | CLILMVLAN ID(35. 39)2AEBVLAN , BIFFISMPI-VLAN ( FAMIVLAN ) , ERR2LE
B’ FHSERRID, W@ PR , show vian extended @i $ & RSEFREZEVLAN IDFIPI-VLANAY MR &Y,

HSPANSE A U BRAUBEHAE1 e1/11 LEPG1(VLAN-752) 0 5324 | BMEEPG2(VLAN-753)%
|E.I _E A J:ﬁidj o

CLIRE R :

- BRIEATITEEBWEPGTH N EEEVLAN,
« MBEREH EREXNMMWEPG , NiZAEH EASPANSERF A,

=4l 4

R“Leaf1-Leaf2 vPC” | Dst "192.168.254.1"

[C EPG -l

Fab2-Leaf2} show port-ch extended int pod | grep Fo

- R4
o B - 2e1/11
- BFr4
« EPG XE#Y192.168.254.1

SVPCEOE BN RR |, B4 FRERIP(ERSPAN) , TiAE2#0 ( A#HSPAN )



# ASPAN ( Z#SPAN )

£l 1

iR“‘Leaf1 e1/11 e1/34” | Dst "Leaf1 e1/33"

@\—[@-«—P&RT-

Dst EPG 182.168.254.1

vian-T51 vian-752 vian-753 vian-754 vian-755 vian-756

+f [f ;][! l][i][!]
VMs to be captured EPG1 EPG2 EPG3 EPG1

_"| Source Group I

FabZ-Leafl§ show monitor session all

o RA
* Leaf1 e1/11
o FMH1e1/34
- B4
o FMH1e1/33

7 AISPANE AT LA fE FA A #th SPAN ( BI4SE#EOER BHF )

BR 6 EXMERLT , REOLAEEREOMLTRE -4 £,

=42

R Leaf1 e1/11 e1/34MEPG1d 828" | Dst " Leaf1 1/33"




DST:

EC}

Dst EPG 182.168.254.1

101/1/33

)

vian-755 vian-756
EPG3 EPG1

14

Fab2-Leafl# show monitor sessicn all
ten 1

+ Leaf1 e1/11

o FH1e1/34

- EPG13iE8s
- BF4

« M1 e1/33

Fabz-Leaf2# show momitor sessicn all
Note: No sessions configured

_‘—l Source Group I

FabZ-Leaf3# show monitor session all
Note: No sessions configured

: Span session 14
type : local
state i up factive)
mode : access FabZ-Leaflf show vlan id 35,39 extended
source intf
EX : Ethl/11 Ethl/34 Forts
tx : Ethl/11 =1 1 1 T el
both : Ethi/il Ethl/34 35 TE:SPAN_RP Ethl/34
SoUrce VLANS : 39 TE:SFAN_AF Ethlf11l
X :
tH : / VLAN Type Vlan-mode Encap
both : / --------------------------------------------------
filter VLANs 1 35,39 35 enet CE vlan-751
destination ports : Eth1/23 3% enet CE vlan-752

BT A # SPANI [B] SPANIE 7] LA {E FAEPG I 8 28 MIERSPAN,

=413

jR“Leaf1 e1/11F1Leaf2 e/11” | Dst "Leaf1 e1/33" ( £HiREH )

fmmmmmmmme——o oo
@ : 101/1/33

Dst EPG 192.168.254 1

vlan-751

| SRC : 101/1/11

SRC : 102/1/11

vian-753 y

[

w

EPG1

>y

FabZ-Leafl§ show monitor session all
Wote: Mo sessions configured

“Source GroServer Error:400

vian-756

%
EPG1

EPG3
kY

]

Unable to configure in the first place

Span acurce and desatination group combination
not supported”

=> In Local mode, SRC and DST port must be on the same LeafJ

~




- R4
* Leaf1 e1/11
. HH2e1/11
- BFR4
« M1 e1/33

=5 4

JR“Leaf1 e1/11MEPG313jE85” | Dst "Leaf1 e1/33" ( {5iRZE4H] )

Dst EPG 1821682541

]
756

vlan-75

=
EPG1

Fab2-Leaflf show monitor session all

F1553 : Failed to configure SPAN with source SRC_A due to missing/invalid EPG

F1561 : Failed to configure SPAN with source SRC_A due te Source Epg not available

o RA
* Leaf1 e1/11
- EPG3diERS
- BFR4
o #H1e1/33

XKL F AR SPAN(ERSPAN) LV 1ERS , BEARRHIF , B TFEPG3fELeaf1 L FFFE |, Leaf1 Lt
Y —SPANSERK ., ELSPANRATEMEM,

=615

R“EPG1d 888" | Dst "Leaf1 e1/33" ( f5IRZEH] )



]

PORT 111141~ e

Dst EPG 192.1688.254.1

vian-756

A
EPG3 EPG1
\ )

# ahow monitor session all Fabi-LeafZ# show monitor se: Ne Faults ; Just capture nothing
3 configared Wote: Wo sessions configured Need to use Tenant SPAN instead of Access SPAN
] L

. B4
. EPG1iEE
- BiR4
« H1e1/33

RERE TRKAR , ASPAN LWEPGIIERR S BE T4, WREPGRME—EREMNIR , N A4M
£ A P SPANTT JE 1A @] SPAN,

ESVNG

B “Leaf1 - Leaf2 vPC” | Dst "Leaf1 €1/33" ( 45i1R=HI )

Dat EPG 152 168,254 4 . s . i _J

- wPC cannoct be cunfigﬁfed with Local Dest port
] T

Unakbls to cenfigure in the first place ]
var Erroc:d Span acurce and deatination group combinablon

- R4A

- &H1-2 vPC
- B4

« &H1e1/33

TAERVPCEORE N EB AR thSPANIIR, EFEHAERSPAN, BXiFRISPAN(ERSPAN) , & H



=H14,
=617

JA“Leaf! e1/11 | Dst "Leaf1 €1/33 & e1/33B FEPG" ( TEEHE )

7 f_ = —

Dst EPG 192.168.254.1

FlE96 : Port has invalid configuration of both EPG and span destination
But SPAN itself works

‘H.‘.] g .. "'l..‘] '\l‘] g bl
EPG2 EPG3 EPG1

MRSPANK BARIIFEL B TEPG , N I FEF1696 i O MEPGHMISPAN B #r“ "B BT , &
YEIFT 5l %,

BR , BEHIILLHE , SPANPETEEEE, HHERIERINSPANSIEZNFNARENES  Ehe
AlgEaEmE —I/F L BN EEEPGHE.,

™

# " SPAN(ERSPAN)

£ 1

R“EPG1” | Dst "192.168.254.1"



#% ERSPAN only
# EPG(=VLAN) filter on whole Leaf
#*% No Interface filter

DST: X 192.168.254.1 &

@ 1/3 1M1 111 172z Poi{el SPAN SRC
Dst EPG 192.168.254.1 SPAN SRC : _ | | I — vian-756 I
vian-751, 752 Al
Destination Group '

vian-758

vian-T55

WMs to be captured EPGA1

FabZ-Leafi§ show monitor sessiom all J Fab2-Leaf2§ show m Fab2-Leafi§ show monitor session all
15 Hote: 5o SEEElons seszion 1

Fab2-Leafl§ show vlan id 35,39

VLAN Hame

Fabi-Leaf3§ show wlan id 9 extended

VLAN Hame Status Ports

« RA
- EPG1 ( 3858 )
- Bird
. EPG X_E#9192.168.254.1

HFSPANEPGA & AEIR , MEASPANSURFEPGH TR,

HFSPANHKRBRR , ETLEESNMRMHNIKRD , ACI2HIRNE A KM AL EAVAEN
VLAN., Rt , HH4MEEREEEPGHATE MR B ZEPGH A IKE TR M iRl LM SN E O Y
, XRFEERRA,

R ERESPAN(ERSPAN)

£l 1

R“Leaf1 e1/49-50" | Dst "192.168.254.1"



7% ERSPAN only
# Capture traffic between Leaf & Spine

Destination Group

Dst EPG 192.168.254.1

(== )
- RA
. HP1 e1/49-50
- Bird

« EPG X_E#9192.168.254.1
RIFEFFSPANR SR AERF IR OB ENIR | HPXRERFROREH ME TGz BRED,

HEEERHNET XM 2B EFHELH , IWSPANEEEA. AR , RHME TR ZH
MR ERAIVLANIR KR TH R, Rt , FE-ERGFERIT, SR MMRINSPANKE

o

N
EE  IVXLANIR K 2R FACIA #2 46 BE P9 2B 46 FE 1Y 18 58 B VX LANIR 3k .

=40 2

R“Leaf1 e1/49-50FfVRFiZjESR" | Dst "192.168.254.1"



Dst EPG 192.168.254.1

[C EPG

Fab2-Leafl§ show monitor session a

Fab2-Leafi§ show vrf TH:VRF1 detail extended

- R4A
« %M1 e1/49-50
- VRFIERR
- B4
« EPG XE#9192.168.254.1

R FERESPAN T LAGE AT B 2R M U5 I SPAN, BBk BT E, RMRAEFESPANSE A R L5 B A
# R (VRF)ZXBDHER TR

WMEIFTR , EERACIH | B RIREM R O HIE D FEAIVXLANIR L #HTH 3, BhiVXLANTR LI
VRFZEBDE BEN ELNEZFRIRAFF(VNID), HBIBEBSENE2E(L2)ER AR , iVXLAN VNIDR F
BD, MiEaEREIE(L3)E LK | iVXLAN VNIDRRVRF.

Rt , SEERBRRERRO LR BERER |, BEMAVRFENTIRER,

=413

R ‘Leaf1 e1/49-50FBDJ #8&5" | Dst "192.168.254.1"



D)

Dst EPG 192.168.254.1

[C EPG

I[ T U U J
v v ¥ ¥
EPG1 EPG2 EPG3 EPG1

Fab2-Leafl§ show monitor session all Fab2-Leaf2§ show monitor session all

‘ Fab2-leaf3} show monitor ses

sion all

Fab2-Leafl§ show vrf TK:VRF1l detail exte
VRE-Nazme: VRF1l, VRE-ID: 4, State: U

nded

L

FabZ-Leaflf show vian id 17 exten

- RA
o M1 e1/49-50
° BD /ﬁ%ﬁ
- B4

« EPG XE#Y192.168.254.1
WHIER RBI2FTIR | TRERESPANT LAEABDAE S T IERR.

HETHIRRIPIER RO EWFFERERN |, EABDENTIESS.

AR —RABEEE—BDHVRFIIEER.

SPANZE|CPU

I IREM AR A56.2(1) 2 BB /& iR AN T 2

W EER,
s BRE—NNHNEERRREHIZT , AP LESPANREE I CPU,

CPU,

RESPANBFRIET , A TR GRE R IE B KM XA CPULK O (sup-eth0) |

[IRAP=F2N:1!

SPANZIHER (R —HX) : HXF ARk L Wstatisticsin T AIHIANRE EHREGHE




BLE PR

- BIEFASPANBFRA.,
- EEBHEOR , ETLUEE M Asup-eth0 ( CPUIR O ) 459 B #x.
- FitBREAESPANREA ( EXNEREHNRE ) KB,

T EELE

https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/aci-span-to-cpu-in-cisco-
aci/ta-p/5372105

RO A

REXLEF G EXIFSPANEICPU, LEFIRA2EAM , A LABERT A M E K,

+ FX2
+ FX3
+ GX
+ GX2
+ HX

SPANS: it 3%

« XERHX

SRECLIRM IS EREIEE | E 6 H500 KbpsEH.,

BER 75 1 BR 751

BRERTHRENREELR , MEBAPICE AR E1EF6.2(X) iR,

« SPANZ|CPUXEZHE TACLHSPAN , T HFE Tim OMWSPAN, XEREEHFHERX TFH
F#SPANZICPU , (RENIEH/ER T X,

« Cisco Nexus 9000 FX2RR ¥l & E & R4 X FSPANZICPUINEE

c MREFAZFNRBRNLEE T thIheE , M5 AHE, ®REAPIC GUILSystem > Faults
K Faultsit I+,

o B ERRIER IR OMVPCER O A X FENSPANEICPUSTENIRED, X FvPCiwO |, &
EARERREVPCHHPCEANE AR , AR E ik O EE,

o NEFEAROMEARODBE ; EAROTURE2RHEIRIHH


https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/aci-span-to-cpu-in-cisco-aci/ta-p/5372105
https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/aci-span-to-cpu-in-cisco-aci/ta-p/5372105
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-62x/management-62x.html#c-cpu-destination-port-for-span
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-62x/management-62x.html#c-cpu-destination-port-for-span
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-62x/management-62x.html#c-cpu-destination-port-for-span
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-62x/management-62x.html#c-cpu-destination-port-for-span
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-62x/management-62x.html#c-cpu-destination-port-for-span

d Z:iﬁTXéﬂ‘Tﬁo
- ESPANZICPULEMHEMKFEZRAZIRN , RBBUATAN2E. Bt , TERNUSHA
2FEHR-ZSPANE|ICPULER IR,

BLiEL &

SEREA#SPAN—# |, A LI E :

o BLipRug O/ER R R HIRA
o BER A sup-ethoy B Fr4A

BB SPAN B ARMELL | BE—AYX 3 RiEFE sup-ethofEy B FREED,

HB 1 EGUIFE ESPANEICPU

& #HFabric > Access Policies > Troubleshooting > SPAN > SPAN Destination Groups.



Create SPAN Destination Group

Name: O

Description: | optional

Destination Type: < Application EPG L30ut EPG

Path Type: Port Direct Port Channel Virtual Port Channel )

MNode: |eaf103 (Node-103) v
ex: topology/pod-1/node-1

Path: | sup-ethO v

¥ty sup-eth0

Node-103

eth1/1
Node-103

eth1/2
Node-103

eth1/3
Node-103

eth1/4
Node-103

eth1/5
Node-103

2R, BARNMTEREENEERE



SPAN Source Group - spansource_vpc_component

Policy

Operational

Q

Faults History

Properties
Name: spansource_vpc_component

Description: | optional

Admin State: Disabled Enabled
& )

Filter Group: | interandintraepg 3 @

Destination Labels:
~ Name

spantocpu_leaf103

Page 1 of1
Sources:
~ Name Direction
span_to_cpu Both

Filter Group - interandintraepg

MName: interandintraepg

Filter Entries

Alias - SQUI‘CE IP First Source
Prefix Port

interepg 10.1.121.0/24 Unspecified

intraepg 101121.0/24 Unspecified

interepg 101.130.0/24 Unspecified

SR} 2 R EAISPANSIE

SEMSPANELE —# , B o LAMERAREIICLIRIESE :

leaf1l03# show monitor session all

Tag

Yellow Grean

Objects Per Page:

Source EPG

Last Source
Port

Unspecified
Unspecified

Unspecified

Destination IP
Prefix

10.1.130.0/24
10.1.121.0/24

10.1.121.0/24

First .
Destination
Port
Unspecified
Unspecified

Unspecified

100

Source Paths

Displaying Objects 1-10f1

Pod-1/Node-103/spantocputest

Last
Destination
Port
Unspecified
Unspecified

Unspecified

L
Crop
False
Policy History
O * %
=
IP Protocol E;ttended
Filter Entries
Unspecified 0
Unspecified 0
Unspecified 0



session 5

name : spansource_vpc_component

description : Span session 5

type : sup

scale-mode : filter

state : up (active)

mode : access

Filter Group : 4

source intf :

rx : [Po3, FG:4]

tx : [Po3, FG:4]

both : [Po3, FG:4]

source VLANs :

rx :

t>x

both :

filter VLANs : filter not specified

filter L30uts : filter not specified

destination ports : sup-ethO

tx

both :

filter VLANs : filter not specified



filter L30uts : filter not specified
destination ports : sup-ethO

SR 3 WiIEN A IEER

BIFERM R L RERNITIERREE

<tfroot>

leaf103#

show nonitor filter 4

FiTter name (id): interandintraepg (4)
FiTter Entries:

Src IP

10.1.121.0/24

10.1.121.0/24

10.1.130.0/24

10.1.130.0/24
10.1.121.0/24
10.1.121.0/24

FE 4 KEHX ERSPANSGIHER

B 2ENRERESUHHRETIRER

aci-HX-leaf# vsh_1c

BERAWER, NHXF &,

module-1# show platform internal hal span session all stats
SPAN hardware session id:30 asic:0 sTlice:0 packet counts:2557
SPAN hardware session id:31 asic:0 slice:0 packet counts:510634359

S5 ERH EHERNABSPANRE

BER , MECENREBIW : Bideth1/48F Mz EHICMPRESPANEICPU,

M4 EESPANTRE



- T fE ftahoe0# O £ MtcpdumpiEZRSPANR £
o AICAEA A E R A E TR ANEIE

* Jisan/utils/span_to_cpu_parser.py

IR 225 R

WIRRAIREEERERDFARTENRE

podl6-leaf3# tcpdump -xxxvi tahoeO | python3 isan/utils/span_to_cpu_parser.py --decoder tahoe --verbose
tcpdump: listening on tahoeO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

Frame 9

Time: 1970-01-01T19:01:53.944622+00:00

ieth-extn:

sup_code=0x2b sup_gnum=0x6

icmp-request(8): id:0x7710, seq:0xf00

Payload:

Internal Header:

0x0000: 0101 0101 0101 0000 0000 0000 a00e 0000 .........vuuun..
0x0010: 0404 0404 8889 0000 0000 ae00 0000 0006 ........ouuvuunn.
0x0020: 2b00 0000 fbOO 0000 003f ffff ffcO 0000 +........ 2
0x0030: 1000 0000 ....

Frame Data:

0x0000: 0022 bdf8 19ff acf2 c5f8 2e01 8100 Oabd ."............. m
0x0010: 0800 4500 0054 ff89 0000 ffOl aec9 cOa8 ..E..T..........
0x0020: 7802 c0a8 1402 0800 a049 7710 0f00 11l4e X........ Iw....N

0x0030: 5d69 7f67 0e00 cdab 0000 cdab 0000 cdab Ji.g............
0x0040: 0000 cdab 0000 cdab 0000 cdab 0000 cdab ................
0x0050: 0000 cdab 0000 cdab 0000 cdab ............

A 5¥E : span_to_cpu_parser.pyknet_parser.py , EEFNNEBRIEES
ISTACK_SUP_CODE_SPAN(0x2b) ( SPAN & ) #y %z 4,

4 R EIPCAP

SETLAE R — write R TTUR A 85 4 AR 7 Elpcap« #F -

podl6-leaf3# tcpdump -xxxvi tahoeO | python3 /isan/utils/span_to_cpu_parser.py --decoder tahoe --write



tcpdump: listening on tahoeO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes
AC

Bye!

659 packets captured

662 packets received by filter

0 packets dropped by kernel

ARIEEEE K :

podl16-leaf3# tcpdump -r /data/techsupport/mualshei-SPAN-CPU.pcap

reading from file /data/techsupport/mualshei-SPAN-CPU.pcap, link-type EN1OMB (Ethernet)

20:07:43.966489 IP truncated-ip - 10 bytes missing! 192.168.120.2 > 192.168.20.2: ICMP echo request, id
20:07:43.966901 IP truncated-ip - 10 bytes missing! 192.168.20.2 > 192.168.120.2: ICMP echo reply, id 3
20:07:44.966505 IP truncated-ip - 10 bytes missing! 192.168.120.2 > 192.168.20.2: ICMP echo request, id
20:07:44.966843 IP truncated-ip - 10 bytes missing! 192.168.20.2 > 192.168.120.2: ICMP echo reply, id 3

[ &

« SPAN£iEXF/“no-oper-src-dst”: INRIZEOZTESR , FAXIFSPANE|ICPUIIAER I/
R

o FA A B FREEREPpHE | WIUFAPICFIA M XML T XIFZTIsENRAE , HBEAREAEX
¥ SPANZICPUIhEE

« fftahoe0 : EARMEFHIEZ BWIASTFIRA Nup(active) , BINTEEREBBERECE , BER
& {E FFilter Mode , 31\ B #RBL & Hsup-eth0 , £iFHlocal access SPAN ( FREF/FA 2
RIRERE /T RVPCIR )

RFEERSPANB MRS LHITHLRAE?

RERE FETHIEZHIR N A cpdump, wireshark , 20k, TTHEEEERSPAN B IR B EARNS.

¥ FERSPAN

HTFSPANBIEBHE LT BHRIP , BHAREH BHRIPEERSPANN#E O LIE{THIRITE,

WEINBIESFHENGCGRER L, FSHEXMAFIBERSPAN GREH KM a{AEZENERSPANEK
o

X F A SPAN



FRAREEEIACIHEY EHNSPANBHREONED LIETHIRIE,

EOERERBEZS. TEELEERSPANIR:L,
WM EERSPANZIE

ERSPANRRZ ( KH )

ERSPANF®E SN HEIUFHERFZEB#r. GREATIHE, GREHRL EERSPANBYIHIL
KA H0x88be,

Finternet TIREFH(IETF)XHH , ERSPANMRZAS 1R 7 SR B M R AR AR

ERSPANE=#RHE, — =, =, IWRFCERHRFIERSPANRKHE,, 1t , ILGRE RFC1701t
BET T HE1ERSPANKE,

AT RSMRENBEILN

ERSPANZ#| ( FHBroadcom Trident 2f£f )

Ethernet IP GRE Ethernet P Pavioad
ayloa
header header | header header header
) 1 2 3
)1234567890123456789012345678901
o e e e e e e e e e e e e e e e e e e e e e e e e e o e e e
[O10101010100000]000000000]100000| Protocol Type (0x88be=ERSPAN) |
+-4—4—+—t-+-t—+—+—+-+—t—-+-+-+-t-4-+—-+-+-t-4-4+—-+—+—+—4=—4+-+—+-4-4-+
GRE HEADER H 0x0000 88be

RBEIFFEAGRERL LN FIIFER. EEEFFEAERSPANIRL ( IR ZERSPANS AN , N
IR K MIEEGREHR K ) » Broadcom Trident 2/X i lkERSPANE #|,

ERSPANZE &I


https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://www.rfc-editor.org/rfc/rfc1701

Ethernet P GRE ERSPAN Ethernet =)

Payload
header header header header header header Y

MRFFFERASMBE , MARERSPANKEIIFIIl, ERSPANIRX ERRAFERA THRR
ERSPANZEE, 7EACIH , H2016F3A20AE , FXFEAIII,

MRFAREFSPANHSPANREAEE —RME-_RT I LB EER , WERSPANBHRANERT
HREWFANERSPANERIFIZKIES., BER , Wireshark— X R e H b —FhERSPANZE R, BRiA
BRT , BXEBERSPANEKA|, MRS HAERSPANEKEIMAER , Wireshark T & 15
ERSPANZ#|, FZHEEAXMNAEEWireshark EFIERSPANE R IHER 42,

RGBT |, B UESPANB #R4A AL BERSPANZE R,

Policies SPAN Destination Group - SPAN_DST

(C» Quick Start
[ Switches
= Modules
[ Interfaces
- [l Policies Mame: SPAN_DST
> [l Switch Description: | optiona
s [ Interface
» [ Global Destinafion FPG: yni/in-SPAN/ap- AR eng-SEAMN

» [l Monitoring SPAN Version: l:: Version 1
[l Troubleshooting Enforce SPAN Version: []
" SPAN Destination IP: | 80.80.80.80
~ [ SPAN Source Groups Source IP/Prefix: |1.0.0.0/8
> B sre Flow ID: |1 >
> [l SPAN Filter Groups TTL: |64 >
» [l SPAN Destination Groups MTU: (1518 >
B sean_pst DSCP: | Unspecified

. SPANKRA ( BRANERARA2 ) : XIEHY RERSPANZEH |||
o SEHESPANRMRAR ( EAREARIER ) | XFRESPANSIFERABMMAM , BHERET B4 LT
Y EBEMERSPANSRH,



BINMBER T , SPANIRZA I ARAS2 |, TIKMESPANIRA RIEF, XEWENRET RBXHF
ERSPANZ I 2R REBARAE , TRERBEEXHINERSPAN, WRRT ARF X
ERSPAN R Z 14 ( STHRAERESPANIR S ) | SIFELRFISA | EH Kik™Enforce SPAN

Version, Atk , ERSPANB R ER &R EHWERSPAN,

TRUA T EAMBESTSPANNEMESE,

SPANAR
P

SLHESPANRR A

F1RETR

E2RFET R

2 hi

Rk

fEAEA

2 R

gitH

fE A

RS 1

Rik

fERAER

fERAER)

A1 |Biks

B3R

fE SR

ok

ERSPANZ#E R4l

# F SPAN/# ASPAN(ERSPAN)

=

[C EPG ]

g}

Dst EPG 182.168.254.1

vian-751 vian-752 vian-753 vian-T54 vlan-T55 wlan-756
nE i i &1 ! i
35S _—1 T v
EPG1 EPG2 EPG3 EPG1
192.168.1.0/24 192.168.2.0/24
[rootfcentosd ~1§# topdump -i ethl not arp -w AccessERSFAN.pcap T I5ource [Destination [P
1 0.000000 192.168.2.2 192.168.2.254 ;c»«wn 14'10 Echo (ping) request
[rooticentosd ~1§ topdump -r AccessERSEAM.pcap 2 0.000113  192.168.2.254 192.168.2.2 ICMP 140 echo (ping) reply
rading f file ERSPAN.pcap, link-type ENLOME 3 0.350976 192,168.2.1 192.168.2.254 ICMP 140 Echo {ping) request
4 0.351100 192.168.2.254 192,168.2.1 ICMP 140 Echo {ping) reply
5 0.365184 192.168.1.35 192.168.1.254 ICMP 140 Echo (ping) request
6 0.365312 192.168.1.254 192.168.1.35 ICMP 140 Echo (ping) reply
7 0.627912 192.168.1.1 102.168.1.254 IcMP 140 Echo (ping) request
B 0.628035 192.168.1.254 192.168.1.1 ICMP 140 Echo {ping) reply
9 1.000038 192.168.2.2 192.168.2.254 TCMP 140 Echo (ping) request
; 10 1.000183 192.168.2.254 192.168.2.2 ICMP 140 echo (ping) reply
5 168 284 1x 11 1.3522%4  192.168.2.1 192.168.2.254 ICMP 140 Echo {ping) request
12 1.352417 192.168.2.254 192,168.2.1 ICMP 140 Echo {ping) reply

i

2 After decode it on Wireshark = real IPs are shown
# See How to Decode ERSPAN Type 1 on Wireshark

#: ERSPAN = GRE encap'ed packet = Src/Dst are GRE IP
3 192.168.254.101 = from node-101
# "not arp” : suppress arp for ERSPAN src from capture machine (may not need)



BIEEREMD , AN TCHERSPANER |HE, XA LB WiresharkTK. ESF“WN{A##
ERSPANZEH! 1204

HIRBIEIHFAFSE (ERSPANKE])

0000 efbe

3 4ERESPAN(ERSPAN)

Fiter: |.p.m--m_a.1-;e.92

10,0
10,0

27 16 10. 0.
) ) 32 5 10 92 10. 0.32.65 1 on p
ERSPAN Type 2 is automatically decoded 34 0,.262855 10.0.192.92 239.255.255.255 UDP 156 Source port: 38745 Destination port: 48879
by Wireshark 35 0.262868 10.0.192.92 239.255.255.255 upP 156 Source port: 38745 Destination port: 48879
38 0.263458  10.0.102.92 225.0.213.250 upP 160 Source port: 43738 Destination port: 48879
3 be noted that this is still iVXLAN header 148 0.768367 10.0.0.1 10.0.162.92 TCcP 116 56210-12151 [acK] Seqel Acksl Win=770 Lens0 -
152 0. 856142 10.0.192.92 225.0.213. 248 upP 164 Source port: 45334 Destination port: 4B87Y
234 1.185477 10.0.19%2.92 10.0.32.66 upP 198 Source port: 7248 Destination port: 4887%
235 1.185606 10.0.192.95 10.0.192.92 uoe 198 Source port: 25168 Destination port: 48879
253 1.250119  10.0.192.92 10.0.0.1 TCcP 116 57294-12375 [ack] seqsl Acksl Wins270 Lens0 -

Wireshark B Z1 fRIBERSPANZE &, B2 , ©HIVXLANFR L i3,

FINERT , Wireshark TS ZEARIVXLANIR K , BN ERACINERIRL. &5 M AARIDIVXLANR

BRNBFESWFARES ( ERSPANRE)



1000 B8be 0000 dOSd 1002 1001 0001

WA FBERSPANK &

ET1. S B4R E> B E DT> 1> ERSPAN |, Af5i%EF FORCE L f# 18 [E FIERSPANML,

» Wireshark(GUI)

M Wireshark: Preferences - Profile: Default I ==

| DVB-C1 -
| DVB-52 FORCE to decode fake ERSPAN frame:  [#
DVMRP
EDOMKEY
‘ ELF
EMIP
EMTTEC

EPL

ESS
Etch
Ethernet
EVRC
EXEC

FC

FCal
FColB
FDDI

Fibre Channel over IP
|

[l Help ok || apey || cancel |
I.I— - J L

« Tshark ( CLIRZA<BIWireshark )

userl@linux# tshark -f 'proto GRE' -nV -i ethO -o erspan.fake_erspan:true

S

AR BEAEREERSPANSK RIS IIET A HEDL,



EI2. 5/ ZE Decode As> Network > ICMP (if it's ICMP).

M Wireshark: Decode As

:@u

@ Decode

Link
! Do not decode

. Clear |

| Show Current |

Metwork

IP protocol 47 as

GRE
HIP

T

ICMPv6
IGMP
IGRP
IPComp

Tk A

QK

[ Apply H Close ]

WA AR IBiIVXLANR &

Eile Edit View Go Capture

codmsi BERERE

Filter:

MNo. Time

14 ZuL3-1u-Z23
15 2015-10-23
16 2015-10-23
17 2015-10-23
18 2015-10-23
19 2015-10-23
20 2015-10-23
21 2015-10-23
22 2015-10-23
23 2015-10-23
24 2015-10-23
25 2015-10-23
26 2015-10-23
27 2015-10-23
28 2015-10-23
29 2015-10-23
30 2015-10-23
31 2015-10-23
32 2015-10-23
33 2 5-10-23

231431
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:
23:25:

L YU 3YE
. 905402
.905405
.905484
.905497
.905964
.906111
.945693
.945709
.945830
.945927
. 946480
.962085
.962224
.986492
.039557
.039671
.039933
- 040066
- 040079

Analyze Statistics Telephony T|
qesaT2IE]

Source
1U.U.U.
10.0.0.2
10.0.0.
10.0.0.
10.0.0.
10.0.0.
10.0.0.
10.0.0.
10.0.0.
10.0.0.2
10.0.0.1
10.0.0.1
10.0.192
10.0.192
10.0.0.2
10.0.0.
10.0.0.
10.0.0.
10.0.19
10.0.0.

iVXLAN3#R 3K f5£ A B $rii 048879,

VxLAN

; =%
@ Decode : unk] Netwurkl] Linl:l Neiworki Transport |
Do not decode | UNISTIV o
VDU
: fIn=33L Len=u I:
| kil Win=331 Len=0 1
[UDP | destination (~48879) [7] port(s) as VA 40 win=331 Len=0
' uze-DHT k=151 Win=331 1
D Win=331 Len=(
[ Clear s . |F155 win=331 L¢
{ Show.Current ] WASSP - k=g00 win=331
‘M8 Win=331 Len=(
Win=331 Len=0
[ tep | Loc J[ ey || Close J|-15S Win=331
i F . o0 wWin=331 Len=(
10.0.0.2 TCP 161 1256? 58322 [PSH AcK] Seq= 155 Ack=200 win=331
.92 10.0.32.66 uppP 198 Source port: 7248 Destination port: 48879
.95 10.0.192.92 upP 198 Source port: 25168 Destination port: 48879
10.0.0.1 TCP 116 58322-12567 [ACK] Seq=200 Ack=200 win=331 Lens=(
10.0.0.1 TCP 166 50193-12567 [PSH, ACK] Seq= 196 Ack =200 Win=331
10.0.0.3 TCP 116 12567-50193 [ACK] Seq 200 _Ack Win=331 Len=(
10.0.0.1 TCP 1415 50193-12567 [PSH, A eq=246 hcl-( =200 2ol
92 10.0.32.63 upp 160 Source port: 62672( Destination port: 48879
10.0.0_3 TCP 116 1256750103 TAark] sB 0 Ack=1545 Win= en

Rt , Z1REWireshark E3FUDP B #rig
. ) A AAREBIVXLANR 2L F1VXLAN,

BEHRRE LERIVLANS EHRIES,
2. BB >R8I >4& > UDP B #5:(48879)> VXLAN,

3. RERIA,

M48879E &N



AR RERFIRD EWAPICZ AIFEBEERES. XERBESTELIVXLANRK#HITE

i TREEE R ML(PTP)M B F M % L Terspantiidk e , Bt & & E|Wireshark il FGRE £ %%
(0x8988) 1 iy 5k A LA A M B T To £ MR BE . 0x8988 27 /B FIPTPE A BB E L E M iIE it
B #R i M ethertype, Fethertype 0x8988##%3 H “Cisco ttag” , AE REIEITHFAE R,

Frame 25280: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface @
Ethernet II, Src: Cisco_f8:19:ff (0@:22:bd:f8:19:ff), Dst: Dell_db:aB:cf (ad:4c:cB:db:ad:icf)
Internet Protocol Version 4, Src: 1.0.0.104, Dst: 172.30.32.7
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis
Ethernet II, Src: Itsuppor_@d:0d:@d (@0:0d:0d:0d:8d:@d), Dst: ApproTec_Oc:8c:@c (PB:@c:0c:0c:0c:0C)
Internet Protocol Version 4, Src: 100.80.0.69, Dst: 100.68.160.65
User Datagram Protocol, Src Port: 31327, Dst Port: 48879
Virtual eXtensible Local Area Network
» Flags: @xcB38, GBP Extension, VXLAN Network ID (VNI), Policy Applied
Group Policy ID: 49203
VXLAN Network Identifier (VWI): 14974940
Reserved: 128
v Ethernet II, Src: Cisco_c9:10:80 (1c:df:0f:c9:10:80), Dst: 54:bf:64:26:89:24 (54:bf:64:a6:80:24)
v Destination: 54:bf:64:26:89:24 (54:bf:64:26:89:24)
<[Destination (resolved): 54:bf:64:a6:89:24]>
Address: S54:bf:64:a6:89:24 (54:bf:64:26:89:24)
=[Address (resolved): 54:bf:64:26:89:24]>
v es@e seus sewe wese sees = LG bit: Globally unique address (factory default)
....... @ savs sass wars wass = IG bit: Individual address (unicast)
v Source: Cisco_c9:10:80 (lc:df:@f:c9:10:88)
<[Source (resolved): Cisco_c9:10:80]=
Address: Cisco_c9:10:80 (1c:df:0f:c9:10:80)
<[Address (resolved): Cisco_c9:10:88]=
wadl e e R R LG bit: Globally unique address (factory default)
IG bit: Individual address (unicast)

4 ¥ ¥ ¥y Y YVYIYY

mwn

Type: Unknown (@xB8988)

v Data (b8 bDytes)
Data: feab91labd340080045000032cbaal@aQetrialons3alsev4l4l. ..
[Length: 68]




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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)



