MRt E LS . EABNAKNRV345PHICisco

Business Wireless

B R

AIEEENENAEARVI4SPIRHEE. CBW140ACEA S MIHANCBW142ACMMRY BEEIE L
2 IR PR 4%

ANEABINA  BENEMRTEANE LHRRE, IREFENMEREFEAWebAFAME
(Ul) , B AR R Web UIYIR

B

. ZREMH

- ERRHES

- 3RECisco.comtik P2
- BlERV345P 28

- RV345PF BV A

- RBRHER

. XInterneti®

- PBEE

- BEFEREIPHH (A% )

- AEEG (WREEFEE)

- ERV345P R 5IIER 25 F Fi & B 3h B AT

-téﬁm

- RVZLFAE (A% )

- RV345PRE 88 F BWebidJE

- Umbrella RVZ S ¥ A[UE (A% )

. Eﬂgz’“‘éﬁlﬁg
+ VPNiEIn

- VPN &%

- AnyConnect VPN

- Shrew# #VPN

- HAVPNiEIR
- RV345PEE B ERAI 4 R EL B

- BLEVLAN ( A[3% )

- FVLANS ELEluw O (A[ik

- ARINERASIP ((lik )

- EEUFP (k)

- {FHDonglefIRV345P % 5| & FH 25

Sz



https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html

« ELETLMIRM 4

- CBW140ACH 5B A
- EBFHNA ERE140ACEHNATLEAR
: %éﬂﬂaﬂtﬁ%hm

_L‘L 9 EF

° iiﬁ@brEJ:QIIEWLA
zh B A WLAN (_AJ %

HF

Topology of the Network

Internat ISP Modem RV345P Router

CD_ - .
- ——‘ . ‘l? 140AC Prlmarg_ﬁr{__..----" m
a ... 142ACM Mesh Extender m

” MI:‘-}H -
142ACM Mesh Extender

-ﬂ-e:*

I s
®f
BHAMETERHFTR—% K AALECHWIZERNER ME | BERGES | RA1ER

RV345PE RS, MLEEHESIRM LA AR E B (POE) , mfF HCBW14OAC?§3‘A%EH%§WE3FX?§&
#lo CBW140ACHICBW142ACMMIR Y BE5 A F BIB T4 IR M &

It S 4% B% R 2R A R 1 HL fth Th BB AV IE T

1. NARSIATEEFIRE, JLUNRKIIGEREN ATREBIERRE. HLEREHIEF
RE , AENHEIERE,

2. Webi I EA T IERERERAFTLZLERFTEENMIL, INEERE BHERIER,

3. AnyConnect2 BRHEHRNZ £ EEFR(SSL)EL T AML(VPN), VPNAFZEAF
My BN BEBRME N L2 RBEREEIZN AN LERKEF O,

MREBEAXLEDRE  BFEWRFAL, RARMTFTIEELEMN , AEEFINTEXERR

o



MRBEFBEBEANEFFEANELERE  IEFLETHREANRRNENESFAEFER
UTXE:

i
(7

5

« Cisco Business : $iRIEXR
. Rﬁtlfﬂﬁﬁﬁ EE*#AJL%Q)%HHKH%

ERIRE | AR

+ RV345P |1.0.03.21
+ CBW140AC |10.4.1.0
« CBW142ACM | 10.4.1.0 ( MIRNBZEDFE— MR ESF )

TR

R B AR

1. BRESEATREN ERMNIEE,
2. BERREN Internet RFIZMEE(ISP) , 7 B 7E £ FARV345P 3 HES I B 45 7k 1% 85,
HEISPIRMTENERBRHUMK, MREBE—NFERBHBHUMX , BUEEE
AR HESHEF M (WAN)IPibiE ( Interneti2 i/ 2 Bl 44 IR A K 7 B9 ME — Internetif
'L){iﬂ%iﬂ: ) M E & RERE BB EES
. WERHBIARBENE., MRIUEMNE , REE—NAHEE, XAUEHTES , B
&G B BB MInternet RSZ IR (ISP)EZ BT H MK (BHEIBER) -

$XEXCisco.comii /=

NESHEB T ERRR |, BFEIKBCisco.comtk /™ , BETtHHRN BRBEZEELIFIR(CCO
ID)o MK/ AULEER,

MRECEZBARS , THUBEAHN T —# 5.
£1F

¥ FCisco.com. #ifipersonB#r , RJ5H HCreate an account,


https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html
https://www.cisco.com/c/zh_cn/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/1768-tzep-Cisco-Business-Introduces-Wireless-Mesh-Networking.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/1769-tz-Frequently-Asked-Questions-for-a-Cisco-Business-Mesh-Network.html
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/1769-tz-Frequently-Asked-Questions-for-a-Cisco-Business-Mesh-Network.html
https://www.cisco.com/

Q (&) &=

Have an account?

¥ Personalized content

v Your products and support
Log In

Forgot your user ID and/or password?
Manage account

My Cisco

Need an account?

g2%

MACIRKSAENRAER RS EdRegister, BRUATEOEMIE,

a| e
CIsCo

Create Account o

Already hawe an account? Sign in

First Mame

rrrrrr

Eownguny

Would you like updates about Cisco promotions, products and services?

\ Emai Yes Mo )

By clicking Register, | confarm that | hawe read and agres 1o the Cisco Onling Privacy Statement and the Cisco Web Site Terms and Conditions.

= ©0

us
EM



MREEARIE |, FaHABEZE Cisco.comil XA AS B R H

Bt ERV345P% H 85

BRHERENEREREE , RN TCEBHHEZ. EETENEBSTER —NEHFRHPHNE
it EHERE. RARPRBHERAAENAEZBIESNMLE, BERIET BN, #5
MPSEERHATUERBERPIE , AEFRESRETEESE B 19,

BHIRV34SPHEH N TS/ DRI RILHBRINRE. ER , BHMEERFInternet RS 12
HE(ISP)TRESBERGE U R —LEiRE, ERRENISPTHERE , BRI UERAWebA
SEUNRTER,

HEREF T ? BT HE !

RV345PF BN A

15

FUAARBLEMNEH —1RV345P LAN ( AAR ) iw OEZFITENBNLAARNIE O, MRER
TEIREUAMIED , WEEERR, KIRSLAESRVI4SPHNTE—BL FMNPFEERITH]
REE,

B2%

BREARV345PHEM A ERER . FATRMNBERERZTESIRIIRVI45PHSH
USBE#RESHE, BINBERT , BRF XL FHFFRS.

1 e R E R BRI £ FIRV345PII12VDCHE O, EFERFEIFE A B,

£3F

TR 8 I R A 2R 2 X

45

156 FA A A ) B2, 430 %% B 48 S DS LA il 88 18 25 i 2 FIRV345P L FYWANR O

SB’5

FFRV345PEF RN B —iniA A BIRIEE, BFTFFRVIMSPH BIR, EHEA FHIFES

, EHEHMEEES, EWEELFERSIMNRVIMSPERES/G , IEHRLWBERERITERE
&8,

RIEKHER

HERFTIHRELZR  MEFE TR -LEERE | EF3IWeb Ul , BHITU T HER,


https://www.cisco.com/c/en/us/about/help/registration-benefits-help.html
https://www.cisco.com/c/en/us/about/help/registration-benefits-help.html
https://www.cisco.com/c/en/us/about/help/registration-benefits-help.html

£15

MBEEHITENEENDSENEBDHI(DHCP)E i , MARNPCHE192.168.1.3BE K
APt , DHCPEZNFIPH#ur, FM#ER, BRIAMXMEMZEDEAITEN. SIHITE
VB NS EDHCPE BT 8RBt it , X AT LUBE ZE T EHB TCP/IPE 4 %12 B 3h3REX
|Pith 31 SRS,

£2%

$TFF Safari, Internet ExplorersiFirefox&Webix| %85, 7EMHEEA | H ARV345PHY BRIAIP i
1£192.168.1.1,

& @  192.168.1.1
E:- Apps awe Small Business Sup -

E3F

NRWERARER R HES , HHZMUGETZEE. BHENENE, MRERERE , BHE

Interneti® 0

A

Your connection is not private

ciscobusiness. cisco (T i

Back 1o safety

g45

YHERZNHEIZ R, @ ABRIAAF BciscofMERIAZ B cisco.
# & Logino

EXFHMEER , IEsEHow to Log into the Graphical User Interface(GUI) of a Cisco
Business Router,



https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb381-accessing-the-web-based-setup-page-of-cisco-vpn-routers.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb381-accessing-the-web-based-setup-page-of-cisco-vpn-routers.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb381-accessing-the-web-based-setup-page-of-cisco-vpn-routers.html

e
CISCO

Router

cisco

English -

B Login, REFE RGetting Started WHE., MRSMBEERITH , IUBT L EXEEIR
HHE,

e

BINEEHERIRAHAEE , EARAXWDBEE D .
BEBRInternetiE K &

R, MBEREEFFZLAZR , W ATEMLUERE B InternetzsWeb Ul, HEf—f#ERF RN Z
LHBEFTHB,

HEZENWindowsRERSE L | AILUER T S S IRRAFRNIAMEESE, i Aping
192.168.1.1 ( BRHBRAVRIAIPHELL ) o MRBEREHS , LHEESKERERE.

MBEEGERE  BANEE MR TE,
HEBBLANEE -

1. BRI Webi W es R IZRE R B T4

2. REUAWEE RN FEMIEREIZE, PCRIEIDHCPREUPHHE, & , PCA LB
—1192.168.1.BE R B SIPHLE | BRIARIZEN192.168.1.1 ( RV345PHIERIA
Pttt ) o, BHEERE , TAEFEMSURVIMPHMEZRE, WREAWindows 10, FE
FWindows 1014 B LUE R KR E

3. MBEMAEIRZ EAT192.168.1.1 IPHiit , BEEMRM PR FTEEFEMNEEEZT,. £
o REX BT IEMIE |, REFIA BEHITIHE,

4. BIRAFHAREZREERHEFHINRVIASP, ETXR , T AFIFBRINER | F



https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5857-troubleshooting-on-rv160x-and-rv260x.html
https://support.microsoft.com/en-us/help/15089/windows-change-tcp-ip-settings
https://support.microsoft.com/en-us/help/15089/windows-change-tcp-ip-settings

HAbFZERRASKA29 5, REITIFRVIASPEIR, ELIMEMIZSWEIWAN P,
5. MR EAEDSLIFHIA RS | FiLISPIIDSLIA#If#AEEE TMHER.

ik E
BWERRABI RIHNBREBRS SR, SAMENERXLRE,
15

MGetting Started 71 2 HInitial Setup Wizard,
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Getting Started

G Status and Statistics
'.&. Administration Use the following links to quickly configure your router.
$¥ System Configuration #~ Launch Setup Wizard W Quick Access
Q WAN Initial Setup Wizard Upgrade Router Firmware
‘_:_‘ LAN VPN Setup Wizard Configure Remote Management Access
S Application Control Wizard Backup Device Configuration
¢?) Routing
Firewall £ Initial Configuration [shl Device Status
Change Administrator Password System Summa
= VPN < b &
Configure WAN Settings VPN Status
& Security . o
Configure USB Settings Port Statistics
Y QoS Configure VLAN Settings Traffic Statistics

Configuration Wizards View System Log

License

g2%

LA REINRA EiERE, ATERELBINTIX—K , FEEINexto

Initial Setup Wizard

This Setup Wizard helps you install your Cisco router.

Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or
DSL modem) as described in Quick Start Guide.

\

Next Cancel
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ESRESHRBHAREZNELLR, HTEECLBIATEX—KR , FEENexto

Initial Setup Wizard

Interface: WANT ~
° 1. Welcome

2. Check Connection

Check Connection

( Network connection has been delected)

Cancel

B45

—MNRBETRENRHBZIEIPHIRIET., EFEERELZRPEEDHCP, £ Next,

Initial Setup Wizard

Configure Router - Select Connection Type
o 1 Welcome Your internet connection has been detected. Unless your Internet Service Provider instructed you to select a
different option, please use the current option and click next to continue.

o 2. Check Connection (G) Dynamic IP Address, or DHCP (Recommended))

3. Configure Router

Static IP Address
PPPoE

PPTP (Common in Europe)

o O 0O O

L2TP (Common in Europe)

Back m Cancel

HE]5

RENERBRERBINERE, X—RIIFEEE , RACTEES B ERHERE4HERN
PR ETEM, %R Time Zone , ARG % $HNext,



Initial Setup Wizard .

Configure Router - Set System Date and Time
O 1. Welcome Enter the router's time zone, date and time.

(T\me Zone: | (UTC -06:00) Central Time (US & Canada) v)
Q 2. Check Connection

® Enable Network Time Protocol Synchronization

3. Configure Router O Set the date and time manually, or click here to import them from your computer

2020-11-17 & (yyyy-mm-dd)

o
<
k
<

&

~ | (24hh:mm:ss)

Back Next Cancel

£65

BRERESBARZNMACH ., BE , SFEAR AL, 2E Nexto

Initial Setup Wizard b

Configure Router - Set Router MAC Address
o 1. Welcome Each device on your network has its own unique identifier called a MAC address. In most cases, you should
choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change

Q 2. Check Connection it here.

3. Configure Router

Choose a MAC Address

( ® Use Default Address (Recommended))

O Use this computer's address

O Use this address

Back Next Cancel
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Initial Setup Wizard -

Summary
o 1 Welcome Please review the following settings and ensure the data is correct

o 2. Check Connection
Connection Type: DHCP

& B E oy MAC Address:  ecbd-1d:44:91:2a

Back Next Cancel
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ET—F , ZEREZHEHARNEANRL, BHNNERETSELNEN ( KB
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Initial Setup Wizard -

Enable Security - Set Router Password
o 1. Welcome The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference.

o 2. Check Connection

o 3. Configure Router O Keep current password

Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement

Back m Cancel

& WIREEDisable Password Strength Enforcement, Ithi% I /b i S8 35% 1% {51 2 B 1 23 M B2 63
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EEMEE S | BHELAN > VLAN Settings.

Port Settings
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Option 82 Settings

Static DHCP
802.1X Configuration

Router Advertisement

@) Routing
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VLAN Table

@

+ (&

Inter-

VLAN Device
& VLANID ¢ Name Routing Management [Pv4 Address/Mask
& 1 VLAN1 (i ] 192.168.1.1/24
o 255.255.255.0

DHCP Server: 192.168.1.100-192.168.1.149
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It
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1£System Information X H |, AT FXE#ERATHA -

- BEDRE — ERRENDLE,

* PID VID — B EH 2589~ mIDMHE N EID,

. URERE — 8% LS HETHEL,

- Cisco.com EIRAMBHTHRA — BRI LRG0 BRI HAEIRA,
. B LREH — BHE L DREA B BB,

File Management

System Information

Device Model: R\345P
PID VID: RV345PF PP
(Current Firmware Version: 1.0.03.15 )
Last Updated: 2019-Mar-22, 01:43:16 GMT
g2%

f£EManual Upgrade#f 4 T , #HiFirmware Image#ikiz4l , REi%EFile Typeo

Manual Upgrade

File Type: (@ Firmware Image)O Language File O USB Dongle Driver

Upgrade From: O cisco.com ® PC USB o=

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

:] The device will be automatically rebooted after the upgrade is complete.

B35
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Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From: O PC O USB 3

O Reset all configurations/settings to factory defaults

Uele[=le[(BM The device will be automatically rebooted after the upgrade is complete.

Download to USB

g45

¥ #Upgrade,

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From:  ® cisco.com O PC O USB e

O Reset all configurations/settings to factory defaults

B/els[zlo[$M The device will be automatically rebooted after the upgrade is complete.

Download to USB

HI]5

EWIAE OB Yes AL,

Confirm

A Are you sure you want to upgrade the firmware right now?
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EHMSEFEBZTEMMZET, ARIEP , BRLFERUATHEE,

e ® @ Upgrade is in progress. Do not power off or

® @ reset the device. It may take a few minutes
®o® i complete.

ARZERE , HEE-—PMEAECD , BAEKARNEN S IRestarting , FEATIT TR
BRMENNE. 25, BfFEH,

A\ Restarting

Please wait for 176 seconds...

E6d

EFERIETWebWEARBRFURIMRANZEGHRSTEHR , RERIFREEFEL,
Current Firmware Version X i3I 7£ B & 'R A R 589 B 4R A8,

File Management

System Information

Device Model: R\W345P
PID WID: RW345P-K9 V01
(Current Firmware Version: 1.0.03.20 )
Last Updated: 2020-0Oct-02, 11:10:50 GMT

Last Version Available on Cisco.com:  1.0.03.20

Last Checked: 2020-Nov-11, 14:16:01 GMT

ERV345PR SIS LB E B FH
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EXETWebWIERAREF , AFiEESystem Configuration > Automatic Updates,

Log

Email

User Accounts
User Groups

IP Address Groups

SNMP

Discovery-Bonjour

LLDP

g2%

MCheck Every TH &R |, i FRBEHBREEMIIME,

Automatic Updates

Check Every: Week w Check Now
Motify via:
O Email t Notifications will not be sent unless an email server is configured.
mail to _ . .
Click here to manage email server settings.
£3F

#ENotify viaXFH , EHPEmail toE EE LB B4R ERH. BIABERT , Admin GUIE L
L TFERARS , BEXEER. EFMATAGE , BANEREETWebMEEH,

MREBREEFHHFRSIRRE , FRHLA THESE.
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Automatic Updates

Check Every: | Week Check Now

Motify via:

O Email t Notifications will not be sent unless an email server is configured.
mail to _ ) i
Click here to manage email server settings.

g4L

£Email to address=FEX R4 A BB T HR4F s sk,
R ZVBRIW A LI B Fapk T |, MAREANABRFHRHFRE BT,

Automatic Updates

Check Every: | Week w Check Now

Motify via:

—_ ) _ : MNotifications will not be sent unless an email server is configured.
& Email to @gmail.com i . .
Click here to manage email server settings.

H]|5

F£Automatically Update X3Z T , & EB AN EFHE B WNotify EiEE, EIME :

- REBH — BBV EERFER.
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Automatic Updates

Check Every: = Week Check Now
Motify via: o
Motifications will not be sent unless an

O Email to ) :
Click here to manage email server seti

Automatic Update

P —

Notify | Update (hh:mm) = Status =
Systern Firmware 4 MNever v | Version 1.0.03.20
USB Modem Firmware ™~ MNever v+ Version 1.0.00.02
Security Signature ™~ 23:00 v | Version 2.0.0.001%

S—
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MAutomatic Update THI 5|k A |, B EER B BRI L KRATE, BLIET AJERRESERE
NEFHERAEMR, RELHADHTHNERNME LN, BUEBEDLNEXAMZENE , 2
R BRSS1E R 75 (E /Y B 8] F A,



e il Ry345p-RV345P

CISCO

Automatic Updates

Check Every: Week Check Now

Notify via: o

M Email to

Automatic Update

terizepnick@gm:

Notify =

’”

System Firmware

LUSB Modem Firmware

Security Signature

~

&

~

REERHRETHEAREAREZLER,

B7H

& F Applyo

Apply Cancel
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Never
00:00
07:00
02:00
03:00
04:00
05:00
06:00
07:00
08:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
18:00

MNewver
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| E

MNewver
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Important News x

It's time to sign up for a Smart Account

Easily view, store, and manage all your licenses.

Customize your account to match your organization.

Licenses are automatically added to your account when ordering.

Smart Accounts are required to use Smart Licensing.

- ~ - ~
Get a Smart Account Ik Learn Maore !I Ik Mot Mow !I

MREAFIMRHED , EUULKLEAEAERIKC R NEH, EWeFEREA

Cisco.comik F ZiE & &,
BXHEEREKFMIRSBNEZSEMAER , BRI,
BSLIEELNKFEMUAREMEMFAEE,

RIFRT : MREFERAR , BLZEE , WA ELAname@domain.com#y 23 i A B8 FHf
i, #ILEEEgmail, yahooZ% , EAEURFEM A T RIBHAE,

FEMERVR LT AL Z 8l , B4BF B Cisco.com(CCO ID)fk = F BRI B REMK
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BYBANEH BRI EAREFERENSERELWRIFAE, EERBREENRE | ERETLLL
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AJiE SEC-1YR= HEE., MXBHEEMNARHHERZKIPS,
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https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://www.cisco.com/c/zh_cn/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do

Cenbral > Smart Software Licensing o

Smart Software Licensing

Aleris Convert fo Smart Licensing Reports

Virtual Account: S

Genera Product Instances

Manage License Tags

License

Event Log

Baling
Prepaid
Prepakd

Prepaid

MRIEHEERKS P BRI AL

ERV345P R FIR MR LBLERVEZ £ AL

1%

7 R 2R S A B & BE AT T,

License Reservation

BRREH BN ESENRF.

Hide Alerts

By Namw By Tag

# Show License Transactions | Search by License Q,

Advanced Search v

Balance Alers Actions
Actions -
Actions =
I ns -

Showing Adl 3 Records.

csco © 0 4T @

:_ Cisco Software Central

v

Download & Upgrade

Software Download

Download new software or updates to your current software.

eDelivery

Get fast electronic fulfillment of software, licenses, and

documentation.

Product Upgrade Tool (PUT)
Order major upgrades to software such as unified
communications.

Upgradable Products
Browse a list of all available software updates.

£25

BMALNAF AN BEMEB AR ZENEREIKT. BELog in.

Network Plug and Play

Plug and Play Connect
Device management through PnP Connect portal

Learn about Network Plug and Play
Training, documentation and videos

w [\

License

Traditional Licensing
Generate and manage PAK-based and other device licenses,
including demo licenses.

Smart Software Licensing 9

Track and manage Smart Software Licenses.

Enterprise Agreements

Generate and manage licenses from Enterprise Agreements.



https://software.cisco.com/

T
CISCO

Log in to your account

Csername or email )
Gssword )

Forgot password? e

B35

SMEBEF>V AL, ARIEENERIKSPREIE TRVRIIZERS AL, WREKRSE
FFHMWANE |, 52N RS ERFRR,



Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports  Preferences | Satellites | Activity

Virtual Account:

General Product Instances Event Log

Available Actions ~ Manage License Tags License Reservation... >
[] License Billing Purchased
B
e RV-Series Security Services License e
[] Source: Sku:
Subscription Id: LS-RV34X-SEC-1YR=

Family:
GATEWAY

g45

ERBE=>EM, FEProduct Instance Registration Tokens T , #&HNew Token,



Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

s

£ & 7RSI M k8" (Create Registration Token)& 0, Virtual AccountX i & REFEH T 81
BEMTSENENKS, ZoEIMSENEL , TRATRE:

« U8 (Description)FERH , MATHHME—HE, EAXRED , MATZL2WANLE —
Webid i,

« fEExpire AfterF2E&m | AN T 1RI365K 2 AIMIE, CiscoRUUR Lt FERMEN30K
BR , BAUREFEEREIZE,

- EMax, FERAXRBFRAA—ME , UEMNEEAZTHENRE, FERERSIRHEE
RAERARHEEH,

« & Allow export-controlled functionality on the products registered with this token& %
HE , SUE AEEUK P 7= @SRl SN S HEFITheE. MREFEATSHZEE TR
ATFHSHE , EEUEEPIHSIEE, NEFESHERTREN T ERALED, —LHO
RHEDEZINEERSHBNRSE. BUREPEEEN , X TEALSTEEMRN™m , X
EThae X RSl EAERITHERFSZ R0 TMITHULSE.

« B #iCreate Token®E KT hé.



Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: L ] . |

Description : |(secu rity license - web ﬂ\lering)

* Expire After: e | | Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

() |
The token will be expired when either the expiration or the maximum uses is reached

( Allow export-controlled functionality on the products registered with this token 0) o

‘ Create Token ) Cancel

WIE , BERIERT mSSHLEM T .

Token Expiration Date Uses Export-Controlled Description Created By Actions

-— ItMGZiN.. B / 2019-Sep-08 09:46:20 (in 30... 0 of 10 Allowed security license - web filtering Actions +

The token will be expired when either the expiration or the maximum uses is reached

$65
BEHTRIPHEEKER BT EEHTEBR , HREE Efctr + o

(Press ctrl + ¢ to copy selected text to cﬁpboard.) 9

SR (WL )

f HiActions THIRE | EFECopy T EFIZIBIMEMR , HikFDownload... THATMNHE Y
TR AR EIA



Actions

o
Copy 9

Showin
Download...

Revoke...

SR8

S ZElLicense H K iF Registration Status:E 7R ¥ Unregistered,License Authorization Status&
~ A Evaluation Mode,

Smart Software Licensing Status
Y QoS

Registration Status: A% Unregistered e
# Configuration Wizards

License Authorization Status: A4 Evaluation Mode/ 81 days, 6 hours, 12 minutes, 16 seconds remaining )

1 Export-Controlled Functionality: Not Allowed

H9

£ finESystem Configuration > Time , # ¥ iFCurrent Date and Timef TimeHTime Zone2 &

BERER B X ET R AR,

i, .
@ .l Rrv3do-routerass7st
&P Getting Started i
Time
G Status and Statistics
ﬁ Administration :
( Current Date and Time: 2019-| )
(Time Zone: f ) v

Set Date and Time: ® Auto O Manual
NTP Server: ® Default O User Defined

SfnElLicense, BEEREE FikFctrl + v , FLEReFEH NS EIENEBlLicenseit T+ THY
XAHER, FHRegister,



License

© You are cumently running in evaluation mode, to register an account:
= Ensure this product has internet access.
= Click here to access your Cisco Smart Account.
« Navigate to the Virual Account section which contains licenses.
= Generate and copy a token for the specific license to be applied to this device. e
- Paste the token into the box bellow.

SEALTE 1Njc5MzU5%0A0DAAMTHBdFhO]

r 4

\_/

Firewal

VPN

Security C”E e Learn More about Smart Software Licensing

Smart Software Licensing Status

Configuration Wizards

Registration Status: A Unregistered
1 License Authorization Status: #4 Evaluation Mode ( 81 days, € hours, 12 minutes, 14 seconds remaining }
Export-Controlled Functionality: Not Allowed

EMATREFEILD . HIRHARZIRRR VLRSS 2R/E |, B OB ZAME.
SR 11
I , BAZEERINEM A RNEM SRRV T IENRV345P AT MR, LRFEKIITRIE

MEELKRBEA, B, #i4& 0 LUE F|Registration Status. £ 7~ I Registered,License
Authorization Status& 7~ J3 Authorized,

[~
@ Registeration completed successfully

HE 12 (k)

EEF T AiERegistration StatusBEZFEMEER |, BFIEH BFERegistered A L. RE
HETRBETIEENTEEES



License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager

This product is registered for Smart Software Licensing
Smart Software Licensing Status

Registration Status: Registered '
|| Initial Registration: 2019 11:01:37 (Succeed)

License Authorization Status: Authorized (4] Next Renewal Attermpt: 2020 11:01:36

Smart Account: Registration Expire: 2020 10:55:01

Virtual Account:
PID: RV340-K9

Export-Controlled Functionality: Allowed

o WRREM — MXERREMVF ATIER B AT E
o T=RETEE — XEE RS HFZ STV AR B B At E,
« SEMEIH — WXEEREMEIER B B e E.

HIR 13

fElLicenseTWE L , ®ilfSecurity-LicenseR A =& & RAuthorized, #&3& 7] LA =S #Choose
License$z 4l AR iE Security-LicenseR B E B Ao

MREHENSRPEIEMAE , TRREREMN R EEHR

Choose Smart Licenses

Choose Smart Licenses to be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associated
with this product, otherwise it will be out of compliance.

Enable ¢ Name (Version) $ Description #
&~ Security-License Anti Threat Services: IPS, ApplD, Dynamic W... -

Save and Authorize Cancel

B4 (&)

ERIF PRSI MBEHFECEEMF UL , EREERIT I EERRET R ERE
I



Smart Licensing Manage Actions ~ ' o

Refresh License State

Deregister

MERAE 26T ENTTE  CEESR TS0 PHSE,
RV345P H 28 E I Webid g

BOERIOKR |, BRI LG RERAWebTIE, RFHAF , MREKSEFEH LI , BFEWY
RV, £daLREIZERS .

g1

EFETWebWZHER , RF%EFESecurity > Application Control > Web Filtering.

Application Statistics

Client Statistics

3 Web Filtering

g2

IRFRTT B RE.



Web Filtering

Web Filtering: ® On O Off

£3F

B HaddE R,

Web Filtering Policies

i@

(J) Policies &

g45

# APolicy Name, DescriptionFlEnable Zi&4E,

Policy Profile-Add/Edit

Policy Name: o Weekdays
Description: 9 Default-High
Enable: 0[3

MREWEHRB[LEATAZITE , WIRHER—KBA , BAEABRTEEHER , BTEERE
BB RXHANIhEE, B ApplyBREHE.,



s

%&£ Web ReputationE & E LS AE T WebfEE X5 MR,

Web Reputation 1

N BREMIERURLAVE R ETWebEEREIRTIIE, MRDHET40 , WILRFEFELE
o BETMABRWebEERRNESELR , FEH LA THFMES

g6d

MDevice Type THIFIERAF , REBLENHBTEINR/ B IR, —RABIEE—MET. EIA

o ANY — JE#F H U0 AR SR B B A TR %o

o WAL — EBRLI, BRENATESX (HlHIPRL£EBK)
o TTEN — EFR T ADEREENATITEN,

« Game_Console — & # It I °] 1 5K B& R Tk 241 &
 Media_Player — &% It I 7] 1 3% B& 2 Al £Media Player,

- B3 — ERNIOERENATERE,

 VoIP — & LTV K B B A T InternethMUiBE HF 1R & o

Policy Profile-Add/Edit

IP Group: Any v
Device Type: ANY v
ANY
OS Type: Camera
Computer

Game_Console
Exclusion List Table, Media_Player
Mobile

VolP

+ (£ W
7%

MOS Type FHIFISR R | 3545 5 W N13E FA By A R 4 (Operating System , OS), — R R BEik


https://www.cisco.com/c/en/us/products/security/web-security-appliance/web_rep_index.html

B—NEm. EIE

« ANY — RN ATEMXRENRERSE. XRRINEE,
« Android — R} 3R B& B A T Androidi&@ ER 4

« BlackBerry — {{UfF SR B& B TBlackberryR {E R 5t

e Linux — RN A FLinUXIRER S

« Mac_OS_X — {5 B& B A FMac OS,

o Hftt — FREERATRIIENRERS,

 Windows — 5 B& B A ElWindowsIRER 4,

« i0S — UK BER A FiOS OS,

Application:

Application List Table

Category =

ANY
Android
BlackBerry
Linux
Mac_0OS_X
Other
Device Type: Windows
I0S

IP Group:

OS Type: ANY

SR 8

B FR3E|ScheduleEpn , AR ERRFSEERNIEDR,



O Type = Always On
ANYTIME
BUSINESS -
EVENINGHOURS
WORKHOURS
Schedule: Always On v
S| 9
RidmEET.

HI 10

fEFiltering Level3|d |, SR IERHREE N HKESNEREWTIECE, ZMEBEFE S,
“hE FRABENL . BHUTEHMIER , THIEIES/NESANMEZEHNRLIINEFE
FENFEH, MEXNWTRBLLEBEER , ALEREE T,

o B — XERIAET. ETEAT2M,

* Moderate — AR A ER“RA/BMARAR", “FEARE M TL

« B — BYETERARA/RBRAR, WFARE, EE/ME, ITHRNRE,
- BEN — RRERINREUAT A ELKILIER,

Web Filtering-Add/Edit Category Back

Filtering Web Content
Level

O Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low O llegal/Questionable +
O Custom O IT Resources +

HIR 11


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#low
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#moderate
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#high
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#Custom

MAERTENNEANT, IREATHRE-HINESFAGE , BREMSER.

Web Filtering-Add/Edit Category

Filtering
Level

O High
O Moderate
@® Low

O Custom

Apply Back Restore to Default Categories

"Web Content

O O0OO0OO0OO0O DO Do

Adult/Mature Content
Business/Investment
Entertainment
lllegal/Questionable
IT Resources
Lifestyle/Culture
Other

Security

+ + o+

S 12 (Wit )

EBEEFMBEWebAAR FEFIMIEEE , AT LLE FExpandiz4.

Apply Back Restore to Default Categories

FEA3 (&)

& FHCollapseIT &8 F3K 5 F i HA,

FE N4 (L)

EREMIARS

Apply

HIR 15

, BREMRER KR

\

Apply Back Restore to Default Categories Collapse

Back Restore to Default Categories Collapse

B HApply AREFEE , HIRE ZFilterTT H AL R B,



Apply Cance

ENASIREK S, FREMESERIEENEN FRAFERZR,
HIR 16 ( ik )

H A& 2 FEURL Lookup & 7R ¥ 3K #Y T1 TEI 4K PR L A B A9 H 2o

URL Lookup: ‘ ‘
Category: ==
Reputation Score: --
Status: ==
URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here
Blocked Page Message: = Access to the requested page has been blocked. (Max 256 characters)
B; N
ST|AT (WIE)
& &5 Applyo
Apply Cance
FIR 18

BEXAREFERE , BRIEH/ ARFEERHETEZR LS EREFER.

=)

HEA19 (k)

ERUEMUEHURLE S ESTIEHPELE | F/33IWebR W27 R W25 T FF —MFETF,
A TS HFE SR N L RIEL R EE

EXRFIG | BB T www.facebook.com,



- C A https://www.facebook.com
2 Apps E Cisco Small Business

ol I 1l | |, Access to the requested page has been blocked.
Cisco Web page: hrtps://www.facebook.com
Category: Social Network
Please click here if vou thunk there has been an error
OK
P&, BRZCLERVIMSPEERR EXIEE T Webdif. BHTEEMARVEZEVFAIE#T

MERLE |, R B A gEREEUmbrella, MREEEEUmbrella , Fadltil, NMREERH
NEZel BEHEHRFET—T,

R R RR

WMREMRT I , BEEF2EREELKSH , WAERMER

1. RALHRE , BROMNETHEE,
2. BRREA , BT ELHEEHEUSEK R,

EAERT SRR BRNRAIAENTHO , RNFEHBRERE | HT
RAgeMb AR , BEELRPLURTEBARWZEIL,

REER BEHER
FAMNER R ERF MR , MBI B FERHRIEL R,

BRHETRES SURERROZLHEAL T RIRGIES.

BRI ENFFERTHRERFENANE  LESERNVARRAE. NRETH
TE Ay B BRFEE , AUERUTEE,

REEH

—BERATSR , REERTHRER , BUECERRERBREXBRERAR,
ETHARBBEMENSRAE , BZANATARTHREBE T ENRERFAEEE,

« Windows & O kR
- MAC

» iPhone/iPad

- RE

Umbrella RV% X ¥ FJiE ( AJIE )
Umbrella@ BRHEHW — M E R EIFEERNELZEFES,


https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html#umbrella-rv-branch-license-optional
https://support.microsoft.com/en-us/search?query=screenshot%20windows%2010
https://support.microsoft.com/en-us/search?query=screenshot%20windows%2010
https://support.apple.com/en-us/HT201361
https://support.apple.com/en-us/HT200289
https://support.google.com/android/answer/9075928?hl=en

UmbrellaEZHFETHRTHZ EREMXNES . NREMEEMEIE/FHEEUmbrellaf K
FRE LB A W O MM R E.

Umbrellaff AIDNSYE R BA T =B H N = A 7 72 5N 8 2854 A i AURLH#ZEntert
, Umbrellaff2 5%, iZURLA&#EZIUmbrellafDNSHEHTES | IR LTS E 4 Eig < Bk
D"Jla?éwﬂjt WENBFEEEANIMERLARNTER , JLFFLEMNEER, ENKEEH
AMNUEE , BERESHAHTZADNSER, HXEHRBELRLFTEN , FLEKEERAFGHX
Eﬁiﬂ% , AIVEREF AR RERMEWE, BXFMAEE , BSHERNRALBER . TEFRK
. BERA, MENHEWRNRE TEMBENHE,

5 A Cisco Umbrella T R 1E H 02K, MBLBETEMAIE | EELOEF IR HE
AL ZEEUmbrellasz 355% 10

1%

BEFIEHUmbrellatk P j& , MDashboard R & R diAdmin > APl Keys,

Cisco Umbrella

safialie  A0mD D (o)
© i’ AP Keys 0 ® ®ia

Token: Created:
Legacy Network Devices afa W

0
Documentation Our Legacy APIs Investigate
Re: d h t 0 get authenticatiol Some of our older legacy APIs Lo k ing for out the
set up for your first endpoint use a different authentication I estigate API Th tAPI s managed
queries. explore what you can mechanism than what you are separately.
do and search for any answers setting up here and have
you nee d. unique functions.
VVVVVVVVVVVVVVVV 1 VIEW DOCS

APIZHARFIRN ( EATEFENAPIENR )

1. BAIAPIZE] — Bal A1 FHZHLLEUmbrella APIELSE.
2 MiERE — @A T/ LB , HEEHELRENBEER.

SERH — ’aaﬁtmtﬁ)ﬁ'ﬁu&ﬁﬁpﬁﬁa%ﬁiﬁu &, (EREFRPBFER)
4. TR — EREEEENEY P EBHEXHUmbrellath =34,

g2%

B A EAWAID APl KeyiZH , ¥ ECreate API Keyizll, & TIEEEE,


https://www.cisco.com/c/en/us/about/legal/privacy-full.html
https://www.cisco.com/c/en/us/about/legal/privacy.html
https://umbrella.cisco.com/
https://docs.umbrella.com/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/

© e AP Kevs o [ :

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for
access to the Umbrella Network Devices APl The Legacy Network Devices APl generates a token used for
Integration with Cisco Wireless Lan Controller (WLC) Integrations and Integrated Services Router (ISR4K series)
integrations.

You have nol generated any APl keys yel

=
=

Documentation Our Legacy APIs Investigate

tENRFEBREEE XTI LR FENRAETELL,
E3L

i#£1FUmbrella Network Devices , A5 # $iCreatei®4l,
\/\/h_a_t _5_!7'1(_._)t2,1|d t_ms AP_\ do? (1]

® Umbrella Network Devices

To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can only generate one token. Refresh your current token to get a new token.

(O Umbrella Reporting

Enables APl access to query for Security Events and traffic to specific Destinations

O Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management API

(2]

e

g45

XA EERS (MIEER ) |, RESRTAPIFIAPI Secret Key A MK copy icon , 3% H B A
WA EEHE R, —X—NFENZANAPIZAME R G |, HIFiE e AF
ksZ, EARHIH | HEZL R “Umbrella network devices key’s g , X AXHRER RS
& , MELAEBMWIFE,



allls b 55 J (@)
© ‘ti’ APIKeyse b=

The API dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices AP| generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router
(ISR4K series) integrations.

Token: Created
Legacy Network Devices : 01 i

5 Key: Created:
Umbrella Network Devices % o ~

The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

Your Key: {64 @
Your Secret: 895 @

] To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

_|Umbrella keys - Notepad = O X

File Edit Format View Help
Umbrella Network Devices Key - f64
Umbrella Secret Key - 895

H]|5

FFAMBPEH T RLMNEF , MUmbrella APIREE HEEEUBIATRIGN EE REAWN
Wi\ , A E HCloseiz 4,

@ To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

@eck out the documentation for step by step instructions.

(2]

DELETE

MRELARZHNMERT ZH , WRERBIZFESBUHARAURRLEZRA, MREL | BE
EMRZE , AN EHEFEAUmbrellafRIF N E A REEFEPGINAPIZ,

ERV345P L HLiEUmbrella
IME , BIBELEUmbrellal 812 TAPIZ4E |, @A LUX L R4A L HKBIIBHIRV345P £,
£1%

FIRV345PEEHER/E , £ M X & Py Security > Umbrellas



LAN

Routing

Firewall

VPN

Application Statistics
Client Statistics
Application Control
Web Filtering

Content Filtering

IP Source Guard

Y QoS

#~ Configuration Wizards

License

g2%

Umbrella APIREEZ S —R5&M |, @i 2 tEnable £ EFF 288 HUmbrella,

Cisco Umbrella

| STy | WG
T this. imbegration Wil AT MmErens DS guares and rednect Tham o Limbneis

%0 irtdDla CFS- O WEATIC 0 youd WAN IP Chudigi Cafn B SOpadalid 1 OpaenlNS

Advanced Configuration

Loszal Diorrapin: T Brypass

HE 3 (k)

ZRIABER T , i£#Block LAN DNS QueriesiE, ItINRERIAEEBNEEHES - B CIE T 2
5k , MNTPRIEDNSHRE T Hinternet, LtINRERRHIFT B H R IERIBIIRV345P |, 3t K%
BAFRFRER—IMNFEE,



F45

T—SERTERINAR. SINHIRTENMEIZE. WMREMSEFHDYnDNSHENoIPEF RS
, MRBEBRIATD B H R “Network’, BEEEFIXLEKF | BUIBRUmbrellafE RIE AR i 51X
ERSHITRE, HTBRMNHVEWH , BB T FEEE", RtRIMNIERIPEIERIRE,

Cizco Umbrella

Civming Searindg

FE]5
# FGetting Started,

Cizeo Umbrella

Cyming Hearied

g6d

X AAEF i AAPIR AN EH,

HRES HNEXRER | MREAJENMERTZR , WRAERBIXZESHAHAARAUER
ER. FEZERELBR, IREX , ERENRER , AN EFEEAUmbrellaRFNE
BRBFEMBRDTNAPIZH,



Enter Credentials

LT [ urrant kKey |

Sacrel: l Current Secret J

* Go to Gisco Umbrella, copy/pasie the Eey/Secret from admin=AF| KEeys page

F75
wWAAPIMZAE , £ HENextizd,

Enter Credentials

Key:

Secret;

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API Keys page.

HIR 8

ET—1MREFT , AERESKARKEKNAL, £ Nexto



Select An Organization

Organization Table

Name %

o (O (CiscoD

HI]9

EEENATRVI4SPHEBNREN K. NTASHAS , MARBFRHEBNESTE

o



Select Policies

Policies Table

& Name &

o (I,Tf Default Policy

HE] 10

NREBEEEEH , WEAUEUmbrellaffR FFIEEZIRE. ERIMNVREF , RIVFEHGER
RV345P-Lab,

Enter Device Info

Device Name:[[ RV345P-Lab D

(2]

-

HHR 11

BYXEE , T—MNRENRIEFMEREHRAMER. Click OK.



Success

Register... Success

Associating policies... Success

ik

BRI | BWIMEZ BICisco Umbrellafi R, ERAR ? BMBEE — N RABFITHARE
(T BRENCEE AN , ZMEERFENZTEMLEBERB, Btk . SREX
%%51“_—"=F"E’E)khttps.//lnternetBadGuvs.como

MR Umbrellafii B EH , BAFIXCUTHNRE.

SECLRTY THREAT DETECTED ANS X e =

&« > C 0 @ sinkhole-umbrelladiscocom/ dient ip sSitype - phishdi~u = @ % | Q Sesch mwm =

vilivilie
cisco

SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access fo the web site Not_Found has been blocked to prevent an altack on
your browser,

Malware protection has shifted from the endpoint, deeper into the network, in order 1o cater to a growing number and variety of
devices. In order to offer the most effective protection to computing assets on the Cisco network, Infosec, Cisco IT, and the
Secunty Business Group have jointly rolled out Umbrella protection for Cisco's corporate DNS infrastructure. This service will
block access to hostnames that are known bad and has been deployed to prevent malicious actors from serving malware or
content otherwise harmful to users of the Cisco corporate network

I you believe this page should not be blocked, open a ¢ase providing the following information

= Text or screenshot of the cormesponding debug information below
» Business juslification for use of the website

Block Reason: Umbralla DNS Block

Date: July 26, 2018

Time: 22:58:17

Host Requested: Mot Found

URL Requested: Not_Found

Client IP address ;

User-Agent: Mozilla5.0 (Windows NT 10.0; Wing4,; x84 ne61,0) Geckal20100101 Firefox/61.0
| Request Method: GET

HAtb R £ 1%

BREBBOE AMNRBEIRZ KT LA B85 HE EEUVEE*'H M ERE R RIMLE ? 1E
XERT , FH—PAFENIRIEETEE , ZIIRSAVFENER S ENIPHIMACH 1


https://internetbadguys.com/
https://internetbadguys.com/
https://internetbadguys.com/

BEIZEREIEHS, BXEA , H5HERVIXRY|EHES L EIPREF

VPNi& i

EVE ARG (VPN)EZATFAFBIAHIHAZME (Fltlinternet ) T5R, RIEFEEWKR
B AMSHHE  BNEBRZEEEIREMEEMIRE , URPETHAMEZRERTR,

VPNRZE A EY —MAEMSE , FANENSORIIZSRESE. RANLRERSER
VPNiE#E , RABER TR EDRE , HEXER MM BRAETAMNE.

VPNAFZERENBATE —FEME BT, BHFIHSIFS0MEE, EHRHREE
M TInternetiE /5 , AILAERBRNL IR 2 BRIMVPNERE, VPNEFimTSKB T VPNEE
HERRIRE ST BB MIE L,

MREETFHEEBNPNRASENER , HFEFER S VPNEDAFI R {EESEEE,

AnyConnect VPN A Et E 155 51| i FI M — 2 rCisco VPN = . BRIFAXFE=HFER
B~ , @¥EGreenBowHIShrew Soft, B HTIESENEIEEN.,. MREBEXEZ
NEEXESFENXE , BNZBERE=ZHUREXE.

MREFTHEREVPN , IR ERET -2,

VPN {&i%

BE  HZBEXHZ/NEEMHEBInternetE BN E IR , B8 KASFBIFM Lt iRk
(NAT) AT &P, B2 , =X 2BRE MM (PPTP)M BB M iHil 2 £ (IPsec)VPNF 1%
NAT, XFEVPNEEINREHR ARM T, VPNEEIIAE R FME BT B 23 VPN E F i
£ RHVPNREE S B B2 HEREBIVPNL K, VPNEEX A FPPTPHIPsec VPNIES
Internet ( A\WWPNEFImAR ) , AFERZREVPNHX, LINEEEN T ZXEFENATH RERH
Bt

RINERT , BHIPsec, PPTPHIL2TPER, MREEEFRPFEXLIRE |, FIEFRVPN >
VPNEE&E, BEEEEEHFE,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html

VPN Passthrough
. g

VPN Status

IPSec Passthrough: & Enable
IPSec Profiles
PPTP Passthrough: & Enable

Site-to-Site L2TP Passthrough: & Enable

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel

SSL VPN

AnyConnect VPN

{# A Cisco AnyConnectE JLME R -

. B2 BREENERE

AN RS M N KK

. AIMNBEERZSIREASA) B RHEHBEREDE
. A E SR AT EEN

BTEE
 XEEBRRIMLR S (IPsec) MR £ EEFRE(SSL)

. X #InternetZ4A X MRZ<2.0(IKEV2.0) Y

~No b WON -

£RV345P LBt EAnyConnect SSL VPN

1%



R HEEE T WebSEAEF HiEF VPN > SSL VPN,

VPN Status
IPSec Profiles
Site-to-Site

Client-to-Site

Teleworker VPN Client

PPTP Server
L2TP Server

GRE Tunnel

g2%

BHOon# kR LLE A Cisco SSL VPNARS 88,

atlran]ns _
e tiilie RV345P-RV345P

SSL VPN

General Configuration
Cisco SSL VPN Server: ® On QO Off

58 il R 1R B
g1
UTERERERLERN
1. NTHRIFIRFPIEEMNXED, xR TEISSL VPNRRERERE. B EE

: WAN1, WAN2, USB1, USB2
2. £ Gateway Port==Ex /% A FSSL VPN <im0 & | SEE RN 1E65535,



3. N HLF 3k % RAE 5 X4 (Certificate File)o LLiF B3 =B SSL VPNRZE 1 8] P £&
RENAFHITEHARIL, THIXRSESERINEBNSANILES,
4. EEFPImt U F PR AT P init bt i IPHbut . b 2 2 B 44 B VPNE P in iy
|Pith 3135 Bl o

BRIPHUSEE T 54 ME R P EMIPHUES,

5. N TR 5|k Hi%E#EClient Netmasko
6. #£Client DomainFEHARMAZFiHHEE. XEMHEIEXZISSL VPNEFIHHE A
7. #ELogin BannerF B A B RABEFIFIBEN R, XE2EFmEREZNE RWIRE

o

Mandatory Gateway Settings

Gateway Interface: WANT w
Gateway Port 8443
Certificate File: Default ~
Client Address Pool: 192.168.0.0
Client Metmask: 255.255.2565.0 v
Client Domain: yourdomain.com
Login Banner: Welcome to WideDomain!
25
g & Applyo
Apply Cance
A% R R iR E
£15

T EEIRE R TIER :

1. AT T60EI86400 2 RIHZE RERHE ( AR N EM ) o ZERESSL VPNEIE T LR
FZE R AV EERT (],

2. f£Session Timeout ( 2iFER ) FEF , MA—NAR N EVNNE, XE2EMBEHHIN

(TCP)=R A F Bk ML (UDP)&EE B E M Z=E Mt B 2 S f et E . SEEM 60 &
1209600,

3. 7ZEClientDPD TimeoutFEt i AN FOZEI3600 2 BIKVE ( AR R EN ) . LEEERE
KIZHELLO/ACKSH B LA EVPNBRE VIR . SIEVPNRZE R M i /3 A L IhEE.



4. £ GatewayDPD Timeout= i AN FOFI3600 2 B HE ( AR LN ) . LEETE
EHRIFEHELLO/ACKE B A BEVPNRRE VIR . SMFEVPNRZIE R F iR /S A Ltk Thae

5. ERIFEEFERFMA—NME (AW REN ) , SEEN0ZEI600, INEETHRENEEH
SR AEZ T Internet, MREWER , THEHETEILVPNIEE,

6. £ Lease DurationF Bt i A EE BN IFER EE ( U REN ) . SEEM 600
£ 1209600,

7. WMATBEMERIENBREIRNN (AFTHEN ) . SEEM 576 Z 1406,

8. f£Rekey Interval FEX i A R4k A fR AT [E]l . RekeyZhBE A FSSLEAERFEIFERN
hE. SEEM 0 E 43200,

Optional Gateway Settings

ldle Timeout: 3000 sec. (Range: 60-86400)
Session Timeout: 60 sec. (Range: 0,60-1209600)
Client DPD Timeout: 350 sec. (Range: 0-3600)
Gateway DPD Timeout: 360 sec. (Range: 0-3600)
Keep Alive: 40 sec. (Range: 0-600)
Lease Duration: 43500 sec. (Range: 600-1209600)
Max MTU: 1406 bytes (Range: 576-1406)
Rekey Interval: 3600 sec. (Range: 0-43200)
®2L
& &5 Applyo

Apply Cance
i & 4H SR B
£15

R iiGroup Policiesit I+,



SSL VPN

g2%

KESSL VPN Group Table T KyaddE AR LU INLH R B

SSL VPN

SSL VPN Group Table

e

[J Policy Name =

[0 SSLVPNDefaultPolicy

SSL VPNARFERIEE LWARRY|R, BETURBIRPPE—NAEKE , BR
SSLVPNDefaultPolicy, XR21& % ZHHERIAKRE

£3F

1. #£Policy NameF B i A S BIE R E o

2. ERENFZERIDWMATEDNSHIPHN, BIAMBERT , iR IIPH L,

3. (Wi ) FEIRHMNFZ R i ABBIDNSH P, XFF/E EDNS K EHER BEZD.
4. (WiE ) ERMENFEPEAEZTWINSHIPHL,

5 ( Wik ) ERHMFE P im ARHBIWINSHIPHb L,

6. (A% ) FERAFER A HAKEEAREA,



SSLVPN Group Policy - Add/Edit
Basic Settings

Policy Name: Group 1 Policy
Primary DNS: 192.168.1.1
Secondary DNS: 192.168.1.2
Primary WINS: 192.168.1.1
Secondary WINS{ | 192.168.1.2

o Group policy with split tunne
Description:
P

S 4 (i)

R #IE R HIEIZFIE Proxy Policy ( IEREZKEE ) , BAUS FAMicrosoft Internet
Explorer(MSIE)X R EREIVPNRZE, EWEA :

« T— ATNERFFEARERE,

- Bz — AFRKEEIRURIEIRE,

« Bypass-local — AR ASRESTEZEAS LRENKERE,
- BEE2H — ZAMSIEREIRE.

|[E Proxy Settings

IE Proxy Policy: O None O Auto O Bypass-local |® Disabled

SB|5 (W)
£ Split Tunneling SettingsX1Z A , ‘£ Enable Split TunnelingEiE4E , LAFURMBZE S R

FEREInternetI REEHE KX Elinternet, TEMBELFAAERBREILIRIRE , AEFHH
BEEBFREIR , MTHBRE AL M H Web s B B2,

Split Tunneling Settings
» Enable Split Tunneling

H6 ((AE)

KT RIRZRELUERE N A 5 BIRRER R 2IEE R HEBRRE



® Include Trafic QO Exclude Traffic

ET7T5
FESplit Network Tabled , fifiadd icon AR 1N 7 W& B4,

Split Network Table

SR 8
ERENFERD W AMERYIPH L,
Split Tunneling Settings

 Enable Split Tunneling

Split Selection ® Include Traffic O Exclude Traffic

Split Network Table

+ & w

&IP3

& [(192.168.1.0 )

HE]9
EHFODNSKH , SfraddEFR LRI 5 DNSHIS,

Split DNS Table

ERHNFZRTFMAES , RELTAPPlY.



Split DNS Table

+ (&

M Domain =

M | WideDomain.com

FHIABRT , BHEIMT2MNAnyConnect iRF 28 F A iE, XEKE , — BE#fBEAnyConnect®
PR IE |, SR AU SEMAEMRVI40R 53 HES R E 2N VPNREE,

fBiME 2 , RV345PHEHBITEE I , BFER R mEATFEEFAIE, AnyConnect® F i
FHEAFEEMNBSE P IREREHRIVPNFE,

T — &85 iF A B IR EVE P Us 1 Al
AnyConnect# 3 & F° i

VPNEF iR E EEZITEMNENITTEN L R2EAESTHERG. KEFRBGNREREL
MEVPNERS SRMNEEAME , flaPit NS HRIEES. EORIHESSEATNESRSE
HMAFENMAERH, REZEZONEHYENE  VPNEFRETUERFRE, WR
ERAVPNEZRERZRVTARULENHING , BEXREXTER.

Cisco AnyConnectZ£ B EFine —MRHENAERF , AT EEIEEMRERENEYL
BETI/ENVPN, WHRENARFERAFTURSHEE - INENZEER , MEBERE
EIEME—#%,

B% 2R E M FFECE T AnyConnect/g , & P i Bl SAM G M SR AY o] A VF RTUE 7 B8 B 88 £ R 3RF
HiE , T Mo FEANTEZIE.

RIR Y A

BN EN BRI EREES S ERSERFOER TN, 1T RIER , AT
name@domain.comiy L R IR A K BRI E 8Etk 7 IDIFID,

MREXBBRENEIHESENRE , B ERLERE -1

EREARXE , L TFmSKUTTATUXES 225 MES S/ AIE, E3EE , Cisco
AnyConnecti] M55 F LR BYAnyConnect® Fim i ANEA B HAiik D , B2 |, JIHHN~m
IDR R TTEENFIEER,

BEE , BEYHAAnyConnect®E P imifF Al = mSKURMHIR N 1FEMNEF il , HEELE
EMR25MFIE, FEATRVI40RFIBEHFNEM=RSKUELEERENITALS , 1T
R -

+ LS-AC-PLS-1Y-S1 - 1§ HiCisco AnyConnect Plus%& f= i i AT il
+ LS-AC-PLS-3Y-S1 — 3% Cisco AnyConnect Plus% F° i 1 Al iE


https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do

« LS-AC-PLS-5Y-S1 — 5% Cisco AnyConnect Plus% /= i 1 Al iE
« LS-AC-PLS-P-25-S - 254 % Cisco AnyConnect Plussk X & F* i i Al iE
* LS-AC-PLS-P-50-S - 504 % Cisco AnyConnect Plus7k X & F* 3 i Al iE

EPimEE
HENEFIRIREATHP —TIA |, BREERIE T 6

« Windows & A ixA<:Windowsit &4l E #AnyConnect

+ Mac : E£Mac_t Z%AnyConnect,

« UbuntufRH : £ Ubuntu EER EZ&EFFEH AnyConnect

- MREIEF R |, °] LA E Gather Information for Basic Troubleshooting on Cisco
AnyConnect Secure Mobility Client Errors,

K ¥ AnyConnect VPNIE 2
E1Y

& #AnyConnect Secure Mobility ClientB#x.
z‘\

g2%

F£AnyConnect Secure Mobility Client® A # |, S AMXIPibit MMXiwm OS5 , A 5()2
, ARG ¥ HConnect,

o VPN:

" Ready to connect.

|

—— S——

AnyConnect N1
Secure Mobility Client ciSco

10.10.10.1:8443 @ Connect

RUENEREREEERRZTEMNE,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html

@ VPN:

Contacting 10.10.10.1:8443.

E3L
ERENFRYRACHRSEAFBNEE , RAFETHOK,
Please enter your username and password.

Username: Groupl user

Password:

[eoveeee |

==

E4%
—BEVEE  REMSEREZEIE, 235 Accept,

Cisco AnyConnect - Banner

Welcome to WideDomain!

AnyConnect® OB NIE REMEHVPNEZE B K.



AnyConnect o]
Secure Mobility Client ¢CISCO

e —
o VPN:

Connected to 10.10.10.1:8443..

~ Disconnect

00:03:49 IPvd

MR I E A AnyConnect VPN |, AT ARk EAVPNIE I H 3B T =17,
Shrew# VPN

IPsec VPNAVFEETE T BBN L INZRRERZ 2 REUERRRIR. RVI4XRFIEHERH
fEIPsec VPNBRSS 85 , X#FShrew Soft VPNE Fis. AT NN ANMEERBIZINEREHES,
i, R EVPNRYERS,

BRIA X #FEShrew Soft, AXREIXATEREMN, MREEFEHShrew SoftiHBE|RE |, F5
A1 R UK B X,

O LAELL T E FEERFTRAH Shrew Soft VPNZE F Uik Fi 44

: https://www.shrew.net/download/vpn

ERV345P R 51 3% 85 L Bt i Shrew Soft
B %, RITSERV345P L E B & F i 235 S VPN,
£145

S EIVPN > Client-to-Site.

VPN Status

IPSec Profiles

Site-to-Site



https://www.shrew.net/download/vpn

g2%

ANINE P iR v RVPNES B X #F .

Client to Site Cancel
IPSec Client-to-Site Tunnels ~

O Group/Tunnel Name % 'WAN Interface & Authentication Method

£3F

1%3#%Cisco VPN Clienti& I,

Add a New Tunnel

® Cisco VPN Client O 3rd Party Client

g4L

1% P EnablefE SUBEVPNE P i B B . BA1E R B EGroup Name , EBWANEOD |, A
J& %1 APre-shared Key.

#EEE Group Name# Pre-shared Key , EMRELGE EXF F il EH,



Enable: ()
Interface: WAN1 v

IKE Authentication Method

@ Pre-shared Key:

Minimum Pre-shared Key Complexity: [ Enable
Show Pre-shared Key: [0 Enable

O Certificate:

HI]5

ErrgAFEARER, XRATHARR LM User Group , BERAIMANE#ITRE. BR
Modeiz &N Client. I A S IRLANBYMSERE . HRATRFEM172.16.10.1%1172.16.10.10,

WEENEAMEPETCUERERNE—FM,

User Group:
User Group Table

O Group Name =%

Mode: ® Client] O NEM
Pool Range for Client LAN
Start IP: l 172.16.10.1 I
End IP: 172.16.10.10|
®£6F

A BRMNEEEXEERE, UTRRMNFEANRE :

I DNS fR5525 . MR EEANZDNSIRS R HEEMFAINEDNSHRS2F , TJFELbab i A
o BN , BRINRENRV3A5P LAN IPHest, EAEIAH | FRAVIGEHERIAES

o DEIPRE  EHPUUSAIERRE, XA TEEBERETEIVPNEE, E4XF+ , &
T E R 2 EIBgE



- IFORRER  MAVPNEFiREITVPNREENIFRIHNME, RREIEHRARV345P LANK
&,

Mode Configuration

Prirary DNS Server: l 192.168.1.1 I

Secondary DNS Server:

Primary WINS Server:

Secondary WINS Server:

Default Domain

Backup Server 1: (IP Address or Domain Name)
Backup Server 2: (IP Address or Domain Name)
Backup Server 3: (IP Address or Domain Name)
Split Tunnel: [T

Split Tunnel Table

+E W
& IP Address % Netmask
& [192.168.1.0 1 1255.255.255.0| 1

BTH

B $Savefd , FAAT LA IPsec Client-to-Site Groups%il & & & 2 f & 324

Client to Site

IPSec Client-to-Site Tunnels

+@
O Group/Tunnel Name % WAN Interface = Authentication Method 5
O Clients WAN1 Pre-shared Key

SR 8

Bt iEUser Group LA FXIVPNE Fim A P # 1T 54 KiE. 7£System Configuration > User
Groups T , RGNS ERAFINAF 4,



User Groups

Status and Statistics

Administration
User Groups Table

B o
System

O Group = Web Login/NETCONF/RESTCONF =

lime
admin Admin

Log

guast Dizabled

Email

User Accounts

HE9

A LA B

Overview

HB 10

f£Services > EzVPN/third Party T , 2 drAddRf bt A 7 4A 4542 2 2 B B & BV Client-to-Site
Profile,



Add Feature List

o p"-l!l

SR 11
BIE R Z2TEEZVPN/ZE3F 1Y 5l 2k A & ElClient-to-Site Group Name,

EzVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table

+ W

(0 # 3 GroupName =

O 1 Clients

HPR 12



FEApplyAFPARESR , 4 EUser GroupsHIRFAEBERZAFA , HERFAFAREZH
BIENEFHRBERAEEXH—EFER,

User Groups

User Groups Tabla

] Group ® Web Login NETCOMNFIRESTOONF 5 SX5-VPN = EZVPN/3rd Party 5

SR 13

£ System Configuration > User AccountsFELEFT A, BEMSERAIEFTAF,

Local Users

Local User Membership List

, _—

O #= User Name = Group ™ »
cisco admin
2 guest guest

* Should have at least one account in the " admin” group

% 14

MAFWAFRBNHBB, RIEGroupBRENENIFEENFTAFEH, TREETAPPlY.



User Accounts

Add User Account

uﬁer Narn&

Mew Password @ s ( Range: 0 - 127)
Mew Password Confirm | s

Group VPN ¥

HR] 15
MAPRERERLASFIRF,

Local Users

Local User Membership List

+ T 0w &

O #%  UserName % Group * $
01 cisco admin
O 2 guest guest

O 3 Vpnuser VPN

* Should have at least one account in the " admin” group

RV345PR I HBNEBRIE R, BETXR , LFE EShrew Soft VPNE /i,
it & Shrew Soft VPNE F° i

BWITA TSR,

£1F

#TFF Shrew Soft VPN Access Manager , A5 £ HAddSURINELE X . EHIHVPN Site
Configuration& O # , Bt &EGenerali£ I+ :

o EHABHK IP HukFEAWAN IPH#iE ( ERV345PHENE )



- B3hEE 1% RFike config pull
- EERHBERN  EREAENER R 2 Bt

VPN Site Configuration

" General Il:mant _I_Nama Flssnluh'an_] Aumenljcuﬁan_] B |

Bemaote Host
Host Mame or IF Address Fart

192.1668.75.113 500

Auto Configuration ka config pull -

Local Host
Adapter Mode

Use avirual adapter and assigned address -

MTU |¥] Oltain Autometicalby
1380 Address

Metmask

[som [ conn

£25

BLEClientit i, EAHIF , RINEKE TRMIARE.
2|

VPN Site Configuration |

General | Client |Name Fesolution |Authenticatin:un | =1 [

Firewall Options

MAT Trawversal ’enable - ]

MNAT Trawversal Por 4500

Keep-alive packet rate 15 Secs

[K.E Fragmentation enable -

Maximum packet size 540 Bytes
Other Dptions

Enakle Dead Feer Detectian
Enable ISAKMPF Failure Motifications
Enakle Client Login Banner

SavE ] ’ Cancel

B35



f£Name Resolution > DNSF , #&#Enable DNS4E , F}i% " Obtain Automatically4&.

VPN 5ite Configuration X

| General | Client | Mame Fesolution | Authentication | P4k

DNZ WIS

V| Enahble DNS (V] Ohtain Automatically

SerserAddress #1

Serser Address #2
Serser Address #3
Serer Address #4

Ohtain Automatically
OMS Suffix

SEe | | Cancel

g45

#£Name Resolution > WINSIEI+ T , i Enable WINSHE , }fObtain AutomaticallytE{&
FE PR



VPN 5ite Configuration |. 2 .|

| General | Client | Mame Fesolution | Authentication | =15 I 4
oS WIS
V| Enable WING Obtain Automatically
SerserAddress #1
Serser Address #2
SEe | | Cancel
$E’,5

# i Authentication > Local Identity.

o FRARBEERFHIRRA
« B4AIDZERFE M ATERV345P LE BRI Group Name
VPN Site Configuration e S|

| General | Client | Mame Resolution | Authentication IE «|r]

Authentication Method [Hui.wu] FSE + ¥auth - ]

' Local Identity | Remote Identty | Credentials

Save || Cancel |




$65

EEHRIE>ZESOT. EAHP , RIOFRE TRINRE,

« FRIAZEHL:|P Address

o HbltFRFE:<blank>

- FEREXIMNZEEIYNUIE : ik
VPN Site Configuration | Sy

.Ganamjl Client | Mame Flasululjun: Authenlication (P4 |+

Authenfication Method [Muluu] FSE + Xauth v:

| Local identity| Remote Identity | Cradentials

Identificaton Type

Address Shing

B_lse a discovaned remote host address

| see J[ Conce

B7H

f£Authentication > Credentials T , EEUATAHZA :

o IAIMEA 3E: & FEMutual PSK + XAuth
- MHEZAMAERVIMSPEFIREEXHFERENTLZH



VPN Site Configuration

| General | Client | Mame Resolution | Authentication E 4[]

Authentication Method || Mutual PSK + XAuth -
| Local Identity | Remote identity| Credentials
Server Cerificate Autarity File

Client Certificate File

Qientﬁ‘i&m Key File

| Sae || Concel |

HIR 8

A TFPhase 10+, EATHF , RETHRINRE -

« ExchangeZ&# : B
o DHX#R : 42

- BBEEX B3

- BIEE: B3



VPN 5ite Configuration

| Client | Mame Resalution | Authentication | Phase 1 | F 4

Froposal Parameters

Exchange Type
DH Exchange
Cipher Algarithm
Cipher Key Length
Hash Algorithm
Key Life Time limit

ke Life Data lirmit

laggressive v]

o g

|auto v|
~ | Bits

|auto v|
36400 Secs

U Khytes

|| Enable Check Point Compatible Yendor 1D

SEnE ] | Cancel

HE]9

HEABIH |, Phase 21T IAMERIEFTE,

- BREL : B3
« HMACE% : B3

« PFS Exchange : EZH

- ERMEEL . BE2H




VPN 5ite Configuration &J

MName Resolution | Authentication | Phase 1| Phase2 || 4] »
Froposal Farameters
Transform Algarithm lautl:u v]
Transform Key Length - | Bits
HIMALC Algorithrm |auto v |
FFS Exchange ’diaabled v]
Compress Algorithm ’disabled v]
K.ey Life Time limit 3600 Secs
K.ey Life Data limit U Khytes
Save ] | Cancel
F&] 10

X FPolicyi i+ Rl , BANERAUTIRE :

- REEEMEF : B3
- HPFAZEXEK  BEF
- HIYREAIHREHTREULEE : 2P

BT &EAIFERV345P L& & T Split-Tunneling , Rt AR EEE ALK ITERE.



VPN Site Configuration S

JManﬁmnn]Phual]Phugz: Policy . e
IFSEC Falicy Configuration

Bﬂamtmn Perzistent Secunty Assocstions
Ejhuun Topology Autamatically or Tunnel All

FPemote Metwork Resource

o) oo

TERJE , B Save (&RTF) o

SR 11

MESHZFNRERE, EVPN Access Managerd , RHEE REZREXH , AR%ESG
ConnectiZ4,

€'Y VPN Access Manager

View Help

Add  Meadify Delete
onnection Mame ¢ Host Name Authenticat...
192.168.75.113 192.168.75.113 mutual-psk...

HPR 12

FEHIAIVPN ConnectBE O F , ERAZRTERV3I45P L BIZ K User Account ik 5 A
UsernamefPassword ( Z813F14 ) » ZE , #EHConnect,



#) VPN Connect - 192.168.75.113 el NS

Connect | Metwork '

config loaded for site "192.168.75.113

Credentials
Lsamame VpnUSEr

Fazzword wssssssss

=

SR 13

KERBEERDERE., BNZEIRECEA,
#) VPN Connect - 102.168.75.113 i S

Connect | Metwark '

local id configured -

remote id configured

pre-shared key configured

hrlnglng up tunnel
s configurad =

1unne| enahled

Credentials
Lsemame |vpnuser

Password

E I E & & LAShrew Soft i ffl, BT Shrew Sof FEERI =M , IREBEERAXES , FHER
WE=4,

H VPN IR
BAERFEAVPN, BXiEFAEE , BHAH U TEEE

« {FHGreenBow VPNE i 5RV34xZ 53 S E 12
ERV34x R 5 H e F B mETEARVPNE iR
« ERv34xZ ¥ FRE ("—"'le‘—"'ﬁ%l_ﬂ'hx(PPTP)EEﬁ%
ERV3Ax R FIBREHES F 5
FERV34xEREHES FALEL2TP WANIZ B
FERV34x A & vk S F ¥ S VPN



https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html

RV345P HER M R Bl E

ELEVLAN ( A3k )

FAELBEM (VLAN) , BALUEREM (LAN) Z5ER 2 FEN S EE, E8R88ETaE
LEMEHTBRERT , TURIZE VLAN LB IEE R4 E VLAN Rilsg L2, 7
A VLAN , & E—ERE LR TR BHNABLEIFTHENEIR , NS HRE, Bl
BIZVLAN , EREFVLIANFHEHSHERIZEDL—NROG |, BREFTER. HOSMA
BREAB T — /13 ZNVLAN,

B HFESEZVLIANEEXERANZ 2 ERUKEREMIES,
R ERFRAEAZEVLAN | ATBEEI T —3,

15

S/ FILAN > VLAN Settings.

Getting Started
Status and Statistics
Administration

System Configuration

Port Settings

(AN setings) @

Option 82 Settings

Static DHCP

802.1X Configuration

Router Advertisement
) Routing

Firewall

VPN

Security

g2%

B HaddE R LI EFTAYVLAN,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html

VLAN Table

+|& W

B£3F

WMALERENVLAN IDFBE#R. VLAN IDAYSEE 7 1-4093,

VLAN Table
+ (& W
Inter-
VLAN Device
O VLANID $ Name Routing Management IPv4 Address/Mask
g 1 VLANT i ) 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 0 0 o IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: © Disabled
O Server
O Relay
£45

MRFE |, FHEUHEFInter-VLAN RoutingFDevice ManagementfyEnabled & i£4E
VLAN[E] 3% B A T iIEEMN —NVLANEE B E 5 —/NVLAN,

BE  FRUNTEMEHTLEE  ANERERETERAS , T2SBVLANZ £ 4HRE
o ARVLANTIREREE ML 2 HEH, MRERAXMER , BEER BIRACLRRHR
RV34xEgHar L EBVLANFEEH , ABREZ R FHNVLANZ BN ERE

Device Management#k # 7o 1F & 452 F x| 5 B8 MVLANE K EIRV345PY Web U1 &I
RV345P, Xt EME LA,

EARGIH , BAIARBAVLANERR B SHIREEEUBRVIANEZ £,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html

VLAN Table

+ (&

Inter-

VLAN Device
0 VLANID & Name Routing Management IPv4 Address/Mask
(I VLANT (i ] 192.168.1.1/24

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149

& 200 VLAN200 0 IPv4 Address: 192.168.2.1 / 24

Subnet Mask: 255.255.255.0
DHCP Type: @® Disabled
O Server

O Relay

HI]5

FAIPv4ib IR B FIIEAIP Address 7R, WREIEE , JLUARLIE, EATRAF , FRE
192.168.2.100-192.168.2.1497] A TDHCPHIIP#b ik, 192.168.2.1-192.168.2.99H]
192.168.2.150-192.168.2.254 7] A T &7 IP#h it .

VLAN Table
+ (& W
Inter-
VLAN Device
O VLANID & Name Routing Management IPv4 Address/Mask
0O 1 VLANT (i ] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O 0 e |IPv4 Address:  192.168.2.1 /24 |
Subnet Mask: 255.255.255.0
DHCP Type: © Disabled
O Server
O Relay
E6F

Subnet Mask T FMEDNF EHZNEFH, MBEHTENR , HEHFBZFER.



EACERT |, RITHRE FREERS N 255.255.255.081/24,

VLAN Table
+ (¢ W
Inter-
VLAN Device
0 VLANID & Name Routing Management IPv4 Address/Mask
(I VLANT o 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 0O O o IPv4d Address: 192.168.2.1 /| 24
Subnet Mask: 255.255.255.0
DHCP Type: © Disabled
O Server
O Relay
BTE

RS ENNEEN(DHCP)RE, LUTEBRE

Disabled — 22 FIVLAN LYDHCP IPvARRS5 88, BW AN R EFNITIBRAE, EXHER
T BEFHEEFEIPHL , HAFABEHRABER.

ARS5eR — XRHRFE AL,

. TR E — % AR EE5%143,200% 80, BRINE R 1440280 ( ZTF 2416 )
« Range StartflRange End — %ii A B] LAZI 7S 2 BL B9 IP 1t 11k B9 SE B FF 38 N4 3R
« DNS Server — & #Z¥DNSHRF 2 AERE , N THFIRMISPHIERE,
« WINSHRS 28 — B AWINSHRS 285 & #5o
« DHCP Options ( DHCP #1 ) :
- 1EI66 — M ATFTPIRS 23RV IPHE L,
- IEI150 — M ATFTPARSS 23 AV IPHb ik,
- JRI67 — AR E XK.
« gk — M AZIEDHCPARS 25 IPvAb i LABL EDHCPH MR E, XEESRNEE.



& 200 VLAN200 0 0O e IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: O Disabled
® Server
O Relay
Lease Time: @ 1440 min.
Range Start: 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
HIR8
& T Apply AR #FTHIVLAN,

Apply Cance

FVLANS BB 0 ( Wik )

FERV345P L AT LAE B 16N VLAN |, E e —ANVLANAF 5 M (WAN), FEH O EHVLANEL
BERRExcluded, X & iZmO LW RETATRHAFP RS BEAVLAN/VLAN, X#IAN 2 —f
RIEME,

IwOR LI E N EARASPHREA -
o EAKRO — 28 7T —AVLAN., FIFRIZHMUFHEER,

o g0 — ALURE ZMVLAN, 802.1q0 FHAFARMEVLANEIRIZ, BARFLEHLES
4% {5 FH B9 VLAN R HEBRTE Excluded /R,

—/NVLANZE T HEHiwA

- WHAREARO,
o DA IE OMVLANRFRIE H RFRIS,
« WFiZEO , FrA EVLANERIFRIZ N Excluded,

/\E_/l\ﬁﬁuﬁ A Elgﬁ/|\§§%/|\VLAN

- WARFPYIEO,

o HA—AVLANTLRIE R “TCHRIE"

« B FTrunkim OB EHAMVLANRAR 2 H Tagged.
- FE T 4kinOMVLANRIARIE 7 B HEBR.



HEARBIFR | ZBEPY,
1%

R ERENVLAN ID,
FEABIF , BATEETVLAN 1HVLAN 200,

Assign VLANSs to ports

@
O VLANID LAN1 LANZ
T Untagged v Excluded v
& § 200 Excluded A Untagged v
25

B HEJitFVLAND BALANE O |, H S MEEIEE N Tagged, UntaggedZiExcluded.

ERRBIFR , ELANTLE | BATRVLAN 128 Untagged , fFVLAN 2007 BE 9 Excluded, X¥
FLAN2 |, ZATRVLAN 148 N Excluded , FFVLAN 2004 B}y Untagged.

Assign VLANSs to ports

7
O VLANID LAN1 LANZ
& 1 Untagged v Excluded v
& 200 Excluded v Untagged v

E£35

B HApplyRFEE,

Apply Cance

M7E , BNZELHINBIET —MNTHWVLANH IRV345P LU OB E TVLAN, EEHTRE
LABIE EAVLAN, $I40 , VLAN300SS 5 Marketing 812 , FM$7192.168.3.x , VLAN40OSE K
Accounting®l2 , M 7192.168.4.x,

ANINERAIP ( |k )

MRFEREBRZUWLGEEMVLAN | BAILUNIZIRB RS #IP b IE F 62 15 RIFNY
EHETHR. XNEEAVLANERRBNE®R. EEMAERT , #SIPURERER. AXRE



BAIPHANFAREE , FEREERL ST LR EFHAIPHh I RERE.
MREFFTERNESIPHbaE | BRI BRBIAH T -,

g1

S M EILAN > Static DHCP, KEin&SE#xR.

@ WAN Static DHCP Table

O + s

Port Settings O Name

VLAN Settings

Option 82 Settings

g2

AR B WFRADHCPE R, EARRAIF | iRZF 2T,

Static DHCP Cancel

Static DHCP Table -~

+Z0 &% 2

O Nama MAC address Static IPv4 Address Enabled

¥ | Printer 00:11:22:33:44:55 192.168.2.10 Enabled

BIEH ( 7k )

HFUEPBITIUEPHNEEFERIEBLAAZANAEN XAVFRBT KRB THLARITHE
BAHFEH , ZRANNTEDINEN 2, BEFTUERBLZRILES , HEMEEER IR
RYEH, BEAEERMEANE(CAREERUBEFRFZEFMILES. LARBEREE=FN
RWEEILES.

EBFEHNHCARTERRIE. AUMESHENE=FERBURIES, XRIEHENER
ZEMEFAR, XRLE , CARAGBKRE , ATRIEZRBNEZEDHAFBATAZIEE.


https://www.cisco.com/c/zh_cn/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/zh_cn/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/zh_cn/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html

BELNEE , URERARHIEH. CASZXHENKS |, NRIEENERR , 2@EM
RUEH, WIEPBAENXAHTHIENUTEN L, Rig , TR AKBR ( HVPNIRS R
) FRHE EEFBBE,

4 B CSR/ALEH

£1%

EREHSENETWebHERAER , AR EFEAdministration > Certificates

Getting Started

e- Status and Statistics

File Management
Reboot

Diagnostic

g£2%

REERCSRAEH, BF# A “4ERCSRALEF"(Generate CSR/Certificate) T H .

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...

B£3F

RUTRAREEX LS :

« ERESHMIEBRE
- BERILH — XRHEBCHUEELZENTLERFRE(SSL)IER, KIEBHFE
1, ANMRREEUAERSAARLE , WEEZBUHLIES.



- AANEZBRER — X2 MFEMAIREPKI) , ZXEZNEBME N LB BERF 5L
F. cEEZXEERS , RARARKREN,
« 7ECertificate NameFE P AP BHRLUIFIRER, WFETENE , BFETEEZHK
MESHF .
( ATi%& ) £ Subject Alternative Name X T , Rii#iEEH, EWMA :
- IP Address — % Alnternett# i (IP) ik ik
. FQDN — # A =4 [REH % (FQDN)
- EBFHR — A BB FHR it
« fESubject Alternative Name=E&# , % AFQDN,
« MCountry Name T H 5l 5= ik FRA Q&1 E MBI E R/ X E 5,
- f£State or Province Name(ST)FEF M AALAFMENMN, &, XERBXWEHRIAEE

« fELocality Name = E& fh 4 A S8 19 48 42 53 A 50 P 72 9 3tk 75 S04 T B9 & o
AW EEEMTEAN BT MREEMADESWSIRER | FHE
Organization NameF B AIEHREENEH. TREEABKTR.
EALENERFERPHALH , UMXSHLARNHENBIT.

« £Common NameZExH i A B o IR IR = 83T E 45 B 45 1Y B vh i 52 2 BR E 15

Ao

o WMARELERUEBH AN BRI,

« MKey Encryption Length Tzl , EBRHFPAKE. EIMN512. 1024512048, E4A
KEBX , EBREES,
« 1£Valid DurationZE& & , I AIEBERN K. BIAEFR 360,

d ifﬁiﬁﬁ.o



@ RV345P-RV345P

Certificate

Generate CSR/Certificate

(=

4 N
Type: Self-Signing Certificate
Certificate Name: TestCACertificate
Subject Alternative Name: spprtfrms
O IPAddress @ FQDN O Email
Country Name(C): US - United States
State or Province Name(ST): Wisconsin
Locality Name(L): Oconomaowoc o
Organization Name(O): Cisco
Organization Unit Name(OU) Cisco Business
Common Name({CN): cisco.com
Email Address(E): (@cisco.com
Key Encryption Length: 2048
Valid Duration: \ 360 )!ays (Range: 1-10950, Default: 360)
ARMNIERRAENE REIEBRS,
Certificate Table PN
)
O Index + Certificate + UsedBy + Type # SignedBy % Duration % Details Action
01 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM = X
To 2042-Jul-05, 00:00:00 GMT
o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GM == 3
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscaTest-... From 2020-0ct-01, 00:00:00 GM E _‘!‘u
To 2022-0ct-01, 00:00:00 GMT
O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GM E _‘!*_

To 2021-Nov-14, 00:00:00 GMT

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...



EOENZELERV345PHE R R LR OIZIEH,
S HIEH
£15

FIUEBRF , RPESHNIERHNEIRE , R KidexportB® iR,

Certificate Table A
I
O Index + Certificate = UsedBy * Type* SignedBy* Duration & Details  Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘m

To 2042-Jul-05, 00:00:00 GMT

o 2z TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN = X
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘m
To 2022-0ct-01, 00:00:00 GMT
& 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == X
To 2021-Nov-14, 00:00:00 GMT
g2%

o REBRNUSHIEH, EIE :
. PKCS #12 — A MNEHR M (PKCS) #1282 M p125 BB 2 M S HiFH, EEX
XH#TmE , WMEESH. SAFBERXATEFEITRTF,
- PEM — R2FAEsa BB (PEM)EE A TWebfR%5 88 , BN EC A ERICEREM
B AR REESRBIA KRR IRBE.
- MRIEFEPEM , REHHEXport,
 FEEnter Password ¥ Bt A BB URF ES HIV X,
« FEConfirm Password FE& # & 5 A 21,
« f£Select DestinationX1 , 21£#EPC , © & = 5IME — ] ARVIEI,
« B iHExport,



Export Certificate

® Export as PKCSH12 format

Enter Password | seeeeess

Confirm Password | sseeeee

O Export as PEM format

Select Destination to Export:

® PC e
o -

B35

Download#Z2#l F A 2 E R —FIE R FTEREIINEE . MXHRFTHRER K[ P TE. Click OK.

Information

o Success

N
[

B ENZELKPERVI4ASPR I HER & HIEH,
SAUB
15

# FHimport Certificate....



Certificate Table A

[J Index $ Certificate 3 UsedBy s Type $ SignedBy s Duration 5 Details Action

O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM =4
To 2042-Jul-05, 00:00:00 GMT

=

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GNM E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT

a 3 Router - Local ... CiscoTest-... From 2020-0ct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

O a TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh = o

To 2021-Nov-14, 00:00:00 GMT

( Import Certificate... ] Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate. ..

g2

« NTHIRDPEFRES AWIERER, EME :
- ZRHUEH — BREER EAERMIES,
- CAUEP — HZEFNE=FVNAENIES , ZVHEBNERFETENEER
- 37::]: 0
- PKCS #12 Encoded file — A INZFR A (PKCS)#12 2 17 R F e iE PV E Ko
« fECertificate Name = B # 3t A UEF 89 B FRo
« WRiE#12TPKCSER , B Import Password ZER P AXHFHNZB, BN | BFHE
FE]3,
« REHERUS AEH, EIE
- MPC
- MUSB& A
- MRBBBAREMEFIUSBIRSIZE , “MUSBE A ETUFILE .
o WMRiEFImport From USB ( MUSBS A ) , HEEHBELEZRAEHMUSB , HHEH
Refresh ( RI#T ) o
o RTHEFR IR HERE S XS
- B iHUpload,



Certificate (3 Cancel

Import Certificate

Type: PKCS#12 encoded file v
Certificate Name:| cisco o

Import Password | =--ee---

Upload certificate file

@ Import From PC

9 TestCACertificate

Import From USB 3‘

BIfE , SRBEFHEALERER, EFRFERRIES ANIES,

Certificate Table A~
[J Index $ Certificate 3 UsedBy s Type $ SignedBy s Duration & Details Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

a 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscoTest-... From 2020-0ct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT
=

0O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GM
To 2021-Nov-14, 00:00:00 GMT

I+
|

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

B |, BRIZE ALK ERV345PE R LS A TIiEH,

£ FDongle MIRV345P R 5B R BL EB I ML ( AL )
,U\‘Jﬁaﬁiﬁmbumﬁ%mvmw%ﬁ%ﬁﬁﬂﬁ%mziwIﬂléﬁo MBHIXFER , MERER

ML, LETHRVIMSPHEHFNEE | LI EFEEEHN BRI TLER.

Bio B To 2k PR R 48


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html

CBW140ACTFFEEI A

B A B4 MCBW140AC L HIPoE#R M i ARV345P L fyPoE#wm 0., RV345P EH —
HYum O A SR PoE |, Rtk AT A A E A E MmO,

REERMTRS. BARFREERN100M8NAE3). LEDFASMEXZZ BN , #R
guge, JeNiRAe  AEBRENEZE. LEDNHERENGBER ZHE TR MM
HZ{L, HLEDERITEX BN , BHET -5,

B N AAP ERIPoELAAM L1748 IR O RBEA TR ZILANAY L1T46ER% , M A REEEESE
AHMZFBH AN RBINRT BEFRE.

MREBHBALTENN, FHEEDAN , FHRESEHEENL] RINRE , HUE
CiscoBusiness-Setup SSIDE REZHWI-F B, BXxUtRIBMNED K BEFENMEHNS
BHRV345xER R A EE N ] BINRE

RET40ACBHNATEEAR
AT SREABHNRAREBINATEEAR,
FiclE , DRARFMEER , NN/ hmR AT RRER,

E140ACHEE |, HAPKHIH R BKIFEABEENPOE |, 140X G ERIEL, FE—iKiEAEAP
—/NRV345P LAN# .,

MRTEERE , FERANNTLBEBERRE R0
15

£ Google PlaystiApple App Store E FTEERBW LN, BEEUTERERSEZ—

« Android 5.050 & & i A
« |OShRA~8.05% & & hx A<

g2

HEENBIIRZ LT T ERLSNA,


https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/zh_cn/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://play.google.com/store/apps/details?id=com.cisco.business
https://apps.apple.com/us/app/cisco-business/id1483862452

—@—
A O

B35

EBIIRE EEEDICiscoBusiness-Setup Ttk M4, H 5 HFcisco123,

12:49 = Bk 0

< Wi-Fi

Current network

o =40

Wi-Fi Direct  Advanced

=
8

CiscoBusiness-Setup) 9

Internet may not be available

Available networks




cisco Cisco Business

g4F

MRASBIRNBIME, EFRERNVMLE.



casco Cisco Business (i)

4 O

Monitor My Network Set up My Network

Q

Discovered Primary

HI]5

BiREMLE , FWANLTHT

- DIREERAFS

- DIEEE R D

- BUEHWAEERBRDEIA
o ( Wik ) RFEIRELREB,

1% $FGet Started,



( Cisco Business Wireless Access Point
o Name and Place @

Primary AP Name

© | testar

Country
9 United States (US) N/

Date and Time

© [04/09/2021  05:05:37 PM V
Timezone
o Central Time (US and Canada) \/
Mesh

Crrovoss)

£65



EREAHINVE , FHEBRANLTER. MRAAFREE , JRLSSBETATRANTH.

o TLEMEH B3R AAPE .
- Ex/X

- HE

o B8

o BX

( Cisco Business Wireless Access Point

\.

o Name and Place

Primary AP Name

O | testap

S’

Country
e United States (US)

Date and Time
9 04/09/2021 05:05:37 PM

Timezone
o Central Time (US and Canada)

Mesh

B7H

T MeshBytl#e ik, %5 Nexto



( Cisco Business Wireless 140AC Access Point

0 Name and Place @

Primary AP Name
TestAP

Country
United States (US)

Date and Time
04/09/2021 05:05:37 PM

Timezone
Central Time (US and Canada)

@
O Mesh



SR8

( Tk ) BRI LLER A B NAAPE ABSIPLLSEEE, &N , DHCPARS 225 2 B IP# 1t
o MBETRAEALALBEBESIP , BHEEHNext,

© Connect to Network 78
o Would you like Static IP for
your Primary AP?
” N\
9 ‘ Next '
-

mE  EEEIME:
% $% Static IP for your Mobile Application AP, BRIAEIR T , iZiEM N disabled,

. BAEIE|IPHbit
. FRERD
« BRIAFX

Click Save.



© Connect to Network (?)

Would you like Static IP for
o your Primary AP?
MANAGEMENT IP ADDRESS
0.0.0.0

SUBNET MASK
0.0.0.0

DEFAULT GATEWAY
0.0.0.0

HI]9

BERMANTRTERETLME

. MZHBF/SSID

- B2

- O

- WAOS

« ( A% ) £ #Show Passphrase

$a-__l Nexto



© Wwireless Network (?)
Network Name
cbwwlan
Security
WPA?2 NV

Passphrase

Pum

Confirm Passphrase

Wi-FifR3 15 8] (WPA) 8 2k (WPA2) 2 Wi-FiZ £ B L Bl kR
SR 10

E#1ASubmit to Mobile Application APRE EHIRE |, 5% HSubmit,



( Cisco Business Wireless Access Point

v o Name and Place Edit o
v o Connect to Network Edit o

v o Wireless Network Edit o

° Submit to Primary AP

You have done all the configurations,
please submit to Primary AP.

Note: After initial setup and reboot, the
Primary AP needs to be connected to a
DHCP server even if the management
IP address was set to static (access
point functionality and client
connections use dynamically assigned

(Previous )

HIR 11



EFEHBITKo

Saving the configuration...
This may take a minute.

EFRIRZUREEI0D . EEFHZIHE , EASPHLEDFRHZHEEERN, 4
LEDE& BN , #ET—F5, MRLEDRERBIARNGER  NIRBAEHNEHEE
DHCPRS 25, TRAPIEZEI Y R DHCPIRSE 2SI BE BT

HIR 12

EREBEIUTHIARSE, Click OK.

Confirmation

The Primary AP has been fully
configured and will restart in 6
minutes. After the Primary AP is
restarted, it will be accessible from the
network by going to this URL -
https://ciscobusiness.cisco via
browser or using Discovered Primary
list in Cisco Business Mobile
Application provided client should be
connected to configured ' TestAP '
SSID.

OK

SR 13

KARA , EERIMUENTEME  REEMEIE , LRI TERELMENE B,



T iR R HEBRIZ R
MELEEAEE , FEEUTRE

- BRERT ERNIRS EFRIRFF(SSID), X 2B Tk MK EH Ao

- MIABSHNAREICAER ENEMAVPN, BEEZUREZIENEIRSEHEER
BVPN , TEEE A AERHE, 7 , Android(Pixel 3)F HlLAGoogle FitE R IRE IR
, BE—/NHNEVPN , JEFBHANER T BohiEE, EERBINAAP , FEZALD
fEo

 fEMAhttps://<B 3 B AAPHIIP# 1> BB h SIAAP,

- ERPIRIRER , TiLB R & Fciscobusiness.cisco , & 2 1EWebiil 5 85 4 A [Pt 11t
, BRREANttps:// is. BTFENIRE , B ITEYVIAIEEE B31EF T http:// since , X
RIBEREZNFTANRNE,

- EHEBIARRESMEAAPHIE U7 EIWeb UIT 525 RIB AR XY B |, iEFEWebX 588 ( A=
5l A Firefox ) FE# EHOpenXK & , #F|Help > Troubleshooting Information , A f5# o
Refresh Firefox.

ELi& CBW142ACMMIRY B8

BT IRELMEN EABER , LFJRMRY REFEIT !
EERBHRZLHVERLSNA,

g1

SMERE, BAREMeshREEE M.

EEEXL] DY T
CBW

| 24GHz | 5GHz

Mesh

Name Clients Usage
APA453.0E1E.2338* 0 0 Bytes
APACBC.48C0.74B8 0 0 Bytes
APA453.0E22.0A70 0 0 Bytes

AP68CA E46E.1650 0 2MB

AP68BCA.E470.0500 0 11 MB

g2



B A BEE GBI N AAPH RIR M & & A B FTEMesh ExtenderfIMACHE3E, EFH
IIMACHE3E |, M FEE B HAdJd Mesh Extenders.,

= [TI] = [a]

-
.

Home Overview Devices WLAN Clients

Network Summary

Wireless Dashboard

= AP Performance

Client Performance

—+  Add Mesh Extenders

£3F

B L BEHEQRABHF i AMACHHE KRN IMMACHE I, FEASRHIF | Scan a QR
codeB ik,



Home

g4F

=

Overview Devices WL.AN
Network Summary
Wireless Dashboard
AP Performance

Client Performance

Add Mesh Extenders

iy

Clients

Scan a QR Code

Enter MAC Address

HIQRADRENER LA H QR

[m] 25 [m]

O =rF

RA#EMRY BERNQRABRE , BREIUTER.



Cisco Business Mesh
Extender has been

scanned.

SRS (HiE)

MREEE | ¥ ADescription for Mesh Extender, Click OK.

Do you want to provide
Description for Mesh Extender ?

D

Cancel

g6d

EFEESummary , A58 T Submit,



Summary

Almost done. The following Mesh Extenders will
be added to your site. If you are done adding Mesh
Extenders, click submit.

> Mesh Extenders To Be Added

Scanned MAC Address

Adl m 0 office desk @

C )

B7H

% #iAdd More Mesh Extenders i H M RAR MY B 2R AM MBI LG, RINFRT RERE , &
H T Ko



T "

Done! Your Mesh Extender has
been added

Good News! You've successfully added your Mesh
Extender

Mesh Extender Status o

A4 0 SUCCESS

What's Next ?
(Add More Mesh Extenders )

o]

XNENMRYT RBREE LIRS,

I, EXRECHERZRE  JUT KRR, TERE 0 , BESUREAETRG (NRFE
=)o

REABEMBIINH LN

EHMBRAREEE , R AFERI D !

1%

EENBHMAL , EMoreit T+ T , B diCheck for updateit4l, BRI HREEFHIH
AR AR,



<  System Information Q
;D = < = LEJ coo

ome Overview Devices WLAN Clients More
SYSTEM NAME: o
Model CBW140AC-B
Serial Number FGL2419LCQN 9
Software Version 10.3.1.0 @R
o5

et BFEITRHEE,



wl ATE&T = 3:23 PM 141% 8

' ¢ Software Update

The upgrade has been initiated. When the
Primary AP reboots, the app will be
disconnected.

AP Name Download Progress
*AP6C71.0D55.73C4 24%
AP6C71.0D55.5DA4 <l

B35



BHE BN EMERGARE R, Click OK.
£ A% 3h & A 2l ZWLAN

BB F I AR BI B T4 B M (WLAN),

g1

IFAENELTLRA,

C
A

g2

HENBHRE LEZINEHINELTELEMNE, BRNAEF. £5HRETEHHIWLANELR

o


https://www.cisco.com/c/dam/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/images/2061-Create-a-WLAN-app-CBW-image-1.png
https://www.cisco.com/c/dam/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/images/2061-Create-a-WLAN-app-CBW-image-1.png

Home QOverview Devices WLAN Clients

Network Summary

Wireless Dashboard
| AP Performance
Client Performance

-+ Add Mesh Extenders

£3F

FFITHAdd New WLANR B, BB B IMEHWLAN, EFRAdD New WLAN,

O "'-'5‘ @ eee

Overview Devices WLAN Clients More
Add New WLAN
SSID Security Policy Radio Policy

® Engineering Personal(WPA2) ALL



g4F

# AProfile NamefSSID, HEEERFERIRERINEE. MECSANATHMERES |, N
BNELSHROPNFHMEE, 2T —%,

{ WLAN
— < — [l see
Overview D\EE;S '|'|'I:AH l:|1:.ﬂ|:5 More
General
WLANID 3

o Profile Name* labnet
9 SSID* labnet

Admin State  Enabled

Radio Policy  ALL

Braodcast SSID m
Client Profiling | ON |

Application Visibility
Control

O e

HB|5 (( Ak )

MBRELSFRAFEATNARFTOMEERS , WA EEEMRE  SEHENE. BXILiE
BENEMAEE , BSET—T, OB ALURMBEINEBF, Z2£H, FHANRLIE,
AINFTEEER , #£HNext,



< WLAN

- ) )
: . ‘#_;h." [ X 1.
Overview Devices WLAMN Clients More

Security

Guest Network

Captive Network
Assistant

Security Type  WPAZ2 Personal

Passphrase Format ASCII

Passphrase*

Confirm Passphrase*

Show Passphrase

Password Expiry

Previous

FERBINAR , Security Typefy H —iE I 2 OpenmWPA2 Personal, BXxEZERIE
, BEZRBINHAAPHIWeb Ul,

HB6 ((AE)

RS RERERTMNEDN, EXRHF , REEREEF, £ submit



< WLAN

—y

— — LO "TY
Overview D:"I'II::!"S WLAN {:Iieﬁta More
Traffic Shaping (Optional)
Rate limits per client
Average downstream
bandwidth limit ~ ~ kbps
Average real-time
downstream bandwidth 0O kbps
limit
Average upstream
bandwidth limit kbps
Average real-time upstream
bandwidth limit = Kbps
Rate limits per WLA
Average downstream
bandwidth limit  ° kbps
Average real-time
downstream bandwidth U kbps
limit
Average upstream
bandwidth limit kbps
Average real-time upstream kbps

bandwidth limit

Previous

I O

BTH

BRI ER —EIAEEHE N, Click OK.




Confirmation

WLAN Created successfully

FRBEIMEP RN FWLANAR R EEENRE,



= Lo Il

Overview Devices WLAN Clients More

Add New WLAN

SSID Security Policy Radio Policy
® CBWWireless Personal(WPA2) ALL
® EZ1KWireless2 Personal(WPA2) ALL
2bnet Personal(WPA2) ALL

Please save the configuration to

retain the changes (More >> Save
Configuration)

HH9

BHEMoreit T+ , REM TR X F HikESave Configuration , AREFHE.

4 WLAN
= g == [
| Qverview Devices WLAN Clignts

EABI NI ELFWLAN



1%
EBHIRE LEEIENBR L TLME, BXRNMARRF,

O
A O

£25

B I WEIREBAYWLANEIFR

e )
— 0}

Home Overview Devces WLAN Clients

[z}  Network Summary

Wireless Dashboard

AP Performance

Client Performance

-+ Add Mesh Extenders

B35

FFTFFAdd New WLANRF, BFFF IMEAIMBRWLAN, EFEAdD New WLAN,



O "%? @ eee

Overview Devices Clients More

Add New WLAN

SSID Security Policy Radio Policy

® Engineering Personal(WPA2) ALL

g4F

i AProfile NamefSSID, HEEERFERBIREBHRIANRE. £E Nexto

4 WLAN
= 8 = ¥
Orverview Devices WLAN Clients Mo
General
WLAN ID 4
@ Profile Name* Guest

@ ssi- Guest
Admin State  Enabled
Radio Policy ALL

Braodcast SSID

Client Profiling

Application Visibility
Control

9 Next

1] O <



HI] 5

HFBEME, EARFIF , Captive Network Assistantts b F 8 FIRAS , BXE2AEH, &
BHEREMED, EAHIF |, EESocial Login.

< WLAN
— (2] — Lol sea
S o [ -
Ovendiew Devices WLAN Clignts More
Security

Guest Network | ON | o
Captive Network m 9

Assistant

Access Type Local User Account

: Local User Account
Previous
Web Consent

Email Address

WPA2 Personal

Social Login 9

£g6d

LREFREREBEN ( Wik ) AHAT. EATRHF , REEREREFR. £& submit.



< WLAN

—

L S

Overview Devices WLAN

Traffic Shaping (Optional)

Rate limits per client

Average downstream
bandwidth limit

Average real-time
downstream bandwidth
limit

Average upstream
bandwidth limit

Average real-time upstream
bandwidth limit

o]

=

[

e e, =

Clients

L L 1

More

kbps

kbps

kbps

kbps

Rate limits per WLA

Average downstream
bandwidth limit

Average real-time
downstream bandwidth
limit

Average upstream
bandwidth limit

Average real-time upstream
bandwidth limit

=

Previous

B7H

BRI ER —NEIAEEHE N, Click OK.

kbps

kbps

kbps

kbps




Confirmation

WLAN Created successfully

HPR 8

BHEMoreit T+ , REM TR X F FikESave Configuration , MREFHE.

< WLAN
— |j ":":‘\" %—' sew
Devices

Ovendiew



g51e

WE , ENEETERE, B—THRA—T , REFHIHE!

MREFMASHRE SRS HRMBITLRRME , FEEAWeb AP RE(U), EHUR
BXLIEE,

BNFENErRUBFNERS. MREXNLEFTBEEEMERNHER , BRIEBFHAEIH
SEAIZITING

MREEAREMXENNY , FEEENBEAN M :

o TwPoERY ERIRV345P VPN HEE
o BRI 140ACEA S
« BRlBusiness 142ACMMIRY B 25



https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html#application-profiling-using-the-web-ui-optional
https://www.cisco.com/c/zh_cn/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html#application-profiling-using-the-web-ui-optional
mailto:sbsc_content@cisco.com
mailto:sbsc_content@cisco.com
https://www.cisco.com/c/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
https://www.cisco.com/c/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
https://www.cisco.com/c/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
https://www.cisco.com/c/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
https://www.cisco.com/c/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
https://www.cisco.com/c/en/us/support/wireless/business-140ac-access-point/model.html
https://www.cisco.com/c/en/us/support/wireless/business-140ac-access-point/model.html
https://www.cisco.com/c/en/us/support/wireless/business-140ac-access-point/model.html
https://www.cisco.com/c/en/us/support/wireless/business-142acm-mesh-extender/model.html
https://www.cisco.com/c/en/us/support/wireless/business-142acm-mesh-extender/model.html
https://www.cisco.com/c/en/us/support/wireless/business-142acm-mesh-extender/model.html
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