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Getting Started

Status and Statistics

Administration Use the following links to quickly configure your router.
System Configuration #© Launch Setup Wizard W Quick Access
WAN Initial Setup Wizard Upgrade Router Firmware
LAN VPN Setup Wizard Configure Remote Management Access
Application Control Wizard Backup Device Configuration
¢2) Routing
2> . . .
= Firewall £x; Initial Configuration [l Device Status
VER Change Administrator Password System Summary
Configure WAN Settings VPN Status
Security . L
Configure USB Settings Port Statistics
QoS Configure VLAN Settings Traffic Statistics
Configuration Wizards View System Log

License


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5857-troubleshooting-on-rv160x-and-rv260x.html
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Initial Setup Wizard -
This Setup Wizard helps you install your Cisco router.
Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or
DSL modem) as described in Quick Start Guide.
Next Cancel

B35
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Initial Setup Wizard

Interface: WANT v
O 1. Welcome

2. Check Connection

Check Connection

( Network connection has been delecled)

Cancel
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Next,

Initial Setup Wizard "

Configure Router - Select Connection Type
o 1 Welcome Your internet connection has been detected. Unless your Internet Service Provider instructed you to selecta
different option, please use the current option and click next to continue.

O 2. Check Connection (@ Dynamic IP Address, or DHCP (Recummended))
O Static IP Address
3. Configure Router
O PPPoE

O PPTP (Common in Europe)

O L2TP (Common in Europe)

Back Next Cancel
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Initial Setup Wizard

Configure Router - Set System Date and Time

o 1. Welcome Enter the router's time zone, date and time.

(T\me Zone: | (UTC -06:00) Central Time (US & Canada) VJ

° 2. Check Connection
@ Enable Network Time Protocol Synchronization

Configure Router O Set the date and time manually, or click here to import them from your computer

2020-11-17 = (yyyy-mm-dd)

18 v 41 ~ 05+~ (24hh:mm:ss)

Back Next Cancel

BIEREIBARENMACH N, BE , BFEARIAELE. 2E Nexto

Initial Setup Wizard

Configure Router - Set Router MAC Address
Each device on your network has its own unique identifier called a MAC address. In most cases, you should

O 1. Welcome
choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change

@ 2 Check Connection it here.

. Configure Router
Choose a MAC Address

( @ Use Default Address (Recummended))

O Use this computer's address

O Use this address

Back Next Cancel
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Initial Setup Wizard

0 1. Welcome

Q 2. Check Connection

3. Configure Router

Summary
Please review the following settings and ensure the data is correct

Connection Type: DHCP

MAC Address: ecbd:1d:44:91:2a

Back Next Cancel
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Initial Setup Wizard

0 1. Welcome
Q 2. Check Connection

Q 3. Configure Router

Enable Security - Set Router Password
The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference.

O Keep current password

Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement

Back m Cancel
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Option 82 Settings

Static DHCP
802.1X Configuration

Router Advertisement
@ Routing
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VLAN Table

+ & W
Inter-
VLAN Device
& VLANID # Name Routing Management IPv4 Address/Mask
1 VLAN1 o 192.168.1.1/24

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149

O«
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It

VIAN  Deaco
O WLAN N Hawree Fcashieg  Manogeemen  Bhed ScbdiessMask Wl AuddresaiPeoho Lengih
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DHCE Typm: O Dbl Frrastar L rniggth fd
O Server [ |Fecii=]
£ Ry Irnerlace kientiten O EUL-54
]
DHCP Ty B} Dnailadend]
D S

S 4 (i)

MREZWEHIZIAEOEIPH U AIDHCPIRS 8518 % , & LAEADHCPH K Ih eSSt
DHCPiEREM BI4EE P, IPH A]BERIEZEFIWAN/Internetiy B 25,

DHCT Tygae:  OF Dinadlad Frotix L nrsgth Ad
O S Frimrany |fcii=1]
3 ek T Ieerdace benititesr O ELI-34
@ 1
LHHCF Ty B Dk ben]
) St

AREMH (MRFE)



XRREEN—F , FTEHT !

£15

1£3#Administration > File Management,

Reboot

1£System Information X H |, AT FREERUATARA -

BEHET — EREENES,

PID VID — B HERM ™~ RIDFMALRIEID,

HEEHMRA — 8% EYEETHE S,
Cisco.com LRt FIFARA — BRI 5 EIRER KT RERA,
B4 EXEH — Hss E EXE4EFHN BBARE,



File Management

System Information

Device Model: RV345P
PID VID: RV345P PP
(Current Firmware Version: 1.0.03.15 )
Last Updated: 2019-Mar-22, 01:43:16 GMT

g2

f£EManual Upgrade®#f 4 T , # HiFirmware Image#ikiz4 , REi%EFile Typeo

Manual Upgrade

File Type: (@ Firmware Image |O Language File O USB Dongle Driver

Upgrade From: O cisco.com ® PC O USB S

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

Usle =1s[=0 The device will be automatically rebooted after the upgrade is complete.
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® Note: iR EMI&Z KRiEE T Internets ELL Finternetdi FFIRA |, BT %

Mcisco.com#TH LR, MRXEZATE , BRI AERLLFRBIBR £I0,

Manual Upgrade

File Type: ® Firmware Image QO Language File O USB Dongle Driver
Upgrade From: | ® cisco.com |O PC USB &~

O Reset all configurations/settings to factory defaults

Blole[ o[ The device will be automatically rebooted after the upgrade is complete.

g4F

& FUpgrade,

Manual Upgrade

File Type: ® Firmware Image QO Language File O USB Dongle Driver
Upgrade From:  ® cisco.com O PC USB &>

O Reset all configurations/settings to factory defaults

Bole[=s[ZMM The device will be automatically rebooted after the upgrade is complete.
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https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Upgrade-firmware-on-RV160x-and-RV260x-routers.html

Confirm

A Are you sure you want to upgrade the firmware right now?

EHUEBRTAMMET. ARIRT , RELBERATHL,

o ® @ Upgradeis in progress. Do not power off or
® @ reset the device. It may take a few minutes
®o® i complete.

HREHRE , FRE—NEAED | BAEHKHEGEFEDRestarting , FOEBITE
RIS RFABNEE, 25, L9,

£\ Restarting

Please wait for 176 seconds...
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ENMERIETWebWEABFURITERHSBEHRBEAR , ARRIERZEEE.,
Current Firmware Version X131 1£ B & 7R~ A 45 B B 4R AR

File Management

System Information

Device Model: RV345P
PID VID: RV345P-KS V01
( Current Firmware \ersion: 1.0.03.20 )
Last Updated: 2020-0ct-02, 11:10:50 GMT

Last Version Available on Cisco.com: 1.0.03.20

Last Checked: 2020-Nov-11, 14:16:01 GMT
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EFETWebWZHER , RF%EESystem Configuration > Automatic Updates.
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User Groups
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SNMP

Discovery-Bonjour



g2%

MCheck Every THI RS |, i REHBREETHIIME,

Automatic Updates

[Check Every: | Week v) Check Now

MNotify via:

Motifications will not be sent unless an email server is configured.

0O Email to . . :
Click here to manage email server settings.

£3F

FENotify viaXiEH , EHEmail toEEELABIERHIZWERH. BRIAERT , Admin
GUIEERELNTREARES , BXEZER. EFfTARE , BANEREE TWebWEEH

o

MREREBFERHRSRRE |, FRTHLA THSGE.

Automatic Updates

Check Every: | Week Check Now

MNotify via:

O Email t Motifications will not be sent unless an emnail server is configured.
mail to _ . .
Click here to manage email server settings.

g45
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https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5473-configure-email-settings-on-the-rv34x-series-router.html

® Note: BN A RLIRAY B FERAIKS |, MARER AR FHRLF R4S

BEHho

Automatic Updates

Check Every: Week Check Now
Notify wia:
MNotifications will not be sent unless an email server is configured.

¥ Email to @gmail.com ) . )
Click here to manage email server settings.
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Automatic Updates

Check Every: | Week w Check Now

Motify via: =

Motifications will not be sent unless an

O Email to ) .
Click here to manage email server setf

Automatic Update

P —

MNotify |+ Update (hh:mm) = Status =
Systern Firmware ™ Mever v | Version 1.0.03.20
USB Modem Firmware ™ Mever v Version 1.0.00.02
Security Signature ™ 23:00 v | Version 2.0.0.001¢

S—
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atfran]ns _
e il RV345P-RV345P

Automatic Updates

Check Every: Week v Check Now

Notify via: [

& Email to terizepnick@gmayl.

Automatic Update

Notify &

System Firmware It
USB Modem Firmware 4

Security Signature IC

HEETHEHRARZ LR,

KSR

S

B7H

B35 Applyo

.

00:00
01:00
02:00
03:00
04:00
05:00
06:00
07:00
08:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
18:00

il N
MNever -

LL®

Never

MNewver

23:00



Cancel
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MREFFBEEMRESW AL , BREGUAREEREBVPNEL D .
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EMERVELLFIIE , BEE—/ Sk,

BROURUE L B BEtk 7 BN R NGB RNEARENHALCEKS, EE~ R MRS EN
. WA R AP EEK S, BRSEXFERERRESRENQIEKS.

MERIKSNCIZR —IRMENESF Nt , B TEEREERE,

BIEEREK S,

H &£ Cisco.comtk P ECCO ID ( SEFEAIALTT K BIEZRIKS ) THRIEH E A B RHK
FE, ATRESIE — SR OIZERK T AER.

Important News x

It's time to sign up for a Smart Account

Easily view, store, and manage all your licenses.

Customize your account to match your organization.

Licenses are automatically added to your account whan ordering.

Smart Accounts are required to use Smart Licensing.

- - - -
i b1 i b1
Get a Smart Account L Learn More ) L Mot Mow )

MREAFINHRHED , EUUR/REAEAERIKS 2T H, EReFEEA

Cisco.comifik P FZilF & %,

BREFERKFPASRIRNESHARFER , BRdLLA.

BEF TR ENKS BHRAREMEMRFAEE

RIFERT  MREFERAE , BEZEE , WAL iname@domain.comAI 5 A
P ER s, &AL EiEgmail. yahoo% , E4AEURT BN A B HRME,


https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://www.cisco.com/c/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html

® Note: EMERVZ £ F ik 2 8l , 204 Cisco.com(CCO ID) ik~ F 2

BEREIKF

MRRVE £V Ak

BYANEHBREAEFERENSENFLWRF AL, EERBBEERE  BR
b4k,

TRERFAEREHS

Product

LS-RV34X- RVZ#% : 1

RVEERTESECAYR= FHEWebidiE, MATAE, B HIASMLIHEL, MEHHE

GTESATLEEMACHENE | B 2ECTINY TR HRALH BBk
. WAER RAEGHIKS LA BN EBURT A ST £ 0 SR 2 AR
AAES BRI W) | B 24-48/ D

T IAVE AT ETE & BEMK 7 R

SMBENERT IR, RE , AR KRG SRR IERE>R > Ak,


https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do

> Smart Software Licensing

Smart Software Licensing

Inventory

Virtual Account: S Hide Alerts
Licenses duct Instar Event Log
By Name ]
Manage License Tags Licanse Resarvation (] ¥ Show License e earch by L Q,
Advanced Search v
License Biling Purchased n Use Alerts Actions
Prepaid 0 \chions

BRKSRERIFAILE , TERAREHN BN SENRF

ERV345P R B M LEERVZ £ iF AliE

£1F%

7 [F 2R S A BB BE R .

&« > C @ ® © @( https://software.cisco.com e @ 9 I\

Do

==  Gisco Software Central I
= ISCO oortware Lentra cISCO Q

i O

Download & Upgrade Network Plug and Play License

Software Download Plug and Play Connect Traditional Licensing

Download new software or updates to your current software. Device management through PnP Connect portal Generate and manage PAK-based and other device licenses,
including demo licenses.

eDelivery Learn about Network Plug and Play

Get fast electronic fulfillment of software, licenses, and Training, documentation and videos Smart Software Licensing

«documentation. Track and manage Smart Software Licenses.

Product Upgrade Tool (PUT) Enterprise Agreements

‘Order major upgrades to software such as unified Generate and manage licenses from Enterprise Agreements.

communications.

Upgradable Products
Browse a list of all available software updates.


https://software.cisco.com/

MAGHRAF AN B MNED AR RENERKS . #£dlogin.

NINIIr
CISCO

Log In to your account

Username or email

Password

Forgot password? 9

B£3F



SMEBVEF>VAHE , ARIEENERIKSPREIH TRVAIRZ SRS AL, MR
BARBRFHNF AL , FEENERSEKFRR,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

General Product Instances Event Log

Available Actions Manage License Tags License Reservation... [
[] License Billing Purchased
G) RV-Series Security Services License e
[] Source: Sku:
Subscription Id: LS-RV34X-SEC-1YR=
Family:
GATEWAY

£45

ERFE=>EM, fEProduct Instance Registration Tokens T , # #HNew Token,



HI 5

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

( New Token... ) 9

FFERBIBFEMS IR (Create Registration Token)& O, Virtual AccountXiZ & RIF4E
HTRZEMTENELK,., EBIMSEITEL , TRATERE

® 7£i% 83 (Description)F&H , M ATHENKE —RH, EXRREHR , WA TEZEF AT
—Web:‘u‘li s 0

® fEExpire AfterFERH , AN F1EI365 K Z EHI{E, CiscoBUIUfF it FEBRIENI0K
BR , BRI UREFEEREIZE,

® %EMax, ERAXRBFERMA—ME , LENEEAZTHENRE, FERERSIRHE
R AEARIETH,

e & Allow export-controlled functionality on the products registered with this token&
EHE | DAUS AELMK P P~ m3K 5N S HiEEThee. MRETEATS HiRHE 8
ARATISE , BECHEPHEEE. REFESSHEFITIEEN T EALIED, —L£H
OEHEEZEXEESHBNRSG . BUEEPEEEN , X FEALSEERN™m

, XETEEZ FIRS, EERITHERSZRIA T MITBUkEE,

® H#Create TokenE R T,



Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: - & |

Description : o Ksecu rity license - web ﬂliering)

* Expire After: e ‘ | Days

Between 1 - 365, 30 days recommended

Max. Number of Uses: e ‘ |

The token will be expired when either the expiration or the maximum uses is reached

( Allow export-controlied functionality on the products registered with this token @ o

‘ Create Token ) Cancel

WIE , BERIDER mSLHLEM T .

Token Expiration Date Uses Export-Gontrolled Description Created By Actions
- ItMGZIN.. & /' 2019-Sep-08 09:46:20 (in 30... 0 0of 10 Allowed security license - web filtering Actions ~

The token will be expired when either the expiration or the maximum uses is reached

£65

BEHTERIPHEEKER BT EEHEBR , FREE Efctr + o

(Press ctrl + ¢ to copy selected text to cﬁpboard,) 9




FR|T (L)

B HActions TR X% | EFECopy T EEFIEIFINEMR , HikEDownload... FEATNHE
S HIW SR XXHRIA,

Actions

E> O

Copy

E‘:.hn:n.rl.rin|
Download...

Revoke...

HIR 8

S fnFLicense H K iFRegistration  Status:E 7~ JJUnregistered,License  Authorization
Status & /R Evaluation Mode.



Smart Software Licensing Status

Y QoS
Registration Status: A4 Unregistered e
Configuration Wizards
"' 9 License Authorization Status: ‘4, Evaluation Modeg 81 days, 6 hours, 12 minutes, 16 seconds remaining )
1 Export-Controlled Functionality: Not Allowed

HE]9

S F|System Configuration > Time , }#¥iECurrent Date and TimeFTimeHTime
Zone 2 B R BER T X IEH kAR,

il .
e it RV340-routerd46751

Getting Started

Time
Status and Statistics
& Administration .
( Current Date and Time: 2019- )
(Time Zone: [ J ) v

Set Date and Time: ® Auto O Manual
NTP Server: ® Default O User Defined

H 10

EfnZlLicense, BEERESE LikFRctrl + v, TFH R EHIM S KM SlLicenseit I+
THXARIES, FHRegister,

Getting Started

License

Status and Statistics
Administration
System Configuration @ You are currently running in evaluation mode, to register an account

- Ensure this product has internet access.
WAN - Click here to access your Gisco Smart Account

« Navigate to the Virtual Account section which contains licenses.
LAN - Generate and copy a token for the specific license to be applied to this device e

. Paste the token into the box bellow.

o ™~
Routing . SEALTEINicEM2zU5%0AQDAAMTEENQ] )
Firewall
VPN p
S " "

Security el Register | e Learn More about Smart Software Licensing
QoS
Smart Software Licensing Status
Configuration Wizards Registration Status: A Unregistered
1 License Authorization Status: A Evaluation Mode ( 81 days, 6 hours, 12 minutes, 14 seconds remaining )

Export-Controlled Functionality: Not Allowed




EMATRER RS 8, LA IRRRFAIERS 2R , BOEFZRME.

HHR 11

WM, BRZEELRIEMHARRAEA ST TIEMRV345PR I HER, BRERKTH
ERCEMREE LWREIEA, AL, £iE T LLE ERegistration StatusE R~ A
Registered,License Authorization Status.E 7~ 3 Authorized,

r
@ Registeration completed successfully

FEA12 (k)

EEFFAiERegistration StatusWEZHFAEFEE. , BRFIEH R EERegisterediR7S L,
REFMERIETIEENNEEHEE



License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager M

This product is registered for Smart Software Licensing
Smart Software Licensing Status

Registration Status: Registered |
Initial Registration: 2019 11:01:37 (Succeed)
License Authorization Status: Authorized (4] Next Renewal Attempt: 2020 11:01:36
Srart Account: Registration Expire: 2020 10:55:01
Virtual Account:
PID: RV340-K9
Export-Controlled Functionality: Allowed

i EM — M XE R ROEMVF ATIERY B B AT E .
T—RET = — X REE B = AT VAT UERY B AL,
EMEIR — X EEREM R ER B B e E .

SR 13

fELicenseTE Lt , ¥ilF Security-LicenselR &2 A £ TRAuthorized, &AL R T
Choose Licenseiz 1 AR ilF Security-License2 B E /& M.

® Note: MREEW/LSRABIEMFAE , WREFREEH S AR




Choose Smart Licenses

Choose Smart Licenses to be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associate
with this product, otherwise it will be out of compliance.

able +  Name (Version) % Description & Count &
Securi ty-License Anti Threat Services: IPS, ApplD, Dynamic W... -~

S 14 (Wit )

ERIFF PR SMBEHBR[BUEEMTF AL , BRESRT T EERBET XL

ERBRAED,
9 Refresh License State

smart Licensing Maﬂage Actions ~ '

Deregister

NERARLELZF TENTIILE , BFEEZTK T —E2 PSR,

RV345P & H 28 EHIWebid 8

BOERIOKR |, R AL FRERAWebTiE, RFRHARAG , MRELREFEMLIIE , BF
BEWRVFANE, £ AREZED .



1%

EFETWebWZHERF , RF%EESecurity > Application Control > Web Filtering.

Application Statistics

Client Statistics

3 Web Filtering

g2%

IERTT B IRA.



Web Filtering

Web Filtering: ® On O Off

B35

B FHaddBHr.

Web Filtering Policies

\+ (& Ty

J Policies ¢



g45

# A Policy Name, DescriptionflEnable Zi£4E,

Policy Profile-Add/Edit

Policy Name: Weekdays
Description: Default-High
Enable: 1

® Note: MRENKMAB LA TABTIIE , MFER-FBEA , BREAR

TECHER , BFRENERXMAN 8. B35 Apply$E&ERE.

s

1% Web ReputationZEHE LS AE FWebfFE & 5IHTIR,

Web Reputation v



® Note: NAFBREMIEHURLAER E T WebEERSIHTIIE, RS

K£T40 , MUER#HKELE, ETHBAXWeEFERRNESEE , 82T AT
BRiFMER

g6d

MDevice TypeTFHFIFRH  ERELENEESHR/BFR, — R RBEIEE — NI,
®RIA -

ANY — %32 b0 I AT SR BE BN TR AR %o

Bk — EFNI, FREMATEREL (HMPREESEL ),
TTEN — EF NI RS A T it EN.

Game_Console — & I T A] 5 SR BE N A Tl &l & o
Media_Player — 1% I 7] % 3K B N A £Media Player,

B — ERHTAERENATBHRR

VolIP — & I TR 3K B B A T Interneth BB F 8% o


https://www.cisco.com/c/en/us/products/security/web-security-appliance/web_rep_index.html

Policy Profile-Add/Edit

IP Group: Any v
Device Type: ANY v
ANY
OS Type: Camera
Computer

Game_Console
Exclusion List Table| Media_Player
Mobile

VolP

+ & W
B15

MOS Type FHIFIFRA |, 1EF KBS E R IRIER S (Operating System , 0S),
BEIRIR —NET, EIA :

ANY — FFRBE N FAEMERNBRERSE. XE2RIANRE,
Android — {UI¥ SR B B2 A T AndroidigER 4t

BlackBerry — {X % 3 & R Fi T BlackberryRER 4,

Linux — X 3R 8% N A FLinuxi@¥ER 5t

Mac_OS_X — {5 & B A TMac OS,

Hith — RN A TR ENIRIERS,

Windows — ¥ 3 B B A ElWindowsi2ER 4.

i0S — ¥ 5K B R A FiOS 0S,

>

sa



Application:

Application List Table

Category =

Android
BlackBerry
Linux
Mac_0OS_X
Other

Device Type: Windows
i0S

IP Group:

0S Type: ANY A

SR8

6 TRz E|Schedule® s , RAFERRF BT RIEI,



+ (£ W

O Type 2 Always On
ANYTIME
BUSINESS '
EVENINGHOURS
WORKHOURS
Schedule: Always On v
FE]KO
RELREERR.
Application:
FSE 10

FEFiltering Level5|d , REFERAREE L ZKESNERKHTIELE, ZNTES
HRE RABEN. BREATEMIIERS  TEIEIESNIEEAMNZARE
AMBEMENLFRB. MEXNTRB[TLTEBER , AK2REBE TR,

° K — XRBINET, WETUSAZ2M.

® Moderate — FEAIIET A A RA/RARE", “IEE/MAEMEL"

° 5 — BUETMERRARBAR, WFARE, FE/MAE, ITHRNRE,
* BEXN — RRERINREUAT A ELHTLIER,



https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#low
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#moderate
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#high
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#Custom

Web Filtering-Add/Edit Category Back

Filtering Web Content
Level

O Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low O lllegal/Questionable +
O Custom O IT Resources +

HER 11

MARTENNEANT, IREATHRE-HINESFAEE , FREMSER.

Web Filtering-Add/Edit Category Back

Filtering "Web Content

Level
O Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low O lllegal/Questionable +
O Custom O IT Resources +
O Lifestyle/Culture +
O Other +
B Security +
\ 7

FEA2 (k)

EBEEFMBEWebAAR FEFIMIEEE , AT LA FExpandiZ4.

\

Apply Back Restore to Default Categories



SI% 13 (Wit )

& HCollapseIT &8 F 3£ 5 F Ui BH

Apply Back Restore to Default Categories Collapse

FHE 4 (k)

BERERMINEKS , EREREIMIARS.

\

Apply Back Restore to Default Categories Collapse

HIR 15

B HApply AMRIFEE , FiREFFilter FUH A B IRE

Apply Canc

® Note: ' MAFIREK"H , HRIFEFMELER D IEE R MR F 38

o




S 16 (At )

HiE M BFEURL Lookup & /R iE KA T EI#EFE LE RS R AV E B

™~ URL Lookup:

Category: ==

Reputation Score: --

Status: --
URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here
N Blocked Page Message: | Access to the requested page has been blocked (Max 256 characters)

S 17 (Wit )

B & Applyo

Apply Cancel

HIR 18

BEXAREFERE , BRIEH/ RFEERNHETEZR LSHEREFER.



S 19 (Wit )

ERUEMUEHURLE S EHTIEHPELL | E/E3IWebR| W 2R R W EF FITFF — Nk
BRo A B RS E N #KPE L IEL R A .

EARIS | EMEH T www.facebook.com,



http://www.facebook.com/

« C & [ nhttps://www.facebook.com

==: Apps E Cisco Small Business
ol I 1ol | j, Access to the requested page has been blocked.

CIsco Web page: https://www.facebook.com

Categoryv: Social Network
Please click here 1f vou thunk there has been an error

OK

1E | BRIZEALERV345PEEEE ERINEE T WebldiE. AT ZFEARVESIFAE
HTMETE , A B AEEREEUmbrella, MR FBIEEEUmbrella , &R dLtk4k,
REEREBNESE  BETEHRET -1,

TR B BR

MREMRTHHILE , BEET2EREELMKS R, WAERMER

1) RAZWED , BREMNFTEE
2 ) BRREA , BRIV ELHEEEKRR.

BRBAT , BUFXXEM , BROREIERXN+FEA , RIVKENERHARD
I BT RABERLRE , EFBELRPURTEBRHZIL.

FAERE SERVFANEMSRSE |, MiBT B F i RIEL &,
BRHEETRES AR EREZHEA T RRIRBULARSS .

BRI AN EE BNFFERTHREERFNAR , LMEERNHVEANKE., WRETH



REER

—BERET TR EERTHENR  BUGENFFERXBERERFAR,

ETHARSBEMENSRIE , BZANATARTHREBE T ENRERFAVEE,

Windows & O R A
MAC

iPhone/iPad

Tz

Umbrella RVZ X AT IE ( A1 )

Umbrella2 BRIRHN — MR EFREBTRN =L EFE,

UmbrellaE =R ETHRITHEZEZLHERABRS. NREMEREBEEFRE
Umbrella®] & 31 7 BH 1k B Fr B im O F L K &

Umbrellaflf ADNSIER SN EEE N, HA P EHEN K[/ P H AURLHZEnterst
, Umbrellaf¥2 5%, iZURLAE#EZ|IUmbrellafIDNSH#EMTES , MR L2 BE5Ex
BX, MERESBPEIE, BENBEEHMI N ERPATR , L FFSEMNEER, EN
BUEEA B ENNEE , BRESHAKT{Z/ADNSIER, HiXERBBLLATER , £LIK
SEERREREER , T EREFAAEMEERN, BXiFHAEE , FSHERN
BRAABUR . TEXRRE., BENRAS, SENKEURNFREEIENBENKRIE.

B A Cisco  Umbrella 7 #RFEHAERKF ., RGBT R |, BELLEFE THY
C HELEANEE Umbrella &,

F15

B FIEHUmbrellatk P j& , MDashboard R & R tiAdmin > APl Keys,


https://support.microsoft.com/en-us/search?query=screenshot%20windows%2010
https://support.microsoft.com/en-us/search?query=screenshot%20windows%2010
https://support.apple.com/en-us/HT201361
https://support.apple.com/en-us/HT200289
https://support.google.com/android/answer/9075928?hl=en
https://www.cisco.com/c/en/us/about/legal/privacy-full.html
https://www.cisco.com/c/en/us/about/legal/privacy.html
https://umbrella.cisco.com/
https://docs.umbrella.com/
https://umbrella.cisco.com/products/umbrella-enhanced-support-packages
https://umbrella.cisco.com/products/umbrella-enhanced-support-packages
https://umbrella.cisco.com/products/umbrella-enhanced-support-packages

Cisco Umbrella

Lverview

Deployments

E } 'Y - s
HOlCes

o
||

rReporting

Accounts

User Koles

Log Management

Authentication

bypass Users

Bypass LCodes

APl Keys



APIZARENIIN ( FATIAFENAPIZE )
1) AIAPIZR — BB FZHA L EUmbrella APIEL S E
2) MIMEE —mT/EmLEBs , HREHELRENERERF,
3) ThEH —SEShkFAENFERANTSE, (EEBRAFER)
4) TEHEXH —EEEESNED P ETMEXA Umbrelladh =34,

g£2%

B HA EANAJD APl KeyizH |, 2% tCreate APl Key#Z4l. HEZhEEMERE,

Cisco Umbrella

alisley Admn
© tio AP Keys @

The AP| dashboard can generate authentication for two types of integration. A key and secrat are generated for
access to the Umbrella Network Devices APIl. The Legacy Network Devices APl generates a token used for
Integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router (ISR4K series)
integrations.

YOu nhave nol generaied any AP Keys vel

Documentation QOur Legacy APIs Investigate

® Note: tENRBEBRELE XTI LEENEINRETELL

B£3F

% Umbrella Network Devices , /5% tiCreateiZ4.



5

What si_mu\d this APl do?

@ Umbrella Network Devices

To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can only generate one token. Refresh your current token to get a new token.

~

O  Umbrella Reporting

Enables API access to query for Security Events and traffic to specific Destinations

O  Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management API

—

s ()

g45

I NAREESS (MIEEAR) |, RELTEAPIFIAPI Secret KeyHMfcopy icon , 38 H
BANEAZRHACESEEER, —R—MFENZAMAPIZLARE MR SIS | HAR
BENUERRSZE, EAFF , HFEZ R “Umbrella network devices key’s RJE |,
NANHREFIZLME , MELFEWIE,



a7 \ro\,\
© s’ APl Keys e

The API dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.

The Legacy Network Devices AP| generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router
(ISR4K series) integrations.

Token: Created:
Legacy Network Devices

2 Key: Created:
Umbrella Network Devices i

The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

Your Key: f64 @ ‘

Your Secret: 895

) To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

_|Umbrella keys - Notepad - O X

File Edit Format View Help
Umbrella Network Devices Key - f64
Umbrella Secret Key - 895

NBANBAEFBLLMNVES , MUmbrella APIRBEEHEEENBINTHIGNESE
ZHANHIA , REEEClosetz,

1) To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

¢Meck out the documentation for step by step instructions.

{a
DELETE

® Note: MREXHEIMUERT ZHA , MIXARBIESHBAHRAAURER

#EA, MREX , EREMNRER , AWEFEFEAUMbrelaffRF N B HIRE
EXRTNAPIZH,

#ERV345P LELEUmbrella

= 0N

WME , RIBELEUmbrellal I TAPIZ4 |, B SUFIX LA LT EFIRHRV345P £
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BERFIRV345PIEAHERE , £ HMIE= K& P RYSecurity > Umbrella,



2 AN
@2 Routing

Firewall

=] VPN

)e

Application Statistics
Client Statistics
Application Control
Web Fliltering

Content Filtering




g2%

Umbrella APIRBEZE —R5%&M , B S $Enable E &4 FF #3/3 FHUmbrella,

Cisco Umbrella m

Advanced Configuration

HE3 (k)

BRIAER T , E#FBlock LAN DNS QueriestE, LthIhaeal LATE B R EBRRS E BRI
B4l 5) R MMPELEDNSHE 7 Hinternet, HINAERFIFTEEHERIFRES
RV345P , W AZHAFRER—IMNFEE,

g45

T—SERRTENAR. EMNHBMERTEAOMERE, NREFEHDYNDNSEHENoIPE
RS, MRBERRINTG B H R Network’, BEEZFIXLWKF | SUBHRUmMbrellafE 2 HR
PREXERSHTRE, HTFRIMNWEN , BINKBTRERE , ALRINKER

ThE kR4



Cisco Umbrella

Charming Searied

H]|5

& FGetting Started,

Cisco Umnbrella

%65

X AAEF 5 AAPIR AN EH,

® Note: MBS MEXRER | REXIEINMERT ZHH , MIRBEHHE

XEFSHUHEANRRLTN, FZERELBEH, MREX  LFENRE
H, ANEHFELRAUmbrellafRiF 85 RFEHMRGTAAPIZH,




Enter Credentials

Kay: [ Curmant key |

SEcrat: | CUurment secret J

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin=AF Keys page

B7H

WAAPIRZARE , £HENextizH,

Enter Credentials

Key:

Secret:

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>AP| Keys page.

SR 8



ET—1REH , BRESRHFRERNALN, 25 Nexto

Select An Organization

Organization Table

Name =

o (O (Cisco)

HE9

EERENATRVI4SPEHNRENKE. X TASHAR , MARBHREAZBHE

=UHE.



Select Policies

Policies Table

& Name %

) (L? Default Policy

PR 10

NIRZEERH , UEALMEUmbrellaiR 5 HIEEZIRE. ERIMNNIRES , RITEH
88 ARV345P-Lab,



Enter Device Info

Device Name:[ RV345P-Lab D

2]

HIR 11

BIIREE , T—1MRBFRIEFMEREHREMEH. Click OK.

Success

Register... Success

Associating policies... Success

A

HBE | BIEZFCisco Umbrellafy R, E24R ? BATET — N2 RO 1TF 4
RE K BEREMNCUE—NY , ZNGETATEMSZTEANDERBERZ, BFREL
&b, SRFE X BT 25 A8 A https://InternetBadGuys.coms,



https://internetbadguys.com/
https://internetbadguys.com/

MR Umbrellafii B EH , BAFIXLUTHNRE.

SECURTY THREAT DETFCTID ANT X -+

< c o

NI
Cisco

SECURITY THREAT DETECTED AND BLOCKED

to the web site Not_Found has been blocked to prevent an attack on

0; WinGd, x84, nv.61,0) Gecko/20100101 Firefox/61.0

HAith 2 £ %I

BREBB LA AN REZHR T AW B FEEFZELH , NTHBRERNTRIN
FIEXMERT , EM—AARENIRFEFEE , ZIRKATENEAZTAN
IPAIMACH: it E 55 BIBR HRR. BXEA , BSHERVIRIEHEE LA EIPRE
o

VPNi& i

EE ARG (VPN EZATAFBIAHIHAZME ( FlHlinternet ) T5R, RIEFMEE
kB EAMEHHSE , BENEBREZSEEIREMEERMIRE , MRFTANERK
HRF Ko

VPNRSE 2 —MAERE , FRANBENSHRIERS i ZERE, RADPRERS
FERAVPNEE  RANERIFENLE , BBELEAMITTRAE T RAMSE,

VPNAFZRENBMATE —AEME—HE1T, BHF[HRSIFS0MRE, EHEHR


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html

B & FinternetEE S |, TR HIZINL IR Z AR IVPNIER, VPNEF KT K
FVPNEBHEHIRE T RERE T IERE,

MRETHEBNIVPNRAFSEHER , BFEE BRI VPNERM R EXE,

® Note: AnyConnect VPN 2 ZEL & #5 7 H 5l tH 1Y . — = #FCisco VPNHI 7= @m0
BRIALZEFHE=FIFEBR=m , @FEGreenBowHShrew Soft, BAI™=#EH T

SENBBEER, IREENEZAFTEXESTANTE , ENZBRRE=S
BIRE .

MRERITHEREVPN , IR HHEET —

ﬂkl-

u\

B

VPN {&i%

BE , SREXHEZ N EGHEBINternetEENEF IR , BRKHSBH TN Kbt i
B(NAT) AT & IPH#at, BR , &N RBREMN(PPTP)F BB M Z 2 (IPsec)VPNT
ZENAT, XFEVPNZEINGEH AN s ., VPNEBIEE A FMNIEZT LR BN
VPNZE Fim 4 R VPN 238 b 3% B 28 HiE 1 ZEIVPNL %, VPNEJE&;@‘FPPTP%H
IPsec VPNEidInternet ( AVPNEFim &L ) , REEHREZEEVPNMX, LLIIEEER
SZENATHRERBZE L.

RIAMBERT , BAIPsec., PPTPHIL2TPERE, MREEERFRIXLRE |, HFixFVPN
>VPNE#E, BEEEEEHFE,


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html

VVPN Passthrough

VPN Status

'4 N\
IPSec Passthrough: & Enable

IPSec Profiles
PPTP Passthrough: & Enable

Site-to-Site L 2TP Passthrough: & Enable
A J

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel

SSL VPN

AnyConnect VPN

{# A Cisco AnyConnectE JLMER -

1) R BRENERE

2 ) BANRZEMMRIE I

3) TINBEENZ2IREASA)BRDUHRHHRBEREIE
4 ) AIEHIF AT EEM

5) 3TEE

6 ) XEHEBRMIMULZL(IPsec)MIZEEZEFRE(SSL)

7 ) X FrinternetZ A R bR 4~2.0(IKEV2.0) %



#ERV345P L Fi & AnyConnect SSL VPN

1%

R HESE T Webl S HREF Hi%#E VPN > SSL VPN,



VPN Status
IPSec Profiles
Site-to-Site

Client-to-Site

Teleworker VPN Client

PPTP Server

LZ2TP Server

GRE Tunnel

-



g2%

B HOnH %k IR4A LS ACisco SSL VPNARSS 88

mir _
9 il RV345P-RV345P

SSL VPN

General Configuration Group Policies

Cisco SSL VPN Server: ® On O Off

RRHIMXIRE
g1
ATERERERLEN :

(1) MTFHEIRFBEMXIED, ik 0FATEISSL VPNRBELE TR, HIEHE
- WAN1, WAN2, USB1., USB2

@ 1£ Gateway Port=2 B i A Bl FSSL VPN Wi 02 | 5 % 1265535,

M I 51 3% P itk $R4IE 5 ST #E (Certificate File)o BEAES 3 22X B3 SSL VPNBRIE i 18] X 4%
HRHNAF#HTEOREIE, THINRIERINEPNS AR,

T 7 i h 3kt o B P A B P im it M AY 1P ik, O R D EARIERVPNE Fim Y
IP3h 3k SE o



BWRIPibUSEE TS24 N &P E AP ES,

@ M T HLFI R FEEClient Netmasko
@ fEClient DomainZER M AR REE. X2 RHELFISSL VPNE S I E .
@ fELogin BannerZ Xt A 8 RN BRIFEN XA, XEE S HE R BRI S RINRE

Mandatory Gateway Settings

Gateway Interface: WWANT
Gateway Port: 8443
Certificate File: Default
Client Address Pool: 192.168.0.0
Client Netmask:
Client Domain: yourdomain.com

Login Banner: Welcome to WideDomain!

g2

B3 Applyo



Cancel

BTEERERTIER

@ 5 AN T60%I86400:2 MBI E ( LB N ) . ZEFESSL VPNAE T LR
5 22 PR Y 4R 22 At [E]

#£Session Timeout ( RTEREE ) FERF , AU N ELNE, XRERZHTY
(TCP)=k Al P~ ¥ #E R M (UDP) 2 & T 15 E A ZE IR B E] 2 fFE i BT Y B i) . SEEIM 60 =
1209600,

F£ClientDPD TimeoutF Bt AT F0ZI36002 BIM{E ( AW REN ) . LEEEEH
EHELLO/ACKIE B LA BEVPNBR B VIR ZS . AMIEVPNBEIE B M i /3 A L ThEE,

(4) #=GatewayDPD Timeout¥ Bt H AN FOZI36002 HKIE ( AW I &4 ) o HEKERE
H & EHELLO/ACKH R LM BEVPNRRBE R IRF. AAEVPNBRIE R A/ ALt Th 8.

EREEEFERMA—NME (AW REN ) , SBEN0ZEI600, LtINEETHRENEEH
B ERE R Internet, MREWEF , CHEHEHREIVPNIEE,

f£Lease DurationF Bt P A EiE A BRENIFENEE (AW REAM ) . SEEM 600
1209600,

(7) BATEIMEREGBESAD (UFFHEM ) . TEM 576 Z 1406,

a 1ERekey Interval ZE; A A A 4k 8] fERT 18] . RekeyIhBE R FSSLBRAE BRI EEH
. SEEIM 0 E 43200,



Optional Gateway Settings

-
dle Timeout:

Session Timeout:

Client DPD Timeout;

Gateway DPD Timeout:

Keep Alive:

Lease Duration:

Max MTU:

Rekey Interval:

3000

60

360

40

43500

1406

3600

sec. (Range: 60-86400)

sec. (Range: 0,60-1209600)

sec. (Range: 0-3600)

sec. (Range: 0-3600)

sec. (Range: 0-600)

sec. (Range: 600-1209600)

bytes (Range: 576-1406)

sec. (Range: 0-43200)

g2%

B35 Applyo

K EHEGroup Policiesi£I .

Cancel



SSL VPN

General Configuration Group Policies

g2%

& EHSSL VPN Group Table T Hadd B FR LU INA SR BE
SSL VPN

General Configuration Group Policies

SSL VPN Group Table
L] Policy Name =

0 SSLVPNDefaultPolicy



® Note: SSL VPNAXRFNE RIRZE LAVARMKIIR, BETURESIRTHNE

—MAKEE | B HSSLVPNDefaultPolicy, iX21& & 2 HEHBRIAKEL,

£3F

—

F£Policy Name = B 7 1 A S8 09 B & SR BE & o
ERENFEDPHATEDNSHIPH, FRIABERT , SRALIPHbIE,
( Wik ) EERENFRTH AEBIDNSHIP# I, XFEEDNSEEHERN REZD.
4 (Tﬁ)& SO FERPRATWINSH P,
(A
(|

N

%) ERENFEPHE ARBIWINSH P4,
%) iR FE i AR,



SSLVPN Group Policy - Add/Edit

Basic Settings

FPolicy Name: Group 1 Policy
Primary DNS: 192.168.1.1
secondary DNS: 192.168.1.2
Primary WINS: 192.168.1.1

secondary WINS) | 192.168.1.2

o Group policy with split tunnel
Description:

&

FE|4 (L)

RERIERMAERIE  Proxy  Policy (IEfXEXREE ) , LIS AMicrosoft  Internet
Explorer(MSIE){X & BRE IV VPNPEE, EWE :

T — RTFHNRB/AEARBIRE,

B3 — AR RNRIERE,

Bypass-local — AT KR BESEERAF LREENREBRE,
B2 — Z2RAMSIEREIRE,



|IE Proxy Settings

IE Proxy Policy: O None O Auto O Bypass-local (@ Disabled)

HB|5 (( Ak )

#£Split Tunneling SettingsXiZ & | #%&FEnable Split TunnelingEi%4E , LA R IF AR INER
FRFE Finternetl REBEZ R % T Internet, TLBELAFAAEREBRETAKRIKIRE
, RAENEBRBEEBFREIR , MERRE L MEHWebih B B4,

Split Tunneling Settings
¥ Enable Split Tunneling

HE6 (Fik)

R R 2 B EN R A R R RE.
® Include Trafic O Exclude Traffic

BTH

F£Split Network Tabled , Rifiadd icon AR inHs 2 BB 7.



oplit Network Table

Dz s

IF =

HIR 8

HERHNFZERPWMAMEN P,



e

Split Tunneling Settings

¥ Enable Split Tunneling

Split Selection ® Include Traffic

Split Network Table

+ (& W

M IP %

O Exclude Traffic

& [192.168.1.0 l

HEHFODNSKAF , SifaddBEFRELN I 5 DNSHIS,



Split DNS Table

HE o

] Domain =




Split DNS Table

+ (& W

¥ Domain =

WideDomamn.com

RIMBERT , BABSM T2 AnyConnect RS 2RI TiE, XEME , —BHE
AnyConnect® Pk F Al E , &5 Al A SE A EMRV3I40R 513 B 25 F 2 2 2N VPNBE
&,

fBiME2 , RV4SPIEHBAZEN I , BEFfEEFHHBEZIF AU, AnyConnect®
FmFEATRKRENBIEFHRIZRERRVPNR L,

T —EB 45 ¥ 4B 48t 3R BR & P v i AT i o
AnyConnect®B 31 & F i

VPNEFIREEEEZIZEMENITEN LZEZHFSTHRG . EEFIRRANRE
BEXMEVPNIRSSENEEMERE , flmPiitfFHRIEFS. KEHRIEFEEIE



RAThEHENRAFENMAZESN. BEEEZNMENYEME , VPNE/ iRt [
URBEHFRE, MREAVPNEREZVNTARNENHIMNGEG , BEREXHIER

o

Cisco AnyConnectZ£BZEFime—MMHRGENARERF , AT EEIEZRHRIERS
BHEET ITENVPN, ERENAEFERAFAIUARLIANES —PMNENIZERIR
, R EEEEIEME—#,

HAHEEMHEE T AnyConnectfg , B/ im A MG KW Al A Al ERS s B &
RIFANE , T—HoFFEHANRBiZIE,

T 3% VF AT E

BN BRLEREE R BRI SEMR AL EF A, TTMWFRIER | &AL
name@domain.comfI X IR HEH BRI EEMK FIDZIFHID,

MREXBBARENEFHESFENRAE , BT ERLEE -1

EREARNN , U THERSKUTATURIE25MNMESTNFNT AL, HEE
, Cisco  AnyConnecti] W18 BEiR #9 AnyConnect® FimiF Al iEE B ik |, ER
, I = mIDNF R EEBINENRIEER,

BEE , B HBAnyConnect® F i i AliE = RSKURRMHABR N1 FWIFAIAE , 38
BAOEEMR25MNF I, EATRV40RIBHBNEM™@ESKUELEETREHNITH
Ja , MTFAR :

LS-AC-PLS-1Y-S1 - 1€ HiCisco AnyConnect Plus% F~ i i AJ il
LS-AC-PLS-3Y-S1 — 3% Cisco AnyConnect Plus%& F° i iF AT il
LS-AC-PLS-5Y-S1 — 5% Cisco AnyConnect PlusZ F~ i i A i
LS-AC-PLS-P-25-S - 25# % Cisco AnyConnect PluskK A & F° i 14 7] ilE
LS-AC-PLS-P-50-S - 504 %:Cisco AnyConnect Plusk A & F= i 14 7] il

iy

EPimEE

¢


mailto:name@domain.com
https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do

HENEFIRIRENTEF -, SR mH KR T e

Windows & O ik Z4~:Windowsit Z#l E #AnyConnect
Mac : #£Mac.t &% AnyConnect.

UbuntusRH : £ Ubuntu REMREZERMEA AnyConnect

WMREBEZIRE |, °] LA¥% E Gather Information for Basic Troubleshooting on Cisco
AnyConnect Secure Mobility Client Errors,

B AnyConnect VPNIE

15

# #AnyConnect Secure Mobility ClientB#x.

g2%


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html

#EAnyConnect Secure Mobility Client&EOH , W AMXKIPiit MM KXiIwOS , AES
()2 ke , AJe ¥ THConnect,

* &l &

@ VPN:

Contacting 10.10.10.1:8443.

10.10.10.1:844 3 s Connect

B35

EZEENFZRTPFMALHRSF[ATBENED , AFEHOK,



Please enter your username and password.

Username: Groupl user

cace

g45

—BEBUEE  RERSET"EZEIE, £E Accept,

Cisco AnyConnect - Banner

Welcome to WideDomain!

AnyConnect®& A B E R 1 REMERNVPNEZERBER T



AnyConnect NI
Secure Mobility Client CISCO

o VPN:

Connected to 10.10.10.1:8443..

_:l'l ~  Disconnect

00:03:49 IPv4

MRIEFEAAnyConnect VPN |, FJ AR HMVPNEI H £ E T — T,

Shrew# 4 VPN

IPsec VPNAFEETEIN BEBMN LW INFPRERZ S HIREIRERIF, RVI4XRK T
B2 AEIPsec VPNIRS S , XiEShrew Soft VPNE i, AT 4T 4E i & 3% 28
MEBREEREFRE , R EVPNIER,

® Note: BRIF X Shrew Softe ARBINATEREN. WREEFEHShrew

SoftefiBE| R , B S MIBRRURERZH.

BRI LATE L LB T ;R FRAAI Shrew Soft VPNZE F s 54
: https://www.shrew.net/download/vpn

ERV345P % 51 3% fH 28 L Bt i Shrew Soft

Bk, BIHERV345P LB E R inE 15 RVPN,

£1F


https://www.shrew.net/download/vpn

S M ZEIVPN > Client-to-Siteo

VPN Status

IPSec Profiles

Site-to-Site

g2%

ANINE P iR v RVPNES B X #F .




Client to Site Gancel

B35

1% Cisco VPN Clienti&In,

Add a New Tunnel

® Cisco VPN Client O 3rd Party Client

g£45

1EFEnablefEABUEVPNE FPinflE X 4. BATEFEEZEGroup Name , EFEWANEEO
, SR 5% APre-shared Key.

® Note: #BEZE Group Name# Pre-shared Key , B E UG EL B & 7 im At

R




a

Enable:

Group Name: Clients

Interface: WANT

IKE Authentication Method

@® Pre-shared Key: sessee
Minimum Pre-shared Key Complexity: [0 Enable
J Enable

Show Pre-shared Key:

O Certificate:

s

AP AREE, XEATHRARF EMWUser Group , BEEMEANEHRTEE., ¥
{RModei& & H Client, i AZ P LANAESEE ., RIS EHR172.16.10.1%]

172.16.10.10,

® Note: wEEMNEAMEPECNVEREARNME—F M,




User Group:

User Group Table

+ W

0 Group Name %

Mode: | ® Clientl O NEM

Pool Range for Client LAN

Start IP: l 172.16.10.1 I

End IP: I 172.16.10.10|

g6d

A BRMNEEEXEERE, UTREMNFEANRE :

® = DNS k%8 WREENIDNSHRFSHFHEEFA/NEBDONSIRSE 2 , AIE LA
Ao BN , BRINIZE NRV345P LAN IPtbit, FEAFIH |, RIVSFFEHARIAE.

° HEIPRE  EHPUSADEREE, XA TEEHEREFEIVPNERE, EAHF

, BATBE R 2 EIBSE,

° FOBRER  MAVPNEFImET VPN A NGB M ML, 4RHG1ERRV345P
LANM £,

Mode Configuration

Primary DNS Server: [ 192.168.1.1 l

Secondary DNS Server:

Primary WINS Server:

Secondary WINS Server:

Default Domain:

Backup Server 1: (IP Address or Domain Name)
Backup Server 2: (IP Address or Domain Name)
Backup Server 3: (IP Address or Domain Name)
Split Tunnel: T4

Split Tunnel Table

+EFw

& IP Address % Netmask #

= [192.168.1.0 | [255.255.255.0] |




B7H

% FSavels , BT LLTEIPsec Client-to-Site GroupsFl & # & BB & X4,

Client to Site

IPSec Client-to-Site Tunnels

+ #
O Group/Tunnel Name % WAN Interface + Authentication Method #
O Clients WAN1 Pre-shared Key

SR 8

EtiEUser Group LA FXVPNE Fim AP #1TH MK, £System Configuration
User Groups T , RENSEFRRIMAF A,

User Groups

Status and Statistics

Administration

User Groups Table

B

System

Group = Web Login/METCOMNF/RESTCONF =
lime

admin Admin
Log

guest Dizabled

Email

Lser Accounts

H]|9

AL B



Overview

HB] 10

f£Services > EzVPN/third Party & , B HAddR I A F 4 §51% T 2 51 8t B A9 Client-to-Site
Profile,

Add Feature List

o p"-l!l




SR 11

BIIE RLIZ 2 TEEZVPN/ZE3F 1Y 5l 2k H1 & £l Client-to-Site Group Name,

EzZVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table

+ W

0 # 3+ Group Name =

O 1 Clients

SRR 12

HEApplyAFABRESR , BfF1EUser GroupsPIRFFEZAFA , AETRFHAFPAEES
ZHRBNE PRSI R B E X4 —EEA,

Gy Getting Started

User Groups

c. Status and Statistics
' Agdrminisiration
User Groups Table
4
1 Group = ‘Wb Login/MNETCONF/RESTCONF 2 S2Z5-VPN = ExVPN/2rd Party =
Disaib Disabied

SR 13



f£System Configuration > User AccountsFELEFT A, BEMSERAIEFTAF,

Local Users

Local User Membership List

0 [l

O #s User Name = Group * =
o1 cisco admin
O 2 guest guest

* Should have at least one account in the * admin® group

HPR 14

MAFHRAFEMNFERE, RIEGroupBRENERIFEENFTAFAH, TRELT
Applyo

User Accounts

Add User Account

user Narne

Mew Password  seeeee . (Range: 0 - 127 )

MNew Password Confirm = seevees .

Group VPN ¥

HIR 15



MAPRERERLASFIRF,

Local Users

Local User Membership List

+ & 0 &

0 #% UserName ¥ Group * ¥
L1 CiSCOo admin

O 2 guest guest

0 3 Vpnuser VPN

* Should have at least one account in the " admin® group

RV345PR 5B MM B BRI LR, TR , BIFE EShrew Soft VPNE F i,
fit & Shrew Soft VPNE F° i

BERTUTS R,
g1F

$TFFShrew Soft VPN Access Manager , A/ £ HAddLURINEL B XX 4. £ HIMAYVPN
Site Configuration& A # , Bt iEGeneralit Wi :

o IHEH IP bk FEHAWAN IPibit ( RRV345PEIEHNE )
* B3l & 1% Rike config pull



° BEAFERN ; RFMEMEMEERM D B ik

VPN Site Configuration
General | Clignt | Name Resolution | Authentication | P+ | *

Femate Host

Host Name or IF Address Fart

S — 500

Auto Configuration
Local Host

Adapter Mode

Use avinual adapter and assigned address -

MTL
1380

Address

Metmask

+ | Obtain Automaticalby

Save Cancel

£25

BLEClientit B+, AL , BIMRE TRINRE.



VPN 5ite Configuration |. 2% .

General | Client | Name Besolution | Authentication | E ¢ *

Firewall Options

MAT Traversal enakble L

MAT Trawersal Port 4500

Keep-alive packet rate 15 Secs

IK.E Fragmentation enable -

bdaxamum packet size 540 BEytes

Cither Options

v

v

o

Enable Dead Feer Detection
Enahle [SAEMP Faillure Notifications

Enahle Client Login Banner

Save | | Cancel

E£3F

f£Name Resolution > DNSF , #&#Enable DNS4E , F}i% " Obtain Automatically4&.



VPN Site Configuration |l

General | Client | Mame Resolution | Authentication | P 4 | *

DMNS | WiINS

v | Enahle DM= v | Obtain Automatically

Server Address #1
Server Address #2
merser Address #3

Server Address #4

v | Dbtain Automatically

DM Suffix

Save | | Cancel

g4F

£Name  Resolution >  WINSEIIFT , #t#HEnable  WINSHE , HfEObtain
Automatically & R 5% IR ZS



VPN 5ite Configuration

General | Client | Mame Resolution | Authentication | P 4
DS | WIS
v | Enable Wik v | Obtain Automatically
Serder Address #1
Serder Address #2

Save | | Cancel

HR]5

# F Authentication > Local Identity,

® PRIRKEEERZAF R
o Z4BIDFRFER i ATERV345P Lt & #IGroup Name




VPN Site Configuration
General | Cient | Name Fl_iinll.li'uni Authentication [P« | »
Authentication Method | Mutual PSK + XAuth -
| Local ldentity | Remote Identity | Cradentials|

Save Cancel

£65

EEHRIE>ZESHT. EAHP , BRIORE TRINRE,

® FRiREEH:|IP Address
® it FRFE:<blank>
o FHAAUMMNTZREEVMUE : Sikd



VPN Site Configuration
General | Client | Mame Fl_iil:llll.li'uni Authentication |4 | »
Authentication Method | Mutual PSK + XAuth -
Local Identity| Remote Identty | Credentials |
ldentification Type
:ﬁ.dn‘rass Sting

E.lse a discovered remotla host address

Save Cancel

B15

#£Authentication > Credentials T , BB THZA :

o JAUEA & & FEMutual PSK + XAuth
* FMHAZEFAMATERVIMSPEFIHEEXFHEENTIHRZZ



VPN Site Configuration

General | Cient | Name Fl_iinll.li'uni Authentication [P« | »
Authentication Method || Mutual PSK + XéAuth -

| Local identity

Femaote Identity Credentials

Senar Carificate Autority File

Client Certificata File

Client Frivate Kev File

Save Cancel

HIR 8

HATFPhase 1M+, EARHS , RETHRIANRE :

ExchangeZ$ & : Bt

DH3X# : 482
RBEE B3
BEIEE : B3



VPN 5ite Configuration

Client | Mame Besolution | Authentication | Fhase 1 | E 4

Froposal Parameters

Exchange Type aggressive hd
DH Exchange Qroup £ -
Cipher Algorithm auto -
Cipher Eey Length * | Bits
Hash Algaorithm auto -
Key Life Time limit gbdll Secs
Key Life Data limit 0 Khytes

Enahle Checlk Faoint Compatible Yendor D

Save | | Cancel

HE]9

HEAB|H , Phase 21T RIAMERIEFTE,

BREE B3
HMACE % : B3l

PFS Exchange : BEZH
EREE : 22H




VPN 5ite Configuration

Mame Fesolution | Authentication | Phase 1| Fhase 2 || 4
Froposal Farameters
Transtorm Algarithm auto -
Transfarm Eey Length ¥ | Bits
HbAAL Algarithm auto -
FFS Exchange digzahled b
Compreass Algarithm digzahled -
Key Life Time limit JB00 Secs
Key Life Data limit 0 Khytes
l SiEE J | Cancel

HI 10

X FPolicyi& W+ Rl , BANERAUTIRE :

REERER : B3

BIFFAREXRE : BiEH

BRI LB FRE : Bk




BT HAIERV345P LEE T Split-Tunneling , Rt FFEEE A FH TR E,

VPN Site Configuration
Authentication | Fhase 1 | Fhase 2| Polcy | it
IFZEC Folicy Configuration

AL T —

E.mﬂm Persistant Security Associations
Ejl:um Topology Automatically or Tunnel Al
Remote Metwork Resource

Add rodity Delete

di

M5 , ®1 Save (RTE ) -

HHR 11

MESHEZFNRERE, EVPN Access Managerd , RHE REEEENH , A



#Connecti®4l .

'Y VPN Access Manager

View Help

onnection Name ¢ Host Name Authenticat...
€ 192.168.75.113 192.168.75.113 mutual-psk...

HPR 12

EHITMWVPN  ConnectB O |, FRMKEERV345P LI User AccountByE il A
Username®Password ( Z#13F114 ) » TG , EiHiConnect,



#) VPN Connect - 192.168.75.113 L=l RS

Connect i Hmh]

config loaded for site "192.168.75.11 3

Credentials

Llsemame WvVpnUsSer

Fassword esssssss

e (-

HR] 13

KERBERTEER, BNZEIREERA,

(mt
fim
Y
HH



%) VPN Connect - 192.168.75.113 el RS

Connect | Meatwork,

local id configured -
remote id configured
pre=shared key configured
bringing up tunnel

Credentials
Llsgmame VENUSE

FPasswond

i Chisconnect J

@® Note: #E LBl & & LAShrew Soft i, HFShrew Soft =2 ERI=m ,

BRERAZS , FHRRLE=7,

H it VPNIEI

B AERERAVPN, BXEAES , BREUTEEE

£ FlGreenBow VPNZE i 5RV34xF 51 & H 25 1F 3
ERV34xRFIE M LR ERETEARVPNE i
ERv34Ax R FIBE 85 FALE S X S BEE i (PPTP) AR 55 85


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html

ERV34x R BB 25 - L& B Bk M i Z 2 (IPsec)Bit & X 4
TERV34xigHeEs EEEL2TP WANRE
TERV34x & vk 5 Eluh S VPN

RV345PE a4 R B IE

FLEVLAN ( \JiE )

MNAELBEM (VLAN) , o LUFEEM (LAN) ZBEN 2 A TR EE. S8R
BARESEMNE R BHERLT , ATLA6IE VLAN LB EE BE4EE VLAN ki
ZeM, A VLAN , R E—EBE LR TN BHNABLEITHENESR , AT
ESMae, BTUAEVLAN , E REFVLANFES SIS MEREINZTD—NEOSF | It
BEFAR. BOMBTBLETF—NRZIVLAN,

14

E(\Y

REFESZEVLIANGESSENZ 2R TURIEMES

=]

RSB TAEAEVLAN , BRI T —5,

g1

S EILAN > VLAN Settings.


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
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Status and Statistics
Administration

System Configuration

@ WAN
CHEDX

Port Settings

(AN Setings) @

Option 82 Settings

Static DHCP

072 1X Confiauration



g2%

B HaddE R LB 2 #TAYVLAN,

VLAN Table

oF

WMALERENVLAN IDFBE#R. VLAN IDAYSEE 7 1-4093,

E£3F



VLAN Table

+ (& W
Inter-
VLAN Device
O VLANID $ Name Routing Management IPv4 Address/Mask
O 1 VLAN1T i} 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 0 0O e IPv4 Address: 192.168.2.1 | 24

Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server

O Relay

g45

MREFE | FHEUHEFInter-VLAN RoutingHDevice ManagementfJEnabled & i%£4E,
VLANIBI 3% B A T #iEEM —1NVLANB B E 5 —NVLAN,

BE , FERUNAENERTIRIEE  BAENEREHERAF , X253 BVLANG S
HRIK, BRVLANTIREEEAEKIL 2 BB, MEHIXMMER , HEEE BFFACLEE
HHRV34xEHEE EEFVLANE KRR , MEEZE AL FHVLANZ BAINESEERE.

Device Managementfi#f 2 F AR STEEMVLANEFKEIRV345PHIWeb  UIH EE
RV345P, iXthRETFEMSE LA,

EABIF , BAAKEAVLANFE B IREEELABERVIANER £,


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html

VLAN Table

+ (& W

Inter-

VLAN Device
O VLANID $ Name Routing Management IPv4 Address/Mask
(I VLANT i 192.168.1.1/24

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149

& 200 VLAN200 0 IPv4 Address: 192.168.2.1 | 24

Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server

O Relay

FEIPV4BHIE BEIEAIP AddressFE, MIREIER | TLUARIE, EARAIF
, FME192.168.2.100-192.168.2.149 0] i FDHCPHIIP#31t, 192.168.2.1-
192.168.2.9951192.168.2.150-192.168.2.254 7] A F & SIPib 11t .

VLAN Table
+ (@ W
Inter-
VLAN Device
O VLANID $ Name Routing Management IPv4 Address/Mask
O 1 VLAN1 (i ] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O 0 e {IPv4 Address:  192.168.2.1 124 |

Subnet Mask: 255.255.255.0
DHCP Type: @© Disabled
O Server

O Relay



$65

Subnet Mask THY ¥ MEHFF BFIER, MRLEHTER , REFHRRZFE,

EAERP , BAPRRE M ) 255.255.255.081/24,

VLAN Table
+ (& W
Inter-
VLAN Device
O VLANID $ Name Routing Management IPv4 Address/Mask
O 1 VLANT (i ] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O 0 o IPv4d Address: 192.168.2.1 | 24
ISubnet Mask: 255.255.255.0 ]
DHCP Type: @® Disabled
O Server
O Relay
EBT7TS

RS ENEEMYDHCP)ERE, UTERR :

Disabled — ZAVLAN EMIDHCP IPv4BRS 88, BIWEN AR PRMITILERME, X
BRAT , BEFHEREMBIPHLL , ABFMEBEEHRRNBES.

ARS5eR — XR&RE ARIED,

HAEE — % AR E{E5543,2000 %, BIAEN 144058 ( ETF24/0 81 )
Range StartflRange End — i A A SAZ)75 % B 49 | P it 41t B S8 B FF 28 M 45 3R
DNS Server — IEZFfDNSH RS RAERE , M THRFIRMISPHIERE,
WINS RS 88 — % AWINS RS 858 #io



® DHCP Options ( DHCP #&31 )
® %£IN66 — M ATFTPARS 23RV P31t
® %150 — M ATFTPARSS SSAYIP 1t .
® JRING7 — M ABE XM
o gk — M AZFEDHCPARSE 25IPv4Ab it AL BDHCP R E, XRESRWE

& 200 VI AN200 0O 0 e IPv4 Address: 192.168.2.1 [ 24
Subnet Mask: 255.2556.255.0

DHCP Type: O Disabled

O Relay
Lease Time: @ 1440 min.
Range Start: 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v

WINS Server:

HIR 8

& FHApply AR Z FTHIVLAN,

Apply Cancel

FFVLANS BB O ( ik )

fERV345P L ATLAEL B 16 NVLAN , HA—ANVLANAFI =3 (WAN), RiEHR A EH
VLANBIHBRExcluded, X4 FZi%0 ENARBERT AP €I IO MEVLANVLAN, X
BOAN B — T RAEMOE.

=

o



5 O AT IR B o A B O SRR Ak O

EAWO — 98 7T —1VLAN, KERiCHI MU HET
k% O — AT BURERZAVLAN, 802.1q. H4E A FAMEVLANTCHRID .
rh 4k {5 A 9 VLAN B2 BEBR £ Excluded /R,

— ANVLANZE T BEEH®O :

B AEARA,
o B4R i O A VLANRIFRIE AR FRI.
SNFZimO |, A EAVLANERIFRIC N Excluded,

/\E_/l\ﬁﬁuﬁ A Elgﬁ/|\§i%/|\VLAN

WA dmO,

B —AVLANT UFRIE R “TFRIE,

B F Trunkis O 89 EEVLANRI#R 12 R Taggeds
B F & 4kis OB VLANRIFRIZ R EHERR

® Note: EARRPIF |, RBPLH,

BT HLER

1%

IR ERENVLAN ID,

ERFIF | FA1EE T VLAN 1F1VLAN 200,



Assign VLANSs to ports

@
O VLANID LAN1 LANZ
1 Untagged v Excluded v
200 Excluded v Untagged v
g25

BHEJFVLAND BALANG O |, S MEEIEE N Tagged, Untaggedsh,
Excluded.

FEARREIH | ELANTE | BRATFVLAN 14 B A Untagged , FFVLAN 2007 B
Excluded, X¥FLAN2 , ZA1FVLAN 1% B Excluded , FFVLAN 2005 B
Untagged.

Assign VLANSs to ports

@eo

O VLANID LAN1 LANZ2
[ Untagged v Excluded v
(2
& 200 Excluded v Untagged v
£35
B HApplyRFEE .,

Apply Cancel




D , BROZELKOIRE T —MNETHIVLANFH IRV345P LW im OBLE TVLAN, ES
LR AR HAVLAN, #l80 , VLAN30OFF I Marketing |2 , FRA
192.168.3.x , VLAN4005F 73 Accounting®l& , FM5192.168.4.x,

FINBAIP (T3 )

MRFEXR K RF VLG R EMVLAN | ST URNZRF R EBRS AP 61215 F
AMMEHE AR, XNESAVLANERBREN. EHMAERLT , BSIPARREM.
BRREHSIPHUNFAES  BEEEIRLSEN LIREFSIPI A RESKE

MBETEEFNBAIPHY | ET AT T —T,
B1%

SMEILAN > Static DHCP, KNS E#xR.

@ WAN Static DHCP Table

@ + s

Port Settings O Name

VLAN Settings

Option 82 Settings

g2%

AR Z R EADHCPER . EARTRAIH |, RERITEH.


https://www.cisco.com/c/en/us/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/en/us/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/en/us/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html

Static DHCP Cancel

Static DHCP Table ~

+Fu &L

0O Name MAC address Static IPv4 Address Enabled

Printer 00:11:22:33:44:55 192.168.2.10 Enabled

EIEUEF (AR )

HFIEBBETIEPEEETERIEALXLZANAEN. XAVHRBIT KRBT HALHAR
ITEERFH , ZRAXNNTELIINEN L. BESRTUERKBEEIES , BIAK
FXEERENIES, ©EAUEIERRNEIECALEERIBERZFMIES. &
AR EREFE=FNANGEILEH,

EBFRHNACARTERRIE. AAUMESHENE=FERBXRIES, XRIEHE
MEREZENERT AR, KL, CARAENRE , BTRIEERE NG ELHF B AE
ZEEE. REENEE  URERFAREIUES, CAZHENKS | tiRIEERNE
B, fAEMRLES, WIEBTEANHTHIENITEN L, RfE , ERIEAR
B2 ( HVPNRRS R ) A RE L& FIBE,

4 X CSRALEF

£1F

EREHSENETWebHERAER , AR EFEAdministration > Certificates



<% Getting Started

¢ Status and Statistics

File Management
Reboot

Diagnostic




REERCSRAEH, BF# A“4E R CSRAE$"(Generate CSR/Certificate) 7T H

Import Certificate... I Generate CSR/Certificate... ] Show Built-in 3rd-Party CA Certificates...

£35
AUTHRIEBEXLIE :

° EFEYMIEPER
° BXRIUP — XRHECHEBRELENRLEEFRE(SSL)IUEH, it
EAEZEE, BENNRRGEUARERFRXARIA , WEEBUELIES,
° NIFELEER — XRLPAEMIZRPKI) , ZIXEFIEPM AL BRERK
FHHIULED, CLLELEEERS , ANRARRKREN,
® 7ECertificate NameFER P AP BHLUIRIRER, WFEBTERNE , ETEIE
R TR/
® ( Tk ) 7ESubject Alternative NameX1gi T , Riii iR, ETAE
® |P Address — #ii Alnternett#h i (IP) 3t 41k
® FQDN — i A2 R E & (FQDN)
° BFHiH — M A B TRt

® 7E£Subject Alternative Name=FE&# , i AFQDN,

® MCountry Name T 51| 2t ik R 4H Q& 75 E MR E SR/ X & 75,

® 7£State or Province Name(ST)FEF M AALRMEMNMN, &, XERXHBEHDH
H#E,

° 'Tj':Locallty Name—?—Eﬁ':F'?A)\"‘E’Jéﬂ,,\/fﬂﬂj?,ﬁﬁﬁ:E’Jﬂi’)'iil?,iﬁﬁﬁiﬂ’]%f"\o

o AW EEEMNFEANEN. WREEMA DRI ERL |, BE
Organizatlon NameF B R AL RBEENEH. T8 ﬁﬁﬁﬁ?ﬂi—?—ﬁo

o FUALABRNENRFERPMAEN , MXKSALRNENER T,

® £Common NameFBEHH AL, LEFRLARENHERERHMIENTLRE
HE.

o M AEARIUEBA AR B R,

® MKey Encryption Length T35k , B RAKE., EWMN512, 10242048, %
AERESRX , EPRBRSE,

® 7£Valid DurationF & , I AERERH R EBRIAESR 360,

o BHEER,



© rvassp-rvaasP (

Certificate Cance

Generate CSR/Certificate

Type: Self-Signing Certificate v
Certificate Name: TestCACertificate
Subject Alternative Name: spprtfrms

O IP Address @ FODN QO Email

Country Name(C): US - United States w

State or Province Name(ST): Wisconsin

Locality Mame(L): Qconomowoc

Organization Name(Q): Cisco

Organization Unit Name{OU) Cisco Business

Commaon Mame(CN): cisco.com

Email Address(E): @cisco.com

Key Encryption Length: 2048 v

Valid Duration: 360 flays (Range: 1-10950, Default: 360)

® Note: £ PMENE REIEPERF,




Certificate Table ~

T}
O Index ¥ Certificate ¥ UsedBy 3 Type + SignedBy 5 Duration & Details Action
O Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM = o
To 2042-Jul-05, 00:00:00 GMT
o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GNM E _!‘m
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _L
To 2022-0ct-01, 00:00:00 GMT
O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == X
To 2021-Nov-14, 00:00:00 GMT
Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...
ZIERZELTERVIASPIEHES £ AT B IEH,
S HIiEH
g1F
h N ~ Ay 5 —
FEH&RF , EPESHWIERNEEE , AF [ texport@F.
Certificate Table A
T
O Index & Certificate + UsedBy = Type 5 Signed By ¥ Duration = Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_
To 2042-Jul-05, 00:00:00 GMT
0o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _!'m
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscoTest-... From 2020-Cct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT
& 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 G E _‘!‘_
o To 2021-MNov-14, 00:00:00 GMT e



g2%

* SHEBAUSHIES, EIAE :
o PKCS #12 — AR MEH#(PKCS)#122 5L p125 B R 241 S BB,
FENXHHRITNE , LEEZSH., SATBBRXARXEH#ITRE.
® PEM — [RFAE R B MR (PEM)BEE A TWebf5 88 , BN ERIAEAIL
EAREM L X ARESFBWNFEIR RN IEREE,

° MRIXFEPEM , REH HEXport,

® 7fEnter Password ¥ A BB URF ES HH XK.

® 7£Confirm PasswordFEt AR E i A Z18,

® 7£Select DestinationX 13, , 2i%#EPC , © 2 H it — 7 ARED,

® B HExport,

Export Certificate

® Export as PKCS#12 format

Enter Password | seseeees

Confirm Password | seeeees

O Export as PEM format

Select Destination to Export:

® PC ‘g|
oEm -

B35

Download 2l T AR &R —FIER TEHKAVHS . R REN KT T,
Click OK.



Information

o Success

EIENZELKPHERV3I4ASPR I HER & HIEH,

SAUH

B15

# FHimport Certificate....

Certificate Table

~

)

O Index + Certificate # WUsedBy * Type $ SignedBy % Duration % Details Action

O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM = o
To 2042-Jul-05, 00:00:00 GMT

0O 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E .!_
To 2023-Apr-04, 00:00:00 GMT

0 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _1_'_
To 2022-0ct-01, 00:00:00 GMT

o 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh = X

Select as Primary Certificate...

To 2021-Mov-14, 00:00:00 GMT

| Import Certificate... J Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...



g2%

* NTHIIRFEREZS AMIERRE, EHE :
® ZAMUFH — BRHEF EAERBIEF.
® CAILH — HEFEENE=FHMIANENES , ZNHEBNERHEE

WEEREBN,
® PKCS #12 Encoded file — N AR HE(PKCS)#12 2 176k IR S 2R IE P Y
B

® 7ECertificate Name = Bt 31 AE 898 #5o
° MRiE#12T PKCSHEHL , B Import Password ZER R A X ZL, BN | iEBk

ELR3,

* JEHRUASAUES, EIE :
* M\PC
°* MUSB&A

° MREAF[ARRNMEIUSBIZIZR , “MUSBE N"ETUFILE

® MRiEFEImport From USB ( MUSBS A ) , H BRRHESTEIRFEHUSE |, FLH
Refresh ( I ) -

® STIEIR I IR FIRIRE S M XXM

e & Upload,

Certificate (3] Cancel

Import Certificate

Type: PKCS#12 encoded file v
Certificate Name:| cisco o

Import Password | «xeeeees

Upload certificate file

® Import From PC

9 TestCACertificate

Import From USB C

BYE , BREHRANLEBER, EBRFERRKIES ARILES.



Certificate Table ~

[ Index # Certificate & UsedBy * Type2 SignedBy % Duration & Details Action

O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_
To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _L
To 2023-Apr-04, 00:00:00 GMT

o 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 G
To 2021-Nov-14, 00:00:00 GMT

1=
—

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

ME |, BRIZEALRF I TERV3I45PEHEE ES A TiEPH,
ffEADongleMRV345P R %S HERELEB I ML ( ik )

AR EE A B ANRVI4SPE BB R AR M, MRHIXFPER , M
1*{Eﬁﬁ$§¢§&%§$ﬂRV34x%\§UE§EEI%ﬁﬁﬂggrﬁﬂéﬁo

ML, LETHRVIMSPHEHFNEE | LI EFEEEHN BRI TLER.

Bl ECBW140AC

CBW140ACTF 5 EN A

B AR M EB45 MCBW140AC L HIPoE % O3 ARV345P L JPoEiw O, RV345PHY
BI40 s O AR HEPoE |, R ATAME A EFERE -1,

REETTHRS. BARREERN107 #EE3). LEDRUSMERXEZ BN


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html

, MRETZE, TENMRHE , RAEBERXENEE, LEDNHEEENGRAEE VL
A ATRE R APV L. SLEDERITEX BN , FHET—F,

FAP LHYPoELA KM L1748 Iw O R e TIRMEBILANG E1TEER] |, T A REIEEEREM
HiZHFFHRIRAYT B8R

MRLNBBALTZHN, FHEIDAN , FRRNEEENIL RINRE , HUE
CiscoBusiness-Setup SSIDE REZHWI-FilkIiA, BXIEBHEE , FEFUNMNE
¥EBIRV345xEE SR HEE N H BRINRE,

EWeb Ul L& B140ACETLLIEAS

BRLMERABINARWeb UNRBEAR, AXEMAWeb UIETIRE , ERHTES
MEEED , BEMER—L, NREBET-—THEABINA , FREEHRBIH
R

MRFTEERE , BERAXN L HEIBRR TR D .

1%

EPCL |, 2HEWI-FiEB#RrHiEZE CiscoBusiness-Setup Tk M &, # & Connects


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2892-tz-total-Network-Configuration-RV345P-CBW-Mobile-App.html

R, il

(%

ﬁ CiscoBusiness-5Setup
Secured

+/ Connect automatically

F &SareT oo £l T LA AU I I:

Network & Internet settings

Change settings, such as making a connection metered.

e

Airplane mode hotspot




MRENBALTZFN, FHEEDAN  FHRARNEHEENL BRIMRE |, HUE
CiscoBusiness-Setup SSIDE R ZRHIWi-FiiE A,

g2%

WA O$5cisco123 , ARG % FHNext,

@ EEED.EIUSIHESS-SHUD

Enter the network security key

B£3F

EREBEIUTRE. ATE-RAgEE—81RE , FEENo,



CiscoBusiness-Setup
& L — T-

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes No

HEEH —/ME R EEETCiscoBusiness-Setup SSID, 1R R —AiFFEIRIERE , NELE
EE, MREBTEEZEZSSIDHERIERE , N THERELHEMISREY TiEE, BN
BIIAPHER,

B45

R, WebH BN EFEERECBW APIRERS, &N , HITHWebX 25 , 4
Winternet Explorer, Firefox, Chrome=iSafari, fEibutf=d | & A
http://ciscobusiness.cisco , A/F&REnter, M L & & Start.



SITAIT

asco. C1sco Business

Cisco Business Wireless

Access Point

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point.

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. andfor its affiliates in the United
States and certain other countries. All third party trademarks are the property of their
respective owners.

® Note: MREBEFARNZMR , FESFFH/LoH , REHMMBZRE. THRIL

VIR E S |, BF Ahttps://ciscobusiness.cisco& ., MREHIWeb| K25 H
IEFE hitp:// , WEEFZHEA https://F 8EIRBHRIFXER,

HI 5



BYRMANTARGEZEREAKS

o EEBRAAFR (RZ24NFER)
® Admin 25
® i\ Admin 5

& O] LAUB T 1% # Show PasswordE 0 Y S xR xR & R"EE, BHEHFHR,

MM
CISCO

Isiness Wireless 140AC Access FPoint

Welcoma! Ploass stan by croating an admin accownt.

BENERFEREBFRPEMAciscoM AT, WRIXFM , LFREITATRAVEER
H B



*’- :

St

< \Wireless 140AC Access P

This site says...

Cisco 35 Username, Pastword i not allowed 1o configure for
SECUAtY MEAAONd.

B6%

B @ ALTARREENEAP:

FAPEFR
B R/ X
H HA A1 Bt 8]
X

PR



cisco Cisco Business Wireless Access Point

1 Set Up Your PrimasyAP

Primary AP Name | Test

Country United States (US) - © 9
Date & Time  04/09/2021 | 9z 0
Timezone Central Time (US and Canada) - © o

Mesh () 2 6

REURCIZMRME , T RERAMR. BRIABRT | ZETL T EARS.

B7H

( Tk ) BAT LN CBW140ACTE AE#ASIPLLATEEEN. BN , O NMDHCPERS
ESIRENPHit, BEHREBEEHSIP, BRANLTH S :

o EIR P Hbit
° FWIERW
o BRIAM K

iﬁ Nexto



o Boe Starkc 1P for your LT Y EEER o o o e

“W“"'"MG’J:EEJE-E-J.E{J

ek Meekd | 225,225 2250 e

m.ucm\tmz.ma.n La'

e

BRUNBRT | & TEARS,

HIR 8

BEEWALTARCEENTEME

® MLZE

°* EERLE

[ l:]'%

° WAOT

° (Wk) AREREUERAT,

B Nexto



2 Create Your Wireless Network
v

Network Name | CBWWilan . eo
Security | WPA2 - ee

Passphrase | ssesssss | ee
Confirm Passphrase | essssess o

@Show Passphra@ 6
Back | Next ’ e

Wi-FifR 3 15 [8] (WPA) 5 2R (WPA2) B Wi-FiZ £ B L BT #R 4

HI]9

HINE B H 2 HApply.



siffuanfn.
CiIsSCoO

Cisco Business Wireless

140A4C Access Point

Please confirm the configurations and Apply

Usermnams
Primary AP MName
Country

Date & Time
Timezone

Mesh

Management IP Address

Admin

Test

United States (US)
04/09/2021 9:14:16

Central Time (US and Canada)
MNo

DHCP assigned IP Address

2 Wireless Network Settings

MNemwork Name

Test123

Security WPAZ Personal

Passphrase:

HER 10

BHOKRAIRE,

e

Primary AP will reboot after these configurations are applied. Click Ok to continue or click Cancel to return to the set up wizard.

)‘ Cancel

REREAEFEIREN , BRBIUTER, XAEEE105H,



D

Saving the configuration...

Ork,

EEFBHHA , EASTWLEDFR TS eEN, HLEDEFZENER , HET
—%, MRLEDR BB @NGES , NI KRB MNEHEEDHCPRS ., BR
APEER| SR MR EDHCPIRS BB R H S,

HIR 11

BIPCEMLL LI , AREREEENML, £ Connect,

CiscoBusiness-Setup SSIDFEEH B3 EH K.



Secured

v Connect automatically

" ()
Maobile
Airplane mode hotspot




SR 12

T FFWebix 32 258 H 48 Ahttps://[CBW APHIIP#z3t], BR#E |, IEATLAIE b RE P A
https://ciscobusiness.cisco , SAJGZEnter,

b ') & https://ciscobusiness.cisco/

nl

® Note: BRELTSTRHPEA hitps , A= httpo

SR 13

# & Login



]

asco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

© 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in
the United States and certain other countries. All third party trademarks are the property of
their respective owners.

HIR 14

AR ENEUEE R, Click OK.



tllillllt

csco. CIsco Business

Windows Security X

Microsoft Edge

The server ciscobusiness.cisco is asking for your user name
and password. The server reports that it is from Cisco
Controller.

admin o
4

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in

the United States and certain other countries. All third party trademarks are the property of
their respective owners.

HPR 15

G RE T RIAPRYWeb UITTE,



© "V Cisco Business Wi . ! A @ B = o

Network Summary o

ACCESRS POINTS " CLEENTS & W =

N SATA T DAy

Tk R HERRIR TR
MRELEEAIE , BEEUTRT -

BRER T EBH RS EFRIRAF(SSID), XRENTLEMECIEMNE .

Wi %z B A SR E D AN BN EEAVPN, BEZUEEEENBIY RSREEME
FHIVPN , MEEZ AR AE, #la0 , Android(Pixel 3)F #lLAGoogle FitEH lRE R4
B, BE—1THNEVPN , IEFBANER T EaEE. EERIAP , FEZAIINEE,

fF A https://<EAPH P 3t >& F B FAP,

TERAERER , TiLE R E Fciscobusiness.cisco , &2 1EWebX| ¥ 25 5 A IPih
it | FERERhttps:// iso BIFEWRE , BWITENTRECHIIERT
http:// since , X2EBRBZNTANAR,

ERBIARRTEFEFAAPHIE S5 RIWeb Ul ¥ 25 R BAE < By IR |, B EWebil 5
( AP R Firefox ) R EH“FTFF"(Open)KE |, FHE|“FBY (Help)> B FEHERRE R
"(Troubleshooting Information) 3 & & il #TFirefox”(Refresh Firefox).

ffEFAWeb UIEL B CBW142ACMMIRY B 25

A TIRB LM EABER , RFJRINMRY REFEIT !

g1



AR REREAFTERMLENER. 2 TENRRMYT BERAIMACHE I,
g25

EFN1008 , LEMRRY REFE3.
B35

TEWeb 525 L AT A R(AP)IPHbit, #&HLoginih B EAP,

e,

asco. CIsco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password




g45

WAL AP B MNZBEIEL R EAP, Click OK.

Authentication Required

®

https://

Wireless"

X

is requesting your username and password. The site says: "Cisco Business

User Name: .
Password:

2 [(IES

Cancel

SHEBIFRRE>MIR, BEMeshDEA. 2 Apply

1) Monitoring

Q Wireless Settings
N\ WLANs
1

& Access Points
& WLAN Users
& Guest WLANs
,

- Management

-‘a Advanced

g6d

e
e cisco Cisco Business Wireless 140AC Access Point

Mesh

General

To add Mesh Extenders to the system, click

Wireless Settings >> WLAN Users >> Local MAC Address

Mesh Backhaul Slot

Backhaul Client Access

Mesh Backhaul RRM

Ethernet bridging

®

[«

MRMRREERER , WAPATRRBEEH B3, REFER-—MRHEND , ATEH



B3, HWik. RRAFTE10D%, EEHEHHE , LEDFASMEXNEZBNRN , &£
BRENGEZE , 2REXBETEZE, IeMRHE, LEDNAEEENCEES
fiz B AT Re B A BRRI AL

BTH

SMMEBITLIRE> WLANAF>ZAH#MACHEIE, #3HAdd MAC Address.

1hah O
e e Icl|5'c|°' Cisco Business Wireless 140AC Access Point A © = o
@R Monitoring
¥ (Wireless Settings ?2 Q
N WLANSs . WLAN Users
% Access Points 0
°
& Guest WLANSs
@ DHCP Server WLAN Users ( Local MAC Addresses) @
% Mesh
Search
5 Management 2]
@ Add MAC Address Refresh Number of Blacklist:0 Number of Whitelist:2
< Advanced e
Action MAC Address Type Profile Name Description
@ x 68:ca:e4:6e:15:58 AllowlList Any WLAN/RLAN CBW 142 Mesh Extender
@ x 24:53:0e:1f:e4:88 AllowList Any WLAN/RLAN CBW140AC-€488

HIR 8

AR R EBRAIMACHEUE M B . EE TypefENAllowd R, MTHIF S RIEEE
B X B, £ Apply.



Add MAC Address

MAC Address ( 68:ca:e4-6e:15:38 ) o

Description (CBW142 Mesh ExtendeD@ 9

Type (O Block list ® Allow I@ e

Profile Name (Any WLAN/RLAN ) 0

o =D €D

HI]9

BEVERBELALABK LNsaveBIRRIFABERE,

K
e

2 Q A o (B)=

NEIMNRY RBEEE LRSS R,

FERAWeb UK EN T HE 4

TERIX-—EEZSR | EFRHNTEERS , BERWEEEMAWeb UIRRBEZ AT
THEHIENSR,

EEFNMENEHNEAPH S RIRARA , FHRITUA TSR,



1%

BHWebRHEA LANAEER , REETEAPES.

Primary AP Information

Frimary AP Name Cisco Buisness Wireless
Model CBW-145AC

avs, 17 hours, 45 minutes

Primary AP Time Sat Feb 27 10:05:15 2021
Timezone San jose
Country Multiple Countries : US
Management |IP Address 10.10.10.7
Memory Usage 63%
Max Access Points Supported 50

£2%

HEITHRASSRHMONREREHTLER. IRENEREFTEENRYE , BRAEC

o



AP Information

Primary Ap Name

Model CBW140AC-B
Serial Number
(Software Version 10.0.251.24)
Up Time 5 days, 1 hour, 57 minutes
Primary AP Time Sun Mar 29 16:50:26 2020
Timezone Central Time (US and Canada)
Country US - United States
Management |IP Address 192.168.1.125
Memory Usage 95%
Max Access Points Supported 50

MREZTHRBFIRAENEMGE |, W AT E 62 WLANSER D o
B3L

MBI REES>REEN,

FF & RSoftware Update B O , A HETHRHMRASHIETRE

Software Update

(10.0.251.24)0

ﬁ" Management) @
© Access

% Admin Accounts

O Time

v Transfer Mode TFTP v

&

Advanced IP Address(IPv4)/Name * 172.16.1.35



BRI LAE#HCBW APEM |, A BT 2MBREAP LR HATEE.

MTransfer Mode FHIFIFRA | 1R Cisco.com,

Transfer Mode Cisco.com v
\utomatically Check For Updates HTTP
TFTP
Last Software Check
SFTP
Latest Software Release (Cisco.com )

g45

EFFAPERBENEIRERGEHN , BFEEIREEF FTHIRPEREH. BiIAMER
TBRZ#EO,

Transfer Mode Cisco.com v

Automatically Check For Updates (Enabled v)

TRBRHRER , RCisco.com LR T EMNRIMBIHEENREER , U

Web Ul £ &K Software Update Alert IR W& & ( HIKE ) » KREZEREHAK
HEFHITHE,
B4 E#(Software Update) W EIEKZBHI Update ( 37 ) R4 T B BIRES,



e 0
e .clls.CIO. Cisco Business Wireless 140AC Access Point ? Q o
Software update is
available for your
Cisco Business
Wirele_ss AP/APs on
Software Update gisee-com
1 0.0-251 -24
Transfer Mode  Cisco.com v

Automatically Check For Updates @ Enabled

EE

g e

Latest Software Release

Recommended Software Release

e

Click Save. X FREFLEEABEXANBIREEHPAAMNZERER,

Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled v

Latest Software Release

Recommended Software Release

———..
(_sove L upsat

Last Software Check®EBRER EXBFHIRFHRUERENNEE, BUTUSEHEERR
AER A S RIREERAER,



Transfer Mode ‘ Cisco.com v

Automatically Check For Updates  Enabled o v

Latest Software Release 0 e
(2)

Recommended Software Release

E6F

B Al LABERT B i Check NowF Bz THHR &,

Transfer Mode Cisco.com v

Automatically Check For Updates = Enabled v

Recommended Software Release — 0

B1TH

BERERMFER , BE THUpdate,



Transfer Mode  Cisco.com v

Automatically Check For Updates = Enabled v
Last Software Check

Latest Software Release

Recommended Software Release

RERETRHEMEF. MSFRIAFSSETHRAT=ETF

® Release ( fRA ) I+ — B EREF H B HEN M RAIE R R FT AR,

® Updatelt Wi+ — IEENEBAPHETE, BALUARIETR , AT UG EZHEE N
BT, ENFEAPERERNEMGM THER/EEBHEFHB , HitPAuto RestartE ik
o

o ‘NI — FINERIER,

RBOSHHHARITRE, EEHEConfirmz Al , B A LABEEIRE ZEAIET -+,

Cisco.com Software Update Wizard

Release Update Confirm

Select software version for updating Cisco Business Wireless:

@ Recommended Software Release 10.0.1.0

O Latest Software Release 10.0.1.0




2 & Confirm,

Cisco.com Software Update Wizard

Release  Update Confirm

You have selected:

Update Cisco Business Wireless APs to the recommended software
release

AP will be reset after all Access Points are updated

—>

EWeb Ul_EBIZEWLAN

LB 2 VIS BN B T4k B 3E M (WLAN),

g1

BE S MBI TLIRE> WLANS T BABIZWLAN, ARFEFEAID new WLAN/RLAN,



sl il
e CIISCIO Cisco Business Wireless 140AC Access Point

@@ Monitoring
1
£ Wwireless Settings
N 2 WLANSs
L Access Points N Active WLANs JEETEN 2. Active RLANs [
¥ WLAN Users
¥ Guest WLANSs (3)
S Add new WLAN/RLAN |
Action Active| Type Name| SSID Security Policy, Radio Policy
*o Management @ x Enabled WLAN EZ1K EZ1K Personal(WPA2) ALL
& x Enabled RLAN DEFAULT_RLAN DEFAULT_RLAN Open N/A

J’n Advanced

g25

EGeneralitW+T , MALUTEE :

WLAN ID — FWLANi%&E— N =

EKH — EHEWLAN

BEXHEN — HEMABN , SSIDNEEXRERNER. BMLTE— , B
THERB I 1N E R o

ATFBREXRRGIPRENRINE , BRIHERE , REEUTEFAEEEA,

SSID — BEXHEHLAESSID, MRFE , B UERLT, EHRX4AME— , B
TEEEE 31 NERF

Enable — R R#/E ARSEWLANEE T,

Radio Policy ( T4 BEl ) — BEHEFMLIIETRE RAI, AE2.4GHzF5GHzE
P2 BT LA (R R 48

JHESSID — BEEFHLELIISSID , MENHERE NEnabled,

Local Profiling — B REES AR GEMNEEEF K LETHREREREERAF A

B & Applyo



Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

B35

WLAN ID | 2 v o
Type  WLAN v 9

Profile Name * Engineering

SSID * Engineering

WLAMNz with game S5ID can be configured, unless
crave @)

layer-2 security settings are different.
Radio Policy = ALL v | ©

Broadcast SSI1D ()

Local Profiling (2]

B AWLANZ 218 T+ o

EARFIH | LUTRTRE N ERIAE :

° EMGSG, BHMEMENMACTRA TEARS. BRRETEMENEAEEF

HET—#80HhEANTSR.

® WPA2 Personal - Wi-Fi Protected Access 2 with Pre-shared Key(PSK)Passphrase

Format - ASCll, I3 7~ f5E A 7l 2 = 2248 (PSK) B Wi-FifR 37 15 181 2



WPA2 Personal 2 PSKE I KRR KM 575, PSKIEEAP, WLANZ £ KB
THEFHEESBERE, WPA2 Personal RMRH T MK EHY B 4% iF RS 8.

OS# - ASCIHRE N ERIAE.
HERZRPRMAT LT FER

EROS — BEERETEELHANOS,
BBEE — WARBEENEH (B8 ),
FIABB — FREABBE T

B & Apply. X B3 BUERTBYWLAN,

General WLAN Security ~ VLAN & Firewall Traffic Shaping Scheduling

Guest Network
Captive Network Assistant
MAC Filtering 0
Security Type WPA2 Personal
Passphrase Format ASCII
Passphrase *  VerySecure 6
Confirm Passphrase *  VerySecure e

o Show Passphrase

Password Expiry 0

e Cancel
g45

FEH/BIEEWeb URBA LAER LN save B RREFEE,

2 Q A oB)= = @



EEFEAEMWLAN |, FikEWireless Settings > WLANs, 58 ZF5EZIWLANEUIE
2, HERFEWLAN,

@ Wireless Settings
BNl 2 WLANs

= Access Points B :.“ Active WLANs 4 1

& WLAN Users

& Guest WLANSs

¥ Mesh Add new WLAN/RLAN

nnnnnnnnnnnnnnnnnnnnnnnnn

ﬁ' Management Action | Active

v . I
== Advanced o

EEEEEEEE

Engineering Engineering

WNECENEMWLANES X ESER,

AT BELE

NESREMBELRE , JFRRI T, B L&D, RibER BB ELLTEM

=B -

& FiWeb UIBIZHZEWLAN (A% )

N A (A% )

B (A% )

BRERME  TUTFREARAMNET |

fEFAWeb UIBIZIHEWLAN ( Al )

TBEWLAN T &7 R SR B Rl T M &,

£1F%

EFRFEAPHIWeb Ul, 3TFWebixl 5 28 H i Awww.https://ciscobusiness.cisco, 1E4%
SiRECH , BARELSRTIES, MABWEIL, SHAT LB M A TAPKIPH USRS

70N
LN



https://ciscobusiness.cisco/
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B SMETLRE> WLANT BB 32 T4k B (WLAN), ARfE1EFAdd new
WLAN/RLAN,

sl il
e cllsclo Cisco Business Wireless 140AC Access Point

@R Monitoring
1
0 Wireless Settings
a 2 WLANS
L Access Points N Active WLANs [EETE 2. Active RLANs [
% WLAN Users
¥ Guest WLANSs ©
e Add news WLAN/RLAN |
Action Active| Type| Name| SS5SID Security Policy Radio Policy
*o Management @ x Enabled WLAN EZ1K EZ1K Personal(WPA2)  ALL
Z x Enabled RLAN DEFAULT_RLAN DEFAULT_RLAN Open N/A

-"é Advanced

B35

EGeneralltW+T , WALTER :

WLAN ID — FIWLANZER — N2

FEA _ EEWLAN

BEXHEN — HERABWE , SSIDNBENEXRMEENEH. BMRLTAE— , BF

REEE 31N F R,

UTFBRERNRGTRENRIAE , E2FIHER  LUELEUFESREEE].

SSID — BMEXHEMEAIESSID, MRFE , B UERWT, BMLHE— , BF

REHE 31N F A,

Enable — RiR¥FS MRS UEWLANIE FE T#,



Radio Policy — B% , B FEFERENAI, LUE2.4GHzM5GHzE /= i A] BA 175 [8)
4% o

[
J7H#ESSID — BEEHLEXISSID , MEFHRERNBA,
[

Local Profiling — R EF LB ANGEIMNEEE s LEITHREREREFTAF, B,

B & Apply.

Add new WLAN/RLAN

General  WLAN Security VLAN & Firewall Traffic Shaping Scheduling

B45

WLAN ID | 2 v o
Type | WLAN v 9

Profile Mame * CBWGuest

WLANs with 2ame 55I0 can be configured, unless
layer-2 security settings are different.

S50 * | CBWGuest

Enable ()

Radio Policy = ALL v ©

Broadcast S51D ()

Local Profiling (2]



R AWLANR 2181~ EARHIF | &R T TR

° BEME —BH

® Captive Network Assistant — SR & FEAMac=®I0S , BUEEFSAE. LIEET
FEEEBITL MK ZIEWebiERKQNEFINE T HFEE. LEREERE
iPhoneE S W5 — RIREMER(URL) , MRUEIEN , NRIREBRMFEITA , THEit
—$RE, MRRKEIM@AEL , MERZES ML R LEEBRMGE , 7 BApplefyss &M
EEIE(CNA) B BN BB RESHREOFERITF.,. EEEE SRS SIZE
(ISE)RRHIM LT EY , CNATRES T, FAPPE L o] 5885

° BBHMEIIF — FRRERA“BEMLE" (Guest Network) £ A] WL, XA Fi5
EARATEHARIEENEAWeb TR HKE, #%$FInternal Splash Page AEABRINE T
Cisco Web[ TP &K1, MREEFEAMBNTHWeb RS 2EHITRBIMEITF &
BIIE |, BiEFEExternal Splash Page, Lh4) , £Site URLF B 15 ERFE_RHIURL,

Add new WLAN/RLAN

General  WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network () o
Captive Network Assistant () 9

MAC Filtering

Captive Portal Internal Splash Page v e

Access Type | Social Login v
ACL Name(IPv4) None v (2]
ACL Name(IPv6) None v (2]

FEATREF | FoREEESAEREFIHRLENIHTEWLAN, AFEESILGE
WLANJE , M EEM R CiscoBAIAERTNHE , f£iZ7H L LA FGoogle H
Facebook®y & xkiZH ., FF 7l LA H EGooglesiFacebookitk /7 & & LATA @] Internet,
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FEWETFE , NTHE2AP%EZEAccess Type, FEARRFIF | %42 T Social Login, iX
= AV EME R HEGoogles Facebook FE L 3 1T & 14 I 11E A1/ 8] PX 4% BY 3£ 11

Access Typefy H AT BIE -

i AR — BRIAEDT, &R I% 0 Al 5 F S& £ Wireless Settings > WLAN Users
AEWLANHW G ERAFEENAFENZEBNHERHTEORIE. XRRIANBEHIRN
) =Pl

TInlr

CISCO Login

Welcome to the Cisco Business Wireleas

CaLs B Dhikie] 30 Dol Tl AWreerDs AN mERryruchaw ior yinsr
neteaork Pwsae ogn and pat your unded srslers 1oblon o sork

Ll e Myriw

FEL WD

IBA LB S ElWireless Settings > Guest WLANsSR B E N IR EB, FELLAL AJH# A TR
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[ )

EEBbit — HFA P B A B Rt it = 8815 [ N £,
[ )

RADIUS -“HERATFAE B HRIIRSES.

[ )

WPA2AN A — £ ATl £ Z 2748 (PSK) BY Wi-FifR 3P 5 18] 2

& F Applyo
Add new WLAN/RLAN
Genera I WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network ()
Captive Network Assistant ()

MAC Filtering

Captive Portal | Internal Splash Page

Access Type | Social Login
Local User Account

ACL Name(IP L (7]
Web Consen t
Email Address o

ACL Name(IP v (2]
RADIUS
WPA2 Persona |
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B/ BILEEWeb URREAE LAER EWsave AR RREFRE,
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a2 Advanced
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WLANs
Add new WLAN/RLAN
Type N
@ x Enabled LAN EZ1K

ssiD
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WLANS

M Active WLANs [l

Add new WLAN/RELAN

Action Active Type

ﬂ Enabled WLAN

HTFEHIERMTWLAN |, ERIEdit WLANTTE ATAEN R FRR



Edit WLAN

General WLAN Security ~ VLAN & Firewall Traffic Shaping Scheduling

WLAN ID

Type DUMEAN

Profile Name * MAP

SSID*  MAP

WLAHs with same SSID can be configured, unless
layer-2 security settings are different.

Enable ‘)

Radio Policy ALL
Broadcast 551D ()
Local Profiling () [2]

L)

g4L

B RS MRBRERF (Traffic Shaping)i B+,



General WLAN Security ~ VLAN & Firewall

Scheduling

WLAN ID

Type DUNEAN
Profile Name * MAP

SSID*  MAP

WLAHs with same SSID can be configured, unless
layer-2 security settings are different.

Enable (:)

Radio Policy ALL

Broadcast 551D (:)
Local Profiling () [2]

L)
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General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

QoS Silver (Best Effort) v @

Switch to expert view to configure rate limit in Kbps.

Per-client downstream bandwidth limit [} Maximum
No 1 2 3 4 H 6 7 8 9 10 soo0
limit
Per-BSSID downstream bandwidth limit [ ] Maximum
o 1 2 3 4 s 3 7 8 9 10 s00
limit
Per-WLAN downstream bandwidth limit (] Maximum
o 1 2 E 4 s B 7 B 9 10 soo
limit
Per-client upstream bandwidth limit ' Maximum
o 1 2 3 4 s 3 7 8 5 10 s00
limit
Per-BSSID upstream bandwidth limit ' Maximum
o 1 z 3 4 s & 7 8 3 10 s00
limit
Per-WLAN upstream bandwidth limit ' Maximum
No 1 2 3 + s 6 7 8 9 10 soo
limit
Fastlane Disabled v
Enabling Fastlane will update QoS value to platinum.
Application Visibility Control  Disabled v
AVC Profile  MAP
Add Rule
Action S.L No. Application Action Average Rate

Burst Rate

HI 5

ERHEES , SRR BIN A MRS, BRIAMERT |, kT TEARS, &

T THSIRAEERE R,

Per-WLAN upstream bandwidth limit !
o

limit

Fastlane @ Disabled v

Enabling Fastlane will update QoS value to platinum.

Application Visibility Control ( Disabled v) o
AVC Profile (Enahled ) e

Add Rule

Action S.L No. Application Action

Maximum
500

Average Rate

g6d
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Application Visibility Control Enabled

AVC Profile  MAP

Add Rule

Action S.L No. Application Action Average Rate Burst Rate

,

KB RAIRE , BN R T EEIT,
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Applications ©

A . B

LENERRTEER

NA — BFFSTEKR

Groups — BTN AR | UEFEREWEEF
Data Usage — LRSS BAEANKIEE

FHE — NARFRFEANTRE

LU ARKERTF , NREINRTHEF , XA THRENERFNRAHERE,

LEZhEEFEBR A , AR TERARIEEEHNWLANG R, THR - LEHLEERNAEM
NMRARFRE, BNFIXRTURSEESAR , BREATANTRSH

X 5T

flan : BEFIRISER , SSL
RIEHRAF

540 : Outlook, Secure-pop3
85 M50

f5l4n - WebEx, Cisco Spark,
WEMTERERIE

#5370 : Microsoft Office 365,
BRI

)30 : Windows-Azure,
HRE — BEW

iCloud, Google Drive
AP L&

f5lan : Twitter, Facebook
Software Updates
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% thiAction T FIAE LLIE R AL IR iR E R A,

Add AVC Rule

Application iclowd

Atlinn‘ Mark v '

DSCP | Silver (Best Effort) »

Salect Al ]

AVC Profile @ WLAN 551D

O Ezikwireless EZ1KWirslass
O cBwwirsless CEWWirsless

[0 DEFAULT_RLAN none

FEARBIF | BATFEMarkAb 4R & L IE T,

EXNREHITHERE

° Hrid — REBXRBEETESRSABR(DSCP)IEZ— — BHEITHNAREFERDN
RERHE

* EHF — THITHMARE , BEFRE

* ERRG — AT IREFPHRER, RRER ( LIKbps £ )
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Add AVC R

Application icloud
Action Mark
DSCH Silver (Best Effort) »

Select AIfL
Custom

AVC Proflile
g Platinum {Vaica)

Gold (Videa)

[0 cewwireless Bronze (Background) .

[0 DEFAULT_RLAN

LT REFRICHRENDSCPET, XEEMMNELH R FREZTNESTH TR EERE
HRERBHER,

o MR (BR) —ED
o BiE(RY)
o ShE (HH)
° HER (BT )ES

°* BEN — AFRE

BIEWebtE ] , REESEBESSLY K , XEME L EERHESMNER MK AWANEE
HRE. Eit , X2 Iﬂ%umiHﬁFﬁSSLo FSSLABRENBREMR LR TSI
SRR AR
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REFEREFLENRBSITAVEANSSID , HEEESelect All,

Add AVC Rule

Application icloud

Action | Mark ¥

DSCP  Silver (Best Effort) »

Select All (]

AVC Prafile (:‘l-"_:l VWLAN 551D

EZ1KWireless EZ1KWireless
CBWWireless CBWWireless

DEFAULT_RLAN nong

|
m

HIR 12

I 1E 2 T Apply FF #4 L SR B

[0 DEFAULT _RLAN
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WEIAPREARAERE  HIEESKBEREEY, BAURSETNRELR ,

{ENetflix REMEL X R UAREZ R
ED BN TEO KRB G ERTABUEL RSB TRERF,

REZT | NASHR—IMEREBEANIERE A lBREREF RO TRHE—FER
, TR =T AR

EAWeb UINE F im0 4 ( ATk )

EEIMERE  REAXBRELHINER. RIMBERT , BERHI L TEARS.
XEFEE TRaE

Host Name — SRR Z M B
BIERS — BN OEMG
BIERSHRA — EHARE DA

BRXERFHENEITHREQEEANBEENELE,

REFFREENHTEFEEEHTLREN, REGTLHFEAFESMIIEN IR,
PlanfE AT @SR S ES B RBEN N A RGIRZRE,

BRAR , AJLAEWeb UIF“Monitoring” ( 1512 ) o REEMEHNEFimiFMAE R

£1F

& FHWireless Settings.



8 Monitoring

1

] |
Access Points
Clients
Guest Clients

Mesh Extender

© Applications

! Rogues

Access Points

Clients

# Wireless Dashboard

AP Performance




THEHELFE ST Wireless Settings ( TLIRE ) HEERNBENAE :

*R Monitoring

£ wireless Settings
N

% Access Points
& WLAN Users
& Guest WLANs

¥ Mesh

I‘l‘ Management

< Advanced

g2

BEERATNAMNWLAN , AR LT HAN N editBR,

alvaln . 2 o -
e cisco Cisco Business Wireless 140AC Access Point ‘ Q A © =
WLANs
Add new WLAN/RLAN
Action Active Type Name ssip Security Policy Radio Policy
@ x Enabled Lan Ez1K Ez1K Personal(WP ALL
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e ICIIS.ICLI Cisco Business Wireless 140AC Access Point

WLANS

M Active WLANs [l

Add new WLAN/RELAN

Action Active Type (]

x Enabled WLAN E.

£3F

HHRETRMNTEA T, WEEHETRAENEBNE LNRS, LEHYesaaB
o

Edit WLAN

WLAN is in enable state. Editing the WLAN configuration will disrupt

the network momentarily. Do you want to continue.?
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% FLocal Profiling ( 42347 ) YRR VIIRE F im 5 4o

Edit WLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN ID T
Type DRLAN v
Profile Name * E7K

551D * | EIK

WLAN: with same 5510 can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL v 8

Broadcast 551D D
Local meiling@

HI]5

B & Apply.



Edit WLAN

General WLAN Security VLAMN & Firewall Traffic Shaping Scheduling

WLAN 1D

Type
Profile Name * EZ1K

351D EZIK

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy ALL v B
Broadcast 551D ()

Local Profiling

(2]

£65

B HEM B MonitoringZf o KR, B4FEFFE P wEBIEF 15 £ R7EMonitoringi& T+ #Y

DashboardH,
CLIENTS oMbl x
Client ldentity i Device Type * Usage » “  Throughput i
I & Anthonys-iPad Apple-iPad 1.0 GB 260.3 bps
2 @ GCalexy-59 Andromd-Samsung-Galax 8.4 MB 1.2 kbps

o
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